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ABSTRACT: This article explores the development of a High-Frequency (HF) encryptor aimed at
securing voice communications in the HF band. The encryptor is designed as an intermediary device
positioned between the handset and the radio station, ensuring compatibility with existing systems while
addressing concerns over data security. Unlike foreign-made radio equipment that may contain
backdoors or lack transparency in their cryptographic systems, the HF encryptor employs a domestically
developed solution that is fully compliant with information security standards. Its software is built using
the AL04.2 block encryption algorithm, implemented in the high-level programming language C++ to
ensure robust cryptographic protection. The design emphasizes repairability, timely updates, and
certification transparency, meeting both hardware and software requirements for secure
communication. Additionally, this development demonstrates significant progress toward eliminating
dependence on foreign cryptographic systems by creating a reliable domestic alternative that offers
enhanced protection, efficiency, and adaptability for modern HF radio communications.

KEYWORDS: HF band, radio communication, cryptographic information protection facility,
integrated development environment.

INTRODUCTION

One of the key areas in the use of Cryptographic Information Protection Facilities (CIPFs) is ensuring
the security of communication over radio channels. Foreign manufacturers of radio equipment typically
do not provide documentation on the cryptographic systems and encryption algorithms used in their
products, citing intellectual property protection and similar reasons. As a result, there is a possibility
that foreign-made radio equipment may contain hardware or software backdoors that could weaken
their built-in protection mechanisms. Another issue is the compatibility of various radio stations.
Given these challenges, the most appropriate solution is to develop a domestic CIPF that meets
information security requirements and is fully transparent for certification, both in hardware and
software. This will ensure high repairability, timely updates, and confidence in the declared
cryptographic strength of the implemented encryption algorithm.

As part of a grant-funded project, research teams from the Information Security Laboratory at the
Institute of Information and Computational Technologies under the Committee of Science of the
Ministry of Science and Higher Education of the Republic of Kazakhstan (RK MSHE IICT LIS) and
the Special Design and Technology Bureau "GRANIT" have been working on the development of a
domestic CIPF, which is now in the final stages.

At this point, two identical HF encryptors have been developed. The HF encryptor is designed to convert
voice signals into digital format for subsequent transmission over an HF radio channel in a half-duplex
mode.

Technical Specifications of the HF Encryptor:

1. Modulation method — OFDM.

2. Frequency range — 300 to 2500 Hz.
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Frequency grid step — 62.5 Hz.

Transmission rate — 20 ms (50 baud).

Guard interval — 4 ms.

Channel transmission speed — 3600 bps.

Power supply voltage — 12 V DC.

Power consumption — no more than 200 mA.

. Voice sampling rate — 8 kHz.

10.Voice transmission speed — 2400 baud.

11.Connection establishment time — no more than 1 second.
12.Dimensions — 140x210x70 mm.

©ONOUAW

Thus, based on the above, the development of a domestic CIPF, designed to protect information during
HF radio communications, which will be housed in a separate unit and placed between the radio and
the handset, is both relevant and important.

LITERATURE REVIEW

Radio communication is one of the most critical forms of communication, and in some cases, the only
means to ensure the command and control of forces and resources assigned to carry out combat tasks,
as well as during the imposition of a state of emergency or the occurrence of emergencies. The loss of
communication results in a loss of command and control.

High-frequency (HF) radio communication is one of the primary communication methods intended for
use in regional and national radio networks. During special periods and wartime, HF radio networks
become the main form of communication. Due to the ability of shortwaves to efficiently reflect off the
ionosphere, radio communication over long distances with low transmitter power is possible
(Stupnitsky M. M., 2018, p. 49).

The advantages of HF radio communication include (Romanyuk V.A. 2019):

1. The ability to establish communication over long distances (up to transcontinental).

2. Lower equipment cost compared to other types of communication providing the same range.

3. High mobility.

The disadvantages of the HF band include:

1. Difficulty in miniaturizing radio stations.

2. Large antenna sizes (tens of meters).

3. Low interference immunity.

To this day, the task of ensuring a secure and rapid communication channel in the face of potential
adversarial electronic warfare remains one of the most pressing issues. Since the radio channel is
inherently open, communications transmitted over it can be intercepted by both military forces and
amateur radio operators. Therefore, the issue of ensuring the protection of information transmitted via
radio channels is particularly critical, as adversaries may use intercepted open information for various
purposes, including destabilizing the situation in society.

Various manufacturers on the market offer radio communication systems with built-in voice information
protection capabilities. One such company is the Israeli firm Elbit Systems, formerly Tadiran Ltd, which
produces digital radio communication systems like "Tadiran." In these systems, radio channel protection
is ensured through the use of a voice scrambling device (VSD) integrated into the hardware of the radio
station (Elbit Systems, n.d.). Another well-known provider of radio communication systems is the
Australian company Barrett Communications, which manufactures both digital and analog
communication systems. An example is the Barrett PRC-2090 radio, which offers extensive
functionality and provides reliable and secure communication using DES encryption with a 56-bit key
and AES encryption with a 256-bit key (Radio.com.kz, n.d.). In Russia, one of the largest enterprises
developing and manufacturing communication systems with cryptographic protection is the Penza
Scientific Research Electrotechnical Institute (PNETI). An example of its products is the "Ramzai"
crypto-protected radio modem, which is designed for the cryptographic protection of confidential voice
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information and its transmission via HF and VHF radio channels in simplex/duplex mode for both
stationary and mobile radio communication systems. The cryptographic algorithm used is GOST 28147-
89 in stream cipher mode, with key lengths ranging from 40 to 256 bits (BNTI, n.d.).

This overview of radio communication systems demonstrates that a wide variety of such devices are
available on the market, with different implementations of voice information protection algorithms and
varying levels of cryptographic security.

RESEARCH RESULTS

The AL04.2 encryption algorithm was implemented in the Microsoft Visual Studio Community 2019
integrated development environment using the high-level C++ programming language. A fragment of
the source code for the AL04.2 encryption algorithm in Microsoft Visual Studio Community 2019 is
shown in Figure 1.
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Figure 1. A fragment of the source code of the AL04.2 encryption algorithm
in Microsoft Visual Studio Community 2019

To generate the files used for the microcontroller firmware upgrade in the HF encryptor, the IAR
Embedded Workbench integrated development environment was employed. A fragment of the source
code of the AL04.2 encryption algorithm in JAR Embedded Workbench is shown in Figure 2.

To create the firmware file for the OFDM modem, the integrated application development
environment Code Composer Studio was utilized, as illustrated in Figure 3.

The microcontroller in the HF encryptor was flashed using the AVR Atmel programmer and the AVR
Studio integrated development environment. After upgrading the microcontroller firmware in both HF
encryptors, the correct operation of encryption and decryption was verified, where one device served
as the transmitter of voice information (shown at the top) and the other as the receiver (shown at the
bottom) (see Figure 4).
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Figure 2. Fragment of the AL04.2 encryption algorithm source code in IAR Embedded Workbench
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Figure 4. Testing the operation of two HF encrybtors

The HF encryptor operates in two modes:

— Unencrypted mode;

— Encrypted mode.

In the encrypted mode, the HF encryptor provides the following functions:

1. In the reception mode:

The analog signal received from the radio station is converted into digital form, the digital data stream
is decrypted using the AL04.2 encryption algorithm with the application of loaded encryption keys, and
the signal is converted back into analog form, and then transmitted to the handset.

2. In the transmission mode:

The analog signal received from the handset is converted into digital form, the digital data stream is
encrypted using the AL04.2 encryption algorithm with the application of loaded encryption keys, and
the signal is converted back into analog form, and then transmitted to the radio station.

In the unencrypted mode, the device relays the signal from the handset to the microphone input of the
radio station and the audio signal from the radio station to the handset, acting as a relay for audio signals.
In this case, the operation with the radio station is fully in accordance with the radio station’s operating
manual.

In the encrypted mode, the encryption of the digital data stream in the HF encryptor is carried out using
one of the keys selected by the "key selection" switch.

Functionally, the HF encryptor consists of a vocoder and an OFDM modem. Connection to different
types of radio stations is made via the headset jack using appropriate adapters. In the transmission mode,
the signal coming from the microphone of the handset enters the input of the vocoder chip, where it is
converted to digital form, compressed using the RALCWI algorithm, sent to the controller, encrypted
by the AL04.2 algorithm, and then transmitted to the modem. In the modem, the data is modulated using
the OFDM method and transmitted via the radio station over the air. In the reception mode, the signal
received from the radio station enters the modem, is demodulated, and sent to the controller for
decryption. Once restored, the digital data is transferred to the vocoder chip, converted into an analog
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signal, and output to the loudspeaker. Switching between reception and transmission modes is
controlled by the Push-to-talk (PTT) signal.

The OFDM modem consists of an analog-to-digital converter (ADC), a digital-to-analog converter
(DAC), a digital signal processor (DSP), automatic gain control (AGC) circuits, and an automatic
frequency control (AFC) system. The modem operates in two modes: modulation and demodulation.
Mode switching is controlled by the PTT signal from the vocoder’s control unit.

In the modulation mode, the DSP receives data blocks consisting of six bytes from the AVR control
microcontroller at 20 ms intervals. The received data is modulated using the OFDM method, converted
to analog form by the DAC, and transmitted to the microphone input of the radio station.

Each of the 36 carrier frequencies is modulated using the DQPSK method. The most significant bit of
the data is transmitted on the lowest tone frequency. A symbol consists of 9 bytes: 6 data bytes, 1
checksum byte, and 2 error correction code bytes. The CRC8 checksum is used as the error detection
mechanism. The Hamming code is used as the error correction code. To reduce cross-distortion, the
initial phases of all carrier frequencies are shifted. The initial phase shift is calculated using Newman’s
formula. The signal is generated programmatically in the DSP. The total output signal with a clock rate
of 64 kHz is sent to a 16-bit DAC for conversion to analog form.

In the demodulation mode, an analog signal with an amplitude ranging from 0.1V to 1.2V is received
from the radio station's output and sent to the input of the 16-bit ADC, where it is converted into digital
form. The sampling rate of the input signal is 32 kHz. The input signal in digital form from the ADC is
sent to the DSP memory buffer, where it is processed every 2 ms. A 1024-point Fast Fourier Transform
(FFT) is used to extract the instantaneous amplitude and phase of the input signal. Synchronization is
achieved using the matching method based on data obtained from two consecutive processing cycles.
The demodulated 20 ms interval is transmitted in digital form to the control microcontroller for
decryption and conversion into voice.

The front side of the HF encryptor, displaying the control elements, is shown in Figure 5.
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Figure 5. Front side of the HF encryptor

Key loading into the HF encryptor is performed through an 8-pin connector, as shown in Figure 6.
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Figure 6. Key loading into the HF encryptor is performed through an 8-pin connector

The final stage of testing the operation of the two created HF encryptors is to verify their functionality
using a radio station. The selected radio equipment for testing the operation of the HF encryptors is the
PT-100C transistor HF transceiver, shown in Figure 7.

Figure 7. PT-100C transistor HF transceiver

Note: The PT-100C transistor HF transceiver (RTSV n.d.) is a next-generation transceiver designed for
operation in the HF frequency range as part of radio centers, including automated communication
systems. The device is software-configurable.
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Key Technical Specifications of the PT-100C:

— Control: Local or remote via the front panel using RS-232C, RS-485, and Ethernet interfaces.

— Types of Transmission and Reception: J3E, H3E, R3E, A1A, G1B, F1B, J7B, J2D.

— Operating Frequency Range: 1.5-30 MHz.

— Number of Programmable Frequencies: 1000.

— Sensitivity for Signal Reception: In J3E mode (at a signal-to-noise ratio of 10 dB) — not worse than
0.97 pV, and in F1B mode — not worse than 0.6 pV.

— Re-tuning Time for Programmable Frequencies: No more than 50 ms.

Thus, the work carried out on the development of the AL04.2 encryption algorithm, the creation of two
HF encryptors, the programming of the encryption algorithm into the microcontroller, and the testing
of the HF encryptors functioning directly connected without using radio stations has shown promising
results. The final stage of testing the HF encryptors using the PT-100C transistor HF transceiver will be
conducted in the near future.

CONCLUSION

Thus, as a result of the conducted research, the AL04.2 encryption algorithm has been developed, files
for programming the microcontroller have been prepared, two identical HF encryptors have been
created, and the correctness of the AL04.2 encryption algorithm's operation in the HF encryptor has
been verified during the transmission and reception of voice information directly without the use of
radio stations. In the future, it is planned to test the operation of the HF encryptor with the PT-100C
transistor HF transceiver.
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ABSTRACT. This work focuses on the statistical analysis of the HAS03 hash function, which is based
on the Sponge structure. The algorithm involves defining a fixed-length internal state and includes the
absorption and squeezing phases. The paper presents the results of statistical testing of the cryptographic
hash function. The analysis was performed using the software implementation of the statistical test suite
recommended by the U.S. National Institute of Standards and Technology (NIST). Additionally, one of
the key requirements for cryptographic hash algorithms is the presence of the avalanche effect. The
results of the analysis confirm that the sequences produced by this hashing algorithm fully meet the
criteria for the avalanche effect and exhibit a high level of statistical security.

KEYWORDS: hash function, sponge, NIST test suite, cryptographic avalanche effect.

INTRODUCTION

Hashing emerged in the early days of computer science and was initially used for efficient data retrieval.
Over time, its applications have significantly expanded, especially in the field of cryptography, where
hashing has become a fundamental component for ensuring data integrity and security in the digital age.
A hash function is a mathematical algorithm that transforms an input message into a fixed-size string,
typically in the form of a hash value. This transformation is deterministic, ensuring that a given input
message consistently produces the same hash output, and it is one-way, preventing the original input
from being derived from the hash value (Fashim P., 2021).

The primary purpose of hashing is information verification. This task is critical in numerous scenarios:
from password verification on websites to complex computations in blockchain technology. Since a
hash represents a unique code for a specific data set, it can be used to determine whether the information
matches the expected value. Consequently, programs can store hashes instead of the original data for
comparison purposes. This approach is particularly useful for protecting confidential information and
conserving storage space. For example, instead of storing passwords on a server, their hashes are stored;
antivirus programs keep hashes of viruses in their databases rather than the actual virus samples; digital
signatures use hashes for verification; cryptocurrency transaction information is stored as hashes.
Other, less common uses of hashing include searching for duplicates in large datasets, generating
identifiers (IDs), and constructing special data structures. An example of such a structure is a hash table,
where an element’s identifier is its hash, which also determines the element's position in the table.
There are numerous methods for generating hashes. These can include formulas based on
multiplication, division, and other mathematical operations, as well as algorithms of varying complexity
(Chiambarasan N.R., 2021). However, if a hash is used for data protection, its function must be
cryptographic, possessing certain properties.

The operation of a cryptographic hash function typically involves several stages. Data is divided into
parts and passed through a compression function, which reduces the information to a smaller number
of bits. Such a function must be cryptographically secure, meaning its output must be practically
impossible to forge. The main properties of cryptographic hash functions include irreversibility,
determinism, uniqueness, and diversity (Peiser S.C., 2020).
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LITERATURE REVIEW

In the article (Rasool M., 2020), a novel approach is presented to address current security issues by
using a generalized Collatz process to create a chaos-based hash function. By leveraging the
unpredictable behavior of the Collatz sequence, the proposed hash function enhances ergodicity and
entropy properties, making it highly suitable for cryptographic applications.

Hash functions are extensively used in measuring high-speed network traffic. In the work (Ying Hu,
2020), the authors introduce a practical development of hash functions for IPv6 measurement. This
development is based on an entropic analysis of IPv6 network data and an automated multi-objective
genetic programming (GP) method. Three fitness functions are used as optimization goals: active flow
estimation, uniformity, and the avalanche effect, with active flow estimation being the primary objective
for this specific measurement task.

Recent attacks on modern hash functions have raised doubts about the adequacy of standard hash
function construction principles. The paper (Regenscheid A., 2007) examines a multiplication-based
hash function construction in the group of 2 x 2 matrices over a finite field, proposed by Zemor and
Tillich.

A hash chain is constructed by repeatedly hashing the initial value. The study (Lee D., 2007)
investigates the complexity of compromising the security properties of hash functions through hash
chain attacks using probabilistic algorithms. It is demonstrated that each hash function has a
vulnerability index that measures its inherent susceptibility to hash chain attacks.

SHA-256 is a secure cryptographic hash function. Its output should not exhibit any detectable
properties. The paper (Bouam M., 2021) describes three-bit strings whose hashes by SHA-256 are
nonetheless correlated in a non-trivial way: the first half of their hashes XORs to zero. These were
found using a brute force method without exploiting any cryptographic weaknesses in the hash function
itself.

The works (Luo P., 2016) focus on the differential error analysis of the SHA-3 algorithm family,
specifically the SHA3-224 and SHA3-256 algorithms. The authors developed an error injection model
and enhanced the realism of the attack for various SHA-3 implementation architectures. Later, the
authors extended the application of this developed approach to an attack based on error injection.

RESEARCH METHODOLOGY

A one-way function is a fundamental concept in cryptography and plays a crucial role in ensuring the
security of hash functions. A one-way function is a function that is easy to compute in one direction but
extremely difficult to invert without specific information. In the context of hash functions, this property
ensures that hashing data can be done quickly and efficiently, but it is impossible to recover the original
data from its hash (Levin A., 2003).

Let's provide a formal definition of a hash function. Let {0, 1}™ be the set of all binary strings of length
m, and {0, 1} be the set of all finite-length binary strings. Then, a hash function h is a transformation
of the form h : {0,1}* — {0, 1}, where m is the length of the hash output.

There are various approaches to constructing cryptographic hash functions today. Among these, the
sponge construction is a versatile cryptographic primitive used to create hash functions. The main idea
behind it is the flexibility, security, and efficiency of the construction, making it suitable for various
cryptographic tasks (Beirendonck M., 2019).

The sponge construction is characterized by two parameters:

- Absorption rate (r): The part of the state that is updated with each block of input data.

- Capacity (c): The part of the state that remains unchanged for each block of input data. The total
length of the sponge state is b=r+c.

The avalanche effect is a key property of cryptographic algorithms that characterizes their resistance to
analysis and cracking. This property denotes that a slight change in the input data (e.g., changing one
bit) should cause significant changes in the output data, affecting a large number of bits. For hash
functions, the avalanche effect plays a critically important role. Changing one bit in the original message
results in a drastically different hash. This property ensures that two similar messages will have
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completely different hashes, making it difficult to predict or match the original message from its hash
(Upadhyay D., 2022).

The avalanche effect parameter is an important indicator of the quality of cryptographic algorithms. Its
use allows evaluating and comparing the robustness of various algorithms against cryptanalysis, thereby
providing a high degree of data protection. The avalanche effect parameter is defined by the following
formula: &; = |2k; — 1|, where i is the number of the changed bit in the input sequence, k; is the
probability of changing half of the bits in the output sequence when changing the ith in the input, and
g; is the avalanche parameter. The ideal value for cryptographic hash algorithms is 0.5, indicating that,
on average, changing one bit of input data alters half of the output bits.

RESULTS AND DISCUSSION

Development of a hashing algorithm

The hashing algorithm runs over a working range of 1024 bit (that is, the size of the internal state is
1024 bits). The original plaintext is divided into blocks of 512 bits. If the total plaintext length is not a
multiple of 512, i.e. the length of the last block is less than 512 bits, then it is padded. As a complement,
a bit sequence is used, the first and last positions of which are ones, and all the other positions are filled
with zeros. The algorithm is based on sponge construction, the general scheme of which is shown in
Figure 1. The internal state is divided into two parts. The developed algorithm uses an internal state
consisting of two 512-bit parts A and V.

At the stage of absorption, a consecutive plaintext block A; is combined with both parts of the internal
state of the algorithm using the XOR operation and written instead of the first part, and the second part
remains unchanged: A; = A; @ A;_1 @ V;, V{ =V;_4, i = 0,n— 1. As the initial internal state, one
can choose a sequence consisting only of zeros (in the general case, it is possible to choose any fixed
sequence) with a length of 1024 bit. Using the function f, we transform the data obtained as a result of
these operations. After all the plaintext blocks have been processed, we move on to the squeezing stage.
At this stage, the input to the function f is the internal state A,_; Il V,,_; and the first 64 bits of the
output are chosen as the hash value. This is repeated until a hash value of the required length is obtained.
That is, to get a 256- or 512-bit hash value, one need to repeat this procedure 4 or 8 times, respectively.

Absorbing Squeezing

e

M,

Figure 1. Sponge construction scheme

Function f. The structure of the internal state used by the function f is a 4 x 4 square matrix whose
elements are 64-bit words (see Fig.2). W;, C; i = 0,7 are 64-bit words, W; are plaintext data (4; inthe
general scheme of the algorithm), C; is the second part involved in the transformation (V; in the general
scheme).

‘ Wy ‘ ‘ Wi ‘ ‘ W2 ‘ ‘ Wi ‘
‘ Wy ‘ ‘ Ws ‘ Ws ‘ ‘ Wr ‘
‘ Ca ‘ ‘ ] ‘ ‘ Ca ‘ ‘ Cs ‘
‘ Cy4 ‘ ‘ Cs ‘ ‘ Cs ‘ ‘ Cr ‘

Figure2. The structure of the internal state used by the function f
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The function f consists of transformations X, S, R and P, where X is performed twice. Let's describe
each of these transformations.

X-transformation performs the addition of the corresponding elements of the first and second columns
of the matrix using the xor operation and places the result in the first column, i.e. Wy = W, @ W;,
W, =W, ® Ws, Cy =Cy® Cy, Cy, = Cyq @ Cs. The same transformation is used to get the elements
of the second and third columns: W) =W, @ W,, W5 = Ws @ W, C{ = C; D C,, Cs = Cs @D Cg,
W, =W, @ Wz, Wg =Wy @ W, C; =C, @ Cs, C, = C¢ @ C,. The fourth column does not change.
S-transformation. Each of the values W;, C; i = 0,7 consists of 8 bytes, and their total number is 16.
Then the total number of bytes processed by the function f is 128. As a result of the transformation S,
these 128 bytes will be replaced by other bytes using S-box, i.e. S: {0, 1}1°2% - {0, 1}1024,

After the S-transformation, the X-transformation is performed on the first and fourth columns, and the
result is written as the new elements of the fourth column: W3' = S(Wy) @ S(W3), W' = S(W,) &
S(Wy), €4 = S(Cp) @ S(Ch), €Y = S(CY) D S(Ch).

R-transformation. Let's denote each of the 16 internal state words as X,,, n = 0,15. Then, for n =
0,1,2,3, the SHRL(X,,) operation is performed, and in other cases, the ROTRL(X,,) operation is
performed. Here SHRL(X,,) is a logical shift operation of the 64-bit argument by n + 3 bits to the right
if n is even and to the left if n is odd. Similarly, ROTRL(X,,) is an operation to rotate a 64-bit argument
n + 3 to the right if n is even, and to the left if n is odd.

P-transformation. The main purpose of the transformation is to mix the input elements. Each byte of
the input sequence is moved to a different location in a specific order (Table 1).

Table 1 - Permutation table for P-transformation.
0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15

0 16 32 48 64 80 9% 112 1 17 33 49 65 81 97 113
6 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
2 18 34 50 66 82 98 114 3 19 35 51 67 83 99 115
32 33 34 3 36 37 38 39 40 41 42 43 44 45 46 47
4 20 36 52 68 84 100 116 5 21 37 53 69 8 101 117
48 49 50 51 52 53 54 55 5 57 58 59 60 61 @62 63
6 22 38 54 70 8 102 118 7 23 39 55 71 87 103 119
64 65 66 67 68 69 7O 71 V2 73 74 75 76 77 78 79
8 24 40 56 72 88 104 120 9 25 41 57 73 89 105 121
80 81 8 83 84 8 86 8 8 8 90 91 92 93 94 95
10 26 42 58 74 90 106 122 11 27 43 59 75 91 107 123
9% 97 98 99 100 101 102 103 104 105 106 107 108 109 110 111
12 28 44 60 76 92 108 124 13 29 45 61 77 93 109 125
112 113 114 115 116 117 118 119 120 121 122 123 124 125 126 127
14 30 46 62 78 94 110 126 15 31 47 63 79 95 111 127

The function f consists of repeating the above transformations 14 times, except that the R-
transformation is not performed in the last round.

Let's show the results of the transformations used in the function f using a simple example. Let M be
a binary sequence 512 bits long, consisting only of zeros. Processing begins with the absorption stage.

STUDY RESULTS

One of the universal attacks carried out on all cryptographic algorithms is exhaustive search or brute-
force attack. If the hash value of the message M, is H(M;), then the attacker needs to find a message
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M, that satisfies H(M;) = H(M,). If the length of the resulting hash is n, then the complexity of this
method is 0(2™). Usually, when developing algorithms, special attention is paid to this condition and
the algorithm is constructed in such a way that the required level of security is ensured. In the HAS03
algorithm, the length of the resulting hash value is 256 and 512 bits, so using the brute force method is
inefficient.

Another universally valid attack technique used for hash functions is the "birthday paradox”. This
cryptographic analysis method estimates how many messages need to be examined to detect a collision
with a probability greater than 0.5. To find a collision, one needs to generate two sets, each containing
2™/2 messages and calculate their hash values. According to the birthday paradox, among them there
are messages with the same hash values with a probability of more than 0.5. However, this method
requires a large amount of memory. Even if the hash length is 256, modern computers will not be able
to implement this method. To find a collision of the second kind, it is necessary to make calculations in
the amount of at least 2128,

The avalanche effect is one of the mandatory properties of cryptographic algorithms. A small change
in the input of block ciphers and cryptographic hash functions should significantly change the output
value (for example, change half of the output bits).

To check the avalanche effect of the constructed hashing algorithm, consider the above example, i.e. as
the source text, we choose a binary sequence consisting only of zeros (Zima V.M., 2000). By inverting
one of the zero bits in each position of this sequence, we will get a new 512-bit text. The probability of
changing k;, i = 0,511, is calculated, where k; is the probability that the ith bit in the output value will
change if the ith element of the input value is inverted from the original output value (see Fig.3).

Avalanche effect
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Figure 3. Avalanche effect of the 6th round

The closer the value of each k; is to 0.5, the better the avalanche effect. Figure 4 shows a diagram of
the improvement in the avalanche effect from round to round. In the sixth round, the algorithm shows
a good result.

Evaluation of the statistical properties of hash values

For any hash value h(M) of a hashing algorithm, one of the essential conditions is the presence of
properties of pseudorandom sequences.

Therefore, an evaluation of the HAS03 hashing algorithm was conducted using a set of statistical tests
from the National Institute of Standards and Technology (NIST). The purpose of the testing is to
determine the degree of deviation of the sequence of hash values from truly random sequences.

Each test in the NIST suite evaluates randomness according to specific criteria by calculating the p-
value. Small p-values indicate that if the null hypothesis Hy is true, the probability of obtaining the same
or more extreme test statistics is very low. If the test yields a p-value p > a = 0,01, it means that the
examined sequence is random with a confidence level of 99%. Here, p € [0,1] and « is the significance
level, i.e., the probability of rejecting the null hypothesis Hp .
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The statistical tests using the NIST suite were conducted as follows. A random *.zip file of size 31,250
KB was selected for testing. According to the HAS03 algorithm description, each consecutive 64-byte
block of the hashed message is processed, and the resulting 64-byte hash value is sequentially written
to a new file. In our case, 500,000 hash values were obtained from 500,000 message blocks. The output
file with the *.hash extension was split into 100 files, each 3,125 KB in size. These files were then
tested using the NIST statistical test suite.

Figure 4 presents the results of the pseudo-randomness analysis of the hash value sequences generated
by the HASO03 algorithm using NIST tests. Two significance levels, a, were considered, and the number
of successfully passed NIST tests is shown.

The experiment results indicated that all tests were passed successfully. According to NIST
recommendations, a test is considered successful if at least 96 out of 100 sequences pass.

Results of the NIST statistical test suite
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Figure 4. NIST statistical test results
CONCLUSIONS

This article provides a brief overview of research on the development and analysis of cryptographic
hash functions, as well as a study of the current state of security and known structures of these functions.
The developed hashing algorithm, HASO03, is based on the sponge construction and transforms plaintext
of arbitrary length, divided into 512-bit (64-byte) blocks, into a hash value of either 256 or 512 bits.
Research has been conducted to confirm the cryptographic properties of the developed algorithm,
including evaluations of the avalanche effect of the HASO03 hashing algorithm. The algorithm
demonstrates a significant avalanche effect after just the 6th round of hashing. For experimental rigor,
the avalanche criterion was applied to the analysis after the 8th, 10th, 12th, and 14th rounds of hashing,
confirming the necessary degree of avalanche effect propagation in the HAS03 algorithm.
Additionally, the NIST testing results showed no deviations in the sequences generated by the HAS03
hashing algorithm. Therefore, it can be concluded that this algorithm provides a high level of statistical
security.

A promising direction for future research is a comprehensive study of the HAS03 hashing algorithm in
terms of its efficiency and security, specifically the search for collisions and preimages using
cryptanalysis methods. This will help identify its vulnerabilities and develop corresponding protective
measures.
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ABSTRACT. A directed graph, also known as a sgraph or digraph, is a mathematical structure used to
model relationships between objects in which the relationships have a specific direction.
Unlike undirected graphs, where edges connect vertices without specifying the direction of flow, in
directed graphs the edges, also called arcs, have arrows indicating the direction of flow. There are
different types of directed graphs, e.g. acyclic graphs (DAG), strongly consistent graphs, Euler graphs.
Many algorithms and techniques for analysing directed graphs used to solve different problems.
Directed graphs are an important tool in computer science, mathematics, engineering, and play an
important role in the field of cyber security, providing a valuable tool for modelling and analysing
complex information systems and identifying potential threats.

KEYWORDS: Directed Path., Directed Cycle, Score Vector, Underlying Graph, Consecutive Vertex

1. INTRODUCTION

Directed graphs (digraphs) are graphs in which the edges have a specific direction. This means that an
edge (u, v) leads from node u to node v and not necessarily from v to u. Directed graphs are widely used
in various fields such as computer science, computer networks, graph theory and social network
analysis. Edge Direction: Each edge has a specific direction, indicating which node it starts from and
which node it ends at. Degree of Nodes: In directed graphs, we distinguish between the input degree
(the number of edges entering a node) and the output degree (the number of edges leaving a node).
Cycle: A directed graph can contain a cycle, i.e. a path that starts and ends at the same node, passing
through other nodes according to the direction of the edges.

2. DIRECTED GRAPHS

Directed graphs are a fundamental data structure in computer science and mathematics, allowing
complex relationships and interactions between different elements to be modelled. In this context, a
directed graph is an abstract representation of directed connections between vertices, which enables the
analysis and understanding of complex relationships found in various domains. An introduction to
directed graphs is key to developing an understanding of their nature and potential applications.
Directed graphs find their application in a variety of fields, from computer science to the social sciences,
offering a tool for modelling and analysing relationships and structures. One of the key aspects of
directed graphs is their ability to represent and analyse social networks. In the context of social network
analysis, the vertices of a graph represent social entities, such as people, organisations or places, and
the edges reflect the relationships between them, such as friendship, cooperation or social group
membership. In this way, directed graphs enable deep analysis of community structure, identification
of key individuals and prediction of social trends? .

In the area of computer networks, directed graphs play a key role in routing problems. Each node of a
graph can represent a router or network device, and the edges between them are the paths along which
data is transmitted. The analysis of directed graphs in the context of routing allows efficient planning

1 Schiff, K. (2011). An algorithm for determining multicommodity maximum flow in directed graphs. Logistics

).
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of communication routes in networks, minimising latency and optimising data flow. The introduction
of directed graphs in this field enables network engineers to design efficient communication systems,
which is crucial in today's globalised IT environment? .

In addition, directed graphs are used in dependency analysis in data science, project management,
pattern recognition in big data, and recommendation systems. Their versatility makes them an
invaluable tool in a variety of fields where it is important to understand the relationships between
elements.

In summary, an introduction to directed graphs is a key step in understanding and use of this powerful
data structure. Their importance in social network analysis, routing in computer networks and many
other fields make them indispensable tools in today's world dominated by complex relationships and
interactions. Unraveling the mysteries of directed graphs is becoming not only a fascinating
mathematical subject, but also a key element in the advancement of in applied science. Directed graphs
are an important area of graph theory, and understanding them requires a sound knowledge of basic
definitions and terminology. The following are key concepts related to vertices, edges, vertex degree,
path and cycle in the context of directed graphs.

A vertex is a fundamental element in the structure of a directed graph. It is represented by a point in the
graph that can be connected by an edge to other vertices. Vertices are abstract entities that represent
different elements such as places, objects or social entities depending on the context of the application.
An edge in a directed graph is a directed arrow connecting two vertices. Each edge has a specific
direction, indicated by the arrow, and consists of two points: a source (the starting vertex) and a target
(the ending vertex). Edges represent relationships, connections or dependencies between vertices® .
The vertex degree is the number of edges that enter or leave a given vertex. The degree of a vertex can
be used to analyse the structure of a graph. Vertices with degree zero are isolated vertices, degree one
indicates vertices that are the ends of edges, and degree greater than one indicates vertices that are
connected to other vertices.

A path in a directed graph is a sequence of edges that connect vertices together. Unlike an undirected
graph, in a directed graph a path has a direction, meaning that we move from the source to the
destination, rather than both ways. Path analysis is crucial to understanding the relationships and
connections between elements in a graph.

A cycle is a closed path in a directed graph in which the start and end vertices are the same. This means
that we can return to the starting point by passing through a series of edges. Cycles are important in the
analysis of directed graphs, especially in terms of identifying cyclic structures and their impact on the
functioning of the systems represented by the graph* .

In understanding these basic definitions and terminology lies the key to effectively analysing and
modelling the complex structures represented by directed graphs. With these concepts, we become able
to explore relationships, identify patterns and understand data structure in the context of a variety of
application domains.

The operation of graph traversal and the search for shortest paths in directed graphs are key elements
in the analysis of the structure of these complex data structures. Graph traversal is the process of visiting
vertices and edges in order to better understand the layout of a graph. There are several main methods
of traversal, of which DFS (Depth-First Search) and BFS (Breadth-First Search) are the most important.

3. DFS

DFS is based on deep exploration of the structure of a graph, starting from one vertex and following as
far as possible along one branch before returning to the previous vertex. This approach is compared to
exploring a maze, where we aim to explore one direction as much as possible before paying attention
to other possibilities. BFS, on the other hand, explores the graph in layers, visiting all the neighbours

2 Magiera, J. (1995). Graphs as metric spaces. Prace Naukowe Akademii Ekonomicznej we Wroctawiu (696
Dydaktyka matematyki), 55-65.

3 Wozniak, A. (2010). Graphs and networks in decision-making techniques. Infrastructure and Ecology of Rural
Areas, (04).

4 Kaminska, A. M. (2018). Application of graph structures for bibliometric and webometric analyses. Models and
methods. New Library. Services, Information Technology and Media, 29(2), 47-63.
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of a given vertex and then proceeding to the neighbours of those neighbours. This approach resembles
a wave propagating from a source and allows us to explore neighbourhoods at different levels of
distance® .

The search for shortest paths in directed graphs is a crucial operation, especially in the context of
analysing the distance between two vertices. Dijkstra's algorithm is used to find shortest paths in a graph
with non-negative edge weights. Starting from the source vertex, this algorithm iteratively visits the
nearest vertices, updating the shortest distances. This is often used in packet routing in computer
networks or route planning in logistic routing.

4. BELLMAN-FORD ALGORITHM

The Bellman-Ford algorithm, on the other hand, allows the search for shortest paths in a graph with
edges with possibly negative weights. This is a more flexible approach that also allows the detection of
cycles with negative weights. Although less efficient than Dijkstra's algorithm, it is more versatile in
handling different scenarios. In summary, graph traversal and shortest path search are key operations in
directed graph analysis. The use of these methods is essential in fields ranging from computer science
to logistics, where complex relationships and graph structures require efficient understanding and use®.
In directed graphs, where edges reflect the relationships between elements, topological sorting emerges
as a key tool for determining the order in which tasks are performed. This is particularly important in
the context of tasks where there is a need to follow a hierarchy, and topological sorting ensures that no
task is completed before the tasks on which it depends.

Topological sorting involves assigning ordinal numbers to vertices in such a way that each directed
edge leads from a lower-numbered vertex to a higher-numbered vertex. In practice, this means arranging
tasks in such a way that each task preceding another has a lower number, so that they can be performed
in the correct order” .

Cycle analysis in directed graphs is becoming a key aspect, especially the context of detecting errors or
conflicts in the data structure. Cycles, i.e. closed paths in a graph, can introduce ambiguities or lead to
infinite loops, which is unacceptable in many application domains such as information systems or data
analysis.

Spanning trees, on the other hand, are an important part of directed graph analysis. A spanning tree is a
cycle free subgraph that spans all vertices of a graph. In the context of directed graphs, spanning trees
are used to analyse hierarchy and structure, and to extract key relationships between elements. In
practice, a spanning tree can represent a decision or logical structure, where vertices are decisions and
edges are their consequences.

In summary, topological sorting, cycle analysis and spanning trees are important operations in directed
graph analysis. They offer tools for the efficient organisation of tasks, the detection of potential errors

and the analysis of structure and hierarchy in various application domains® .

S. EMBEDDING

Embeddings of graphs is a modern approach to modelling graph structures that revolutionises the way
vertex relationships in directed graphs are analysed. Under this technique, the vertices of a graph are
mapped to a low-dimensional space and their structural features are preserved.

The main goal of graph embeddings is to effectively capture complex relationships between vertices,
enabling more precise modelling and understanding of graph structure. In practice, graph embeddings
find applications in a variety of fields, introducing new possibilities in data analysis and decision-
making.

5 Swierczek, A. (2007). From supply chains to supply networks. Logistics, 1, 74-77.

6 Kawa, A. (2013). Analysis of enterprise networks using the SNA method. Entrepreneurship and Management,
14(13), 1.

" M. Cencelj, J. Dydak, A. Vavpeti'c, Z". Virk, A Combinatorial Approach to Coarse Geometry,
arXiv:math.MG/0906.1372v1 (2009)

8 G. Bell, A. Dranishnikov, Asymtotic Dimension in Bedlewo, arXiv:math.GR/0507570v2 (2005)
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The process of representing a graph using embeddings involves assigning a vector of real numbers to
each vertex, so that the similarity between vertices in the original graph structure is represented as the
proximity of the corresponding vectors in the embedding space. In practice, embeddings of graphs find
application in various areas. In recommendation systems, graph embeddings enable the generation of
precise recommendations, taking into account complex relationships between users or products. In
social networks, graph embeddings make it possible to detect communities and group users based on
their behavioural patterns. In time-sensitive graphs, embeddings enable the analysis of the evolution of
relationships between vertices over time, which is crucial for understanding changes in the graph
structure. In dynamic graphs, embeddings support the analysis of changes over time and allow better
planning based on the dynamics of the graph structure® .

Graph representation using embeddings is an innovative approach that extends our capabilities in the
analysis of graph structures. It has practical applications in a variety of fields, enabling more advanced
data analysis and a better understanding of complex relationships in directed graphs.

Time-sensitive modelling of directed graphs is becoming a key area of in the analysis of temporal data
and dynamic structures. Dynamic graphs, which reflect changes in graph structure over time, introduce
new possibilities for studying the development of relationships between vertices. This approach is
particularly useful in areas such as change analysis in social networks, prediction in communication
networks or analysis of dynamics in biological systems?? .

The analysis of changes in social networks is one of the key applications of dynamic graphs. With them,
the evolution of user relationships over time can be monitored and analysed to understand changes in
online communities or social platforms. Identifying trends and assessing the impact of specific events
on community structure become possible with this advanced approach.

In the context of communication networks, dynamic graphs make it possible to model and forecasting
changes in the communication infrastructure. It is a useful tool to support the optimisation of data routes
and network load management. These activities are key to maintaining network performance in a
dynamic environment where relationships and connections are constantly changing. In the field of
biology, time-sensitive graphs are used to in the analysis of interactions between proteins or genes. They
allow the modelling and understanding of dynamic processes in organisms, enabling a better
understanding of changes in molecular interactions and the identification of temporal sequences of
biological phenomena'! .

The introduction of a temporal dimension to directed graph modelling is essential for a more realistic
representation of the complex processes taking place in different fields. Time-sensitive graphs are a
powerful tool in the analysis and prediction of dynamic processes that are central to evolving areas of
science, technology and practice.

6. NEURAL NETWORKS OF GRAPHS (GNNS)

Graph neural networks (GNNSs) are an innovative approach that has gained considerable popularity in
the field of machine learning. It is an advanced tool for learning the representation of the vertices of a
graph, given their environment. The main goal of GNNss is to extract information from the relationships
between vertices in a graph, which translates into a more complex analysis of the graph structure.

The applications of GNNs are broad, covering tasks such as vertex classification, edge prediction or
analysis of overall graph structure. In practice, GNNs prove to be particularly effective in modelling
directed graphs, where dependencies between vertices are crucial'? .

® J. Roe, Lectures on Coarse Geometry, University Lecture Series, American Ma- thematical Society (2003), 12-
14.

10 R. Engelking, K. Sieklucki, Geometry and Topology. Part II: Topology, Panstwowe Wydawnictwo Naukowe
(1980), 22-26.

11 A. Uzawa and T. Oshima. Polypeptide synthesis directed by dna as a messen- ger in cell-free polypeptide
synthesis by extreme thermophiles. The Journal of Biochemistry, 131:849-853, 2002.

12K. Z.Y. Han, B. Ma. Spider: Software for protein identification from sequence tags with de novo sequencing
error. Journal of Bioinformatics and Computational Biology, 3:697-716, 2005.
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The process of learning the representation of vertices in GNNs involves iterative processing of
information based on relationships with the environment. Each vertex updates its representation based
on its neighbouring vertices, which allows the context and structure of the graph to be taken into
account.

In vertex classification tasks, GNNs are used to assign labels or categories to individual graph elements
based on their structure and relationships to other vertices. In edge prediction, GNNs can predict
whether an edge will exist based on existing relationships between vertices. GNNs introduce an
advanced approach to the analysis of graph structures, especially in the context of directed graphs,
where the direction of relationships matters. They can effectively model relationships between vertices,
which is crucial in situations where the analysis of dynamic relationships between elements is necessary
to understand complex phenomena.

In summary, graph neural networks (GNNSs) are an innovative tool in the field of machine learning that
is revolutionising the way we analyse and model graphs, especially directed graphs. With the ability to
learn vertex representations from their environment, GNNs are becoming a key component in the
growing field of graph analysis and network structures® .

7. GRAPH MINING

Graph mining, also known as graph mining, is an advanced technique that uses data mining algorithms
to discover hidden patterns, relationships and structures in graphs. In the context of directed graphs,
where relationships have a specific direction, graph mining becomes a powerful tool to identify key
substructures, analyse cycles and trajectories of change over time.

Data mining in directed graphs opens up new possibilities for researchers and analysts, allowing a better
understanding of complex relationships between vertices. In practice, graph mining is used to extract
information about the structure of the data, which can include identifying important graph patterns or
analysing dynamic changes over time.

Among the main applications of graph mining in directed graphs is the identification of key
substructures that are frequently present in the network under analysis. In addition, the technique allows
efficient detection of cycles, which is important in the analysis of dependencies between vertices and
potential loop problems in the data structure. For time-sensitive graphs, graph mining can help identify
trajectories of change over time, enabling an understanding of the evolution of the graph structure and
analysis of dynamic relationships between elements®* .

Graph mining algorithms, such as subgraph isomorphism or cycle detection algorithms, are used in
practice to identify specific patterns, analyse data structure and extract information from complex
relationships between directed graph elements.

In summary, directed graph mining provides an advanced tool to explore the structure and relationships
between vertices. It acts as an effective tool for discovering hidden patterns, analysing relationships and
understanding the evolution of data over time, making it a key component in the field of data analysis.
Modern approaches and trends in graph modelling represent a fascinating research area that is rapidly
evolving with advances in technology. Analysis of recent scientific publications and participation in
conferences on directed graph modelling shed light on the innovations and directions that are shaping
the future of this field® .

In recent years, there has been a noticeable increase in interest in techniques based on artificial
intelligence, especially using graph neural networks (GNNs). Scientific publications often explore the
capabilities of GNNs in analysing the structures of complex relationships between vertices in directed
graphs. In addition, scientific conferences are an arena where experts present the latest developments,

13 D. E. Knuth. Art of Computer Programming, Volume 1: Fundamental Algorithms. Addison-Wesley
Professional, 3rd edition, Massachusetts, 1997, 23-27.

14D. J. MR. Garey. Computers and Intractability: A Guide to the Theory of NP-Completeness. W. H. Freeman,
1979.

15 M. G. C. Resende and C. C. Ribeiro. Greedy randomized adaptive search procedu- res. Handbook of
Metaheuristics, pages 716-719, 2003.
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showcasing a variety of GNN applications ranging from social network analysis to modelling temporal
structures in graphs.

Nowadays, graph modelling also takes into account dynamic and evolutionary aspects. New approaches
are focusing on the study of changes over time, which is applicable to the analysis of the dynamics of
relationships between vertices. Techniques are being discovered to take into account temporal aspects
in graph structure, which is becoming crucial in understanding processes across domains, from social
networks to biological systems. Trends in directed graph modelling also focus on the development of
graph mining techniques that enable the discovery of hidden patterns, relationships and substructures
in the networks being analysed. Modern approaches emphasise the need to develop advanced algorithms
that can effectively deal with increasingly complex data®® .

In light of these cutting-edge directions, graph modelling is becoming not only a tool for analysing
network structure, but also a dynamic area of research that is influencing the development of artificial
intelligence and data science. Scientific publications and conferences play a key role in the propagation
and exchange of these modern ideas, shaping the future of directed graph modelling. Modern
approaches to graph modelling introduce innovative techniques that enable more precise analysis and
understanding of network structures. Two of these advanced approaches are the representation of graphs
using embeddings and the consideration of temporal aspects.

Graph representation using embeddings is a technique in which the vertices of a graph are mapped to a
low-dimensional space while preserving their structural features. This approach enables the efficient
analysis of complex relationships between vertices by representing the graph in a more comprehensible
and compact way. In practice, graph embeddings find applications in various fields such as
recommendation, social network analysis or prediction in communication networks.

The second modern approach is to include temporal aspects in graph modelling. This is important,
especially in the context of analysing temporal data and dynamic structures. Graphs that incorporate
temporal aspects allow the study of changes in graph structure over time, which is crucial for
understanding the evolution of relationships between vertices. Examples of applications include the
analysis of changes in social networks, prediction in communication networks or the study of dynamics
in biological systems®’ .

These modern approaches to graph modelling open the door to more advanced analysis and applications
in a variety of fields. They range from techniques that enable a better understanding of graph structure
to those that allow tracking and predicting changes over time, which is important in a dynamic data
analysis environment. Together, these techniques are key tools in the field of graph modelling,
supporting the development of advanced network analysis methods. The analysis of social data up to
2023 includes extensive use of directed graph models. These models are a key technique in identifying
central figures, social groups and relationships between users in social networks. They make it possible
not only to study community structure, but also to predict potential influences and interactions within
social networks®® .

In the context of research, analysing community data using graph models enables a better understanding
of online community dynamics. Researchers use these models to identify communication patterns, the
role of key individuals in communities and to analyse changes in community structure over time. In
marketing practice, in turn, the analysis of online community behaviour has become an integral part of
communication and branding strategies.

The modelling of directed graphs in online community analytics also enables the personalisation of
content, tailoring it to individual user preferences. This, in turn, influences the effectiveness of
marketing campaigns, improving customer relationships and increasing community engagement around
a brand.

Looking ahead to 2023, it is anticipated that directed graph models in social data analysis will continue
to develop and improve. Technological advances will allow for even more sophisticated social

16 Szestato, P. (2015). Exploring Hamiltonian graphs with the Python language, 18-26.

17 Matuszak, M. (2011). Bayesian networks in adaptation and optimization of behavioral patterns. Artificial
Intelligence, 7006, 204-215.

18 Kucharski, P. (2018). Dynamical systems as limits of inverse sequences of graphs, 33-39.
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relationship research, which will contribute to a more complete understanding of the structure of online
communities and more effective use of this data for research and business purposes®® .

Case studies using specific models in real projects up to 2023 provide fascinating insights into the
practical use of graph analysis models. These use cases illustrate how different industries and fields use
graph models to solve specific problems and optimise their processes. In the e-commerce sector, for
example, analysing customer behaviour with directed graph models can lead to more personalised
product recommendations, which in turn increases the chances of a purchase. A case study can illustrate
how the application of a specific graph algorithm identified complex relationships between different
products and resulted in improved conversion rates.

8. APPLICATION OF DIRECTED GRAPHS

In the field of cyber security, case studies can demonstrate the effective use of directed graph models to
detect anomalies in computer networks. Analysing a specific incident where graph algorithms helped
to identify suspicious traffic patterns and respond quickly to potential threats can provide practical
guidance for other companies® .

In research, a case study could focus on the use of directed graph models to analyse interactions in
biological networks. An example project could show how the identification of key genes and
relationships between them using directed graphs has contributed to a better understanding of biological
mechanisms.

In logistics, the use of directed graph models to optimise delivery routes could be the subject of a case
study. An example project could describe how a specific graph algorithm helped to minimise logistics
costs, taking into account various parameters and constraints.

Looking ahead to 2023, the case studies provide a valuable tool for understanding the practical benefits
and challenges of using directed graph models in various projects. These real-world examples inspire
further research and improvement of graph analysis technologies, while providing practical knowledge
for companies and organisations interested in using these techniques in their fields of operation?' .

In the financial sector until 2023, directed graph models are applied in a variety of areas, as illustrated
by the case studies. Analysing the relationships between different financial institutions is key to
understanding market structure and risk assessment. Case studies can demonstrate how specific graph
models support the identification of relationships between banks, investment funds or other entities,
enabling better management of systemic risk and faster response to changes in financial markets. In
addition, directed graph models can be used to effectively identify potential cases of fraud or abuse by
analysing the complex relationships between different financial transactions and market participants?.
In the area of healthcare by 2023, innovative solutions based on directed graph models are changing the
way we analyse the relationship between patients, doctors and medical data. Case studies can showcase
the concrete implementation of these models in projects where the analysis of the graph structure based
on medical data allowed the optimisation of diagnostic processes, treatment and led to the
personalisation of healthcare. Example projects can show how graph models support doctors in
identifying new disease relationships, which can contribute to faster diagnosis and more effective
treatment®® .

In both sectors, finance and healthcare, projections up to 2023 suggest further development and
refinement of directed graph models, allowing for even more precise analysis, faster decision-making
and effective management of complex relationships and data. The case studies provide a valuable tool

19 Deptuta, A., Zawislak, S., & Partyka, M. A. (2017). Application of decision logic trees and dependency graphs
in the analysis of automatic transmission boxes. Buses: technology, operation, transport systems, 18.

20 Markowski, K. (2008). Existence and determination of positive realizations of linear univariate and multivariate
systems (Doctoral dissertation, The Institute of Control and Industrial Electronics).

21 Nowak, R., & Michalowski, A. (2011). Graphs and graph algorithms, 19-29.

22 Barodzich, A. (2023). Latin squares and list coloring of graphs (Doctoral dissertation, Department of Algebra
and Combinatorics), 44-48.

2 Mieczkowska, D. (2017). Development and implementation of an algorithm for visualization of directed acyclic
graphs in radial layout (Doctoral dissertation, Department of Physics of Complex Systems), 55-57.
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for understanding the practical benefits of applying these models to real-world projects, while providing
inspiration for further developments in this rapidly growing field. In public transport, applications of
directed graph models are shown through case studies that focus on route optimisation, vehicle fleet
management and planning for transport infrastructure expansion. Example projects can illustrate how
specific graph algorithms support the planning of the most efficient routes for public transport modes,
minimising passenger journey times and reducing operational costs. In addition, graph models can be
used for optimised vehicle fleet management, monitoring their location in real time, resulting in
improved efficiency and passenger service?® . In the manufacturing industry, case studies illustrate how
directed graph models are used to analyse the relationships between different elements of the production
process. Examples of applications can include identification of key points in production, optimisation
of material routing or maintenance planning. Graph models enable a better understanding of the
structure of the production process, leading to more efficient production organisation, optimised
inventory management and minimised downtime.

In the field of business decisions, case studies show how directed graph models support decision-
making processes at different levels of management. Competitive analysis using directed graphs can
help to identify the strengths and weaknesses of competitors, which in turn informs business
development strategies. Customer relationship management can be optimised through graph analysis,
enabling a better understanding of customer preferences and behaviour. In addition, supply chain
optimisation using directed graph models allows for better logistics management, reduced delivery
times and minimised operating costs® .

These case studies illustrate the versatility of the applications of directed graph models in different
sectors, bringing benefits both in terms of operational efficiency and support for decision-making
processes at different organisational levels.

In the field of education until 2023, directed graph models are applicable in a variety of contexts, as
illustrated by the case studies. Project examples can focus on analysing knowledge structure, identifying
key concepts and optimising learning pathways. The case studies can illustrate how graph models
support teachers to better understand the relationships between different knowledge domains, enabling
the adaptation of curricula to meet individual students' needs. In addition, graph analysis can help
identify areas that need more attention in the teaching process and facilitate the monitoring of students'
progress®® .

In the context of open source and community projects until 2023, describing the activities of
communities developing directed graph models is crucial. Case studies can show how different
scientific, software or educational communities are using open directed graph projects for collaborative
development and knowledge sharing. Examples of such projects could include developing new graph
algorithms, creating programming libraries or organising educational events. Describing how these
communities contribute to the development and dissemination of directed graph technology can inspire
other groups and individuals, encouraging active participation in open source communities.

The challenges of modelling directed graphs up to 2023 are an area of intense interest, in view of the
growing importance of these models in various fields. Current trends and technological advances also
involve some challenges that may affect the development and successful application of directed graphs.
The first of the important challenges is scalability. As the amount of available data grows and the
complexity of analysing relationships in large networks increases, directed graph modelling must meet
the needs of efficiently processing massive amounts of information. Efficient algorithms and
optimisation techniques become crucial to maintain high performance while maintaining analysis
accuracy?’ .

Another major challenge is to account for the dynamic nature of the data. Where relationships between
vertices are constantly changing over time, modelling directed graphs needs to take these dynamics into
account. The adaptability of models to changes in network structure becomes a key factor, especially in
the context of analysing social data or predicting changes in communication networks.

24 Salawa, D. (2020). Analysis of heuristic algorithms for the problem of the set of disjoint edges in directed
graphs, 77-79.

% Krawczyk, A. (2016). Exploring Halina graphs with the Python language, 88-93.

% Zwiernik, P. On graphical modelling in the context of time series analysis, 91-94.

2 Malinowski, .. (2014). Implementation of selected algorithms for weightless graphs in Python, 22-26.
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In addition, the challenge is to develop more advanced methods for representing vertices in graphs.
Traditional approaches to graph embeddings are being developed to better account for complex
relationships between vertices. The use of technologies such as graph neural networks (GNNs) allows
a more precise capture of the structure of directed graphs, but at the same time presents researchers with
challenges related to the with the interpretability of these models? .

9. DATA SECURITY IN DIRECTED GRAPHS

Data security in the context of directed graphs is another issue that requires attention. With the
increasing use of graph models in the areas of finance, healthcare or transport, issues of data
confidentiality and integrity are becoming a priority. Effective data protection mechanisms need to be
developed, especially when these models are used to analyse sensitive information.

The future of directed graph modelling until 2023 will be shaped by the responses to these challenges.
Innovations in algorithms, data processing technologies and the development of modern approaches,
such as graph neural networks, will be key to the further development of this rapidly growing field. At
the same time, the anticipated changes and advances provide motivation to continue research into
directed graph modelling in order to exploit its potential even more effectively in different areas.

A review of anticipated developments in graph modelling up to 2023 sets out areas where significant
progress and innovation is expected. The first key direction is the further improvement of graph analysis
algorithms. Modern approaches such as the use of advanced machine learning techniques, including
graph neural networks, are expected to enable more precise and efficient processing and analysis of
large graph datasets. At the same time, the development of scalable algorithms will become crucial to
deal with the increasing complexity of networks?°.

Another direction is the evolution in the representation of graphs. New methods for graph embeddings
will strive to represent even better the complex relationships between vertices, as well as to account for
dynamic changes in network structure. Advances in this area have the potential to improve the
effectiveness of graph models in applications ranging from community analysis to predicting changes
in temporal networks.

The foreseeable direction of development also includes the development of new technologies
and tools for graph visualisation. As the amount and complexity of graph data increases, visualisation
tools need to evolve to provide users with more intuitive and efficient ways to analyse the structure of
graphs.

In the context of the rapidly growing field of Graph Neural Networks (GNN5s), it is anticipated that their
application will expand to new areas and the models themselves will become more advanced. GNNs
will be developed to deal with more complex graph structures, as well as to optimise their
interpretability, allowing a better understanding of the decision-making processes undertaken by these
models.

Finally, it is anticipated that graph modelling will become more accessible to a variety of disciplines,
including non-computer scientists. Tools and platforms that enable graphs to be more easily created,
managed and analysed will be key to expanding the applications of graph modelling in different areas
of life.

These developments show that the future of graph modelling up to 2023 is dynamic and full of potential
for further innovations that will impact a variety of fields, from data science to artificial intelligence® .
With the growing influence of graph models in various fields, ethical issues are becoming central to the
discussion on the collection, analysis and use of graph data until 2023. In this context, focused attention
to ethics and responsibility becomes essential. Research on ethical frameworks and the development of
responsible practices in graph modelling will become a key aspect guiding the development of the field.

28 Augustyn, D. R., & Warchal, £. (2011). Application of Bayes networks in query selectivity estimation in the
Oracle database server query optimizer. Studia Informatica, 32(1A), 94.

2 MAGISTER, P. D. Implementation of a recursive self-associative network for encoding and classifying directed
graphs with labelled vertices, 33-37.

30 Schiff, K. (2011). An algorithm for determining multicommodity maximum flow in directed graphs. Logistics,
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Understanding the ethical challenges of graph data includes aspects such as privacy, confidentiality,
fairness, transparency and honesty in analysis and interpretation of results. Defining ethical guidelines
will aim to protect the rights of individuals, prevent abuse and ensure that the benefits of graph
modelling are evenly distributed, respecting the principles of social justice.

Paradoxically, the development of interdisciplinarity in the field of graph modelling is one of the key
solutions to ethical challenges. By integrating knowledge from the fields of mathematics, computer
science, sociology, economics and biology, researchers can better understand the context in which graph
data are collected and analysed. Collaboration between different disciplines will contribute to a more
holistic view of the structures and relationships in different types of networks, which in turn will lead
to more sustainable and ethical approaches to graph modelling. Anticipated developments in ethics and
interdisciplinarity will guide the development of graph modelling towards more responsible, fair and
sustainable practices. These trends reflect the understanding that developments in technology and data
science must go hand in hand with moral considerations to achieve real benefit for society.

Global collaboration and the establishment of standards in the field of graph modelling are setting
directions that play a key role in the further development of the field until 20233 .

International cooperation on graph data standards is becoming essential in the context of the increasing
complexity of projects and organisations working with graph data. Developing global standards will
allow for better interoperability between different projects, enabling more effective information sharing
and collaboration on a global scale. Common graph modelling platforms, based on global standards,
will help to improve the processes of graph data analysis and integration, both on a national and
international level.

In the context of the development of the market for graph modelling tools and platforms, rapid growth
and the emergence of new innovations are anticipated. New tools and platforms may emphasise ease of
use, offering more intuitive interfaces, making graph modelling accessible to a wider range of users.
Advanced visualisation features will be key to better understanding the structure of graphs, and
integration with other analytical tools will enable more comprehensive data analysis.

Overall, these trends point to the need for collaboration and standardisation in graph modelling and the
growing demand for modern tools to help effectively manage and analyse increasingly complex graph
data structures®? .

Increasing awareness of graph modelling is becoming a priority among professionals in various fields,
and this issue will remain central to the development of the field until 2023. Educational programmes
and training in graph modelling are essential for professionals across industries to more fully understand
the potential and limitations of these advanced tools.

Education in graph modelling allows professionals not only to learn how to use specific tools, but also
to understand the basic concepts, algorithms and practices associated with graph data. This, in turn,
enables them to use graph modelling more effectively in their fields of work and also supports the
development of new applications and solutions.

The parallel emerging field of graph analysis and processing at the edge (edge computing) is an
innovative approach that has the potential to change the way we work with graph data. Analysing and
processing graphs at the point of origin, i.e. at the edge, allows for more efficient data management and
faster decision-making, eliminating the need to send huge amounts of data to central servers. This
approach has the potential to revolutionise working with graph data, especially in the context of the
Internet of Things (IoT) and applications requiring low latency and fast processing® . As a result,
increased awareness among professionals and the development of graph processing technology at the
edge will contribute to a more effective and comprehensive use of graph modelling in practice.

The evolution of directed graph structures is an important area of review until 2023, covering the
dynamic development of the field in the context of changing technologies and new types of data. With
advances in technology and the emergence of increasingly diverse data, directed graph structures are
evolving, with implications for methods of modelling and analysis.

31 Wait, M. (2012). An application for visualising different types of graphs, 45-49.

32 Wozniak, M. Directed versions of the 1-2-3 and 1-2 hypotheses. combinatorics and cryptography, 56-59.

3 Hajder, M., Nycz, M., & Rozycki, P. (2014). Analysis of functional and operational characteristics of
hierarchical communication networks, 52-61.
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Developments in technology are introducing new challenges and opportunities in directed graph
modelling, and one of the key trends is the use of artificial intelligence. The growing interest in Al is
opening up new horizons in directed graph analysis and modelling. Machine learning algorithms,
especially those based on advanced neural networks, are becoming an integral part of the analysis,
prediction and generation of graph structures. Artificial intelligence can effectively support pattern
identification, analysis of complex relationships and automation of information extraction processes
from graph data.

As Al-based models become more sophisticated, their ability to adapt to evolving directed graph
structures increases. Machine learning algorithms, including those using deep neural networks, can
dynamically adapt to changes in the structure of the data, enabling more accurate predictions,
identification of relevant patterns and more efficient analysis of directed graphs.

As aresult, a 2023 review focused on the evolution of directed graph structures and the growing use of
artificial intelligence in their modelling will identify key trends and innovations shaping the field in the
coming years®* .

In the context of the 2023 review, an important aspect is to highlight the growing role of directed graphs
in the field of scientific research. With advances in technology and the increasing availability of data,
directed graph models are becoming an indispensable tool in life science fields.

Scientific research in biology, chemistry and physics often requires complex analysis of the
relationships and interactions between different elements. Directed graphs excel at modelling these
complex structures, allowing scientists to identify new relationships and patterns that can lead to
breakthroughs. In molecular biology, for example, directed graphs can represent interactions between
proteins or genes to aid understanding of biological functions.

Paradoxically, as the amount of available data increases, so do the challenges of processing large graph
data. The 2023 review should emphasise tools and techniques for efficient processing, analysis and
visualisation of large directed graphs. Advanced algorithms and tools for processing large amounts of
graph data are crucial for researchers, enabling them to efficiently extract information and understand
relationships in complex systems.

As a result, the development and growing application of directed graphs in scientific research are
important directions that will contribute to advances in many scientific fields, while at the same time
requiring effective data processing tools to maximise the potential of the available information® .

In Poland, the developed academic and research sector opens up prospects for applications of directed
graphs in various fields. In the field of scientific research, especially in biology, chemistry and computer
science, directed graph models are becoming an invaluable tool for analysing the relationships between
different elements.

In the field of biology, directed graphs can be used to represent interactions between different proteins
or genes. This allows for a better understanding of complex biological mechanisms and the discovery
of new relationships. In chemistry, directed graphs can represent molecular structures, which is
important for analysing chemical reactions and identifying the properties of substances.

In the industrial sector, in both manufacturing and services, directed graphs are becoming a tool for
process optimisation. In supply chain analysis, these models help to manage the relationships between
different logistical elements, which contributes to more efficient operations. Furthermore, analysing the
organisational structure of companies using directed graphs enables a better understanding of the
relationships between different organisational units.

In the field of education, Polish universities and research institutes use directed graphs to analyse the
structure of knowledge. They can be used to identify key concepts in a given field of study, which
supports the learning process. Optimising learning paths with directed graphs allows the curriculum to
be adapted to the needs of students, facilitating the acquisition of knowledge.

In this way, directed graphs represent an important tool for researchers, industry and academia in
Poland, enabling more sophisticated and effective analyses of complex relationships and structures®® .

3 Holowinski, G., & Malecki, K. (2023). Graph cellular automaton with variable relational cellular
neighborhoods-assumptions for implementation in FPGA. Measurement Automation Control, 57(8), 861-863.

3 Hare, K. (2019). Estimating eigenvalues using directed graphs.

3% Hajder, M., & Kolbusz, J. (2014). Minimizing the memory complexity of graph models of technical objects.
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In the context of technological innovation, Poland, being a developing technology market, finds a
number of opportunities for the use of directed graphs in innovative high-tech projects. Directed graphs
are a powerful tool in the field of data analysis, which can lead to innovative solutions in various sectors.
In the technology sector, directed graph models can be used to analyse the relationships between
different technologies, system components or software architectures. This allows for more effective
project planning, identification of potential areas of optimisation and adaptation to a dynamically
changing technological environment.

Public administration in Poland can also benefit from the potential of directed graphs. Analysis of the
structure of relationships between different administrative units can help to streamline administrative
operations, optimise processes and identify areas for improvement. Directed graphs can also be used to
analyse the relationships between different public projects, which contributes to effective resource
management and resource allocation®” .

Poland can also actively participate in open source projects and scientific communities related to
directed graphs. Cooperation with international research and business teams allows for the exchange of
experience, development of innovative solutions and joint contribution to the development of directed
graph technology on a global scale.

In this way, Poland can play an active role in the global technological ecosystem, using the potential of
graphs directed to the creation of innovative solutions, both at the technological and administrative
level.

The overview of graphs directed to 2023 presented here provides a comprehensive analysis of the area,
showing both the basic issues and modern trends as well as the future of the field.

The paper begins with an introduction to directed graphs as data structures, highlighting their
importance in various fields such as social network analysis or routing in computer networks.

It then focuses on basic definitions and terminology related to directed graphs, explaining the essence
of vertices, edges, vertex degree, paths and cycles. Basic operations on directed graphs are also
presented, such as graph traversal, finding shortest paths, topological sorting, cycle analysis and
spanning trees® .

Another area of analysis is the practical applications of directed graphs, including social data analysis,
network behaviour prediction, recommendations, route optimisation in public transport, management
in the manufacturing industry or business decision support. Case studies from various sectors such as
finance, healthcare or education are also presented, showing specific projects using directed graphs.

In the context of modern approaches to graph modelling, techniques such as graph embeddings,
consideration of temporal aspects and the use of Graph Neural Networks (GNNs) are discussed. A
review of research and conferences provides a glimpse into the latest trends and innovations in the field,
as well as open source projects and community collaborations.

The challenges of the directed graph model are then analysed, both ethical and technological, including
the development of the tool market, education or graph analysis at the edge. Predictions for the future
of the field are also presented, including the evolution of graph structures, the use of artificial
intelligence and the role of directed graphs in scientific research® .

The work also takes into account the Polish perspective, showing the potential of directed graphs in
research, the industrial sector, education, technological innovation, public administration and
cooperation with the scientific and business community.

In summary, this review offers a comprehensive understanding of directed graphs, demonstrating their
key role in data analysis, the various applications and trends that are shaping the field. The work sheds
light on current and future challenges, as well as on the potential for development, highlighting the
importance of ethics, education and international cooperation.
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69B0Mdg. 50053056900 LJd0sbMdOL Yzgws LRIMML F0BOME BMEOTSGHT0 Q5IBZST,
39GM0MH0MdL dMmEobs oo Fomf93900, o93sMmEH035 3mTMB03IS(300 S Q3B doBbYL
36MHm39L9d0L  9x39IBHIOMDS. IIO0m  S139dBHJOMD ghmo 0369w Mzbs HoOBIME
30630096300 )HMdIbBY IMmmMbM3bs. ImbsEqdndol MIgEHglmds 0bsbgds (305300 MO0,
653 ©900dgg0L 0530oLLAYEGOL 0BFMEOT5300L FM3sMZ0L sboero ABgdoL dogdsbg. doBbyLOL
LBYIOM 5 BoHBO3NOO 300900 YM3gWH0MIE 5(YYd0sb 30dgMLIBOHMHYIOL, MY ms
0053500 J0Bsb0s Bosbo 0sggbml gergdBHMmboen 30m330@EgMer LobEHgdgols s Jugwgdl,
31939 0bxm®Is300  MbgdIMMZM©  Fo0M30LMb.  OBFMEOTs300L o330l Lo gdgdOL
3996m@myom®ds 4963000009058 E®IoLsM30L  Josmfios 03 MbYL, MHMgLbsg 30MH3ge
3mD030gdHy M339 Fodmfigmwos domo  4s8mygbgdol 530 gdMds.  goblibzegqdmeo
3009639493990, 96moL dbcmog dmombmgl  goblbgogadme  Bgdbmemyom®
390509439GH0wgdgdl, gmMgl IbGMO3 o330l 3mI3egdumEmo LobEgdol dgddbsl, 3ma3wgdudo
39909496900 s330L LTS GdgdOL F0b0TsIMHO MOMEIbMdOL TgMbg30L Logmdzguby,
653 botrx 900l Gglods80bo, M3EH0ToDo300L 3BIMELOL IBbMM309wgdolL gd3035¢9bGHME0Ss.
Lo3)doml JoBsbos, 0bBMEOTs300L MBOsBOPBMYGOOL YHBOHNMB3gLIYMBI®  A9BOLIDBOIOMU
d9L50sd0Lo  3Mb3MgAHMEo  FobYBYd0, oobsobEIL TggEgd0 @S g0l HE30L
Lo3oegd9gd0.  FJOIMOMEIMAOS: 333500 godmyqbgdmeos  mM30LMdMmOZ30  33¢930L
903900, 53 MErolbImMdL 3MEIWO WOoEIMIGHMMOL MgmEomw  dodmbogals o
565¢0oBL. 1336900  Tggboos  FMegMMBOL  SbYIMOTGO0EID s  M9396BoMgds©O
OB gd0b.  gosboeobgdEos  MLIFOHDOMIOOL  2odm33eg30l  IJNMEIdO  ©d

399603900 Lo8Mogdgdo, sBn3g  IMmdszoo  39ML3gJH03900 @S FomYIoBH03MO
399635608930 59(300OEMDY.

153356dm  Lo@yzgdo:  3oBOMEO,  MLsBODMHMYDS,  0bBMOTs3gowo,  sbEHO30MHNMLO,
dmdbdoM909w0,0639Mb9@ Jugwro, 3530690, godobyo.

ABSTRACT: The transition of all spheres of human activity to digital format has brought great
achievements to humanity, simplified communication and increased the efficiency of business
processes. Along with the positive aspects, the demand for privacy has increased significantly. Most
data is stored in digital form, which pushes attackers to look for new ways to steal information.
Businesses and individuals face meet cyber threats every year, the main goal of which is to damage
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electronic computer systems and networks, also to misappropriate information without authorization.
The technological development of information protection tools has now reached a level where the
necessity of their use has already been put at the forefront. Different cyberattacks, on the one hand,
require different technological solutions, on the other hand, the creation of a complex protection system
based on the selection of the minimum number of protection means used in the complex, which is
equivalent to implementing an optimization process in accordance with costs. The goal of the work is
to identify relevant specific reasons, analyze the results, and select protection measures to ensure
information security. Methodology: the study uses qualitative research approaches, which involves a
theoretical review and analysis of extensive literature. The conclusion are compiled from government
reports and peer-reviewed journals. Are analyzed methods and technical means of security research,
also future prospects and the need for mathematical calculations.

KEYWORDS: Digital, Security, Information, Antivirus, User, Internet network, Hacking, Phishing.
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b9wdobshzmdmdol dgusligds s LBadgumg3mdMbogzsom s6Mbgddo dmbso3gdgdol 4oogdol
9000560l 533, 9FoLsbs39, FoLoMZoLfobgdgos, MMI IEOo 0bEMOAsi300
@wM350H  Jugewdo dgodwgds  ImdbToMmgdgdolsmzol  3MogE03ws©  domfzmdgemo
393bo@mm. Bo®sd, 0b@gMbg@oL Jugedo gl FgvdwgdgEr0s, 306506 0bBMMIsz0mwo
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935635, 0bBmMTo300L  Fobogombo 3 F0M©Idsm  13gE0ow Mo golivmgdo.
091359y gbgdeo  oym  LodgBHMomeo  ©sdoR3zmolL  Ggdbmwmyos, gl 0039 0dbgds
3Mm©0MgdoLm30L O ©Y3MPOMIBIOLNZ0L.  SLdgEHMmOEo  doamdol  dgdmbgzgzsdo
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MBOROMNbMIOOL 99oG0 Fgodwgds gbbmM309wEal MmO 3md3sbool, sggg dgledy
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Firewalls cos Access Controls: Firewall-gd0 «Lsg@ombmgdol Logewgdwyam 0Bl ®mwdgb@gdos,
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5MByMwo  3OMmENMI300L  Lobgmdosb  2sdmdobsty, Fso  Ggderosm  dgolbfjogermb
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6Mgbomdy: 0565990060Mm3g  LoHBMYs™IOOL  YM3gEOMmMds oMM gbgwos
0683035300l A5:33c0LmM30L MLsIbm 39gbmema0gdols 2sdmygbgdols as09dg. dmbsggdoms
Mbogbm@ 2505399 bmMiEogmgds 3G, 4G, LTE, 5G, Wi-Fi s Ubgs ¢gdbmanmyogdols
2530mygqbgdom. 50bodbemo  Bgdbmermaogdol  gmbdizombo®mgdologol LsFo®mms
(50mbobdoMgqdol  odmygbgds.  dgbmMwo  LobdoOwwo bBmeo @  Bmbsggdoms
2900539906 LoBdoMg, MMIgoE IIMZ0EIOMWos  JugErdo JOHPEOMMEISE RO
9mdbdoMmgdqgwms  MomEbmdsby, slg3g ©99gbodg  Fysml  ghHTsbgmbg  gogargbs,
39653060:Md7dL sbseo 3gdbmemaool 99Jdbol 59930090 MdL. MBOHM dg@EoE LEOEYMBOE
A9gbmemyosl Fomdmayqgbl Li-Fi (Light Fidelity) ¢gdbmamaos, Gmdgedog obsbgergdmewo
3000 o6 5MLYdMBL.  Li-Fi 3gdbmermaons ©sg3wgdbgdogenos bobsmeol gbgdaool
3990myg9bg0sby, 06x3mMAs300L  MLoEIbM®  AoaLEYds© 094gbgdl bormar 96 Mbognog
Lobomgls, HMIgeliss sb03gdL 39990Mm©O, MO BodwYsEGOOMSE Fgladegdgos mMIbMH030
350oboRJsOo 35300606  bBOWbzgargmas.  LESG0sdo  FoMImygboros  Li-Fi
&9Jbm@myool  LobGgdolb  sMJoBgdBIMs,  BH9JbmEmaool  M30MsBHILMIGOO  ©d
6530035690930, Boboliosmgdwgdo, 4s9mygbgdol LRgMMgdo. EoLIDBYMGdMEos MLIbM
3938060L Jugergddo sOBYDIMEO 3039OBIGOMbYJOOL Lobgmdgdo. 67d0Ld0ge GHgdbmemyosdo
9609369emmgsbos  MLoBMMbmMgdols  glvdsdolo  BMIGdoL  Fowgds  3mGH9bEow®o
LogOMHYYOOLYSE M530L sLYEIZ5, MBOBOHMbMIdOL MHoL3gdOL Jobodobsiool Jobboo Li-Fi
A9Jommyos  godmo®dBgzs  dmbsgdms IEMMdOLs s 3MmbxoabEoswmM™MdOL
M306053HLMd0m Wi-Fi-olmsb 890s6m9000. ol b6HMbzgagmals dmbsggdms wMlsgd®mbmo
2905399 @5 Jugerol  LoodgEmE  FMTomdsl.  BsdMMITo  sbgzg  Im3gdmeros  Li-Fi
A996mMy0580 259Mmygbgdo 3089MLIBOHPHBMYGOOL BodYSEgdIO0 S FJNMEIOO.

1533%6dm  LoByggdo: MLogbm  353d0®0; Wi-Fi; dwvdoomeo; LED  gobosmgds;  Li-Fi;
30096LIROMbY; 3009HMLIROMbMYdS; FoREMS(300.

ABSTRACT: The daily life of modern society is unimaginable without the use of wireless technologies
for information exchange. Wireless data transmission is performed using 3G, 4G, LTE, 5G, Wi-Fi and
other technologies. For the functioning of the mentioned technologies, it is necessary to use radio
frequencies. A limited frequency band, dependence of data transfer speed on the number of users
connected to the network simultaneously, the influence of several sources on each other leads to the
need to create new technology. A more perfect technology is Li-Fi (Light Fidelity) technology, in which
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the mentioned problems are excluded. Li-Fi technology is based on the use of light energy, using visible
or invisible light to wirelessly transmit information, which is emitted by a light-emitting diode, which
enables two-way high-speed connection. In the article presents the architecture of the Li-Fi technology
system, the advantages and disadvantages of the technology, it’s characteristics, and areas of use. Are
named the types of cyberthreats in the wireless networks. In any technology, it is important to take
appropriate security measures to protect against potential dangers, in order to minimize security risks,
Li-Fi technology offers data security and privacy advantages than Wi-Fi. It ensures secure data
transmission and reliable network operation. In the paper also given the tools and methods of
cybersecurity used in Li-Fi technology.

KEYWORDS: Wireless connection, Wi-Fi, Light-emitting diode, LED lighting, Li-Fi, Cyberthreat,
Cybersecurity, Encryption.
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LobdoHmEo ©osdsbmbo 380 63-c0sb 780 63-0¢0g 2.4 333, 5 236 @9 6 333
G950l LogMdol
©0535Bmbdo
400-800 3gMs396 30
©0MH9d9E9ds QOO 05000
dmbs3gdoms 953900l bomwo Lobsomeng 5Q0MAIOVIO0
1550v95¢mgds
Jugeol GHedeemyos faoOdowo-fiadHowo §aOHowo-8Gagseig®doeo
9cbo390ms goa3gdols 1-3,5 ado@o/fo 2 3a0030/§0-9.6 ydo@0/fd
LoBdstg
585630l dsbdogmo 100 20-100 0
M553H0bmgds 3505¢0 Bodvgogm
Loli¢gdmeo 3md3mbgbEgdo Lobsmeol oMM 3563 BH0DIGHMO0, 50MBI6EHOL
Bomm®os, M50396M0, dmfymdomds
BOOMIOIJHMO0
94985md0L 3M0bzo3o 3mb5399ms 2503995 8mb5390ms 25053939
Lobsmwom, Lobsmerols 60MGgd0m Wi-Fi Hmm@Egom
QOMEYIOHO BomvyHom
360390096G305eMds 9mbsgdms MLogmmbm 50MAIOJd0 509396 39EgdL
2390053995 90005, 5do@Mmad dmbsggdms
MbORGNObME 3953905 OB
05403690 dozmmfsdo doqrofjsdo

4. Li-Fi ¢ggbmemmaools gs9myggbgdols bggmmgdo

dgoem  sofiergmedo  Li-Fi vlsgbm  393806M0oL  Lobidgds  998mygbgdageno  odbo
Lb350slb3s 06EMLEHM0530, GO BMooEoreo Wi-Fi-bs o 5G (Generation) 9996Hmgd0b
S B9MboG0gs.
Li-Fi-ob g58myg9690s 99b53¢gdgaos 0bgo a0egddo Loz MoombobdoMwewo 353d06Mol
3990myg9bgds 396 bgMbogds:
- fyol B30l J3gdmm asbmoglgdmeo Logmaggdo -  Li-Fi-ob Lobsmerol Lbogo

0530LMBWOHE  3MEIEYds Yoerd3zgds goMgdmdo, 50 dm3zwgbsd Tgodwgds Fgazowml
309935300l 30MmEgLo (Ysed398s Imfymdow™mdgdl memob.

- 9950MgL5© LHOIWM S 36B0WIHE0 MO 5YH0EgdTo (L5TBIOO™ S LETPOZOMIM).
Li-Fi-ob  8mgdggdol  ©oo3sbmbol  LodgoMol  asdm  Fgbodergdgros  LsodErm
06830mMH 353059 §300mdol d9B©3s.
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- 653wgds 29650093 206Mgdmdo  (3961530) @ 00 5Y0E9dT0, BosEg IMBOIMHO
G9wgxnmbo 6 Jgodwrgds 0dbgl  godmygbgdmwo, Fogowoms©, BsdMAMEM  FoMogd0ol
bsHymddo.

- bogbgdol 0b@Hg®bg®o 10T (Internet of Things). dmbszgdgdol 4o@e3gdol MBOHM Jo@owo
LoBJoMg o9BJoM9gdl 0bBMmOT>300L 25(33esl AMFYMdOEMdGIL mMol, d9lsdwgdgwo 0469ds
WO I9EH0 M3 6mdOL dmfymdowmdol BsGmgs Jugwdo s Wi-Fi Jugerol @s@zothmgol
396@3300m35. 5G-bLsh g s FoboMMms© godmyqbgdols Jgdmbggzsdo, dglsdargdgaros
»3330560“ (Smart) dcmfigmdowmdgdol 894dbs: , 3330560 Joenodo®, ,F330560 Lobero®.

- 50530560L 56 Jugedo Bsrmwo md09dGHadol 90w IdsMgMBOL 4obLLLEBMZMS®.
5000 dY05MGMB0L F5BLEBPOZMOL LOBMUEY doe0sb oo s s Fgo9bl 10-20 LO-UL.

- b5gOEObM IMFymdOW™dJBT0 s IHgldYdgdTO Fodmygbgds, MY BHYJbmemyosls
5 5943l M5O0MEIMPGOMb 3930060, 580GHMA ToLo  QodmYygbgds Fglodergdgwros obgom
500w gddo Loosi Bluetooth, IR-3mMEob, Wi-Fi 06@9®bg@ol 908myggbgds 53603dseowmamos,
©oLEBEOMOO  2o0m33e93900L,  353096BHOL X IBIOMYEMBdOL  BEYMIsMYMdOL @
Lobogmabwm  6odbgdol  Ggocme  O™do  dmbo@GmMmobaols s 3MME39EMOOL
Bobo@otgdmo. Bs53500dYmBML YM9536900, IMLOEEIO MMsbYdo, 3530963JO0L o sEgdo
@5 BOM3gM30MYd0 Fg0dgds 500 FMM3ML 53 BHo3ol 0b@GHgMby@oom.

- x960533500  0b6x3MMI530M0  MLIROMLMIdOL  MBOHYB3gELoymgs®.  Wi-Fi-obmsb
9900009000 Li-Fi 3gdbmemaool ©oxsm30l Moomlo Moash doMgs, sdo@mad ol wmamem
MBogOmmbMs Imbo39dms 490539308 AbM03. gl M30Lgds 89g0degds dogr0sb LslisMAGOEM 0ymls
00  bEyOHMgddo, MMIYddog 30539096 OO  MoMEIbMdom  3MbRIPIBEOSCME
9mbs39dgdL.

- 3969 2956500999080. vsbermgls Imdsz5¢0do gLodwgdgeo 046935 ddom©gdolL odmygbgds
0683035300l 2505(3930LM30L  Joesgdols 0bBMLEHMMIE M50, Joeodol gobsmgdol Jugedo,
L593GHMIMBOM  gHgdol Jugerdo, 93GHMObEMLGHM0sd0 - 93GMIMBOMGdTo s LogBom
0683M5LEMIBHMs80 F56J9bgdl MO0l (53GHMIMdOWGd0 S©FYMH30wo 0dbgds dydomoo
R6MYO0m,  Bobgdobgdl  TgbodErgdemds  9dbgdom  gMMBbgmB s  8Mg60dsbsb
»IODO0JONMOOL), 9390005  goololigergegd®yg, Md09JHIOL FmMOL, LEBMYSEMIdMO3
G®5BL3MOEGHT0 s F0E0Mb MB0YIEL FmMOL, HMIWYdOE BIMIMIO 56056 Jugedo.

- 5009w gdBHMmMbMwo bgwdgdegdol 56MLYdMdOL godm, Aswsd(Y39G0 30MSGHIBMdS
996905 330000530:06530L dmMEGHDY F90fg30L FgHBH0wgdoL gJdbolomgol. Li-Fi-ob qodmygbgds
31939 59G99MH05 S9MHM3MME9ddo.

- 30MEMMMOo Mgoemds VR (Virtual reality). Li-Fi-ob g00mygbgdoo dmbszgdoms 4oms3gdol
dowowo  LoBJotyg, 99330609090 ©oym3b9ds,  BsGINZOL  BEBOMGMdS o
30683096300 )MHMds Fglodegdgenl 2obol VR ©sds3g0gdol s9m36900 dgmaqmbgdwmso
99O [6-7].

5. 30396MLsx3MNbgIdO MLsEHM 35380630

Mbogbm  Jugargdo bdoGo 399m09ggbgds  Loodgm 06@&9mb9@&-8990m9d0L
MBOHMD39wlogmeBo, Fog®od  Slgmds  Jugeds  Jgloderms  ImABTsMYIGL o6 339700
3009MLORMMbY G99dabsL. JugErol godgbzed s bbgs MLsFOHPHBMYBdOL IM39390Ts g0dgds
3063096305 HMOOL  F0sbMds s dmbsgdms  A5s(39doL  doeosbo  LobEgdol
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939G9305 ©5599bmb Loxg®MbOL J393. MLgbm 353806M0L Jugergdol 30mbxzoIBEOsEMBLL
390dgds LogOHmbg 99994dbsls 9999gads doM0MoTs d93)g3900s:

9elsdgbs

dmbdgbol T9gBHg3s 09gbgdl om339e  Jugel  FmfYmdOWMdIAL  FmEOL  QoILOEJT0
9mbs399900L 69356003 300MTol FMBO3M39ds©. ML5EIDM bo3mIMBoZs30om LolEgdgddo
dMmOmMEH0mJ0990ds 890degds doom3z0LMmb 3MmbB0IBE0sMMMO 0bRMMTS3E0s, MMYMEOES
356OHM0, 9GO ™bo [9M0owgdo, 306050 IMbs3gdgdo. 353960908 99mdwwosm fodswmb 56

39(33900b Jugemo Imbo399900, o 98 Bro3 50TMBIbYD JLgE IO IMM3939dU.
998935 »9580560 Godo” (Man in the Middle Attack-MitM)

3009653658539 ™M FbsGgl ImGol gOm39ds 393d0M3T0, Mo 999hbgzgeos Fbscmggdolmzol,
53MbEHOMEgdL 353006Mb, SHEIBL IMb39TGOOL MO0 35309, 33EP0L SMILIEL, JOHEMOL.
050600360 9e2fa30L FadBowgdo

050omMM0 890f930L HaMGH0wgdo - MBsgbm dgnfgzob FadEowgdo, Hmdgwros 90dwgds
LobEBgdodo ImgPYmL Jugerol 5EToboLEMIEHMMOL BydsMMZOL 4oMgd. SLgmds Fgmfiggzol
D9OGH0wgdds  Im@GYmgoom  dgodergds  dmdbdsMgdergdo  dormgmmmlb  Jugarl s dooo
9mbs399900  ©999399Y0IOML  FMOZoe  3009MMBIBOMMYOOL  MHOLIYOL.  POYEOMWYMHO
3900930L §90E0@qd0l 50dmbgbs s Jsmrmzs 9603369wm35605 MLsgbm 3sg3do®mol Jugerols
L59MMM MLsROMbMGdIOL TbsMILSF M.

35369 36390 MBOHMB3gMgmBOL #o3MEgEgds

95369 300 MBOHMB39WYMBOL 293039900 IB0TBMWos  3OMYMSTOMGOIPO
9mfymdowmdol 6 Jugwol dsbo3dmwomgdols s sB0sbgdoLZ0L. 3009MHE365d53990L
39999050, 3950H0mb 3mbs398m gos39dol MLoabm 560, BsbgMamb 35369 3GrMaEMsdemo
MBOHMD39wymRs IndbTo®mgdwrols Imgmdomdsdo sb 393do6Mol Jugerdo. oygbgdme ds3bg
36OHMaM0dm  MBOHMB3gygmxsl  dgdwos  dmfYmdowmdol  BwbJzombo®mgdols  dmdgms,
9mdbdocgdeols Imbs3999d0L Im35635 s 99damao 9393900l 2obbmM309wgds.

bmbdo Gogmssos

30096 53658530900>  F90dgds  958Mm09ggbmb  MLogm®mMbMmgdol LG  ITOROHYICO
5EMmOMomMIJP0  ©H3MPOMJOOLs 5 J0Ms©  Imbs3g890d0  FgfigzoLom3zol. 3L
360Mm9dBHocmdmds  3O03GHMPMORMTs  dSWamOOomIG0ds  Fgodegds  2odmofzoml
306839096305MH0 dmbs39899d0L IM3563, 99EHIBGH0B03IE00L ©IMmPZ93s s ,L3MTBobY*
39(%939%0. dmOMEGHMJIgEId0 300mdgb 339MEO 5MMb IEME FoGMOMIIOL Folorgdls,
09969096 30035530590 LolLEYIOL s PolMdgdoL BoMHM30L (39 TgOMEIL. MILOEG
9039453500 306539096300 Mdol  BgMombBw  DBosbmsb s MLosgbm  Jugwdo
306%39096305wMH0 IMbs399930L JN0sBMIOL IM3935Lmsb.

39639mGMgd0m0 89393900

39935 396dgmEmqdom - 993935 MLogbm Jugwbg, GmELss 3539600 §Y39BL 39306OL MG
bl ImOOL, Mo0d  ©YM3bMmL, B0TsMMMgds  FJ(335ML b gosgoedml  domo
9mbs399900. dmbs3gdms gos3gdol 659300 sMHbBYdO [Yygds s B0TsMMNYGdL 033U,
Goms 8MoGYmmb d0dMgdo s 50dml 9olitrmEml sMslsbdEoMmgdmeo dmddggdgdo. Mo3
ofi393L  3mbx0IbE0sMOMIOL  MM3935L s Jugerdo dmbsggdoms  BHMOxo3zL  bol
339l dgLsdg 30MHOLMZ0U.
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6. Li-Fi-8o ¢lsgmmbmgdols mbewmbzgmymaologol  303g0nLsg®ombmgdol  Bsdgbgdwmwmo
8obsogdo

Li-Fi  @gdbmemaos dbmemo 33036  bogbsal 0ygbgdl dmbsgdors  goslszgdsc.
99Lodsdolbo  Li-Fi bLogbsergdol  go3M39egdsby  490390mdo  s®LYden bbgs  3ogdo®ob
JB9gdol GOEOoMEIMEIdL 56 205Bbosm  ToLBY 2o3egbs. gl 535EgdL  TggPHNYdOL
UG900EIOHMBSL BF0OM YoMgdmdo.

Li-Fi &9dbmamma05 «b6b39aygmgl MLsg®mbmgdol 000gow® 3505(9439¢0b 0ebsdg®™mgy
9dbdoMgdeqdoLmM30L, MHMAYGO0E I30M5GHILMOL 560F 090 Jugerol 1EOBOEMOMBILS S
LoRJoGL, 499IxMdGLIOMEO 3068300630 MOMdOm. Li-Fi-ob 3mdbdsmgdegdo ©o3ero
56056 3009MOLHTFONHOLYYD 90 MLOBOPBMYOOL BbJ309d00m:

R0HOZMOO MBIRONHMYdS

L065EOL Fo®gdol M30L9890900b Qodmdobstyg Li-Fi Jugero Fobslfs® d9bwmomemos
396L5BW3M0 IBIOZOL BMBom, M5dEYBE LOBIMEOL LoYbIEIL 56 Fgryderos oswfomls
29103063509 Md0gdEHgdd0, HMYMMOES 39IO. FMYmdOEIMds, MMIgeroE 300 dsMYMdL Li-
Fi Jbgeol sgs®30lb 3oBo3MMmo ©0s35Bmbol LoBZMIOL FoMmgm, 56 Fgwder0s0d JoowMmls
Jugemsb famdol FglodegdEMmds.  M053GMMODYdIMYo  Imfiymdoermds Li-Fi Jugarol
B30l BrMbOL LsBP3zMGdT0 396 9 gdL Logbserol JomzoLgdsL. Li-Fi Jugerom 3538060L
56Mbgdol d94dbs 30 dgladergdgeos FbmemE 3003000 bggol Lsbdw3Mgddo 3mbzMgdmewo
99Mbgmeo  3mfymdowmdgdolmgol. Li-Fi LobEgdol dogboo  go@sbivggdo  dmbsigdgdol
©HEMNMO0L BBbJ305 FM0EI3L 35MMEOmM 33, FIMbsEgdOl FoMrNZ5L s FMboigdoms
©53083M35b.

806005¢Mo BsMryggzs

Mdg@gbmds  B39Mmgdcm0o30  Jugergdo 09ggbgdl  MOOMEI®IdL  39380MOLIM30L,  To0
Logboegdo 96 dwosh byl Li-Fi-ob  Logmdzgewbg o®Lgdmen  999009dgdL.  Li-Fi
9mdbdoMmgdegdo 009096 LGB0 ©s MHY39@ 999MHmMYdsL 8F0EMHM®  bMOgLYdMEo
3mgymdoEMmdgdol 99dmbggz0do 96 4ooG30MmME 4sMgdmdog 3o. Li-Fi 899960mgds 469
JB9Egdols s dmfgmdoEmdgdol bgwd)dergdolisodo JEAMS0s, M3 LT sEgdsl 0dwrg3zs
MO0MgLO  MBIROMLME  Foo0Egl  dMbs393g00  Lbgoalbgs LBgM™Mgddo, MMAMMOES
053005339, BFMO3MMOM Y90, BobBLYWOO MEYIBODBOE0YdO s 3MBTMLOL AsTM3IZg3s.
Jb9Ho MLsg®Hobmgdol ibgs 3MmEGM3memgdmsb 0b@ga®sEos

Li-Fi 30031600 “Lsg3m0mbmgdol 030L90sL sds;Hdweo Mmoo 3mbxrogbiosw®mdol
©mbg, dmbs3gdms JogMmOMmYOOL, 2oLoMgdgdol MBsBOMbM  sbsffogds,  gM@bowgdols
3oOHM30L oRIMMNMYd0 3MM390930 S Jugeol dmbodm®mobyol bLsodgm LE®IEHMOOL
3990005690000 MgoH M™To.

7. 300960lsxMHmMbMgdoL sGOLYIME Lsdrysegdgdmsb Li-Fi-ol «lsggmmbmgdol 0b@gatsgos

1339 56O 3009MLIROMLMYOOL LodwYsgdgdmMsb Li-Fi-ob »lsg®mbmgdol 0b@ga®szos

399X MOgLYOL IMbS3905 O339LS S JugEol 3MbR0WIHE0SWIOHMBIL, »BOHMB3gEYmals
d9©dog  MLOFODBMYdsL  Fgbobmero s @oslivzgdo  Imbo3gdgdolsl.  Lbgs  3009M
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LSROMNbMGOOL 3OMEHMIME GO Li-Fi-ob 0bEgatoool (odwgbody do®omswo 9gmm@gdo
5MLYOMBLs:

30096 MLsBMHObMYBOL 5O 0BLEHMMBIDEYOIME Mogligdomds

Li-Fi  9mfigmdoemdgdo  dgjdboewo  «bos oygml 99339  9OLYdIM  MLogOHDHMIdOL
3OMGHMIMWIIND  0639M300m30L,  OHMAMEOEss  dgofiggzol  3mbGHMmemo  802.1X,
dogMotqgds AES (Advanced Encryption Standard) 6 TLS (Transport Layer Security) o bbgo
3OMyM0dMwo  MHOHMB39mymRs, Moms  dmgdlob O™l gologdgdol  gymboel.  Li-Fi-ob
dMogoew  LobEgdsdo  dgLboadergdgeros APl (Application  Programming  Interface)
300960 LsROMbMYBOL  sOLYDIME 3EoMGBMEOTOL  0bBHYYM309, MM MBOMBlgLYmzoo
0969L 393806M0L MHY39EH0 FWOBMBS S IELITOMDS.

GHIBOOZ0 FogHOMIDS

Joxm0MmgdoL 3OmEm3megdo DES, RSA, Twofish s CR4 9g0dwgds 358mygbgdwcno 0dbgl
9mbs390ms 36530009630 MdOL Bs0dgEMMdOL »YHBOHNB3gWLIYMBI, OMIJWOEF 2903905
Mbsgbm  Jugengdoom.  Li-Fi  Jugerobomgol 59000069096  bbgoolbgs  dog®Homgdol
5EMMH003gdL 060300 Y5EIMHO MBsBOHMbMdOL Tgloddbgarso.

990f930L 3mbEHGM Mo 3¢6TorgMols yodmygbgdoo

d9bdomgmol s VLAN (Virtual LAN) g00mygbgds 89bsdegdgenos LobEgdol dgwmfiogol
3MbGHOMol dgLoddbgws, HMIMGd03 9090 9d9b dmbs3dms 4ooEgdsl s Jugwdo
GH®583030L 65350L. MLBsBOHMbMgdOL gl 3OHMEMIMEd0 d90dwgds 0b63gM0Mm9dMwo 0dbgls
3OMaM33  MBOHMB39wymBslmsb, Li-Fi-8o  Bsemzgol  oMbgdol  bgadgb@eoobmgol
9mbs390ms  LOFIOMO35. MBI gMo  ImJdggdl, GmameE dgofigzol  3MbGHOMEOL
933900, OMIWoE M35WYMOL 593698l LBoLEJsdo FgBmbIen @S A9o35¢  BHMOBROZL
MBsBOMbMYGOOL HobolifomsbloBrzmmwo (glgdol Logrmdazguwby.

ss3MNbMYdOL 5MOE 0L Bs@oMgds

Juomo 99©od0 - GHIbEJOOL Lgmoss, LoLEJIob ov)(339emdoL, dgofiggol LrbGo
$0G0wgdol s 30MmyMm3weo BOHYB3gYmzol 3990 3MbG0yMHE00L 50dmLaBgbs. Li-
Fi  Bs®®30LsL  Mbs  256bmM309©gl  MLogG®mbmgdol  Mgymwsvyemo  dgdmfjdgds
LoLEBHIMOO  bsM3gDIOoL  50TMLIBIBI© @S AOTMLILHMEOGdEs©, 0dodg Lsbsd sdom
0bMR90wq096 300965365853960. MLsBROMbMYdOL 3MA3gduMo F9dm(agds s GHgbGgdo
99009350M35Bg  290m0yYy9gbgds,  LobBHgdsdo  Imbs3gdgdol @os3gdol  3mGgbiomeo
(3390000l 290mbogwgbs®.  LHMoxo  s0dmBgbs s  ™m39MsGHowo  4odmliirMgds
9609369m35605  Mm3GH0To o 3006583096305 IMHMdOLS s  Jugerol  BoE0sbmdOL
d9L565MBMbgdWwS.

8. Li-Fi-ols mlsgz@obmgdols bggmemdo bsdmdsgem ¢gbwgaogdo s 30dg6Mulsg®ombmgds

wobermgl  fargddo  Li-Fi ¢gdbmemaool  Lsdmdsgerm@  MUsgO®mbmgdol  doMHomoo
&969b(30900 0469d5:

39850930 FogHOMYdS

9mdbdoMmgdeol  Jugerol  39malo  OE30LIM30L  MEMIBOO30 FoRMOMIOOL  TJOMPYd0S

LoFoOm. 33563 MO0 3003GHMYMR00L s JogMOMmgdol dgmmEgdol 0bEgaMogos 0dwrggs
3OBIOMMYI)O 3O0GHM3Mgd0L d940bols 99LodgdMBSL Jugmeo
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MBOBOHMbMYdOLIZ0L. Fsbdsbmo Lfogzergdol Ggdbmermaos dgodargds 4sdmygbgd o odbgls
MBoBOHMbMYdoL  LoLEBHIMO-L3)E0BROOO  SWYMMOHOMIYOOL F9dmTs3900LMZ0L, MMIgbs3
99305 533GH0MOEIL  3009MLIROMLMIOOL  LogOHMbggdol 0dsMID EOMOL  MYsEIYH
69s00d0.

JBoemgdol 3335 YBOM 335360 593 96GH0B035300L Igmm©gdol 353mygbgdoo

Li-Fi  Jugwdo  99396¢08035300L  Loodgm  39dsboBdgdol  0b@GHga®sEos  509s50egdl
MBoBOMbMdSL 063 gMbgE-0mabTomgdegdobmzol. 919G IbGH0B03s300l  dgmm©gdo,
MO0 LY0FgEOM 35MMEYd0, B0MIYGHH0s S MOMOL 9650930l 5dmEbMds  0db9gds
©5353gd0m0  gMbdgos  Li-Fi  Ggdbmemaool  Mlsg®mbmgdol.  0gqad9ds  derm3hgob
A996mmyool 359mygbgds s dMmIHToMmgdgdol Hmboserol sbgtyzs Jugwdo fzmdols
doOH»30Lm30U.

L5690l 06EHYMbYEHOL MBSGRMMbMYILMSD 0bEYAMSEGOS

0T (Internet of Things) Uoabgdol 0b6GIMbYEBHOL  gogMEgegds  obogw  gMsl  ofiygdl,
290X Md9LYdo 3530060 FMoMbMgL MMM T MUsBOMBMGISL. Li-Fi-0b@gmbg@ol
296300006905 10T ImfymdoEmdgdol hs®rm3zol Fglodergdermdsl 0dgggzs. dmgero LolEgdol
365300096300 MOMdS  ©FMI0EIOos  JUgEH  MLIBOPBMGISDY, MMIgelsi  Li-Fi
A9J6m@myos  30035HMBL.  LoFoMmms  MLOFOHDBMYdOL 3033 gJuMo  4905HY393H 900,
Gdgeroi 99593060900 dmbo3gdgdols gogmbgols Holgl 10T bob@gdgddo [8].

9. 5133369

Li-Fi  9o0m06MBg3s 290339100 050000  m30Lgdgdom,  doa®ed  d0bgs350
Fo®Immagbgeo LoRJsMmolo s FIHBOPOWO MBOGOMbMIdIOLS, sbswo GHgdbmemyos Wi-Fi
A996m M0l 396 Bosbs33wgdL. 0l 35MA0 TBAIMY 046935 MBSO Bo3mdNbogszom
Jb9gegdolL g96300050Mgdsd0. Li-Fi g09tmygbgdsmo 35bgds vsbanrmgl 8mdsgaedo og basag Wi-
Fi-ob  @58mygbgds  dgmdangdgeros, 30639  Goado  0brbGmosdo ©s  dgoobsdo.
9mdbdoMmgdeqdl 999degdsm oLaMygdmb MM LHMsxo 0bGgMbydoom doas LogMigdo,
borm 2569 LogM9do 0LIMYJIGdgb Wi-Fi-om s 5G-dmdor®mo Limsgo 0b@g@by@oom.
9m0535¢do Li-Fi s Wi-Fi 89990l 25b09b 960000560 3006000 »logbm bsgmdmbogsgom
LoLEYIoL Bofogro, Looi Li-Fi-o dbmeome dmzag dsbdowdg 0469ds 35Lwgbolidyqdgero
9mbs3900 LGSR 25005(3935BY, 0 LsE MOPOMAEHIW VYOO 396 50H93L.

9b 5bsE0o B9gdbmermyos 990dwgds gobgl vsbermgls 3mdsgswdo Y39woby 930meMma0IMH0
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ABSTRACT: The rapid proliferation of 10T devices, coupled with the generated exponential growth
of data, has necessitated the development of advanced network architectures. As a result, 5G mobile
networks have already begun to face challenges such as network congestion, latency, and scalability
limitations. Therefore, the need for a robust and future-proof solution becomes increasingly evident. In
this direction, many research initiatives and industrial communities started to work on the development
of 6G mobile networks. On the other hand, the emerging concept of Computing Continuum
encompasses the seamless integration of edge, fog, and cloud computing resources to provide a unified
and distributed computing environment, and it aims to enable real-time data processing, low-latency
response, and intelligent decision-making at the network edge. The primary objective of this research
paper is to address the shortcomings of existing network infrastructures and to overcome these
shortcomings by integrating advanced Al capabilities in 6G mobile networks with the Computing
Continuum. Moreover, it would be proposed a Computing Continuum Middleware for Artificial
Intelligence over 6G networks, which would offer high-level and well-defined (“standardized”)
interfaces which would create an automated, sustainable loop for managing IoT applications utilizing
Al approaches over 6G networks.

KEYWORDS: Al (Artificial Intelligence), Cloud Computing, Computing Continuum, Distributed Al,
Fog Computing, Mobile Edge Computing, 5G, B5G, 6G.

1. INTRODUCTION

Recently we have witnessed a significant increase in the use of distributed network-sensitive
applications following the industrial revolution of Artificial Intelligence (Al) and the Internet of Things
(1oT) (Rashid, Adib Bin, and Md Ashfakul Karim Kausik, 2024 & Seng, Kah Phooi, Li Minn Ang, and
Ericmoore Ngharamike, 2022). An important pillar in this revolution represents the evolution in mobile
network technologies across five generations, roughly ten years long each: 1G in the 1980s (analog
voice), 2G in the 1990s (digital voice), 3G in the 2000s (mobile data), 4G LTE-A, and WiMAX 802.16
in the 2010s (mobile broadband internet), and finally reaching 5G in the 2020s (ultra-low latency, mm-
waves, gigabit throughput), to be extended to 6G (blockchain and terahertz bandwidth) by the end of
this decade (Kumar, Jaydip, Jitendra K Samriya, Marek Bolanowski, Andrzej Paszkiewicz, Wiestaw
Pawlowski, Maria Ganzha, Katarzyna Wasielewska-Michniewska, et al, 2023).

Currently, multiple innovative applications that rely on artificial intelligence approaches (e.g., smart
city, virtual reality, robotics, swarms) exploit the radio communication improvements and architectural
changes in the edge and core networks. Such distributed applications attract mobile participants who
connect through smartphones, virtual reality glasses, drones, robots, or any special 10T end device.
Processing these interactions in real-time and meeting the requirements of the utilized Al algorithms is
essential for their wider integration into our daily lives and for ensuring a responsive and fluent user
experience.

The traditional solution to this problem is to offload the workload (i.e., Al model training) to a Cloud
data center offering high-performance computing and storage capabilities (Choudhury, Alok, Manojit
Ghose, Akhirul Islam, and None Yogita, 2024 & Hao, Tianshu, Jianfeng Zhan, Kai Hwang, Wanling
Gao, and Xu Wen, 2021). Unfortunately, the latencies required to reach remote Cloud data centers are

54



Scientific and Practical Cyber Security Journal (SPCSJ) 8(4): 54 — 65 ISSN 2587-4667 Scientific
Cyber Security Association (SCSA)

often unacceptably high, although the 5G technology promises to keep the user latency between 1 and
4 ms for ultra-reliable low latency communications (URLLC) and enhanced mobile broadband (eMBB)
network slices.

Therefore, many industrial and research initiatives started to focus on next 6™ generation of mobile
networks, or simply 6G (Letaief, Khaled B., Wei Chen, Yuanming Shi, Jun Zhang, and Ying-Jun
Angela Zhang, 2019 & Saad, Walid, Mehdi Bennis, and Mingzhe Chen, 2019 & Tarig, Faisal,
Muhammad R. A. Khandaker, Kai-Kit Wong, Muhammad A. Imran, Mehdi Bennis, and Merouane
Debbah, 2020). The main driving force in designing and optimizing 6G architectures, protocols, and
operations is Distributed Artificial Intelligence in the core, radio access, and the network edge, which
would provide support of ubiquitous and mobiquitous smart services from the core to the end devices
of the network, which would exceed the mobile data traffic used today. It is expected that Al would
transform the wireless evolution of future Internet of Everything (I0E) from “connected things or
objects” to “connected intelligence.”

Moreover, despite the scarcity of networking technologies that support modern loT applications, the
provisioning of low-end wireless Edge and high-end Cloud resources to the use case applications is still
a tedious and time-consuming manual process.

Therefore, recently, efforts have been made to consolidate these resources across a unified cloud and
edge ecosystem, named Computing Continuum, that brings the Cloud services closer to the end users.
The Computing Continuum encompasses the seamless integration of edge, fog, and cloud computing
resources to provide a unified and distributed computing environment, and it aims to enable real-time
data processing, low-latency response, and intelligent decision-making at the network edge (Kumar,
Jaydip, Jitendra K Samriya, Marek Bolanowski, Andrzej Paszkiewicz, Wieslaw Pawlowski, Maria
Ganzha, Katarzyna Wasielewska-Michniewska, et al, 2023 & Tarneberg, William, Emma Fitzgerald,
Monowar Bhuyan, Paul Townend, Karl-Erik Arzen, Per-Olov Ostberg, Erik Elmroth, Johan Eker,
Fredrik Tufvesson, and Maria Kihl, 2022). For example, smart city loT applications require clear
differentiation between latency-critical tasks, such as Al-based routing of cars or pedestrians, and
latency-permissive tasks, like localization of free, or occupied parking spaces. Furthermore, moving
critical workloads onto edge devices (e.g., single-board computers, smartphones, routers) enables
important data preprocessing, which reduces the traffic on the radio interface.

Therefore, without advanced middleware services offering high-level and well-defined
(“standardized”) interfaces, every IoT application provider must design and deploy its own ad-hoc
solutions to such problems. This makes the entire research and development effort in B5G and 6G
technologies fragmented, often redundant, inefficient, and costly. Obviously, such manual and isolated
approaches without integrated 10T application modelling and automated service orchestration do not
scale with the long-term vision of millions of interconnected 10T devices relying on distributed Al
approaches.

The primary objective of this research paper is to address the shortcomings of existing network
infrastructures and to overcome these shortcomings by integrating advanced Al capabilities in 6G
mobile networks with the Computing Continuum. It is organized in the following. Section 2 provides
an overview of 6G Mobile Networks and its features. Section 3 explains the meaning and the importance
of the Computing Continuum. Section 4 provides an explanation about our proposed Computing
Continuum Middleware for Artificial Intelligence over 6G networks, which would offer high-level and
well-defined (“standardized”) interfaces which would create an automated, sustainable loop for
managing loT applications utilizing Al approaches over 6G networks. Finally, Section 5 concludes the
paper and provides directions for future research.

2. OVERVIEW OF 6G MOBILE NETWORKS

The 2030 UN Agenda for sustainable development goals, adopted by all UN members in 2015, contains
a set of 17 objectives for “shared blueprint for peace and prosperity for the people and the planet,”
which should be accomplished by 2030 (“Transforming Our World: The 2030 Agenda for Sustainable
Development | Department of Economic and Social Affairs.”). The rapid advancements of mobile
networks may play a major role in fulfilling these sustainable development goals. The deployment of
5G mobile networks have marked the beginning of a true digital society, and have achieved significant
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improvements in terms of latency, data rates, spectral efficiency, mobility and number of connected
smart mobile devices (Jiang, Dajie, and Guangyi Liu, 2016 & Kitanov, Stojan, Edmundo Monteiro, and
Toni Janevski, 2016).

However, the rapid development of artificial intelligence (Al), virtual reality (VR), three-dimensional
(3D) media, and the internet of everything (I0E), has led to an exponential traffic growth and a massive
volume of traffic. The growth of the global mobile traffic according to ITU predictions in 2030 is
predicted to be around 5000 EB/month (“Report ITU-R M.2370-0.” IMT Traffic Estimates for the Years
2020 to 2030, 2015).

As a result, 5G network would not be able to cope with these rapid increased demands of data traffic
(Nawaz, Syed Junaid, Shree Krishna Sharma, Shurjeel Wyne, Mohammad N. Patwary, and Md.
Asaduzzaman, 2019). For example, the holographic communication would require a data rate up to
terabits per second (Th/s), which is three times higher than the 5G’s data rate and massive low latency
(hundreds of microseconds), which is three time less than 5G’s latency (Clemm, Alexander, Maria
Torres Vega, Hemanth Kumar Ravuri, Tim Wauters, and Filip De Turck, 2020 & Du, Jun, Chunxiao
Jiang, Jian Wang, Yong Ren, and Merouane Debbah, 2020 & Strinati, Emilio Calvanese, Sergio
Barbarossa, Jose Luis Gonzalez-Jimenez, Dimitri Ktenas, Nicolas Cassiau, Luc Maret, and Cedric
Dehos, 2019). In addition, due to the rapid deployment of Internet of Things (IoT) and future Internet
of Everything (IoE) devices, it would be necessary to enhance the connection density and coverage of
5G enabled 10T networks (Tang, Fengxiao, Yuichi Kawamoto, Nei Kato, and Jiajia Liu, 2019 & Zhang,
Shangwei, Jiajia Liu, Hongzhi Guo, Mingping Qi, and Nei Kato, 2020). Moreover, the new emerging
services of Internet of Everything (IoE) such as extended reality (XR), telemedicine systems, mind-
machine interface (MMI), and flying cars would demand very high transmission rates, high reliability,
and low latency, which significantly surpass the original goals of 5G networks (Huang, Yakun, Boyuan
Bai, Yuanwei Zhu, Xiugquan Qiao, Xiang Su, Lei Yang, and Ping Zhang, 2023 & Khan, Latif U., Ibrar
Yaqoob, Muhammad Imran, Zhu Han, and Choong Seon Hong, 2020). In addition, the future mobile
networks are expected to be ultra-large-scale, highly dynamic, and incredibly complex system, where
the manual optimization and configuration tasks used in the existing mobile networks would be no
longer suitable for the next generation mobile networks (Zhang, Shangwei, Jiajia Liu, Hongzhi Guo,
Mingping Qi, and Nei Kato, 2020). As a result, 5G networks have already begun to face challenges
such as network congestion, latency, and scalability limitations.

Table.1. Description of the table

KPI 5G 6G

Traffic Capacity 10 Mbps/m? ~ 1-10 Gbps/m®

Peak Data rate of the device 10 to 20 Gbps 1 Thps

End-to-End Latency 5-10 ms 10-100 ps

Uniform user experience 50 Mbps 2D everywhere 10 Gbps 3D everywhere

Localization precision 10 cmon 2D l1cmon3D

Mobility 500 km/h Up to 1000 km/h

Application Types eMBB, URLLC, mMTCP mBRLLC, mURLLC, meMBB

Spectral Efficiency 30 bps/Hz 100 bps/Hz

Energy Efficiency 1x 10 - 100x of 5G

Processing Delay 100 up to 50ns 10ns

Frequency Bands Sub-6 GHz; MmWave for | Sub-6 GHz; MmWave for mobile
fixed access at 26 GHz and 28 | access; THz band above 300 GHz;
GHz. Non RF

Therefore, the need for a robust and future-proof solution becomes increasingly evident. At the moment
the main network infrastructure problem is that currently exists no cloud data center, with a dedicated
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connection to a telecommunication network offering sufficiently low latency and high throughput to
support the execution of novel low-latency Al-based 10T applications and bring us into the 6G era by
the beginning of the next decade.

As a result, sixth generation (6G) networks have been proposed as a way to enhance the 5G solutions
(Kitanov, Stojan, Petrov, Ivan and Toni Janevski, 2021). Moreover, their potential is claimed to
facilitate further development of smart 10T solutions. In this direction machine learning (ML) and
generally Artificial Intelligence (Al) are becoming necessity for further expansion of the beyond 5G
mobile world.

A comparison between 5G and 6G network is given in Table 1. It can be noticed that all parameters
such as traffic capacity, data rate, end-to-end delay, processing delay, spectral and energy efficiency,
etc. are improved several times over the value provided by 5G.

6G network should provide support for greater number of massive machine type connected devices,
than 5G network. In that direction 6G should provide scalability, efficient connectivity with
connectivity and reliability, coverage improvement, as well as, QoS and QOoE provisioning. In order to
manage such complex network, artificial intelligence (Al) with machine learning (ML) techniques are
used to support the network autonomy, as well as, to get a knowledge of the surrounding environment
in with 6G network would operate. 6G network would possess self-healing, self-organization, self-
reconfiguration, self-optimization, self-aggregation, and self-protection capabilities.

6G network and 6G devices would require much higher energy consumption than 5G, increased by a
factor of 1000 or even 10000, since they would operate on terahertz frequency bands (from 0.1 THz to
10 THz), and they would should provide support of a very high traffic capacity (10 Gbps/m?), and ultra
large number of ubiquitous connected wireless nodes. Therefore, 6G network should have improved
energy efficiency than 5G network.

With the technological innovations such as artificial intelligence, augmented reality, virtual reality, and
holographic telepresence, 6G would offer many new possibilities in the e-health, since it would provide
very high reliability (99,99999 %), very high precision, and very ultra-low latency, less than 1 ms
(Shahraki, Amin, Mahmoud Abbasi, Md. Jalil Piran, and Amir Taherkordi, 2021).

New services such as would be introduced in 6G. In addition, 6G network should require higher
frequency bands in the terahertz spectrum, i.e., millimeter waves. In addition, a very high and
opportunistic data rate is required to support new emerging applications, such as immersive multimedia.
Also, 6G network would require much end-to-end delay of less than 1 millisecond, in order to support
some 6G services such as augmented reality, and telepresence. Furthermore, 6G network must require
too high reliability, in order to enable mission and safety-critical applications.

As it is already known, there are 3 main key services introduced by 5G: Enhanced Mobile Broadband
(eMBB), massive Machine Type Communication (mMTC) and Ultra-Reliable Low-Latency
Communication (URLLC) (Shahraki, Amin, Mahmoud Abbasi, Md. Jalil Piran, and Amir Taherkordi,
2021). In 6G network, all services would require low latency, high reliability, high data rate, massive
connectivity, and full mobility. Therefore, the following potential 6G services could be: massive
URLLC (mURLLC), enhanced mobile broadband URLLC (eURLLC), and massive eMBB (meMBB).
The mURLLC is the 5G URLLC service type increased to a massive scale, and combines the URLLC
with mMTC (mMMTC + URLLC). One potential application in this class could be autonomous intelligent
driving. The eURLLC service combines both eMBB and URLLC classes (eMBB + URLLC). AR, VR
and holographic meetings are some of the applications that fit into this service type. The meMBB
service type combines the mMMTC and eMBB types (nMTC + eMBB). The tactile Internet fits into this
class which would be used to improve the operations and functions in industrial 10T devices (110T) in
Industry 4.0.

6G network would provide many new use cases, which cannot be completely supported by 5G (Clemm,
Alexander, Maria Torres Vega, Hemanth Kumar Ravuri, Tim Wauters, and Filip De Turck, 2020).
Some of them are holographic telepresence, industrial automation (industry 4.0 transform), e-health,
tactile internet, augmented, and virtual reality.

An overview of the 6G network architecture together with the artificial intelligence is given on Fig. 1.
Artificial intelligence together with Machine Learning (ML) is introduced at any horizontal or vertical
level, at all TCP/IP layers, at any slice configuration and cloud-based network resource (edge
computing) (Kitanov, Stojan, and Vladimir Nikolikj, 2022).
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The 6G network design would introduce descriptive, diagnostic, predictive and prescriptive Al data
analytics (Balali, Farhad, Jessie Nouri, Adel Nasiri, and Tian Zhao, 2020 & Kibria, Mirza Golam, Kien
Nguyen, Gabriel Porto Villardi, Ou Zhao, Kentaro Ishizu, and Fumihide Kojima, 2018). The network
analytics would analyze the collected historical data in order to get insights of the network status
especially of the physical, data link, network and transport layer. Artificial intelligence (Al) together
machine learning (ML) techniques are used for network autonomy, as well as, to get a knowledge of
the surrounding environment in which 6G network would operate. Al would provide network status
and utilization opportunities. Work data which is obtained as an output of the network analytics
processes would be used by Core data analytics for detecting and predicting the network anomalies in
order to improve reliability and security of the network. The obtained data would be used to detect
future faults based at historical and current information and network behavior. Predictive analytics
would use data to forecast future resource availability based at user mobility prediction, traffic patterns
and overload. Finally, 6G would possess self-capabilities in healing, organization, reconfiguration,
optimization, aggregation, and protection.

The conventional centralized ML algorithms need the availability of a large amount of centralized data
and training on a central server (e.g., cloud server or centralized machine). However, this would result
with a bottleneck in the future ultra-large scale mobile networks. Therefore, 6G networks would adopt
ubiquitous Al solutions from the network core to the edge devices, i.e., Edge Intelligence (EI), or edge
Al located at the edge of the network would be introduced in 6G. As a result, there would be a significant
of big data sources from the cloud data centers to the increased number of smart edge devices
(smartphones and loT devices). Because of this data shift, these edge devices would move the Al
solutions to the edge of the network in order to exploit completely the available potential of the edge
big data sources. One possible emerging distributed ML technique is federated learning (FL) which
would realize ubiquitous Al in the 6G networks. FL does not rely on storing all data to a central server
where model training can occur. Instead, the innovative idea of FL is to train an ML model at each
device (participant or data owner) where data is generated, or a data source has resided, and then let the
participants send their individual models to a server (or aggregation server) and like that to achieve an
agreement for a global model. However, despite the considerable potential advantages of FL for the 6G
networks, FL is still in its infancy and encounter various challenges for fully operationalize in the 6G
networks (Kitanov, Stojan, and Vladimir Nikolikj, 2022).
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Regarding the security aspects, the security vision of 6G would integrate Al to produce security
automation which would ensure user/data privacy, would ensure trust, would provide prediction,
detection and prevention of attacks, and would limit vulnerability propagation (Kumar, Jaydip, Jitendra
K Samriya, Marek Bolanowski, Andrzej Paszkiewicz, Wiestaw Pawtowski, Maria Ganzha, Katarzyna
Wasielewska-Michniewska, et al, 2023). Due to the new technologies in 6G network architecture, 6G
new applications, and 6G new services, and the new policy regulations, the “Adversaries” also work
non-stop to produce new kinds of security risks. Therefore, the identification and detection of zero-day
attacks wouldn’t be easy. As a result, the best practical defense would be to stop and prevent the zero-
day attacks. In order to assess the value of network security in 6G, new set of Key Performance
Indicators (KPIs) and Key Value Indicators (KVIs) such as level of protection, response time, network
coverage, autonomicity level, Al robustness, Secure Al model convergence time, security function
chain round-trip-time, and deployment cost for security functions, should be defined. In addition,
several factors, including network information security, and security-related to Al/ML, should be taken
into account when characterizing security (Kumar, Jaydip, Jitendra K Samriya, Marek Bolanowski,
Andrzej Paszkiewicz, Wiestaw Pawtowski, Maria Ganzha, Katarzyna Wasielewska-Michniewska, et
al, 2023).

3. OVERVIEW OF COMPUTING CONTINUUM

The idea of cloud computing is based on a very fundamental principal of reusability of IT capabilities.
Cloud computing is a computing paradigm, where a large pool of systems is connected in private or
public networks, in order to provide dynamically scalable infrastructure for application, data and file
storage (Khan, Atta Ur Rehman, Mazliza Othman, Sajjad Ahmad Madani, and Samee Ullah Khan,
2014). The beginning of 21st century has been characterized by a general trend in which “business
solutions migrate to the cloud”, due to the following benefits:

» At the same time, the shared cloud resources (networks, servers, data warehouses,
applications and services) can be rapidly provisioned and managed with minimal
interaction by service providers;

» The cloud computing users may use these resources for development, hosting and
running of services and applications on demand in a flexible way at any device, at any
time and at any place in the cloud; and

» With the advent of this technology, the cost of computation, application hosting,
content storage and delivery is reduced significantly.

However, cloud-centric solutions cannot support fast growing sizes of 10T deployment due to the
following (Kumar, Jaydip, Jitendra K Samriya, Marek Bolanowski, Andrzej Paszkiewicz, Wiestaw
Pawlowski, Maria Ganzha, Katarzyna Wasielewska-Michniewska, et al, 2023):

» the amount of data generated by the sensors is so large, that networking infrastructure
between the sensors and the Cloud may not be able to efficiently transfer them;

» between the sensors and the cloud, within the ecosystem, multiple computing nodes
with reasonable capabilities exist and the cloud-centric model does not support their
utilization;

» large 10T ecosystems may require extremely time-constraint decision loops, which
cannot be realized in cloud-centric deployments; and

» privacy and security of travelling data is put at stake.

The progressive convergence between Cloud Computing and the Internet of Things resulted in the
appearance of the Computing Continuum (Kumar, Jaydip, Jitendra K Samriya, Marek Bolanowski,
Andrzej Paszkiewicz, Wiestaw Pawtowski, Maria Ganzha, Katarzyna Wasielewska-Michniewska, et
al, 2023 & Tarneberg, William, Emma Fitzgerald, Monowar Bhuyan, Paul Townend, Karl-Erik Arzen,
Per-Olov Ostberg, Erik EImroth, Johan Eker, Fredrik Tufvesson, and Maria Kihl, 2022). Initially, the
concept of Edge Computing represented a middle ground between data centers and loT hyper-local
networks of sensors and actuators. Then a much more nuanced paradigm emerged and placed
computing infrastructure on a spectrum covering from the Cloud Data Centers to Edge Nodes with
many intermediate levels. High-Performance Computing (HPC), Artificial Intelligence, 5G/6G
networks are also part of this Continuum for which hardware and software need to be jointly considered.
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Moreover, the role that 6G networks can play in the transition from the 10T, to the Edge-Cloud 6G
Computing Continuum.

The computing continuum seamlessly combines resources and services at the center (e.g., in Cloud
datacenters), at the Edge, and in-transit, along the data path. Typically, data is first generated and
preprocessed (e.g., filtering, basic inference) on Edge devices, while Fog nodes further process partially
aggregated data. Then, if required, data is transferred to HPC enabled Clouds for Big Data analytics,
Artificial Intelligence model training, and global simulations. Fig. 2. illustrates the implementation of
a highly distributed infrastructure with resources spanning the entire computing continuum (Kimovski,
Dragi, Roland Matha, Josef Hammer, Narges Mehran, Hermann Hellwagner, and Radu Prodan, 2021).
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Fig.2. Overview of Computing Continuum

4. THE COMPUTING CONTINUUM MIDDLEWARE FOR ARTIFICAL INTELLIGENCE
OVER 6G NETWORKS

Apart from the main network infrastructure problem mentioned in Section 2, there is also an operational
problem which needs to be addressed. Actually, the novel IoT applications beyond the 5G networks
and 6G networks would require a solid computing infrastructure, such as the computing continuum,
which provides a near and rich set of computing devices and smart networking technologies to support
their Al computation, storage, and low-latency communication (in 5G and future 6G standards). In
addition, the modern Al-based loT applications suffer from manual orchestration and device
communication. They lack advanced middleware support to automate their operation with optimized
resource and application modelling, scheduling and performance adaptation in response to low
communication latency and throughput constraints.
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One possible solution to the network infrastructure problem and the operational problem is our proposed
computing continuum middleware for artificial intelligence over 6G mobile networks, that would create
an automated, sustainable loop for managing loT applications utilizing Al approaches over 6G
networks, which is depicted in Fig. 6. It consists of Computing Continuum Middleware which is
managed and controlled by 6G network management using the distributed edge artificial intelligence.

Computing Continuum Midleware [
— 7~ 1oT Application Modeling ' Orchestration Cognition
o) 2 - 2 - 2
) — ® @
Application s Scheduling -
! Hypergraph e;g;'::::: c": and ——»Orchestration - .
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Fig.3. Computing Continuum Middleware for Artificial Intelligence over 6G Mobile
Networks

The computing continuum middleware facilitates creating and optimizing the IoT applications’
workflows comprising performance and energy models and facilitates the scheduling, deployment and
orchestration. It consists of 10T Application Modelling and Orchestration Cognition.

10T Application Modelling provides the following functionalities: application hypergraph creation and
optimization and energy efficiency and performance modelling. The Application hypergraph creation
and optimisation analyzes the 10T application with its interactions with the computing continuum, 6G
networks and environment and represents them as hypergraphs (HG), which is a powerful higher-order
mathematical tool for systems modelling. Unlike classical approaches for managing loT applications,
which model the applications in isolation from the infrastructure and environment, this approach would
generalize the applications and the infrastructure as hypergraphs. The Hypergraph models not only the
0T application components but also all multi-dimensional interactions, including the interactions with
the environment.

Furthermore, the 1oT Application Modelling encompasses energy efficiency analysis by considering
multiple sustainability metrics, including energy wastage estimation. It utilizes benchmarks for energy
profiling various computing resources available across the computing continuum, including single-
board computers, powerful cloud instances and even open-source hardware, including RISC-V-based
processors. Moreover, the 10T Application Modelling supports a set of benchmarks for improved
hardware performance models, which are essential for improved energy efficiency and sustainable
execution.

The Orchestration Cognition would be responsible for the following functionalities: scheduling and
deployment and orchestration.

The scheduling and deployment support a preemptive scheduling approach capable of reacting to the
changes in the computing infrastructure and the available 6G networks. The scheduling approach
utilizes multi-objective heuristics, considering energy efficiency and performance as optimization
objectives, to find IoT application scheduling solutions. Besides, it enables transparent deployment of
l0T applications using the principle of infrastructure-as-a-code.

The orchestration component enables efficient orchestration and adaptation of the execution of the loT
application concerning the communication performance of the utilized 6G network overlays. It utilizes
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a Prometheus-based monitoring system to constantly monitor the communication performance of the
network and the computing performance of the resources. Based on the gathered monitoring data, the
component uses machine learning to detect anomalies in the execution and the resources and adapt the
execution in real time. For the given purpose, the component could rely on a Kubernetes orchestrator.
The 6G network management layer enables the federation of multiple network technologies to support
IoT application execution with high QoS and dynamic overlay network creation. It consists of QoS
analysis and network overlay creation.

To achieve the fundamental goals of 6G, it is necessary to foster higher system capacity, higher data
rate, lower latency, and improve the quality of service (QoS). The dynamic QoS analysis through novel,
dynamic queue management would imply dynamic queues parameter configuration according to the
requirements specified through the service management on the application layer. The QoS traffic
management would utilize dynamic queues management and apply mechanisms to make intelligent
decisions for max rates of service groups. The QoS analysis would be dynamically performed on the
following key performance indicators (KPIs): latency, user data throughput, energy efficiency and
power consumption. The KPIs would be dynamically collected from different RATS, and would be
analyzed to determine which RAT would offer the best QoS for various profile users. This analysis
would be performed by distributed artificial intelligence located at the core and the edge of the 6G
network.

Once the QoS analysis is completed, it would be created an automatic network overlay. For that, a
virtual or logical network would be created on top of an existing physical network. The overlay creates
a new layer where traffic can be programmatically directed through new virtual network routes or paths
instead of requiring physical links. Overlays enable administrators to define and manage traffic flows,
irrespective of the underlying physical infrastructure. Some of the advantages that network overlay
provides over the physical network are scalability, flexibility, management, security, redundancy, and
efficiency. The network overlay would provide a better QoS to all users that have different service
requirements for loT applications. The 6G network would be about distributed artificial intelligence at
the edge of the 6G network, which would be enabled by using the computing continuum middleware.

4. CONCLUSION

The exponential increase in broadband multimedia wireless communications, as well as the rapid
proliferation of smart mobile devices would shape the creation of the future 6G mobile and wireless
networks. Terahertz, visible light communication and technologies like compressed sensing theory, new
channel coding, large-scale antenna, flexible spectrum usage, Al-based wireless communication and
special features as Space-Air-Ground-Sea integrated communication and wireless tactile network are
few of the novelties that are expected to become a common network standard of 6G. 6G network should
provide scalability, efficient connectivity with connectivity and reliability, coverage improvement, as
well as, QoS and QoE provisioning.

The main driving force in designing and optimizing 6G architectures, protocols, and operations is
Distributed Artificial Intelligence in the core, radio access, and the network edge, which would provide
support of ubiquitous and mobiquitous smart services from the core to the end devices of the network,
which would exceed the mobile data traffic used today. It is expected that Al would transform the
wireless evolution of future Internet of Everything (IoE) from “connected things or objects” to
“connected intelligence.”

The security vision of 6G would integrate Al to produce security automation which would ensure
user/data privacy, would ensure trust, would provide prediction, detection and prevention of attacks,
and would limit vulnerability propagation. new set of Key Performance Indicators (KPIs) and Key
Value Indicators (KV1s) should be defined, in order to assess the value of network security in 6G.

The Computing Continuum encompasses the seamless integration of edge, fog, and cloud computing
resources to provide a unified and distributed computing environment, and it aims to enable real-time
data processing, low-latency response, and intelligent decision-making at the network edge. The role
that 6G networks can play in the transition from the 10T, to the Edge-Cloud 6G Computing Continuum.
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The computing continuum middleware for artificial intelligence over 6G mobile networks, that would
create an automated, sustainable loop for managing 10T applications utilizing Al approaches over 6G
networks.

Although Al learning algorithms provide many benefits in terms of learning and recognition ability,
still they require very high level of computational complexity, high power consumption, and many
computing and processing resources. Therefore, significant research efforts are needed to advocate the
inter-working collaboration and cooperation among hardware components and Al learning algorithms.
In addition, scalability, great robustness, and flexibility of learning frameworks are important aspects
to provide support of the potential unbounded number of interacting entities and to provide high-quality
QoS and QoE services in 6G networks. Thus, the design of scalable, robust and flexible Al learning
frameworks for 6G networks is still an open issue.
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ABSTRACT: The scope of information infrastructures underpinning business operations and
technological processes within Azerbaijan’s national security sectors is rapidly expanding. These
infrastructures are essential for ensuring operational continuity and resilience, with any compromise
posing a risk of significant disruption and damage. Consequently, safeguarding these infrastructures
has become a core priority within the nation’s broader information security strategy. To this end,
substantial measures, including enhanced legal regulations, have been implemented to strengthen the
security of infrastructures deemed critical, as well as the information systems, communication
networks, and automated management systems vital to the interests of the state, society, and its citizens.
This article examines the legal frameworks established for the protection of critical information
infrastructure (CII) in Azerbaijan, while also identifying areas needing further development and
optimization.

KEYWORDS: critical information infrastructure, Cll, Azerbaijan, legal regulation, criticality criteria,
security requirements, cybercrime, legal liability.

INTRODUCTION

In the rapidly evolving global information space, states are consistently broadening their efforts to
secure national information independence and sovereignty while reliably safeguarding their national
interests. Consequently, a comprehensive set of measures in information security and cybersecurity is
being implemented to address these challenges. In the Republic of Azerbaijan, where digital
transformation is progressing rapidly, a robust information infrastructure is being established to address
issues of society and state significance through information technologies. In particular, the scope of
information infrastructures underpinning business functions and technological processes in critical
sectors, including state and private entities as well as civil organizations, is expanding swiftly. Any
compromise in the security of these infrastructures could lead to substantial harm, thereby making their
protection a crucial component of the nation's core interests in the information sphere.

It should be particularly noted that ensuring the security of critical information infrastructure (CII) is
one of the nine priority areas outlined in the Strategy of the Republic of Azerbaijan on Information
Security and Cybersecurity for 2023-2027 approved by the Decree of the President of the Republic of
Azerbaijan No. 4060, dated August 28, 2023. The strategy emphasizes the critical importance of
ensuring the information security of infrastructures that are pivotal in supporting the vital functions of
society and the state, as any failure or disruption in their operation can have profound consequences on
public health, safety, economic stability, social welfare, and the uninterrupted functioning of state
institutions. Thus, the security of CIlI must remain a primary focus, regardless of its ownership, and
appropriate measures must be implemented to safeguard it. (Information Security and Cybersecurity
Strategy 2023, 6.4.)

Consequently, significant steps have been undertaken across various sectors in Azerbaijan, including
legal regulation, to address issues essential to the state, society, and citizens and to enhance the security
of CII, along with the associated information systems, communication networks, and automated
management systems.
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FACTORS CHARACTERIZING THE CRITICALITY OF INFORMATION
INFRASTRUCTURE AND THE LEGAL MECHANISMS APPLIED FOR THIS PURPOSE

As outlined in the Presidential Decree of the Republic of Azerbaijan dated April 17, 2021, "On Certain
Measures for Ensuring the Security of Critical Information Infrastructure", the continuous development
of information technologies and the globalization of information and information systems have become
crucial tools for the country’s progress. Thus, in the Republic of Azerbaijan, an appropriate information
infrastructure is being developed to address matters of national importance, and its integration into
global information networks, including the internet, has exposed infrastructure objects to cyberattacks.
The disruption or malfunction of the systems and networks within Cll, established to safeguard the
rights and interests of the state, society, and citizens, can result in severe damage, which makes the
cybersecurity of Cll a priority issue (the Presidential Decree "On Certain Measures for Ensuring the
Security of Critical Information Infrastructure™ (2021).

It should be noted that the Law of the Republic of Azerbaijan No. 539-VIQD, dated May 27, 2022,
introduced a new chapter titled "Security of Critical Information Infrastructure™ and several related
concepts to the Law on "Information, Informatization, and the Protection of Information." According
to this law, CIl encompasses a set of information systems, automated management systems, and
information-communication networks that ensure the functioning of sectors such as public
administration, defense, healthcare, financial markets, energy, transportation, information technology,
telecommunications, water supply, and ecology, the disruption of whose functionality could cause
significant harm to the state, society, and citizens' interests (Law "On Information, Informatization, and
the Protection of Information™ 1998, article 2) Thus, ten sectors have been identified in the Republic
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Figure 1. Critical Information Infrastructure Sectors in Azerbaijan

According to the Law on "Information, Informatization, and the Protection of Information”, a Cll object
refers to an information system, automated management system, or information and communication
network that is part of CII, while "a ClI subject” refers to the state bodies (organizations) that own (or
use) the CII object, including state-owned legal entities, public legal entities created on behalf of the
state, as well as other legal entities and individual entrepreneurs (excluding micro, small, and medium-
sized enterprises). (Ibid., article 2)

In both national and international practice, one of the most crucial and complex issues is determining
the criteria for identifying CIl objects. In the Republic of Azerbaijan, the list of Cll objects is approved
based on several requirements. According to the Law, an object is considered a Cll object if its
disruption could result in the following outcomes:
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“ - threats to the independence, sovereignty, constitutional order, territorial integrity, and defense
capabilities of the state;
- significant threats to public safety;
- below situations leading to the deprivation of essential services for the population:
o disruption of the functioning of state bodies (institutions);
o serious obstacles to the normal functioning of life-supporting infrastructure;
o interruption of transportation and communication links;
o significant limitations on the provision of healthcare services;
- disruption of economic and financial stability;
- severe damage to the formation of the state budget;
- disruption of ecological balance and sharp deterioration of the environmental situation.” (Law
on "Information, Informatization, and the Protection of Information™ 1998, Article 20-2)

Although the criteria set by the law are somewhat clear, the lack of definitions for descriptive terms
such as "significant threats", "serious obstacles", "severe damage", and "sharp deterioration™ could
create difficulties in determining the scope of CIl objects in practice. Specifically, the meaning of the
"significance" of threats, the "severity" of damage and restrictions, and the "sharpness™ of deterioration

remains unclear.
SECURITY REQUIREMENTS FOR CIl OBJECTS

In general, according to Article 20-1.1 of the Law, the security of CIl is ensured through the
establishment of security requirements for the infrastructure, the assessment of its compliance with
these requirements, the elimination of identified non-compliance, the implementation of an information
security management system corresponding to these requirements, and the monitoring of the security
of CII. (Ibid., Article 20-1.1)

Furthermore, the Law stipulates that both general and specific requirements for the security of CIl must
be determined, taking into account its purpose and operational characteristics, and these requirements
must be included in the registry of Cll objects. (Ibid., Article 20-4)

It should be noted that the rules for ensuring the security of ClI, including the general requirements for
the security of CIl and the requirements for cybersecurity service providers, their personnel,
technological resources, and operational processes, are established by the "Rules for Ensuring the
Security of Critical Information Infrastructure in the Republic of Azerbaijan", approved by the Cabinet
of Ministers of the Republic of Azerbaijan on July 17, 2023, Decision No. 229. According to the Rules,
ClIlI entities must comply with 29 general requirements across 7 areas/objectives, as well as specific
requirements:
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The "Decree of the President of the Republic of Azerbaijan on the Implementation of the Law of the
Republic of Azerbaijan on Information, Informatization, and Information Protection” (1998)
determines that the responsibility for ensuring the security of critical information infrastructure
(excluding the information infrastructure of protected persons and protected objects), including
combating cyber threats, lies with the State Security Service of the Republic of Azerbaijan. The State
Security Service, along with the Special Communications and Information Security State Service of the
Republic of Azerbaijan, carries out these functions with respect to government bodies, public legal
entities created on behalf of the state, and state-owned legal entities. (Article 2.2-1) In turn, the ClI
subject ensures the security of its infrastructure in accordance with the established general and specific
security requirements.

The competent authority and CII subjects are responsible for monitoring the security of critical
information infrastructure, ensuring compliance with both general and specific security requirements.
The competent authority should support Cll subjects in safeguarding state and societal interests, while
overseeing the overall security of CII. It is also specified that the oversight of the security of Cll is
carried out through the evaluation of compliance with general and specific requirements, the resolution
of identified non-compliance, verification of adherence to these requirements, continuous (24/7)
monitoring of the security of CII, conducting penetration tests, and performing external audit
inspections.("Rules for Ensuring the Security of Critical Information Infrastructure in the Republic of
Azerbaijan" 2023, Article 9).

Additionally, it should be noted that the "Regulations on the Structure, Creation, and Maintenance of
the Registry of Critical Information Infrastructure Objects" approved by the Cabinet of Ministers of the
Republic of Azerbaijan on July 17, 2023, define the legal, organizational, and technological foundations
for the creation and operation of the registry. According to these regulations, the registry is an
information system intended for carrying out information processes related to Cll objects (such as data
creation, collection, processing, storage, retrieval, protection, and exchange), as well as for ensuring the
security of CllI, including planning and executing measures for combating cyber threats and conducting
analyses. ("Regulations on the Structure, Creation, and Maintenance of the Registry of Critical
Information Infrastructure Objects" 2023, Article 1.2). The operator of the registry is the Cybersecurity
Operations Center of the State Security Service of the Republic of Azerbaijan. Regarding state
institutions, the operator’s functions are carried out in cooperation with the cyber center of the Special
Communications and Information Security State Service of Azerbaijan. (lbid, Article 1.4). The
organization and functionality of the registry’s operation are ensured based on the information
submitted by CIl subjects. The submission of data is done in line with the operator's methodological
recommendations and provided templates. (Ibid, Articles 5.1-5.2).

LEGAL RESPONSIBILITY MEASURES IN THE FIELD OF CRITICAL INFORMATION
INFRASTRUCTURE SECURITY

The legal responsibility measures for ensuring the security of Cll seem to take a more reactive approach,
rather than proactively and effectively addressing potential risks. While penalties for non-compliance
or failure to report incidents are in place, these measures may not be stringent enough to prevent or
minimize threats effectively.

According to Article 371-1.1 of the Administrative Offenses Code of the Republic of Azerbaijan (2015),
in case of violation of general and specific requirements by the owner of the infrastructure, its officials,
or the provider (supplier) providing cybersecurity services, the officials are fined between 500 and 1000
AZN, and legal entities are fined between 3000 and 4000 AZN.* As per Article 371-1.2 of the same
Code, officials who violate requirements related to the creation and functionality of the information
security management system are fined between 1000 and 1500 AZN, and legal entities are fined
between 4000 and 5000 AZN. Additionally, if the subject fails to report cyberthreats, cyberattacks,
cyber incidents, and attempts to commit these actions against Cll objects to the relevant state authority,
officials are fined between 300 and 500 AZN, and legal entities are fined between 500 and 1000 AZN.

! Note: 1 AZN = 0.55 EUR as of the time of writing this article.
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Moreover, according to Article 602-3 of the Administrative Offenses Code, if an official or the relevant
authority fails to comply with the requirement to eliminate violations of general and specific
requirements, or fails to create the necessary conditions or obstructs the detection, prevention, and
investigation of cyber threats, cyberattacks, and security incidents, officials are fined between 1000 and
1500 AZN, and legal entities are fined between 4000 and 5000 AZN.

Additionally, it should be noted that according to the Criminal Code of the Republic of Azerbaijan,
illegal access to, illegal interference with, and the illegal acquisition of data concerning the computer
system of a CIlI object ("publicly significant infrastructure object") lead to criminal liability. The
perpetrators of these crimes can face imprisonment for a period of four to six years, along with
disqualification from holding certain positions or engaging in specific activities for up to three years
(Criminal Code of the Republic of Azerbaijan 1999, Articles 271-273). This implies that cybercrimes
targeting critical information infrastructure (ClI) objects are classified as "minor crimes™ under the
Criminal Code.?

In general, the classification of cybercrimes committed against critical information infrastructure —
considered crucial for the state's, society's, and citizens' interests, and whose security breaches could
result in severe damage — as "minor crimes" can be disputed. For similar actions, such as those in the
United Kingdom, penalties of up to fourteen years of imprisonment and even life imprisonment are
imposed. (see, UK Computer Misuse Act 1990, 3ZA) This raises questions about whether the penalty
set in the United Kingdom’s legislation is excessively severe. However, it can also be argued that the
penalty established in the Criminal Code of the Republic of Azerbaijan is not entirely proportional to
these criminal acts, and in some cases, may be considered lenient.

CONCLUSION

Significant steps have been taken in various fields, including legal regulation, to strengthen the security
of CIl and its components, such as information systems, communication networks, and automated
control systems in Azerbaijan. These initiatives aim to address key concerns that affect the state, society,
and citizens, ensuring greater protection of vital infrastructure and enhancing national security efforts.
Specifically, criteria for identifying CIl objects have been established, and security requirements for
these objects have been clearly defined. Moreover, legal mechanisms for ensuring the security of Cll,
including organizational measures and oversight of safety conditions, have been implemented.
Additionally, it would be valuable to clarify certain descriptive terms used in the relevant normative
legal acts mentioned above. A reassessment of the adequacy of the legal responsibility measures
outlined in the legislation concerning violations related to Cll would also be beneficial to ensure that
they align with the evolving nature of cyber threats and security challenges.
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ABSTRACT: This short expository note aims to share some of the insight gained by implementing from
scratch”, in C++, the ML-KEM and ML-DSA quantum resistant cryptographic primitives. Proper under-
standing of the inner workings of these recently standardized algorithms allows one to produce test vectors
to verify compliance of any new implementation, as well as provide small (unsafe) parameter values that
can be used for pedagogical purposes.

KEYWORDS: post-quantum cryptography, module learning with errors, number-theoretic Fourier trans-
form, ML-KEM, ML-DSA

ML-BASED POST-QUANTUM PRIMITIVES

In 2024, the US National Institute of Standards and Technology (NIST) published, after a 7-year-long inter-
national selection process, standards for three quantum-resistant algorithms: ML-KEM [2] (formerly known
as CRISTALS-Kyber), ML-DSA [3] (CRISTALS-Dilithium) and SLH-DSA [4] (SPHINCS™). The first two
of these, based on the module-learning with errors (M-LWE) problem, share many conceptual ideas and cer-
tain practical considerations. A blog post aimed at computer engineers [6] prompted this author, aided by
a team of masters-level students, to come up with their own implementations of the then-drafts for the
would-be standards in order to be able to provide feedback and compare them to reference implementations.
This endeavour fits into a larger goal of being able to assess both the performance and total cost of deploy-
ing quantum-resistant primitives, in terms of development effort, scaling of infrastructures, and the actual
migration to new primitives.

The basic learning with errors (LWE) problem [5] is a problem in linear algebra that can be used as a
basis for cryptographical primitives. Given a vector x and matrix A, it is easy to compute, via matrix
multiplication, y = AX. The inverse process, recovering x from y knowing A, it just solving a compatible
system of linear equations and can be readily performed using Gaussian elimination. However, if noise is
added:

y=AX+e,

where e is ”small” in some suitable sense, then it becomes considerably more difficult to solve the noisy
system of linear equations

y =~ AX.
This asymmetrical problem can be used as the basic for a public-key encryption primitive as follows.

Private key: a secret (column) vector X.

Public key: a matrix A along with a vector y such that y = Ax.

72



Scientific and Practical Cyber Security Journal (SPCSJ) 8(4): 72 — 77 ISSN 2587-4667 Scientific
Cyber Security Association (SCSA)

Encryption of a message m under public key (A, y): choose a random (row) vector u and compute

c=m+u-y as well as V= UA.

Decryption of (c, v) using private key x: compute

u-y=u(Ax) =UA)X=V-X,

substract it from c, and remove extra noise to recover m.

ML-KEM is a key establishment mechanism that applies the Fujisaki-Okamoto transform to a simple public-
key encryption (PKE) scheme as above, while ML-DSA applies a version of the Fiat-Shamir transform to
the asymmetrical problem in order to obtain a Schnorr-like signature scheme. Both use the ”module” flavor
of the LWE problem, in which noise is added as low-order bits of coefficients, and components are taken in
the polynomial ring that is described in the next section.

THE ARITHMETIC OF CYCLIC POLYNOMIALS
Given a ring R of coefficients, consider polynomial expressions

fX)=fo+ X+ X2+ -

with coefficients in R and for which we convene that XN = 1 for some integer power N > 1. Just like for
modular arithmetic, this allows to work with polynomials of a bounded size even when multiplications are
performed.

Elements in the ring R[X]/(XN — 1) thus constructed can be viewed as vectors in RN with components
arranged in a circle, where :

« addition is performed component-wise;

« multiplication by X is a circular permutation (rotation by %th of aturn);

+ multiplication in general corresponds to “circular convolution”:

C \ ( \
ShiX o Sgix! = thxk with — he=S figj,
I ] i+j=k
the sum being taken of pairs of indices (i, j) such thati+ j = k mod N.
For example, we may compute in Z[X]/(X” — 1) the product h(X) of

f(X)=1+2X +3X2+4X*+5%X®  and  g(X)=—-1+X%>+3x3+X>:
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that is,
h(X) = 14 + 3X + 17X? + 5X3 + 10X* + 10X° + X5,

The point is that these multiplications can be computed efficiently. A straightforward implementation of the
above definition would yield a multiplication algorithm taking O(N2) operations, thus considerably slower,
when N is large, than pointwise multiplication — which takes only O(N) operations. However, when N is
highly composite (e.g., a power of 2), applying a fast Fourier transform (Cooley-Tukey algorithm) to cyclic
vectors allows to compute convolutions as pointwise multiplication; the global complexity is dominated by
that of the FFT algorithm, O(N logN), making circular convolution only marginally slower than pointwise
multiplication.

In order to compute the Fourier transform of a cyclic polynomial f(X) € R[X]/(XN — 1), a primitive N*"
root of unity Z must be chosen in R; the Fourier transform of f can then be thought of as the cyclic vector
(in RN) obtained by evaluating f at the powers of ¢ :

f(1)
f(eN ) (@)

f(¢?)
(23

Moreover, when N = 2n is even, any cyclic polynomial can be decomposed in to a periodic and antiperiodic
part corresponding to the decomposition of the Fourier transforms into even and odd components, obtained
by evaluation of the polynomial at even and odd powers of ¢, respectively. For example, with N = 8, we
have

2 2 0

13 13 0

This decomposition can be thought of algebraically as the factorization of R[X]/(X?" — 1) into R[X]/(X" — 1)
and R[X]/(X" + 1) given by the Chinese Remainder Theorem. Both ML-based standards use the latter ring
of antiperiodic (or negacyclic) polynomials R[X]/(X" + 1) with R = Z/qZ a ring of modular integers. At
their core, these algorithms thus specify a triple (g, n, ¢) of constants that are used throughout, where
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* s aprime number used as modulus for the integral coefficients of the polynomials;

* n is the size of the negacyclic polynomials used (typically a power of 2 in order to have access fast
multiplication through FFT);

« zan{™ root of unity in Z/qZ (which requires that q divides £ — 1 in order to exist).

Algorithm | n q I4 £
ML-DSA | 256 | 8380417 =223 —2134+1 | 1753 | 512
ML-KEM | 256 3329=28.13+1 17 | 256

Table 1: Algebraic parameters for ML-KEM and ML-DSA

Table 1 references the constants used by the ML standards, chosen for the balance they bring between the
security level of the primitives and the efficiency of computations involved. We may remark that, in the case
of ML-KEM, £ = n and not 2n, which complicates matters a bit because a non-split version of the Fourier
transform needs to be used, grouping together the factors
1 (. .
X— )X+ &)=X*-¢
in the factorization of X2" — 1.

COMPARISIONWITH CLASSICAL PRIMITIVES

The main asymmetrical cryptographic primitives in use today for signature and key establishment, either
based the difficulty of factorization or the discrete logarithm problem (DLP) over the modular integers and
elliptic curves, would be vulnerable to an adversary having access to a large enough fault-tolerant quantum
computer able to run Shor’s algorithm. The main advantage of ML-KEM and ML-DSA over these is that
they are oblivious to such attacks; however, there is a price to pay, in terms of both spatial and temporal
performances, to achieve this quantum resistance.

For instance, Table 2 references the sizes of the public keys needed in each case to achieve a given level of
security.

CONCLUDINGREMARKS

The main takeaway from this experiment is that both ML-KEM and ML-DSA, as described by the standards,
are considerably more subtle to grasp for the average working software developper than modular integer-
based classical algorithms (which are relatively well understood by the community) and even elliptic curve-
based ones (which still carry an aura of mystery despite being around for almost as long and having seen
widewspread usage for the last 25 years). In our opinion, this is due in no small part to the fact that the

security level | elliptic curve-based | integer-based | ML-DSA | ML-KEM

128 256 3072 10496 13056
256 512 15360 20736 25344

Table 2: Size (in bits) of the public keys for a given security level
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n(non-split) | n(split) | q | ¢ | ¢
2 4 52| 4
4 8 1712 | 8
8 16 17 | 3 | 16
16 32 97 | 3| 32

Table 3: Toy parameters that can be used for M-LWE

number-theoretic Fourier transform (NTT) is not used merely as an implementation optimization, but rather
embroidered directly into the standards, rendering them somewhat more cumbersome to get a hold on.

Ready availability of test vectors since the publication of the final versions of the standards helps greatly to
assess whether an implementation is functionally compliant or not. We suggest that, for pedagogical pur-
poses, some implementations may support as hazardous material”” some smaller (unsafe) parameter choices
that would allow people to get a better understanding of the inner workings of these new algorithms, such as
those in Table 3. In particular, when speed of execution is not an issue, a modified version of the algorithm
might skip altogether the NTT parts and work instead with the slower convolution-style multiplication (for
the same functional results).
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CYBERTERRORISM: RISING THREATS AND STRATEGIC
RESPONSES
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ABSTRACT. Cyberspace, as one of the domains of conflict, often gives a weak actor with few
resources an asymmetric advantage over a strong opponent, as it provides the development and use of
offensive capabilities with limited financial, human or organizational resources. With this,
cyberoperations increase area of disinformation penetration and distribution, the ability to influence the
audience, which is why they are widely used in information campaign production.

Nowadays, the most of cyber-attacks that cause immense damage, disruptions of financial loss are
carried out by criminal organizations or state actors, not terrorist organizations. Nevertheless, cyber
capabilities are developing all over the world, and proliferation control tools, financial and technical
barriers are scarce and ineffective, which is why new technologies and intelligence vital to conduct
cyber operations are becoming more and more accessible for terrorist organizations.

This article overviews those technical and organizational factors that increase the threat of cyber
terrorism; it also provides a list of countermeasures to be implemented by the state and critical
infrastructure.

KEYWORDS: Cyber attacks, cyber terrorism, RaaS, MaaS, DDoS- for-hire

INTRODUCTION

Non-state actors, financially motivated organized crime groups, hacktivists, and ideologically
motivated cyber groups are spending increasingly more time developing their cyber capabilities and
integrate cyber operations into their strategic agendas and means of achieving their goals.

The trend also applies to terrorist organizations. They have significant motivation to conduct offensive
cyber operations, thus analyzing their cyber capabilities and the threats they pose is of great importance
for both state and individual security.

Today, the cyber capabilities of even major terrorist organization, such as Daesh and Al-Qaeda, are
rudimentary. There is no evidence that these groups are competent to conduct large scale cyber-attack
that could cause casualties, significant damage, or destruction, however, there is evidence of the
development of cyber capabilities and the increasing integration of cyber operations into terrorist
operations.

Based on the analysis of the attacks described so far, the cyber potential of terrorist organizations can
be characterized as Low Skill/Low Value Target (LS/LT) capabilities. Strategic planning of cyber
operations is weak, vulnerability detection of target networks - ineffective, and the attacks themselves
have little effect and are limited to defacement and low-tech DoS techniques. None of the known cyber-
attacks to this day has caused any operational disfunctions, nor has resulted in damage of long-term
strategic or tactical significance.! The attacks of cyber groups rarely have shown economic nature, their
goal is propaganda, information retrieval, and publishing jihadist calls (including threats) on websites
with large number of visitors, as well as recruiting followers through social media.

Given the significant conventional successes of anti-terrorist coalition in recent years, the necessary
base of human or material resource for traditional terrorist attacks shrunk drastically, and the territories
controlled by these organizations' state-like entities became almost nonexistent, which pushed them to
use asymmetric methods to achieve their goals. Moreover, certain areas of cybercrimes developed

1 A notable exception is Hamas' cyber capabilities, which actively use malware and sophisticated, high-tech
cyberespionage techniques. This is likely due to cooperation with Iranian state actors.
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significantly over the past decade, giving terrorist organizations access to previously inaccessible cyber
capabilities with an even higher level of conspiracy.

Based on the above, the threat of cyberterrorism is growing and significant, and in order to develop
effective countermeasures, it is important to consider the factors that are driving the significant growth
of cyber capabilities of terrorist organizations.

Organizational and technical factors leading to the growth of cyber capabilities of terrorist
organizations

ORGANIZATIONAL FACTORS

Due to the loss of controlled territories, a large part of terrorist organizations has transformed into a
network coalition with a horizontal vector of expansion. The fragmentation of the territory led to the
shift of focus from military and territorial goals to traditional terrorist acts. At the same time, the market
for hacking tools has become more diverse, and the opportunity to use hacking services has emerged
on the dark web, which has led to terrorist organizations' increased interest in cyberspace.

The following organizational factors should be considered as contributors in the significant growth of
terrorist organizations’ cyber capabilities:

. Radicalization or recruitment of Western resident lone wolves with relevant skills who
can carry out cyberattacks against the targets of interest with minimal communication with the
organization.

o Expanding the scope of recruitment: Intentions to develop cyber capabilities are
detected in Southeast Asia, where compromise of websites are means to raise funds for terrorist
activities or to support incarcerated extremists.

o Cooperation with states with highly developed destructive potential, which increases
the threat of high-tech terrorist cyber-attacks.

TECHNICAL ENABLERS

While organizational factors like recruitment and collaboration have expanded the reach of terrorist
groups, their growing access to advanced cyber tools and technologies further amplifies their potential
for disruptive cyber operations.

RaaS? Maa$S,® and DDoS- for-hire* services, as well as other tools accessible on illegal forums, give
terrorist organizations a chance to expand their capabilities in an easy, cheap way. The ability to
coordinate actions remotely from a secure environment makes such attacks much more attractive to a
new, technology-savvy generation of terrorist organizations, increasing the intensity of cyber
operations.

2 Ransomware-as-a-Service is a criminal business model wherein an interested party or organization can
commission a cybercriminal group to carry out ransomware attacks on a chosen target. Over the past five years,
several significant cyberattacks on critical U.S. infrastructure, such as the Colonial Pipeline incident, have been
executed via Russian-based criminal operators like ReVil and DarkSide.

3, Malware-as-a-Service refers to a cyberattack model in which cybercriminals offer malicious software and its
deployment on a target’s digital infrastructure through illegal online marketplaces. This model is particularly
appealing to resource-constrained, less capable actors as it eliminates the need for them to invest financial, human,
and time resources in developing their own cyber capabilities, allowing them instead to leverage the offered
service.

4. An illegal service that involves renting out infrastructure required for conducting DDoS attacks. The
proliferation of such services creates additional risks by enabling individuals or organizations without the
necessary technical or intellectual capabilities to carry out such attacks.
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The usage of DDoS- for-hire enables terrorist organizations to conduct these types of attacks more
effectively. There is data on attempts to purchase such a tool on illegal forums.

RaaS technology, widely spread on illegal forums, could become a source of additional income for
terrorist organizations, as well as a tool to disrupt the functioning of an adversary's critical infrastructure
or sow fear.

Another common illegal service, MaaS, allows terrorist organizations to penetrate industrial control
systems or other critical infrastructure networks. However, it should be noted that using such a service
is quite expensive and requires technological skills from the user’s part, in this case the terrorist
organization, and a high degree of coordination with the provider.

Aside from aforementioned areas, the growth of cyber capabilities can be achieved by acquiring high-
level zero-day exploits,” hiring information security specialists, or recruiting them with the prospect of
further education.

In order to obtain the information needed to cause cyber incidents with significant damage, terrorist
organizations are likely to become more active in terms of collaborating with insiders of the critical
infrastructure of target countries. Radicalization of the insider or recruitment with financial motives and
obtaining sensitive information from them significantly increases the likelihood of a successful
cyberattack.

PROPOSED COUNTERMEASURES

The potential targets of high-impact terrorist cyberattack are critical infrastructure facilities, which
require robust defenses to mitigate risks.
To address the growing threat of cyberterrorism, the following measures are recommended:
e Strengthen International Cooperation: Enhance information-sharing between nations and
agencies to improve incident detection and response.
e Develop Public-Private Partnerships: Foster collaboration between governments and private
sector stakeholders to strengthen critical infrastructure defenses.
e Implement Insider Threat Mitigation: Introduce programs to monitor and counteract insider
threats at critical infrastructure facilities.
e Leverage Social Media Analysis: Integrate social media content analysis into signals
intelligence (SIGINT) to detect and disrupt planning for terrorist cyberattacks.

CONCLUSION

The evolving cyber capabilities of terrorist organizations pose a growing threat to global security.
Although their current capabilities are limited, their access to advanced tools and the growing
availability of cybercrime services signal an urgent need for proactive countermeasures. Strengthening
collaboration, improving defenses, and addressing insider threats are critical steps to mitigate the risks
of cyberterrorism effectively.
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5 . A zero-day exploit refers to a cyberattack that leverages an undisclosed software vulnerability, giving
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ABSTRACT: This study focuses on the development and optimization of algorithms to enhance
network security and traffic management in information and communication systems. Advanced
methods were designed to adaptively modify rule actions based on traffic behavior, reducing risks in
network packets and improving security responses. The research emphasizes minimizing vulnerabilities
by implementing a dynamic rule-prioritization mechanism that ensures optimal decision-making when
accepting or rejecting network packets.

Key contributions include the creation of algorithms that effectively identify and mitigate harmful
biases in network traffic, enhancing workstation security. Additionally, strategies for optimizing traffic
filtering in Software-Defined Networks (SDN) were explored to address evolving network threats.
Methods for detecting and managing anomalies in network packets, as well as tools for securing packet
headers through the use of inter-network screens, were also developed.

The outcomes align with global advancements, incorporating principles from research institutions
worldwide, such as cognitive inter-network screens, Next-Generation Firewalls, and Honeypot systems.
This work significantly contributes to the development of efficient packet filtering rules and protective
measures, ultimately reducing the likelihood of phishing attacks and other network-based threats. These
advancements hold promise for bolstering the resilience of modern information systems against
increasingly sophisticated cyberattacks.

KEYWORDS: fuzzy petri net, packet filtering, fuzzy filtering, risk, network

INTRODUCTION

According to world experience, there is a scientific and practical research work on the development of
traffic filtering models, methods and algorithms based on the detection and elimination of network
attacks in information and communication systems, methods for detecting anomalies in network
packages and Means for detecting suspicious packages. Research on the development of methods and
tools for filtering network traffic in information and Communication Systems has yielded a number of
scientific results, including the development of data proxy and cognitive inter-network screens
(Massachusetts Institute of Technology, USA); the capabilities of the COAST inter-network screen
reference model have been improved by adding a transfer block change function and attribute value
mapping function (Zhejiang University, people's Republic; classification of protocols and services, The
Next Generation Firewall new generation inter-network screen of the OSI model, which allows
monitoring and blocking traffic at different levels from the network level to the application level, has
been developed (TexArgos company, Russian Federation); authorization and denial algorithms have
been developed that serve to effectively work network security, and the effectiveness of the algorithm;
based on optimizing package filtering rules, a protection strategy and a Honeypot system has been
developed that reduces the number of phishing attacks (Idaho State University, USA); a method has
been developed that ensures data security in package headers by installing inter-network screens
between Networks-on-Chip (NoC) routers (Technical University of Munich, Germany and the
University of Sdo Paulo, Brazil). In this regard, optimization of package filtering rules, methods for
performing traffic filtering on SDN networks, improvement and development of harmful bias detection
algorithms at workstations are considered one of the current pressing problems.

MAIN PART

Fuzzy Petri net. A fuzzy Petri net is a combination of fuzzy logic and Petri nets. Fuzzy Petri nets
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represent imprecise knowledge about the state of a system and allow the description of imprecise event
and action rules. As a set of models of a fuzzy Petri net, it is expressed as follows N¢(P, T, D, a, 8) [1],
here,

P c P; for;(i = 1,i < n,i + +) — set of finite position

T cT;for,(i =1,i <m,i+ +) — set of finite transitions

D c D;for.(i =1,i <j,i ++) — the last set of transitions

P ={T:(T,P) € f}UP ={T:(P,T) € f} —unwanted reflection;

T ={P:(P,T) € f}UT = {P: (P, T) € f} —outgoing reflection;

f =-[0,1] —reflect associations [2];

a:P - [0,1];

B:P = D;

PNTND = ¢ |P| = |D|.

Represented by the value of the token a(p;) € [0,1] in position p; € P.

Fuzzy Petri nets are suitable for modeling parallel distributed systems where regulated information
flows are important, and for inter-network screens that implement access control policies on network
packets [3]. Therefore, it is appropriate to use the fuzzy Petri net for risk detection in network packet
rules.

Fig. 4.1 Filter performance based on fuzzy Petri netA two-level fuzzy packet filtering architecture is
proposed.
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Fig. 1. Two-level fuzzy packet filtering architecture
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The proposed architecture uses a fuzzy Petri net as a graphical method to describe the fuzzy logic control
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of packet traffic through an inter-network screen. The following two levels of ambiguity are applied to
filtering packets:

- the first level allows to determine the level of possible threat to packets from the Internet;

- the second level is used to reorder the ACL by determining the packet acceptance and discard
rates.

First level: fuzzy filtering. This level is based on capturing and classifying all incoming packets based
on packet related information such as IP address, packet time and protocol type, impersonation and
packet tracking.A packet is represented by a token through a fuzzy Petri net, and a fuzzy Petri net is
responsible for the processing of the packet, moving it from one place to another.

After the packet is intercepted by the gateway, it is moved to the location where it is inspected and
matched with the ACL, in addition, a snapshot of this packet is moved to the traffic analysis part to
extract the parameters of the packet, for example, the IP that arrived after a certain time or the number
of ICMP protocol packets. These two parameters are fed into a fuzzy logic engine, which is used to
determine the level of risk. This risk level represents the threats posed by the transfer of packets from
untrusted sources. It is well known that IP and ICMP protocols are used in many stages of hacker
advancement in system hacking. In addition, IP and ICMP protocols are sometimes used as a hidden
communication channel for attackers. This layer can also deal with attack methods using other protocols
such as TCP SYN and UDP Flood [4]. UDP protocol flooding occurs when an attacker sends IP packets
containing UDP datagrams to slow down the victim to the point where it cannot handle real connections.
A characteristic feature of SYN-Flood attacks is that attackers send a large number of TCP SYN request
packets with a fake source IP address. This causes the server side to consume too many resources to
maintain a very large list of open connections, resulting in the server running out of resources and
unable to provide normal services.

ICMP-echo rate,
duration of time,
risk

ICMP-echo rate=high time duration=long Risk=medium —
Risk=high —
Yes
ICMP-echo raty Risk=medi -
Risk=high —
Risk=low -
Risk=medi
7 EREDRS / Risk level

Figure 2. Block diagram of packet filtering rule algorithm (first level: fuzzy filtering)

Pecho — T he rationale for choosing the ICMP echo request packet count and p;;,. — packet arrival time
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interval is that they are simple and suitable for most attack protection situations, especially when the
number of whole packets is large. To meet the membership degree function (MDF) requirements used
in the proposed fuzzy logic, the feature vectors are scaled by Gaussian normalization method, i.e., in
the range [0,1]. Fuzzy logic is the most efficient and flexible way to filter packets, and it allows you to
control the combination of measurements according to their degree of ambiguity. The fuzzy logic
system consists of the following functions:

— Afuzzifier that receives input values through MDF and determines their degree of belonging to each
fuzzy set;

— fuzzy inference system, which determines the non-linear mapping of input data vector to scalar
inference using fuzzy rules;

— adefuzzifier that maps the output fuzzy sets to a precise number.

Thus, using fuzzy logic with two inputs and one output given:

fiU c U(Rl- Ny,
i=1

here,

U = U, x U, —incoming space;

V —outgoing space;

R —risk level.

Pecho three fuzzy low, medium and high variables are used to describe the characteristics and p; ;e two
fuzzy long and short variables are used to describe the function. All MDF parameters are provided to
assess the level of risk caused by packet filtering. When the system has vague descriptions of the
characteristics of the packets, it begins to build a rule base to determine their similarity. Fuzzy reasoning
represents the presence or absence of relationships or degrees of interaction between two or more set
elements formed by a group of If-Then rules. Figure 2 presents a block diagram of the algorithm of
packet filtering rules (first level: fuzzy filtering).

Fuzzy logic processes all cases in parallel, which in turn allows you to make the right decision. The
result of the fuzzy logic is the r; risk level, which describes the risk inherent in packet filtering.
Second level: fuzzy filtering. Typically, each interface has two sets of packets associated with it: a set
of packets accepted by the interface and a set of packets discarded by the interface. Figure 3 presents a
block diagram of the algorithm of packet filtering rules (second level: fuzzy filtering).

a Cr=high
Cr=equal Cr=equal cancellation

Cr=high
reception

[

Figure 3. Block diagram of packet filtering rule algorithm (second level: fuzzy filtering)
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This algorithm uses packet filtering by applying second-level fuzzy filtering to monitor the rate of
packet acceptance or rejection while minimizing the rule-matching time. Here, the ambiguity in the rate
of receiving or discarding packets using a fuzzy scheme is reflected [5]. In this case, fuzzy logic with
two inputs and one output is used. Network packet acceptance rate A, and discard rate R, two fuzzy
variables, including low and high, are used to describe. The output of fuzzy logic is a calculated quantity
that describes the C, rate of cancellation or acceptance in traffic, and is characterized by three fuzzy
variables, i.e., high cancellation, equal, and high acceptance.

The output fuzzy values are defuzzified to generate the precise value of the variables. Here, if C, =
there is a high admission rate, then all rules that have a permit action are reordered and moved to the
top of the ACL with the highest priority to execute. Otherwise, if C,. = there is a high cancellation rate,
then the ACL rules with the highest priority will be moved to the beginning to execute all the rules with
the cancellation action, and the resulting ACL with the acceptance action will stabilize at the end of the
rules.

CONCLUSION

Based on the Fuzzy Petri net proposed two-level fuzzy packet filtering architecture and algorithms allow
to change rule actions according to traffic behavior based on information security risk levels and
minimize risks in network packets.

In summary, two-level non-linear packet filtering algorithms based on the Petri network allow changing
rule actions in packets according to traffic behavior, minimizing risks in network packets, and reflecting
the highest rule of thumb when accepting and rejecting network packets.
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ABSTRACT: As the digital landscape evolves, cyber weapons have become pivotal tools for nation-
states to assert dominance, engage in espionage, and conduct warfare. This article will explore the
growing role of cyber weapons in state-sponsored operations, focusing on how these digital tools are
used to disrupt critical infrastructure, compromise national security, and manipulate political
landscapes. By examining recent case studies and analyzing the evolving tactics of nation-states in
cyberspace, the presentation will highlight the key threats posed by cyber warfare. It will also
address the different levels of nation-state attackers, the dual-use nature of cyber weapons, the role of
cyber-arms manufacturers, and the challenges of attribution.

KEYWORDS: Cyber weapons, Nation-states, APT, Dual use cyber weapons, cyber Militia, cyber-
arms manufacturers.

INTRODUCTION:

The fundamental nature of national security threats has not changed, but cyberspace has introduced a
new domain for conflict and warfare. It offers a delivery mechanism that amplifies the speed,
stealth, precision, diffusion, and power of attacks. While activity in cyberspace does not
automatically constitute a hybrid threat, cyber operations frequently complement other forms of
harmful activity in hybrid scenarios.

Cyber interference consists of operations by state or non-state actors conducted in cyberspace. If
this activity targets critical infrastructure, for instance, by cyber means to achieve political/military
aims alongside other activity by an outside hostile actor — we have hybrid action. Cyber interference,
in its priming phase, can effectively spy on and manipulate electronic and information systems. At this
juncture, it would be premature to talk in terms of waging war. It is not possible at this point to know
whether the activity will escalate into war.

Since the 1970s Information and Communication Technologies (ICTs) and digital technologies
have become an increasingly crucial part of military command and control. The integration of
digital technologies has allowed military operations to transform the defense industry, advances
like smart weapons, real time battlefield management, network-centric solutions, superiority in air and
outer space, and software-based solutions to ground troops all have key roles today.

HOW HACKERS CHANGE STATECRAFTS

Today one of the primary ways governments shape geopolitics is by hacking other countries.
Government hackers continually find ways to advance their states interests and hinder those of
their adversaries. Cyber operations show up again and again in the sophisticated modern states
playbook. Hackers wiretap, spy, alter, sabotage, disrupt, attack, manipulate, interfere, expose, steal
and destabilize. Government hacking has evolved and accelerated over past two decades.

A hack is any means of subverting a system’s rules in unintended ways. The tax code isn’t
computer code, but a series of complex formulas. It has vulnerabilities; we call them “loopholes.” We
call exploits “tax avoidance strategies.” And there is an entire industry of “black hat” hackers intent
on finding exploitable loopholes in the tax code. We call them accountants and tax attorneys. Hacking

87


mailto:jiadzenatalia@gmail.com
mailto:njiadze@cu.edu.ge
mailto:njiadze@mod.gov.ge

Scientific and Practical Cyber Security Journal (SPCSJ) 8(4): 87 — 90 ISSN 2587-4667 Scientific
Cyber Security Association (SCSA)

underpin our society: from tax laws to financial markets to democracy. Powerful actors using
hacking tool to bend our economic, political, and legal systems to their advantage. [1]

GOVERNMENT CYBER THREATS AND CYBER-ARMS MANUFACTURERS

Nation-state cyber threats can be categorized into three levels:

e Advanced Persistent Threats (APTs): Highly sophisticated, state-sponsored cyber units
with extensive resources and expertise. Examples include APT29 (Russia) and APT41
(China).

e Cyber-Arms Customers: States that purchase cyber weapons from external manufacturers
due to a lack of domestic capability.

e Cyber Militias: Non-state actors or patriotic hackers who support state objectives, often
with plausible deniability.

Advanced Persistent Threats (APTS)

APTs are typically nation-states with the capability to develop and deploy sophisticated cyber
weapons. These countries possess the resources, expertise, and motivation to create their own tools and
execute advanced cyber operations. While the list of such countries is debatable, it commonly
includes the United States, the United Kingdom, Russia, China, Israel, North Korea, Iran, India,
and, to a lesser extent, Argentina.

These nations engage in cyber activities that range from espionage to destructive attacks. APTs are
often used for state-sponsored operations, targeting other countries to gain intelligence, disrupt critical
systems, or achieve strategic objectives [2] [3].

Examples of notable cyber-attacks include:

e 2012: The U.S under President Obama, accelerated cyber operations against Iran[4].

e 2018: Russian hackers compromised DNS-based systems, with WikiLeaks revealing
sensitive information.

2020: China was implicated in a massive breach of U.S. government data.

2013: The NSA was caught spying on Brazil.

2021: The United Arab Emirates (UAE) launched its own cyber operations.

2008: Russia conducted cyber-attacks against Georgia.

2022: Russia deployed destructive malware against Ukraine ahead of its invasion[3]

These cases highlight the dual nature of cyber-attacks: some are focused on espionage, while
others aim to cause tangible destruction. A particularly striking example is the ongoing conflict
between Russia and Ukraine. In 2022, Russia utilized destructive malware against Ukraine in the
early stages of its invasion, causing significant disruption. Interestingly, this cyber campaign was
more effective in creating chaos before the physical conflict began. However, the effectiveness of
cyber-attacks tends to diminish during active warfare, where Kkinetic operations often take
precedence.

Cyber Militia

Some countries are not sophisticated enough to develop their own cyber weapons, so they purchase
them from external sources. There is an entire industry of cyber arms manufacturers that produce and
sell cyber weapons to nations that lack the in-house capability to create their own.

For example, in 2013, the Syrian Electronic Army used commercially available cyber weapons to
attack Sweden and several other countries. Interestingly, instead of relying solely on commercial
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tools, they also used hacker tools from the dark web. They downloaded criminal hacking tools and
repurposed them for national interests.

Countries like China use both Advanced Persistent Threats (APTs), which are highly organized
and state-sponsored cyber units, as well as cyber militias. Russia also benefits from cyber militias and
patriotic hackers—individuals or groups who voluntarily assist the government in cyber
operations. These hackers often carry out attacks on behalf of the state, and Russia does not
sanction them because they are serving the state's objectives.

In this way, cyber militias provide governments with a flexible, cost-effective way to engage in
cyber operations while maintaining plausible deniability.

Sometimes they are patriotic hackers , Russia do not prosecute them because they do the states
work. The other case is patriotic hackers help to Ukraine, there were involved about 4000 hackers to
support Ukraine at the beginning of war-they hacked Russian Transport system and slowed down
movement of troops and transport.

CYBER ARMS MANUFACTURERS

Cyber-arms manufacturers are entities, often supported by their governments, that develop and
distribute cyber weapons. These manufacturers are based in various countries, including Italy,
Germany, the UK, and Israel. Interestingly, Israel has emerged as a prominent player in this
domain. Israeli firms not only develop cyber tools for national security but also export these
technologies as a tool of diplomacy, providing capabilities to other countries in exchange for
political or strategic agreements.

Many of the products developed by these manufacturers are dual-use technologies, meaning they can
be employed for legitimate purposes, such as surveillance and law enforcement, or for
oppressive activities like censorship and political repression. For example:

e FinSpy: A surveillance tool used for monitoring individuals [5].
o Pegasus: A piece of spyware that has been used in both democratic and authoritarian states.
While some governments, such as the FBI in the United States, use tools like Pegasus to
track criminals, others, such as Uzbekistan, have employed it to suppress dissent [6]
Numerous documented cases highlight the misuse of Pegasus for attacks on journalists, activists,
and opposition members.
Other products, such as Blue Coat Systems’ tools, illustrate how seemingly legitimate security
technologies can be misused. In Syria, for instance, Blue Coat tools have been deployed to censor the
internet. Similarly, some police forces have used cyber tools for lawful criminal investigations while
others have exploited them to spy on political parties, raising significant ethical concerns.
Compounding the problem, international restrictions on the sale of such tools can be circumvented by
third-party transactions, allowing repressive regimes to acquire these technologies indirectly. This
gray area makes regulating the industry particularly challenging, as it is often difficult to control
who ultimately uses these products and for what purposes [7].

CONCLUSION
Unchecked, cyber weapons pose significant risks to global stability. They threaten to destabilize
financial markets, undermine democratic systems, and disrupt societal norms. As artificial

intelligence begins to amplify these capabilities, the potential for catastrophic consequences grows.
However, understanding the hacker mindset and leveraging defensive technologies can mitigate
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these threats. By fostering international collaboration and strengthening cyber defenses, the global
community can strive for a more secure digital future.

cyber weapons have become indispensable tools for nation-states to assert influence and achieve
geopolitical goals. As cyberattacks continue to evolve, the line between peace and warfare is
becoming increasingly blurred. Nation-states, cyber militias, and cyber arms manufacturers all
play significant roles in this landscape, and the dual-use nature of cyber technologies makes it
challenging to regulate their development and deployment. As the cyber arms race intensifies,
understanding the tactics, threats, and risks associated with cyber warfare is essential for
maintaining global stability and security.
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ABSTRACT: This paper examines the evolving role of international law in cyberspace, with a focus
on the contributions of the United Nations through its Group of Governmental Experts (UN GGE) and
Open-Ended Working Group (OEWG). It analyzes key principles affirmed by the UN GGE, such as
sovereignty, non-intervention, and due diligence, while highlighting challenges stemming from limited
participation and divergent state views. The paper also explores the OEWG’s broader approach to
inclusivity and its efforts to address unresolved issues. Furthermore, it assesses the 2024 European
Declaration on the Application of International Law in Cyberspace, emphasizing its role in
complementing UN initiatives and strengthening global cyber governance. By bridging theoretical
frameworks with actionable measures, the paper underscores the importance of multilateral cooperation
in addressing cyber threats and advancing a rules-based international order in the digital age.

KEYWORDS: international law, cybersecurity, Internet governance, human rights, due diligence.

INTERNATIONAL LAW IN CYBERSPACE: UN GGE, OEWG, AND THE EUROPEAN
DECLARATION

The rapid evolution of cyberspace has posed significant challenges to the application of international
law, requiring enhanced dialogue and collaboration among states and non-state actors. As the digital
domain increasingly shapes global interactions, international institutions have become necessary to
effectively address legal questions surrounding state behaviour in and governance of cyberspace. The
establishment of norms and principles to govern this domain highlights the importance of balancing
state sovereignty with collective security. In this context, the United Nations has played a vital role in
advancing discussions on the applicability of international law to cyberspace, fostering multilateral
cooperation, multistakeholder governance and addressing complex global issues of security,
responsibility and human rights.

Among its numerous initiatives, two platforms have played a key role: the Group of Governmental
Experts (UN GGE) and the Open-Ended Working Group (OEWG). The UN GGE, established in 2004,
has made significant contributions, particularly through its 2013 and 2015 reports, which affirmed that
existing international law, including the UN Charter, applies to cyberspace.! These reports also
introduced foundational principles such as state sovereignty, non-intervention, and the peaceful
settlement of disputes in the digital domain. However, the GGE's limited membership and difficulty
achieving consensus have underscored challenges in addressing diverse state perspectives.

To overcome these limitations, the OEWG was established in 2018, offering a more inclusive platform
for dialogue among all UN member states. Its broader participation aimed to address contentious issues
left unresolved by the GGE, including interpretations of sovereignty and the principle of due diligence
in cyberspace. Despite these efforts, divergent views among states persist, particularly concerning the
extent of state responsibility for cyber operations and how international law should evolve to address
emerging cyber threats.

The European Council Declaration on a Common Understanding of International Law in Cyberspace
complements similar efforts of individual states and those of the UN by providing clarity and reinforcing

! See respectively: UN GGE 2013 Report: United Nations, Group of Governmental Experts on Developments in
the Field of Information and Telecommunications in the Context of International Security, A/68/98 (24 June 2013).
Available at: https://digitallibrary.un.org/record/752462; UN GGE 2015 Report: United Nations, Group of
Governmental Experts on Developments in the Field of Information and Telecommunications in the Context of
International Security, A/70/174 (22 July 2015). Available at: https://digitallibrary.un.org/record/799853 .
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key legal principles in a vital geopolitical region.? Adopted in November 2024, the Declaration
emphasizes state responsibility for cyber activities within their jurisdiction and highlights the
applicability of sovereignty, non-intervention, and due diligence in cyberspace. By aligning with
existing UN principles and frameworks, the Declaration strengthens the global legal regime governing
state behaviour in cyberspace, addressing critical gaps and advancing collective understanding. It
reflects Europe’s commitment to fostering a rules-based international order while supporting ongoing
multilateral discussions at the UN and complementary multistakeholder efforts in various Internet
governance venues. Through its practical contributions, the Declaration bridges theoretical principles
with actionable measures, setting a benchmark for responsible state behaviour in the digital age.

SHIFT TO INFRASTRUCTURES IN INTERNET GOVERNANCE AND RESPONSIBLE
STATE BEHAVIOUR

The focus of internet governance has evolved significantly within the UN and in its members states
since the adoption of the 2005 Tunis Agenda approved by the World Summit on the Information Society
(WSIS), shifting from the establishment of normative frameworks toward the protection of critical
infrastructures such as undersea cables and satellites. These infrastructures form the backbone of global
connectivity, with undersea cables handling over 95% of international data traffic and satellites
supporting a wide range of services, from communications to navigation. As cyberspace increasingly
integrates terrestrial and orbital systems, the complexity of protecting this hybrid infrastructure grows,
amplifying the need for effective governance and technical measures.

Under international law, states bear responsibilities to protect cyber infrastructure within their
jurisdiction and ensure its resilience against attacks. These obligations stem from principles such as
sovereignty and due diligence. Recent incidents, such as the severing of undersea cables disrupting
internet access in regions like Northern Europe, and reports of satellite cyberattacks targeting
communication networks, highlight the vulnerabilities of these systems. Such incidents not only
compromise connectivity but also pose risks to national security, economic stability, and humanitarian
operations.

Addressing these challenges requires collaboration across sectors and between various stakeholder
groups. Public-private partnerships are particularly vital, as much of the critical infrastructure is owned
and operated by private entities. The multistakeholder approach to Internet governance complements
existing international law frameworks and brings together governments, corporations, technical experts,
and civil society to ensure comprehensive policies and avoid fragmentation. These include setting
technical standards for infrastructure security, implementing state policies that mandate protection, and
fostering international agreements to manage shared vulnerabilities. Integrating these efforts into
existing internet governance mechanisms strengthens the resilience of the digital ecosystem,
emphasizing that securing infrastructure is as crucial as establishing norms. By prioritizing
infrastructure security alongside legal frameworks, the international community can better safeguard
the foundations of the interconnected world.

THE EUROPEAN DECLARATION ON INTERNATIONAL LAW IN CYBERSPACE

The recent European Declaration on a Common Understanding of International Law in Cyberspace,
adopted by the Council of the European Union on November 18, 2024, represents a landmark for a
shared regional understanding of legal norms for state behaviour in cyberspace. The Declaration draws
heavily from established international frameworks, notably the International Law Commission’s
Articles on the Responsibility of States for Internationally Wrongful Acts (ARSIWA), reinforcing
principles such as the attribution of wrongful acts and the conditions under which states may respond

2 European Council, "Declaration on a Common Understanding of International Law in Cyberspace,” Brussels,
November 18, 2024, Document 15833/24, CYBER 334, COJUR 111, COPS 622.
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to cyber operations. It stipulates that states are responsible for the actions of their organs and, under
Articles 8 and 11 of ARSIWA, may also be held accountable for non-state actors acting under their
instruction or whose actions they adopt as their own. The Declaration emphasizes discretion in whether
to disclose attribution publicly or keep it confidential, balancing transparency and operational security.

In addressing responses to cyber incidents, the Declaration categorizes permissible actions into peaceful
dispute resolution, retorsions, and measures under specific exceptions to wrongfulness, such as self-
defense and countermeasures. Peaceful means remain paramount, aligning with Articles 2(3) and 33(1)
of the UN Charter. At the same time, it recognizes retorsions, such as economic or diplomatic sanctions,
as legitimate tools that do not breach international law. This nuanced framework reflects the EU’s
commitment to a stable, rules-based international order in cyberspace, linking existing legal principles
to the realities of modern digital infrastructure.

By adopting this Declaration, the EU solidifies its role as a normative leader in cyberspace governance.
It builds upon previous international consensus, such as the work of the UN GGE and the OEWG, while
promoting practical guidance for state behaviour. Its implementation could enhance global cyber
stability and set a model for broader international cooperation.

The European Declaration also underlines key principles of sovereignty, self-defence, and due diligence
in cyberspace, affirming the need for state responsibility and liability. It explicitly addresses the
responsibility of states for cyber operations originating within their jurisdiction, reinforcing that states
must not allow their territories to be used for activities that breach international peace or security.

In terms of its impact on EU cyber diplomacy, the Declaration strengthens Europe’s collective stance
on cybersecurity and legal cooperation, fostering unified responses to cyber threats. It positions the EU
as a leader in advocating for a rules-based international order in cyberspace, promoting collaboration
between member states and external partners to enhance cybersecurity resilience. This approach
strengthens law enforcement cooperation and shows the EU's commitment to a safe, stable, and
accountable cyber environment.

CONCLUSIONS AND RECOMMENDATIONS

The evolving discourse on international law in cyberspace highlights its critical relevance in shaping
responsible state behaviour and securing digital infrastructures. The European Declaration follows the
path set by the UN GGE and the OEWG, numerous national positions on the application of international
law in cyberspace, and the African Union one adopted earlier in 2024. It exemplifies a significant step
toward harmonizing global perspectives. It reaffirms the applicability of established international law,
emphasizing principles such as sovereignty, state responsibility, and due diligence, while promoting
peaceful resolutions to disputes. Its alignment with multilateral frameworks and emphasis on practical
state accountability strengthens the global cybersecurity architecture.

To ensure the effective implementation of these principles, several recommendations should be made.
First, global adherence to agreed norms should be promoted through capacity-building initiatives and
widespread educational programs. These efforts can help states, particularly those with limited
resources, to internalize and operationalize the legal frameworks and technical safeguards necessary for
cyberspace governance. Second, states should be encouraged to adopt transparent policies, which
include effective incident reporting mechanisms. Such transparency builds trust, enhances
accountability, and facilitates timely responses to cyber incidents. Finally, fostering research into
vulnerabilities of critical infrastructures, such as undersea cables and satellites, is essential. Coordinated
international efforts to develop protocols for managing cyber risks and responding to attacks will ensure
the resilience of global connectivity.

It is recommended for states to prioritize the implementation of the confidence-building measures
(CBMs) established by the UN Group of Governmental Experts to promote trust and prevent conflicts

93



Scientific and Practical Cyber Security Journal (SPCSJ) 8(4): 91 — 94 ISSN 2587-4667 Scientific
Cyber Security Association (SCSA)

in cyberspace. These measures, including information-sharing, establishing points of contact, and
promoting transparency in cyber operations, play a critical role in reducing risks of misperception and
escalation. Adherence to CBMs fosters collaboration, enhances mutual understanding, and strengthens
international stability in the digital domain. By committing to these practices, states can support a secure
and predictable cyber environment, reinforcing the broader framework of international law and
contributing to peaceful interactions in an increasingly interconnected world.
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CHALLENGES OF IMPLEMENTING THE PAYMENT CARD DATA
SECURITY STANDARD (PCI DSS) IN PRACTICE
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ABSTRACT: The Payment Card Industry Data Security Standard (PClI DSS) was developed to
encourage and enhance payment account data security and facilitate the broad adoption of consistent
data security measures globally. PCI DSS provides a baseline of technical and operational requirements
designed to protect account data. While specifically designed to focus on environments with payment
account data, PCI DSS can also be used to protect against threats and secure other elements in the
payment ecosystem. Challenges of Implementing the Payment Card Data Security Standard (PCI DSS)
in Practice presented in this article
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BRIEF SUMMARY ABOUT PCI DSS STANDARD
The Payment Card Industry Data Security Standard (PCI DSS) is a globally recognized framework
designed to secure payment card data handling. It was established by the Payment Card Industry
Security Standards Council (PCI SSC), comprising major credit card companies like Visa, MasterCard,
American Express, Discover, and JCB. The standard applies to all entities involved in card payment
processing, including merchants, processors, and service providers.
Key goals of PCI DSS include:
1. Protect Cardholder Data: Safeguarding sensitive data, such as card numbers and security codes,
through encryption and secure storage.
2. Implement Strong Access Controls: Restricting access to cardholder data to authorized
personnel only.
3. Maintain a Secure Network: Ensuring robust firewall configurations and secure network
protocols.
4. Regular Monitoring and Testing: Conducting routine audits, vulnerability scans, and
penetration testing to identify and mitigate risks.
5. Develop a Security Policy: Promoting a security-conscious culture through documented
policies and employee training.
The standard is divided into 12 key requirements covering areas like network security, vulnerability
management, and monitoring. Compliance is mandatory for businesses handling payment cards and is
enforced through audits and penalties. By adhering to PCI DSS, organizations can mitigate risks of
fraud, data breaches, and financial loss while ensuring customer trust.

PCI DSS COMPLIANCE LEVELS
These levels categorize businesses based on the volume of annual payment card transactions. Below is
a brief summary of these compliance levels:
Level 1: For businesses processing over 6 million transactions annually or those that have
experienced data breaches. This level has the most rigorous requirements, including an annual
audit by a Qualified Security Assessor (QSA) and quarterly network scans.
Level 2: For businesses processing 1 to 6 million transactions annually. They typically need to
complete a self-assessment questionnaire (SAQ) and conduct quarterly network scans.
Level 3: For businesses processing 20,000 to 1 million e-commerce transactions annually. They
also complete a self-assessment questionnaire and perform quarterly scans.
Level 4: For businesses processing fewer than 20,000 e-commerce transactions annually or up
to 1 million other payment card transactions annually. This level has the least stringent
requirements but still includes completing an SAQ and conducting quarterly scans.
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PCI DSS -5 MOST COMMONLY OBSERVED CONTROL FAILURES

Challenge No.1

It is of utmost importance for businesses dealing with cardholders’ data to be aware of the locations
where the data resides. However, most businesses have failed to do so only because a lot of payments
card data remains unmanaged and uncategorized, dispersed across multiple databases of an enterprise.
Proposed Solution:

To meet this PCI DSS compliance control, businesses must map the business systems through which
the cardholder data enters the organization and leaves all the way through.

To establish a diagram that shows how cardholder data flows across systems and networks, businesses
can depict the cardholder data environment, devices and systems with all payment channels,
applications and associated protections on CHD based on locations, using a labelling method for
identifying the transport mechanism and crucial dependencies.

Challenge No.2

Many businesses even though have established security policies, they fail to maintain the same that
open multiple vulnerabilities in the payments lifecycles.

This has been noticed to happen with companies that have documented and published a security policy
for the PCI DSS compliance requirement but have not actually used them.

Proposed Solution:

When creating a security policy for the PCI DSS compliance requirements, the organizational design
must be brought into work. First and foremost, create a policy to address every requirement of PCI DSS
and ensure that it is structured to match the order and language of the PCI DSS sub requirements.
Moreover, businesses must review and update at least annually to effectively maintain the security

policy.

Challenge No.3

Tracking card data is directly proportional to tracking the people that process and store it.

However, most of the businesses attempting to comply to PCI DSS compliance requirements fail due
to this important control. It happens only because companies do not track the devices well.

Proposed Solution:

Assurance and operations members of risk and compliance teams must update the device lists with
changing employees. The best solution to tackle this PCI DSS control is to maintain an accurate
inventory with proper labelling and set a shorter frequency for updating the list with 4 columns — device,
employee, data type, and access type.

Challenge No.4

Off-the-shelf security incident response plans remain outdated and ineffective against the ever-
changing threat landscape. For compliance analysts and managers, verification of plans only goes so
far.

Each year, SISA performs hundreds of incident response exercises across the globe.

During these engagements, we have observed incident response plan failures mostly because of
organizational shortcomings that form a major part of the PCI DSS requirements. Failing to plan means
planning to fail.

Proposed Solution:

Businesses opting to verify their incident response plans for PCI DSS compliance must simulate a real-
world attack every 6 months and assess how key stakeholders respond to it.

Operational security teams must, in such events, document issues and lessons against specific scenarios
of PCI DSS incident response requirements including organizational coordination, business recovery,
data backup, and analysis of legal requirements.

Challenge No.5

All data custodians and key management professionals that give access to data based on a business’
need to know must be solely responsible to monitor the access hygiene.. However, businesses ignore
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the importance of bestowing this responsibility to an individual with formal accountabilities This has
become crucial ever since remote working has increased as companies aren’t able to ensure that the
type of access given is appropriate and all technical safeguards are in place for data access.

Proposed Solution:

A data security specialist with a straight-line reporting to the executive authority of the firm (CIOs,
CISOs, Information Security Managers, Chief Data Officers, Risk and Compliance Managers, etc.)
must be nominated for such responsibilities. QSAs at SISA recommend such professionals to implement
privileged access management and update the data access charts on a monthly basis.

MAIN RECOMMENDATIONS HOW TO SUCCESSFULLY IMPLEMENT THE PAYMENT
CARD INDUSTRY DATA SECURITY STANDARD (PCI DSS)

Understand PCI DSS Requirements

Familiarize with PCI DSS version: Ensure that you are working with the most current version of PCI
DSS (as of 2024, it's v4.0).

Identify scope: Understand which systems, processes, and personnel are involved in the storage,
processing, or transmission of cardholder data.

Review the 12 PCI DSS requirements: These include securing network systems, protecting cardholder
data, maintaining a vulnerability management program, and monitoring network access.

Scope and Segmentation

Define scope: Identify all locations where cardholder data is stored, processed, or transmitted. This
includes all systems that can affect the security of the cardholder data environment (CDE).

Network segmentation: Implement network segmentation to isolate systems that handle cardholder data
from other parts of your network, reducing the compliance scope.

Create a PCI DSS Compliance Team

Appoint a compliance manager/team: A dedicated team should oversee the implementation of PCI DSS
standards.

Cross-functional collaboration: Include members from IT, security, legal, and operations to ensure all
areas are covered.

Data Protection Measures

Encryption: Ensure sensitive cardholder data is encrypted both in transit (e.g., SSL/TLS for web traffic)
and at rest (e.g., disk encryption).

Masking and truncation: Mask PAN (Primary Account Number) where necessary and store only the
minimal necessary information.

Secure storage: Avoid storing sensitive authentication data (e.g., CVV, magnetic stripe) after
authorization unless absolutely necessary.

Access Control

Limit access to cardholder data: implement strong access control measures, ensuring only authorized
personnel can access the cardholder data environment (CDE).

Role-based access: Enforce role-based access control (RBAC) with the principle of least privilege.
Two- factor authentication: Use multi-factor authentication (MFA) for personnel accessing critical
systems.

Regular security testing

Vulnerability scanning: Conduct regular internal and external vulnerability scans.

Penetration testing: Perform annual penetration testing to identify vulnerabilities in the systems.
Application security testing: Ensure secure software development practices by conducting code
reviews and application vulnerability testing.
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Monitoring and logging:

Log management: Implement logging mechanisms to track access to network resources and cardholder
data.

Intrusion detection and monitoring: Utilize tools to monitor network traffic and alert administrators of
suspicious activities.

Retain logs: Store logs for at least one year, with the last three months available for immediate review.

Regular Audits and Assessments

Self-assessment questionnaire (SAQ): Smaller merchants may be required to complete an SAQ
annually.

Qualified Security Assessor (QSA) audit: For larger organizations, hire an external QSA to perform
annual assessments and provide formal validation.

Gap analysis: Conduct a gap analysis to identify areas that need improvement before formal audits.

Emploee training and awareness

Security awareness training: Provide regular training on PCI DSS requirements, phishing, and secure
handling of cardholder data.

Incident response training: Ensure that personnel are familiar with the organisation’s incident response
procedures in case of a security breach.

Incident Response Plan

Develop a plan: Establish an incident response plan for handling security breaches that involve
cardholder data.

Test regularly: Regularly test and update the incident response plan to ensure effectiveness.

Notify stakeholders: Have a communication plan to notify necessary stakeholders, including banks,
card brands, and customers, in the event of a breach.

CONCLUSIONS

The implementation of the Payment Card Industry Data Security Standard (PCI DSS) is essential for
businesses handling payment card data to ensure its security and maintain customer trust. While the
framework provides robust guidelines for safeguarding cardholder data, its practical application poses
significant challenges, such as identifying data locations, maintaining effective security policies,
tracking data and devices, updating incident response plans, and ensuring proper access controls.
Addressing these challenges requires comprehensive strategies, such as mapping data flows, creating
and maintaining security policies, appointing dedicated compliance teams, and leveraging advanced
tools for encryption, logging, and monitoring.

Successful PCI DSS implementation involves a clear understanding of requirements, proper scoping
and segmentation, regular testing and audits, and fostering a culture of security awareness.
Organizations must also invest in employee training, simulate real-world scenarios for incident
response, and establish effective collaboration across departments. With these measures, businesses can
overcome the hurdles of PCI DSS compliance, enhance their security posture, and reduce the risk of
fraud or data breaches, thereby safeguarding both the business and its customers.
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THE ROLE OF 5G/6G CELLULAR NETWORK TECHNOLOGIES IN
ACHIEVING THE GOALS OF SUSTAINABLE DEVELOPMENT
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ABSTRACT: The main global goals of sustainable development of humanity by 2030 have been
identified. It is obvious that information technologies can play one of the key roles in their successful
achievement. In this context, within the framework of this work, the existing potential of cellular
networks for the impact on the successful achievement of sustainable development goals was analyzed.
The main domains where a significant contribution can be made through the use of mobile technologies
were analyzed. But there are also risks that can have a negative impact on the achievement of global
goals of sustainable development. The result of this study is also reflected in this article. And finally,
the potential of the introduction of modern cellular networks within countries with developing
economies was demonstrated.

KEYWORDS: Sustainable Development, Cellular Network, 5G, 6G, New Technologies, SDG
INTRODUCTION

The United Nation’s Sustainable Development Goals (SDGs) are a universal call to achieve a
sustainable future and promote equality, human rights, and justice for all by 2030 [1 Adopted by UN
Member States in 2015, the 2030 Agenda for Sustainable Development provides a shared strategy for
peace and prosperity for all people and our planet, now and into the future. The SDGs are a collection
of 17 interlinked goals designed to guide reflection and action on the most pressing challenges and
opportunities facing humanity and the natural world, including inequalities (SDG 10), climate change
(SDG 13), peace and justice (SDG 16), and global cooperation to meet global targets (SDG 17). These
goals and their targets acknowledge that ending poverty and other deprivations must go hand-in-hand
with strategies that improve health and education, social inequalities, and economic disparities—all while
tackling climate change and working to preserve our natural surroundings.

The SDGs establish a blueprint for global citizens to work together to build a better world, for it is only
by working collectively—across borders and disciplines and with community partners—that these goals
might be achieved. Through research, teaching and learning, community engagement, and global
collaborations, IU Indianapolis is playing a leading role in tackling the SDGs and achieving the 2030
Agenda.

o [ 1gmee IS n.m -
D\ o m?.'.f'.fm

Fig. 1. Global goals of sustainable development [1]

100



Scientific and Practical Cyber Security Journal (SPCSJ) 8(4): 100 — 105 ISSN 2587-4667
Scientific Cyber Security Association (SCSA)

MOBILE NETWORKS DEVELOPMENT

In order to achieve the global goals of sustainable development, it is necessary to use all available high-
tech tools, which to one degree or another will bring the world community closer to the realization of
the most ambitious ideas for global well-being. The potential contribution of the ICT industry to
achieving the goals of sustainable development should be noted separately.

According to a research paper by Ericsson [3] on the potential of ICT to reduce greenhouse gas
emissions, the ICT sector has the potential to reduce total industrial emissions worldwide by up to 15%,
although it accounts for only 1.4% of the global carbon footprint. The study highlights the importance
of 5G as a key building block for a future Net Zero [4].

One of the key drivers of the development of the ICT industry is cellular networks. They are developing
at a very rapid pace and this is evidenced by a number of studies and the results of the analysis of the
subscriber base (Fig. 2).
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Fig. 2. Cellular networks evolution [3]

POTENTIAL OF MOBILE NETWORKING IN ACHIEVINNG THE SDGs AND POTENTIAL
RISKS

Thus, the latest cellular network technologies can also make a significant contribution to achieving
sustainable development goals. The main areas in which mobile technologies can make a contribution
are discussed below.

Ultra-Low Latency. Both 5G and 6G networks are designed to offer incredibly low latency, which is
crucial for real-time applications. This feature supports innovations in healthcare (remote surgeries),
transportation (autonomous vehicles), and smart grids for efficient energy management.

Massive Connectivity. 5G enables the connection of billions of IoT devices globally, paving the way
for smart cities, smart agriculture, and smart industries, all of which contribute to more sustainable
practices by optimizing resources and reducing waste.

Energy Efficiency. 5G and future 6G networks are designed to reduce energy consumption through
more efficient data transmission and smarter infrastructure, contributing to a reduction in the global
carbon footprint.

Enhanced Network Reliability and Speed. These networks ensure reliable, high-speed connectivity,
which can drive digital inclusion by enabling access to education, telemedicine, and other essential
services, even in remote areas, supporting goals like quality education and health.

101



Scientific and Practical Cyber Security Journal (SPCSJ) 8(4): 100 — 105 ISSN 2587-4667
Scientific Cyber Security Association (SCSA)

Integration with Advanced Technologies. 5G/6G will integrate with Al, edge computing, and
blockchain to enable innovations like predictive maintenance in industries, smart environmental
monitoring systems, and secure data sharing for sustainable development initiatives.

The latest generation of mobile radio communication networks today are 5G networks. However, the
benefits of 5G are not limited to the ICT sector. The technology represents an open innovation platform
that serves a multitude of sustainable uses — from smart farms to smart factories — by improving
automation, increasing productivity, increasing energy efficiency, conserving resources and increasing
resilience to climate change. 5G can also contribute to the decarbonisation of the world's largest carbon-
emitting sectors, namely energy, manufacturing and transport, by improving data sharing, optimizing
systems and increasing operational efficiency, thereby accelerating global efforts to reduce carbon
emissions.

In general, projecting the role of 5G on the process of achieving the goals of sustainable development,
we can draw a conclusion about the opportunities that this technology opens up in various sectors of
the economy (Fig. 3).
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Fig. 3. Contribution of 5G to a?hieving the goals of sustainable development [6]

5G networks have more advanced features than networks of previous generations. They are equipped
to handle large amounts of data with minimal latency (ultra-low latency) and support an extremely high
density of connected devices (machine-type mass communication). This improved connectivity has
unlocked a range of new 5G-enabled sustainability services that individuals, companies and
governments can implement to reduce their carbon footprint and achieve other sustainability goals. But
improved connectivity will also mean that more devices will be connected to the network, increasing
the energy consumption of the network. Telecommunications companies and service users need to take
immediate action to limit this environmental impact.

The environmental impact of 5G thus encompasses more energy-efficient network technology that helps
telcos minimize their environmental impact, as well as enabling technology that telcos can use to help
businesses, governments and consumers reduce their own environmental impact.

Along with this, cellular communication networks continue to develop at a rapid pace. Currently,
development is underway to coordinate Release 19, which will have a significant number of new
advanced technologies that will open the possibility of achieving the goals of sustainable development,
including (Fig. 4).
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Fig. 4. Technological innovations in 5G Release 19

But there are already many examples of using 5G to achieve the UN's sustainable development goals.
Below are some of them.

Nokia and Elisa's 5G Liquid Cooling Station uses wasted energy from Elisa's networks to heat buildings
and water. This allowed Elisa to reduce the energy consumption of its 5G networks by 30% and reduce
overall CO: emissions by 80% [7].

Some operators use intelligent network software that allows base stations to turn off power depending
on quiet times of day (such as at night) or periods of general low traffic. Such innovations are key to
the telecommunications industry, which now produces c¢. 0.8% of all global emissions. We explored
these topics in more detail in our report, Why Power Management is Critical to 5G Success.

e& is decarbonizing its network with sustainable 5G solutions. They plan to achieve this by partnering
with Ericsson to implement changes such as RAN's intelligent energy-saving software features, as well
as other initiatives such as its global product return program to increase recycling and responsible
disposal of e-waste across e&'s network [8].

The Telia and Ericsson Autonomous Electric Bus solution relies on 5G network capabilities for live
video positioning and prioritization [9]. During the trials, 5G control towers were used to remotely
control buses and transmit real-time video to track journeys and ensure passenger safety. Automated
vehicles enabled by 5G loT technologies are more fuel-efficient than manual alternatives, reduce
greenhouse gas emissions from public transport, make public transport more accessible and lower
operating costs.

Proximus [10] solutions for weed and pest control use drones to capture images of agricultural plots
and artificial intelligence to identify the nature of weeds or diseases in crops. Proximus provides 5G
connectivity that allows data to be sent from the drone to the analytics platform. The analytics platform
then creates a task map for a robot equipped with a torch (for weeds) or a pesticide sprayer (for pests or
diseases). Instead of treating the entire field for pests or diseases, this allows farmers to treat only the
affected areas. By 2030, European farmers will have to reduce their use of pesticides by 50%. In this
test case, Proximus found that pesticide use could be reduced by 80%.

The City of Rotterdam's smart waste management system [] uses I0T sensors in bins and other waste
disposal areas to monitor fill percentages. This data is transmitted via the KPN 5G LoRa network to a
centralized control system that determines dynamic routes for waste collection vehicles. 165 dynamic
waste collection routes replaced 203 static routes, resulting in a 20% reduction in vehicle kilometers
driven for waste collection. In turn, this resulted in a 20% reduction in CO- emissions, as well as a 25%
reduction in labor and equipment costs.

Thus, in summary, it can be argued that 5G and future 6G cellular network technologies have significant
potential to promote sustainable development. Their high throughput, low latency and high scalability
make them key tools for various initiatives to improve the quality of life and preserve the environment.
With the help of 5G/6G technologies, it is possible to ensure efficient use of resources, develop the
"Internet of Things™" and "smart™ systems, increase the availability of education and health services,
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promote the development of remote work and mobility, and also increase the competitiveness of the
economy. Therefore, the role of 5G/6G cellular network technologies in sustainable development
cannot be overestimated. Their implementation and use open up new opportunities for creating more
efficient, intelligent and ecologically clean communities.

But also with the introduction of new mobile network technologies, a number of risks also arise,

presented in Table 1.

Table.1. Potential risks while introducing 5G/6G technologies for achieving the SDG

High Energy
Consumption and
Environmental
Impact

While 5G/6G networks promise energy efficiency, the infrastructure
deployment (like base stations and data centers) can consume substantial
power. Without renewable energy sources, this may increase carbon
emissions, counteracting the environmental benefits.

Digital Divide

The rapid rollout of 5G/6G may widen the gap between regions with access to
advanced networks and those without, particularly in rural or underdeveloped
areas. If not addressed, this digital divide can limit the global equity and
inclusiveness intended by the SDGs.

Cybersecurity
Risks

As 5G/6G expands the Internet of Things (loT) and connects billions of
devices, it also increases the potential for cyber-attacks. Ensuring robust
cybersecurity measures is essential to prevent data breaches, identity theft, and
other forms of cybercrime, which could undermine trust in digital solutions.

Cost and
Infrastructure

Requirements

The infrastructure needed to support 5G/6G networks, such as base stations
and fiber-optic connections, is capital-intensive. For many countries,
especially developing ones, the costs of implementation might be prohibitive,
slowing down adoption and limiting the impact on sustainable development
goals.

Privacy Concerns

With billions of connected devices gathering personal and industrial data,
privacy concerns are heightened. There is a need for strong data governance
policies to ensure that sensitive information is protected, and individuals'
privacy rights are upheld.

But despite the risks presented above, mobile technologies can still have a significant impact on the
process of achieving the SDGs (Fig. 5).

Boost to Economic Growth

Improved Healthcare Access
Telemedicine and remote healthcare
powered by 5G/6G can significantly
improve healthcare delivery in regions
with limited access to medical services.

Agriculture and Rural
Development

Advanced telecom networks will open
doors for new industries such as IoT, Al,
smart manufacturing, and autonomous
vehicles. This, in turn, can lead to job
creation, innovation hubs, and new
avenues for economic diversification,
reducing dependency on traditional
industries.

Smart  agriculture solutions
driven by 5G/6G can increase
productivity and sustainability
in farming practices. Precision
agriculture, enabled by real-
time data from IoT devices, can
help optimize water usage,
improve crop yields, and reduce

Accelerated Digital
Transformation

5G/6G  technologies provide an
opportunity for emerging economies
like Ukraine and Georgia to leapfrog
stages of digital development,
modernizing their infrastructure and
industries faster than traditional
growth paths. This can lead to
improved connectivity in rural and
underserved areas, fostering digital
inclusion.

environmental impact,
benefiting rural economies.

_ L.

Global Integration and Competitive Edge
Early adoption of 5G/6G technologies can position Ukraine, Georgia, and other emerging
markets as leaders in the region, attracting foreign investment and facilitating greater
e participation in the global digital economy. This could lead to increased collaboration
Smart Cities and with international businesses and tech innovators.
Infrastructure Development
5G/6G technologies can enable smart city initiatives, helping
emerging economies improve urban management, optimize
resource usage, and reduce pollution. Intelligent transportation
systems, smart grids, and enhanced public services can transform
urban centers, making them more sustainable and livable.

.

e

Fig. 5. The potential of using cellular networks to achieve sustainable development goals

CONCLUSIONS

Considering this figure, the next conclusion can be drawn. In any case, there are a lot of opportunities
for Ukraine, Georgia, and other emerging economies while developing the novel mobile network

technologies.

104



Scientific and Practical Cyber Security Journal (SPCSJ) 8(4): 100 — 105 ISSN 2587-4667
Scientific Cyber Security Association (SCSA)

5G/6G technologies offer immense opportunities to drive innovation, economic growth, and
sustainability across industries and sectors. Their ability to improve connectivity, support smart cities,
enhance healthcare, and enable efficient resource use aligns directly with the UN’s Sustainable
Development Goals (SDGs).

By connecting people, industries, and technologies, 5G/6G networks will serve as key enablers for
addressing critical challenges like climate action, education inequality, and urbanization.

While 5G/6G bring significant benefits, challenges such as digital inequality, high energy consumption,
and cybersecurity risks need to be addressed through policy, investment, and innovation.

Thus, to maximize the potential of 5G/6G, collaboration between governments, industries, and
communities is essential to ensure that the technology is accessible, secure, and environmentally
friendly.
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STATE OF MEMORY SAFETY IN C++

René Pfeiffer
DeepSec GmbH / University of Applied Sciences Technikum Wien

ABSTRACT: The C++ programming language shares its ancestry with C, but it is a language on its
own. Memory safety has always been a challenge, but recently government bodies addressed defects in
software applications and recommended a strategy for securing memory access. The C++ standard
started to adopt a security stance beginning with C++11. Later C++ specifications improved the
language further. Modern C++ includes all features to develop memory-safe software applications
provided the language specification C++11 and later is used.

KEYWORDS: C++, memory safety, secure coding, C++ standards, information security, software
development, data ownership, secure design

OVERCIEW OF MODERN C++

Modern C++ consists of the C++11 and all later language specifications (C++ standards). (Stroustrup
et. al. 2015) The specifications eliminate ambiguities and clearly define how the language handles
undefined behavior. Furthermore, the language features allow to track dynamic memory allocations by
use of smart pointers and automatically deallocate memory blocks that go out of scope. These features
require the cooperation of the developers, because the C++ constructs must be actively used. Smart
pointers change the approach on how to implement memory operations. The new approach does not
require the use of the operators new[] and delete[]. In fact, Modern C++ should completely avoid using
these operators, because they are implicitly used by the smart pointers. The language features of Modern
C++ for implementing secure code consist of the Resource Acquisition Is Initialization (RAII), object
lifetime, scope exit, stack unwinding, constant declarations/expressions, and smart pointers. (Gregoire
2021)

o RAII ensures that objects stay in scope and that constructors/destructors are always called.
Scopes consist of functions, member functions, and localized blocks of code.
Function parameters and variables declared as const introduce immutable data structures.
No use of raw pointers, new[] or delete[].
No use of references in functions.
Use of unique and shared pointers with reference counting; creation must be implemented by
calling make_unique<>() and make_shared<=>().

e Operations on unique pointers require move semantics to transfer ownership to code operating

on data structures.

More specific advice for safety-critical code adds ten more rules for specific use cases. Among them is
to avoid heap memory allocations, not using the preprocessor, and limit the use of references. These
rules are known as The Power of 10. (Holzmann 2006) They are older than Modern C++ and can be
applied to any programming language.

STATIC AND DYNAMIC ANALYSIS OF CODE

Bjarne Stroustrup, the creator of C++, recommends using static analysis for all code. (Stroustrup 2022).
The purpose is to periodically check for errors and code violating core guidelines and best practices.
Static and dynamic analysis are a standard tool in software development in order to maintain and test
the quality of the code. This analysis stage can catch bugs and undesired behavior of applications, but
it is limited by Rice’s Theorem. (Rice 1953) The theorem states that non-trivial and extensional code
(expressed by functions) processing input data is undecidable. This means that there can be no complete
formal test to check if the code behaves in a well-defined manner and as expected for all variations of
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input data. The theorem limits the claims that any analysis tool can make about any application code.
Therefore the selection and design of the unit and security tests for the application must be carefully
created. Trivial tests should be avoided. Best practice is to test for the normal and exceptional
operational situations. The latter is the primary task of security tests. Software quality and security is
therefore mainly defined by the set of tests performed.

FURTHER IMPROVING MEMORY SAFETY OF C++

The set of rules outlined by the Modern C++ standards serves as a baseline for all new code and
refactoring. Memory safety can be improved by incorporating techniques from the programming
languages Austral, Gel, Inko, Hylo/Val, and Vale. (Borretti 2021; Falcon and Cook 2009; Inko 2018;
Racordon 2023; Ovadia 2022) The approach of the different proposals is similar, but the lead developer
of Vale has compiled the most effective coding styles for protecting data structures in applications.
(Ovadia 2023) The strategies are:

Borrowless affine style for data structure

Constraint references

Generational references (for cases with limited memory use)

Random generational reference

Simplified unique borrowing

The borrowless affine style mandates to exclusively use stack objects and data referenced by unique
pointers. No raw pointer and no C++ references are allowed. Raw arrays must be replaced by the
std::array C++ STL container. When reading data it is always moved to the code that uses it. This
ensures that the code acting on the data always has the full ownership and that all other code has no
read and write access to the data. The C++ move operations utilize unique pointers in order to save
expensive memory copy operations. The Rust programming language uses the same concepts.
Constraint references are implemented by explicitly adding the reference count into an object. The
reference itself work similar to a shared pointer. The object has to check its reference counter and asserts
a zero value once it gets out of scope. Any deconstructor can only deallocate the instance if there is no
other reference to it. This protection mechanism is modeled after the foreign constraints in the
Structured Query Language (SQL). The constraint references enables instances of objects to monitor
its use by other parts of the code.

Generational references are an implementation of heap memory management. The design is a memory
arena where created objects are referenced by their memory address and a generation number. All
deallocation operations increment the generation number. All access verifies that the generation number
matches the expected generation number when addressing an object instance. Generation numbers must
not be reused, and the allocation process keeps the memory in order to protect it. This approach is only
possible if the heap memory accommodates all storage requirements of the application at run-time,
because all unreferenced memory regions are kept for protection.

Random generational reference use a pseudo-random generation number as object identifier instead of
an increasing number. The purpose is to reduce the probability of generation number collisions. The
random numbers act as a stochastic defense. These numbers are categorized as metadata and can be
linked to the memory address of data structures. There are hardware features to support this, for example
Arm Vv9 processors implement Memory Tagging Extensions (MTEs) for tracing memory
allocations/deallocations. (Oracle® 2016, Arm Holding 2024, Serebryany 2019) Compilers developers
implement memory tagging to assist with debugging. It is important to note that this technique is only
useful for finding bugs. It is not recommended to build production code with it. (Clang Team 2007)
Simplified unique borrowing re-introduces mutable non-owning pointers. These pointers must never
access the original object while it exists. They must never be returned by functions. They must not be
stored in data structures or arrays. Also there must be no aliasing when using the pointer. A sample
implementation in C++ shows how to integrate this method into existing code. (Ovadia 2023) The main
reason to use simplified unique borrowing is to avoid using a full borrow checker or memory
annotations such as references.
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IMPLEMENTING NEW CODE

The rules can be integrated into secure coding guidelines to help with the implementation. Using the
rules requires discipline, because the memory protection techniques add extra code constructs and
change the way traditional C++ code was designed. This is especially important for the C++ move
semantics. Testing also requires specific code to test for memory safety violations. The effort is less
than a complete reimplementation in a new programming language.

The compiler tool chains can support the development process. Compilers have added check features
and assistance by taking advantage of processor features. (Wei 2021) This is only a measure to support
the implementation. The code must be written in a manner to enable the compilers to use the protection
and debugging features.

CONVERTING EXISTING CODE

The techniques can be gradually integrated into existing code. The C++ code needs to be reduced or
adapted to the language features described in this document. The most important step is to introduce
unique pointers and move semantics. References may be added if the processor has hardware support
and the compiler toolchain can use these features. As a bonus, all techniques can be implement in a
concurrency-safe way. The borrowless affine style is already concurrency-safe. The necessary C++
standards are available in all compilers for standards platforms. The first step should always be to port
the code to Modern C++. The use of generational references should be checked with the availability of
the heap memory in the target system.

The testing phase can take advantage of all standard test methods for memory safety. This is an
advantage, because no adaptions to the toolchain are necessary.

SUMMARY

The described memory safety techniques are available with modern C++ compilers. The methods are
implemented in other programming languages. The abstraction layers and the hardware running the
compiled code may introduce subtle changes in storage or execution order. All concurrent code is
affected by this behavior due to the optimizations present in the run-time environment. Applications
with a parallel execution design have to add synchronization techniques.

The proposed memory safety need to be evaluated for their impact. The research of the sources and
related publications yielded no quantitative studies of code with a statistically significant sample size
of tests. Further work is needed to test how well the proposed programming approach can counter
memory safety problems with test data.
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ABSTRACT: This research goes into the predictive capabilities of neural network models, mainly
focusing on recurrent neural networks (RNNs) and long-term short-term memory networks (LSTMs),
and their combination in a hybrid architecture to predict the outcomes of various pseudo-random
number generators (PRNGS). In this work Continuous-Output Scenario Analysis is shown.
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INTRODUCTION

Neural networks are artificial intelligence systems designed to replicate the functioning of the human
brain. Unlike traditional digital models that process binary data (zeros and ones), neural networks
operate through connection processing units, akin to neurons in a biological brain. The performance of
these networks depends on how their connections are structured and weighted. Neural networks are
algorithms modelled after the human brain that recognize patterns. Sensory data is interpreted using
machine perception, which labels or clusters raw information. They recognize numerical patterns in
vectors, which must be converted into real-world data like as images, sounds, text, and time series [1].
Artificial Neural Networks (ANNs) are computing systems modelled such as biological neural systems,
including the human brain. These systems consist of numerous interconnected computational units
(neurons) that work collaboratively in a distributed manner. By learning from input data and optimizing
outputs, they enhance performance and achieve accurate results [2].

Let's consider the main Neural Networks types:

1) Convolutional Neural Networks (CNNs) are comparable to standard ANNs because they utilize
neurons and improve through learning [2]. CNNs have achieved significant breakthroughs and
are now a key component of deep learning applications. They have revolutionized computer
vision, enabling advancements such as facial recognition, autonomous driving, cashier-less retail
systems, and intelligent healthcare technologies. Unlike traditional ANNs, CNNs are tailored for
recognizing patterns in visual data. This specialization allows them to embed image-specific
features directly into their structure, making them particularly effective for image-centric tasks.
Furthermore, CNNs require fewer parameters to configure, enhancing their efficiency and
performance in complex visual processing tasks [2, 3].

2) Hybrid neural networks (HNNs) are becoming increasingly popular in computer vision
applications including picture captioning and action identification, and they integrate the
strengths of many neural networks. However, there has been limited research on the effective
use of hybrid architectures for time series data, particularly for trend forecasting purposes [4].
HNN s use their internal structure to limit the interactions between process variables in order to
align with physical models. Compared to regular neural networks, coupled models are more
accurate, dependable, and generalizable [5].

3) Recurrent Neural Networks (RNNs) represent a paradigm shift in neural networks, specifically
designed to recognize patterns in sequences of data [6]. Unlike traditional feedforward neural
networks, RNNs possess a unique feature: the output from the previous step is fed back into the
output of the current step. This looping mechanism allows RNNs to maintain an internal state
that captures information about the sequence they have processed so far, making them ideal for
tasks like speech recognition, language modelling, and time series forecasting [6 7]. The core
architecture of an RNN involves a hidden layer where the activation at a given time step is a
function of the output at the same step and the activation of the hidden layer at the previous
step [8]. This recurrent nature allows the network to maintain a form of memory [6]. However,
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RNNs are often challenged by long-term dependencies due to issues like vanishing and
exploding gradients during backpropagation [7, 9], where the network becomes unable to learn
and retain information from earlier time steps in the sequence [10].

4) Long Short-Term Memory networks, a special kind of RNN, were developed to overcome the
limitations of traditional RNNs. LSTMs are adept at learning long-term dependencies, thanks to
their unique internal structure [9]. Unlike standard RNNs, LSTMs have a complex architecture
with a series of gates: the forget gate, output gate, and output gate [9, 10]. These gates regulate
the flow of information into and out of the cell, deciding what to keep in memory and what to
discard, thereby addressing the vanishing gradient problem [8].

Both RNNs and LSTMs are designed for sequence processing, the key difference lies in their ability to
handle long-term dependencies. Standard RNNs, while simpler and computationally less intensive,
struggle with retaining information over longer sequences. LSTMs, with their intricate gating
mechanism, excel in scenarios where understanding long-range contextual information is crucial.

The choice between RNNs and LSTMs often boils down to the specific requirements of the task at
hand, the complexity of the sequences involved, and the computational resources available. LSTMs are
generally preferred for more complex tasks with longer sequences [9], while RNNs might suffice for
simpler tasks with shorter temporal dependencies [11].

In our research, we utilized datasets produced by four different PRNG algorithms, each presenting
unique challenges and features for sequence prediction with RNN and LSTM models. These datasets
provided a platform to assess and contrast the performance of various neural network architectures in
tackling sequence prediction tasks.

After generating the dataset, it was carefully divided into three distinct subsets to support the
training, testing, and validation of our predictive models:

e Training Set: Used for model training, enabling the networks to learn and adapt to the patterns
present in the pseudorandom sequences generated by each PRNG.

e Testing Set: Reserved for evaluating the models' performance on unseen data, providing an
objective measure of their predictive accuracy.

e Validation Set: Applied during the model tuning process to adjust parameters and mitigate
overfitting, ensuring the models can generalize effectively to new data.

This structured approach to dataset preparation and partitioning played a pivotal role in establishing
a reliable framework for analyzing the predictability of PRNG outputs via sequential analysis. By
standardizing generation parameters and implementing a methodical data split, we ensured a consistent
and equitable evaluation environment for all predictive models used in the study.

EVALUATION METRICS FOR TESTING

To evaluate how effectively our models predict PRNG outputs, we utilized a range of detailed
assessment metrics. These metrics play a vital role in measuring prediction accuracy and enabling direct
comparisons between the various neural network architectures examined in our research. The core of
our evaluation framework includes the Mean Squared Error (MSE) and a custom-designed Model
Performance Score.

MSE is a fundamental component of our evaluation approach, providing a robust measure of
prediction accuracy. It calculates the average squared differences between predicted and actual values,
highlighting the magnitude of prediction errors. By emphasizing larger discrepancies through squaring,
MSE becomes particularly sensitive to outliers and significant inaccuracies.

When applied to predicting PRNG outputs, MSE offers a straightforward metric to assess how
closely the model's predictions match the actual sequence of numbers produced by the PRNGs. A lower
MSE signifies greater prediction accuracy, indicating the model's effectiveness in capturing and
replicating the underlying patterns of the PRNG sequence [13-15].

Recognizing the need for a standardized metric that allows for an intuitive understanding of model
performance, we introduced the Model Performance Score. This metric normalizes the MSE to a scale
ranging from O to 1, where O represents the poorest performance (highest MSE) and 1 denotes perfect
prediction accuracy (zero MSE).

The Model Performance Score is calculated by inversely scaling the MSE against a predetermined
maximum error threshold. This approach ensures that the performance score is adjusted for the scale of
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the data and the expected variation in prediction accuracy, allowing for a fair comparison across
different models and datasets.

This normalized score simplifies the interpretation of our results, providing a straightforward metric
to gauge model effectiveness. It allows stakeholders to quickly assess the relative performance of each
model in predicting PRNG outputs without delving into the complexities of raw MSE values.

Together, these evaluation metrics form the foundation of our analytical approach, enabling a
nuanced analysis of model performance. MSE offers a detailed view of the prediction accuracy, while
the Model Performance Score provides a high-level, comparative perspective. By incorporating both
metrics, our study ensures a balanced and comprehensive evaluation of how well each neural network
architecture can predict the seemingly unpredictable: the output of pseudorandom number generators.

We carried out a comprehensive set of experiments to assess the predictive performance of various
neural network architectures. These experiments were carefully structured to examine how different
model parameters influence the accuracy of PRNG output predictions. In the following sections, we
outline the key variables considered in these experiments and discuss significant insights regarding
model performance.

To systematically assess the effects of various hyperparameters on model performance, we tested a
wide array of combinations, encompassing:

o Activation Functions: experimented with two popular activation functions, ReL U (Rectified
Linear Unit) and tanh (Hyperbolic Tangent). These functions were chosen for their distinct
characteristics in handling nonlinearities in the data.

o Number of Neurons: the neuron counts tested were 8, 16, and 32. This range allowed us to
explore the models' capacity to learn and generalize from the data, balancing complexity
with computational efficiency.

e Epochs: all models were trained for [1000] epochs, providing ample opportunity for learning
and convergence.

e Model Layers: varied the depth of the models by testing configurations with [2, 3, 5] layers. This
variation aimed to understand how model depth influences learning and prediction accuracy.

e Output Lengths: for continuous value prediction, output lengths of [1, 2, 3, 5] were tested.
This range was selected to assess the models' ability to forecast multiple steps ahead in the
PRNG sequence.

EXPERIMENT

The study on predicting the output of PRNGs using sequential analysis gave convincing results, which
were obtained by analyzing the most effective models for each PRNG. In the following, we consider
meaningful results for scenarios with a continuous output for different PRNGs: Xorshift, MT (Mersenne
Twister), LCG (Linear Congruential Generator), and MiddleSquare.

The continuous-output models demonstrated even higher predictive accuracy than single-output,
with the Hybrid model configured for continuous predictions (Hybrid-C) achieving remarkable success.

For the MiddleSquare PRNG, the Hybrid-C model with tanh activation, 16 neurons, 3 layers, and an
output length of 3 achieved a near-perfect mean score of 0.9955.

Table 1. MiddleSquare, continuous output results

Model Activation Output

Scenario Neuron - Epochs Layers Mean score
type function length
MiddleSquare Hybrid-C 16 tanh 1000 3 3 0.995479
MiddleSquare Hybrid-C 16 tanh 1000 2 2 0.992588
MiddleSquare Hybrid-C 8 tanh 1000 5 2 0.990003
MiddleSquare Hybrid-C 8 relu 1000 5 1 0.988989
MiddleSquare Hybrid-C 32 relu 1000 5 3 0.988566
MiddleSquare Hybrid-C 8 tanh 1000 3 1 0.988066
MiddleSquare Hybrid-C 16 relu 1000 2 2 0.986359
MiddleSquare Hybrid-C 16 tanh 1000 5 3 0.985923
MiddleSquare Hybrid-C 16 tanh 1000 5 2 0.985797
MiddleSquare Hybrid-C 8 tanh 1000 5 1 0.984813

Only 29% of the models managed to achieve a success rate exceeding 90% (Fig. 1).
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Fig. 11. MiddleSquare, continuous output, all models results

For the LCG PRNG, the Hybrid-C model with tanh activation, 8 neurons, 5 layers, and an output
length of 2 achieved a near-perfect mean score of 0.992055.
Table 2. LCG, continuous output results

Scenario Model type Neuron A]:Etr']\é;t(')ﬁn Epochs Layers IOeL:]tgtl:]t Mean score
LCG Hybrid-C 8 tanh 1000 5 2 0.992055
LCG Hybrid-C 8 tanh 1000 5 3 0.98973
LCG Hybrid-C 16 tanh 1000 5 5 0.987614
LCG Hybrid-C 8 tanh 1000 3 5 0.986818
LCG Hybrid-C 8 tanh 1000 2 5 0.985174
LCG Hybrid-C 16 tanh 1000 3 2 0.984808
LCG Hybrid-C 32 tanh 1000 3 2 0.984462
LCG Hybrid-C 16 tanh 1000 2 1 0.984411
LCG Hybrid-C 32 tanh 1000 3 1 0.983866
LCG Hybrid-C 32 tanh 1000 2 1 0.983706

20% of all models were able to break the 90% success threshold (Fig. 2).
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Fig. 2. LCG, continuous output, all models results

For the Xorshift PRNG, the Hybrid-C model with relu activation, 16 neurons, 2 layers, and an output
length of 2 achieved a near-perfect mean score of 0.987906 (table 3).
Table 3. Xorshift, continuous output results

Scenario Model type Neuron | Activation function | Epochs | Layers | Output length | Mean score
Xorshift Hybrid-C 16 relu 1000 2 2 0.987906
Xorshift Hybrid-C 16 relu 1000 2 5 0.985753
Xorshift Hybrid-C 8 relu 1000 5 5 0.985715
Xorshift Hybrid-C 8 relu 1000 2 2 0.984238
Xorshift Hybrid-C 32 relu 1000 2 2 0.983437
Xorshift Hybrid-C 16 relu 1000 2 3 0.981247
Xorshift Hybrid-C 8 relu 1000 2 1 0.980434
Xorshift Hybrid-C 32 relu 1000 2 1 0.97893
Xorshift RNN-C 32 tanh 1000 3 1 0.977685
Xorshift Hybrid-C 32 relu 1000 2 3 0.976177

15% of all models were able to break the 90% success threshold (Fig. 3Fig. 2).
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Fig. 2. Xorshift, continuous output, all models results

For the MT PRNG, the Hybrid-C model with relu activation, 32 neurons, 2 layers, and an output
length of 2 achieved a near-perfect mean score of 0.985006 (table 4).

Table 4. MT, continuous output results

Scenario|Model type|Neuron|Activation function|Epochs|Layers|Output length|Mean score
MT | Hybrid-C | 32 relu 1000 | 2 2 0.985006
MT RNN-C 32 relu 1000 | 5 1 0.981523
MT RNN-C 32 tanh 1000 | 5 1 0.980135
MT | Hybrid-C | 16 tanh 1000 | 2 3 0.976324
MT | LSTM-C | 32 relu 1000 | 5 1 0.976245
MT | Hybrid-C| 8 tanh 1000 | 2 1 0.975258
MT RNN-C 32 tanh 1000 3 1 0.97421
MT RNN-C 32 relu 1000 | 3 1 0.972664
MT RNN-C 32 relu 1000 2 1 0.965829
MT RNN-C 32 tanh 1000 | 2 1 0.963914

12% of all models were able to break the 90% success threshold (Fig. 4Fig. 2).
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Fig. 3. MT, continuous output, all models results

The examination of continuous-output models reveals a notable enhancement in predictive
performance compared to single-output models. This is particularly evident in the context of predicting
sequences generated by the MiddleSquare PRNG.

The performance plot illustrating the correlation between predicted and actual values (Fig. 4 5) for
the continuous-output model shows an even tighter linear alignment than the single-output model. This
near-perfect correlation, along with a high success score of 0.9955, reflects the model's exceptional
predictive accuracy. The dense clustering of points along the diagonal suggests that the model can
reliably predict the MiddleSquare PRNG's output with high confidence, and such precision is indicative

of the model's ability to capture both the immediate and contextual dependencies within the PRNG's
sequence.
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Fig. 4. Prediction vs actual values, MiddleSquare with the best result (0.9955)

The scatter plot for the continuous-output Hybrid model, which integrates CNN and LSTM
architectures (Hybrid-C), showcases a substantial concentration of points closely aligned with the line
of perfect prediction (fig. 6). The model, employing tanh activation with 16 neurons across 3 layers,
exhibits a remarkable ability to track the actual values throughout the sequence. This tight clustering
indicates a substantial reduction in prediction errors and a strong alignment with the true PRNG
sequence, suggesting a deeper understanding of the underlying patterns by the model.

Predictions vs Actual Values (Hybrid-C_tanh_n.8_dr.0.0_ep.1000_ml.5_cl.2_12.0.0)
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Fig. 5. Prediction vs actual values, MiddleSquare with the best result (0.9955)

The continuous-output model's superior performance, as evidenced by the closer proximity of predicted
to actual values and the higher success score, highlights the benefit of utilizing sequential context in
PRNG output prediction. The ability to forecast the sequence with a success score reaching 0.9955
marks a significant milestone, suggesting that models incorporating sequence history can more
effectively decode the deterministic yet complex structure of PRNG outputs.

This analysis implies that continuous-output models hold great promise for applications where
forecasting accuracy over sequences is critical. The insights gleaned from this research can inform the
development of more secure PRNGs, capable of withstanding sophisticated sequential analysis. Future
work will likely explore the expansion of this approach to more complex and higher-dimensional
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sequences, potentially integrating additional layers of complexity and exploring the impact on model
performance.

Our study's findings highlight the nuanced nature of PRNG output prediction, with different models
excelling for specific generators. This variation underscores the importance of model selection tailored
to the characteristics of the PRNG being analyzed. For instance, the best-performing model for the
Xorshift generator might leverage its unique XOR and shift operations, whereas the optimal model for
the Mersenne Twister (MT) would need to account for its complex bit manipulation and tempering
techniques.

Remarkably, the single-output models consistently achieved a 98% success rate across various
PRNGs, demonstrating a high level of accuracy in predicting the next output value based solely on a
single preceding value. This success rate is indicative of the models' ability to decipher the underlying
deterministic patterns that govern PRNG outputs.

Even more impressive, the continuous-output model, which utilizes sequences of values to predict
subsequent outputs, reached a 99% success rate. This improvement suggests that incorporating more
context in the form of continuous output sequences enables the models to better capture the PRNGs'
inherent algorithms, leading to more accurate predictions.

The success of our models in predicting PRNG outputs with such high accuracy has profound
implications for the fields of cryptography and random number generation. While PRNGs are designed
to produce sequences that are difficult to predict, our results suggest that advanced neural network
models can uncover and exploit hidden patterns within these sequences. This finding calls for ongoing
efforts to enhance the unpredictability and security of PRNGs, ensuring they remain robust against
sophisticated analytical techniques.

CONCLUSION

This study investigates the predictability of PRNGs using advanced neural network architectures. Our
analysis highlights the impressive ability of the tested models to accurately predict PRNG outputs,
particularly in continuous output scenarios where their capacity to capture long-term dependencies
within PRNG sequences proves highly effective. This underscores their potential for tackling complex
sequence prediction challenges.

Future research should focus on integrating more sophisticated neural network architectures and
exploring practical applications of these insights in areas such as secure communication and
cryptographic key generation. The results of this work point to a critical need for the development of
more secure and less predictable PRNG designs, strengthening defenses against adversarial predictions
and enhancing the reliability of cryptographic systems.
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ABSTRACT: The integration of Internet of Things (IoT) devices in healthcare has revolutionized
patient care but also introduced significant cybersecurity challenges. This paper explores the
vulnerabilities of 10T systems in healthcare, drawing from high-profile cyberattacks like the Mirai
botnet, Hackensack Meridian ransomware incidents, and the Colonial Pipeline breach. It examines the
role of artificial intelligence (Al) in enhancing l0T security, particularly through techniques such as
User and Entity Behavioral Analytics (UEBA) and predictive modeling. While Al offers promising
solutions for detecting anomalies and predicting threats, it also faces limitations, including embedding
drift, resource constraints, and the generation of insecure code. Case studies illustrate how IoT devices
like pacemakers and webcams can be exploited without proper safeguards. Future directions for Al-
driven loT security include multi-source data integration, explainability, and ethical oversight. It is
important to safeguard the security of 10T systems in healthcare through high levels of vigilance.

KEYWORDS: cybersecurity, internet of things, medical devices, healthcare
INTRODUCTION

The Internet of Things (10T) has transformed the healthcare industry, enhancing patient outcomes and
operational efficiency (Rao and Clarke 2019, Rao, Mishra et al. 2020, Zhou, Ye et al. 2023). These
devices, ranging from pacemakers to barcode scanners and wearable health monitors, enable seamless
communication and real-time data sharing. However, their integration into critical systems has
significantly expanded the attack surface, making healthcare facilities attractive targets for
cybercriminals. loT devices often lack robust security mechanisms, which, when coupled with the
critical nature of healthcare environments, create significant vulnerabilities.

Cybersecurity incidents like the Mirai botnet (Antonakakis, April et al. 2017), Hackensack Meridian
ransomware attack (Karambelas 2020), and Colonial Pipeline shutdown (Beerman, Berent et al. 2023)
demonstrate the growing risks posed by loT systems. Artificial intelligence (Al) offers promising
solutions to address these challenges, particularly through techniques like User and Entity Behavioral
Analytics (UEBA) (Datta, Dasgupta et al. 2021, IBM 2024). This paper examines the role of Al in loT
security for healthcare, discussing its potential, limitations, and implications for the future.

THE 10T SECURITY LANDSCAPE: CHALLENGES AND HISTORICAL CONTEXT

IoT security encompasses a wide array of threats, ranging from ransomware attacks to unauthorized
device access. A notable example is the Mirai botnet of 2017, orchestrated by a Rutgers University
student, which leveraged insecure 10T devices to launch distributed denial-of-service (DDoS) attacks
(Antonakakis, April et al. 2017). This incident underscored the vulnerability of 0T systems due to poor
password practices and lack of firmware updates.

Healthcare institutions have also been frequent targets. In 2019, Hackensack Meridian Health, New
Jersey’s largest healthcare provider, was forced to pay a ransom after a cyberattack crippled its systems
(Karambelas 2020). Despite improving security protocols and reducing vulnerabilities by 90% over
subsequent years, another attack in 2023 highlighted the persistent nature of these threats. Similarly,
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the Colonial Pipeline attack in 2021 revealed the fragility of operational technology (OT) systems
(Beerman, Berent et al. 2023). The attackers infiltrated critical control equipment, forcing the shutdown
of oil pipelines and resulting in a $5 million ransom payment. This incident drew attention to the
interplay between IT (information technology) and OT in ensuring cybersecurity.

Hospitals rely on 10T for functions such as patient monitoring, medication delivery, and administrative
tasks. Yet, many devices operate with outdated protocols or lack proper encryption, making them
susceptible to hacking. Open cameras found on platforms like Shodan (Tundis, Modo Nga et al. 2021)
serve as a cautionary example. In one case, a network camera monitoring a building entrance in
Hackensack, New Jersey, was publicly accessible, exposing individuals to potential privacy violations
and unauthorized facial recognition (Rao and Elias-Medina 2024).

Established best practices exist for protecting the security of hospital IT systems. For instance,
(405d.hhs.gov 2023) mentions that a medical device such as a blood pressure monitor should only be
connected to the technologies it needs to function. For example, the blood pressure monitor should not
be connected to the HVAC system because an attacker could leverage the HVAC system for access.

Al AND IOT SECURITY: OPPORTUNITIES AND USE CASES

Acrtificial intelligence has emerged as a game-changer in the field of cybersecurity. One prominent
application is User and Entity Behavioral Analytics (UEBA). By analyzing baseline behavior patterns
of users and devices, UEBA systems can detect anomalies that signal potential security threats (IBM
2024). For instance, in a hospital setting, if a network-connected heart monitor begins transmitting data
outside predefined parameters, a UEBA system could flag the activity as suspicious.

UEBA systems employ machine learning algorithms to monitor user activities and device behavior.
This capability is particularly relevant for identifying insider threats, where malicious actors may use
legitimate credentials to bypass conventional security measures. UEBA enhances zero trust security
frameworks (Buck, Olenberger et al. 2021) by providing contextual insights into device activities.

We developed a proof-of-concept study leveraging user interactions with a doorknob. Our DeepKnob
system (Vegas, Rao et al. 2024) combined user behavior patterns with deep learning to identify
individual users with an accuracy of 90%. An overview of the system is presented in Fig. 1.

Fig. 1: Sensory data processing pipeline. The
first six blocks on the top show the initial data

| Load accelerometer time series data |
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p ¥ . fed into a machine learning algorithm utilizing
| Gaussiansmoothing | deep learning. This model performance is

evaluated using cross-validation by splitting the

| omactel sep A s data in test and training sets.

Dimensionality reduction |

| One hot encoding of each user |

, 2 \
| Split into train/test sets |

Test Set
| Machine learning approach |

[ Train relevant models ]

[ Prediction (which user) |

Model Evaluation ]

119



Scientific and Practical Cyber Security Journal (SPCSJ) 8(4): 118 — 122 ISSN 2587-4667
Scientific Cyber Security Association (SCSA)

Real-world implementation of such models in healthcare faces challenges related to scalability, resource
constraints, and the need for high-throughput systems. Combining multiple data sources and
measurements may improve accuracy, but practical deployment in large-scale environments remains a
significant hurdle.

CASE STUDIES: IOT INHEALTHCARE

Healthcare environments offer a fertile ground for understanding the intersection of 1oT, Al, and
cybersecurity. Critical devices, such as pacemakers, insulin pumps, and pulse sensors, are integral to
patient care but are often vulnerable to attacks. For example, researchers demonstrated that pacemakers
could be hacked to deliver incorrect shocks, posing life-threatening risks (Alexander, Haseeb et al.
2019). This example highlights the need for stringent security measures in healthcare 10T systems.

Another example involves the use of barcode scanners and webcams in hospitals. These devices often
lack secure configurations, allowing hackers to exploit them (Siddiqi, Singh et al. 2023). Such breaches
could enable attackers to gather sensitive information or launch larger coordinated attacks.

We have developed a Secure Embedded Systems Lab, which represents an educational initiative to
equip students with the skills necessary to design secure loT systems. By incorporating sensors,
cameras, and real-world security scenarios into laboratory exercises, the lab aims to bridge the gap
between academic knowledge and practical cybersecurity applications (Rao and Elias-Medina 2024).

Al'S ROLE IN PREDICTIVE ANALYTICS FOR HEALTHCARE

Beyond anomaly detection, Al plays a crucial role in predictive analytics, helping hospitals manage
resources and anticipate patient needs. For example, we have developed models to forecast healthcare
costs and predict patient length of stay (Jain, Singh et al. 2024, Rao, Jain et al. 2024). These predictive
tools rely on interpretable machine learning techniques, such as decision trees and regression models,
which allow healthcare providers to make data-driven decisions.

However, predictive analytics also introduces cybersecurity risks. The aggregation of sensitive patient
data into Al systems makes them attractive targets for hackers. Securing these systems requires robust
encryption, access controls, and regular audits to mitigate risks.

CHALLENGES AND LIMITATIONS OF Al IN CYBERSECURITY
Despite its potential, Al faces several limitations when applied to IoT security:

1. Embedding Drift: As device behaviors and cyberattack techniques evolve, Al models may fail
to adapt, reducing their effectiveness. For instance, a model trained on past ransomware attacks
may struggle to detect new variants that employ novel strategies.

2. Al-Generated Code Vulnerabilities: A survey by Snyk, a cybersecurity firm, found that
91.6% of Al coding tools generated insecure code suggestions (Synk 2023). This problem is
exacerbated by the lack of automated scanning tools to detect vulnerabilities in open-source
components.

3. Resource Constraints: Deploying Al solutions in healthcare environments often requires
significant computational resources, which may not be readily available. Furthermore, training
and maintaining Al models can be expensive and time-consuming.

4. False Positives and False Negatives: High false-positive rates can overwhelm security teams
with unnecessary alerts, while false negatives may allow threats to go undetected.

5. Ethical Concerns: The dual-use nature of Al raises ethical questions. Cybercriminals have
begun experimenting with generative Al tools to create phishing campaigns and malware,
complicating efforts to combat cybercrime.
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FUTURE DIRECTIONS FOR AI-DRIVEN IOT SECURITY

To address these challenges, healthcare organizations must adopt a multi-faceted approach to Al-driven
loT security:

1. Integrating Multi-Source Data: Combining data from multiple devices and sensors can
improve the accuracy of anomaly detection systems. For example, correlating data from
pacemakers, insulin pumps, and hospital network traffic could provide a comprehensive view
of security events.

2. Enhancing Explainability: Developing explainable Al models ensures that security
professionals can understand and trust the system's decisions. This transparency is crucial for
addressing ethical concerns and mitigating biases in Al algorithms.

3. Collaborative Research: Partnerships between academic institutions, healthcare providers,
and cybersecurity experts can accelerate the development of scalable, secure Al solutions.
Initiatives like the Secure Embedded Systems Lab provide valuable platforms for collaboration
(Rao and Elias-Medina 2024).

4. Continuous Monitoring and Updates: Regularly updating Al models and 10T devices is
essential to stay ahead of evolving threats. Incorporating feedback loops into Al systems can
help them learn from new data and improve over time.

5. Policy and Regulation: Establishing cybersecurity standards, such as ANSI/CTA-2088-A,
ensures that loT devices meet baseline security requirements. Regulatory frameworks should
also address the ethical implications of Al deployment.

The interplay between automated attacks and defenses will likely define the future of 10T security.
Organizations must remain vigilant, adopting proactive measures to anticipate and counter emerging
threats. Cybersecurity is no longer a reactive process; it requires forward-thinking strategies that
leverage Al's potential while acknowledging its limitations.

CONCLUSION

loT security in healthcare presents a complex challenge, combining technical, operational, and ethical
considerations. Historical cyberattacks highlight the vulnerabilities of 10T systems, while Al offers
innovative solutions through techniques like UEBA and predictive analytics. However, the deployment
of Al in healthcare cybersecurity must address challenges such as embedding drift, resource limitations,
and ethical concerns.

By integrating multi-source data, enhancing model explainability, and fostering collaboration,
healthcare organizations can harness Al to strengthen loT security. As the threat landscape evolves,
adopting a proactive, strategic approach to cybersecurity will ensure safer environments for patients
and providers alike.
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SHORT NOTE REGARDING BLACKBOX ANDROID MALWARE
DETECTION USING MACHINE LEARNING AND EVASION
ATTACKS TECHNIQUES
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ABSTRACT: Over the past ten years, researchers have extensively explored the vulnerability of
Android malware detectors to adversarial examples through the development of evasion attacks.
Nevertheless, the feasibility of these attacks in real-world use case scenarios is debatable. Most of the
existing published papers are based on the assumptions that the attackers know the details of the target
classifiers used for malware detection. Nevertheless, in reality, malicious actors have limited access to
the target classifiers. This proposed talk presents a problem-space adversarial attack designed to
effectively evade blackbox Android malware detectors in real-world use case scenarios. The proposed
approach constructs a collection of problem-space transformations derived from benign donors that
share opcode-level similarity with malware applications through the consideration of an n-gram-based
approach. These transformations are then used to present malware instances as legitimate entities
through an iterative and incremental manipulation strategy. The proposed presentation will describe a
manipulation model that is based on a query-efficient optimization algorithm, which can identify and
implement the required sequences of transformations into the malware applications. The model has
already been evaluated relative to more than 1,000 malware applications. This demonstrates the
effectiveness of the reported approach relative to the generation of real-world adversarial examples in
both software and hardware-related scenarios. The experiments that we conducted demonstrate that the
proposed model may effectively trick various malware detectors into believing that malware entities
are legitimate. More precisely, the proposed model generates evasion rates of 90%-95% relative to data
sets like DREBIN, Sec-SVM, ADE-MA, MaMabDroid, and Opcode-SVM. The average number of
required computational operations belongs to the range [1..7]. Additionally, it is relevant to note that
the proposed adversarial attack preserves its stealthiness against the virus detection core of three popular
commercial antivirus software applications. The obtained evasion rate is 87%, which further proves the
proposed model’s relevance for real-world use case scenarios.

KEYWORDS: Blackbox Malware Detection, Android, Machine Learning, Evasion Attacks, Android
APK Decompilation

INTRODUCTION

Machine Learning (ML) determines a references conceptual system, which may be considered to
address the challenges posed by continues to show promise in detecting complex and zero-day
malicious programs. Thus, the suggested bibliographic references report interesting machinea learning-
based contributions.

The first perspective relates to the feature representation of Android applications. Thus, the application
of a slight change in the structure of the feature representation of a malware application may break its
functionality, considering that malware features obtained from Android Application Packages (APK)
are generally discrete (e.g., application permissions), as compared to continuous features, such as the
pixel intensity in a grayscale image. A potential solution is represented by the manipulation of the
features acquired from the Android Manifest file. Nevertheless, the feasibility of such structural changes
relative to the generation of executable adversarial examples (AE) is debatable for a number of reasons.
First, the modification of the features that are part of the Android Manifest, such as content providers,
intents, is not meant to guarantee the proper function of the original applications that contain the
malicious payload. Second, the addition of unused features to the Manifest file may be discarded
through the application of preprocessing techniques. Additionally, the advanced Android malware
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detectors especially consider the semantics of Android applications, which are represented by the
Dalvik bytecode, in the detriment of the Manifest files.
Another difficulty is represented by the limitations of feature mapping techniques, which are considered
to convert Android applications from the problem space, all the way to the feature space. These
technical solutions are not reversible, which means that feature-space perturbations cannot be directly
transformed into a malicious application. The proper approach to an inverse feature-mapping problem
relates to a common approach to process real-world malware applications using problem-space
transformations that relate to the features used as part of the respective ML models. Through the
application of these feature-based transformations to the target Android applications the adversaries are
able to create hazardous evasion attacks. Nevertheless, the determination of the proper transformations
that address problem-space constraints is not determined by a simple process. First, certain
modifications that mimic feature-space perturbations may not result in feasible adversarial examples,
considering that they ignore feature dependencies generated from real-world objects. Moreover, certain
transformations that meet problem-space constraints for manipulating real objects may introduce
undesired or incompatible payloads into malware applications. These types of transformations not only
might generate perturbations that are different from the reference that is expected by the attacker, but
they may also lead to the functional crash of the adversarial malware applications.
The final problematic aspect is connected to the current methods, which generate adversarial examples
based on the specific features of the target malware detectors, such as the ML algorithmic model, and
the related features set. These solutions presume that attackers possess either Perfect Knowledge (PK),
or Limited Knowledge (LK) regarding the target classifiers. Nevertheless, relative to real-world use
case scenarios, adversaries usually possess Zero Knowledge (ZK) regarding the target malware
detectors. This aligns in a closer manner with reality, considering that antivirus systems operate as
blackbox engines that are interrogated. Thus, certain solutions have evaluated partial blackbox
configurations to generate adversarial examples through leveraging the feedback from the target
detectors. It is relevant to note that these approaches are inefficient relative to the evasion costs, which
include the high number of queries that are necessary, and the extent of manipulation applied to the
input sample. Thus, the efficiency of the involved interrogations is fundamental considering the
associated costs, and the risk of detectors blocking suspicious queries. Moreover, the application of
only the necessary manipulation operations is preferred, considering that, otherwise, the malicious
functionality of the applications may be affected.

The research process, which this paper reports, determined the following contributions.

e We propose a comprehensive and generalized evasion attack, which can bypass blackbox
Android malware classifiers through a two-step process: (i) preparation and (ii) manipulation.
The first step involves implementing a donor selection technique to create an action set
comprising a collection of problem-space transformations. This relates to code snippets known
as gadgets.

e These gadgets are derived by conducting program slicing on benign apps, known as donors,
which are publicly available. By injecting each gadget into a malware app, specific payloads
from a benign donor can be incorporated into the malware application.

e The proposed technique utilizes an n-gram-based similarity (sequence of n adjacent symbols
in a particular order) method to identify suitable donors, particularly benign apps that exhibit
similarities to malware apps at the opcode level (specifies operation to be executed). Applying
transformations derived from these donors to malware apps can enable them to appear
legitimate(benign), or move them towards blind spots of ML classifiers.

e This approach aims to achieve the desired outcome of introducing transformations that not only
ensure adherence to problem-space constraints (preserved semantics, robustness to
preprocessing, and plausibility), but also possibly lead to malware classification errors.

o \We propose a blackbox evasion attack that generates real-world Android Adversarial Attacks
(AE-Adversarial Examples) that adhere to problem-space constraints. To the best of our
knowledge, this is one of the few studies in the Android scope that successfully evades ML-
based malware detectors by effectively manipulating malware samples without performing
feature-space perturbations.
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e We demonstrate this is a query-efficient attack capable of deceiving various blackbox ML-
based malware detectors through minimal querying. Thus, our proposed problem-space
adversarial attack achieves evasion rates of 92%, 88%, 89%, 98%, and 84% against DREBIN,
Sec-SVM, ADE-MA, MaMaDroid, and Opcode-SVM, respectively.

e Our proposed attack can operate with either soft labels (confidence scores), or hard labels
(classification labels) of malware apps, as specified by the target malware classifiers, to
generate adversarial examples.

o We assess the practicality of the proposed evasion attack under real-world constraints by
evaluating its performance in deceiving popular commercial antivirus products. Specifically,
our findings indicate that proposed approach may significantly diminish the effectiveness of
three popular commercial antivirus products, achieving an average evasion rate of
approximately 86%.

PROPOSED ATTACK METHOD

The purpose of the adversarial goal is to manipulate Android malware samples in order to deceive static
ML-based Android malware detectors. The proposed attack is an untargeted attack (Carlini et al., 2019)
designed to mislead binary classifiers considered in Android malware detection, causing Android
malware apps to be misclassified. More precisely, the objective is to trick malware classifiers into
classifying malware samples as benign.

Concerning the adversarial knowledge, the proposed evasion attack has blackbox access to the target
malware classifier. Therefore, it does not have knowledge of the training data 2, the feature set .¥; or
the classification model /, more precisely to the classification algorithm and its hyperparameters. The
attacker can only obtain the classification results (hard labels or soft labels) by querying the target
malware classifier.

It is also relevant to discuss about the adversarial capabilities. Thus, the designed attack model is
conceived to deceive blackbox Android malware classifiers during their prediction phase. Our attack
manipulates an Android malware app by applying a set of safe transformations, known as Android
gadgets (slices of the benign apps’ bytecode), which are optimized through interactions with the
blackbox target classifier. Furthermore, in order to avoid major disruptions to apps, the manipulation
process of a malware app is conducted gradually, making it resemble benign apps. This is achieved by
injecting a minimal number of gadgets extracted from benign apps into the malware app, and the process
continues until the malware app is misclassified or reaches the predefined evasion cost. In addition to
the problem-space constraints discussed in previous research contributions, our model must also adhere
to two additional constraints highlighting the significance of minimizing evasion costs:

Number of queries. Proposed approach is a decision-based adversarial attack that aims to generate
AEs while minimizing the number of queries, thus reducing the associated costs.

Size of adversarial payloads. In order to generate executable and visually inconspicuous AEs, such as
those with minimal file size, proposed approach aims to minimize the size of injected adversarial
payloads.

It is relevant to note that that each gadget consists of an organ, which represents a slice of program
functionality, an entry point to the organ, and a vein, which represents an execution path that leads to
the entry point. Proposed model extracts gadgets from benign apps by identifying entry points, which
are typically API calls, through string analysis. The proposed attack assumes that the benign apps used
for gadget extraction are not obfuscated, particularly in terms of their API calls. This is because the
proposed model relies on string analysis to identify entry points, which limits its ability to extract
gadgets from obfuscated apps. The gadget injection is considered successful when both the
classification loss value of the manipulated app increases, and the injected adversarial payload conforms
to the predefined size of the adversarial payload. Additionally, the injected gadgets are placed within
the block of an obfuscated condition statement that is always evaluated as False during runtime, and
cannot be analyzed during early preprocessing stages.

It is relevant to note that, concerning the defender’s capabilities, it is assumed that the target ML models
do not employ adaptive defenses that are aware of the operations performed by proposed model due to
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disclosing detectors’ vulnerability to the detection core of our proposed model. Specifically, these target
models are unable to enhance their resilience by incorporating AEs generated by proposed model during
adversarial training. Furthermore, they lack the capability to detect and block queries from proposed
model, if they become suspicious of its origin. Additionally, our analysis suggests that proposed model
can still be effective, even if we relax the second assumption regarding the defender’s capabilities. This
is supported by empirical evidence demonstrating that our attack often requires only a minimal number
of queries to generate adversarial examples.

METHODOLOGY

The primary goal of proposed model is to transform a malware app into an adversarial app insuch a way
that it retains its malicious behavior, but is no longer classified as malware by ML-based malware
detectors. This is achieved through an iterative and incremental algorithm used in the proposed attack,
which aims to disguise malware APKs as benign ones. The attack algorithm generates real-world
adversarial examples from malware apps using problem-space transformations that satisfy problem
space constraints. These transformations are extracted from benign apps in the wild, which are similar
to malware apps using an n-gram-based similarity model.

Considering this approach, a random search (RS) algorithm is used to optimize the manipulations of
applications. Each malware app undergoes incremental tweaking during the optimization process,
where a sequence of transformations is applied over different iterations. These transformations are
extracted from benign apps in the wild, which are similar to malware apps using an n-gram-based
similarity model.

The attack pipeline is structured according to the diagram, which is described in Figure 1.

—{ Preparation
Donor Selection
=N
I ECCELEr T
Extract n-grai T le
r-—-N D APK feat T T
|
smali

Gadget Extraction

Extract gadgets Action set

Specify API calls 25
- = =
smali = =

—{ Manipulation

Fig.1. Logical flow of the attack pipeline
EXPERIMENTAL PROCESS

The experimental dataset consists of = 170 4"samples, each represented using the DREBIN feature set
(Arp et al., 2014). The samples are feature representations of Android applications collected from
AndroZoo (AndroZoo, 2024). These collected applications were published between January 2017 and
December 2018. Thus, an APK is considered malicious or clean if it has been detected by any 4+ or
0 VirusTotal (VT) (VirusTotal, 2024) engines, respectively. It is important to note that the threshold-
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based labeling approach does not rely on specific engines, but instead considers the number of engines
involved. Therefore, the engines used for labeling may vary from sample to sample.

Relative to the performance metrics, we consider the True Positive Rate (TPR), and False Positive
Rate (FPR) as performance metrics for evaluating the effectiveness of malware classifiers in detecting
Android malware. Additionally, we consider the Evasion Rate (ER) and Evasion Time (ET) as
proposed model’s performance assessment metrics in deceiving malware classifiers. Thus, ER is
calculated as the ratio of correctly detected malware samples that are able to evade the target classifiers
after manipulation, relative to the total number of correctly classified malware samples. Additionally,
ET represents the average time, expressed in seconds, required by proposed model to generate an AE,
encompassing both the optimization and query times. The optimization time primarily consists of the
execution times of random search, injecting problem-space transformations, and performing feature
extraction to represent manipulated applications within the feature space. Following, six research
guestions were considered.

RQL. The evasion rates of proposed approach in fooling various malware detectors under different
adversarial payload sizes and query numbers

100 (@) 100
80 801
~ 60 ~ 601
X X
&5 &5
40 —— DREBIN 401 —— DREBIN
Sec-SVM Sec-SVM
20 —— ADE-MA 201 —— ADE-MA
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Fig.2. Experimental results related to RQ1

RQ2. Effectiveness of proposed model in misleading different malware detectors. NoQ, NoT, and AS
denote Avg. No. of Queries, Avg. No. of Transformations, and Avg. Adversarial Payload Size,
respectively.

Type of Threat Target Model ER (%) ET (s) NoQ NoT AS (%)

DREBIN 88.9 210.3 3 2 15.5
Sec-SVM 85.1 495.4 9 4 16.4
Soft Label ADE-MA 86.0 1262 2 1 16.3
MaMaDroid 94.8 131.4 1 1 15.9
Opcode-SVM 79.6 114.1 3 2 18.3
DREBIN 84.5 240.6 4 2 16.2
Optimal Sec-SVM 82.6 613.1 9 6 16.5
Hard Label ADE-MA 84.4 121.2 2 1 16.3
MaMaDroid 94.8 133.7 1 1 15.9
Opcode-SVM 74.1 101.2 2 1 18.2
DREBIN 79.7 357.2 4 4 16.9
Non-optimal Sec-SVM 78.2 782.8 9 9 17.3
Hard Label ADE-MA 82.7 157.3 2 2 16.4
MaMaDroid 94.8 132.6 1 1 15.9
Opcode-SVM 66.6 76.2 1 1 18.3

Fig.2. Experimental results related to RQ2
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Data in Figure 2 demonstrate a 15% improvement in the evasion rate(ER) of proposed model when
considering Opcode-SVM in the soft-label setting, compared to the non-optimal hard-label setting.
Furthermore, when operating in the soft-label setting, proposed model requires notably fewer
transformations to bypass DREBIN and Sec-SVM, as compared to the non-optimal hard-label setting,
which confirms the effectiveness of described approach in solving the optimization problem.

The table further illustrates that our optimization leads to a substantial reduction in evasion time (ET)
compared to the non-optimal hard-label setting. Specifically, for DREBIN and Sec-SVM, this leads
to a time reduction of = 41% and = 37%, respectively. This significant enhancement can be attributed
to the reduction in the number of transformations, achieved through the utilization of our proposed
optimization model.

Thus, the experimental results demonstrate that the proposed adversarial attack is a versatile blackbox
attack that does not make assumptions about target detectors, including the ML algorithms or the
features used for malware detection. As a consequence, it can operate effectively in various attack
settings.

RQ3. Proposed model relative to other attacks

We conduct an empirical analysis to assess how the proposed attack pattern performs in comparison
to other similar attacks. We consider four baseline attacks: PiAttack, Sparse-RS, ShadowDroid, and
GenDroid operating in whitebox, graybox, semi-blackbox, and blackbox settings, respectively. These
attacks serve as suitable benchmarks, allowing us to assess the performance of described approach
from different perspectives, such as evasion rate and the number of queries. Similar to our model,
Sparse-RS, ShadowDroid, and GenDroid generate adversarial examples by querying the target
detectors.

Additionally, PiAttack is a problem-space adversarial attack that employs a similar type of
transformation to generate AEs. Although PiAttack is a whitebox evasion attack, it establishes a
benchmark for optimal evasion performance, facilitating the evaluation of the comparative
effectiveness of other attacks with limited or zero knowledge about the targeted detectors.

We selected DREBIN, Sec-SVM, and ADE-MA as the target detectors be-cause they align with the
threat models of PiAttack, Sparse-RS, and ShadowDroid. Although our model has zero knowledge
about DREBIN, Sec-SVM, and ADE-MA, its evasion rates for bypassing these detectors are
comparable to PiAttack, where the adversary has full knowledge of the target detectors.

Our empirical analysis shows that the reported model requires adding more features to evade
DREBIN, Sec-SVM, and ADE-MA. Concretely, on average, proposed model makes 54-90 new
features appear in the feature representations of the malware apps when it applies transformations to
the apps for evading DREBIN, Sec-SVM, and ADE-MA, while the transformations used by PiAttack,
on average, trigger 11-68 features. It is important to note that the reference attack’s ability to add a
smaller number of features is attributed to its complete knowledge of the details of DREBIN, Sec-
SVM, and ADE-MA, while our model lacks this specific information.

The evasion rate of Sparse-RS for DREBIN and Sec-SVM demonstrates that random alterations in
malware features do not necessarily result in the successful generation of AEs, even when adversaries
have access to the target models’ training set. Although proposed model operates solely in a blackbox
setting, this attack outperforms Sparse-RS by a considerable margin for both DREBIN and Sec-SVM,
i.e., 74.8% and 89.8% improvement, respectively. Moreover, GenDroid exhibits superior evasion
rates compared to our model when targeting DREBIN and ADE-MA,; nevertheless, its efficacy is
substantially nullified when facing Sec-SVM, a resilient malware detector. Our empirical analysis
also highlights the remarkable efficiency of our model in terms of the number of queries compared to
other query-based attacks. Specifically, on average, our model requires only 1-7 queries to bypass
DREBIN, Sec-SVM, and ADE-MA, while Sparse-RS, ShadowDroid, and GenDroid demand 2—-195,
29-64, and 81-336 queries, respectively.

128



Scientific and Practical Cyber Security Journal (SPCSJ) 8(4): 123 — 131 ISSN 2587-4667
Scientific Cyber Security Association (SCSA)

RQA4. Real-world effectiveness

We selected three popular antivirus engines in the Android ecosystem: Total AV, AVG, Avast. Thus,
our proposed attack pattern can effectively evade all antivirus products with a few queries. Thus, the
effectiveness of our model can be primarily attributed to the transformations rather than the
optimization technique. This is evident from the fact that in most cases, only one query is required to
generate adversarial examples.

It is relevant to mention that our model is capable to effectively deceive VirusTotal (VT) engines with
an average of 73.97%. It is worth noting that the findings in this experiment validate the results
observed in previous studies, such as (Ceschin et al., 2020).
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Fig.3. Experimental results related to RQ4

RQ5. Real-world relevance of advanced comparative performance analyses

We evaluated the evasion rates of adversarial examples generated on a model (e.g., Sec-SVM), which
works as a surrogate model, in misleading other target models (e.g., DREBIN). This is a stricter threat
model that evaluates the performance of our model in cases where adversaries are not capable of
guerying the target detectors. Thus, as soon as our model considers a stronger surrogate model, such as
Sec-SVM, the adversarial examples exhibit higher transferability.

RQ6. Real-world effectiveness of proposed model when utilizing an alternative search strategy for
manipulation.

We performed an empirical analysis to evaluate the performance of our model when utilizing an
alternative search strategy for manipulation. We introduced a baseline manipulation method based on
genetic algorithms (GA) for use relative to our model, where the fitness function of the baseline is the
same as the RS-based method.

The inclusion of RS into the algorithmic model indicates that this strategy outperforms GA.
Specifically, RS not only leads to a 36.5% enhancement in (Evasion Rate)ER but also accelerates our
model by = 3%, These improvements are achieved with only 3 queries compared to the GA’s 24 queries.
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CONCLUSION

This paper reports a novel Android evasion attack in the problem space, designed to generate real-world
adversarial Android malware, which is capable of evading ML-based Android malware detectors
relative to a blackbox setting.

It is important to note that, unlike previous approaches, this directly operates in the problem space
without initially focusing on finding feature-space perturbations. Experimental results demonstrate the
effectiveness of this approach in deceiving various academic and commercial malware detectors.
Therefore, the results of the experimental process suggest that this integrated approach may be used in
order to further tweak the effectiveness of existing and future malware detectors.
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BUGHOMJHO: amdsGo  0bFIMbgBHOL  9gM0sbMdOLm3oL,  MLIROMbMgdols
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Sb53dEgols dog® 2005 (gl domgdme GHbolol oL Faltmogl. 0bGgMbgd) 53Moyd9bEsE0s
560l sbogro 3MMmEglo s ol HoMmBmoygbl BoGmem Fglfogerol Lsgombl. Fobsdwgdstg
6596m3o dmzmg dodmobowogl 0b@gMbyd BMopdgb@ogool technical, commercial and
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RO53396GHO305L 393w9bs 5938 BEMOAYEESEF00L sbsMRID YD BMOTSYY. 5939 YMIMOEMYdSL
0dbsbM9dL 0l oc9dmgdsE, M 0lYMO ZAMBIIMHO MMYBODI309d0, BHMAMMIdOE SGOL
ICANN s RIPE NCC x96 - %9000 5b9mHbgogb 990656Bmbmb 0sdmwn3000909eo 3mbogos
@5 96 BMobobmb Lozombol 3mwoBH03MO FHowTo 2593565, ML 0bEHIMBYEOL
&93603m60 356200308 300 GHO0BOMYdS Fo68M5YIBL 08 LogMMbL, MOl Tgodergds Brmyzgl

06&9m69¢) 36M53996¢3)5300L 99MJ393500 3OHMEILO.
153356dm Bo@yzgdo: 0b@gMbgEol BEMsad96¢9E0s, 9JOHM06Mds, MM, FTdgMd,

MBOBOMBMYDS, BEIOOWMOHMBS, 630056Mgds, 3MoE030M0, H9dbolzmeo, 3mIghEomwo,
158053MMBM, 3MOEH03O.

ABSTRACT: The deepening process of fragmentation has become a new challenge for the unity,
security and stable development of the global Internet. That is, it can be said that the Internet is in danger
of disintegrating into separate fragments that are weakly connected to each other. A number of
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disturbing trends related to the technological development of the Internet, the Internet policies and
commercial activities of individual countries, as well as the current international situation are called the
causes of fragmentation. In fact, the process of fragmentation has put the global Internet space in front
of a new threat, which is also related to the establishment of total control over it by individual autocratic
governments, the global ethno-conflicts and hostilities, as well as increased cybercrimes. All this
violates the unity and stability of the Internet and threatens its stable and safe development process.
This process also contradicts the Tunisian Agenda adopted by the United Nations Assembly in 2005.
Internet fragmentation is a new process and it is a subject of extensive research. This paper briefly
reviews the technical, commercial and governmental forms of Internet fragmentation, and at the same
time, focuses on the political aspect of fragmentation. In particular, this issue is discussed in terms of
the war in Ukraine and the Internet policy of the Russian government. It is the Internet policies and
approaches of individual countries that are considered the political part of fragmentation, and in many
cases political fragmentation has an impact on the other three forms of fragmentation. The fact that such
global organizations as ICANN and RIPE NCC still manage to maintain an independent position and
not to turn the issue into a political one deserves attention here, because the politicization of the
technical management of the Internet represents the danger that may follow the irreversible process of
Internet fragmentation.

KEYWORDS: Internet fragmentation, unity, sustainability, robustness, security, stability,
development, political, technical, commercial, governmental, policy.
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CHALLENGES OF CYBER SECURITY IN MODERN SOCIETY: THE
IMPACT OF SOCIAL ENGINEERING

Assoc. Prof. Dr. llona Veitaité
Institute of Social Sciences and Applied Informatics, Vilnius University, Lithuania

ABSTRACT: Social engineering is a significant cybersecurity vulnerability that exploits human
psychology to manipulate individuals into exposing confidential information. Unlike other forms of
cyberattacks that target technological weaknesses, social engineering attacks leverage psychological
aspects such as emotions, trust, and authority. These tactics often involve the use of “weapons of
influence,” which include reciprocity, commitment, social proof, authority, liking, and scarcity. Social
engineering can manifest in various forms, such as phishing, pretexting, baiting, and reverse social
engineering, where attackers manipulate targets into reaching out to them for assistance. In 2024,
statistics show that social engineering remains a prevalent threat, accounting for a significant portion of
cybersecurity breaches globally. According to recent reports, nearly 70% of businesses have
experienced at least one social engineering attack in the past year. High-profile examples of social
engineering attacks include phishing emails disguised as official communications, pretexting to gather
personal information under false pretenses, and baiting with enticing offers that lead to malware
installation. As cyber threats become more sophisticated, the trends in social engineering are expected
to evolve, incorporating advanced techniques such as deep-fake technology and artificial intelligence
to enhance their effectiveness. Attackers are leveraging these technologies to create more convincing
scenarios, making it increasingly challenging for individuals and organizations to differentiate between
legitimate and fraudulent communications. To combat these threats, it is crucial to implement
comprehensive training programs focusing on the psychological aspects of social engineering,
emphasizing the importance of skepticism and verification before divulging sensitive information.
Organizations should also consider employing interactive methods such as short videos to illustrate
real-world examples of social engineering attacks, enhancing employee awareness and engagement. By
fostering a culture of vigilance and continuous learning, individuals and organizations can better protect
themselves against the growing threat of social engineering, ensuring a more secure cyber landscape in
the years to come.

KEYWORDS: Social Engineering, Phishing, Manipulation, Persuasion, Cybersecurity Attack,
Psychological Attack, Weapons of Influence.

MAIN DEFINITIONS

Cybersecurity has become a critical concern in today's interconnected world as individuals and
organizations face an ever-growing array of digital threats. Among these, phishing and social
engineering stand out as particularly pervasive, exploiting human trust and psychological manipulation
to gain unauthorized access to sensitive information. As technology evolves, attackers leverage
sophisticated techniques, including personalized phishing campaigns and Al-driven tools, making the
fight against these threats more complex than ever (Lewallen, 2020).

Phishing is a form of cybercrime in which attackers use deceptive techniques to manipulate individuals
into revealing sensitive information such as usernames, passwords, credit card details, or other personal
data. This is typically done through fraudulent emails, messages, or websites that appear to come from
legitimate sources. The primary goal of phishing is to exploit human trust and gain unauthorized access
to systems, financial accounts, or sensitive information. Phishing attacks come in various forms, each
tailored to exploit specific vulnerabilities. Email phishing involves sending fraudulent emails to large
groups, often containing malicious links or attachments. Spear phishing targets specific individuals or
organizations with highly personalized messages to increase credibility. Whaling attacks focus on high-
profile targets, such as executives, by crafting convincing messages that exploit their authority or
access. Smishing and vishing use text messages and phone calls to deceive victims into revealing
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sensitive information. Angler phishing occurs on social media platforms, where social media
capabilities are used to persuade people to expose sensitive information or download malware. Data
people post on social media to create highly targeted attacks could also be used. Awareness of these
attack types is vital for recognizing and avoiding phishing threats in an increasingly digital world
(Craigen et al., 2014).

The main phishing challenges in modern society can be divided into several fields. Modern phishing
attacks often employ advanced tactics like spear phishing, where attacks are tailored to specific
individuals or organizations. This makes them more convincing and harder to detect. The pervasive use
of email, social media, and instant messaging provides attackers with many platforms to exploit.
Phishing messages can reach millions of users quickly. Artificial Intelligence enables the creation of
highly personalized phishing content, while deepfakes can mimic voices or images of trusted
individuals, making attacks more credible. Phishing attacks are often perpetrated across borders,
making it difficult for law enforcement to track and prosecute offenders due to jurisdictional challenges.
Attackers continually adapt their methods, using text messages (smishing), phone calls (vishing), and
even QR codes to execute phishing campaigns. Phishing can lead to financial losses for individuals and
organizations, reputational damage, and a loss of trust in digital communication channels (Schats,
2017).

Efforts to address phishing include public education, implementation of multi-factor authentication,
deployment of sophisticated email filters, and global cooperation among cybersecurity organizations
and governments. However, as technology evolves, the arms race between attackers and defenders
continues, making phishing a persistent challenge (Hadnagy, 2018).

And still, despite advancements in cybersecurity, human error remains a significant vulnerability. Many
people are not adequately trained to recognize phishing attempts. People often represent the weakest
link in the security chain and are chronically responsible for the failure of security systems. Technical
security measures are constantly evolving, but people do not change. They remain the weakest link in
information security with their weaknesses, stereotypes, and attitudes. As Albert Einstein said: “Only
two things are infinite, the universe and human stupidity, and I’m not sure about the former”. Several
facts can confirm this quote: during the past few years, the estimated cost of cyber-attacks on
organizations globally was more than four hundred billion dollars; 35 percent of data breaches were
attributed to human error or negligence; 47 percent of IT professionals describe collaboration between
security risk management and business as poor or nonexistent (Walker, et al. 2020).

SOCIAL ENGINEERING

In very common sense social engineering can be called an act that influences a person to take an action
that may or may not be in his or her interests. Social engineering can be defined as the act of
manipulating human beings, most often with the use of psychological persuasion, to gain access to
systems containing data, documents, and information that the social engineer should not have access to.
Social engineering is the art of exploiting human psychology, rather than technical hacking techniques,
to access buildings, systems, or data. In the more technical sense, social engineering is a cyber-attack
focused on tricking the victim into believing the criminal is someone they know and trust. The attacker
will then request important information like passwords or fund transfers to their account. These attacks
have become highly sophisticated with the advent of social media since these platforms have made it
easy for attackers to uncover personal or work-related information. Attackers use this data to convince
their victims that they are their friends, family members, or coworkers (Washo, 2021). Also, social
engineering is one of the most insidious threats to businesses, particularly to small and medium-sized
enterprises (SMEs). Unlike conventional computer attacks, which exploit technical vulnerabilities,
social engineering targets human psychology to gain access to confidential information and IT systems,
and compromise corporate security. Attackers use a variety of techniques to abuse users’ trust, inducing
them to divulge confidential information or perform harmful actions. Social engineering is one of the
most widespread and effective methods of accessing confidential information. Statistics show that
attacks combining social engineering and phishing are extremely effective, resulting in considerable
financial losses for organizations. Here are a few figures illustrating the scale of social engineering:

e Social engineering is behind 98% of all computer attacks.
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Over 70% of data breaches begin with phishing or social engineering attacks.

In 2021, Google counted more than 2 million phishing sites.

Some 43% of phishing e-mails impersonate well-known entities, such as Microsoft.

SMEs with fewer than 100 employees are 3 times more likely to be the target of social engineering.
43% of IT professionals targeted by social engineering in previous years.

A study by the Cyber Security Hub revealed that 3 out of 4 cybersecurity professionals considered
social engineering or phishing attacks to be the “most dangerous” threat to their organization’s
cybersecurity.

According to the Information Systems Audit and Control Association, social engineering was the
#1 attack vector in 2022.

According to IBM's 2022 Cost of a Data Breach report, the average cost of a social engineering
attack is 4,55 million dollars.

The same IBM report says that social engineering attacks can take up to 270 days to be detected
and contained on average.

Social engineering attempts increased by more than 500% in the past few years.

EXPLOITION & INFORMATION
DISENGAGEMENT GATHERING

PERSUATION

MIND TRICKS

PRETEXTING

Fig.1. Steps of Social Engineering

Social engineering is a psychological manipulation technique attackers use to deceive individuals and
gain access to sensitive information or systems. It typically follows a structured series of steps (Schats,

2017):

1. Targeting: The attacker identifies a specific individual, group, or organization to exploit, often
selecting those with access to valuable information or systems.

2. Information Gathering: Detailed research is conducted on the target through publicly available
sources, such as social media, corporate websites, or online databases, to gather information that
can be used to build trust or craft convincing narratives.

3. Elicitation: The attacker engages the target in conversation, often using casual or indirect methods,
to draw out additional information without raising suspicion.

4. Pretexting: The attacker creates a fabricated scenario or role to establish credibility and make the
target believe they are interacting with a legitimate person or authority.

5. Mind Tricks: Psychological tactics, such as flattery, fear, urgency, or creating a false sense of trust,
are employed to lower the target’s defenses and make them more likely to comply.

6. Persuasion: Using the information and rapport built so far, the attacker persuades the target to

perform specific actions, such as clicking a link, sharing confidential information, or providing
access credentials.
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7. Exploiting and Disengagement: The attacker uses the gained information or access to achieve their
objective, such as stealing data, infiltrating systems, or committing financial fraud. After
successfully exploiting the target, the attacker exits the interaction, often attempting to cover their
tracks to avoid detection or suspicion.

The ontological model defines a social engineering attack as “employs either direct communication or
indirect communication, and has a social engineer, a target, a medium, a goal, one or more compliance
principles, and one or more techniques.” The attack can be split into more than one attack phase, each
phase handled as a new attack according to the model (Merwe et al. 2017).

mpliance

Social

engineer principles

Individual

Organization Friendship or Liking

Commitment or Consistency
Scarcity

Reciprocity

Social Validation

Medium Authority

Individual
Group of Individuals

E-mail — echniques
Face to Face —| Direct Communication
Telephone — Bidirectional Communication
SMS — . Unidirectiona}l C_ommunication Phishing
Paper Mail —| Indirect Communication '
Storage Media —| i _ ) g;ei;?:;mg
Webpage — Financial Gain ouid pro Ouo

Pamphlets — Unauthorised Access

Service Disruption

Fig.2. An Ontological Model of a Social Engineering attack (Merwe et al. 2017).

Direct communication in social engineering is divided into bidirectional and unidirectional
communication. Bidirectional communication involves two-way interaction, such as when an attacker
sends an email to a target and the target replies. In contrast, unidirectional communication is one-way,
like when an attacker sends a letter with no return address, preventing a response from the target.
Phishing attacks often use this form of communication. Indirect communication occurs when the
attacker does not directly interact with the target but uses a third-party medium, such as leaving an
infected flash drive for the target to find and unknowingly activate.

The ontological model of social engineering includes components such as the goal of the attack (e.g.,
financial gain, unauthorized access, or disruption), the medium (email, phone, face-to-face), the social
engineer (individual or group), the target (individual or organization), compliance principles (why the
target complies), and techniques (e.g., phishing, pretexting, baiting, and quid pro quo).

The social engineering attack implemented through one or several people can have serious
consequences for a person or entire organization: leakage of sensitive data, and social engineering
attacks are often aimed at obtaining confidential information. If successful, this can lead to the leakage
of sensitive data, such as information on customers, employees, organization finances, or trade secrets;
financial loss: attackers can use social engineering to defraud the organization of money, whether
through fraud, unauthorized fund transfers or payments to fraudulent suppliers; reputational damage:
successful social engineering attacks can seriously damage organization’s reputation. Customers and
business partners may lose confidence in the organization if sensitive data is leaked or if it is involved
in scams; disruption of operations: some social engineering attacks aim to disrupt organization
operations. This can result in service disruption, loss of productivity, and significant costs to restore
normal operations; legal liability: organizations can be held liable for breaches of their customers’
privacy or the financial consequences of a successful social engineering attack. This can lead to legal
action; infiltration of networks and systems: social engineering attacks can enable attackers to break
into corporate networks and systems, which can lead to cyber espionage, intellectual property theft, or
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other forms of intrusion; malware propagation: attackers can use social engineering to induce
employees to download malware, which can compromise the security of IT systems and data; loss of
financial or accounting data: social engineering attacks can target employees responsible for finance or
accounting, leading to the loss of crucial financial data or fraudulent manipulation (Bella, 2014).

PSYCHOLOGICAL ASPECTS OF SOCIAL ENGINEERING

“Some authors advocate treating social engineering cyberattacks as a particular kind of psychological
attack.” (Montafiez et al. 2020). Social engineering is highly effective because it exploits fundamental
aspects of human nature and behavior. People are inherently social, driven by a desire to connect and
stand out, often influenced by others’ decisions. The instinct to be helpful and the tendency to trust
strangers make individuals particularly susceptible to manipulation. Additionally, in an age of
information overload, people often rely on mental shortcuts to save time and gravitate toward quick and
effortless solutions, which attackers exploit. Fear of consequences, such as getting into trouble, can
pressure targets into compliance. Compounding these factors, many lack sufficient security knowledge
and share excessive personal information on social media, providing attackers with valuable tools to
tailor their manipulations effectively (McLeod, 2023).

Persality Expertise g:w;l Cﬂe

Long-term cognition factors

Short-term cognition factors

Perception Legend

A - ————  Information Flow
Working Decision

memory making
Interactions

Fig.3. Steps of Social Engineering (Montafiez et al. 2020)

Human cognitive functions, such as perception, memory, and decision-making, play a significant role
in shaping behavior by influencing how individuals process information, respond to environmental
changes, etc. In the context of social engineering, attackers exploit cognitive biases, such as the
tendency to trust authority or react to urgency, to manipulate targets into making decisions against their
best interests. A high cognitive workload, a high stress level, a low level of attentional vigilance, a lack
of domain knowledge, and/or a lack of past experience make one more susceptible to social engineering
cyberattacks (Montariez et al. 2020).

The psychology of online persuasion leverages cognitive biases and emotional triggers to influence
individuals' decisions and actions in the digital realm. Various techniques are commonly used to create
a sense of urgency, build trust, or induce a feeling of obligation, prompting users to comply with
requests or make impulsive purchases. By understanding how people process information and respond
to emotional cues, attackers and marketers alike can craft messages that exploit these psychological
tendencies for manipulation or persuasion. Emotional manipulation provides attackers with a significant
advantage in any interaction, as individuals are more prone to making irrational or risky decisions when
experiencing heightened emotions.
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HEIGHTENED

EMOTIONS

Fig.4. Heightened emotions

Heightened emotions are powerful tools in social engineering and cyberattacks, as they can cloud
judgment and prompt hasty actions (Cialdini, 2007).

e Fear: A phishing email claiming a victim's bank account has been compromised and requiring
immediate action can trigger panic, leading the target to click on a malicious link.

o Excitement: An attacker may send a fake message about winning a contest or prize, enticing
the victim to share personal information to claim their reward.

e Curiosity: A message stating, “Check out this surprising news about you,” can spark the
victim’s curiosity, encouraging them to click on a link that leads to a harmful site.

o Helpfulness: An attacker may pose as a coworker needing urgent assistance, convincing the
target to provide login credentials or download malicious files to “help.”

e Guilt: A scammer might impersonate a friend in distress, claiming to need financial help and
making the victim feel guilty enough to send money or personal details.

e Urgency: A fake notification claiming that a victim’s account will be suspended unless
immediate verification is completed can rush the target into giving away sensitive information.

e Sadness: A message claiming a close relative is in an emergency can manipulate the target into
making hasty decisions, such as transferring money or disclosing private information.

e Anger: An attacker may send a message impersonating a customer service agent demanding
immediate action or threatening to cancel an important service, evoking frustration and
prompting rash decisions.

e Greed: A phishing email offering an incredible financial opportunity or a “too good to be true”
investment can provoke greed, leading the victim to provide personal details or funds.
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Fig.5. Weapons of Influence

Weapons of Influence refer to psychological principles used to persuade and manipulate behavior
(Cialdini, 2007). Here are short definitions of the main types:
e Reciprocity: The tendency to return a favor or feel obligated to give back when someone does
something for you.
e Consistency: The desire to act in ways that align with one's past behaviors, commitments, or
beliefs.
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e Authority: The influence exerted by individuals perceived as experts or authority figures,
leading others to comply with their requests.

e Liking: People are more likely to be influenced by those they like or feel connected to, such as
friends or individuals with similar traits.

e Consensus: The tendency to follow the actions of others, believing that if many people do
something, it must be the right thing to do.

e Scarcity: The perception that something is more valuable or desirable because it is limited or
in short supply.

e Unity: 7th principle of persuasion was later added. The feeling of shared identity or connection
makes individuals more likely to trust and act in alignment with others in their group.
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Fig.6. The Social Engineering Personality Framework (Cialdini, 2007).

The Social Engineering Personality Framework (SEPF) is a model developed to understand how
personality traits influence individuals' susceptibility to social engineering attacks. According to
scientific literature, this framework categorizes personality traits that can make a person more
vulnerable to manipulation, such as high levels of agreeableness (e.g., a willingness to help others),
openness to experience (e.g., curiosity), and neuroticism (e.g., anxiety or fear). People with high
conscientiousness may be less susceptible, as they tend to be more cautious and skeptical, while those
with low self-esteem are often more easily manipulated by attackers preying on their insecurities. The
framework also highlights the role of social traits, such as the need for affiliation or fear of conflict,
which can drive individuals to comply with requests even when they might normally be suspicious. By
understanding these personality factors, attackers can tailor their approach to exploit specific
vulnerabilities in their targets, making the SEPF a valuable tool for both attackers and defenders in
recognizing and mitigating social engineering risks.

REVERSE SOCIAL ENGINEERING
Reverse social engineering is a psychological manipulation tactic where the attacker creates a situation

in which the target seeks help or information from the attacker rather than the other way around. This
technique often involves the attacker gaining the trust of the target through indirect means and then
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waiting for the target to initiate contact. By positioning themselves as the solution to a problem, the
attacker exploits the target's desire for assistance or resolution (Irani, 2011).

In reverse social engineering, the attacker does not make the first contact with the victim. Instead, the
attack is designed in such a way that the victim reaches out to the attacker for assistance, establishing a
relationship based on trust, as it is initiated by the victim. This process typically unfolds in three stages:
first, a bait or pretext is created to spark the victim's interest or curiosity (for example, the victim’s
equipment is sabotaged or damaged). Second, the attacker ensures the target perceives them as an
authoritative figure with the necessary skills to fix the issue. Finally, the attacker provides assistance,
building trust and gaining access to the victim’s information or other resources. Attacks can be classified
as targeted or untargeted—in a targeted attack, the attacker focuses on a specific individual, whereas in
an untargeted attack, the goal is to reach as many users as possible. They can also be direct or
mediated—in a direct attack, the baiting action is visible to the victim, while in a mediated attack, an
intermediary collects the bait and then distributes it, often in a different form, to the targeted users.

Attacker User Attacker

(with a fake profil

Attacker
(with a fake profile (with a fake profile

Recom dation
“ Demog‘Search

Fig.7. Reverse social engineering attacks examples

User

Several modern examples of reverse social engineering include recommendation systems, demographic

searches, and visitor tracking (Irani, 2011).

e One example of reverse social engineering is through recommendation systems, which are
commonly used by online platforms to suggest products, services, or content to users. These
systems often rely on data collection and algorithmic predictions based on user behavior, creating
a sense of personalized service. However, attackers can exploit these systems to manipulate
individuals into making decisions that benefit the attacker. For instance, an attacker could set up a
fake website or a malicious product recommendation that subtly persuades the target to click on a
malicious link or purchase a fraudulent service, all under the guise of a trusted, personalized
recommendation. The user, having been conditioned to trust recommendation systems, may
unknowingly follow the suggestion, revealing personal information or falling into a trap.

e Another form of reverse social engineering occurs through demographic search, where attackers
gather information based on demographic data to manipulate individuals. Attackers can identify
personal details such as age, location, job, or interests by accessing publicly available information
on social media profiles or other online sources. Using this information, they can tailor their
approach, appearing as though they have a legitimate connection to the target's life. For example,
an attacker might contact an individual claiming to be from a local organization offering exclusive
deals for people of their demographic, leveraging the target's trust in personalized, relevant offers.
Once the target engages, the attacker may then extract sensitive data or lead them into a phishing
scam disguised as a legitimate transaction.

e Visitor tracking is another example of reverse social engineering that plays on an individual's
online behavior. Websites often track visitors to gather data on their browsing habits, interests, and
preferences. Attackers can use this information to create targeted and convincing interactions. For
example, by tracking a user's online visits to certain websites, an attacker could craft a message
that appears to be from a trusted vendor or service provider related to the user’s interests. The
message might offer support or solutions to a problem the user has not yet realized they need help
with, prompting the target to reach out to the attacker. Once contact is made, the attacker can
manipulate the victim into providing personal details, downloading malicious software, or
engaging in harmful actions, all while the target feels they are receiving help from a trusted source.
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In all of these examples, the core principle of reverse social engineering is the manipulation of trust and
the creation of an environment where the victim feels compelled to initiate interaction with the attacker.
By understanding and exploiting human behavior, attackers can effectively control the narrative and
lead the target into a position where they willingly disclose information or make decisions that benefit
the attacker.

TIPS TO PREVENT SOCIAL ENGINEERING

Social engineering attacks pose a heightened risk to organizations in today’s world, and this risk is only
likely to increase in the future. As attacks become more sophisticated and techniques evolve,
organizations must adapt to protect their data, assets, and reputation.

The key to defending against social engineering attacks is a combination of employee education, robust
cybersecurity measures, and a proactive security culture. Organizations must continually update their
defenses and prepare for evolving threats. The future of social engineering attacks is uncertain, but by
staying vigilant and implementing best practices, organizations can better safeguard themselves against
this growing menace.

Organizations and individual users need to prioritize education and awareness to prevent social
engineering attacks. For organizations, this means regularly training employees on recognizing
common social engineering tactics, such as phishing emails, pretexting, and baiting, and fostering a
security-first culture. Training should cover identifying suspicious communication, verifying the
legitimacy of requests for sensitive information, and understanding the risks of oversharing personal or
organization data online. Implementing robust security measures like multi-factor authentication
(MFA) and regularly updating software and security protocols can also significantly reduce the risk of
successful attacks. Additionally, organizations should have clear incident response plans in place so
employees know how to act if they suspect a social engineering attack.

Being vigilant about personal security and avoiding impulsive actions is key for individual
users. Users should be cautious when receiving unsolicited emails, phone calls, or messages asking for
sensitive information and always verify the source before responding. Password hygiene is crucial—
using strong, unique passwords for different accounts and enabling MFA where possible can add an
extra layer of defense. Users should also be mindful of their online presence and avoid oversharing
personal details on social media, as attackers often use this information for targeted social engineering
attempts. Lastly, fostering a healthy skepticism and always questioning the legitimacy of urgent
requests or offers can help individuals recognize and avoid falling victim to social engineering attacks.

CyberPhish PROJECT

The international project “Safeguarding against Phishing in the Age of 4th Industrial
Revolution” (“CyberPhish”) initiated by Vilnius University Kaunas Faculty and partners started at the
beginning of November 2020. The project duration period is 2 years. The objective of the project is to
educate students of higher education institutions, educators, university staff (members of the
community), education centers, and the business sector (employers and employees) and encourage
critical thinking of the target group in the field of cyber security (CyberPhish, n.d.).

The project partners are going to design a curriculum, e-learning materials, a blended learning
environment, knowledge and skills self-assessment, and knowledge evaluation system simulations for
students and other users in order to prevent phishing attacks, raise competencies, which will help to
focus attention to threats and take appropriate prevention measures (CyberPhish, n.d.).

The main intellectual outputs focus on enhancing cybersecurity competencies and addressing phishing
threats. These include a study analysis with surveys on “Recognizing Phishing and Skills Gaps” and
“Analysis of Existing Cybersecurity Training Programs” across multiple countries (EST, GR, LV, LT).
A course curriculum was developed in both short and extended versions for dissemination and training
material creation alongside an integrated CyberPhish online course. Additional outputs include online
learning materials, gamified educational simulations, and self-evaluation tools, all incorporated into the
online learning platform. Methodological guidelines for trainers and implementing “Phishing in the Age
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of the 4th Industrial Revolution” were also created to support effective training and course delivery
(CyberPhish, n.d.).
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ABSTRACT. The rapid evolution of wireless technologies has transformed the educational
landscape, particularly in higher education institutions. This study examines the impact of
performance expectancy on the behavioral intention to use wireless technologies(WTS) in public
universities in Uganda. Performance expectancy, defined as the degree to which individuals
believe that using a technology will enhance their performance, is a critical factor influencing
technology adoption. The study opted for cross sectional survey methodology and using a
guantitative approach, data were collected from students and faculty across selected public
universities in Uganda. Results of correlation and regression analysis indicated that a positive
and significant relationship exists between Performance Expectancy and Behavioral Intention to
Use. The findings suggest that enhancing users' expectations of performance benefits could
significantly improve technology usage in educational settings. This study provides valuable
insights for policymakers, university administrators, and technology providers aiming to foster
wireless technology adoption in Uganda’s higher education sector.

KEYWORDS: UTAUT, Performance Expectancy, Behavioral Intention to Use and Wireless
Technologies

1. INTRODUCTION

Public universities in Uganda are witnessing rapid growth in the number of enrolled students, which
requires further infrastructural development and the creation and construction of more colleges,
schools and facilities, along with the required services. However, since the installation and use of
wired technologies is highly expensive, and its maintenance is expensive, some universities resorted
to the use of wireless technologies to link students and staff to their systems [1].

According to [22],wireless technologies consist of networking hardware and software which increase
on the mobility of user access to internet since they eliminate the need for wired technologies. This
can be achieved through the use of wireless technology devices like; cell phones which are used by
students in learning, wireless modems used by students to connect to wireless networks instead of
telephone systems, wireless hotspots installed at campuses for students to access internet using their
personal laptops[13]. [12] considers two wireless technologies that is Wi-Fi and Bluetooth to link
between access devices and access providers to address the needs of rural communities by exploring
and implementing potential innovative low cost technologies for Internet access.

Wireless technologies were introduced in universities to be used for academic purposes like sending
and receiving academic emails, use of chat communication technologies to join discussions or
collaborate with classrooms worldwide, accessing electronic notes. Instead the students use them for
non-academic purposes like chat rooms, downloading music and facebook, games among others [13].
In addition, a few years ago universities were struggling to keep mobile phones and other wireless
devices away from students especially during lectures whereas now they are doing their best to
encourage students to use smart phones, tablets, laptops among other wireless devices even during
lectures. Wireless technologies are as well being considered as critical tools to enhance students’
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learning experience and provide powerful educational opportunities [7]. [9] noted that mobile wireless
technology promotes interactive lectures thereby enriching the learning process of students in
classroom or online classes. The adoption of wireless technologies is increasing and students are
more satisfied because it can solve math problems or issues using their own ideas [15]. [15] further
argues that mobile learning should be developed using wireless technologies such as tablets and
android. According to [11], the use of wireless technologies can provide opportunities for students to
conduct an investigation and critical thinking skills of learning which is only done in the classroom
and can effectively improve the learning behavior more positively.

Similarly, a report on socioeconomic impacts of wireless technology has revealed that the
introduction of wireless technologies has enabled instant communication at all times and places,
speedy transfer of information and services over long distances irrespective of the geographic barriers
[71.

Despite the widely recognized benefits offered by wireless technologies, wireless technology adoption
is underutilized in Ugandan Public Universities, with limited studies focusing on low-developed
countries like Uganda. This study seeks to address this gap by examining the impact of performance
expectancy on the behavioral intention to use wireless technologies in public universities in Uganda.

2. LITERATURE REVIEW

2.1. Performance Expectancy

Performance expectancy is the degree to which a user believes that using the technology will help
him or her attain benefits or have better and effective performance. In other words, Performance
expectancy means to what extent users believe their performance will improve if they adopted a
technology. [17] from the work of [18].Thus, UTAUT model is a set or series of previous models.
Five factors from previous models assisted in the formation of performance expectancy variable
consisting of perceived usefulness from Technology Acceptance Models (TAM), external motivation
from Motivational Model (MM), job fit from utilization model, relative advantages from innovation
diffusion theory (IDT) and an outcome from expectations social cognition theory (SCT) [17],[16].
Hence, several past studies uncovered that performance expectancy plays a significant role in
intention to use information technology [3], [8] ,[23].

2.2. Performance Expectancy and Behavioral Intention

Performance expectancy, defined as the degree to which users perceive a technological system as
useful and beneficial in performing their tasks, is a key determinant of behavioral intention to use
technology[28]. Studies have consistently shown that performance expectancy has a direct and
positive impact on the adoption of various technologies.

In the context of mobile commerce, research has demonstrated that performance expectancy
significantly influences consumers' behavioral intentions. For instance, a study conducted in Pakistan
found that performance expectancy was a strong predictor of the intention to adopt mobile commerce
technologies, highlighting its importance in shaping user behavior[29].

Similarly, in the realm of mobile health services, performance expectancy has been identified as a
crucial factor in determining the intention to adopt such services. Studies have shown that when users
perceive mobile health services as useful and beneficial, they are more likely to adopt and use these
services[30].

2.3. Theoretical Analysis

The Unified Theory of Acceptance and Use of Technology (UTAUT) is a widely used framework for
understanding the adoption of new technologies. The Unified Theory of Acceptance and Use of
Technology (UTAUT) posits that the intention to use information systems to follow-up use behavior
[24]. The theory considers that the performance of key structures, anticipated value, anticipated
workload, social inspiration and favorable surroundings are all through the elements of purpose and
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they use performance of information systems [18]. Further, [25] proposed that sex, age, involvement
and age voluntary procedures mitigate the influence of the four key structures on use intentions and
performance. UTAUT is meant to be adjusted to fit the technology being queried; therefore, a certain
amount of modification is expected. Therefore, in this study, UTAUT is used as baseline model while
the moderating variables of age, gender, experience and voluntariness of use are excluded. The
research model posits that behavioral intention to use wireless technologies is determined by
Performance Expectancy (PE) as shown on the proposed model below;

Performance Expectancy Behavioral Intention

e Increased productivity e Intention to use

e Faster accomplishment of tasks e Predict to use

e Improved work quality e Recommend to use

e Eases work ¢ Intention to use if students

are encouraged

A 4

3. RESEARCH METHOD

3.1. Research Design

This study adopts a quantitative research design to investigate the relationship between
performance expectancy and behavioral intention to use wireless technologies in public universities in
Uganda. A cross-sectional survey was conducted to collect data from academic staff and students
across selected public universities.

3.2. Population and Sample

The target population included academic staff and students from five public universities in Uganda,
including Makerere University and Kyambogo University. A sample size of 334 participants was
determined using Krejcie and Morgan’s sample size determination table. The sample was stratified to
ensure that both students and academic staff were adequately represented.

3.3. Data Collection

A structured questionnaire was used to collect data. The questionnaire was divided into two
sections. The first section gathered demographic information about the respondents, while the second
section focused on the constructs of performance expectancy and behavioral intention to use wireless
technologies. Items in the questionnaire were adapted from established studies [2], [3] and measured
using a five-point Likert scale, ranging from 1 (strongly disagree) to 5 (strongly agree).

3.4. Validity and Reliability

To ensure the validity of the instrument, content validity was established through expert reviews.
The content validity index (CVI) was found to be 0.70 or higher for all variables, which is acceptable
according to [26]. Internal consistency was assessed using Cronbach's alpha, with all constructs
showing reliability coefficients above 0.70, as suggested by [27]. The validity and reliability of the
variables is indicated in Table 1 and Table 2 below respectively.

3.5. Data Analysis
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The data collected were analyzed using descriptive and inferential statistics. Pearson correlation
analysis was conducted to examine the relationship between performance expectancy and behavioral
intention. Additionally, regression analysis was performed to assess the predictive power of
performance expectancy on behavioral intention to use wireless technologies.

Table 1: Content Validity Index

SIN Variable CVI No. of items
01 Performance g1 6
Expectancy
02 Behavioral Intention | .70 6
Table 2: Reliability Test
SIN Variable Cronbach Alpha No. of items
01 Performance .78 6
Expectancy
02 Behavioral Intention 77 6
3. Results

In order to test the formulated hypothesis, we use the Pearson (r) correlation analysis and regression
analysis to ascertain the predictive effect of Performance Expectancy on Behavioral Intention to use
WTs and the results are displayed in table 3 and table 4 respectively;

Table 3: Correlation Analysis

S/N | Variable 1 2
01 | BI 1
02 PEXPT .205** 1
N=205 **p<(.01 Level (1-
tailed)

" Source: Primary Data

Key: Bl = Behavioral Intention, PEXPT = Performance Expectancy

Table 4: Results of Simultaneous Regression Analysis of PEXPT on BI

Variable

Beta

T

(Constant)

PEXPT

R =205

R? =.042
Adjusted R? = .038
F=11.553

.205

9.095

3.399

.000

.001

Source: Primary Data
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Key: PEXPT = Performance Expectancy

From table 3 above, at a preliminary level, correlation results indicated that Performance Expectancy
is positively and significantly related to Behavioral Intention (r = .205; p <0.01). This is an indication
that a positive change in Performance Expectancy is associated with a positive change in Behavioral
Intention. Further evidence is adduced by the results of regression analysis as displayed in table 4.
Results show that approximately 4 per cent of the total variance in Behavioral Intention is explained
by Performance Expectancy (R2 = .042; p < .01). The regression coefficient of Performance
Expectancy was significant (f = .205, t = 3.399; p < .01). On account of this, it can be adduced that
Performance Expectancy is positively related to Behavioral Intention to use WTs in public
universities in Uganda.

4. DISCUSSION

Performance Expectancy was found to have a significant direct effect on the Behavioral Intention to
use WTs in public universities in Uganda. According to the original Unified Theory of Acceptance
and Use of Technology, Performance Expectancy is hypothesized to affect behavioral intention to use
a particular technology and it relates to what users perceive as the performance benefits of using such
a technology.

This study found out that academic staff in public universities in Uganda believe that behavioral
intention to use WTs would be more useful in their job performance if successfully adopted for
academic use. This might be because these academic staff want to adopt WTs for they think WTs
experience will be beneficial for future job preparation and accomplishing, improved their job
performance. Or, they feel it would give them competitive edge over other universities engaged in e-
learning in terms of academic delivery. These findings are consistent with literature [4], [10],
[19],[20],[21]. This stream of literature provides evidence of the significant effect of Performance
Expectancy on behavioral intention to use a technology. The Performance Expectancy and Behavioral
Intention relationship is strongly based on the idea that, people form intention toward behaviors they
believe will increase their system use, over and above whatever positive or negative feeling may be
evoked toward the behavior. These revelations further confirm studies by [14] which supports the
view that stressing Performance Expectancy leads to Behavioral Intention to use. Another study by [5]
found that Performance Expectancy is an important factor in determining actual usage via Behavioral
Intention to Use.

Results of this research fill an important gap in literature by contributing the results of the
determinants of individual’s intention to use wireless technologies in developing economies context,
with a theoretical based empirical investigation. Consequently, the empirical validation of model
posits that model is valid and can generally be applied to explore and achieve better results in similar
contextual setting.

5. CONCLUSION AND RECOMMENDATIONS

This study investigated the impact of performance expectancy on behavioral intention to use wireless
technologies in public universities in Uganda. The findings reveal that performance expectancy
significantly influences behavioral intention among academic staff and students. Specifically,
individuals who perceive that wireless technologies will enhance their performance are more likely to
adopt and use them. This finding aligns with previous studies in both developed and developing
countries, underscoring the importance of performance expectancy in technology adoption.

The results suggest that wireless technologies have the potential to enhance the teaching and learning
experience in Ugandan public universities. However, for these benefits to be fully realized,
universities must ensure that staff and students perceive the use of wireless technologies as
advantageous to their academic and professional goals.
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Future studies should investigate other factors, such as effort expectancy and social influence, that
may affect the adoption of wireless technologies in public universities. Moreover, qualitative studies
could explore the experiences of users to gain a deeper understanding of their motivations and
challenges in using wireless technologies.
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CYBERSECURITY VS INFORMATION SECURITY

Ketiladze Dachi!
1JSG “TBC Insurance”

30090MLoxOMNbMYdoL Ig360gMgds VS 0bxm®mdssgoweo Msgmhombemgdols
M0

39000599 ©sho!
1L ,,00080b0 sBZg3”

ABSTRACT: Some Georgian information security professionals, even those with international
certifications, incorrectly claim that 'cybersecurity is part of information security." This misplaces
cybersecurity within the realm of information security, rather than recognizing it as a separate field of
IT security. Such a viewpoint is clearly unprofessional and subjective. This study seeks to elevate
understanding of information security, particularly among both experienced and novice professionals.
It clearly delineates and substantiates the differences between information security and cybersecurity.

KEYWORDS: Cybersecurity, security awareness, information security, IT security, digital security

3bmBogos:  LogsO™M39wmPo, 0bxMEOTs30wo  MBOBOMbMYdOL  LBIOML, ds0d  FmMob
L59M5IMOOLM LM EO0BO30MYd9d0L IJmbg L3gE0owoLEHYdOL bsfowro M3, MHMA 0GESG)s:
»30096MBOBOMNbMYdS 0bBMOT530990 MLsROMMYdOL 9dsgbgro bsfowos®. 33560,
60d obobo 30dgOHMLIFONBMYdOL Fg3bogMgdsll 0bgMMTs30Io MLOBHPHBMYdOL IGAOL
©ROZ30L BMbsdo IM0sBMGd96, s 9™ BMYSI, 0bFMOTs30wo MLsgMmbmgdol (IT
MLsx3MMNbMgdol) bLBIOML J399, - Mo3 b3 M3OMBILOMbIMEO ©s BYd0gIEIGO
d9x35L90s.  ImE9dmo 330935 MOOIBGHOMYIME0s  (36MBOYIMHGOOL  MBOL  5ToEgdsbY
3MO3 0683653090 MLsBOMHBMIdOL BEYOHML B3gE0swolEBJOL FmMmOb, sbig3g WsdHygd
139300oLGHJ0doE. ol 939x0MmE  AOBTIMENZL s  J39dmo  dmyzsbowo,  dgsGo,
LM MYOO 56M1TIDBHYO0m  SBdMMIOL 0BRMO (300 MBSBOPBMGOOL MYV
30096 LsRMMbMYdOL F9360969d5L TGOl AoBLHZ539dSL.

1553396dm  LoByzgdo:  3009HMLOROMbMYds,  MLOIBODBMYOOL  (36MdOIOGOOL  5T50EgDdY,
0683006H 3530990 MLOBONHBMYdS, IT MLsROMbMgds, 08O MLsBOHDBMYdS

d9ls35¢m0:

06830635300 MLIFOHMBMIOOL EMFOL ©IR0boE0s: ,,0bxMOIs30Mwwo MLBOsBONBMYdS
3000lbIMOL 06RMMTs300Ls S LEobBMMTs30Mm LoLEYIGIOL (3358 SMBLYBI30MYdMEO
P30mdol,  9o8myggbgdol,  godymo3bgdol,  Tgzeol  ob/s  obsyMMgdoLysb, -
3068096305 HMOOL,  JE0sbMdOLs s bgEdolsfgmdmdol  MHembzgwymaol
d0Bbom*. (nist n.d.)

300960 LsRMMbMgdoL  dg3bogmadol qz0bogos: ,,30890MLsBOMbMYds s®OL  Jugergdol,
mfymdomdgdoLy s dmbszgdgdol o330l dgi3bogMgds sMLsb30M90wo (j3mdols s
565350030  493mYgbgdologsb,  slg3g  0bFMMTs300L  3MmbBOIBEOIMIHMBOL,
d0056Mmd0Ls s bgerdobsfizmdmdol MBEOHNMB3gYmRol 3Mod@Eogs”. (cisa 2021)

A9mdobo  ,068mMT530M0  MBsGOMLMYDdS“  g98m0ygbgds  GMmamME  0bxzgm®mIsiowo
MBogOHMbMYdOL bg3gOMU, ab939 06830635300 MBOBONBMYOOL MR0L
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396856 gdobmgzgolsg.  Bbgs Lo@yzgdom 6md  gmdzsm, ghomo s 0039  Ggmdobo
»0bBMOT>3090  MLOROMMYdS“ 45000Ygbgds MMYMOG DM LGBIOHML 2obdo®E9gds
(0go39 IT MLsgz®PbMgds), 91939, 06xMMT>30Mwo MLOFOMHMIOOL EGMPOL - MMAMOS
06830353090 MLsROMbMgdIoL LEgH™ML 5EIoboLEBMSE0E0 B0BsMHMgdOl IMPOL
50bodm30Lm30Ls.

9l 2obsgm sdMLegswo [oMEHowo, MHMIgwos 06xmMmIszomwo MLsgmMmbmgdol LggghHml
00003 9bgems  bofoeolimzgol 3d5gol  29gdMMOsl 0Josb Asdmdobstg, MHmA
SMEIOD MBOE0SCME, 1gMHMSTMOHOLM bEbIMEHd0, IB0BOoE0OL MBIBY o6 sOLYGdMBL
935830M D3560 53 MmO (36905L FmOOL s 0BFMOIs(30E0 MLSTROMNDMIIOL IGAL, OO
Sb9gm0, 1O3MMIMO ESLOLYWGdS 56 ooBb0s, MI3s BHZY396OS FI>ROMP YooK bMEo
30096 LsxMmbMgdol Ig36090M9d0LoYb.

500L 999  Lododmzgwmdo,  bmaoghomo, Gmameag oo - 0bgm®dsgomewo
MBOBOMbMYdOL  IMROL  B3YE0OLEHO  M3WOL, M®MI 303G »300JMMBIROMbMYdS
063mM3s30wo  MLsgmmbmgdol  F9dsygbgero  Bofloos”, s  Ms3 135600,
31000bIMOG6 0b6gz3MEAs30w0 MULsROMbMGIOL IMYL s 5O BMYSI, 0BFMOTs30vE0
MBogO®mMbmgdol  (IT  Mlogd®mbmgdol) bxygdmL.  bbgs  Lodygzgdom Gmd  30d350,,
30096 LsRMMbMgdOL 9360909358 068MMTS30o MLOFOHMHBMIOOL IMYOL IGSMZOL
Dmbsdo  aobobowsggb s 396 sbLlb3s39096  gMHMTBYMOLAD, o3 MogoLMOZI 96
399L5053905 MBO0GIEHO MJOEOMBSL.

LHmOo  3sbmbos - 0bxzm®Iszowo  MLsBOHMbMIOOL MO0 s 30dYHMLBOHNbMYdOL
993b09®m9ds 89096  0bBMETs30mwo  MLsgGMbmgdol (IT  MLsg®mbmgdol) Lyg®ml
©ROZ30L Bmbsdo s 9ol edMms30 BodBHo o IBI0Eg 9Oy MIIBB0  9OLGdMBL, by
05505 :

L. 303960 LsgMmsdMOOLME S005MIO 56/©5 MBOEOSE BEEHIBIMEGHT0 56 SOLYIMBL
©9B0b0E0s  9b/@s  gobdomEHds,  OMIgwoiE  9©agbL b/ goblobmzMogl,  G™I
30096 LsRMMbMYd0L d93b0gMads 0bxMMAs30wo MLOIBOHPBMYOdOL MYl d9dsygbgero
Bofoenos;

2. WRO®  393H0E, LEgMmITIMOOLME  500sMYOMWO  0bBMOT530ME0  MLOBOHMNBMYdOL
LEBObsMEHT0 ,ISO/IEC 27001 Lomsr@Togzg 290m339000¢5 3530xbME0s 0bgmMIs3z0mwo
MBOBOMbMYBOL PO O 30dIOYLIBODBMYdOL Fg3bogMgds. ©sdsEJdom, Lomsm@Togy,
0530805350 (396395 3oBOboo 51939 3M035FHIMdOL (36905, GMIgEog bsfowmdmog
0339905 068306353090 MLonMmMbmgdol LEgHMLMD, Boa®msd slg3g Lowrgds dob
ROl (01939, MYMOG 30090YLIROMMYdOL Ig3boghgds bsfowmdMmog 0339m9ds,
353053 L3O EYdS OBBMM T30 YLSRMMLMYGOOL MAOL RoMAgdl): (ISO/TEC 2022)

3. Bg0mmbligbgdmwl 300093 JOPOHBI SIBEHMOIOL 0L BoJGOE, MM F0OMIOMIE, YY)
56LYdMBL “ISO/IEC 27001:2022”, (00090003 9993029090 3mMI0m 5096l 0bgm®mdszomeo
MBOBOHMbMYdOL B30l LoLEBYgdol d9ddbol, sbgey30L, TboMoFgMols s dmMdoz0
399dx mdqLYdOL  dmmMbmgbgdl, slgzg  sMLYdMdL  LISO/IEC  27032:2023 Cybersecurity®,
OH0Igwo  2obwsgm  3039OLIBOHDBMIdOL  dg3b0gMgdol  Lobgeddmazsbgenm, MHMIgwos
dm399M  ©™39963do  BM3MLoMYGdMWos  0bGHIMBYGHOL  MLsgOMbMgdOL  Mboswrm®
S139JAH0Hy ©@s  dob  393d0HDBg  068mETs300L  MLIROMLMYBLMB,  Jugarm®
LOROMNbMYGOILMD S 3M0E03M0 0bROLEHOMIEHWOOL I3E35DY. (ISO n.d.)

4. 30093 9600 BoJBHO ©S WAHYMIMO 5OMIGBGH0S 0LoE, HMA oS [gsrmgdols sbscrobols
dgoomeo (OSINT) (Gill 2023) s 9.§. “Threat Intelligence” (IBM, https://www.ibm.com n.d.) -
LGN  BE3Yd06  06RMMTs3z0Mwo  MBsBOMLMYIOL  IMYPOL  FoMygdl o

50530605 §oMdmMoygbgb 30096 MLsgmmbmgdol dgi3609M9d0L 49bmymage bsfob.
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5. 300093 96O 85250005 F90dgds dm30Yyz9bmm 0bxzgm®mdszomwo MLsgzMNbMgdOl
bGBIOMUL, BoGMHPNSAMOOLMP 505G O YONOBOEOMGOOL FJmbyg 53509d0gdolL LolHogwrm
376LYd0, 35000 EILILYEGdGd0 S Bsndo JMEFEo Lsbifogerm Foloergdol 3sblbgs39d9d0.
39630bomm LEYOPSTMOOLME 36MBOO s 5W0MGOIMO MOYboDs30s “EC-Council”,
Omdol  dogh 25399 BIOEGOGB0IIGHIOLSE  goskbos  LogHmsdmMOolm  50sMgdS
068335300 MLOFOMHMYdOL LBgH™MTo, GMAMOE 0b6xMmMIs30o  MLsgMmMbmgdol
M0V, 51939 3009OMLIBOPNBMYOOL F93b0gMYdOL B0TSOMNgddO.

390560900Lm30l, 35IMHM®M JobO MMO, ETM)300909E0 LELYOEHOBOZSG™M JMOLO:
“Certified Cybersecurity Technician” (C|CT)

oMM - ,3009MLIROMNLMYGOOL LgHNOBO30MYOWo B3gE0seolEo / Bgdbogmbo
Lobifogarm dslisensdo 9dsg5¢0 bsgombgdo:

9o 01: 068363530090 MLOsBOHDHMYOOL LOFOMHYJOO s IEIILIMDS

9o 02: 0683m6H 3530190 MLOBOHDHMYOOL Mo3LLIYdO

Ao 03: Jugerol MLsgOHPbMIdOL Loggdzegdo

9o 04: 0009bGH0B3035309, 930096G0B035305 s 93BMOHODBOG0S

9o 05: Jugarol MLsgOHObMIOOL 3MbEHMMMO - 5TobobBHMoE0 o 3MbEMMEo
Ao 06: Jugarol MLsgmmMbMmgdol 3MbEHMMEO - oHo 3OO 3mbEHMMEOo

9o 07: Jugarol MLsgOmmbmgdol 3mb@Emmemo - 39dbozmn®o 3mb@mmeo

Mo 08: Jugerol MLsgzmbmgdol 8951900l 39dbogs s 0blE®MIgbEJdO

900 09: 53035:300L MLBOBOHNbMYdS

9o 10: 306@150DsE30d O XOVYIMZ560 0bFMHILEHOWJEHME

dmmo 11: Mlsgbm Jugaol MLsgmmbmgds

9o 12: 3mdomemo dmigmdommdols MLsnmmbmgds

dmevyeo 13: ,IoT“ (IBM, https://www.ibm.com n.d.) s ,OT* $o3dol dmfiymdowmdgdols (NIST
n.d.)"Loxmmbmgds

9o 14: 3003GHMYMR05

9o 15: 8mbs3gdoms Mlsgmmbmgds

Mo 16: Jugeol 36Md9dgdol dmy35690s

Mo 17: Jugarm®o 65350l dmbo@mmobyo

Mo 18: Jugarol g9mbscngdol Imbodm®mobyo s sbsgrobo

o 19: 0630963 Mgo0693s

Mo 20: 30096 9du3gmEHods

9o 21: 30BByLOL MfY39GH™dS s J5GVGHOMBOL s©Ybs (cisco m. §.)

9o 22: (Holggdol Jsmrmngs

(eccouncil 2024)

“Chief Certified Information Security Officer” (C|CISO)

JoODMWI - ,,063000H3530990 MBsBOMBMGdIOL LYMNOGOEOMGIPO YYROMLO MGBO(39MHO*
Lolifogarm dsboensdo 98535¢00 bogombgdo:

©™3d9bo 1: 3dsMmMZgermds, ®olZo, dgLodsdolmds

©™3d960 2: 0683065300l MLsROMbMGdIOL 30bEHMMEO s 9POEOL FoOMZs

©™3960 3: MLBOBOPHHMYGOOL 3BIMPEMSTOL FoMMZS S M3YMI(30900

©™3d9b0 4: 06830MH 5300l MLsROMbMgdOL doHomso 3md39E)b30gd0

©™3d9b60 5: BLEGHMIGHIROMEO R9TZS, BobIBLYdO, Fglyo3900 S dgLsdg AbseIOL JsGrNgs
(https://www.eccouncil.org 2024)

5035605, MMI  OMAmO3  ImEgdneo  bdlgOGHOB0ZIGH™M  FMOLOL  EILEbYWgdYdo, Y39
Lolifogarm  doloengddo 99dsgoo  bo3ombgdols sdLBMEW GO0  MIMS3Wglmds 933906MS©
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3o6Lb393900s s MO39 d90mbg935d0 93580MPOS R9M3390000 FgLsdsdolo MYROLS
0¥9 3936096900LmM30L byFoMHM S I60d36gEM3560 3HMTGBOMWO 1393013035 WS 5J396GJdO.
6. 09 350053H905300 LEGMMSTMOOLME 50MGOME BEBIBIMEHJIMB FGLodsToLMdSTO Tyme3

@5 Abegwoml §5393560 mGmYs60BsE0gd0Ls Mv) 3946900l Lobgwdfonm LEHOWIGHMOMEo
9OmYJMgdol doge  A50mgd399bgd e  353956L0gdL, - T9350RBg3, GMT SO BIOBOMOS
39903390000  0bxMMT53010  MUsROMbMIBIOL  IMAOL  96/s  30dgMMLsRMMbMdOL
3936096900L  1B39305oLEYOOL  jobsdg  [oggbgdmeo,  L3gzoxzomGo  3m©boLs s
399m 30930l Fglsds3olo Bmmbm3zbgdo s 3sLboldygdmdYdO.

Sby 05390 me©,  99a30dw0s  3sbgz0bomm  sbdgdol  LogMMIdMMOLMm  Mbersob
3o@Bmmsbg  “Indeed”-bg  999mg399bgdmwo  MMO  ©TMM30EIdIO  35356L0s, -
068mO>3099wo  MLOBOHMLMIOOL  IMAOL  13Y305w0LGHOLS s 300xMLIROMbMYdOL
3936096900L  139305OLEHOL  3MBOESYBY O  TY3oIMMD  gOMTbgmL  Fsor  Hobsdg
£999690mwo L3g30x30OO FMbM3bgd0 s 3slIbolidygdarmdgdO:

INFORMATION SECURITY SPECIALIST

The State of Florida & ‘ 250 Marriott Dr, Tallahassee, FL 32301 | 555,000 a year

Full job description

Requisition No: 828027

Agency: Department of Law Enforcement
Working Title: INFORMATION SECURITY SPECIALIST- 71001685
Pay Plan: Career Service

Position Number: 71001685

Salary: $55,000.00

Posting Closing Date: 06/26/2024

Total Compensation Estimator Tool
INFORMATION SECURITY SPECIALIST
INFORMATION TECHNOLOGY SERVICES
NETWORK AND INFORMATION SECURITY - RISK

*0pen-Competitive Opportunity**

POSITION SUMMARY:

This position is responsible for assisting in the ongoing support and administration of the
Department’s information security program. The incumbent in this position will focus on areas
relating to risk management, continuity of operations, and disaster recovery in support of the
information security program. This individual will also have a secondary focus in areas of
governance and compliance for information security regulations. The incumbent will also assist
in formulation and maintenance of information security policies in conjunction with the FDLE
Information Security Manager relating to these areas

DUTIES & RESPONSIBILITIES:
Specific duties include:

« Establishing and continuously enhancing the Continuity of Operations (COQP) programs,
plans and processes for FDLE in conjunction with the Information Security Manager;

« Establishing and continuously enhancing the Disaster programs (DR}, plans and processes
for FDLE in conjunction with the Information Security Manager;

« Establishing and continuously enhancing the Risk Management programs, plans, and
processes in conjunction with the Information Security Manager;

« Researching mandates, regulations and rules for Information Security requirements for the
agency;

» Conducting interviews and information gathering meetings;

» Leading tabletop exercises relating to COOP, Risk Management and DR in conjunction with
the Information Security Manager; and

» Establishing applicable security policies and best practices.
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Fig.1 0bxm&dsgoremo  bsgGobmgdols 3(gol b3gposerolbdols 3535600,
(https://www.indeed.com n.d.) ©@sdbs7G989¢m0: Rer2HOOL  FHoBHOb  LsFsGors¢rsdp330
@©J3509589b¢H0

CyberSecurity Specialist

Peraton ‘ Belcamp, MD 21017 - Hybrid work | $86,000 - $138,000 a year

Showmore v

Full job description

About Peraton

Peraton is a next-generation national security company that drives missions of consequence
spanning the globe and extending to the farthest reaches of the galaxy. As the world’s leading
mission capability integrator and transformative enterprise IT provider, we deliver trusted, highly
differentiated solutions and technologies to protect our nation and allies. Peraton operates at
the critical nexus between traditional and nontraditional threats across all domains: land, sea,
space, air, and cyberspace. The company serves as a valued partner to essential government
agencies and supports every branch of the U.S. armed forces. Each day, our employees do the
can't be done by solving the most daunting challenges facing our customers. Visit peraton.com
to learn how we're keeping people around the world safe and secure.

Responsibilities

Peraton is hiring a Cyber Security Expert with expertise in government Risk Management
Framework (RMF) process and Authorization to Operate (ATQ) documentation and process. This
role will be located in Belcamp, MD and have the ability be a Hybrid role ( 3 days a week onsite).

The program Peaton is supporting is called, TITUS - Technology Insertion Transformation Unified
Services. Peraton performs integration, maintenance, and sustainment of analytic capabilities
into system of systems architectures and maintain these systems on an enterprise level. We
provide complex program management, management consulting, engineering, and logistics
professional services for complex system of systems architectures operating across multiple
branches and operational theaters supporting National, Joint, and Tactical level intelligence
operations and domains.

What you'll need:

« Lead and oversee the implementation of the government RMF process for our
organization.

« Develop, review, and update ATO documentation, including System Security Plans (SSPs),
Security Assessment Reports (SARs), and Plan of Actions and Milestones (POA&Ms).

» Conduct security assessments and vulnerability scans to identify and mitigate potential
risks and vulnerabilities.

» Collaborate with cross-functional teams to ensure compliance with security policies,
standards, and guidelines

= Provide guidance and support in the design and implementation of security controls and
measures.

= Stay updated with the latest cyber threats, vulnerabilities, and industry best practices to
enhance the organization's security posture.

= Assistin incident response and conduct forensic analysis when necessary.

» Conduct security awareness training and premote a culture of security within the
organization.

Fig.2 3089629b5%600bmgdol dg;6090980L b39305¢70bd0ob 35356L05 @sAbs70989¢m0: 300835605
»Peraton”, 3sbersgo s90-U bsdorsgmmbem bssggbhmgdobs s s99-b G9osGsmgderemo dsengbol
ddbsbryg 30003560s. (https://www.indeed.com n.d.)

0935605, M  0bxmOIs30MEo  MLOIOHDHBMIOOL  LGFIOHML  5EIObOLEHMIEOIO
365J3H03Mwo 30O gdgool, 96 0bxmMIsgomwo  MLsgO™MbMYdoL oMol
139305¢0LGHOLS s 30d0YOHNMLOBOMbMYdOL  Tg3bogMgdol  L3gEoswobEHol  {obsdy
05996930  dmmbmzbgdo s 3sLvybolidygdwmdgdo  139E0BOMIMSE  5d39bGMYOMWO.,
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3063609¢Mwo  3005(00)gdobmz0l  deboloomgdgero,  dglodsdolo  3mbols s
39003000900l FHowdo.

5939,  0905% 999090 Lobom, gmogz5Bmdm  dm3wg 4963 FHJISL  0bZMGOIs30Eo
MBoBOMbMYdOL LRBIOML BgIMMbLYHIdEo MG B0dsMMNgdol doMoms© BBz -
9M35¢gmd9xdbyY.

068353090 MLsROMBMYOOL sMYOL 3OHMBILOMbIEgdOL oMM $8ME6gd0s, B1mD,
306HMO0MO©,  3MA3sb60sdo  ™IMIGBBH0MIOMWO o IbYMHROWwo  0gml  Lbbgoolibgs
300303990 s 3OM(390MGd0, OMIWGdoE  Tgbosdsdolmdsdo  0dbgds  Lobgwdfogm
396Mmb6gdmsb 5 BogM5TMOOLME  5005MPOM  LEBBEIOEJIMB. 51939,  3MdEBH03W
Bofoardo, 306MHMdoMo©, bgdmEal 30Bbgl  MHY39BH™IOL  3MMEgIEMEOL  39HOMPIEO
AGILAHMPBS, d0DBBIL 3OMEgLYdOL 383560500 IBYMYOW 3MWOEGH03906 MoglgdsMBdOL
9MOGO s dg39 Lbgs, 0bxzm®mTo3zomwo MLoxgOHmbMadol LEgOHML sEdobolEG®msEomwo
90356MHmgdol  5J3b@oLb  Igmbg  BMbd300-0mzogMmdgd0, O3  030LMOZ9© 9O
2530mM03bogb  3H9dbozmem  3mEbsls  ©@s  BH9dbozeo  3mbGHOMEgdol  ©sbgtyzs  /
30680y ME30590 BSOOIEOMBSL.

dgmMgl  dbM0gz,  30d9ONMLIBOPLMYOOL  F936096M930L  IOMBILOMbIEGdOL  doMHOMI©O
5003969000, O™, 30OHMBOMSE, MY bJdMEIL 3md35600L 0bxzmGTs30w9wo
LoLEGYAYOLS S Fom T9doYPbYE 3m33MbgbEHYdT0 HMLYdIMO 3mBEHIBE0MOO MLOFOHDBMYdOL
LoLYLEAHYIOOL  0IBEGHORBOEOMPDS,  39WOEOHE0S S FOGHOYSIBOS - MLOIBODHMGIOL
LobMLEYIOOL  Lb3sbotgdols (Center, https://csre.nist.gov . @) ©d 890f93500d0L
AILBHoMgdoL aBoom (Center, https://csrc.nist.gov 0. §.).609329sOWws©  dmdgdmogl
00659360™mIgdol  30096LIROMLMIdOL  3BMBOYHYOOL  ©m™mbols s  3m33sbools
0565996mIgdol 99ga™dol gobloBrgs 9.§. 130806y Lodywsiool” (Phishing Simulation)
aboo (IBM, https://www.ibm.com n.d.). 2565 5dobs, 300MI0Ms©, ©™IMINBEGH0MYdMWwO
0yml  Bbgosbbgs  GHodol 30096 Log®mbggdol (oboswdgy ®9sa06M900L  99gadgdo. gb
439w oxBIH0 0930035 9 A5TMMOEbIgL Lobgwdfogzm 356mbgdols s LogMmsdmMobm
500560900 BEBIOEIIL  9b/©s  Lo39malicm  365gGH03gd0L  3rbsl, 3033560580
6960 MBsBOMBMGOOL 30039396 FglsdsdolMmdsl s 5.0.

0905509990 Lobom b 500603bml, HMI 0bxMMAs30wwo MBsBOMLMYdOL IMABS S
300960 LsRMMbMYdOL 936096905l FmMOL  sOLYdOMO  oblb3s39ds ol goberogm, ™I
06830353090 MLsROMDMGOIOL IMRO 03538 0BBMODs305L5 s Job SEGHMOdMEJOL, bmerm
30096 LogMmbmgdol  dgbogdgds 30 mM09bGH0MGdIMYos  0bgm®dszools
0bxmMIs30mwo  53@03900L  Bbgoobbgs  GHodoL 30096 Logmmbggdolysh o330l
36593H035D9.

LodMEMME, 593505 033900905, ™I 0683MMT>30wo MBOsBODLMYOOL LGFIGHML O3
5030bolEBGMs30Mwo, sbg3g 3ModBH03Mwo  FodoMmmIEgdol  3OHMBGBOMbLl  FoMHEIds
dgol dgmeg dbstgl damdo d9g3bogcmadols 0¥ IMROLIMZ0L  ITobslsMYdgWO
1393080306 Bsx3d3wgdol  3MELs, MMBES  (PWIIMWI®  50JIM  F0TSOMNYIOIDS
FM0odo, BommM30L  oTobsboomMgdgmo  B3gE0B03ZdS 9339005  AobLL3Zs3gdIMWOs
L5 F0MHMYOL FqLodsdol LoEOIOLYME (3EDBILS S JOTMEFPOWGISL 0TOLIMZOL, MM LogMHmM
X5800, mM039 Bgdmmbligbgdmwo 3OHmBowol dJmby 3OHMBILOMbIgdOl gogHmosbgdom
3903656 ol oy, HMIYE0o3 360005 0683530 MBsBOMbMYdOL LEBYHML Labgwom

5 HMIYoE ©)dg Hob Mysm 30896 3O0T0bIEYDL.

162



Scientific and Practical Cyber Security Journal (SPCSJ) 8(4): 157 — 163 ISSN 2587-4667
Scientific Cyber Security Association (SCSA)

Bibliography

Center, Computer Security Resource. n.d. https://csrc.nist.gov.
https://csrc.nist.gov/glossary/term/vulnerability_assessment.

—. n.d. https://csrc.nist.gov. https://csrc.nist.gov/glossary/term/penetration_testing.

cisa. 2021. https://www.cisa.gov. February 1. Accessed February. https://www.cisa.gov/news-
events/news/what-cybersecurity .

cisco. n.d. https://www.cisco.com. https://www.cisco.com/c/en/us/solutions/hybrid-work/what-is-
business-continuity.html.

eccouncil. 2024. https://www.eccouncil.org. https://www.eccouncil.org/train-certify/certified-
cybersecurity-technician-certification/.

Gill, Ritu. 2023. "https://www.sans.org/blog/what-is-open-source-intelligence/."
https://www.sans.org. February 23. https://www.sans.org/blog/what-is-open-source-
intelligence/.

2024. https://www.eccouncil.org. https://www.eccouncil.org/train-certify/certified-chief-
information-security-officer-cciso/ .

n.d. "https://www.indeed.com." https://www.indeed.com/jobs.
https://www.indeed.com/jobs?g=information+security+specialist&sc=0bf%3Aexrec%28%29
%3B&start=308&vjk=0355d1840893a397.

n.d. "https://www.indeed.com." https.//www.indeed.com/jobs.
https://www.indeed.com/jobs?q=cybersecurity+specialist&start=C30&vjk=66a83adb9abe80
30.

IBM. n.d. "https://www.ibm.com." https.//www.ibm.com/topics/threat-intelligence.
https://www.ibm.com/topics/threat-intelligence.

—. n.d. https://www.ibm.com. https://www.ibm.com/think/topics/phishing-simulation.
—. n.d. https://www.ibm.com. https://www.ibm.com/topics/internet-of-things.
ISO. n.d. https://www.iso.org. https://www.iso.org/obp/ui/#iso:std:iso-iec:27032:ed-2:v1:en .

ISO/IEC. 2022. "Information security, cybersecurity and privacy protection — Information security
management systems — Requirements”." https://www.iso.org.
https://www.iso.org/obp/ui/en/#iso:std:iso-iec:27001:ed-3:v1:en.

nist. n.d. https.//csrc.nist.gov. https://csrc.nist.gov/glossary/term/information_security .

NIST. n.d. https://csrc.nist.gov. https://csrc.nist.gov/glossary/term/operational_technology.

163



