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ABSTRACT: Network Security has become a major concern to governments, businesses and individuals
all over the world as cybercriminals continuously attack networks and cause harm to personal and
organizational data. Different forms of Intrusion Detection Systems(IDSs) have been proposed over the
years to minimize these cyberattacks. Several researchers have tried to improve upon the detection accuracy
and thus, reducing false alarm rates posed by some of the IDSs. In this paper, we conducted a chronological
systematic review of hybrid intrusion detection systems covering all domains. In all, about 300 recent
research articles were selected in the area but only 146 articles were able to meet the given quality assurance
test. A critical review of the selected articles revealed that 61% did not carry out proper feature selection
as a data preprocessing step and as low as 35% handled an imbalanced dataset. We have also done extensive
discussions, spanning eleven years of research works on the existing Intrusion Detection Systems.
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1.0 INTRODUCTION

The increasing use of Computer Networks especially the Internet has resulted in individuals and
organizations storing sensitive data on web servers, database servers and social media platforms. This
increase in the use of the internet has also caused a corresponding increase in the rate of cybercrime.
CyberEdge group collected data from different parts of the world and publish a report that depicts a future
likelihood of a successful attack. The report reveals that in 2014 the percentage of a successful attack was
38.1% and this figure is expected to rise steadily to 75% by the end of 2021. The figure also shows the rest
of the years and the percentage of attacks expected. This figure paints a gloomy picture of an increase in
cyber attacks within the coming years. One security mechanism put in place to eliminate or reduce these
attacks is Intrusion Detection System (IDS). An intrusion Detection System is a hardware or software
implementation that monitors unauthorized access to a computer network or host and reports on possible
data violations. (Anderson, 1980) proposed the idea of Intrusion Detection. Since then different types of
IDS have been developed to promote network security.

Based on where IDS is deployed there can be classified into Host Based Intrusion Detection System(HIDS)
and Network Intrusion Detection System(NIDS). Host-Based Intrusion Detection System monitors data
traffic on a single host computer for packets that are malicious or not. Network Intrusion Detection System
on the other hand monitors data packets coming to a network and reports on any malicious activity. Figure
2 and Figure 3 show the difference between NIDS and HIDS. There are certain merits and demerits
associated with each type. With regards to HIDS, the advantages are that it can handle encrypted
communication, it does not require extra hardware and so it is more economical. The drawbacks to this
method are that there is a delay in reporting attacks, it also consumes host resources and only able to monitor
attacks on only one device where it is installed. NIDS has the advantage of being able to detect attacks on
multiple computers, again, NIDS does not need to be installed on more than one host. NIDS also have some
disadvantages including not being able to identify attacks that are encrypted, a dedicated hardware is
required.
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Figure 1: The Likelihood of a successful attack occurring (CyberEdge Group, 2021)
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Figure 2: Network-based IDS (Seiba et al., 2021) Figure 3: Host-based IDS (Seiba et al., 2021)

Intrusion Detection Systems can also be classified based on how there are implemented thus Signature
Based Intrusion Detection Systems and Anomaly Based Intrusion

Detection System. A signature-Based Intrusion Detection System is implemented by keeping the profile of
existing known attack and compared with incoming traffic to determine if it is malicious or not. The
advantage associated with this kind of IDS is its ability to accurately identify intrusion with fewer false
positives and false negatives. This kind of implementation is always criticised for not being able to identify
novel or new attack types. Anomaly-based Intrusion Detection Systems can identify novel or new intrusions
but fall short of being able to accurately identify intrusion resulting in false positives and false negatives.
There are several techniques used to implement anomaly Based Intrusion Detection Systems. These
techniques are Statistical Based IDS, Knowledge-Based IDS and Machine Learning IDS.

Statistical Based Intrusion Detection System builds a distribution model for normal traffic and flag low-
probability events as an intrusion(Khraisat et al., 2019). This kind of anomaly IDS is simple to implement
and can detect intrusion in real-time. The models of the Statistical Intrusion Detection System are
Univariant, Multivariant and Time Series (Ye et.al, 2002). The univariant Statistical model measures one
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variable at a time (Ye et.al, 2002). Multivariant Statistical IDS controls several variables at the same time
(Camacho et al., 2016).

According to Khraisat et al.(2019), the time series model is a series of observations made over a certain
period and new observation is considered abnormal. The drawback to the times series model is the lack of
accuracy and the need for one to have extensive knowledge of statistics.

The knowledge-Based Model is also known as the expert system. The technique requires creating a
knowledge base which represents a normal traffic profile and actions which differ from this profile are
considered as intrusion (Khraisat et al., 2019). This knowledge base IDS is created by a human expert. The
models used to develop such an intrusion Detection System include Finite State Machine, Description
Language or Expert System (Walkinshaw, Taylor and Derrick, 2016). Because knowledge Based keep a
profile of all normal behaviour false positives and false negatives are minimal. The weakness of this
technique is the requirement meant for constant updates which makes it computationally expensive.

The last and the most popular technique for anomaly intrusion detection Systems is the Machine learning
approach. Machine learning makes use of complex algorithms to extract needed data from large quantities
of data. To achieve the need for effective IDS, many studies have explored the possibility of Machine
Learning and Deep Learning techniques (Ahmad et al., 2021). Both ML and DL belong to the field of
Artificial Intelligence(Al). Even though machine learning is resilient to noisy data, robust and adaptive it
is also faced with some drawbacks. According to Ayyagari et al. (2021), machine-learning approaches
suffer from the limitations of manual feature engineering. They further argued that ML might be inefficient
in handling large data. Machine learning by its nature is not able to handle multiclass classification tasks.
Anomaly IDS build using machine learning are faced with the issue of false positives and false negatives.

These weaknesses of ML are however improved by deep learning. DL IDS can carry out feature selection
automatically without manual intervention and hence improve the accuracy of prediction. Improved
accuracy of DL-based IDS means fewer false positives and fewer false negatives. Examples of machine
Learning Algorithms include for the design of IDS include Decision Tree (DT), Random Forest, K-nearest
neighbour, K-mean, Support Vector Machine (SVM) and Artificial Neural Networks(ANN). Deep learning
is also an ANN in which the number of hidden neurons has been deepening to increase its processing
capacity. These techniques mentioned above have been used by several researchers to improve existing
IDS. For instance, Ahmim, Derdour and Ferrag (2018) conducted a study based on the combining
probability of Decision trees. Similarly, Batiha and Krémer (2020) also carried a research on the design
and analysis of efficient Neural Network Intrusion Detection for wireless sensor networks. To increase the
performance of these single machine learning techniques, a hybrid intrusion detection system has been
introduced. However, the few numbers of hybrid intrusion system reviews suggest the area has not been
explored enough (Maseno, Xing and Wang, 2022).

This study, therefore, seeks to carry out a systematic review of hybrid intrusion detection Systems. To the
best of our knowledge, only one systematic review of Hybrid Intrusion Detection systems exists. This
research when conducted, will expose both experienced and young researchers to techniques that need to
be implemented to improve on the existing intrusion detection system.

Contributions

i. Provides extensive details on the types of the intrusion detection system

ii. This study has provided sufficient information on studies that have applied feature selection in
their study for easy reference

iii. Enough information has been provided on studies that have handled imbalanced datasets in
their work for easy reference

iv. Provide recommendations for increasing the detection rate and lowering the false positives
associated with anomaly intrusion detection system

The rest of the work is divided into 4 main sections. Section 2 takes a review of related works, and Section
3 represents the methodology used to carry out the review. Section 4 is where the selected studies are
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analyzed to provide results for discussion. Finally, section 5 takes a look at the conclusion and
recommendations for further study.

2.0 RELATED WORKS

This Section examines previous studies related to a review of hybrid intrusion detection systems. This
section will clearly state the difference between what has been done by other researchers and what this
review seeks to do. Several studies have been conducted on a systematic review of intrusion detection
systems and which is different from HIDS systematic review. For instance, Garg and Maheshwari(2016)
conducted a review of the hybrid intrusion detection system. Their study was to review misuse and
anomaly-based intrusion system. This study is different from their study because this takes into account not
only anomaly and misuse intrusion detection system but also consider HIDS consisting of the use of more
than one machine learning technique in a single study. This study, therefore, is broader in scope as compared
to their study. Oney and Peker (2019) presented a review of intrusion detection involving Artificial Neural
Networks. Here again, they focused on only artificial neural networks which is narrow in scope as compared
to this study which considers all other machine learning languages as well. One major study that has been
conducted on the Systematic Review of HIDS is the study by (Maseno, Wang and Xing, 2022). The
objectives of their study focus on the weakness of algorithms used in HIDS, The metrics of evaluation and
the dataset used to evaluate such models. Similarly this study span from 2012 to 2023 but differs from their
study in

1. The number of studies selected for this study is 146 as compared to the previous study that used

111.
2. The second point is that the objectives of their study are different from the objectives of this study
as stated below

a) To determine the distribution of studies by a publisher from 2012 to 2023

b) To identify studies that have applied feature selection in their models

c) To determine the specific feature selection technique applied.

d) To identify studies that have handled imbalanced dataset

e) To determine the specific technique applied to handle imbalanced data

3.0 METHODOLOGY

This study adopted the approach of (Kitchenham and Charters, 2007; Brereton et al., 2007 cited in
Aldhaheri et al., 2020) in which the Systematic literature Review is divided into planning, conducting and
Reporting.
i Planning the Review consist of three main steps:
1. Identification of the need for the Systematic literature review
2. Define the research questions
3. Develop the research protocol
ii. Conducting the Review also consist of three-step
1. Selecting the studies
2. Define and apply quality assessment
3. Extracting and synthesizing the selected data
iii. Reporting the review consist of three main steps
1. Dissemination strategy specification
2. Report formatting
3. Report Evaluation.

3.1 PLANNING THE REVIEW
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In planning the review, one needs to look at the need for the Systematic Literature Review (SLR), the
research guestions to be addressed in the study and the definition of the protocols for the study.

3.2 IDENTIFICATION OF THE NEED OF THE SLR

A review of the literature reveals that there is only one work that has been done on a systematic review of
hybrid Intrusion Detection Systems. Even though their study exists the objectives of this study are different
from theirs. This study intends to find out studies that apply feature selection and dataset balancing
techniques in their proposed models. Their study on the other hand concentrate on trends in hybrid intrusion
detection systems and dataset used for those study and the machine learning algorithms. Since feature
selection and handling of imbalanced dataset form part of designing an intrusion detection system, it is
important to investigate the use of these key techniques since the use of these technigues will have an impact
on the results. Successful completion of this study will inform new and established researchers in the field
of intrusion detection systems which dataset balancing technique is likely to give a better result and which
feature selection technique will also make their model perform better. The studies that are discussed in this
study span from 2012 to 2022. In all 142 studies have been selected for this review.

The objectives of this study are:
To determine the distribution of studies by a publisher from 2012 to 2023
To identify studies that have applied feature selection in their models
To determine the specific feature selection technique applied in Step 2
To identify studies that have handled imbalanced dataset
To determine the specific technique applied to handle imbalanced data in Step 4

agkrwdE

3.3 RESEARCH QUESTIONS

The research questions addressed in this study include:

RQ1: What is the distribution of studies by a publisher from 2012 to 2023?
RQ2: How many studies have applied feature selection in their study?

RQ3: What are the feature selection techniques applied in these studies?
RQ4: How many studies have handled imbalanced datasets in their model?
RQ5: What are the exact techniques applied to handle an imbalanced dataset?

3.4 CONDUCTING THE REVIEW

Conducting the review starts with the selection of the studies, followed by quality assessment and finally
the extraction and synthesizing of the selected data.

3.5 SEARCH PROCESS

To obtain relevant research papers for this study, the following search string was inserted into google
scholar, IEEE database, Wiley database, Sage database, Science Direct, Springer, Emerald ACM and
MDPI

1. Hybrid Intrusion detection review

2. Hybrid Anomaly detection review

3. Hybrid Intrusion Detection Survey

4. Hybrid Anomaly Intrusion Survey
This search showed some articles. Those articles have been used in the introduction part of the work to
explain the concepts of intrusion detection systems. However, when the search string changed from review
to systematic review as stated below there was only one systematic review on HIDS by(Maseno, Wang and
Xing, 2022).

1. Hybrid Intrusion detection Systematic review
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2. Hybrid Anomaly detection Systematic review

3. Hybrid Intrusion Detection Systematic Survey

4. Hybrid Anomaly Intrusion Systematic Survey
A thorough search was therefore carried out using the following strings to obtain the required data for the
study

1. Hybrid Intrusion Detection System

2. Hybrid Anomaly Intrusion Detection System
The search used the above search input and the year was restricted between the period 2012 to 2023. A
total of 300 articles consisting of reviews, conferences and research articles were retrieved. Inclusion and
exclusion criteria were applied to reduce the number of articles to 146. The inclusion criteria and exclusion
was based on the following (i) only article from scientific journals and conferences and excluded those
without Journal or conference. (ii) Article that does not make use of publically available dataset in their
study was excluded. (iii) Include articles published in English Language and exclude articles published in
other languages. (iv) hybrid techniques using machine learning or deep learning and signature and anomaly
were included. Publishers from Elsevier, Springer, Wiley, IEEE, Emerald, Sage, Hindawi, ACM and MDPI
were included but other publishers were excluded.

3.6 QUALITY ASSESSMENT

QAR is applied to select studies. The quality assurance for this study is based on the following questions.
QARL: Are they clearly stated research objective?

QAR?2 : Are they measures to address data imbalance?

QAR3 : Is the experimental setup appropriate for the study?

QARA4 : Are findings presented in line with test results?

QAR5 : Has the author discuss issues of perfomance of the proposed method?

The criteria for scoring quality assurance questions are as follows

QARL: yes(Y), the author has clearly stated objective(s) = 1 , Partial(P) the author has partialy stated
objective(s) = 0.5 and no(N) the author has no objective(s) = 0.

QAR2: yes(Y) the author(s) addressed the issue of data inbalance = 1, no(N) the author did not address
the issue data inbalance = 0.

QARS3: yes(Y) the author included approapriate experimental setup = 1,partial(P) the author included a
partial experimental setup = 0.5 and (no) no experimental setup was included.

QARA4: yes(Y) the findings presented is inline with the text results = 1,no(N) the findings preseted is not
inline with the test results = 0.

QARS: yes(Y) the author discussed performance issues of the proposed System = 1, no(N) the author did
not discuss performance issue with the proposed System.

Papers that obtain a total score of 3.5 out of 5 is selected. In all 146 papers were selected based based on
the quality assurance measure.

Data Extraction

This step is when the data selected is used to answer the research questions. The Table 1 below shows the
data gathered for each study based on our inclusion and exclusion criteria.

Table 1: Selected articles of Hybrid Intrussion Detection Systems

SIN Title Publisher Reference
R1 Anomaly Based Intrusion Detection  IEEE (Chitrakar and
Using Hybrid Learning Approach of Chuanhe, 2012a)

Combining k-medoids Clustering
and Naive Bayes Classification

R2 Gravitational search algorithm Springer (Sheikhan and
optimized neural misuse detector Sharifi, 2012)
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R3

R4

R5

R6

R7

R8

R9

R10

R11

R12

R13

R14

R15

R16

R17

with selected features by fuzzy
grids—based association rules mining
Cascaded classifier approach based
on Adaboost to increase detection
rate of rare network attack categories
Anomaly Detection using Support
Vector Machine Classification with
k-Medoids Clustering

A Hybrid System for Reducing the
False Alarm Rate of Anomaly
Intrusion Detection System

Mining network data for intrusion
detection through combining SVM
with ant colony Wenying

A hybrid method based on Genetic
Algorithm, Self-Organised Feature
Map, and Support Vector Machine
for better Network Anomaly
Detection

Multi-layer hybrid machine learning
techniques for anomalies detection
and classification approach
Flow-based anomaly detection in
high-speed links using modified
GSA- optimized neural network

A novel hybrid intrusion detection
method integrating anomaly
detection with misuse detection
Distributed Denial of Service
Detection Using Hybrid Machine
Learning Technique

Adaptive Fuzzy Neural Network
Model for Intrusion Detection

A New Intrusion Detection
Approach using PSO based Multiple
Criteria Linear Programming

Seyed

An Integration of K-Means
Clustering and Naive Bayes
Classifier for Intrusion Detection
Feature Selection Based Hybrid
Anomaly Intrusion Detection System
Using K Means and RBF Kernel
Function

A hybrid method consisting of GA
and SVM for intrusion detection
system

Hybrid Evolutionary Algorithms for
Data Classification in Intrusion
Detection Systems Abdel-Rahman

IEEE

IEEE

IEEE

Elservier

IEEE

IEEE

Springer

Elservier

IEEE

IEEE

Elservier

IEEE

Elservier

Springer

IEEE

(Natesan,
2012)

Rajesh
(Chitrakar and
Chuanhe, 2012Db)

(Om, 2012)

(Feng et al., 2013)

(Vidyapeetham,
2013)

(Sayed et al., 2013)
( Sheikhan and
Jadidi, 2014)

(Kim, Lee and Kim,
2014)

(Barati et al., 2014)
(Kumar and Mohan,
2014)

(Mojtaba et al.,
2015)

(Varuna, 2015)

(Ravale,  Marathe
and Padiya, 2015)

(Rahmani et al.,
2015)

(Hedar et al., 2015)
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R18

R19

R20

R21

R22

R23

R24

R25

R26

R27

R28

R29

R30

R31

R32

A Global Hybrid Intrusion Detection
System for Wireless Sensor
Networks

An effective combining classifier
approach using tree algorithms for
network intrusion detection

A Hybrid Approach to Reducing the
False Positive Rate in Unsupervised
Machine Learning Intrusion
Detection

Distributed-Intrusion Detection
System using combination of Ant
Colony Optimization (ACO) and
Support Vector Machine (SVM)
Anomaly Detection Based on Profile
Signature in Network Using Machine
Learning Technique

Improving K-Means Clustering
Using

Discretization Technique in Network
Intrusion Detection Syst

A hybrid Deep Learning Strategy for
an Anomaly Based N-IDS

An Analysis of Random Forest
Algorithm Based Network Intrusion
Detection System

ML-IDS: A Machine Learning
Approach to Detect Wormhole
Attacks in Internet of Things
Intrusion detection model using
fusion of chi-square feature selection
and multi class SVM

A semi-supervised Intrusion
Detection System using active
learning SVM and fuzzy c-means
clustering

A novel hybrid anomaly based
intrusion detection method

An effective network attack
detection method based on kernel
PCA and LSTM- RNN

A hybrid technique using binary
particle swarm optimization and
decision tree pruning for network
intrusion detection

An Efficient Fuzzy-Based Hybrid
System to Cloud Intrusion Detection

Elservier

Springer

IEEE

IEEE

IEEE

IEEE

IEEE

IEEE

IEEE

IEEE

IEEE

IEEE

IEEE

Springer

Springer

(Maleh et al., 2015)
(Kevric, Jukic and
Subasi, 2016)

(Landress, 2016)

(Wankhade, 2016)

(Atefi, 2016)

(Network, 2016)

(Mendjeli, 2017)

(Aung, 2017)
(Shukla, 2017)
(Thaseen and

Kumar, 2017)

(Kumari, 2017)

(Qazanfari, 2017)

(Meng et al., 2017)

(Malik and Kbhan,
2017)

(Raja and Ramaiah,
2017)
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R33

R34

R35

R36

R37

R38

R39

R40

R41

R42

R43

R44

R45

R46

Enhancing effectiveness of intrusion
detection systems: A hybrid
approach

Anomaly Detection Approach using
Hybrid Algorithm of Data Mining
Technique

A Framework of Novel Feature Set
Extraction based Intrusion Detection
System for Internet of Things using
Hybrid Machine Learning
Algorithms

Intrusion Detection Using Multilayer
Perceptron and Neural Networks
with Long Short-Term Memory
Intrusion detection in network
systems through hybrid supervised
and unsupervised mining process - a
detailed case study on the ISCX
benchmark dataset -

Intrusion Detection System by Using
Hybrid Algorithm of Data Mining
Technique

An Efficient IDS Using Hybrid
Magnetic Swarm Optimization in
WANETSs

Anomaly-Based Network Intrusion
Detection System through Feature
Selection and Hybrid Machine
Learning Technique

Feature Reduction and Selection
Based

Optimization for Hybrid Intrusion
Detection System Using PGO
followed by SVM

Hybrid approach for intrusion
detection system

HIDCC: A hybrid intrusion detection
approach in cloud computing

Hybrid Internal Anomaly Detection
System for 10T: Reactive Nodes with
Cross-Layer Operation

Hybrid Intrusion Detection System
using K-means and K-Nearest
Neighbors Algorithms

Hybrid Intrusion Detection System
using K-means and Random Tree
Algorithms

IEEE

IEEE

IEEE

IEEE

Elservier

IEEE

IEEE

IEEE

IEEE

IEEE
Willey

Willey

IEEE

IEEE

(Subba, Biswas and
Karmakar, 2017)

(Gadal and
Mokhtar, 2017)

(Nivaashini and
Thangaraj, 2018)

(Borisenko et al.,
2018)

(Soheily-Khah,

Marteau and Bechet,
2018)

(Foroushani and Li,
2018)

(Sadiq et al., 2018)

(Pattawaro, 2018)

(Sagar, Shrivastava
and Gupta, 2018)

(Singh and
Venkatesan, 2018)

(Thanigaivelan,
Virtanen and
Isoaho, 2018)
(Aung, 2018a)

(Aung, 2018b)
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R47

R48

R49

R50

R51

R52

R53

R54

R55

R56

R57

R58

R59

R60

R61

A hybrid Particle swarm
optimization -Extreme Learning
Machine approach for Intrusion
Detection System

A hybrid intrusion detection system
based on ABC-AFS algorithm for
misuse and anomaly detection
RST-RF: A Hybrid Model based on
Rough Set Theory and Random
Forest for Network Intrusion
Detection

Network Intrusion Detection using
Supervised Machine Learning
Technique with Feature Selection
Hybrid Intrusion Detection System
Using Machine Learning Techniques
in Cloud Computing Environments
Evolving deep learning architectures
for network intrusion detection using
a double PSO

The Hybrid Technique for DDoS
Detection with Supervised Learning
Algorithms

Optimization of Network Intrusion
Detection System Using Genetic
Algorithm with Improved Feature
Selection Technique

Hybrid optimization scheme for
intrusion detection using
considerable feature selection

Using Machine Learning techniques
to improve Intrusion Detection
Accuracy

A Scalable and Hybrid Intrusion
Detection System Based on the
Convolutional-LSTM Network
TSE-IDS: A Two-Stage Classifier
Ensemble for Intelligent Anomaly-
based Intrusion Detection System
Hybrid Intrusion Detection System
Using Machine Learning Techniques
in Cloud Computing Environments

HML-IDS: A Hybrid-Multilevel
Anomaly Prediction Approach for
Intrusion Detection in SCADA
Systems

Efficient IDs for MANET Using
Hybrid Firefly with a Genetic
Algorithm

IEEE

Elservier

ACM

IEEE

IEEE

Elservier

Elservier

IEEE

Springer

IEEE

MDPI

IEEE

IEEE

IEEE

IEEE

(Ali etal., 2018)

(Hajisalem and
Babaie, 2018)

(Jiang and Lv, no
date)

(Taher, 2019)
(Tekeo, 2019)
(Elmasry, Akbulut

and Zaim ,2019)

(Hosseini and Azizi,
2019)

(Matel, Sison and
Medina, 2019)

(Karthikeyan, 2019)
(Zhang et al., 2019)
(Khan and Karim,

2019)

(Tama, Comuzzi
and Rhee, 2019)

(Aljamal et al.,
2019)

(Khan, Pi and Khan,
2019)

(Shona and Kumar,
2019)

10
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R62

R63

R64

R65

R66

R67

R68

R69

R70

R71

R72

R73

R74

R75

R76

A hybrid intrusion detection system
(HIDS) based on prioritized k-
nearest neighbors and optimized
SVM classifier

A new approach for intrusion
detection system based on training
multilayer perceptron by using
enhanced Bat algorithm

A Novel Intrusion Detector Based on
Deep Learning Hybrid Methods

A Novel Multimodal-Sequential
Approach Based on Multi-View
Features for Network Intrusion
Detection

A whale optimization algorithm-
trained artificial neural network for
smart grid cyber intrusion detection
An Intrusion Detection System
Based on

Convolutional Neural Network for
Imbalanced Network Traffic

A Hybrid Classifier Approach for
Network Intrusion Detection

A Hierarchical Hybrid Intrusion
Detection Approach in 10T Scenarios
A Hybrid Anomaly Classification
with Deep Learning (DL) and Binary
Algorithms (BA) as Optimizer in the
Intrusion Detection System (IDS)

A hybrid feature extraction network
for intrusion detection based on
global attention mechanism

A Hybrid Deep Learning Model for
Malicious Behavior Detection
Hybrid Intrusion Detection System
Based on Deep Learning

Hybrid Machine Learning For
Network Anomaly Intrusion
Detection

Intrusion Detection System based on
Hybrid Classifier and User Profile
Enhancement Techniques

A hybrid machine learning approach
for malicious behaviour detection
and recognition in cloud computing
Mahdi

Springer

Springer

IEEE

IEEE

Springer

IEEE

IEEE

IEEE

IEEE

IEEE

IEEE
IEEE

IEEE

IEEE

Elservier

(Saleh, Talaat and
Labib, 2019)

(Ghanem and
Jantan, 2019)

(Shizhao and
Tianbo, 2019)
(Heetal., 2019)

(Haghnegahdar and
Wang, 2019)

(Zhang, 2019)

(Arivardhini,
Alamelu and
Deepika, 2020)
(Bovenzi et al.,
2020)

(Atefi, 2020)

(Chen, 2020)

(Xu et al., 2020)

(Azawii and Lateef,
2020)
(Chkirbene et al.,
2020)

(Pokharel, 2020)

(Rabbani et al.,
2020)
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R77

R78

R79

R80

R81

R82

R83

R84

R85

R86

R87

R88

R89

R90

New Hybrid Method for Attack
Detection Using Combination of
Evolutionary Algorithms, SVM, and
ANN

Fuzzy-Taylor-Elephant Herd
Optimization inspired Deep Belief
Network for DDoS Attack Detection
and comparison with state-of-the-arts
algorithms

A Hybrid Intrusion Detection System
Based on Decision Tree and Support
Vector Machine

An Efficient Intrusion Detection
Model Based on Hybridization of
Artificial Bee Colony and Dragonfly
Algorithms for Training Multilayer
Perceptrons

Cloud Intrusion Detection Method
Based on Stacked Contractive Auto-
Encoder and Support Vector
Machine

A Real-Time and Ubiquitous
Network Attack Detection Based on
Deep Belief Network and Support
Vector Machine

Machine learning and data mining
methods for hybrid 10T intrusion
detection

Hybrid Deep Learning: An Efficient
Reconnaissance and Surveillance
Detection Mechanism in SDN
Improving Attack Detection
Performance in NIDS Using GAN
An effect of chaos grasshopper
optimization algorithm for protection
of network infrastructure

Hybrid approach to intrusion
detection in fog-based loT
environments

Providing a Hybrid Approach for
Detecting Malicious Traffic on the
Computer Networks Using
Convolutional Neural Networks
An efficient XGBoost-DNN-based
classification model for network
intrusion detection system
Detection of anomaly intrusion
utilizing self-adaptive grasshopper
optimization algorithm

Elservier

Elsevier

IEEE

IEEE

IEEE

IEEE

IEEE

IEEE

IEEE

IEEE

IEEE

IEEE

Springer

Springer

(Hosseini,
Mohammad and
Zade, 2020)

(Velliangiri and
Pandey, 2020)

(Kumari, 2020)

(Ghanem et al.,
2020)

(Wang et al., 2020)

(Zhang et al., 2020)

(Ghazi, 2020)
(Malik et al., 2020)
(Li, 2020)
(Dwivedi, Vardhan
and Tripathi, 2020)

(Souza et al., 2020)

(Pakanzad, 2020)

(Devan and Kbhare,
2020)

(Shukla, 2020)
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R91

R92

R93

R94

R95

R96

R97

R98

R99

R100

R101

R102

R103

R104

R105

RNN-VED for Reducing False
Positive Alerts in Host-based
Anomaly Detection Systems
Detecting DDoS Attacks in
Software-Defined Networks Through
Feature Selection Methods and
Machine Learning Models
Cascaded hybrid intrusion detection
model based on SOM and RBF
neural networks

Hybrid intrusion detection and
signature generation using Deep
Recurrent Neural Networks
Intrusion detection system using
hybrid tissue growing algorithm for
wireless sensor network

A Hybrid Nested Genetic-Fuzzy
Algorithm Framework for Intrusion
Detection and Attacks

Network Intrusion Detection
Combined Hybrid Sampling With
Deep Hierarchical Network

A Hybrid Intrusion Detection System
for Smart Home Security

Faisal

An efficient flow-based multi-level
hybrid intrusion detection system for
software-defined networks

Hybrid Intrusion Detection System
Based on the Stacking Ensemble of
C5 Decision Tree Classifier and One
Class Support Vector Machine
Two-Stages Intrusion Detection
System Based On Hybrid Methods
Improved Intrusion Detection
Accuracy Based on Optimization
Fast Learning Network Model

A Hybrid Approach of ANN-GWO
Technique for Intrusion Detection
A Hybrid Data-driven Model for
Intrusion Detection in VANET

A Hybrid Data-driven Model for
Intrusion Detection in VANET
Hind

Hybrid Intrusion Detection System
for Detecting New Attacks Using
Machine Learning

IEEE

MDPI

Willey

Springer

Springer

IEEE

IEEE

IEEE

Springer

MPDI

ACM

IEEE

IEEE

Elsevier

IEEE

(Bouzar-benlabiod
et al., 2020)

(Polat and Polat,
2020)

(Almiani et al.,
2020)

(Kaur and Singh,
2020)

(Umarani and
Kannan, 2020)

(Elhefnawy,
Abounaser and
Badr, 2020)

(Jiang et al., 2020)

(Alghayadh and
Debnath, 2020)

(Latah and Toker,
2020)

(Khraisat et al.,
2020)
(Azzaoui, 2020)

(Ali and Aasi, no
date)

(Sharma and Tyagi,

2021)
(Bangui et al., 2021)

(Enigo, 2021)
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R106

R107

R108

R109

R110

R111

R112

R113

114

R115

R116

R117

R118

R119

R120

A Hybrid Machine Learning and
Data Mining Based Approach to
Network Intrusion Detection

A Novel Intrusion Detection Method
Based on WOA Optimized Hybrid
Kernel RVM

2021

A Novel Framework Design of
Network Intrusion Detection Based
on Machine Learning Techniques
An Online Network Intrusion
Detection Model Based on Improved
Regularized Extreme Learning
Machine

A Multi-Layer Classification
Approach for Intrusion Detection in
10T Networks Based on Deep
Learning

Feature selection using cloud-based
parallel genetic algorithm for
intrusion detection data classification
Serial and Parallel based Intrusion
Detection System using Machine
Learning

Hybrid semantic deep learning
architecture and optimal advanced
encryption standard key management
scheme for secure cloud storage and
intrusion detection

An Enhanced Intrusion Detection
System using Particle Swarm
Features selection techniques

A hybrid machine learning model for
intrusion detection in VANET

An Intrusion Detection System based
on PSO-GWO Hybrid Optimized
Support Vector Machine

A Hybrid Intrusion Detection System
Based on Scalable K-Means+
Random Forest and Deep Learning
An improved ensemble based
intrusion detection technique using
XGBoost

A hybrid machine learning method
for increasing the performance of
network intrusion detection systems
An edge based hybrid intrusion
detection framework for mobile edge
computing

IEEE

IEEE

Willey

IEEE

MPDI

Springer

IEEE

Springer

Elsevier

Springer

IEEE

IEEE

Willey

Springer

Springer

(Singhal et al.,
2021)

(Gao, Yue and Wu,
2021)

(Zhang et al., 2021)

(Tang and Li, 2021)

(Qaddoura et al.,
2021)

(Kec, 2021)

(Das, 2021)

(Prabhakaran  and
Kulandasamy,

2021)

(Oluwaseun et al.,
2021)

(Bangui, 2021)

(Li, Zhang and

Wang, 2021)

(Liu, Gu and Wang,
2021)

(Bhati et al., 2021)

(Megantara and

Ahmad, 2021)

(Singh,
and
2021)

Chatterjee
Satapathy,
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R121

R122

R123

R124

R125

R126

R127

R128

R129

R130

R131

R132

R133

R134

R135

R136

A Double-Layered Hybrid Approach
for Network Intrusion Detection
System Using Combined Naive
Bayes and SVM

SABADT: Hybrid Intrusion
Detection Approach for Cyber
Attacks Identification in WLAN
Real-Time Network Intrusion
Prevention System Based on Hybrid
Machine Learning

HCRNNIDS:Hybrid Convolutional
Recurrent Neural Network-Based
Network Intrusion Detection System
Building an efficient intrusion
detection system using grasshopper
optimization algorithm for anomaly
detection

MTH-IDS: A Multi-Tiered Hybrid
Intrusion Detection System for
Internet of Vehicles

Hybrid Classification for High-
Speed and High-Accuracy Network
Intrusion Detection System
Intrusion Detection System Based on
Hybrid Hierarchical Classifiers
Network Intrusion Detection Using
Hybrid Machine Learning Model

Design and Development of RNN-
based Anomaly Detection Model for
I0T Networks

XGBoosted Misuse Detection in
LAN-Internal Traffic Dataset

Deep Generative Learning Models
for Cloud Intrusion Detection
Systems

Cyber Threats Detection in Smart
Environments Using SDN-Enabled
DNN-LSTM Hybrid Framework

A Robust Adaptive Intrusion
Detection System using Hybrid Deep
Learning

An Efficient Network Intrusion
Detection and Classification System
Towards SDN-Enabled, Intelligent
Intrusion Detection System for
Internet of Things (loT)

Mohammed

IEEE

IEEE

IEEE

MPDI

Springer

IEEE

IEEE

Springer

ACM

IEEE

IEEE

IEEE

IEEE

IEEE

MDPI

IEEE

(Wisanwanichthan
and Thammawichai,
2021)

(Puetal., 2021)

(Seo and Pak, 2021)

(Khan, 2021)

(Dwivedi, Vardhan
and Tripathi, 2021)

(Yang, Moubayed
and Shami, 2021)

(Kim and Pak,
2021)

(Mohd, Singh and
Bhadauria, 2021)
(Mazumder et al.,
2021)

(Ullah, Mahmoud
and Member, 2022)

(Zhang, no date)

(Vuetal., 2022)

(Razib et al., 2022)

(Aravamudhan,
2022)
(Ahmad et al., 2022)

(Saleh et al., 2022)
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R137 Research on Intrusion Detection IEEE (Lietal., 2022)
Based on Neural Network Optimized
by Genetic Algorithm

R138 Optimized Deep Autoencoder Model |IEEE (Lahasan and
for Internet of Things Intruder Samma, 2022)
Detection

R139 An Intrusion Detection System for IEEE (Pitre, 2022)

Zero-Day Attacks to Reduce False
Positive Rates
R140 A hybrid approach Towards Efficient |EEE (Zhang et al., 2022)
and Accurate Intrusion Detection for
In-Vehicle Network

R141 Machine Learning Based Intrusion IEEE (Srikrishnan, Raaza
Detection Systems Using HGWCSO and
And ETSVM Techniques Gopalakrishnan,

2022)

R142 Feed-Forward Intrusion Detection IEEE (Aribisala,  Khan
and Classification on A Smart Grid and Husari,2022 )
Network

R143 A hybrid CNN+ LSTM-based ELSEVIER  (Can and Albayrak,
Intrusion detection system for 2023)

Industrial 10T networks
R144 Hybrid intrusion detection based on  Taylor and (Zhou, Zhang and

improved Harris Hawk optimization  Francis Liang, 2023)
algorithm
R145 Composition of hybrid deep learning MDPI (Henry et al., 2023)

model and feature optimization for
intrusion detection

R146 Optimization of Intrusion Detection  IEEE (Donkol et al.,
Using likely point PSO and 2023)
Enhanced LSTM-RNN hybrid
technique in communication
networks

4.0 RESULTS AND DISCUSSION

RQ1: What is the distribution of studies by publisher from 2012 to 2023?
A count on the number of article by a publisher was conducted and the Figure 4 below shows the distribution
of papers by such publishers. From Figure 4 , IEEE dominate as the publisher with the higest number of
papers. A total of 93 papers were obtained from IEEE Xplore database representing 65 percent of the total
studies selected for this work. The domination of IEEE could be due to researchers having full access to
IEEE Xplore database.It also means that IEEE has given young and comming reseachers the chance to
showcase their research skills through comferences. The other publishers that shared the rest of the 35
percent include:

1) Springer with 22 papers representing 15 percentage of the total papers selected

2) Elservier with 13 papers representing 9 percent of the total papers selected.

3) MDPI follows with 6 papers representing 4 percent of the total number of paper selected

4) Willey was fifth with a total of 5 papers representing 3.5 percent

5) ACM was the least with only 3 paper representing 2.1percent
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ACM Elsevier EEE MDPI Springer Willey
Publisher
Figure 4: Publisher vr the number of papers

RQ2: How many studies have applied feature selection in their study?

Ahmad et al. (2022) argued that feature selection involve the reduction of computational cost by removing
features that have no effect on target variable.

Many researchers have agreed that feature selection which form a major part in any classification problem
is essential to obtaining accurate results. For instance (Kec, 2021) stated that in order to build a complex
model on top of dataset,feature selection is an important step in machine learning and statistics. Feature
selection is critical in improving machine learning agorithms and the building of HID models (Gadal and
Mokhtar, 2017). In view of the impotance of feature selection, this study tried to identify HIDS studies that
have applied feature selection in their research. Out of the 146 studies selected only 57 papers representing
39% applied feature selection in their study while 89 papers representing 61% did not carry out feature
selection. pThis means that those research that did not apply feature selection can be look at to improve on
the performance of those studies. The results of the study is represented in the Figure 5 below.

A careful analysis of the reviewed papers reveals that supervised feature selection techniques have lower
accuracy as compared to unsupervised feature selection techniques. For instance autoencoder which is a
unsupervised dimensionality technque performs better than Principal Component Analysis(PCA), a
supervised technique which is widely accepted by industry even under contaminated environment(Madani
and Vlajic, 2018). This means that to achive better results in terms of accuracy and low false alarm rate,
deep learning feature selection technques should be implemented.

Apart from deep learning another technique that have gain popularity is the use of hybrid feature selection
technique which consist of the use of more that one feature selection technigue to select efficient feature to
improve on the classification accuracy.This technique was implement by Ahmad et al.(2022) when the
suggested p-value and correlation measure as a means to build an Efficient network intrusion detection
system. Experimental results of their study suggested an improved performance as compared to using a
single technique. This study and similar studies by others point to the fact that using hybrid feature selection
technique can improve on IDS model performance.
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Figure 5: HIDS that have applied feature selection in their model

RQ3: What are the feature selection techniques applied in these studies?
There are several feature selection techniques that have been applied by various researchers in the selected
studies. This section take a look at those techniques.

Table 2: Studies and feature selection techniques applied

Technique Studies applying it Number
of
studies

Fuzzy Grid-Based Association Rule R2 1

Entropy Based Feature Selection R5,R29, R78 3

Genetic Algorithm(GA) R7,R11,R59,R61 4

Principal Component Analysis R8, R30,R35,R51,R60,R121,R141 8

Genetic Algorithm-Support Vector R16 1

Machine

Decision Tree(J48) R20 1

Chi-Square R27 1

Infomation Gain R34,R36,R38, R39,R43,R85,R120,R129 8

Attribute Average R40 1

Plants growth optimization R41 1

Correlation Based feature selection R48,R35,R145 4

Rough Set Theory(RST) and Correlation R49 1

Based Feature Selection

Support Vector Machine R50 1

Meta nodes R53 1

Naive Base R62 1

Crow Spam Optimization R73 1

Random Forest R74 1

GA-SVM R75 1

MGA-Support Vector Machine R77 1

Autoencoder R81,R116 2

Emsemble feature selection R86,R96,R138,R125 4

XGBOOST Score R89 1

Relief Agorithm R92 1
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Features important decision R119 1
FSAP R122 1
K-mean Sampling R126 1
P-value and correlation measure R135 1
Grey Wolf Optimization Search R142 1
Optimization and Enhanced translative

support vector machine

particle Swam Optimization R52,R31,R146 2
Improved harris Hawk optimization R144 1
algorithm

From the Table2 above, about 31 different feature selection methods were identified. The feature selection
methods that most researchers used in the selected studies are Information Gain and Principal Component
Analysis (PCA). These two methods have been used by 15 studies representing 30% of all the feature
selection methods that have been identified in this study. The rest are Emsembled feature selection,
correlation based feature selection and Genetic Algorithm, 4 studies each, Entropy based feature selection
and particle swam optimization 3 studies each and autoencoder recording 2 studies. The rest of the method
has been used just once.

RQ4: How many studies have handled imbalanced dataset in their model?

Khan, Pi and Khan (2019) investigated the effect of using dataset balancing technique in the design of
Intrusion Detection System. The outcome of their study revealed a significant increase in the performance
of their model. For instance, before applying dataset balancing technique the classification accuracy was
91% but after applying the dataset balancing technique the acuracy increased to 97%, precision also
increased from 92% to 98% and other metrics such as f-score and recall all saw an increase after balancing
the dataset. Similary,Kim and Pak(2021) presnted a study on Intrusion detection system that compared
Random forest classifier and Random forest with Smote which is a dataset balancing technique. The results
show an impresive performance for the Random forest +Smote. The outcome of these studies and many
other studies makes it imperative to analyse hybrid Intrusion detection systems that applies dataset
balancing technques in their study and those that have not. This study will create the awareness for season
researchers and up and coming ones in the field of IDS specifically HIDS to incoperate this important
technique in their studies to improve the performance of existing HIDS.

Out of the 142 studies reviewed 22 studies applied databalancing technique that represent 15% of the total
studies. This clearly shows that few researchers have taken the issue of imbalance dataset serously. This
results means that existing studies without this dataset balancing technique can be reconducted with an
appropriate dataset balancing technque for improved perfomance. The pie chart below shows the
distribution of studies that have used dataset balancing technique and those who have not.

m Dataset Balancing = Mo dataset balancing

Figure 6: Studies that have applied dataset balancing technique and those who have not

19



Scientific and Practical Cyber Security Journal (SPCSJ) 7(4): 1 — 35 ISSN 2587-4667 Scientific
Cyber Security Association (SCSA)

RQ5: What are the exact techniques applied to handle imbalance dataset?
Several methods exist for handling imbalance dataset. This section will list those techniques and the

studies associated with them.

Table 3: Studies and data imbalance handing techniques

Studies

Dataset Balancing Technique Applied

R2

Cascading method

R25,R35,R104,R115

Random Forest

R49,R121,R124,

Down Sampling

R60,R66,R85,R94,R110,R126,R127,R137

SMOTE

R67 SMOTE +Edited Nearest Neighbor
R97 SMOTE& One side-selection
R117 ADASYN

R130 Borderline SMOTE

R131 SMOTE, RF, Under Sampling

R98 Down and up Sampling

Down and up Sampling

SMOTE,RF,UnderSampling

Borderline SMOTE

ADASYN

SMOTEE: One side-selection

SMOTE +Editted Nearest Neighbour

SMOTE

Dataset Bakncing Technique

Down Sampling
Random Forest

Cascading method

o

|
|
|
|
|
|
|
|
|
|
!
1

2 3 4 ] G 7 8 9

Number of studies

Figure 6: Number of studies against dataset balancing techniques

From the Figure 6 the study identified ten(10) different data balancing techniques that have been applied
by different researchers. Out of these ten techniques SMOTE have been used by eight(8) different authors
to handle imbalance dataset. This makes SMOTE the most used dataset balancing technique in our selected
studies. Apart from that, few researchers have also combined SMOTE with other techniques to increase
the performance of the classical SMOTE. These studies include R67, R97, R130 and R131. After SMOTE
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the most used technique is Random Forest with 4 different authors applying it in our selected studies. Down
Sampling has also been used three times to handle imbalance dataset. The rest of the techniques have been
used once.

5.0 CONCLUTIONS AND RECOMMENDATIONS

The increasing interest of cyber security security expert on the use of hybrid intrusion detection system as
depicted by Table 1 is an indication that more effort need to be put in place to make them more efficient.
The efficiency can only be improved if the weakness of existing methods are are brought to the fore to
inform experience and novice researchers to analysze and find innovative solutions to address the weakness.
This study therefore perfectly addresses this need. The findings from this paper reveals that cyber security
research has shifted from using a single technique to the using of hybrid technique. Another technique
which has proven to improve the performance which most researcher did not include in their study is feature
selection. A critical analysis of the selected studies reveals most HIDS do not carry out feature selection
properly at the data preprocessing stage. Imbalaance dataset also represents a major setupback to improving
the perfomance of hybrid intrusion detecction system. Majority of our selected studies did not incoporated
dataset balancing techniques in their study. This study there recommend the use of proper feature selection
process, the use of dataset balancing tecnique to improve the perfomance of hybrid intruion detection
system.

1. This study therefore recommend that the 60% of studies that did not incoporate feature selection
can be reconducted for possible increase in performance

2. 75% of the studies selected did not apply dataset balancing technique in their work. Applying
dataset balancing technique can help improve the performance of those studies.

3. Studies that used supervised technique as feature selection technique can be reconducted using deep
learning or unsupvised feature selection techniques. Unsupervised technique can handle the high
volumes of traffic arriving at a computer network and therefore can be implemented in the real
word network environment.

4. The use of hybrid feature selection techniques should be implemented for improved IDS detection
accuracy.
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DETECTION SYSTEMS VIA OPTIMAL BOTTLENECK SIZE
OPTIMIZATION IN A TWO HIDDEN LAYER ARCHITECTURE
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ABSTRACT. Sensitive data processed, stored, and transmitted on a computer requires a mechanism to
protect it from unauthorized access. Several techniques have been proposed, including Intrusion
Detection Systems (IDS), to protect computer networks from attacks. Autoencoders, a deep learning
technique, have been explored by several researchers aiming to improve the performance of existing
IDS. Despite the significant improvements seen with the use of autoencoders, the issues of low detection
accuracy and high false alarm rates continue to be major problem. The architecture of a deep
autoencoder, including the number of layers, neurons, and the bottleneck, affects its performance. This
study is conducted to determine the optimal bottleneck size based on the architecture of a two-layer
autoencoder. The study utilizes the benchmark dataset NSL-KDD to train, test, and validate the model.
The experimental results from our proposed system reveal that the optimal bottleneck size for an
autoencoder is obtained by setting it to 60% of the size of the previous hidden layer.

KEYWORDS. Autoencoder, IDS, encoder, decoder, bottleneck
INTRODUCTION

The benefits of computer networks have attracted various organizations, including healthcare, banks,
educational institutions, security services, industry, transportation, hospitality, and individuals, to store
sensitive information online. However, the increasing rate and sophistication of attacks on these
networks pose a significant danger. Cybersecurity experts and academia have made considerable efforts
to enhance cybersecurity. Although progress has been made, addressing the rising threat levels requires
further attention. One extensively researched security technique is Intrusion Detection Systems (IDS).
IDS, by their nature, facilitate early detection, enabling prompt actions to mitigate attack severity.
According (Xu et al. 2021), IDS's ultimate goal is to classify network traffic as normal or malicious.
These systems are built using machine learning and deep learning techniques and can be categorized as
anomaly-based or signature-based IDS.

Signature-based IDS maintains a database of known attacks, comparing incoming network traffic
against this database. Anomaly-based IDS, conversely, establishes a normal profile and flags incoming
traffic deviating from this profile as an attack. Both approaches have strengths and weaknesses. For
instance, anomaly-based systems are prone to high false alarms but can detect novel attacks. Signature-
based IDS struggle to identify new attacks and require frequent database updates, making them
computationally expensive, but they have lower false alarm rates.

Another classification criterion for IDS is their implementation location. Network Intrusion Detection
Systems operate at the network level, monitoring data packets and classifying them as normal or
malicious. Host-based IDS involves installing software on individual systems for tracking purposes.

While various researchers have achieved substantial success with IDS techniques, the accuracy of
intrusion detection remains a significant research challenge. (Alam and Ahmed 2023; Logeswari, Bose,
and Anitha 2023; Kasongo 2023; Shukla and Kumar 2023; Ramasamy and Eric 2023; Pranto et al.
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2022; Makarand 2022; Hendi, Verawati, and Hardi 2022; Das 2022; Li et al. 2022; Garg, Kumar, and
Shyamasundar n.d.) have employed machine learning algorithms for IDS implementation, reporting
impressive results. However, machine learning has limitations, as confirmed by (Shone et al. 2018),
who emphasized the need for human expert interaction. To address this limitation, researchers are
turning to deep learning techniques, such as Autoencoders, which have shown promise in IDS research.
Several researchers (Schmidt 2020; Y. Song, Hyun, and Cheong 2021; Haripriya and Jagadeesh 2022;
Sabir, Ahmad, and Alghazzawi 2023; Almaiah et al. 2022; Shahid et al. 2019; Siddique et al. 2019;
Wang et al. 2022; Yu, Long, and Cai 2017; Zhang, Yu, and Li 2018)have recently explored Autoencoders
and reported impressive performance.

Autoencoders, as a deep learning technique, consist of three main components: the input, which
comprises the dataset; the encoder, which transforms high-dimensional data into a lower-dimensional
space; and the decoder, which converts the lower-dimensional space back to the output. The output is
exists. Figure 1 illustrates a standard autoencoder with two hidden layers.

(X) H1 H3 (Y)

Encoder Decoder

Figure 1: Autoencoder Architecture

Figure 1 illustrates that, when given an input of size X which is compressed into a lower dimension
of size H2 (where X > H2), the bottleneck is then converted to Y, which is approximately the size
of X. In anomaly detection systems like IDS, the autoencoder is typically fed with normal data, and
a threshold value is established. Subsequently, when the model is fed input containing both attacks
and normal data, any deviation from the threshold value is considered an abnormality or an attack.
This property makes autoencoders suitable for detecting zero-day attacks. However, the full
potential of autoencoders is not fully realized due to the lack of a generally accepted standard
architecture for the latent space or bottleneck, resulting in lower detection accuracy.

(Y. Song, Hyun, and Cheong 2021) conducted a study aimed at analyzing the impact of the
dimension of the latent space on the model's performance. However, their study did not identify the
optimal latent size that would lead to higher model performance. This absence of a suggested
optimal latent size often results in a trial-and-error approach, which is time-consuming and delays
the practical implementation of deep autoencoders.

The contributions of this study include:

1. Designing and implementing various latent space sizes for a two-hidden-layer autoencoder.
2. Suggesting an optimal latent space size to expedite the practical implementation of
autoencoders for IDS.
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The rest of this work is divided into four main sections. Section 2 reviews related literature. Section
3 outlines the methodology used to implement the proposed system. Section 4 covers the results
and discussion. The final section presents the conclusion.

2.0 Literature Review

(Mirsky et al. 2018) conducted a study introducing Kitsune, a neural network-based Network
Intrusion Detection System (NIDS) designed for efficiency and plug-and-play deployment. Kitsune
achieves this through efficient tracking of network behavior across channels and utilizes an
ensemble of autoencoders known as KitNET for anomaly detection. The study focuses on the online
machine learning process of the framework and evaluates its performance in terms of detection
accuracy and runtime efficiency.

The authors highlight that KitNET, an online algorithm, exhibits competitive performance
comparable to batch or offline algorithms and, in some cases, outperforms them. Notably, the
algorithm's efficiency is demonstrated by its ability to operate on a single core of a Raspberry Pi
device, with potential for even stronger CPUs.

(T. Song et al. 2019)presented a study that introduces the LSE-VAE (Latent Space Encoding
Variational Autoencoder) model as an innovative approach to sentence generation. By incorporating
distinct prior latent distributions tailored to different sentences and structuring the latent space based
on sentence similarity, the model effectively captures a substantial and informative latent
representation. The research evaluates the LSE-VAE's performance through a combination of
automated metrics and empirical analysis.

In comparison to the conventional Variational Autoencoder (VAE), the LSE-VAE exhibits superior
reconstruction capabilities, generating sentences of higher quality and greater diversity. Notably,
the latent space learned by the LSE-VAE maintains the desirable attributes of continuity and
smoothness observed in VAE-based latent spaces while further excelling at distinguishing sentences
with varying degrees of similarity. An intriguing aspect of the LSE-VAE model is its enhanced ease
of training, requiring fewer complex engineering strategies such as KL cost annealing. The
determination of hyperparameters is streamlined through analytical derivation, taking into account
factors such as latent variable dimensions and modeling requirements. This analytical approach
contributes to the model's practicality and ease of implementation.

In connection to the previous literature review, where Kitsune was introduced as a neural network-
based NIDS, both studies contribute to advancing their respective fields through innovative
modeling approaches. Just as Kitsune enhances intrusion detection through efficient autoencoder
ensembles, the LSE-VAE model elevates sentence generation with a specialized latent space
arrangement. The intersection of neural network methodologies across diverse domains underscores
the versatility and impact of deep learning techniques in addressing complex challenges.

(Sindian and Sindian 2020) also presented a study introducing a novel approach called the Deep
Sparse Autoencoder-based Approach with two hidden layers (EDSA) for feature extraction and
DDoS attack detection. The core objective of this research is to leverage autoencoders to extract
representative features from the CICDD0S2019 dataset, subsequently minimizing classification
errors and enhancing the accuracy of DDoS attack detection.

The empirical analysis conducted on the proposed EDSA technique demonstrates its remarkable
performance in terms of detection accuracy. A significant improvement is observed when compared
to other network models across various performance indicators, including accuracy, detection rate,
precision, and specificity. Notably, the false positive rate is considerably reduced, underscoring the
effectiveness of the EDSA method. For the CICDD0S2019 dataset, the proposed technique achieves
an impressive 98 percent detection accuracy and a minimal 1.4 percent false positive rate. Their
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study's findings suggest the potential for further enhancements and exploration. The authors
propose the incorporation of recent computer algorithms like K-means clustering, potentially
introducing additional layers within the Sparse Autoencoder (SAE) structure to further reduce
feature dimensions. Furthermore, the study envisions the application of alternative classification
algorithms beyond the scope of the current research.

In (Sindian and Sindian 2020), a study is proposed autoencoders as a powerful tool for capturing
underlying factors in various types of datasets. Autoencoders' latent representations have been
extensively studied in the context of facilitating interpolation between data points by decoding
convex combinations of latent vectors. However, this interpolation process often results in artifacts
or unrealistic outcomes during the reconstruction phase. The authors contend that these
discrepancies arise from the structure of the latent space and the inherent deviation of naively
interpolated latent vectors from the actual data manifold.

In response to these challenges, the paper introduces an innovative regularization technique aimed
at reshaping the latent representation. This regularization strategy strives to align the latent manifold
with the training images, ensuring consistency and fidelity. Moreover, the technique promotes
smoothness and local convexity within the manifold, addressing the issues associated with
interpolation artifacts and unrealistic outcomes.

The proposed regularization technique not only facilitates accurate interpolation between data
points, as evidenced in the study, but also serves as a versatile approach to combat overfitting.
Furthermore, it offers the potential to generate new samples for data augmentation, showcasing its
broader applicability in enhancing dataset diversity and model generalization.

This research contributes to the field of autoencoders by addressing a critical concern in latent space
interpolation. By refining the latent manifold's structure, their study presents a robust solution that
advances the quality and realism of interpolation results. Additionally, the regularization technique's
versatility in preventing overfitting and generating augmented data underscores its practicality and
significance in diverse machine learning applications.

(Xu et al. 2021) introduced a study that presents a novel 5-layer autoencoder (AE)-based model
designed to enhance the detection of anomalous network traffic. The development of this model is
informed by a thorough and meticulous examination of key performance indicators and their impact
on detection accuracy within an AE framework. Through a rigorous evaluation, the authors establish
that the proposed S5-layer architecture, combined with an innovative data pre-processing
methodology and specific loss metrics, yields optimal results in terms of accuracy and detection
precision.

Central to the success of the proposed model is the use of Mean Absolute Error (MAE) as the basis
for the reconstruction loss function. The authors highlight how this choice of loss metric contributes
to improved accuracy in network anomaly detection.

The optimized 5-layer architecture, with carefully determined numbers of neurons in hidden and
latent layers, outperforms alternative model architectures. The evaluation is conducted on the NSL-
KDD dataset, where the proposed model achieves impressive performance metrics, including
accuracy, precision, recall, and F1-score.

Their study acknowledges the adaptability of the model beyond the specific dataset used for
training. While currently focused on NSL-KDD, the proposed model demonstrates an ability to
recognize abnormal network traffic patterns effectively. Future plans include testing the model's
generalizability across different intrusion attack samples and datasets from diverse applications,
such as Android-based malware and medical annotations. The authors also express a commitment
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to expanding their work to encompass multi-class classification and assessing the model's
performance in real-world operational network environments.

(Y. Song, Hyun, and Cheong 2021) explored the domain of intelligent Network Intrusion Detection
Systems (NIDS) and their application of deep learning techniques to counteract the evolving
landscape of network attacks. The focus is on leveraging autoencoders as a means to effectively
identify new attack patterns and mitigate the challenges posed by the labor-intensive labeling of
data. While autoencoders prove adept at detecting unknown attack types, the process of fine-tuning
model architecture and hyperparameters to achieve optimal detection performance can be a
resource-intensive endeavor, potentially hindering the practical implementation of autoencoder-
based NIDS.

To address this challenge, the study takes a rigorous approach by investigating autoencoders using
established benchmark datasets, including NSL-KDD, [oTID20, and N-BaloT. The research
systematically explores multiple combinations of model structures and latent sizes within a simple
autoencoder framework. Through this thorough evaluation, the article sheds light on the critical role
that the latent size of an autoencoder model plays in influencing the performance of an Intrusion
Detection System (IDS).

(Xu et al. 2021)delves into the challenges posed by the emerging paradigm of the Internet of Things
(IoT), which, while offering numerous benefits, is susceptible to cyberattacks due to its resource-
constrained and heterogeneous nature. Successful network intrusions in IoT networks can have far-
reaching consequences, compromising valuable consumer and industry information. To counteract
these security challenges, the article introduces a novel approach: a lightweight deep autoencoder
(DAE)-based cyberattack detection framework.

The efficacy of the proposed framework is substantiated through evaluation using two standard and
open-source datasets: NSL-KDD and UNSW-NBI15. In both binary class and multi-class scenarios,
the proposed DAE achieves impressive accuracies, attaining 98.86% and 98.26% for NSL-KDD,
as well as 99.32% and 98.79% for the UNSW-NBI15 dataset.

To establish the robustness of the approach, the article compares the performance of the proposed
attack detection framework with several state-of-the-art intrusion detection schemes. The
experimental results underscore the promising nature of the proposed scheme in effectively
detecting cyberattacks within loT networks.

The concept of latent space and architecture serves as a fundamental thread connecting the reviewed
articles. Latent space refers to a compressed and abstract representation of data that captures
underlying patterns and features. Architecture, on the other hand, refers to the design and structure
of neural networks used to model and manipulate data.

Both (Y. Song, Hyun, and Cheong 2021; Xu et al. 2021) underscore the importance of optimizing
neural network architectures to achieve desired outcomes. (Y. Song, Hyun, and Cheong 2021)focus
on autoencoder-based NIDS, emphasizing the need for careful architecture design to achieve
optimal intrusion detection performance. Similarly, (Xu et al. 2021) meticulously explore various
architectural configurations to develop an effective model for detecting anomalous network traffic.
In both cases, the architecture's structure and design choices influence the characteristics of the
latent space, which, in turn, impacts the model's performance.

In summary, latent space and architecture are central concepts that interplay across the reviewed
articles. Whether in the context of anomaly detection, sentence generation, model optimization, or
regularization, the design choices made in constructing neural network architectures directly impact
the nature and quality of the latent space representation, ultimately influencing the effectiveness
and performance of the models in their respective domains.
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The perspectives of these authors suggest that much more attention needs to be paid to the issue of
latent space to achieve optimal performance of IDS. In view of this, the next section of this study
will clearly outline the processes, procedures, and tools necessary to implement a study aimed at
obtaining an optimal latent space that will consistently guarantee impressive performance of an
autoencoder. These findings will help improve the detection accuracy of current and existing IDS.

3.0 Methodology
3.1 Autoencoder

The model designed for this study is the autoencoder for Network Intrusion Detection. The
autoencoder is a deep learning algorithm that takes input data (X) and compresses it to a lower
dimension known as the bottleneck (B) in a process known as encoding. The bottleneck is then used
to reconstruct the output (Y) in a process known as decoding.

Input (X) h1 Bottleneck (h2) h3 Output(Y)

Encoder Decoder

Figure 2: Autoencoder model
X: Input (input features)
Y: Reconstructed output data
h2: bottleneck
f: activation function for the encoder
g: activation function for the decoder

The autoencoder goal is to learn a mapping X to Y such that the reconstructed output Y is as close
as possible to the input data X. The architecture consists of an encoder and a decoder

1. Encoder

The encoder function takes the input X and maps it to hidden representation h2 via two hidden

layers:
BT = (WL XADL) o e (1)
B2 = (W2 XAD2) et 2)
Where:

W1 represent the weight of the first hidden layer
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b1 represent the bias of the first hidden layer

W2 represent the weight of the Second hidden layer

B2 represent the weight of the second hidden layer

The decoder function maps the bottleneck h2 to the reconstructed output Y

Via two hidden layers:

H3 = £ (W22 D) oo e e, 3)
Y = (W2 3 D) o 4)
Where:

W2: Weights of the first hidden layer of the decoder
B2: bias of the first hidden layer of the decoder

W2: Weights of the second hidden layer of the decoder
B2: bias of the second hidden layer of the decoder
Loss Function

This study made use of the mean square error (MSE to measure the difference between the input X
and the reconstructed output Y and this is represented mathematically as

MSE (X, Y) :% T XY 0) e (5)

3.1: Our propose System

The primary objective of this study is to investigate how the architecture of an autoencoder influences
the performance of an Intrusion Detection System (IDS). Specifically, the study focuses on determining
the optimal bottleneck size that leads to improved IDS accuracy. The study employs a two-hidden-layer
autoencoder for its investigation. The research plan involves conducting two experimental setups to
achieve this goal.

In the first experimental setup, a constant number of 50 neurons is maintained in the first hidden layer,
while the last hidden layer (bottleneck) is varied. The values considered for the bottleneck size include
40, 30, 20, and 10. The outcomes of this setup will provide insights into the impact of varying bottleneck
sizes on IDS accuracy and guide the subsequent steps in the investigation.

It is worth noting that this study introduces a unique approach distinct from prior research on the same
topic. Previous studies have explored whether the bottleneck size influences model performance but
have not delved deeper to ascertain the optimal bottleneck size for achieving superior model
performance. For instance, a study by Song, Hyun, and Cheong (2021) conducted a similar investigation
but primarily focused on assessing the effect of the bottleneck size on model performance.

In summary, this study aims to contribute to the existing body of knowledge by not only examining the
influence of bottleneck size on IDS model performance but also determining the precise bottleneck size
that leads to optimal performance. This refined approach will provide valuable insights into designing
more effective autoencoder architectures for intrusion detection.
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Dataset

Bottleneck loop
through the array of
value:10,20,30,40

Figure 3: Preliminary setup to obtain optimal bottleneck value

In the Figure 3 above, the detection accuracy is recorded for each value in the array, and the value
that yields the highest accuracy is chosen. This selected value is subsequently utilized as a seed
value to conduct the next experimental setup, aiming to determine the suggested optimal bottleneck
value for a two-hidden-layer autoencoder designed for Network Intrusion Detection. The next setup
involves obtaining three values, represented as X + 5, as illustrated in the Figure below.

Dataset

Bottleneck loop through
the array of value:X-5, X
and X+5

Figure 4: Setup to obtain optimal bottleneck value

The first component for our proposed system is the dataset. These datasets are used for training and
testing the proposed system. The datasets include the CIC-IDS2017, and NSL-KDD. The sections
below take a detail look at each of them.

3.3 Datasets
3.3.1 NSL-KDD dataset

The NSL-KDD dataset is a well-known IDS dataset that is extensively employed by numerous
researchers to validate their models. Its frequent utilization simplifies the process of comparing research
outcomes with those of prior studies. According to (Tavallaee et al., 2009), NSL-KDD was developed
to address the inherent issues associated with the KDDCup99 dataset. NSL-KDD remains relevant in
contemporary research due to its capacity to yield consistent results, facilitating effective comparisons
with other studies. This advantage stems from the dataset's balanced distribution of training and testing
records, allowing for the entire dataset to be used without necessitating the selection of a randomly
chosen subset. NSL-KDD encompasses four attack classes and a normal class. The instance counts per
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class are presented in Table 1, while Table 2 provides an overview of the attack types and categories
present within the NSL-KDD dataset.

Table 1:Classes and number of instances in NSL-KDD dataset

S/N CLASS NO OF INSTANCE
1 R2L 52(0.04%)

2 U2R 995(0.78%)

3 probe 11656(9.25%)

4 DoS 45927(36.47%)

5 Normal 67343(53.46%)

Table 2: Types and categories of attacks in NSL-KDD dataset

TYPE OF ATTACK | CATEGORIES OF ATTACK

Probe N map, Portsweep, Satan, saint(6), Mscan

DoS Worm (10), Back, Land Neptune, Process table, Udpstorm,Pod, Teardrop,
Smurf, Apache 2.

U2R Load Module,Perl, Sql attack, Buffer_overflow, Rotkit,Xterm ,Ps(7)

R2L Spy, Xlock,Guess_Password, Ftp_write, Httptunnnel, Named(16), Pht,

Multihop, Ftp_write, Send fmail, Name(16), Xsnoop, Waremaster, Snmp
guesss, Snmp getattack

3.4 Data preprocessing
3.4.1 One hot encoding

The proposed systems AE-LSTM cannot directly process NSL-KDD, dataset in its original form. The
one-hot- encoding is used to transform the non-numeric features into numeric feature for the AE to
process it. NSL-KDD dataset has 38 numeric features and three non-numeric features. The nonnumeric
feature such “protocol-type”, “flag” and “service” need to be converted into numeric format.

1. The first non-numeric feature to be converted into numeric feature is the protocol-type. The
protocol type has three main attributes namely the ‘TCP’,”UDP’ and ‘ICMP’ which are
encoded as follows as shown in Table 3.

Table 3: converting non-numeric features to numeric features

Protocol-type TCP UDP ICMP
encoded 1,0,0 0,1,0 0,0,1

Next, the “flag” and “service features” are converted into numeric features. The service feature has
seventy (70) different attributes and so by using the same method in the step (i) above each attribute of
service feature is mapped to 70 distinct binary attributes. Similarly, the flag feature also has 11 different
attributes and is also converted into numeric features by mapping it to 11 distinct binary attributes. As
result of this transformation, the 41 features of NSL-KDD dataset are transformed into 112 distinct
features.
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3.4.2 Normalization

The datasets are first normalized to enhance the performance and reliability of our model by converting
all numeric columns to a common scale. The equation three (3) below shows how the min-max
technique is used to perform the normalization task.

.G 11110740 G111 o F (6)
Were
y = new value of each entry
Min = minimum value for each data points
Max = maximum value for each data points

A similar process is also used to prepare the CIC-IDS2017 dataset for the autoencoder learning
algorithm.

3.4.5 Data Splitting

The data that has been transformed is then split into the ratio 75:25 for training and testing
respectively.

3. 5 Metrics of evaluation

Intrusion detection systems performance is evaluated based on a number of metrics including the
accuracy, precision, F1-score and Recall. The others are:

True positive: correctly classified attacks in a data sample

True Negative: Normal traffic in a data sample that has been correctly classified as Normal

False positive: Normal traffic in data sample wrongly classified as an attack

False negative: Malicious traffic in a data sample that has been wrongly classified as Normal

The metrics are calculated as follows:

Accuracy measures: the total number of data samples correctly classified as true positive or true
negative. Higher accuracy for the balanced dataset is an indication of good performance. The Equation
7 below shows how accuracy is calculated.

TP+TN

AccUracy (ACC) = @)

TP+TN+FP+FN

Recall which is also called true positive rate is the proportion of correctly predicted positive instances
of a class to the overall instance of the same class. A higher recall rate that ranges from 0 to 1 indicates
a better model performance. The Equation 8 below shows how the Recall is calculated

RECAIl = o (8)

TP+FN

Precision is the ratio of positive instances that are correctly predicted to the ratio of all predicted samples
for a class. Recall and Precision are always paired when evaluating model performance. The Equation
9 below shows how the precision is calculated

o e TP
PreciSion = .. &)
TP+FP
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F1-score is computed by taking the harmonic mean of precision and recall. F1-score normally calculates
the tradeoff between precision and recall. F1-score is calculated as shown in equation 8 below

Precision*Recall

FloSC00re = 2 % ————————— (10)

Precision+Recall

3.6 Experimental setup

The experimental results were obtained using the following specifications to construct the model in
Python on the Google Colab platform, utilizing a CPU processor. The number of epochs was set to 100,
and the batch size was set to 500. For the activation function, the ReL U activation was employed for
both the encoding function and the hidden layers of the decoding function. Subsequently, the softmax
function was utilized as the output function.

The experimental setups were executed with a two-hidden-layer architecture, where the first layer was
kept at a constant size of 50 units. In each setup, the latent space was varied using array elements 10,
20, 30, and 40, maintaining the ratio 50:10, 50:20, 50:30, and 50:40, respectively. A distinct model was
built for each configuration, and the corresponding results were recorded. Notably, to ensure consistent
results, each setup was executed only once, thereby preventing interference from previous runs.

The primary objective of these experiments was to determine the optimal latent space size that leads to
the highest accuracy for intrusion detection. This optimal latent space size, denoted as X, was identified.
To further refine the architecture, latent space sizes of X-5, X, and X+5 were generated. These new
configurations were then explored to derive the most optimal bottleneck size, aiming to enhance the
performance of the intrusion detection system using a deep autoencoder.

This investigation targeted two benchmark datasets, namely NSL._KDD and CIC-IDS2017. By varying
the latent space size and analyzing the resulting accuracy, the goal was to pinpoint the most suitable
position within the array of elements. This "best" latent space size, represented by X, served as a
foundation for subsequent analyses to fine-tune the architecture for improved intrusion detection
capabilities.

4.0 Results and discussion
4.1 Preliminary Results and Latent Space Correlation:

The preliminary experimental results (Table 4 and Table 5) provide an initial glimpse into the impact of
different latent space sizes on intrusion detection system performance. Notably, latent space size 30
consistently emerges as a high-performing configuration across both the NSL-KDD and CID-IDS2017
datasets. This observation is intriguing, as it aligns with the previously proposed hypothesis: the optimal
latent space size should be around 60% of the preceding hidden layer's size. This alignment hints at the
potential validity of this latent space correlation. Figure 5 and Figure 6 below show the pictorial view
of the results from the preliminary study.

Table 4: Result of Preliminary experimental for NSL-KDD dataset

Model Accuracy | TPR FPR Precision Recall F1-Score
50,10,50 | 84.86% 76.0% | 0.065 92.12% 85.13% 88.48%
50,20,50 | 86.74% 85.2% | 0.070 92.20% 87.22% 89.64%
50,30,50 | 91.75% 88.0% | 0.073 92.55% 97.97.75% | 95.55%
50,40,50 | 75.32% 60.7% | 0.060 91.39% 81.00% 85.88%

Table 5: Result of Preliminary experimental for CID-IDS2017 dataset

Model Accuracy | TPR FPR Precision Recall F1-Score
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50,10,50 | 90.77 % 89.00% | 0.065 92.5714% 93.13% 0.928499
50,20,50 | 92.88% 93.50% | 0.070 93.0348% 96.22% 0.946006
50,30,50 | 95.98% 98.97% | 0.068 93.5710% 98.85% 0.964679
50,35,50 | 83.10% 87.02 0.060 92.5267% 88.00% 0.902066
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Figure 5: Bottlenecks vr metrics of evaluation for NSL-KDD dataset in preliminary study
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Figure 6: Bottlenecks vr metrics of evaluation for CIC-IDS2017 dataset in preliminary study
4.2 Final results for NSL-KDD Dataset

In the context of the NSL-KDD dataset, the results reveal intriguing trends. Latent space size 30 emerges
as a configuration that consistently maintains high accuracy, TPR, and F1-score values. The latent space
correlation's manifestation in the final results bolsters its validity and utility in architecting effective
intrusion detection systems. The Figure 7 Dbelow show clearly the various model
configurations(bottlenecks) and their performance for our final study using NSL-KDD dataset.

Table 6: Results for final Experimental study using NSL-KDD dataset

Model Accuracy | TPR FPR Precision Recall F1-Score
50,25,50 88.02% 77.00% | 0.067 91.9952% 94.34% 90.0352%
50,30,50 91.75% 88.00% | 0.073 92.3400% 97.97% 95.55%
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Figure 7: Bottlenecks vr metrics of evaluation for NSL-KDD dataset in Final study

4.3 Final results for CIC-IDS2017 Dataset

The findings from the CIC-IDS2017 dataset further substantiate the significance of the latent space
correlation. Latent space size 30 continues to exhibit exceptional performance, reflecting its potential
as a universal configuration guideline. The high TPR and F1-score values validate its effectiveness in
detecting true anomalies while maintaining a balance against false positives. Figure below provides the
pictorial representation for the various bottlenecks’ performances for our final study using CIC-

IDS2017.
Table 7: Results for final Experimental study using CIC-IDS2017 dataset

Model Accuracy | TPR FPR Precision Recall F1-Score
50,25,50 | 93.50% 0.92.66 | 0.087 0.920245 95.01% 0.934934
50,30,50 | 95.98% 0.9897 | 0.068 0.93571 98.85% 0.961381
50,35,50 | 94.12% 0.9426 | 0.091 0.917623 96.75% 0.941902
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Figure 8: Bottlenecks vr metrics of evaluation for CIC-IDS2017 dataset in final study
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4.4 Discussion
4.4.1 Impact on Intrusion Detection Systems:

The consistent success of latent space size 30 in both datasets underscores its effectiveness in boosting
the performance of intrusion detection systems. This result holds practical implications for system
architects and cybersecurity practitioners. It provides them with a concrete benchmark to guide
architecture design, ensuring enhanced accuracy and precision in detecting intrusions.

The latent space correlation, where the optimal latent space size is approximately 60% of the preceding
hidden layer's size, serves as a pivotal takeaway from this research. This empirical observation bridges
the gap between theoretical understanding and practical application, offering a valuable heuristic for
system designers aiming to optimize autoencoder-based intrusion detection systems.

The study's significance lies in its embodiment of the synergy between Al and security. By rigorously
testing and validating latent space configurations, this research demonstrates how Al techniques can be
harnessed to address pressing security challenges. The results showcase how Al-driven insights
translate into actionable strategies for enhancing cybersecurity measures.

While this study illuminates the latent space correlation's potential, future research could explore its
applicability to a broader range of datasets and intrusion scenarios. Additionally, investigating more
intricate autoencoder architectures and considering other neural network techniques could uncover
further optimization opportunities and contribute to the evolution of intrusion detection systems.

Armed with the findings, practitioners can confidently implement autoencoder architectures with latent
space sizes around 60% of the preceding hidden layer's size. This practical application of research
contributes directly to improving the robustness and efficiency of intrusion detection systems in real-
world scenarios.

5.0 Conclusion

Finally, the constant success with a latent space size of 30 found in both datasets highlights its
effectiveness in improving intrusion detection system performance, offering system architects and
cybersecurity practitioners a concrete benchmark. The optimal size of the identified latent space
correlation is about 60% of the size of the previous hidden layer. This is an important finding that
connects the theoretical and practical domains and provides a useful heuristic for system designers who
want to optimize autoencoder-based intrusion detection systems. The study shows how Al techniques,
through thorough testing and validation of latent space configurations, may address urgent security
concerns and convert into beneficial outcomes. It also represents the successful synergy between Al and
security. practical methods for strengthening cybersecurity defenses. While shedding light on the latent
space correlation's potential, further research opportunities include investigating how well it applies to
various datasets and intrusion scenarios, investigating more complex autoencoder architectures, and
taking into account alternative neural network techniques to find even more optimization opportunities
for the development of intrusion detection systems. Equipped with these discoveries, professionals can
safely execute autoencoder structures with latent spaces around 60% larger than the previous hidden
layer's size, so directly enhancing the resilience and effectiveness of intrusion detection systems in
practical scenarios.
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39983009 F9g3s60L boom

2 85369 300085 O®MIYL ,,0093@e* 5953L Bz9B0 LoLEHYs, Jobo FsFMEFIMOL s WsYgbgdOL F9dwgy, Ob

b6l LoLE Aol FoFMHFOSL 3MO3EHMAMIGOO TJNMEIOOL A50MYgbgdom. 530l F980 e 3OMYMTs 330bm3L

3l 09 3306000 OH™A 3OH03EHMAMIG00 olswgd0 J0300M™ S ogdonmmm Bz9bo LolEgds;

3 Structured Query Language - b&®99&mm0B9dmmo dmmbmgbgdol 96s, Gmdeol sbds®gdomsg 89lsdmgdgmos

3mbo3g0ms dsHgdMIb famds s 0g dgbsbaro 0bxzm®Iszo0m Fsbodwmaomgds. SQL séol ANSI-U@sbost@o

(American National Standards Institute);

4 85369 3085, LsDosbM 3HMEMeds (0byer. malware) — yggws 08 3GMyM>IoL Lobgwfimgds, HG@Bgeos

BOOWMAL  Im03m3mL  356mbo s Mo Lobdzomgdmwo gHgdol Lsdmewgdoo fizmds dbbgzg3wol

300309BHODBY 96 3OMaMss, MMIgoi 80BsbT0TsMMEs© Mol Fgddbowo 0dobsmzgol, GMI s36mL
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5. 9mdgz9egdmeo Ggdbmemyos — 89360 b039OLOEYGH0, Lolfagwm - 33eg30m0 396GMO s
WHdMEMSGHMOM05 04gbgol dmdzgergder 3gdbmermyosl, Mg 30096M393H939008 d0dsMron Foo
30093 IBOM ©oE39L ©s JfigzesEl beol. 36MmaMsdrwo bOE3gEymBol Mbosg
900 gobsbergdol  4sdmGH™MZgded dgodergds MmMABODI30s 30I3 MBOM  OIY(33)EO
3obomU.

MmO 04m 5060dbmEo bgsslibgs 439460l eg®mmdgdo 300 mdgb 33¢093930L Bo@e®mgdols s
39092900l d9globgd 0bxzm®To300L IM3Mm39dsL s 58 BoBbom, sBHoMEs© 094gbadgh 353969d0L
9mdLobwyMgdsl, sbmMEogmgdgh 30096393H9390L. gb 3MMEILO bLZMMNMYII0M M35¢Tolszgdo 0ym
396qgdool 39Mm0Mm@©Ad0, GMEs 33¢93000 395GHMIO0 O WHBMESGHMOM09dO0 5dE0IMS© dMTomdbyb
36OHMboL LHoboswdgym Fo9wols s 35d30bol 890w9dsgz9d5bg.

59 3Mmbom, 45056 5JEH0OHMIBID 353900 ¥ABIO0 M MgMOL BJOIMSF00B, HMIGdTS3
39bobmM 3099l M58m©gbodg 30890393935 OO dMOEFEHBIMOL, FJaMmgdMwo TBHoGJdOLS
39bsooll COVID — 19 33w93000 (39636M9d%bg. Lsdozg J3994bol mzoEoswMo 306900 1930560,
3963b570530 gGHIWMEOE 50HgMb Lo 353900 XFMROL SJEHO3MD, Lobgwfimwgdom
APT 29, G090 91939 dmobligbogds Lobgwhimgdom “the Dukes” 56 “Cozy Bear.” gog®mosbgd«gero
Lo39BMb 30d9MMBGOMLMIdOL gMmgbrmo 396@®mol (NCSC) doge 259md39969dwgcmo 0bgmMdsizos
IG5  50HgOL OMLo 353900 XaIBOL  LoJdosbmdsl s FoELAbI®  SLsbgargdl
30636093 308900630963 s B3I MdIOL F)aMmgdo FESEJOOL, FogMHm0sbgdero
L539BMbY s 3965000l 35d3069d0L 330930 S 9b30MGOOL MMYBOBHE0gdOL F0dsM.
3569800l 3g9Mom©do, 2020 ferol ULgd@EHgddg@do dmbs 35390v9o ™e3slbAs Lado®Mmgzgerml
X9bo330L  LOLEYISDBY.  LodoOmzgurml  Jobogob  Loddgms  LodobolEGH®ML  0bxgm®dsgoom,
LodoMmm39mL X 9bso330L, IMHMIoLs s LME0SEMMO 330L LEAobOLEMMDBY MEbm 9399606
396bmOE0gw©s  3089M39B930.  300gMHMezILbIOL  dmsgzso  dobsbo  ogm  LodoboliEGmU
3B9BAH®OIMM0 535M5G0LS s dobo LAHMYIBHMOMO GOHMNYIMYWGIOL, Fo0d TMMOL O935EYISMS
3MbGHOHMOoLY O LEIBMYSMYOMH030 K S6IMMNIMBOL gBm3629o 396GOLS S HORIME WAL
3393000 (39630l ©™3dg6GHIools s 39Bgdools FsMrmzsHg 0o sMlgdMwo 360dzbgrrmgsbo
068m6O5300L 356Mmbm gHom Im3m3z90s s Jodmygbgds [2].

auL - b 36MdOm, 30896M53LLAOL FJEYPOI® FM3M390E0 S30096GM0 M3IMTgbEHJdOL bsfowo
5BH30M00Mos 9O - 9O Mbmm® 3909390DY s bgwdolsfgomdos LoBMYsMYdOLMZOL.
505L09b6539, 99539 390939MDY 0G30OMYOS F0DBIBI0TIMMESE J5YodGOMO ©M3YTI6EHJdO,
H0Iwgdog BsDBMPsE™IdOL ST0bYdOL, BBYMWMBOLS S MBEOMIWMBOL 25103039351 OLObOZL
90bbs. dombgogzs 0dols, GMI AL o6 53mB3MYEJOL J399obsl, LoobsE ABbMM0gws
30096393939, 360HMm39Lgd0 O IHBObGFMOAs30Mwo 35835605, MHMIgwoi Hob MInm®s dm3gde
3009639%935L, OO 5EBIMBO0 F0IMOMGOL MYl 335eDY.

Omgd  gLydOMdM  3MB3MIHYW  BogHIOBY, Mo )393800©Yds  33wgz0m  3IbAOIBBY
30096535bAGOL, 930w GIWHE MBS 2o30blgbmm MMM 353960 XFMBO, BIgEoa
3b™dowos ,,Cold River” - ols Lobgrom, Mmdganrdsa 2022 ool Bosgbwyarol 39Hom@do gobsbmMEogws
5996039 300960393935 590 - b 1A BOOMZNIEN 3ZAIZ0M WHOMMIBHMM0sDY.

5 35063 Bb9ds 300b3s vy Lsbffogenm - 33¢0930000 395GHMIO0 O BBMOOGHMEM0JdO 353960900l
00 06@&gMgLol 398 50056, Msbsi LbZsILLZs J394BgdoL BMZzMMBYBO 5056 0bEHYMIgdIo

3mdbToMgdol  3m330MGIOL 96 doldo  MLYIME  068MOTE00L,  FMbISMYOOLASE  Towrms, sbgom
360Hm5390L BJoMs 30MHLBL §dsbosh, olobo 0gmag0sb Med9bodg 3esligdo© s Lobgmdgds.

> https://ge.usembassy.gov/u-s-embassy-statement-on-september-1-2020-cyberattack-against-georgian-ministry-of-
health/
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008006569 330939000, FJLGHJOOMS S F9EIJ00m, F5d0b GMAME FgodErgds O30 0yml
331930000 396900l 300303290 0683MLEHMYIIEVIOS? Bd 9g0dwgds 3IMRoMme om?

g4m39e039L  gomgzsolfjobgdom, MHmEs  gLLPOMdM 3393000  396GHMIOOL  3HOGH0IMOo
0683605L3HMIBHMIO0L ©335DY, 30M39E MH0RTO 59(30¢2gd90s BTMNIZMOMIM MbYHY PsOMMW MDY,
Lox oM™, 39600Mm S 5350906 19gdEMMGOL dMOL MsbsFIOMIMIOL Fodw0gMgds, MroE dMmoEI3L
30030310 0683MsLEMIEH OO0l Imfglcmroggdsl, 30dgOHMLIROMHMIBOMO ©s 0byMmMIs30o
MBOBOOBMGO0m  gom35¢olfobgdmo  Mbolidogdgdol  gobbmEmE0gwgdsl,  0bsddGMIgerms
36Md0gMHgdoL  5350gdsl, Mo3 BMYSWI®E  J0BIONMLBIBOMLMIdOL gho - gemo Fgdsygbgero
Boffoaros, s s1939 Lbgs 36033600356 wMbolidogdgdL.

3. 39650900l 3603369¢Mds 3009MHMLIRMMNBMYdOL 35630m509gdsd0

DM, J394bol  3M0GH03M  0bRMLGHOMIBH OB  2bbmM309wgdEo  HoMTds@gd o
3009639393900l 5033935 IMI0YIM0S SOMBGOW 335CPOROEOE 35MYdDY, s Tglisdsdolo
3960900l LobEYIobg, GMIgGELsEg Fgderos 99dabsl Abgoglo 3395¢P0ROEOWMMO  505F06MO
M9LmOLO. 9939 990dgds 5©00bodbmL, MM Jglsdergdgeros dmbEgl MEbmgwo L3gE0sEolEBHIdOL
9mB03s, 96 09300 3009MHM93H3E30MW0 VMbOLJOYDJOO YL 3JMIM LgdBHMOL, 96wy AoEBow
0d6gL 9. §. ..9mobeOLOBYME dMALobYMHGdsDY. MMBEs MO39 U BodBHMMO FoMIMIMIL Lbgs
36MHMdEqdqdL, M3 M393d0MHYdS MMAMO3 O BobBLMEO Lodwowqdgdl, olg bmdol Lszombl
©535300609099b 300G 06gOILEGHOMIGHMOOL  bd0gdBHIool 3009009303300
MBOHMB3gYmRsHg MiEbem  333560900LMZ0L  A9(39TLMD, o3 gPM3bMo  MLOBOHPbMYdOL
035LsHBOOLOM YM3wWOE 339090, 89300 gJudgME0 535b300 gL YMEOEEYdLL dm(39dme
339dBHMmOHBY  ©s 0393056  LEHMIGJROM  ©93m39bI30dL  30dIOMLIROMBMYdOL  LggH Mo
96™m36Mmo 139O  MHILMOLOL  SOBOPOLS S 49630050900l Tglsbgd, o3 bBgdobdogMo
939960bm30L sl 9993009090 s 36083690 M3560 Bod@™m®os [3-4].
30096MBsBOMbMYdOL LBIOMT0 335¢0ROEOIOO 5©F0SBMMO MYLMEOLOL ymes sGOL bs3dom
©IBOGOGHIO0 565 DoOE™M 9630005609050, 50539 Pob30mMMGdMO J399bgdoLmz0LsS. ImE3gdero
36MmxBgLOOL 55305690y dMMBMZbs Fo0BIM©s bl MmGgdom Tob 8999y, M3 (0BOVIO
A®5bLBMOT>300L BoMRWGIT0 20BN IMMBM3boEds 3009HLSRMMbMGIOL LBMOEJHO0LS S
30G030L LHm®o d08sOmmvgdom 9990995390585 s 3OHM3gLOL BHmO ©s3gad35Dg. ym3z9wogzg 9
dmombmgli 3089MMBsBOMLMYdOL F0TIMMNIWIOIOD  3Z39WOGOBOVIO S FIAMEEOW 5SF0BME
G9LOLL, B3 P30l FbMOZ 300306 353806005 Fobs0IdOL LOLEGISLb.
30096MBsBOMbMYdOL  Fglobgd  2sbsmegdol BOEOL bgwrdghymds s 36MmdogMgdoL  ASBEO
93946900Lm30L 0dE9hs© 3MH0MMOGHYHW ©s 3603369wM356 B30I GISL oMo qbL, BMI
ol 39935600 5OOL MOoMMGMEo 39960l 30BIOMLIGHOBMYIOL JHMZEE LEGoE)H0gd30°. 53
dbcm03g 5OE LOJoOMMNZIWMU ,,300960MLsROMbMYdOL 2021 — 2024 Fargdol gBmzbrmo LEGOMoEIH0s W
L53MgdgE™ 29335 5MOL godmbsozeolo, byss IMEgdEwo JodoMmMIEgds B3 B0BsMMEdIOMD
9605 dmbligbogdeos MHMyMO 3 9O - OO J0MOMSEO J0BsMHMNgds, 39MHIM:

1. 33935 5 565¢00%%o0;

2. 153>MOOWGIMH030 d3BOL T99) 53905 S LOVIEXYMAY;

3. 303960LogOMbMIdOL LEgHMIo FglodegdEMdsMs J9B6300056M90;

® GUIDE TO GOOD GOVERNANCE IN CYBERSECURITY, DCAF Business and Security Division, Directorate for
Security Cooperation and Defence (DCSD) of the French Ministry of Europe and Foreign Affairs, 19 January,2021
https://www.dcaf.ch/sites/default/files/publications/documents/CyberSecurity Governance ENG Jan2021 0.pdf
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4. 15BMy500MgdM030 36MB0GMIIOL 5350egds S Bogs6BsbsMEgdM d5BOL 8gddbs;
5. LogH5dMOHOLM 1565dTOMAMDS.

65 500b0dbml, HMI LEGHMEJ09OT0 F9BsMEIGOOL LFGHML sbobgs oo 9639690L J3994bgdol
O 0b63HIOLL 296530005MMb 530560 3039OHMLIROPBMYGOOMO TglodEgdEMds, MOE 30MEISOM
393906305 3OMAIBOMIXI0 S 335WORO0GEOMO0 55d0sbMM0 MHYLOLOL sOLYdIMBILMB. 5937 (3939
50LB0db305 0l oM YdSE, MM LEHMIFIR09dd0 IMEJIFMWO 3089OLIBOPHLMYGOOL FOOHOMSWO
90856OHmMgdq00, 046905 gl 33935 5 9bs0Do,  BogHmsdmMOLm  0965FIOMICMDY,
Lo35MNEGOM03Z B5HYGODBY Fw9Fomds s oL Zob30mMMGds, 119 M35 30dIOYLSBOPHMYOOL L O ML
d9L5dgdMBYOOL  29630mM00gds s  BDBMYPOMYdIM030  (36MBO0YMHGIOL 5T gds,  30MHI3OM
393906305 LHMEMS 993300 S 0O LoQ9BT65MW GO M BFBOL Q9630050MYBLMB, Moy
LEHMGIA00L Y39es BEIMMZ0Er0 J0T9M01)EgdS MOMbM3ZL 335¢0TR0E0YYO 35O [5-6].

M3 3LOMOOMOM JZ5WOTBOGOIM 35MDBY 032IEOlBIYdS 53509F0M0 Yobsmergdols dJmbg 3oMgdo,
OMIWgdLsg Jogdwo 5d3m b Mm@ 8535300l 535009d0Mo  baMolbo. asMEs S0,
3®LgdMAL LogMMsdMmMOlm EMbIHY 95005MGdMEo LYOEGHOBROEFOMYOMWO JMOLYdO, MYdEs Foo
303w glmds 3mb63M9EMo J0ToMm¥Igd0m 0MBM3ZL LdsBOLM 3MELLL, MoE Tgbodsdolbmdsdos
0535¢5300L MBILMB. 515939 ALEJIGOGEPMS OO 65§00 35356EMIMO 5EHOEOL LS 353909O
306396OboL  Fmbmzbgdol gobsmwgdol bgdEosdo 306HI306 MMN0mMYdgh Jobodmd B35zl
©mbgl. Fgbodergdgeos 300093 09360 Fo90mOl ImYzsbs, ™mMIzs gb MO0 gHMIBgMOLYD
396b35399M0  Fooomo 30630  FoMMOMIOL  3009MLIROMLMIdOL  bgggHmbmzol
93900930M0 296500 gd0l 3603360 MdsBY. 5939 0 O3905FJO 00 GodBL, MM JEPMBSEOMMS©
30096MBsBOMbMYBOL  13g305WOLEHMS 533500 IBOEOE0S, beaem FJombg dmmbmzbowgds b
MRO® 0BOHIYdS, 3506 F90degds 0035, MM Mobwmgls dmdsgsedo gl 0dbgds gho - ghomo
dmmbM3zboo B3gE0sEMds. S3MgM39, M) 2o30m35¢olfobgdm sbgm FBsME dmmMbMzbowgdsL,
0530L9RWOE F9odegds 0mdzsl, MM dm3990IE0 30BsMHMMEgdol B3gE0solEJOOl IOHMI0mO
3b5BomEds  56M0L  Lo3dom©  Fooo.  39MHdm,  9MLYOMEo  BEsEGOLEGH03oL  dobgzom,
MBSBOEPLMIGOOL M3gH530900L 396EGOL’ odFYd0 565¢0GH03MLOL Fero®o bywgslio 5Fs(dgdL 80
505U 588 ML, sLgm 3505 9B5BOIMOIB B30I MBYIS® F0sBMYDSE:

- 990(93500md0b GHabBgeo (Penetration Tester);

- 0bgm®m3530990 MLogOHMbmgdol sbacro@ozmbo (Information Security Analyst);

- 9LegOObMgdOL sbswo@ozmbo (Security Analyst);

- 9003160 353900 (Ethical Hacker).

33500 Y39oHg MBOMHM 2oLsm35¢olobgdguo Bod@Go 6oL ol, GMd dmEgdrmo 139305 MdIOOL
boaboll ©slioddgds BLoMMIgL 56 [Fo®mTMmogbl MMM LsgMMSTMGOLM, 0lY SYOWMOMO]
05BoOBY. 5doG™d, 890dgds 0mJ39L, MM 308gHMLSTRMNHMYOOL F0BMMNEYGO0 FoMsO MbOL
39bomgdol  d00gdsdo  BobsblEmo  BodoEgdgdOL  ,,00856Yds¢,  Lo3dom  [o®mBodgd e
0639LGH06M905L MBS Homdmoagbgls.

3963000009050  J39969g0do  3009HMLIROMbMGdIOL  F0TsMMNYGIOD QBN EIGdOL  Yobgz0mMgdOL
36Mm39L0 55096808 Y3MMWO O OHMVMWIE F0dEObsMYMdL, brem bdo® dgdombggzsdo gu
36Om3gL0  BogOHMNM® 96O SOLYIMBL, 9B MY SOLYIMBL LoghHmMmE M0l mfy39G 0o  ©sMYOL
3963000069005 s JoLO FEAGIEMIOL F9bsMPMBIdOLYLD.

7 Security Operations Center SOC
8 https://www.cybrary.it/
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Lodommzgerml  30890L03MOEIBY,  ©IfYgdo 2008  fiewol  ,,0930LFGML  MIoL”  EOMOEH
dmgmgdmwo ©EgdY, 296bmME0gmEs 5MS 9ghmo LYHoMmbBMEo 300900053, MMIOl
OMLYE IOM39IWO  0ym  3009MHLOgMOEOL  JEYMIEMBS. MomMJdol yzges  3009MmM53slbIOL
05300056  50330000L, 96 Logodmdogdm 3OHm3glbdo Bsdmwo 093696 d394bol  LEGH®SEIOMo
39OEboMEMGd00 s om0 IBTMYdom bgdIMEs J399bol  3M0EGH03MN0  0bFOILEHMWIGHMGOL
9600056md0l G9bsmhbgds. J3994bol obsdy dysmo Lagmmbgqdol, 335¢0ROEOWOO 35MIOOL
503565 B53eg0MdOl BMbBY s 51939 F0IHYI35, 1BOA BLEAMIGHIR05T0 AobsMGOOL Yobgz0MMYdOL
90856900l 3609369 mdol 50b0dzbols, 4399496580 35063 396 dmbyMbos 3089MXLIBOMMIdOL
15956356500 gd M 53500930OO 3GIMYM5TIOOL MBROM BIOMNMP IBIMY3S O 296300056M9dS, 11¢) 56
Bogm3wom 35335B00L 96039MLOGYGHOL Bods3oozMM @S sbEM0s 30039 hm©gEol Lobermdols
»60396L0GYGHOL LoTogFoLEBMM 3OMYMSAYOL [7].

b 36MmEgLbo 39380600 BroY B5Z0MbIdMB. 39Mdm©, J399bols odyzs60 »bozgMLOEGYBHIdO
5oL 39Mdm  BgdBH™mOmol  omdmdsygbargdo, MHMIGOOLMZ0LYE YM39wo  sboeo  3MMYMmSToL
56935 9353000900 25M339E FobBLME IBIbIOXJIMB s, GMIgdoE yzgers S0
360398 19OHgdL Imagd0l F0MgdoL A9ILEbYLO0WB, 5641 MOOYDEH0MYOIMBO 501056 Fmygdsbg o
00BbgLOL 2ob30moMgdsDY, s gl 0bgdMOZ303 9®OL. gb 30 0dEg3s 0ol ZMOEL, MM 3gMHdm
3500¢gl  LolHogagdgdl 53 gBHedHg 9O MOOO®  303g1OHMLIBODHMGIOL  F0TSOMYWII0
159535¢530M 5 BToROLBHMM 3MIMAM5TGOOL 6N, 0119 Fom 56 Es0bsbIL 0dosb Fodmlvmaro
dma9ds. dgmEg  dbsMgs, Lobgerdfoxgm, G™Iwol 0b@HgMglgddos 9ol  0ymeroml  Jomseo
3350008035300l 350Mgd0, Moms  ©53MmI3gdBHML ol Loxs®m  Lsdlsbw@mgdo, MH™Iwgdos
3sLgbolidygdgbo  9M056  J3gybol  3M0E0IMWO  0bFOILGHOMIGHMOOL 339Dy @S dLY39
©553M339dBHMb 3M0G039wo 0683MLEGMWIBHOOL bmd0gd@gd0, MILOE 935¢YIOEgOL J5bmbo
,»00583003530990 MLsRFONHMYGOOL Fglobgd*.

50bB0Ib305 0L Po0gdmgds3, MM 356mbTo ,,063MMT5300 MLOFOPBMYdOL Jglobgd™ dglryero
(33w090900L  dobg30m, sOLYIMWO 3MH0EGH03MN0 06RMLAEHOMXIEGHOOL 1Yd0gdEHgdol Brlibols
59353 515939 MO0 353JMM05 39MdM bgdBHMM0EID - Lo g3mMbozsgom 3mB3560900 s 39MHdm
L9dBH™MoL  bbgs  0bMLEGHMOWWO  B0dsONMWGdYd0, OMIOLSE  JobMbol  Msbobdo, sdzm
39OGS 053000 0gmomb MHMyMemE 0bRMMIS30Mwo MBsBOMbMIdOL dgbgxIM9d0, 0y
30096MBsBOMbMYdOL 139305 OLEZHYOO.

39dBH0Oms©, 890dwgds  00d3sL, OHMI  Jggysbsdo Ly M@POH™  0BOHEIOS  dmmbmgboergds
30096MBOsgOMbMYdOL  ©s  Foom  FmOoL  sY39, 0bBMOTS30MO  MBOBOMLMGOOL  FoMoo
339080353008 3500090l  F0domm. 0d3s  Lobgwdfomnml  IbMHosb 938  dodsHmErgdom
Lodfimbomo 3960 dmbgdbos 3963 ghm Lobgwdfomnm Mdomergl LslHogwrgdgwdo dglisdsdolo
36659900l Bs3Mmygom0dgds o 39630056905, BEBVIIBGHIO0 © 3MOLPHTMH3MYOIMIGIO 0935
BOWMdI6  50050WMb 33505035305  bbgoolibgs  LyMEoxoE0MIdMEo  3MOLYdOL  JO3E0m
HMamO3 BogHMNSTMOOLM, 0l MO EMBYBY. VMG 5793 B9MIZIME? 3OMBEYIYOL 5§y gd0sb,
5096 LgOMHTMOOLM LYMEGHOROEOMYPOMWO JMOLYdO, MMIWIIOE BIJGHOVIMS®© B3YG0SIMBISL
0d935, 5MOL B305MmE IZ0MSEPOMPINO S 5FSZ3MOMNYESE, dos8d0os 2oM339wI 39MH0MEDBY.
bewm @m3s® ©mbybg OGO MBI’ 56 0deg3s 08 EMBOL 339W0FGOZIFOL, BMI
d9L5dgdg0 0gmb 3965 LY. LEHMbIOM®, M3 LEBYIFoBM 56 LEOZSBMBL Mo0Tg LEbOL
339¢080353000 5b5Fogdge 39MLYOL. 5939 96 5©0boTbML EMbMGMO MMABOBIE0gdOL TJogm

® 35dBHoMe@, 890dgds 0mdgsl, H@B LM MO0 MOB0BIF0s, BMBgwoz 0dwg3zs F9EIONROD 35GY
2905 @gdsl Lbgeslibgs LyMGHOBOE0MGOMEo 3MLgdol Jgmoegsbgdom. 3gMdme, glgbos Scientific Cyber
Security Association https://scsa.ge/en/ s IT Academy Step https://ge.itstep.org/
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5830656900 3089OHMLSBOPBMIIOL  3OMPEMTs, MMIJ0E LosOM39Wml  MbogzgMlodgEob
0630635300 39dbmermy09gdol 3memgxdo bmMEogargds [8-9].

4. sls33bs

399305, Im398wo d0dsMHMNMEGO00 EIMMZYIO SMHOL 353060 Boxs®M, 39MHdm LgdGHmMLY
Q5 935009dome iMggdl JmEol, OHMEs 9 39658369 olbmzol Fgodergds ™Megzs  Lobgerdfogm
4mx0E0ygm 933900 dobm3zol 99309090 35MGO0L IMIBIIOLS O 39T YdST0. 56
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ABSTRACT: In the contemporary era characterized by pervasive digitization, the significance of
cybersecurity has escalated markedly for individuals, the private sector, and the broader national
landscape. Given the proliferation of cyber threats, encompassing hacking, identity theft, and data
breaches, it is imperative that individuals possess the requisite knowledge to safeguard themselves and
their online information. Nevertheless, the incorporation of cybersecurity education within the
secondary school curriculum remains notably limited, rendering students susceptible to cyber threats.
This research paper endeavors to scrutinize the existing landscape of cybersecurity education within
secondary schools, aiming to identify optimal practices and strategies for imparting cybersecurity
knowledge to young students. Additionally, the paper investigates the impediments and challenges
associated with integrating cybersecurity education into secondary schools, proposing
recommendations to enhance the effectiveness of cybersecurity education within this educational
context.

KEYWORDS: Cybersecurity Education, Secondary School, Secondary School Curriculum,
Educational Models, Obstacles and Difficulties
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Introduction

The effective implementation of cybersecurity education in secondary schools poses a substantial
challenge despite its increasing significance. Numerous factors contribute to this challenge,
encompassing limited resources, inadequate teacher training, and a dearth of age-appropriate and
engaging instructional materials.

Primarily, the constraint of limited resources within schools impedes the integration of comprehensive
cybersecurity education. Insufficient funding may hinder the acquisition of requisite equipment and the
recruitment of qualified staff dedicated to cybersecurity education. Furthermore, competing priorities,
such as emphasis on subjects like mathematics, science, and foreign languages, may divert attention
and resources away from cybersecurity education initiatives.

Secondarily, a significant proportion of educators may lack the requisite training for effectively teaching
cybersecurity. The deficiency in training may result in a deficiency of knowledge and skills necessary
to impart the subject matter, leading to a lack of confidence among educators. Additionally, the dynamic
nature of cybersecurity, characterized by continual evolution and technological advancements,
compounds the challenge of educators staying abreast of the latest trends and technologies.

Tertiary to these challenges is the insufficiency of age-appropriate and engaging instructional materials
tailored for teaching cybersecurity in secondary schools. Existing materials often prove overly complex
for elementary school students, impeding effective engagement. Furthermore, these materials may lack
a focus on interactive and experiential learning methods, which are pivotal for the engagement and
understanding of young learners.
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Purpose of the Research

This investigation does not center on the pedagogical approaches employed in teaching cybersecurity
within secondary schools. Rather, the primary objective of this study is to discern the prevailing
circumstances and confrontations associated with the acquisition of cybersecurity knowledge among
secondary school students. Specifically, the study aims to:

» Scrutinize the present state of cyber security education within secondary school settings.

* Investigate theoretical frameworks and models pertinent to cyber security education.

* Ascertain optimal practices and methodologies for imparting cybersecurity knowledge to secondary
school students.

* Investigate impediments and challenges encountered in the implementation of cybersecurity education
within secondary schools.

The outcomes of this research will prove beneficial to educators, curriculum developers, and other
stakeholders invested in advancing cybersecurity education in secondary schools. Through the
identification of extant challenges and effective practices, this study has the potential to guide the
formulation of impactful cybersecurity education programs tailored for secondary school students.
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The Contemporary Landscape of Cybersecurity Education in Secondary Schools

Recent research has highlighted the inadequate emphasis placed on cybersecurity education within
secondary school curricula, despite the increasing significance of cybersecurity. A global survey
conducted among K-12 educators revealed that, according to a 2020 report by Cyber.org, only 20% of
educators worldwide feel confident in teaching cybersecurity topics (Cyber.org, "The State of
Cybersecurity Education in K-12 Schools").

In the United States, a 2022 survey by the National Center for Education Statistics found that fewer
than 10% of high schools offer dedicated cybersecurity courses (NCES, "High School Course
Availability and Offerings").

In stark contrast, Estonia, a global leader in cybersecurity education, mandates a cybersecurity
curriculum for all students from kindergarten through high school (OECD, "Estonia: Country Review
of Education Policy").

Singapore adopts a tiered approach, integrating basic cyber hygiene concepts into existing subjects such
as IT and social studies, while also offering advanced cybersecurity courses at the upper secondary level
(Singapore Ministry of Education, "Cybersecurity Education Framework™).

Overall, these data indicate that more attention should be paid to secondary education in circulation and
the development and implementation of comprehensive standards.
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Theoretical Frameworks and Optimal Approaches for Imparting Cybersecurity Education to
Secondary School Students

The provision of effective cybersecurity education in elementary schools necessitates a foundation built
upon pertinent theories and models guiding program development and execution. Various theories and
models relevant to cybersecurity education are as follows:

Constructivist Learning Theory: Emphasizing experiential and interactive learning, this theory
underscores the significance of engaging students in activities such as simulations, games, and hands-
on experiences within the realm of cybersecurity education, fostering learning through practical
application.

Social Learning Theory: Within the context of cybersecurity education, social learning involves
activities such as peer-based learning through group discussions or collaborative projects, facilitating
knowledge acquisition through interpersonal interactions.

Cognitive Load Theory: Focused on managing the mental effort required for processing new
information, this theory suggests strategies such as presenting information in manageable segments,
utilizing multimedia resources to support learning, and simplifying complex concepts for students in
the field of cybersecurity education.

Human-Centered Design: This model accentuates the creation of intuitive and user-friendly products
and services. In the context of cybersecurity education, employing human-centered design involves
developing age-appropriate and captivating materials aligned with the needs and interests of young
learners.

Cybersecurity Frameworks: These systematic approaches are employed to identify, assess, and
manage cybersecurity risks. In the realm of cybersecurity education, these frameworks serve as valuable
tools for structuring and imparting essential cybersecurity concepts and skills.

By incorporating these theories and models into the planning and execution of cybersecurity education
programs, educators can craft a curriculum that is not only more effective but also more engaging for
middle school students.
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Obstacles and Difficulties in the Implementation of Cybersecurity Education

Despite the significance of cybersecurity education in elementary schools, various impediments and
challenges hinder the effective implementation of programs. The following outlines prevalent barriers
and challenges:

Limited Resources: Numerous elementary schools face constraints in terms of resources,
encompassing funding, personnel, and technological infrastructure. This limitation complicates the
formulation and execution of cybersecurity education programs.

Insufficient Teacher Training: Educators may lack the requisite training or experience to proficiently
deliver cybersecurity education. This deficiency hampers the creation of engaging and effective lessons
tailored to students' needs.

Resistance to Change: Educational institutions may exhibit resistance to change, particularly if
cybersecurity education is perceived as an additional subject outside the conventional curriculum. This
resistance poses challenges to endorsing initiatives related to cybersecurity education.

Rapid Technological Evolution: Technology undergoes continual advancements, rendering it
challenging for schools to stay abreast of the latest developments and threats. This dynamic landscape
complicates both the design and implementation of cybersecurity education programs.

Limited Parental Involvement: Parents play a pivotal role in cyber safety education. However, many
may lack awareness of the risks associated with online activities or possess insufficient knowledge to
support their children's learning.

Lack of Curriculum: Overcoming these barriers and challenges necessitates a comprehensive
approach involving collaboration among educators, parents, and curriculum developers. Potential
strategies include providing additional resources and training to teachers, engaging parents in
cybersecurity education initiatives, and advocating for policies that prioritize cybersecurity education
in elementary schools. By addressing these challenges, a secure online environment conducive to
students' safety can be established.
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Research Methodology and Findings

Surveys: A web-based survey was disseminated to a randomly selected cohort of secondary school
educators and administrators nationwide. 269 respondents took part in the research. This survey
incorporated inquiries addressing the prevailing status of cybersecurity education within their respective
educational institutions.

The survey instrument was meticulously crafted employing established best practices in survey research
and was subsequently administered through a reputable online survey platform. This approach was
undertaken to safeguard both data security and privacy throughout the data collection process.

MHmIger MYa0mbdo dgds®gmdl bgmers? In which region is the school
located?

u odognobo
Thilisi
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Samegrelo-Zemo Svaneti
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Samtskhe-Javakheti

B J399e Jatroemo
Kvemo Kartli

= dos Johomo
Shda kartli

Fig.1. Question#1
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Fig.2. Question#2
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on.
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Fig.3. Question#3
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We do not have a curriculum and we partially
integrate cyber security issues into other
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We have a curriculum and integrate cyber
security issues into other subjects.
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We do not have a specific cyber security
curriculum.

1 B396 goynbgdo mbBersob GMgly@lgdl,
MHMamOOELS 30N ©s Madsdgdo,
300G MLsgmmbmYdOL Labfsgegdea.
We use online resources such as videos and
games to teach cyber security.
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Fig.4. Question#4
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Fig.5. Question#5
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Other competing priorities.
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Fig.6. Question#6
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Fig.7. Question#7
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Summary of Findings

The analysis of data derived from both survey responses and interviews has yielded noteworthy insights
into the prevailing state of cybersecurity education within elementary schools. Firstly, the findings
indicate that although many schools integrate some form of cybersecurity education into their curricula,
there exists a notable lack of uniformity in the approaches employed and the specific topics addressed.
Secondly, it has been observed that educators frequently express a sense of inadequacy in preparing for
and delivering cybersecurity content, citing insufficient training and resources as contributing factors.
This deficiency in preparedness has the potential to undermine the confidence and active participation
of students.

Thirdly, substantial impediments to the successful implementation of cybersecurity education initiatives
in schools have been identified. These obstacles encompass a dearth of financial backing and support
from school districts and administrators, as well as a lack of awareness among parents and other
stakeholders regarding the pivotal role of cybersecurity education.
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Research Findings on Cybersecurity Education in Secondary Schools

This study's outcomes bear significant implications for the realm of cybersecurity education within
elementary schools. The findings underscore the necessity for a more formalized and comprehensive
approach to equip young learners for the challenges of the digital age. The ensuing discussion delineates
key discoveries pertinent to cybersecurity education in elementary schools:

Imperative for a Formalized Cybersecurity Curriculum:

The study indicates that merely a marginal percentage of elementary schools currently possess a
formal cybersecurity curriculum or program. This observation accentuates a noteworthy void in
cybersecurity education at the primary level. Consequently, there exists a compelling requirement to
construct a formalized cyber safety curriculum tailored for implementation in secondary schools. This
initiative aims to ensure that young students receive thorough preparation for navigating the
complexities of the digital age.

Significance of Training and Professional Development:

A discernible need for professional development and cybersecurity training for teachers was identified
through this study. This underscores the proposition that investing in teacher training and professional
development endeavors can enhance the quality of cybersecurity education within secondary schools.
Relevance of Age-Appropriate Resources and Materials:

The research identifies a deficiency in age-appropriate resources and materials dedicated to educating
students on cyber safety within school environments. Hence, it is imperative to conceive and develop
resources and materials tailored to the specific age group, ensuring accessibility for both educators and
students.

Importance of Innovative Approaches to Cybersecurity Education:

Findings from this study emphasize the necessity for innovative pedagogical approaches in
cybersecurity education, such as gamification and project-based learning. The implication is that the
incorporation of innovative methodologies can render cybersecurity education more engaging and
efficacious for students.
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Recommendations for Enhancing Cybersecurity Education

In light of the findings and outcomes derived from the present study, the following recommendations
are posited to augment cybersecurity education within secondary school settings:
Development and Implementation of a Formalized Cybersecurity Curriculum:

In response to the discernible deficiency in cybersecurity education at the elementary level, it is
advisable to devise and institute a structured cybersecurity curriculum encompassing all grades. This
curriculum should be tailored to the age group, thorough in its coverage, and address pertinent
cybersecurity subjects such as online safety, password security, and cyberbullying.

Provision of Professional Development and Training for Educators:

Recognizing the pivotal role of educators in imparting cybersecurity knowledge to students, it is
imperative to offer professional development and training initiatives. These programs should be
designed to enhance educators' proficiency in cybersecurity concepts, enabling them to effectively
convey this knowledge to their students.

Development of Age-Appropriate Resources and Materials:

To facilitate the effective delivery of cybersecurity education in secondary schools, the creation of
age-appropriate educational resources and materials is recommended. These resources should be readily
accessible, engaging, and specifically tailored to the cognitive level of the learners.

Incorporation of Innovative Approaches to Cybersecurity Education:

Acknowledging the efficacy of innovative pedagogical strategies, such as gamification and project-
based learning, it is advisable to integrate these approaches into secondary school cybersecurity
education. Doing so is anticipated to enhance both the attractiveness and effectiveness of the educational
process.

Collaboration with Parents and Guardians:

Recognizing the multifaceted nature of cybersecurity education, collaboration with parents and
guardians is encouraged. Schools should actively engage with parents and guardians, providing them
with knowledge and resources to reinforce cybersecurity concepts within the home environment. This
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collaborative effort ensures a comprehensive approach to cybersecurity education that extends beyond
the confines of the classroom.
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Research Limitations and Prospects for Future Investigation in the Field of Cybersecurity
Education in Secondary Schools

This study contributes valuable insights into the current landscape of cybersecurity education within
elementary schools and proposes recommendations to enhance the educational framework for students.
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Nonetheless, it is imperative to acknowledge the study's inherent limitations for a nuanced interpretation
of the results. These constraints encompass:

Small Sample Size:

The relatively modest sample size employed in this study poses a potential constraint on the
generalizability of the findings. Subsequent research endeavors should strive to incorporate a more
extensive and diverse array of schools, thus offering a more comprehensive understanding of the state
of cybersecurity education.

Self-Administered Data:

Data acquisition for this study relied on self-administered surveys, introducing the possibility of bias or
social desirability effects. Future investigations should contemplate alternative data collection
methodologies, such as classroom observations or interviews with both teachers and students, to afford
a more precise and thorough examination of cybersecurity education within secondary schools.
Limited Scope:

This study exclusively focused on assessing the state of cybersecurity education in secondary schools,
omitting an exploration of the potential impact of such education on student outcomes. Future research
endeavors should seek to scrutinize the efficacy of varied cybersecurity education approaches
concerning student outcomes, encompassing facets such as knowledge acquisition, attitudinal shifts,
and behavioral changes pertaining to cybersecurity.

Future avenues for research may include:

Longitudinal Studies:

Undertaking longitudinal studies can furnish valuable insights into the enduring impact of cybersecurity
education on student outcomes, specifically gauging aspects such as digital literacy and cybersecurity
awareness over an extended timeframe.

Comparative Studies:

Comparative studies have the potential to assess the effectiveness of diverse cybersecurity education
approaches within secondary schools. This may involve a comparative analysis of traditional classroom
teaching methodologies against innovative approaches, gamification strategies, or project-based
learning.

Cross-Cultural Studies:

Cross-cultural studies provide an avenue for investigating commonalities and disparities in
cybersecurity education across various cultures and countries. Such studies can yield valuable insights
into cultural factors that may influence the effectiveness of cybersecurity education initiatives.
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Summary and significance of the study

This research delves into the contemporary landscape of cybersecurity education within middle school
settings. The investigation entails an assessment of prevailing practices, an exploration of pedagogical
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theories relevant to instructing cybersecurity to middle school students, the delineation of optimal
practices and instructional strategies for cybersecurity education, and an examination of impediments
and challenges associated with the integration of cybersecurity education in educational institutions.
Current research indicates a growing acknowledgment of the significance of cybersecurity education,
yet its incorporation into school curricula remains inadequate. Noteworthy barriers and challenges
hindering the effective implementation of cybersecurity education programs in schools include
insufficiently trained faculty and a dearth of essential resources.
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SELECTED PROBLEMS OF INDUSTRY DATABASES AND
INFORMATION INFRASTRUCTURE SECURITY
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ABSTRACT: The security of computer systems is a pivotal aspect in the development and upgrade of IT
infrastructures. In the era of Industry 3.0, marked by a surge in production automation, operational
technology (OT) networks in industrial settings were typically isolated from administrative local area
networks (LANSs). During this period, essential systems like ERP, CRM, CAD/CAM, and team
collaboration tools were not integrated with critical production infrastructures. However, this paradigm
shifted dramatically with the advent of Industry 4.0, which saw the integration of established IT solutions
into the OT landscape. This integration brought IT standards, infrastructure, and solutions into the OT
domain, along with their associated risks. Cyber attacks on servers can lead to data breaches or theft.
Compromising production line devices might result in significant material damages or even pose risks to
human safety. For example, a hacked production line might be a lesser concern compared to catastrophic
events like explosions due to compromised cooling system controls.

KEYWORDS: Security, industry database, targeted data breach, cybersecurity incidents
1. INTRODUCTION

The boundaries of Industry 4.0 are still evolving, as is the extent to which IT technologies will permeate
OT environments. The consequences of system failures or cyber attacks in operational production plants
are far more severe, highlighting the need for heightened awareness of the risks posed by new IT
technologies. A key issue in this context is server access in OT environments. Industry 4.0 is expected to
rely heavily on data collection and analysis from various sources, including Programmable Logic
Controllers (PLCs), IoT devices, engine controllers, and individual sensors with diverse network interfaces.
While a vast amount of data is currently being collected, most remain unprocessed. This scenario is
expected to change rapidly in the near future. Today, the concept of 'Big Data' in IT is well-known,
encompassing technologies that process large data volumes, typically relying on NoSQL database systems
or traditional SQL-based relational databases. This paper delves into the challenges of establishing a
Demilitarized Zone (DMZ) for OT and database servers that might connect to OT, focusing on security
concerns for industrial automation and control systems, as outlined in the IEC 62443 standard.

For our analysis, we will use a common network model prevalent in the industrial sector. This model
generally divides a production plant into two main sections: the administrative segment with its internal
LAN and Information and Communication Technologies (ICT) systems, and the production segment with
a distinct industrial network in the OT sphere. Ideally, these networks should be connected through robust
firewall protection to mitigate risks.

2. LITERATURE REVIEW

LLM Operations Integration is a burgeoning trend, with companies like Astronomer at the forefront. They
are introducing Apache Airflow integrations to expedite LLM operations, empowering data-driven
organizations to seamlessly connect with widely used LLM services and vector databases. This integration
aims to enhance operational efficiency and streamline workflows within the LLM ecosystem.
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Cloud Risk Management is becoming increasingly critical in the realm of cybersecurity, and Trend Micro
Incorporated is responding by integrating cloud risk management into its platform. This addition provides
a consolidated view of cloud security threats, enabling organizations to proactively address and mitigate
potential risks. This holistic approach towards cloud security ensures a comprehensive defense against
evolving cyber threats in the cloud environment.

The technological landscape continues to evolve, as evidenced by the introduction of Amazon Aurora
Unlimited Database. This new AWS feature supports horizontal autoscaling, enabling the efficient
processing of millions of transactions and the management of petabytes of data within a single Aurora
database. This advancement in database technology is poised to revolutionize the scalability and
performance of cloud-based applications.

In the realm of serverless computing, Amazon ElastiCache Serverless is introducing a new caching option
compatible with popular solutions like Redis and Memcached. This innovation offers users a flexible and
efficient serverless caching solution, enhancing the overall performance of applications while seamlessly
integrating with widely adopted caching technologies.

AWS is furthering its capabilities with the introduction of Zero ETL integration for Amazon DynamoDB.
This integration enables users to query DynamoDB data through automatic replication and transformation,
eliminating the need for custom code. This streamlined process enhances the accessibility and usability of
DynamoDB data, contributing to a more efficient and developer-friendly experience.

Advancements in Confidential Computing are being championed by Fortanix Inc., as they introduce Key
Insight for the Fortanix Data Security Management platform. This addition increases visibility and control
over encryption key management, addressing critical concerns related to data security and confidentiality.
Generative Al is making strides in the field of Data Security, with IBM's watsonx.governance platform.
This platform aims to help organizations build trust in Al models and manage the risks and complexities
associated with generative Al. By addressing governance concerns, IBM is contributing to the responsible
and secure deployment of generative Al technologies.

New Relic is addressing the need for comprehensive monitoring solutions with its Al Monitoring for Al
Applications. This innovative solution provides visibility into the Al application stack, facilitating easier
troubleshooting and optimization. As Al applications become more prevalent, monitoring tools like these
play a crucial role in ensuring their reliability and performance.

While technological advancements bring numerous benefits, they also give rise to challenges. Cloud
vulnerabilities have become a significant concern due to the growing popularity and advancement of cloud
technologies. Organizations must stay vigilant and implement robust security measures to safeguard their
data and systems in the cloud environment.

Insider threats and human errors pose ongoing risks to organizations. Weak passwords, employee
negligence, and vulnerabilities in mobile devices are identified as insider threats that demand attention.
Addressing these challenges requires a holistic approach to security, encompassing both technological
solutions and comprehensive employee training programs.

Beyond specific categories, IT professionals are grappling with miscellaneous security threats. Concerns
include malware infections, compromised credentials, vulnerabilities in third-party software, and
inadequate backup and recovery strategies. Addressing these miscellaneous threats necessitates a
multifaceted approach to cybersecurity, emphasizing proactive measures and continuous adaptation to
emerging threats.

Contemporary Challenges in Database Security (2023)

e Rising Costs of Data Breaches: Organizations grapple with the financial impact of data breaches
and cyberattacks.
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e Cloud Security Concerns: The increasing reliance on cloud technologies brings about significant
security vulnerabilities.

e Internal Security Risks: Human error and internal policy weaknesses pose significant internal
security risks.

3. DATABASE SECURITY TRENDS

In the dynamic landscape of database security, several noteworthy trends are shaping the strategies
employed by both cybersecurity professionals and threat actors. One notable shift is the adoption of
unconventional programming languages by threat actors, with languages like Rust gaining popularity due
to their ability to evade detection by traditional cybersecurity tools. Another significant development is the
move towards alternatives to passwords, as the cybersecurity community embraces more secure
technologies such as biometrics and passkeys/FIDO to fortify access controls.

A pivotal evolution in database security is the proactive integration of security automation. This approach
aims to prevent potential attacks before they manifest, marking a departure from reactive measures.
Concurrently, threat actors are altering their cybercrime strategies, opting for more covert methods rather
than relying solely on ransomware when targeting critical applications.

Browser security has gained heightened attention, given the central role browsers play in everyday
activities. As a result, they have become prime targets for cybercriminals, necessitating an increased focus
on fortifying their defenses. In the context of security environments, cloud technology is emerging as the
default choice, particularly in hybrid settings, where it serves as a robust foundation for achieving maximum
security.

In the realm of enterprise IT environments, the implementation of Zero Trust technology is gaining
momentum. As organizations recognize the need for heightened security measures, especially in the face
of evolving threats, Zero Trust principles are becoming integral to safeguarding sensitive data and networks.
In summary, these trends underscore the ongoing efforts to adapt and fortify database security strategies
amid a rapidly changing cybersecurity landscape.

4. RESEARCH METHODOLOGY

Evolution of Information Security Perspectives

Recent developments in information technology have significantly expanded online business capabilities,
simultaneously introducing complex challenges in information security. Traditionally, information security
was approached as a technical issue, focusing primarily on technological solutions. This view has gradually
evolved, acknowledging that effective information security management extends beyond technical
measures to include significant managerial involvement.

The Shift to Management-Oriented Information Security

Contemporary studies highlight the importance of managerial roles in the realm of information security,
advocating for a broader, management-centric perspective. Unlike earlier approaches that emphasized
technical solutions, recent research suggests integrating management strategies into the information
security framework. This shift is in response to the complexities posed by online business environments
and the dynamic nature of cyber threats.

Managerial Roles and Activities in Information Security
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The literature underscores various managerial activities that are crucial for robust information security.
These include the development and implementation of comprehensive information security policies,
fostering awareness and compliance training, establishing robust enterprise information architectures,
managing IT infrastructure effectively, aligning business and IT strategies, and optimizing human resource
management. These components are vital for enhancing the overall security posture of organizations.

Systematic LitMethodology

This paper employs a systematic Research methodology to explore and synthesize existing research on the
management roles in information security. The review process involved a meticulous search and analysis
of literature from the past decade, focusing on the managerial aspects of information security. The
methodology ensured a comprehensive coverage of relevant studies, identifying key managerial activities
that significantly impact information security management.

Insights from the Literature

The literature review revealed a diverse range of managerial activities that contribute positively to
information security. These activities span from policy creation and enforcement to integrating technical
and managerial efforts in safeguarding information assets. Moreover, the human aspect of information
security, often overlooked in technical discourse, emerged as a critical area in management studies.

Conclusion and Future Directions

The review indicates a paradigm shift in information security management, from a predominantly technical
focus to a more integrated management approach. This shift highlights the evolving role of management in
safeguarding digital assets and maintaining robust information security practices. Future research could
explore the interplay between technical and managerial strategies in information security, focusing on how
this synergy can be optimized for better protection of industry databases and information infrastructures.

5. EXAMPLES BASED ON REAL WORLD
Equifax Data Breach (2017):

Incident: Equifax, one of the largest credit reporting agencies, experienced a significant data breach that
exposed the personal and financial information of around 147 million individuals.

Importance: This breach revealed deficiencies in the credit reporting agency's information infrastructure,
sparking concerns about the security of sensitive financial data.

Stuxnet Attack (2010):

Incident: Stuxnet, a sophisticated malware, targeted industrial control systems, specifically Iranian nuclear
facilities, exploiting vulnerabilities in their IT infrastructure.

Importance: This cyberattack demonstrated the capability of nation-states to disrupt industrial processes
through targeted assaults on databases and control systems, underscoring the imperative to enhance
infrastructure security in critical sectors.

Targeted Data Breach (2013):

Incident: Hackers infiltrated Target's point-of-sale systems, pilfering credit cards and personal information
from approximately 40 million customers.
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Importance: The breach underscored the risks associated with retail IT infrastructure, emphasizing the need
to safeguard customer data for maintaining trust.

NotPetya Ransomware Attack (2017):

Incident: The NotPetya ransomware attack, initially directed at Ukraine, rapidly spread globally, impacting
companies across various industries by encrypting data and demanding a ransom for decryption.
Importance: This attack highlighted the potential for ransomware to severely impact businesses,
emphasizing the necessity of secure backups and robust infrastructure protection.

SolarWinds Cyberattack (2020):

Incident: A sophisticated cyberattack compromised SolarWinds' software supply chain, leading to the
infiltration of numerous government and private organizations.

Importance: This incident exposed vulnerabilities in software supply chains, emphasizing the capacity of
attackers to compromise trusted software updates, significantly affecting IT infrastructure security.

Colonial Pipeline Ransomware Attack (2021):

Incident: Colonial Pipeline, a major U.S. natural gas pipeline operator, fell victim to a ransomware attack,
causing shutdowns and fuel shortages in parts of the United States.

Importance: The attack underscored the vulnerability of critical infrastructure, emphasizing the need to
protect industrial control systems and associated databases.

Facebook/Cambridge Analytica Data Scandal (2018):

Incident: The Cambridge Analytica scandal involved unauthorized access to Facebook user data by an
external company for political purposes.

Importance: This incident raised concerns about the privacy and security of user data on social media
platforms, highlighting the importance of robust security measures and stringent data access controls.

Ransomware Attacks on Hospitals (Various):

Incident: Numerous hospitals and healthcare facilities faced ransomware attacks, disrupting patient care
and posing risks to lives.

Importance: These attacks highlighted the critical nature of healthcare databases and information
infrastructures, emphasizing the need for enhanced security and preparedness measures in the healthcare
sector.

6. CHALLENGES ON PROBLEMS OF INDUSTRY DATABASES AND INFORMATION
INFRASTRUCTURE

Vulnerability to Cyber Threats: Industries face the daunting task of safeguarding databases against
various cyber threats like hacking, phishing, and more. The sensitive nature of the data they hold makes
them a prime target for cybercriminals.

Adherence to Legal Standards: Industries must comply with a range of data security and storage laws,
which vary based on the region and the nature of the data. Keeping up with these evolving regulations, such
as the GDPR or HIPAA, requires significant effort and resources.
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Keeping Pace with Technological Advancements: The rapid development of new technologies means
new security risks are always on the horizon. Industries must continually update their security measures to
guard against these evolving threats.

Internal Security Risks: Security risks can originate from within an organization, either through deliberate
actions by employees or unintentional mistakes, leading to significant data security challenges.

Budgetary Limitations: Implementing and maintaining effective security measures can be costly, and not
all organizations have the financial resources to invest in high-level security infrastructure.

Complexity in Security Management: The intricacies of modern security systems demand specialized
knowledge and expertise, which can be a barrier to effective implementation and management.

Harmonizing New and Old Systems: Introducing new security systems into existing IT infrastructure
poses the challenge of integration without disrupting ongoing operations, particularly in industries with
outdated legacy systems.

Ensuring Data Recovery and Operational Continuity: Developing strategies for effective data recovery
and maintaining operational continuity following a security breach is a critical yet challenging task.

Securing Cloud-Based Data: As industries increasingly rely on cloud services, ensuring the security of
cloud-stored data presents new challenges.

Security in 10T and Edge Computing: The rising use of 10T devices and edge computing brings unique
vulnerabilities and data protection issues in industrial settings.

Educating Users on Security Practices: A major obstacle is ensuring all system users are well-versed in
security best practices, especially in large or diverse organizations.

Balancing Data Access and Security: Finding the equilibrium between providing adequate access to data
for authorized users and protecting it from unauthorized access is a persistent issue.

7. POSSIBLE RESOLUTION TO THESE CHALLENGES

Strengthened Data Protection: Effective solutions to these challenges will significantly enhance the
safeguarding of databases, diminishing the likelihood of data breaches and cyber intrusions. This results in
more secure handling of confidential information.

Boost in Compliance and Trustworthiness: Achieving compliance with various regulatory standards not
only averts legal consequences but also strengthens the trust and confidence of clients and business partners
in the organization.

Keeping Up with Technological Progress: Staying current with the latest security technologies allows
organizations to remain secure and competitive, leveraging advancements for strategic benefits.

Reduction of Internal Security Threats: Addressing risks from within the organization through effective
policies, education, and monitoring can greatly minimize the internal threats, whether intentional or
accidental.

Budget-Friendly Security Approaches: Crafting affordable security strategies is especially beneficial for
smaller organizations, allowing them to maintain robust security without straining their finances.
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Streamlined Security Administration: Simplifying complex security systems for ease of management
can help organizations implement and maintain these systems more effectively, even for those without
specialized knowledge.

Efficient Integration with Legacy Systems: Successfully merging new security technologies with pre-
existing systems enhances operational effectiveness and ensures smooth transitions with minimal
disruptions.

Effective Data Recovery and Operational Continuity: Establishing solid data recovery and continuity
plans ensures quick recovery from cyber incidents, reducing operational downtime and financial losses.

Enhanced Security in Cloud Computing: Improving the security of cloud-based services is crucial as the
shift towards cloud computing grows, ensuring safer and more efficient cloud utilization.

Secured 10T and Edge Computing Practices: Addressing the unique security challenges in 10T and edge
computing enables their safer deployment, leading to increased efficiency and new technological
capabilities in various industrial contexts.

Heightened Security Awareness Among Staff: Educating all employees about security practices creates
a more security-conscious workforce, lowering the risk of breaches due to human errors.

Optimal Data Accessibility and Security: Finding an equilibrium between making data accessible to
authorized individuals and securing it from unauthorized access can enhance operational efficiency while
protecting sensitive data.

Causes of Data Breaches
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8. FINDINGS
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e Insights: This analysis underscores an uptick in sophisticated cyber-attacks targeting industrial
databases, with common threats being phishing, ransomware, and SQL injection. The study points
to infrequent security updates and inadequate staff training as major weaknesses.

Study: ""Navigating Data Security Compliance in Industries™
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e Insights: The research identifies a struggle among industries to comply with ever-changing data
security laws like GDPR and HIPAA. Key challenges include understanding legal intricacies,
adapting data handling procedures, and educating staff about compliance.

Study: "Internal Security Risks in Industrial Database Environments"

e Insights: Focusing on insider risks, the study finds that such threats, whether deliberate or
unintentional, are a major source of security breaches in industrial databases. Ineffective access
control and employee awareness are noted as primary concerns.

Study: ""Challenges in Securing Cloud-Based Industrial Data Systems"'

¢ Insights: Discusses the specific challenges of securing databases in the cloud, highlighting issues like
misconfigured cloud storage and weak access management. It advocates for a comprehensive, multi-
tiered security strategy for cloud data protection.

Study: "The Impact of Emerging Technologies on Industrial Database Security"

e Insights: This research points out that new technologies like the Internet of Things (loT) and
Acrtificial Intelligence (Al) bring fresh security challenges. Many industries are ill-prepared for these,
especially in managing real-time data security and anomaly detection.

Study: ""Database Security Resource Challenges in SMEs"

¢ Insights: Reveals that small and medium-sized enterprises often face financial and expertise barriers
in enforcing strong database security. It suggests cost-effective solutions like cloud-based security
services and outsourced security management.

Study: ""Role of User Education in Enhancing Information Infrastructure Security"

e Insights: Concludes that educating users on security protocols significantly mitigates the risk of
security breaches, especially accidental insider threats. Regular training enhances the overall security
culture within organizations.

9. CONCLUSION

The research paper focuses on the evolving challenges and strategies in information security management,
particularly in the context of industrial databases and information infrastructures. Here are the key
conclusions drawn from the paper:

1. Paradigm Shift in Information Security Management: There has been a significant shift from a purely
technical focus to a more integrated management approach in information security. This change
underscores the evolving role of management in protecting digital assets and maintaining robust
information security practices.

2. Future Research Directions: The paper suggests that future research should explore the interplay between
technical and managerial strategies in information security. This includes focusing on how this synergy can
be optimized for better protection of industry databases and information infrastructures.

3. Real-World Examples: The paper presents several real-world cases such as the Equifax data breach,
Stuxnet attack, and others, highlighting the importance of robust information security and the consequences
of security breaches.
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4. Challenges and Solutions: The paper discusses various challenges faced by industries in safeguarding
databases, such as vulnerability to cyber threats, legal compliance, technological advancements, internal
security risks, and budgetary limitations. It also proposes solutions like strengthened data protection,
compliance and trustworthiness, staying updated with technology, reducing internal threats, and finding an
equilibrium between data accessibility and security.

5. Findings from Related Studies: The paper synthesizes insights from several studies, highlighting issues
like rising cybersecurity incidents, challenges in data security compliance, internal security risks, and the
impact of emerging technologies like 10T and Al on database security.

In conclusion, the paper emphasizes the importance of a management-oriented approach in information
security, integrating managerial and technical strategies to address the complex challenges posed by
evolving cyber threats and technological advancements. It also highlights the necessity of continual
research and adaptation to effectively safeguard industrial databases and information infrastructures.
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ABSTRACT: This review paper presents an up-to-date examination of database security, a critical and
dynamic component of information technology. We explore the spectrum of new threats databases face,
from advanced persistent threats to sophisticated SQL injection techniques. The discussion extends to
the integration of contemporary security protocols, the implementation of stringent access controls, and
the adoption of advanced auditing procedures. We dissect the complex interplay between evolving
security measures and the persistent efforts of cyber adversaries. Our analysis is aimed at equipping
database administrators and cybersecurity professionals with a nuanced understanding of the current
security landscape and the tools at their disposal to ensure data integrity and confidentiality.

KEYWORDS: Cyber Threats, Artificial Intelligence, Database Security, Al-driven Database
Breaches, Al-enhanced framework for database security

1. INTRODUCTION

In the sphere of information technology, securing databases stands as a cornerstone, governed by the
pivotal principles of confidentiality, integrity, and availability. These fundamental concepts are deeply
embedded in the design of Database Management Systems (DBMS), tasked with preserving the
structural integrity and domain-specific constraints critical for upholding data integrity. In the current
era of expansive network communication, safeguarding data against emerging threats is of utmost
importance. This study examines the role of artificial intelligence (Al) in revolutionizing database
security. Al plays an instrumental role in advancing threat detection capabilities, enhancing response
strategies, and elevating anomaly detection within database systems. We explore the profound impact
of Al in evolving the landscape of database security, focusing on its capacity to adapt and counter
complex cyber threats. This paper proposes an innovative, Al-enhanced framework for database
security, tailored to meet the modern demands of data protection in our increasingly connected digital
environment. Furthermore, the paper addresses the need for inventive solutions in database security,
transcending conventional protective methods. With databases becoming vital to the function of various
organizations, their protection requires a comprehensive approach that includes technical, strategic, and
managerial elements. We underscore the significance of a holistic perspective in database security,
considering aspects like policy development, educational initiatives for users, and the dynamic legal
and ethical considerations in data protection. Integrating these facets with Al-driven security
approaches, the paper aims to present a thorough understanding of contemporary methods to protect
databases against the broad spectrum of cyber threats.

OBJECTIVE OF STUDY

1. Toinvestigate how artificial intelligence can strengthen database security systems against cyber
threats.

2. Toanalyze the potential risks and vulnerabilities introduced by integrating artificial intelligence
into database security infrastructures.

2. REVIEW OF LITERATURE

Artificial Intelligence has become a cornerstone in the digital transformation era, catalyzing the
development of autonomous systems that echo human cognitive functions. Originating from the
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foundational concept of computational machinery, Al's quest to replicate 'thinking' machines has led to
practical embodiments in machine learning, such as voice-operated assistants and advanced image
recognition. Within the Al spectrum, machine learning stands out by granting computers the ability to
self-learn and adapt from data without explicit programming. This self-evolutionary process is evident
in systems that respond to voice commands and in surveillance technologies that monitor for aberrant
behaviors autonomously. Delving deeper, deep learning represents the progression of machine learning,
where algorithms learn from multi-layered data structures, resembling the human brain's approach to
information processing. This method proves instrumental in complex tasks such as verifying academic
credentials and enhancing identity verification processes. Neural networks, with their ability to discern
patterns through observational data, have become a linchpin in advancing machine and deep learning.
These networks are integral to the development of sophisticated control systems, such as those found
in autonomous vehicular navigation. In parallel, natural language processing has seen significant
strides, enabled more nuanced machine interpretation of human language, and paved the way for
smarter, more intuitive user interfaces in educational technologies and beyond. Lastly, expert systems
encapsulate the pinnacle of Al applications, combining specialized knowledge and inferential reasoning
to provide solutions akin to human experts. These systems are increasingly deployed in sectors where
decision-making is paramount, leveraging environmental data to derive logical conclusions.

WHY ARE AI-DRIVEN DATABASE BREACHES OCCURRING, AND WHAT ARE THE
INHERENT VULNERABILITIES THAT CONTRIBUTE TO SUCH INCIDENTS?

The increasing occurrence of Al-driven database breaches raises urgent questions about the
vulnerabilities inherent within these advanced systems. As Al technology continues to permeate
database security frameworks, it becomes imperative to scrutinize the factors that leave these systems
susceptible to exploitation. This phenomenon suggests a need to dissect the complex interplay between
sophisticated Al capabilities and the ever-evolving tactics of cyber adversaries. By examining the root
causes of these breaches, we aim to unearth the gaps in current security protocols and contribute to the
development of more resilient Al-powered defenses against such incursions into database sanctity.

HOW ARE AI-ENHANCED CYBER ATTACKS CARRIED OUT ON DATABASES?
Cyberattacks utilizing Al are akin to clever thieves seeking entry points in a database's defenses. These
Al tools employ sophisticated learning techniques, like a criminal casing a building, to understand a
database's usual security measures. They excel in identifying irregular or weaker aspects of the security
system. When a potential weak spot is found, the Al adapts its approach, much like a thief altering its
tactics in response to updated security measures. The agility of these Al attacks lies in their ability to
evolve and find new methods of attack, constantly challenging the robustness of database security. For
instance, an Al algorithm might target a company's customer database, learning its access patterns to
find a less guarded entry point, like an underused employee account. Once such a vulnerability is
identified, the Al tries numerous access strategies to break in, continuously adjusting its approach to
remain undetected, exemplifying the stealth and flexibility of Al in orchestrating database breaches.

3. RESEARCH METHODOLOGY

3.1 COMPREHENSIVE LITERATURE REVIEW: The research begins with a systematic
exploration of academic and industry literature on Al in database security. This includes gathering and
analyzing articles from key journals, conference proceedings, and industry reports. The focus is on
understanding the current state of Al technology in database security, its evolution, and future trends.
This phase establishes a comprehensive knowledge base, crucial for the subsequent stages of the study.
It also helps in identifying gaps in the existing research that our study aims to address.

3.2 Al TECHNOLOGY EVALUATION: In this phase, the effectiveness of Al technologies against
cyber threats is critically evaluated. Through a detailed analysis of case studies and real-world
implementations, the study examines the successes and challenges of Al in database security. This phase
assesses the practicality and scalability of Al solutions in diverse security scenarios. The findings from
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this evaluation provide a realistic picture of Al's capabilities and limitations. This phase is key to
understanding how Al can be optimized for better database security.

3.3 RISK ASSESSMENT OF Al INTEGRATION: The focus shifts to identifying potential risks
associated with integrating Al into database security systems. Using risk modeling and analysis, this
phase categorizes and prioritizes vulnerabilities. It also involves studying historical instances of Al
exploitation in cyberattacks to understand common attack vectors. This phase is crucial for developing
strategies to mitigate risks associated with Al deployment in security infrastructures. The outcomes of
this assessment guide the development of more secure and resilient Al-driven security systems. The
endpoint of this stage involves creating a framework that can endure existing threats while also being
flexible enough to handle the changing cybersecurity landscape. Through the ongoing incorporation of
fresh data and threat intelligence into risk assessment models, organizations can guarantee that their Al-
powered security systems stay at the cutting edge of defense strategies. This enables them to respond
swiftly and accurately to both established and emerging threats.

3.4 EXPERT INTERVIEWS: This phase involves conducting structured interviews with
cybersecurity experts and database administrators. These interviews aim to gather insights into the
practical challenges, benefits, and prospects of Al in database security. The discussions also serve to
validate and enhance the findings from the literature review and case studies. Insights gained here
provide a real-world perspective, bridging the gap between theory and practice. This phase enriches the
study with expert opinions and experiences, adding depth to the research findings.

3.5 ETHICAL AND PRIVACY REVIEW: The final phase tackles the ethical and privacy
considerations of Al in database security. It involves analyzing the balance between enhanced security
measures and potential privacy risks. The study also explores the broader ethical implications of Al
applications. A real-world example is the use of Al in financial institutions for fraud detection, which
raises questions about customer privacy and data handling ethics. This phase underscores the
importance of ethical considerations in the deployment of Al technologies in sensitive areas like
database security.

4. REAL WORLD EXAMPLES
4.1 TASKRABBIT BREACH (2018)

Background: TaskRabbit, an online marketplace for laborers, faced a substantial cybersecurity breach
in April 2018.

Incident Details: Hackers compromised user data, including social security numbers and bank account
details, affecting 3.75 million users initially. By September, the number of affected users escalated to
approximately 145 million.

Impact: This breach, one of the largest of its kind, forced the site to shut down temporarily and
highlighted significant vulnerabilities in handling sensitive user data.

4.2 NOKIA MALWARE INFECTION (2016)

Background: Nokia devices, particularly those operating on Android, were heavily targeted by Al
botnets.

Incident Details: The Al botnets exploited vulnerabilities in the devices, leading to data theft and
problems in cryptocurrency mining operations.

Impact: This incident exemplified the dangers posed by 10T devices in the face of advanced Al-driven
attacks, accounting for a significant percentage of overall malware infections.

4.3 WORDPRESS BOTNET ATTACK (2018)

Background: WordPress, a popular content management system, declared a massive Botnet attack on
its sites in 2018.

Incident Details: Around 20,000 WordPress sites were infected via a Russian proxy provider,
demonstrating the scale and sophistication of the attack.
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Impact: The attack highlighted the vulnerabilities of web platforms to Al-enhanced cyber threats and
stressed the need for robust security measures.

4.4 MARRIOTT DATA BREACH (2018)

Background: The luxury hotel brand Marriott experienced a significant breach in its reservation system.
Incident Details: Hackers gained access to personal data of around 500 million customers, including
sensitive information such as credit card and passport numbers.

Impact: The breach, which lasted for four years, underscored the persistent and evolving nature of Al-
driven cyber threats in the hospitality industry.

4.5 INSTAGRAM CYBER ATTACKS (2018)

Background: Instagram, a widely-used social media platform, suffered two separate cyber attacks in
2018.

Incident Details: The first attack led to unauthorized alterations in user account information. The second
involved a bug resulting in a data breach, where users' passwords were visible in browser URL
Impact: These incidents demonstrated the vulnerability of social media platforms to Al-driven attacks
and highlighted the importance of continuous monitoring and prompt response to security anomalies.

5. CHALLENGES IN INTEGRATING Al INTO DATABASE SECURITY:

COMPLEXITY OF Al ALGORITHMS: The intricate nature of Al algorithms can make them
difficult to understand and manage. This complexity can lead to challenges in effectively integrating
these systems into existing database security infrastructures.

DATA QUALITY AND QUANTITY: Al systems require large volumes of high-quality data for
training and effective operation. Ensuring the availability and integrity of this data is a significant
challenge, particularly in dynamic environments where data patterns frequently change.

REAL-TIME PROCESSING AND RESPONSE: Implementing Al systems that can process
information and respond in real-time to security threats poses significant technical challenges. This
requires not only advanced algorithms but also robust hardware and network infrastructures.
ADAPTING TO EVOLVING THREATS: Cyber threats are constantly evolving, making it
challenging for Al systems to stay current. Regularly updating these systems to recognize and respond
to new types of attacks is a continuous and demanding task.

INTEGRATION WITH EXISTING SECURITY PROTOCOLS: Harmonizing Al-based security
measures with existing protocols and systems can be difficult. There's often a need for significant
modifications or overhauls of current security infrastructure to accommodate Al technologies.

COST AND RESOURCE INTENSIVE: The development, implementation, and maintenance of Al-
driven security systems can be resource-intensive, requiring substantial investment in terms of time,
money, and technical expertise.

ETHICAL AND PRIVACY CONCERNS: Deploying Al in database security raises ethical
questions, particularly around privacy and surveillance. Ensuring that these systems respect user privacy
and comply with relevant regulations is a critical challenge.

RISK OF Al MANIPULATION: There's a risk that attackers could manipulate Al systems through
techniques like adversarial machine learning, turning the strengths of these systems into vulnerabilities.
SKILL GAP: There is often a skill gap in the workforce when it comes to managing and operating Al-
based security systems. Training and retaining skilled personnel who can effectively work with these
advanced technologies is a significant challenge.

RELIABILITY AND TRUSTWORTHINESS: Ensuring the reliability and trustworthiness of Al
systems in critical security roles is paramount. This includes validating the decisions made by Al and
ensuring they are explainable and justifiable.

IMPLICATION OF THESE CHALLENGES:

Understanding and addressing these challenges is crucial for database administrators and cybersecurity
professionals. They must navigate these complexities to effectively harness the benefits of Al in
enhancing database security, while also ensuring that these systems do not introduce new vulnerabilities
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or ethical concerns. The paper likely elaborates on strategies to mitigate these challenges, emphasizing
the need for continuous research, development, and training in this rapidly evolving field.

Challenges in Integrating Al into Database Security
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Fig.1. Challenges in Integrating Al into Database Security
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6. FINDINGS
6.1 AI-ENHANCED DATABASE SECURITY MEASURES:

ADVANCED THREAT DETECTION: Al algorithms use predictive analytics and pattern
recognition to identify potential security threats. For example, Al can analyze historical data to predict
and prevent breach attempts. Utilizing predictive analytics and pattern recognition, advanced threat
detection powered by Al identifies and predicts potential security breaches. By scrutinizing historical
and real-time data, these algorithms detect anomalies that diverge from typical behavioral patterns,
potentially signaling malicious activities before they evolve into breaches. This proactive strategy
enables organizations to preemptively thwart attackers, increasing the challenge for them to exploit
vulnerabilities without detection.

REAL-TIME THREAT RESPONSE: Machine learning models are adept at real-time threat
detection, enabling databases to respond swiftly to unauthorized access attempts. Machine learning
models demonstrate exceptional proficiency in identifying threats as they occur, issuing prompt alerts
and empowering databases to implement rapid countermeasures. In an environment where the
distinction between a contained incident and a comprehensive data breach can hinge on milliseconds,
real-time detection proves to be pivotal. The flexibility of these systems facilitates adaptive responses,
such as autonomously isolating dubious activities or dynamically modifying firewall rules to thwart an
ongoing attack.

ADAPTIVE LEARNING: Adaptive Learning: Al systems continually learn from new data, enhancing
their ability to detect and respond to evolving cyber threats. Al systems remain dynamic, consistently
assimilating fresh data to enhance their detection and response capabilities. This constant learning and
evolution are essential in the ongoing battle against cyber adversaries, who persistently enhance their
attack methodologies. Through continuous learning, Al security systems can swiftly recognize
emerging threats, adjust to intricate attack patterns, and gradually refine their defense mechanisms to a
more sophisticated level.

6.2 VULNERABILITIES IN AI-DRIVEN SYSTEMS:

COMPLEXITY AND BLIND SPOTS: The complexity of Al models can inadvertently create security
blind spots. The intricate nature of Al algorithms, although potent, possesses a dual nature. The intricacy
can result in opagueness within decision-making processes, wherein even the creators may lack a
comprehensive understanding of how specific conclusions are reached. This lack of transparency can
give rise to security blind spots, wherein certain threats remain unidentified or are misclassified,
potentially leading to overlooked vulnerabilities.

SUSCEPTIBILITY TO MANIPULATION: Techniques like data poisoning and model evasion can
manipulate Al decision-making. Al systems, especially those relying on machine learning, are
susceptible to manipulation through tactics like data poisoning, where false data is introduced to skew
the learning process, and model evasion, wherein attackers devise inputs intentionally crafted to be
misclassified by the Al. These approaches can result in erroneous decision-making, enabling malicious
activities to go unnoticed.

BALANCING SECURITY AND USABILITY: Ensuring robust security without compromising
system usability remains a challenge. The implementation of robust Al-driven security often amplifies
the complexity of the user interface, impacting the overall usability of the system. Striking the right
balance is an ongoing challenge, ensuring that security measures are sufficiently robust to thwart
attackers while maintaining user-friendliness to prevent security protocols from hindering productivity.

6.3 ETHICAL AND PRIVACY CONSIDERATIONS:

SURVEILLANCE AND DATA MISUSE: The potential for invasive monitoring and misuse of
personal data by Al systems raises ethical concerns. The enhanced capabilities of Al raise concerns
about intrusive monitoring and potential misuse of data. The ethical dilemma centers on justifying
monitoring in the name of security and determining the appropriate boundaries to safeguard individual
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privacy. There is a potential risk of unauthorized surveillance using these technologies, which could
undermine trust and compromise privacy.

TRANSPARENT POLICIES: The need for transparent Al policies that respect user privacy and data
handling ethics. Advocating for transparent Al policies recognizes the imperative to balance security
and ethical considerations. These policies should dictate the collection, analysis, and storage of data,
ensuring that Al systems adhere to privacy laws and ethical standards. Transparency not only builds
trust among users but also allows for auditing and accountability of the Al's decision-making process.

6.4 EXPERT INSIGHTS:

CONTINUOUS TRAINING AND UPDATING: Experts stress the importance of regularly updating
Al systems to combat emerging cyber threats. In the realm of cybersecurity, professionals stress the
importance of consistently training and updating Al systems to stay abreast of the ever-changing
landscape of cyber threats. It is imperative to continually educate Al models to ensure their efficacy
against novel and sophisticated attack vectors. This not only involves refreshing the Al's datasets but
also fine-tuning its algorithms and decision-making processes to adeptly address the latest challenges
in cybersecurity.

HYBRID SECURITY APPROACH- A combination of Al and traditional security measures is
recommended for optimal protection. Experts widely agree that the most potent security stance involves
a hybrid approach, integrating Al with conventional security measures. While Al significantly boosts
threat detection and response capabilities, it should not supplant foundational security practices like
routine software updates, robust access controls, and continuous human oversight. A multi-layered
defense strategy provides a more thorough safeguard against cyber threats.

6.5 PROACTIVE AND INFORMED APPLICATION OF Al:

The study advocates for a proactive and informed approach to integrating Al in database security. This
encompasses not only the implementation of Al-driven tools but also a comprehensive understanding
of their underlying mechanisms and potential impacts. It is crucial for organizations to stay abreast of
the latest developments in Al technology, understanding both its strengths and limitations. A proactive
stance involves anticipating future threats and preparing defenses accordingly. This includes regular
assessments of Al systems, ensuring they are updated to counter new types of cyberattacks, and
maintaining a keen awareness of the evolving cyber threat landscape. Additionally, a well-informed
approach requires educating all stakeholders, from system administrators to end users, about the role of
Al in database security and the importance of adhering to best practices. By fostering a culture of
security awareness and promoting continuous learning, organizations can effectively leverage Al to
enhance their cybersecurity posture while also safeguarding against potential risks associated with Al
integration. This approach underlines the necessity of a multifaceted strategy that combines
technological advancements with human expertise and vigilance.

7. CONCLUSION

This comprehensive study underscores the critical role of Artificial Intelligence (Al) in enhancing
database security amidst a landscape teeming with sophisticated cyber threats. Our exploration reveals
that while Al introduces new strengths to security frameworks, it also presents unique vulnerabilities
that require vigilant attention and ongoing management. The research consistently highlights the
potential of Al to revolutionize threat detection and response through advanced predictive analytics,
real-time monitoring, and adaptive learning capabilities.

However, it is imperative to acknowledge the complexity and potential manipulation risks that Al
systems carry. As our investigation shows, the security enhancements provided by Al must be carefully
balanced against usability and ethical considerations to ensure that the pursuit of robust security does
not infringe upon user privacy or lead to data misuse.

Furthermore, the insights gleaned from experts through structured interviews accentuate the necessity
for a hybrid security approach, combining the innovative prowess of Al with traditional cybersecurity
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measures. Continuous training and updates of Al systems emerge as a critical theme, reinforcing the
need to keep pace with the ever-evolving cyber threat landscape.

In conclusion, this paper advocates for a proactive and informed application of Al in database security,
encouraging a holistic approach that encompasses technical, strategic, and ethical dimensions. It is
through such a comprehensive framework that we can anticipate and counteract Al-driven cyber threats,
securing our databases against the intricate challenges of the digital age.
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ABSTRACT: Quantum computing is a revolutionary technology that has significant implications for
Cyber-Physical Systems (CPS) security. CPS, deeply integrated into critical infrastructure and modern
technologies, faces unprecedented challenges and vulnerabilities in this era. This article explores the
challenges and solutions for CPS security, discussing qubits, superposition, and quantum algorithms.
Threats to CPS security have evolved, with quantum attacks posing threats to classical encryption
methods. To mitigate these threats, post-quantum cryptography offers quantum-resistant cryptographic
techniques suitable for CPS. Strategies for building resilient CPS systems and recovering from quantum
attacks are discussed. Real-world case studies highlight the challenges and successes of securing CPS
systems in the quantum era. The article also discusses regulatory and compliance frameworks for CPS
security.

KEYWORDS: Quantum, computing, Quantum computing, Cyber-Physical Systems, Cryptography.
1.0 INTRODUCTION

Utilizing the ideas of quantum physics, quantum computing is a cutting-edge branch of computation that
allows for calculation rates and efficiency beyond the reach of classical computers. Quantum computers
employ quantum bits, or qubits, as the fundamental unit of information instead of classical computers,
which utilize bits (Os and 1s). Superposition is the phenomenon that allows qubits to exist in several states
concurrently.

Because of this special quality of superposition, quantum computers may investigate several solutions to a
problem simultaneously, which gives them extraordinary power for particular applications. Quantum
computers may also connect the states of qubits via entanglement, another quantum phenomenon, making
it possible to do complicated computations that are difficult for conventional computers to complete
quickly.

Even though guantum computing has a lot of potential, there are still many unanswered questions on the
subject, such as error correction, qubit stability, and useful applications. However, it has the potential to
transform a number of fields, including simulations of quantum systems, cryptography, and optimization
issues, with far-reaching effects on science, technology, and security.

A crucial confluence of digital processing, communication, and control with the real environment is
represented by cyber-physical systems, or CPS. Critical infrastructure and contemporary technologies
increasingly depend on these systems, which combine physical (sensing and actuation) and cyber
(computing and communication) components. The importance of CPS in various areas is examined in this
article.

1.1 AIMS AND OBJECTIVES

e This article's goal is to examine and comprehend how guantum computing may affect cyber-
physical systems' (CPS) security. The potential influence of quantum computing on CPS security
is becoming more important as it develops.
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To examine the potential impacts of quantum computing on CPS security, including any
vulnerabilities.
It may introduce the measures that can be taken to secure CPS in the quantum era.

QUANTUM COMPUTING FUNDAMENTALS

Superposition and qubits are two novel ideas introduced by quantum computing, which is based on the
fundamental ideas of quantum physics. This section gives a basic introduction to these ideas and
emphasizes how important they are to quantum computing.

Qubits:

While a quantum bit, or qubit, can concurrently exist in a superposition of both states, a classical
bit can only represent 0 or 1 [1].

A gquantum bit, also known as a qubit, can concurrently exist in a superposition of both states,
whereas a conventional bit can only represent either one.

In addition to being in a linear combination of these states, represented as a|0) + B|1), where o
and B are complex numbers fulfilling |a|*2 + |B|*2 = 1, a qubit's state may also be represented as
0 and 1) [2]

Superposition:

The two possible states for a qubit are |0) and |1). It can also exist in a linear combination of these
states, which is represented as a|0) + B|1), where a and B are complex numbers such that a2 +
BlI*2 = 1.

It allows quantum computers to investigate several solutions to a problem concurrently, which
might result in exponential speedups for specific tasks. [3]

For instance, a qubit in a superposition of |0) and |1) can perform operations on both states
simultaneously, making it highly efficient for quantum algorithms like Grover's search algorithm

[4].

Compared to classical computers, quantum computers have the potential to achieve large computing
gains, especially for certain kinds of applications. Some of the possible benefits of quantum computing
are examined in this section.

Speedup in Factorization and Cryptography: Using Shor's algorithm, quantum computers may
effectively execute integer factorization, possibly compromising popular encryption systems like
RSA. [5]. Shor's technique, which is efficient for integer factorization, can be utilized by quantum
computers to attack popular encryption systems like RSA.

Quantum Search Algorithms: Grover’s technique is a quadratic speedup over traditional search
algorithms that quantum computers can use to improve databases and unstructured searches [6].
Applications for this include optimizing databases, retrieving data, and resolving unsorted ones.
Simulating Quantum Systems: It is difficult for conventional computers to effectively model
guantum systems, whereas quantum computers can.. This has implications for quantum
chemistry, materials science, and drug discovery, enabling the exploration of new molecules and
materials [7].

Quantum Machine Learning: Quantum computing has the potential to enhance machine
learning algorithms through quantum data processing, enabling complex optimization tasks [8].
Quantum-enhanced machine learning is an emerging field with applications in data analysis and
pattern recognition.

Parallelism and Exponential Speedup: Quantum computers can leverage quantum parallelism,
allowing them to perform multiple calculations simultaneously. This can lead to exponential
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speedups for certain problems. Quantum algorithms can outperform classical algorithms in tasks
such as solving systems of linear equations and simulating quantum mechanics [9].

2.0 CURRENT STATE OF CPS SECURITY

Cyber-Physical Systems (CPS) play a vital role in various industries by integrating digital and physical
components to enhance efficiency, safety, and control. Here, we describe the role of CPS in critical
infrastructure, healthcare, and transportation.

Critical Infrastructure
o Power Grids: CPS is integral to managing and optimizing power grids, allowing for real-time
monitoring, demand management, and grid stability [10].
e Water and Wastewater Management: CPS systems are used to monitor and control water
treatment plants, distribution networks, and wastewater management, ensuring clean water supply
and environmental protection [11].

Healthcare
e Medical Devices: CPS is used to monitor and control medical devices, ensuring patient safety
and enabling telemedicine applications [12].
o Patient Data Management: Healthcare CPS systems manage electronic health records,
providing healthcare professionals with secure access to patient data [13].

Transportation
e Intelligent Transportation Systems (ITS): CPS is at the core of ITS, enabling traffic
management, vehicle-to-vehicle (V2V) communication, and autonomous vehicle technologies
[14].
e Aviation: CPS technologies are essential for aircraft navigation, collision avoidance systems, and
air traffic control [15].

Cyber-Physical Systems (CPS) in the classical computing era have faced several security challenges that
have had significant implications for their reliability and safety. Here, we highlight some of these security
challenges.

e Vulnerability to Cyberattacks: Cyberattacks of all kinds, such as malware, denial-of-service
(DoS) attacks, and infiltration attempts, might interfere with CPS's regular operations [16].

o Lack of Encryption and Authentication: Many CPS devices and components lacked robust
encryption and authentication mechanisms, making them susceptible to data breaches and
unauthorized access [17].

o Interconnectedness Risks: The interconnected nature of CPS components increased the attack
surface, as compromising one component could potentially lead to a domino effect affecting the
entire system [18].

e Legacy Systems and Patching: Many CPS systems used legacy components and operating
systems that were difficult to patch and update, leaving them exposed to known vulnerabilities
[19].

e Insider Threats: Insider threats, such as employees with malicious intent or negligence, pose
significant security risks to CPS systems [20].

e Lack of Standardization: The absence of comprehensive security standards and best practices
specific to CPS made it challenging to develop consistent security measures [21].

2.1 QUANTUM COMPUTING’S THREAT TO CPS
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Because quantum computing can solve some mathematical problems that traditional cryptography
systems rely on in an efficient manner, it might be a danger to these approaches. Here, we talk about how
traditional encryption techniques are threatened by quantum computing.

Shor's Algorithm and Integer Factorization: Shor's technique allows quantum computers to
factor big numbers quickly, a job that conventional computers cannot accomplish
computationally. This is a serious danger to popular encryption techniques like RSA, which
depend on the complexity of integer factorization [22].

Grover's Algorithm and Search Problems: Grover's approach can help quantum computers
solve search issues more quickly. This decreases the effective key length and may jeopardize the
security of symmetric-key encryption techniques, even though it does not directly destroy
encryption.[23]

Post-Quantum Cryptography: Because quantum computing poses a danger to conventional
encryption, post-quantum cryptographic algorithms—which are thought to be resistant to
guantum attacks—have been developed. These methods are resistant to search algorithms and
guantum factorization [24].

Quantum-Safe Cryptographic Solutions: Researchers are exploring quantum-safe
cryptographic solutions, including lattice-based, code-based, and multivariate polynomial
cryptography, which are resistant to quantum attacks and offer security in the post-quantum era
[25].

Preparing for the Quantum Threat: Organizations and governments are taking steps to prepare
for the quantum threat by investing in quantum-resistant cryptography, developing quantum key
distribution technologies, and monitoring the progress of quantum computing development [26].

Because quantum computers may solve problems more effectively than classical computers, Cyber-
Physical Systems (CPS) are vulnerable to quantum assaults. This section includes citations and references
to back up the explanation of how vulnerable CPS systems are to two well-known quantum algorithms,
Shor's algorithm and Grover's algorithm.

1.

Vulnerability to Shor's Algorithm: Shor's AlgorithmOne quantum method that is well-known
for its effectiveness at factoring big numbers is Shor's algorithm. This presents a serious danger to
traditional cryptographic schemes like RSA encryption, which rely on the complexity of integer
factorization [27].

Impact on CPS: CPS systems often use classical encryption methods to secure data and
communications. If an adversary with access to a powerful quantum computer were to use Shor's
algorithm, it could potentially break the encryption protecting CPS communications, leading to
data compromise and system vulnerabilities.

Vulnerability to Grover's Algorithm: Grover's Algorithm: Grover's method is a quantum
algorithm that outperforms traditional algorithms in unstructured search jobs. It accelerates
unsorted database searches by a quadratic factor [28].

Impact on CPS: Grover's algorithm does not directly break encryption; however, it reduces the
effective key length of symmetric-key encryption methods. This means that the time it takes to
find the correct key is reduced by a factor of the square root of the key space.

CPS Example: If an attacker with a quantum computer were to search for an encryption key in a
CPS application using Grover's approach, the amount of time needed to breach the encryption
would be greatly decreased. This can result in data being intercepted or unauthorized access to the
CPS system.

Preparing for Quantum-Resistant CPS Security: In order to tackle these problems, scholars
and professionals are investigating quantum-resistant post-quantum cryptography algorithms,
creating quantum-resistant key exchange protocols, and integrating quantum-safe security
features in CPS systems [29].
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e CPS Security Standards: In order to safeguard CPS systems in the future, organizations and
regulatory agencies are attempting to create security standards that incorporate quantum-resistant
encryption and advise the adoption of quantum-safe algorithms.

2.2 QUANTUM-POST CRYPTOGRAPHY

The development of quantum computing has brought up security issues that are being addressed by Post-
Quantum Cryptography (PQC). In order to counteract quantum threats to classical cryptography systems,
PQC is introduced in this part, along with references and citations to back up the ideas.

1. Quantum Threat to Classical Cryptography: The security and integrity of sensitive data are at
risk due to the effective breaking of classical encryption techniques by algorithms like Shor's and
Grover's, which is made possible by the advent of powerful quantum computers [30] [31].

2. Post-Quantum Cryptography (PQC): A paradigm of cryptographic techniques created
especially to fend off quantum assaults is called post-quantum cryptography (PQC). The purpose
of these methods is to safeguard information and correspondence in the post-quantum period, as
guantum computing presents a significant risk to traditional encryption techniques [32]. PQC
seeks to offer security based on mathematical issues that are inefficiently solved by quantum
algorithms. Lattice-based, code-based, multivariate polynomial, and other cryptography-related
issues are among them [33].

3. Key Aspects of PQC: PQC algorithms are made to withstand quantum attacks even in the event
that very potent quantum computers become accessible. They provide a better degree of security
assurance in the context of quantum threats. PQC ensures that quantum algorithms like Grover's
and Shor's don't jeopardize encryption, protecting data integrity and secrecy [34]. To get ready for
the quantum danger, businesses and researchers are working hard to standardize and investigate
PQC algorithms. This process is aided by projects such as the Post-Quantum Cryptography
Standardization initiative of the National Institute of Standards and Technology (NIST) [35].

2.3 CRYPTOGRAPHIC APPROACHES SUITABLE FOR CPS

Cyber-Physical systems (CPS) require the use of cryptographic techniques that are appropriate in order to
secure sensitive data and communications. Lattice-based cryptography and code-based cryptography are
two viable methods for protecting CPS. These cryptographic techniques will be covered in detail in this
discussion, along with citations and references for more reading.

Lattice-Based Cryptography: This type of cryptography is a good option for post-quantum security and
may be used to protect CPS against quantum assaults since it is based on the difficulty of certain lattice
issues [36]. Lattice-based cryptography techniques such as LWE (Learning with Errors) and NTRU (Nth-
degree truncated polynomial ring) are thought to be robust against quantum errors and to provide
excellent security guarantees [37]. Lattice-based cryptography, which offers safe encryption, digital
signatures, and key exchange protocols, is renowned for its adaptability and appropriateness for use in
CPS applications [38].

Formula-Based The foundation of cryptography lies in the difficulty of particular coding theory issues,
notably the decoding of random linear codes [39]. One of the most well-known code-based cryptography
techniques is the McEliece encryption method. It has uses in secure key exchange for CPS and is thought
to be safe against quantum attacks [40]. Strong security guarantees and comparatively efficient processing
complexity make code-based cryptography appropriate for CPS devices with limited resources [41].

3.0 RESILIENCE AND RECOVERY STRATEGIES

Quantum-safe backups are crucial for restoring critical critical point systems (CPS) data and
configurations in the event of a quantum attack. These backups can be created using quantum-resistant
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encryption, ensuring data can be securely restored. Quantum-resistant data reconstruction methods can
help restore data and system functionality without relying on compromised cryptographic keys. Incident
response and recovery plans should be implemented, highlighting the steps to take in case of a security
breach and prioritizing the restoration of CPS functionality. Key rotation protocols should be
implemented for continuous encryption key updates, restoring data security in the event of a quantum
attack. Quantum-resistant firmware and software updates can patch vulnerabilities exposed by quantum
attacks and restore system integrity. Distributed system redundancy can be built into CPS systems with
distributed components, allowing for continuous system operation in case of a quantum attack. These
strategies help ensure the security and integrity of critical CPS systems.

3.1 RECOVERY MECHANISMS TO RESTORE CPS FUNCTIONALITY FOLLOWING
QUANTUM ATTACKS

Quantum-safe backups are crucial for restoring critical point systems (CPS) data and configurations in the
event of a quantum attack. These backups can be created using quantum-resistant encryption, ensuring
data can be securely restored. Quantum-resistant data reconstruction methods can help restore data and
system functionality without relying on compromised cryptographic keys. Incident response and recovery
plans should be implemented, highlighting the steps to take in case of a security breach and prioritizing
the restoration of CPS functionality. Key rotation protocols should be implemented for continuous
encryption key updates, restoring data security in the event of a quantum attack. Quantum-resistant
firmware and software updates can patch vulnerabilities exposed by quantum attacks and restore system
integrity. Distributed system redundancy can be built into CPS systems with distributed components,
allowing for continuous system operation in case of a quantum attack. These strategies help ensure the
security and integrity of critical CPS systems.

3.2 QUANTUM-SAFE CPS DESIGN

The design of quantum-safe Cyber-Physical Systems (CPS) is an essential strategy for guaranteeing the
security and robustness of CPS in the post-quantum future. To safeguard data and communications, post-
guantum cryptographic procedures are used, such as digital signatures, key exchange protocols, and
encryption that is resistant to quantum emulation. Quantum-resistant hardware components, such as
hardware security modules, secure key storage, and hardware-based random number generators, are also
designed to withstand quantum attacks. Secure firmware and software for CPS devices and control
systems are developed, including secure boot mechanisms, software patches, and continuous monitoring
for quantum wvulnerabilities. Quantum-safe key management and rotation protocols ensure that
cryptographic keys are continually updated to quantum-resistant alternatives, preventing potential
exposure in case of a quantum attack. Resilient network infrastructure is built for CPS, including
guantum-safe communication channels and monitoring mechanisms, to protect data in transit and ensure
the availability of CPS even in the face of quantum threats. Adhering to established security standards and
regulatory compliance, including quantum-safe security recommendations and best practices for CPS
design and operation, is also essential. Continuous monitoring and response mechanisms are implemented
to detect and mitigate quantum threats in real-time, identifying vulnerabilities and responding swiftly to
potential attacks. By integrating these principles into CPS design, organizations can enhance their
systems' security and resilience in anticipation of the quantum threat landscape.

3.3 IMPORTANCE OF SECURE KEY DISTRIBUTION AND MANAGEMENT IN QUANTUM-
SAFE CPS

Secure key distribution and management are crucial for the security and resilience of Cyber-Physical
Systems (CPS), especially in the context of quantum-safe design. Quantum computers can break
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traditional cryptographic keys, making it essential to employ quantum-resistant keys. Quantum Key
Distribution (QKD) offers a secure means of distributing cryptographic keys that are provably secure
against gquantum eavesdropping, providing a foundation for securing CPS communications in a post-
quantum era. Regular key rotation with quantum-resistant keys is essential to prevent long-term exposure
to potential quantum attacks. Secure key management ensures that encryption keys are continually
updated to quantum-safe alternatives. Resilience and data protection are also important aspects of secure
key distribution and management. Effective key management is vital to maintaining data protection in the
face of quantum threats. Compliance with security standards and regulations often includes requirements
for secure key distribution and management, helping organizations meet legal and industry-specific
security requirements.

3.4 CASE STUDIES AND EXAMPLES

Researchers are exploring the use of quantum-safe communication protocols in smart grids, Industrial
Internet of Things (1loT), and healthcare systems to protect critical infrastructure. Quantum-resistant
encryption and key exchange mechanisms are being explored to secure data and control messages in the
grid, ensuring system reliability and resilience. In healthcare systems, quantum-safe cryptographic
protocols are being used to protect patient data and medical devices, particularly those involving remote
monitoring and telemedicine. Some healthcare organizations are also exploring the use of quantum-safe
cryptographic protocols to enhance security in remote monitoring and telemedicine. Secure Quantum Key
Distribution (QKD) is being integrated into critical infrastructure systems, such as in energy and financial
sectors, to ensure secure communication channels resistant to quantum attacks. These efforts aim to
enhance the security of critical infrastructure and improve the reliability and resilience of these systems.
These examples showcase the ongoing research and limited practical implementations of quantum-safe
measures in CPS systems. As quantum technologies continue to advance, it is expected that more real-
world applications and deployments of quantum-safe security measures in CPS will emerge to ensure the
resilience of critical infrastructure and interconnected systems against quantum threats.

3.4.1 Challenges:

The challenges in implementing quantum-safe cryptographic algorithms in the Computer-Physical
Systems (CPS) domain include limited awareness and understanding of quantum threats, integration
complexity, resource constraints, and standards and interoperability. Many organizations are unaware of
the potential impact of quantum computing on their systems, and integrating quantum-safe measures into
existing CPS can be complex and costly. Additionally, some CPS devices and sensors may have resource
limitations, making it difficult to implement complex quantum-safe cryptographic algorithms. Quantum
Key Distribution (QKD) is a promising quantum-safe technology, but its deployment and practicality are
also challenges.

3.4.2 Successes:

Quantum-resistant cryptographic algorithms and protocols have been developed, laying the foundation for
guantum-safe security measures in quantum-proof systems (CPS). Awareness of quantum threats has led
to initiatives exploring quantum-safe security in various CPS domains. Pilot projects and demonstrations
have demonstrated the feasibility of implementing quantum-safe measures in real-world applications.
Collaboration between industry, academia, and government bodies has advanced quantum-safe security
research and standards. Regulatory bodies, like the National Institute of Standards and Technology
(NIST), are addressing the importance of quantum-safe security. Quantum Key Distribution (QKD) has
shown potential in sectors like finance and critical infrastructure.
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3.5 REGULATORY AND COMPLIANCE FRAMEWORKS

The National Institute of Standards and Technology (NIST) is working on standardizing post-quantum
cryptography, a crucial aspect of quantum-safe security standards. GDPR in the European Union
emphasizes data protection, including quantum-safe security. The IEEE Quantum Safe Working Group
guides best practices for quantum-safe security, including CPS applications. International standards
organizations like the International Organization for Standardization (ISO) are also exploring quantum-
safe security standards to guide organizations in securing their CPS against quantum threats.

Security standards provide organizations with a structured approach to security, reducing the likelihood of
security breaches and vulnerabilities. They outline best practices, controls, and procedures to protect
against threats and vulnerabilities. Compliance with these standards helps organizations identify, assess,
and mitigate risks effectively, reducing the likelihood of financial and reputational damage. Compliance
with regulatory and legal requirements helps organizations meet these obligations, while trust and
customer confidence are fostered. Compliance can provide a competitive advantage, as clients and
partners prefer organizations with robust security measures. Incident response and recovery guidelines are
also included in security standards. Finally, compliance allows organizations to demonstrate
accountability to regulators, customers, and stakeholders, providing evidence of the implementation,
auditing, and maintenance of security measures.

4.0 FUTURE PROSPECTS AND CHALLENGES

Quantum computing is expected to significantly impact Cyber-Physical Systems (CPS) security, making
platforms more accessible to researchers and malicious actors. Organizations must adapt to quantum-
resistant cryptographic solutions to protect CPS from quantum attacks. International standards bodies and
regulatory agencies will establish quantum-safe CPS standards to guide implementation. Quantum Key
Distribution (QKD) will see increased adoption in CPS and critical infrastructure sectors, bolstering data
transmission and control messages' security. Research in quantum-resistant protocols will lead to more
efficient and practical solutions. Organizations must develop and implement quantum-safe resilience
strategies to ensure CPS systems maintain functionality and data integrity even in the presence of
guantum attacks.

5.0 CONCLUSION

Quantum computing is a rapidly advancing technology that poses a threat to classical encryption methods
and the security of critical public services (CPS) systems. Organizations must prepare for the inevitable
impact of quantum computing on their security infrastructure, ensuring long-term security, cost-effective
transition, protection of sensitive data, compliance with emerging regulations, building stakeholder trust,
and ensuring sustainable resilience. Quantum-safe security measures are designed to withstand quantum
attacks and provide enduring protection, making preparation essential for uninterrupted CPS
functionality. Proactive preparation can enhance an organization's reputation for security and reliability.
Quantum computing poses a threat to Cyber-Physical Systems (CPS) security, necessitating the
implementation of quantum-safe measures. Challenges include developing cryptographic standards,
deploying QKD, and designing hardware. International standards bodies and regulatory agencies are
working on establishing standards and regulations
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063)9M69¢) BM09635300L 580393900 S MDA 300gMOLO3OEY

300396 13sbsdg!

Box s 839 ™dOL MJEH™M0, dB0Bbgbobs s F9dbmemyngdol MboggmLodEgE oL S5O OMmJdIVIEO
360390

M9BM3g: ,,068MM530990 553900905 sbg MHimIL 1530l O™ CBBMO T30 GHYdbmemyogdols
3WMBSM0 256300560930LS s FMIHAMYdOL LHMR0 3Hgd3gd00 BOHPOL 3OHMEILL. dm(3gdeo
36390 300093 MBOM IS 356900l sMLGdMDdST, MMIol MOHMLSE 0bGIMHBgEBHOLS s
06@9069¢ 3946mma0930L 459tmg9gb9gdsd MM LogmRBs3bM3zMYdM, oy 3MMEglome mbyby
3Mbsbyen Dozl dosefos. Lsdhmbsdm®, 0bEIMbgEOLs s 0bEIMbYE BH9Ibmmmyogdol LHGmsxo
90056001900 496301569008 3MBOGHOMO 3OMEILL ™MD bzl 496339 MHoLZgdo, Mo
LoggMmbgl  ©94dbol  yarmdseMo  06@gMbgd Jugwol gMmosbmMdsLS s MLsgMMbMdsL, dob
9003 M5MdOLS O BEBHIVOWNH 45530005M9dL. B35 ZLOYBOOMB FEPMBICMEMO 0bBHIMBYE Jugwrols
9600056Mmd5BY,  MLOBODBMGILS 5 BEHVOWNOMISDY, 9930w  Mbs  9530b0dbMmm
3996000056900 9MHgdol  MmEYB0Bsgool 29bgMemMo dog3bols doge dmfzgmeo 0b3GgMbyd
8056m39mdOL BmMdot, HMIWOoL dFomdsdo BsHOMMEO sGOL Y39 @s0bEHIMgLYdo dbsmy -
Loxo®m o  3gMdm  Lgd@m®mgdo, Lodmgoodm  Lobmasmgds ©s 535090000  [Mggdol
Dom0mMIsygbengdo. gl 6oL  Lom39gmgbm  3EsBHBMODs, Loz bgds 0b@gMbgd LogMiEgdo
9000bsMg 3039900 globgd sSBOMS Fo33ws, OLINMLOS s J9TMEFEOWIOJOOL  FoDBOIMYDS
506390990 Fbsgms FMOOL HEYMOG {ELMDIWE, 0bg gOHM36M s HYROMbs® mbyby.

153396dm  Logyzgdo: 06GIObgE0, 063H9Mbgd  BHgdbmemaogdo, 0bFGHIMbgd  BMLadI6EE0s,
30096003639, 3009MMLIBOMHMYDS, 3009M65Ts0, 06BHYMbYE) 3OMGH™MIMEYd0, 3MbBWwodEgdo,
06@&96mb9¢ 3056:mM39mdol gmMmdo, Gwbolol ol faldoyo

ABSTRACT: "Information explosion” was the name given to the process of global development of
information technologies and rapid growth of users. This process was further accelerated by the existence of
the pandemic, during which the use of the Internet and Internet technologies at both the household and
professional levels reached an unprecedented limit. Unfortunately, the positive process of rapid development
of the Internet and Internet technologies is accompanied by certain risks, which threaten the unity and security
of the global Internet network, its stability and stable development. When we talk about the unity, security and
stability of the global Internet network, we must mention the Internet Governance Forum convened by the
Secretary General of the United Nations, whose work involves all interested parties - public and private sectors,
civil society and representatives of academic circles. It is the best platform where the exchange of ideas,
discussion and sharing of experiences about the processes taking place in the Internet space takes place among
the interested parties at the global, national and regional levels.

KEYWORDS: Internet, Internet Technology, Internet Fragmentation, Cyberspace, Cybersecurity,
Cybercrime, Internet Protocols, Conflicts, Internet Governance Forum, Tunis Agenda

1 https://www.intgovforum.org/en/about#about-us
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1. 9glssgsewo

2005 §9ob 29900006900 gMgdol  Mm®ABoBsEzo0l dJoghH Fomgdme 0dbs  Lsobgm®dsgom
L5BERSEMYBOLMZOL  EHMBoLoL oL  Fglogol Fowgds?, Gog Fob  MLFOgdS  0BEHIMBIE
3050m39mdol Bm©OHdol  Imfizazel. gl IMo393s  BHYMIobol  0b6EMbgEOL  3TsMMZ9™MdOL
396356 gdLs 5 0dob 5005MYOL, M 0bEHIMBYEHOL FoeIMZ30L 3OMEJLO IMoEs3L Ws0bEYMHILYdOME
dbsMgms  BoMmMEMdSL  bbgoolbgs Gmemgddo. 39Mdm, LsobBMMTs30m  Lsbmsmgdobmzol
A&Mbolol oL [guMoado 330mbYIEMdM, MM ,,0639MbgEOL FFsOMZ9WMdS SHOL JNSZMHMDIOOU,
396dm LydBHMOols s Lsdmgowrsdm LoBMYsMIdOL JoghH 530060 GMEgdOL F9dmTdog9ds
390myggbgds  Loghomm  36M0b303900L,  BmMIgdol,  Fgbgdol,  35sFY39GH0wgdol  dorgdols
36MM(3909MJO0Ls O 3MMAMTIO0L, OHMIMIO0E 9949009096  0bBHIMbgBHOL  g3mEwEosl s
299mygbgdsl* (Tunis Agenda for the Information Society) [1].

5939 Mbs 500bodbML, GMI GHMbolol @Ol HaliBogol 72 - g 35M5a6M0x30 5YIBL 06EIHbYE
8056m39d0L GeeMIol 3sbobE?, Lswsg 3300bEMmd”, H™A:

a) 0b@gMbgBHOL BoMm30L JoMOMI© JegdgbBHIOMD 3538009 MWO  LoxsM® 3MEoE030L
Logombgdol  gobbowgs, Goms bgwo 9gmhgml 0b@HgMbgEol dyMoMdL, goddEgMdsL,
MBOBOHOBMYGOSL, BB IOMBL s Q9B3000569ds;

b) bywo dgmHgml ob3MLbosl 00 MOY6MIIL FmMol, Moz gbgds 0bEHgMbyEMb 3538060930
Lbgoslbgs BogMHmadmMolm vy LoxsMm 3me0G039L o 4obobosgl olgm by3zombgdL,
OMIGOOE 96 2969310036900 9OEIO 9OLYGOE MEYIBML LgggMmUs;

C) 9500 993900 gd5M9dsd0  Fgmgy  Logombgdbg  GgLodsdol  LadmEgz™MBSMSMGOLM
62560D5(3000056 o BBZS 0bLEHOEGHWHJIME MOPOIOHOMDS;

d) 0bxm®mds300Ls s Lsv)3gmgLe 3MgE030L Fo33e0lL bgedgfiymds s 53 32O 535©930GO,
153936090 s 3H996039M0 LoBMYMYdYOOL 939 EHOBOL LOMYIESE odMmYqbgds;

e) ¢MBogm  Y439ws  ©o0bEIMGLYOME Tl 49b30meMgds©  LsdgsMmTdo  0bEHMbyEOL
bgdobsfzmdmdobs s Jolo BJsMGOOL 4bgdoLs s BETSEYdIdOL F)m935D905d0;

f)  299dwogmml ©s0b@gMgLgdmwo dbsMmggdol BsGmwEmds 06EIMBYEHOL ToOMZ0L SOLYdwE
Q5/56 8mdogsew d9dob0BTgdd0, 49bLE3MMOYOOD 2ob30056(9dO J399bgd0b;

9) 50dmBobml FodmFMowo bszombgdo, dosfimmml olobo dglsdsdol Mmmysbmgdls s FsGmM
LoBMYoMYdL. LdFoMMGdOL TgdmNb3z9g35d0, 093T9bO3E0gdOL 25(3909;

h) §3wool dg@ebs gobgomatgdo 9399469030 0bEIMbgEHOL Tommzol  Tgladergdermdgdol
396300006090580,  3m©boLy s  9JL3YMEGHODBOL  sEPOWMDdMH030  [YoMHmgdol  LEOIOE
399mygbgdom;

i) 0BBHYIMBYEHOL BoGmz0L 3MmEaLbgddo WSIS* 3606303930 bgedgfymds s 8953oLgds;

1) 3003037 06390693 Gglvdlgdmsb ©s353806MHg0Eo bd30mbYdOL Asbbowgs;

K) sbdomgds 0b@GHgtbgBol dmOmEs©  godmygbgdol 99pgae© §omdmgdboeo  Lszombgdol

3905094393990, M3 3obLO3IMMMYO0m 5{IbrdL Ym39wEOOIE IMIHTSMYGOMIIL;
1) bogddosbmdOL 0sMdS.

2 https://www.itu.int/net/wsis/docs2/tunis/off/6revl.html
8 https://www.iisd.org/system/files/publications/igf mandate review.pdf
4World Summit on the Internet Society

106


https://www.itu.int/net/wsis/docs2/tunis/off/6rev1.html
https://www.iisd.org/system/files/publications/igf_mandate_review.pdf

Scientific and Practical Cyber Security Journal (SPCSJ) 7(4): 105 — 110 ISSN 2587-4667 Scientific
Cyber Security Association (SCSA)

394 BH0MM5©,  399M05690wo  gMgdol  MmEYSBOBsEooL  SbEBdEGs  5OIMYOL RGOl
9600369 mdsls 063gMbgEHol dy™moMmdol, 353dgmdol, MLsRGMbMYdOL, LEHSdOWYIOHMOdOLS ©S
3963000569000 bgedgfiymdsdo.

LHmO9go 063 gMbgd s 06@gMbgE GH9dbmemaogdol byer MaO™ sGomEds 2odmygbgdsd 3093
MRO® 20HsMms dobo  360dzbgermds s oLBY ITMI0WIOGDS. OIS 5Toby, 0bFHIMbYBHO
BSOSO, 30dIOLOZMET RS Sbowo Logdmbol (obsdg, o3 39380MGds  (35¢ 39O
333M3M5@GMo  bgobzegdgdol  dbMosb  dolbg  GHmGHowMHo  3mbGHOM@OL  sfgligdsl,
3MBSNMO©  9OLGOME  gobm3mbgmod@gdls o Lomds®  dmddggdgdl,  AoBOOE
3009665359 gdgdL. ym3zgerogg gb 30 9M©393L 06EIMByEOL 9M0sbMdSLS s FEYMIMBU,
LOgIOMBYL gaBboL oL LEBSBOWO O MLIROMbM Fob30MsMYOOL 3BIM(3gLL. dmE3gdo 3OHmEglo
31939 9H0bs508YaI0s A99MM056xd M0 9MGIOL MMPBODEOOL SLsddEgol Jogh ™oz30lL M™mbY
90090 GHBoLOL oL oMoyl [2].

omm fengddo b MO HJoGms 499m0mddol 99dxmmgds 0dol Momdsby, ™I 0bEHgMbydl
909996905 ol LsgMmby JOMTbgNMb LLBO© 35380090 MW (35¢39ME BEMRTI6EHIOS.
dogaro ®ogo 9995853mm909w0 396wgb309d0, Mog M39306MH©IYdS 3H9dbMmEMmy0m® gob3z0msMgdsL,
Lobgedfoxzmgdol 0b@gibgd 3mo@ozols s  30mIgOHEoe  bodosbmdsL, sbgzg  9OLYdIYP
159MHMTNOHOLM Z0MMYO, 3M(3900YdS 06EIMbYE Jugando, Bob 35 39ME 1396980, MG F93WbsL
3bgbl 3Om39L%Dg Mobog MhmEal 06@IMbgE BG9RTg6EG0s. MIEs MBS 50060dBMY, MMT X9
300093 56 5OBYGOMAIL GoOMM gogqds 0dobd 01¢) M5 5MOL S M 56 SMOL ,,530M5839DBHOEG0S*, 9b M5 MHOLZHOL
«4dbols ol 06EYMbgEHOL, 03039 30d9MOLOZMEOL JOHMOIBMBL, BEHIBOWYIMMBILS S MULIBRMMLMYISL.
o BBgds 3ombgzs G sMol ,,0639Mb93 BMRTIBEE05* s MHMym® Jgodwrgds gl GH9gMdobo 0
90900905 45b0LsBOzOML?

063gMbgd  BMsd9bGHo30s, 0039 Splinternet, gl sGob  0bGHIMBgEHOL  Lafobosmdgam, dolbo
LodoMolb3o®mm. Splinternet sGob 0@gs, GOl Jobgz0m ©os, MLsBOPBM s LEBOW VMO
3WMBSIMO®©  gMmosbo  0bGgMbgBo, MmIwomss B396  3LoMYGIMdM, 0gMmRBs (353G IE0
96003569m0Lgsb 0bMEoMgde Jugugds, OHMIWgdo3 JMBGHOMMEIds Lobgwdfoxmgdols s
3MMH3M6M530900L J0gM. QoM 5doby, ,,063gMbgE BOOAIBEIEO0L Abgogl 2obloBMz™gdl, dmem
OML 2563000560930 AMBIWIOHO IM3e9bgdoL 9035¢0olfiobgdom, F9odwgds ©s3MTsGHM™
31939 LomdoMmo dmgddggdgdo0 S JIbm3MbRwodBHado, MHMIWIdoE 339 BODBOIMOMS© SH0s6HdL
30096L03M 3oL GM0SEMBSL [3].

2. 0b@9mbgBoL 3Md96Esg00l BMOGdO

39bLBW3MGO0L oMby, 5MLYdIMOL 0bEIMbYE BGRTI6EHE00L 439eslmmzol bsbmdo Lsdo
RMOs:

1. 996039960 BGM33096BHS305 - gb 5MOL LsdsBOLM 0bBOILEHOWIEHMMOL 30HMBYdO, MMIEGdO3
53396bg096 LolEgdgdol LOYIMYMBOE s MIBL37MHOE VYOMPOIOMDMBSL, Fmbs390005 3539300l
39335Ld s 0b6EGHIMBYEOL bGMse ) 3mbJzombocgdsls;

2. Labgmdfogm gMmsadgbEsEos - 93910 J39946900L ImsgmMdYdOL 0bEHIMbE dmEo®0zs o
4090090900, MHMIWgdo3 HBEMEI3L 6 byl dwol 0bEHgMbyBHol 290339 459mygbgdsl
L50bRMO 530 MYLMEGLYOOL TgboddbgEs, 50 253039 gdOL 6 fzmdolsmzol;

3. 3mIgMH3ommo 8Mmdgb@EOE0os - 30bBbgl 3MsdBHozs, OGmIgwos bBew®sgl b bgwls mdwol
06@9mb693 0L 2560339 4590ggbgdsl LoobgMm®Isz0m MYlMLYdOL 0bBMEMTs300L MglyMLgdols
d9L59069e5, 500 93039900l 96 {3mdobom3zob.
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5939, 06@9Mbgd BGRTIBGHE00L Fgmmby G035 FJodwgds  ©o35ToBHMmm - LsgMmsdmmolim,
B3MISWNMO0 ) Mga0mbsgrmMo 0bGgMbgd BGTIBGHE0d, MMIgwoi dogzomgo 35 mvy od
00053009400l MMAMOE oo, 0Ly LsgsMgM 06GJMBYE 3003900, Lomds®o dmddngdgdols s
DY, JEMBIIOSQ 0779 MJR0MBMO® 5MIYOIO 5653 YMIPO 30M3MJdOL FIEIAS©, O3
B05BL 59gbgdl 0bEHIMBYEOL GMPO0BMBL, MsRMDHBMYDLS S LEIDOE YOOI [4-5].

15659 POMOMYMO FMOTOL QobbOZ5L s30(Yxdm 5Y30¢9dGE0S 51939 50b0TEML Ol oEIGMYdY,

63 06¢9Mb9E B6TIBEIE00L M0MMgMEo 3030 990dwgds dogbgE 2oUb393WYdMPIL dongeo
030 356DMIogd9gd0l dobgzom. sd 900bgzg35d0 godm3zgmm mmMbO doMHOMsEO Tobsliosmgdgwo,

396Mdm:

1) Go3c8mds - 56w sOLYIMBL ) 505 BMORAIDBBHIEO0L s ) O BMETS s OS> 3mBHIbEoMo
Log3MMbOL 9933900 BMRTIBEHSE00L 3MB3IMYEHWO FMODs;

2) 30Bs63035MMEMdS - RO BEE0s b MOl J0oBsbI0ToM Mo Imddggdol g0 v
3999035¢0b{0b9d9w0, BL3MbE6MHO T99y0;

3) 393wgbs - 5MmOL BMRTI6EIE0s WMTs, LAHMWIGHMOYO S 3MBRYMOS300, 1) gl YBO®
56H0L Y3000, 305OM s T9BOMMO 3OHM(39UGOOL JONMDOLOMDY;

4) BLOSMO - BMYSWI, 3OOl ¥ 55 FMRTIDEHIF0S VIWIOOMO, LOMYMGBOMO 56 BJoBMoMO.

3. 36MdgINGO 353gaMMH0900

06@9069¢ BM296GH300L MomMmgmeE BmOIoL gobbowrgolsl gobobowgds Lbbgsalibgs Labols
36010 939MH0 35GJRAMO09d0 S Fomob 35806 BMTIBESE00L Labgmdgdo, 39Mdm [6]:

1. 3996039960 BMsad96G300L OHML A560bogds MMbO 3GMMdYINGMO 353 gamO0s - 0b6EgMbyE
9obs3oM00900, 0bGHIMbgPE IgMMYdd0, 0bGHIMBYEGHOL sLEbYGds s Tobo MLOTROMBMYDS.
9399790 35393MMH0900L  BoMYgddo 0©IHEGHOBOE0MYOMOs BbgsEsLlbgs boGolbols s
3600369 mdol B36Moad9bE 9300l 8999a0 12 Lobgmds:

- Juge@o dobodsmmgdol GMablarsios (Network Address Translation);
- IPV6 - b 3999053L90Mds s MmMT530 ILEOL dmmbmgbs (IPV6 99w0e3Lgdanmds s Moo
0gmdolL dmmbmgbs);
- 3mOWR3E00L JoOIOGH0MYd;
- Firewall-ob ©s3339;
- 30030 3903M Jugeol 0BMES305 O IOWMIZY;
- TOR “onion space” o “dark web”;
- 06@¢9Mbos30mbseroHgd o mIgbm®mo Labgargdol (IDN) ¢gdbozmdo 893omdgdo;
- 9B DM B3 Mmbol ™dnbydol derm3zoMgds;
- 3960LMmboMo Lobggdol Lym39M9d0 S I65(93MGdMwo 3MHODM™bEHOL DNS;
- 19adgbBH0MmgdMEo Wi-Fi Lg®zoLgdo LabEwydmhmgddo, HaLEMO69d30 s 5.9.;
- 3@9mbsGomeo DNS fysmmgdol 99lodegdemds;
- LYOEHOBOE0MGOOL MEORBMIOOL J0gM goedo LM 353Jd0L FoMdmgds.
2. Labgdfogm gMogdgbdssool 990mbgggzsdo gobobowgds 99990 9430 3939ame0s:
- 9obssmlo s (396%mEo;
- 99dEHOMbMo 3mIgME0s O 35FMHMDY;
- 963699000 MLsgONbmgds;
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- 36830096305 GM™MdS s dmbsigdms o;339;
- 0mbs390md M350 Bo309;

- 8M9339639(309, MMM ym3wrolidmd339wo 9Mmgbmmo LGB gY0s.

dm399M900  39539MM0900L  BoMRddo  0©IbEHOROE0MGOME0s  Lbgsolbgs  badolbol
RM9a396GH9300L 99900930 10 Lobgmds:

- 00 390503900, bLmE0sE MO Jugargdol 56 Lbgs MLMEOLYBOL FOROWEHIMS S WIOWM3ZY,
OMIGIOE 9MLILMZ9e 3MbEIOEHL 3307935DMdIP;

- 00 LsobymMIszom MglEOLYdDY o3slbIgdo, OMIdoE  SMBLILYMZg  3mbEI6EL
3300035DMd9b;
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Gmeo 3009ModGHMM9dol M3y Esbsl0sMmYds M3IMS0BsT0
L6edsldEed0sbo 893@ob {ob

bmM mEocmody!
130BbgloLs @ BH9dbmema09d0lL ¥b039MLoE GOl 3HMBILMOO

BLAMJBHO. B3500 Lobgwdffogm s sMobsbgdfoxm 30d9Mod@™OgdL dmemol GLgmdo
Dodowos. gl sdBHmMgdo  06@IbLOMMI©  MebsFINMIMdD  9HNTbg™MB, TmJdgwgd9gb
30MmOH0b0MHJdMw, bdoMs 094969096 3003065 m0 XMB3gO0L LOBIOL S SbMME0gWwgd96
Gmlgool  Lobgedfoxzm  0bGHgMglgdl, o3 Lox®mbgl mJdbols LodoMmgzgwmlb s doge
3L93W O LEBMYSMGOIL. BEIEH0590 IbLILOIMYIN0s B39bM30L FBMdOO 30d96M X AMB3900,
I gd03 3060300 56 0MOBI 900D 35380600 MYy LobgedHozm LolEgdoliomsb.
50P9O0wo0s om0 3sbbolidygdermdol Bmbgdo, ImEH035305, 9939306 dgMEYdo 36Ms0bsdo
LYY ToBIEHod0560 893MH0L Hob. 50b0dbEol 3mEbs sa39bTMGd LodsMmzgermado g989dEHMeMO
3009653005330l IMYgd0oL Bsdmyse0d9dsdo.

135335690 LoGygzgdo: 3009M ALEHBOMBYDO, M3 oLLAOL FYPOMEYdO, 300JNMSZPE3ZS, 300JO Mo

ABSTRACT. Distinguishing between state and non-state actors within Russia is often difficult, especially
when these actors actively collaborate, cooperate, and condone criminal activity that pose a threat to the
security of Georgia and the entire western society. This article covers principal cyber groups, directly or
indirectly connected to the Russian special services or state institutions, their responsibilities, motivation,
and attack methods before a full-scale invasion of Ukraine. This knowledge will help us build efficient
cyber defense models established in Georgian defense institutions.

KEYWORDS: cyber actors, attack methods, cyber defense, cyber war
1. 3gbsgsemo

399930 3009633963050l M35 LsBOHOLOm, HlgmOo gOm- 9o dmfobsgzg 3mbogosl 035398l
Abmgwomdo.  bogdoMmzgwmbomseb 2008 ferols mdol, sM0dwo gobogbmemols s 2011 gl
GObewo  m3mbogool  JoghH  bLmEoswmo  Jugwgdom  mMasbobgdmwo  FolidEedIeo
39903930l 993900L 5bse0HBY oyMEbMdOm, 3M9dds gobobmM309ws MMYbODoEGOrEm-
©MJGH0bseMHO (33090930 O Yod5gdGH0IMS 3009MLO3MEOL 3MbEMMO.
Gbo  3009MOJBHMMYO0oL  Bsdmbomzgowo  dmoEsglb  MHmymemE  Lobgwdfozm  Mfygdgdl,
39096 3603369m3z560 oo L3gELodlobMYdbg dmeob, (Galeotti 2016) slgzg 3099096
SBOOMGINIE 39MAM IR FMIBIOJOL, 3009M3H0T0BIH MEYBODBIE0gOL, 35JE030LFIOL vy
,»39GM0ME 35390m5° XaRIOL. MBS 500b0dBML, ™I 39Mdm LEHOWIEHMMIOOL o bsffowls
3699356 9bEMYdM0 ME0YIMJ9d0 53065619396 o FoM5396.
056599006m39  OMLMIo  B3gELLALEBYYMGIOLMZOL  OTSbOLOVMYdJ0S 30 GMYLO
30 GH0B0MY0s, F590wo D350 35MEGH05Ls s Lobgwdfogzgml InGol, ddsOM39wo Mgx0dol
MBoBOMbMYdSHY BONB3s, M[ggdsmsdmMobo 3mbB3MM96g0s 3Mgdeol 39mowysbfigmdols s
d9L50530L5 MYLMOLYOOL FMBO3MZIOWS®, 1939 3MEOEH0IME 05MMSE Fo00 JodMmYgb9ds.

111



Scientific and Practical Cyber Security Journal (SPCSJ) 7(4): 111 — 116 ISSN 2587-4667 Scientific
Cyber Security Association (SCSA)

Mssx3MnbMdOL  BJEOIMMEO  Lsdbsby@o (PCH, denepanbnas Cayxba Besomacnoctn)
L5dFMmS 3938060 Lobgdfogm MJodmmgdol 3mdo@gE ol 3993300 s HYlgmoL I ogdglo
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399603900 0 BoobBMMT>30M-BLoJMEMYoMOO  9RIJAH0M, OMIWIIOE BIODM®O  SOOL
50gM0wo bbgsslbgs fys®ml doge. dombgozs® b3gELodlobr@olmzol sdsbsliosmgdgwo
835360 3mbL30Ms300Ls, 36MdOE0s 3009MHM3gM30900L FbdsbmemEogwgdgwo I'PY-l Msdgbody
sbsymxo:

e 85-9 U3ggosen@o NoeMBggmymgol  ggbd®o (L6  26165') - 6mB0bswrvGe©
35LboldYYdY0s  M5EOMYMIJBHOMbME ©EIHBZIMOZLS S 3M03BHMAMIR0SDY MMIES
LfmMg sl M353006Hgds demrm Mmdg APT28-ob (Fancy Bear, Pawn Storm, Sofacy,
Strontium) ULobgerom 36mdoo 5J&Ho3mdgdo. 030 FoMmamoagbl gho gMo y4zgwsby
5JH0NO,  BsHIfbrwmyon®, GG EILAOYIGNW  30BIOIHMOL  ©d
35bbolidygdgeros Lo3sgMm LogzMmEgdY, 933306 s 9bxMYgAHO30L LEBIOMIdLS MYy
Lobgemdfogm s 8900LgdBHmmBy  gobbm®Eogmgdmm  3009MHMe3olbTYOBY.
0535b3gdoL  56M9o0  FsOMMs S FMOo33L  $3T-U, Ll  93OM3SL, 06LbU,
053Mmb0osl,  Logdo®mzgeml,  Fogs0bosls s  bsdbGmgo  3megsl. APT28  3bmdowos
053053306 LYdBHMOLs  ©@s  Lbgs  Lodbgodm  dobbgdbg  obbme09wgdmwo
300960330mbogol  2obdomgdeo  gogBgdom. (FireEye 2014)  3bmdogr  d9@9390L
909379036905 2014 §. 3605060l s 2016 §. 593-0b LodmgBoabE M, 2015 §. dmbglimsyoL
Los™PB936m  LoLEYIGODY Mogolbds, BOBYMW  FHgugdomfiygdger  TVSMonde -%by

LU/B - Lodbgodm Bofowo. Loddmms ©mosb dgm®mBgbowo Lsodwm Lstggodm mdogd@gdol s0MoEbzol

000900 BMEOTs.
112



Scientific and Practical Cyber Security Journal (SPCSJ) 7(4): 111 — 116 ISSN 2587-4667 Scientific
Cyber Security Association (SCSA)

30096393935  300gObooxs@ol  Lygs®dzgd s 2018 gl gbgbosbols Bsdmeol
033096 0505990Dg 03oLbAs.  36MmdOWos  39Ms©  MMRBOBYdMWwo  Bodoby-
89¢939000>.

e 139305¢M0 9dbrermaogdols dmagzs®o 3gbGMOL (L/6 74455) doMHOMO©O 5JEH0Z3MIYdO
30030993909 39dbmwmaogdby ©oxmdbader M3gMeE0gdol  3s3doMgds. dolio
Jograol 9390 9mddggdl 3s390mwo xawgo Sandworm (Telebots, Voodoo Bear, Iron
Viking), ®mdgog  godmo®Bgzs  aoblogmmMgdom oo Egdbmwmyom®o o
QILOOYIBoNwo  3089OTgHY3g000.  0po  [oOTMmoEabl  $Hdbozn®  98IIGDI
M6096GH0MIOME 5dBHMOL s 35Lvboldyqdgw0s 53d8-0b 2016 Herol LadMHgbowgbEm
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e  Lodbg®m ©sH39M30L FNs35M0 BsTT>OMIIML  3009MM3YMs(30900L 30093 JOPO
0bbGHOMA6GH0S OIRAMBIOS ,,30096MDIM3MGHO* (KnubepdepkyT), GmIJwo3 0omdmlbs
35d3H030LGHMM0  BMmEGH030m  SbMM309wgdL  OMLMEo  bYTBIOOM  MIYOHS309d0LS S
LEAOAIR00  5TM356900L FbsMSF ML MMAMOE 39db03me, oLy gGlodmemyowm®
91839dHDY 9m3woo 3009639339000, 3009MHd)O3MGH0 2014 (Herob 9dEHoMEmsss
Boronmeo 30096M3300bs70b 5g@gdLs g DDOS - 893939030 bo@Gmbs s m36ms0bobs, sbg3g
- 29635600L LsTMNSZOMdM Lo0EHIOOL F0bsodgy. BMIMLOMYds bEIds 35390 M@0 3HBom
9303900 ™399996¢3)5(300L Mmbesob 3s8mg399b9gdsBY, Mo JoMOMssE JALbWIMHYdS
005360Md700L  OLIMIOOESE0L, MBJ30000 MMHYBMYdOLsETO bEMdOl JgdiE0MYdL,
9m0obs50d9g0l ©YIMMI0DYOSL, sT0bGdSL.

L5g56M9gm ©E5B39M30L LsAlsbvyMo (CBP) 5fomIMgdL LEHMSGIFOME LsBIIOZM M3gHS30YAL, T
dm6ol 3009003039303, LETBYIOOHM IHBZIMZOL FMO35M0 BOTT>MMZYELMYASE 2oblbgsggdom,
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0906 Lobby, Lobgwdfoxzm ©I3sMEHTIGHBS s $8T-0L 25900005693 T3o0gdbY. QoM
50b0db9aoby, xR0l LEdoBHYJOL FoMTMIYIBL 03w HE30BS WS 9JBIMRIGOI0L bydE Mo,

2 &MLgool Lodbg®O®™ EsH39M30L Fmz35M0 LoAToOMZgEML 30dIMEIXIBIds Sandworm -ob dog® 2017 Fgeols
2396bmmE0gwgdmwo domoswGgdbmwmpon®mo GgBgzs MHmIgEdsg 3osbsam®s 3mbs3gdgdo M3Moobol Lodsbzm o
96963930390 LgdBHmOmob, Lobgwdfoxm Miiygdgdols s 59MM3MmEMEGIOol LgM3zgMdDY. dmy30569d0m, Fo3gs6o
39303905 93035903 5 F0WO0MEMB00 B0 F05Ygbs WmAOLEB0INM 303356090, BoMTo393G M LgdG™OL o
Lobgamdhogm miiygdgob.
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5300009096 3H0EH03o  0bgOLGHOMIEHMGoL 1CS-bg (Industrial Control Systems - ICS)*
©OoLGO63E0OMO §3™mTol BodwgoEqdgdl: X9 30093 2015 ferols Imbs39dgdom, MEbmdds Grvylids
59H™M9dds  [FoMToGgoMws©  2obsbmMEogmwgl  ©sdgbodg ICS  9FsMTmgdeols  3MmyMsdol
30I3OMAGBHO309,  WIROWNOHO  3OMYMHTME0 MBOHMb3gaymBol  gobsbergdgddo  3sgbg
365390 3ol FsbgMa3s s 59 B0 IMIbIsMgdols Lol gdolimsb 3oMsdomo ffamadol
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5068030005 3003530 45Bsbergd9d0L WMo 1YM39606 FodmfgHowo Glmwo
95039560l 89095¢0.

GgmoL  9905M50gdMo  dogngdols  3sLwbolidygdmdol  bLEBIMMs  MoE0MYEg]EOHMbMwo
dMIMOL 15391 gdGI0 S 300JMM3GM30900L Fo0Mb Fmdoxbsgg 39wo. 2014 gl HLgomol
0530053306 d0bobBHMTS b. Fmoymd s556MbLS 3039OBIMEEMBOL F9ddbs, I35 IMP3056930m,
2017 ol 09939635 do 4o3bss LEobBMOTs30m M3gMs30900L X 0gdol dgddbols dgliobgd,
G0dgwoi  35Lvboldagdgw0s, MHMamO3  39dbozmemo  9x9gd@oL  dmby  3009MHM3gMms309d0L
0o6M8mqd5bg, olg LodMAMEM Imddxgdgd0LLL 3BIM352956OL Fo3M(39EgdLS S BObGBMMTs30M
3Mb6BO™BE5300L b3S gergdgb@gdby.

3 B506gEMAsE0 3MBROMBEHE0S - ©30M0L30MYBs LobBMMFom LFIHMTo, H@Bgwog Jmogegh Md3wgdbme®
LGNNI Bg0mgdggdsl  Imfoboordgag oMol 0bgMMIs305Y,  LoobBMMTs30m  LoLEBYIGPLS s
0bx3MLGHONIGHMODY,  90530OMMO© 13m0  0bxmMsdEool,  Loobxzm®dsgom  LobGgdgdols s
0b6x3MsLAHOMIGHMOOL 3306 3935w olfobgdom.  0bxmMdoowo  3MbBOMBESE00L  Lsdmmm  Jobsbl
0683m®H3530wo M30MsGHILMdOL FM3M39gds FoMmTmowygbl.
4 1CS (Industrial control system) - 3m@gdBom®o Ggedobo, OH@mdgmog 35dmoyggbads 3mbEMmeol LolEgdgdols @s
FBonmob 053930060900 0bLEBHMMTI6GHIBOL  sbLfMI® s 99MMO6gdL  EBEMLEGHOOWO  IBMEgLgdOL
533™B5BH0BoE00Ls s M39MH0MIOOLIMZ0L 253MmYgbgdwyan dmfYmdowmdgdl, LobEgdgdl, Jugwgdl s 3mbGMmEOl
09do60%090L.  LgoLLM30L  BIGMMME  FodM0oYgbgds  3M0G03MWo  0bROLEHOMIHMMOL  ®momddol  gzgs
000560 gdsDY, MMymMoEss 0bMLGMO0s, GMBLEMOE0, 969MagB035, 30OMIMNOEYMdS s Lbgs, Mol sdm
§omIMoybL gLbEBH®JEoo 30dIOHMIGMo30gd0L bsdoBbgL. ICS-U o309 gdME LobgMdsl FomBmoAgbL o.§.
SCADA (Supervisory Control and Data Acquisition) s DCS (Distributed Control Systems) boligdgdo.
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Glgool 093053306 LEFOBOLEGHMML  3009MEIbsgMmBgdo  TmMbsfowgmdgb  Fgd@g30
300960M3965309000, Ls0bBMEOIs30Mm-GLodmEmyomEmo 9i39JGoL IJmby 30d9MMMbolidogdgdols
@5 9m{obosmdgaol dommzols s 3MbGHMMmolL LobGgdgddo  ds369dgo  3OHMYMTME0o
1BOHMB39wymz0l RsbgMagz5d0. HMIgmOL Foswo Msbaol LsdbgGmMm 30MgdBY IyMHEbmdOm,
Lo0bBMOTo300m  M3gM30gd0L  X9Mdds 2016  farol  UgdBHgddg@do 30639wo  doogl
9mbsHorgmds LydYMIEOM-L5EHodMm Lfogergdsdo ,,KaBkaz-2016.

L50bBMOT>300 3MBROMBES300L 3OMEILA0 MT0BoMYBOOLIMZOL MHNGMO 3OS Labgwrdfoxm
59BH™MM9gd0LY, 9dGH0MmO© 0Ygbgdl 30896 3M0T0bsEOl Fglodegdemdgdl, Mg ol Lodwowrgdsls
5093l EIMLXIWOI® O 05RO BOBML  Fmfobsowdgag  J39ybol  3BoG03mwo

0683MLEGHMMIBHMs. @0gEHWY3oL S LodoMm3zgmL Fobsswdwgy 2008 {gurl gobbm®mEogergdwmen
300963949390d0 3603369 m3560 GMmEro Fgolimems dwog®mo 3H9dbozmMo Tgbodwrgdwrmdgdols

ddmbg  3009M300T0bseM™Ts  MmGYbobs305d RBN (Russian Business Network), mdgerdss
06 9bLoMMHO 05305LbAS QobobmM0gEs JoMmmen Jugegdby.

2020 Ggaols 588- ob 9Ho-96m MAlbgomgl 65300mdLYEDY 3obbMGE0gMgdwmo “Ransomware™
300960393930L 9990, 3md3s60s Colonial Pipeline- s 65300mdLogbols 39Fomds MHMgdom
99oBgMs. 353969005 Joelivogbol 333099BHgO LolEgdsdo dgomfiogl s bgwdo momddol
100 GB-ob dm3oemdols dmbs3gdgdo Bsogqgls, boerm sdogmryaro dmbsggdgdol golablbgws
30035600Ug96 godmlisllgos Msdgbodg dowombo MEWsMOL VOoMHYdMEgdol doE3Mmobgdo
30009L. 53053LbIgero, DarkSide GHwyligmdo d5BoMYOMO 30dgMIMOTOBIMMO OXYMBIO,
Odgerdsg 2019 §erosb @olisgergmols §3gybgdl 9339 do0sMmEMd00 Bo®mowro dosgygbs. sdd-ob
30530MMds 003999300 3obgo Logobggdm 000 M356MHgMdS 299m93b59d0bs.
0 bogbols gobgMgdsd Lofzo30L Bolol BEOS  godmofz0s. ®999bodgmosbo  Fgugdbgdols
99009290, Lsf3530L Bolds 2014 Ferol md@mad®mol 9999y Y39ewsbg domaw bodbvel doswfos.
m@Ebog dmy3006900m, 00539 ferol 036oLol  sLLfgoldo  AsbbmME0gEgdEds  IMGOPTs
»Ransomware” 8939350 bmME30Mm©dEg00L Malbgowmgl IfsmBmgdgwwby . JBS”-bBg 533-0U,
3965000U5 5 93LGHMIWOoL M3gM309dd0 960d369c™m3s60 Fgx9Mbgds s BMOME3MMOIGHIObY
R1gdoL BOS 299M0f305. F9@9g30L 356 MM 30896 30:00bsEMOO IR YIRS ,,REVIl®
0d. ,,REVIl®, 0gogg Sodinokibi 3bmdowo 30896036003065¢mMHo xawa0s. 0ogo dobodmd 2019
P0sbss 9gBHowmemo s dobo (936900 MHMLgmOLs s 3MbEBHLIDFM™MS J39Ybgdols dmdswrsdggdo
56056.

39OMMGOME0  5BHMOOM300L  45dm, MO0 BoEsHB3gM3m  Lodlobmgdo  s56MIYOID
30bL30M5E00L Fooo mbols Igmbg 35dGH030LEGHME XQIBIOL 96 dmddggd9b M339 SMBYOIEmS
Lo3oMd39d. 359@030LGHMmO 3009639393900 FoMTMogbs gMM-9MHm gugdgbBHL GMLgmOl
00536MmdoL dogMH FbsMELF M0 3009Md93H)390d0 2007 fgal glGmbgomol, 2008 Fgaols 30

> ,Ransomware®30099639#930L B35, HGMIWOL OMLYE 3H0B0bsgdOo, 5M5LsbJ30Mgdmo Famdol dgmgyso oo
009639 ©5308OHMOo 6 dEM3I0MJdMEOo 0bgMMTo300L AoLIBLBYWsE AoTMLILYoEL omMbmgab. 3 GHodob dg@EgzolL
399mygbgds, HMYmO3 BobsblGm© BmE030M9dvo 3089630000l 5139 Lobgwdfogmms Joge dbsMmEsFgMHowo
39(193900L5L EMSTSGIWSE 00D, o3 59T-0b MLOGMMbMYdOL LodlobwMgdol Bt FJaBRMMYdL 0f393L.
960b0dH™MBOL s Jugwrol sEIMBOL oo HSHOLLOL odM, 3089MIM0T0BIEO A3EILEOL LodMsErgds BIoMs
36033M35MBL  094gbgdl. SBHM0dME00L oM,  FoOMNMIGOMos d0G3M0boL  GMbDJgo0l Fghgmgds, dolo
50m©gds, FoOmm0TY35 96 9396 IdMMBYdS.
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Lodomzgml  §obsomdgy, o939 89©Tozs@  0ym  2sdmygbgdmwo  Glgm-93M50bol
30b6x30dEHdo 390056%9 39630050900 3OHMEgLYdOLLL 09) yoMHodol sbgduoolsl.

Obgmo  3odgMIgBg3goLb  9.0. false flag m39Ms3ogdomsg  SbmOE09wgdL.  3sGEbomMo
139ELEALEbMEIOOL OGO MWo  FMbs3gdgdom, LHimMgo GOMlgmo 0EYs “olEsdwm©
LobgeIGoBMBME* SbmE0MGdMo 30dgMbocogs@ol (“Cyber Chaliphate”) dogh 3s5g@030bdol
LoggoM390  LogMobggool  Lodgwgzobom sdb  TVS5  Monde-bg 2015 {ewol  s3GHogdo
3956bMO 309w 9o 0530sLLAOL ©396. 9EH939 90RO 0Ym MEYI60DBYdIME0 S sOfym sGbOL
05659360 Igd0LsM30L 30d0by-gMH0wgdol s Bs360L 358356000, G553 30896 3M0T0BsEHdL
d9L5dEgdMds Jobzds 3 ™30l J9dymd dmMm9g3m39d06500 3MBEHOMEO sMsdY LoobBMOTs30M
56bLS s 350 LMEosW O F9055MbYOBY, 45930 E3I00bsm X 035OLGHWOO 3MIM35456s o
3990993946900b6sm LMo  OLEMEOMYOMEO  BOBYo  LsdbyOMdOL  3gOLMbIGO
dmbsigdgdo.

3. sliz3bo

Lo0bBMMAs3z0m  3bBOMBEHE00L  JoBBIdoL  ToLoefiggzeo  MMLgMO  FsMmmE  0ygbgdl
365D0sm®q05 3nFIBEHIGHMMMS SO0 - 9. §. HOMEYOL. BHOMEgd0 [oMdmow 9696 Igsmgdom
©05, ®MIEs 35063 oMo SGHMmO0dME00L 0bLEBHMMIYBEBHL sbEHOMMLMEo 0bgMmMTs300lL
©OoL3MIOESE00LS s 3MMIMJIOLAHOO 256(gMmdgdoL Bsdmboyse0dgdws®. 3mb3MgdEwmwo
GOm0 HBAoMOE FoOMOZL  IMZ5MHOEbMZE  Mbsob3MMEBsowls s dEomal.  Gmlvero
GOMEobyolb  dobsbo  gmzgmmzol  OHMLMEo  M35¢LIBOHOLOL  LolimMgdo  sogbzool
5MH3Mbgds 30 56 5O, 50599, Jom FoLOSL FoMTMYIBL LM EOSEMEMO FgE00L 59335 Yoedo
3Mb639bBHom, 9F30lL,  Todol,  9MLEHIVOWNOHMOOL  2obgol  dgddbs s  0bGHMbyEoL

©99M360530 bLogzM3gE odMYgnbgdol by olidgdws.
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