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Introduction

Presently, the global community confronts formidable challenges, wherein the array
of options available to society is manifold, and all of these challenges stem from the
advancement of technology. Individuals now engage with novel technologies to fulfill their
consumption needs, encompassing electricity, gas, water, and sustenance. Likewise, financial
transactions, such as bill payments, are increasingly executed through digital platforms.
Additionally, cyberspace facilitates virtual trade, information exchange, entrepreneurial

pursuits, and the dissemination of social and economic concepts.

The advent of social cyberspace has significantly streamlined transfers and
interpersonal connections, resulting in time, energy, and financial savings. Nevertheless, this
newfound convenience is not without its perils. Accordingly, safeguarding personal data,
managing financial resources, and averting hacking attacks have become imperative and
indispensable. The global landscape is marred by staggering losses incurred within the
cyberspace domain, with the existence of highly skilled "master" criminals who exploit

emerging technologies for malicious ends at an individual level.

Moreover, in addition to conventional methods of warfare, certain nations assume an
aggressive stance by leveraging emerging technologies to inflict harm upon other countries.
A prominent example of such an "impervious" state is the Russian Federation, which has not
only occupied Georgian territories but also initiated hostilities in Ukraine. Furthermore, the
Russian Federation periodically launches cyber-attacks against critical infrastructure in
Georgia, engages in cyber warfare within Ukraine, and endeavors to fortify its influence over

neighboring states.

The global community was confronted with a somber reality on February 24, 2022, as
the Russian military initiated an invasion of Ukrainian territory. This marked the onset of a
conflict that would shape the trajectory of the 21st century, inflicting significant losses upon
the world across both physical and virtual realms. The consequences manifested in the form

of extensive damage to infrastructure, widespread destruction, and loss of human lives.

Preceding the aforementioned events, extensive deliberations ensued regarding the
possibility of an impending war, with considerable speculation surrounding whether Russia,

particularly President Vladimir Putin, would indeed initiate such actions or possess the
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audacity to do so. However, during this period, crucial intelligence from the United States of
America emerged, and President Joe Biden repeatedly referred to the commencement date
of the war in his public addresses. Notably, the statements made by Ukrainian President
Volodymyr Zelensky were intriguing, as he conveyed a sense of composure and downplayed
the need for alarm, exhibiting unwavering confidence in the capabilities of Ukrainian

intelligence.

Nevertheless, it is crucial to acknowledge that shortly after the onset of the war, Olex
Arestovich, a former advisor to the Ukrainian government administration, openly admitted
that the Ukrainian officials were indeed aware of the war's commencement but deliberately
withheld this information to prevent instilling fear, disorder, and panic among the population.
One of the concerns cited was the potential for significant traffic congestion. The justification
and implications of this political and military maneuver warrant separate analysis.
Regrettably, this course of action resulted in the loss of numerous lives and extensive
infrastructure damage. Given that our book focuses on the digital age, cyber security, cyber-
attacks, cyber warfare, and hybrid warfare, it is imperative to objectively examine the real

situation from political, systemic, and digital perspectives.

Fortunately, certain nations, namely the United States, United Kingdom, and France,
actively strive to enhance and modernize their defense and cyber security mechanisms while
spearheading the adoption and development of new standards in this realm. These countries

allocate substantial financial resources, amounting to billions, towards these endeavors.

The North Atlantic Alliance, along with the European Union, remains actively engaged
in concerted efforts to address these challenges. Furthermore, prominent international
organizations such as the International Standards Organization (ISO) and the European
Standards Organization (EN) play crucial roles in establishing specific standards and
regulations pertaining to cyber security and information security, among other domains.
These organizations serve as vital catalysts in shaping global frameworks and guidelines in the

pursuit of enhanced cyber security measures.

The rapid advancement of technology has paved the way for the implementation of
valuable mechanisms across various domains, effectively blending the boundaries between

the real and virtual realms. Furthermore, the ongoing digital transformation of all professions
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is already well underway and nearing completion. While these developments bring about
advancements and benefits, it is crucial to acknowledge the existence of inherent dangers
and multiple types of risks. Consequently, it becomes imperative to provide appropriate
responses to address the nuances associated with these threats and risks. It is important to
recognize that within the vast expanse of cyberspace, there exist numerous subspaces that
pose significant dangers to society. One such example is the ,Dark net”, which necessitates

special attention and countermeasures.

Presently, the production of cyber warfare stands out as the most perilous
phenomenon within the global internet domain. Broadly defined, cyber warfare encompasses
the deployment of digital attacks, such as computer viruses or hacking cyber-attacks, by one
nation against another with the intention to inflict damage, disable, or destroy computer
infrastructure. This form of aggression poses significant threats to the stability and security of

nations in the interconnected digital landscape.

States employ various means to carry out cyber-attacks and cyber warfare. They often
rely on specialized hacking organizations that possess the technical expertise and resources
to conduct such operations. Individuals involved in malicious activities within the online realm
are commonly referred to as black hat hackers. These actors may include state-sponsored
hackers and hacktivists, both of whom engage in cyber-attacks, cyber frauds (such as
phishing), and cyber warfare. The repercussions of these activities are substantial, resulting

in significant financial losses for the modern world.

The magnitude of the aforementioned issue necessitates comprehensive and
systematic planning. In addition to addressing cyber security and cyber defense concerns, the
matter of information security assumes significant importance for individuals working in
government institutions and the private sector. International experience, standards, and
certification play crucial roles in this domain as well. Adherence to established standards
holds great significance in the realms of cyber security and information security, as it serves
to minimize potential threats that could otherwise result in unprecedented losses.
Implementing and following these standards is essential for mitigating risks and safeguarding

sensitive information in an
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Indeed, while cyber security and information security are related, it is important to recognize
that information security encompasses a broader scope than cyber security alone.
Information security addresses the comprehensive protection, processing, storage, and
management of information, including but not limited to its digital existence within
cyberspace. Cyber security, on the other hand, focuses specifically on securing digital systems
and networks from cyber threats. Within the framework of information security, cyber
security standards play a critical role. These standards serve as a collection of policies,
guidelines, and practices that establish methods and approaches for safeguarding systems

and data in both government agencies and private organizations.

Neglecting or underestimating the importance of cyber security exposes any nation to
significant risks, including vulnerabilities in state and economic structures, inadequate
protection of critical infrastructure, susceptibility to military and hybrid threats, compromised
defense capabilities, and more. Ceasing efforts or becoming complacent in this field can be

equated to a grave oversight, as the consequences can be severe.
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in Vilnius", p. 1, 2023. https.//www.nato.int/cps/en/natohqg/opinions_217038.htm ?selectedLocale=en
19 Nato, "Doorstep statement - by NATO Secretary General Jens Stoltenberg at the start of the 2023 NATO Summit
in Vilnius", p. 1, 2023. https://www.nato.int/cps/en/natohq/opinions_217038.htm?selectedLocale=en
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2008 fenls donmyl 30M390m0 3009M 0153005330000 3memn@n3nmn omymdibdn. 2012 fonosb
bsdm  sbmMmingangdl  3009mbsazmobmionl  Lobdgonmo  0bdraMmsgnol  3mmeLl.
06033690mm35605, Mmd 2014 §ramb myambols 530n&Y9) dm353d0M97005 3009M0153005(33S
3Ma7ANM0 015353300 9Mo-9mmn 3mb69B0 asbsgl. 2016 Hanl 35Mdx30L L>dnBY9
Sam056L0b §93M3> 937969005 nb3MMASEOMENN S Uis3mdnbnsaom Jramrd0l Hlso3mobmyds
9M0-9M0 §59Y356 Lozgmmeo SMNSMIL S5 aSbsEbsIL, MMA bsEm, MmamMmz BdamIonD,
B35065 5 359MmFn 03536 00530, 56939 1BS 303356 3009ML03MEdn “ 1

1 NATO, "Cyber defence"”, p. 1, 2022, https.//www.nato.int

27



MmgmM 5m3603670,, 300961bsBMNbmMydAl o 0bxzmM3sgonmo
JLogMbmydol dndsmonmadoo Bos@mb y3zgmoby 8603363emm396 3omEbomMl 2016
Dm0ab g3mmgazdnmo Homdmaggbl.

#NAT02030

0366 LEMbBIMOI30

2021 Hamb BoBmbL Lsdo®n 0MmoyLymdo gondsmoms. AMommsGmabdninmo

Sam0sblbols  ggbgMmommynmds 9035685 096L  LAMEGIMIIMad> 033  LoznbBy
399856300 ynMmomgds s dso dmMol 3009ML03MEIBIE NLsdM.:

,F3760300 9b S650m0 350M39355, 1337 3C0S35M SaMbonmn 93996700L dbMmns6
dmdnbsmy Lb3s>sLb3s Lysasmobnls nbsd). Sbams dos3stmns 9Mmoimden3n  dndsmods,
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¢763Mn  (NITC), Mmmdgmog BMN63gmymBl  3mdnbogsgnsl,  dgbgx8363UL,
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12 NATO, "NATO Secretary General addresses the Brussels Forum: “We need a bold strategy for our new security
reality”, p. 1. 2022. https.//www.nato.int
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NATIONAL CYBER SECURITY,

FRAMEWORK MANUAL

650 mb 3mm39M>B 010 3009053053300 376(3M0 M0l dM>35am7MmMm36mamn >

06®IMmEnbEn3mnbsmmano  3009M0>3©>330L  bBMMIBAHM> (CCDCOE), Mmmagmogs
SBoMgodl  33amg330L, BMIbnbagols o  §3Mmmbadl momb  domomo  Lxgmmdo:
&396manmans, LEM>BIF0S, M39M>30900 ©S b>IsMNSaMN. SMb0dbYMo 396@Mal dogh
dbmxamom oGS0 GoMmEids Jmbxrymybingdn, 0famgds Lodgsbogmm LEsGNJ00,
0gddbg0s  LobgmAddm3sbgmmgdn  PLloxMmbmgdol  Bodsmopmgdom. hH396  1bs
3ob30bogmmor  MoB8gbndy 83@o@ LoyyMmomgdm m3yds, Moms IyBMM LMY
fomdm30306mm, 07 Mol 933m70L  300gMLoBMNbMIdALS s 0bxzzmMBsgonmo
Loxzzmbmgdnl dndshmonymadom bos@m, MmamMmo by3s o3l s Me 39ML3gd@n3300
3flgdMdL. babgmddm3sbymmdn (NATIONAL CYBER SECURITY FRAMEWORK MANUAL),
bosE gobLabmamyamos, 0y Mo LEMBIaomMo 808sMmNmgdgdnc BmJdgegdl bo@m
0bxzmMdsgonma  PlboxMmobmgdols ©o  3003MYLoxsmMbmydal  dodsmoyymydom,
3o8mymazomos doMooso ongmmoyamo dngmagodon:

National Cyber Security The focused application of specific governmental levers and informa

(NCS) tion assurance principles to public. private and relevant international
ICT systems. and their associated content. where these systems
Defined directly pertain to national security.'
Military Cyber
The 5 Mandates Counter Cyber Crime
igence and Counter- igence
Different Critical Infrastructure Protection and National Crisis Management
interpretations of NCS & Cyber Diplomacy and Internet Governance
common activities + 3 ‘Cross Mandates": coordination. information exchange and data

protection, research & development and education

Governmental (central, state, local) - 'coordination’

National (CIP/contactors, security companies, civil society) - ‘co-
operation’

International (legal, political and industry frameworks) - ‘collabora:
tion’

The 3 Dimensions

Different stakeholder groups
in NCS

Stimulate the Economy vs. Improve National Security
Infrastructure Modernisation vs. Critical Infrastructure Protection
Private Sector vs. Public Sector

Data Protection vs. Information Sharing

Freedom of Expression vs. Political Stability

The 5 Dilemmas

Balancing the cost and
benefits of NCS

sbMomo 1: doMaoso ogmmonmo doamadgdn. fysmm:
https.//ccdcoe.org/uploads/2018/10/NCSFM_0.pdf

»3Mm36mam0  3009MYb>3MNbEMId> (NCS) - ,3mb6309@1M0 Lsd0s3tmodm  69M398700b,
nbmMmadsgnols 1BMM639anyma30l, bsxsthm, 39dm o5 dibsosdnbn Lsgmosdmmobm ICT
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,,00506503MmAammds".

5 onangds, mnm901angdnl cos05ams6l905 s 9Mmm361am0 J009M1U3MHNBMI00L LsMa0g0m0
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5mb03bymo  Logombgdn Fsmomoz oJGPsMIYMos EMI35bamn  AbmxuEombo3ob,
06@7M63@0 LsnbazmMasgnm > bs3mdnbazsaom B976mammmazn0056 (ICT) gfhosc stals

3 Klimburg A., "National Cyber Security Framework Manual”, NATO Cooperative Cyber Defence Centre of
Excellence, NATO CCD COE Publication, Tallinn, Estonia, p. 16. 2012.
https.//ccdcoe.org/uploads/2018/10/NCSFM_O.pdf
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&3796manmangdn (ICT), Mm3gmog 3ol Pg3L Loydzme s Jugmgdo, MmdmgoLsg ob

4 Klimburg A., "National Cyber Security Framework Manual”, NATO Cooperative Cyber Defence Centre of
Excellence, NATO CCD COE Publication, Tallinn, Estonia, p. 19. 2012.
https.//ccdcoe.org/uploads/2018/10/NCSFM_0.pdf

15 Klimburg A., "National Cyber Security Framework Manual", NATO Cooperative Cyber Defence Centre of
Excellence, NATO CCD COE Publication, Tallinn, Estonia, p. 20. 2012.
https.//ccdcoe.org/uploads/2018/10/NCSFM_0.pdf
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5393800300, Bmablgbngds Mmgmm ,,3003MLN3MEALY ghamdmomods. Bgmdnbo ,3009M0
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VoSNl International
Iso Organization for
N\~ Zl Standardization

585L000 53933007000, 16 0J3sb, Mmmad U59M01>dmMmolbm
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Ihnoghomdgdaol  Ladysmydoo. 538086700, 3MmgMmodymo  YbBMnb3gmymas
06@9MbyBd0 &a3bngnmo dmHymdnmm0ogonl Lodysmydom, Bobmsb s39330MydYmN
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05393000701 GgMBnbgol o sbg3g 8obLobM3Ms336, 0y Mol gnamolbdmogb
3009Mb03MEgd0, 3009Mma3do, 3001MTYEI3]0T0 S 8.8. Fogomomo, dMo@sbgonol 2009
famolb  3009MYLbsxrMNbmMadal gMm3bnymo LEMIGI300l M3Ydgb&dn JndymLozmisgl
dmoblLgbogdgb, MmgmMg ,FJbyannmn, oMM 59B03MO700L y39am> 3MMASL. YU, M 079>
nbcos,  MEbsnM  Ly3000bL  fsMmdmsanbl s bdnm  d9dmb3935d0  Lyosmlb  bonl
&9 dmbmanmannls Jobssmbl” o

bodm, MmgmMmy YLoBMNbmydol Bodsmmymgdno §odyzsbo Logmmsdmmolim
mMgsbaBoEns, 3009MYLoBMNbMIdSL Lb3s MIY6300L YuoBMmnbmydsms dmMal sby

5m07J358L (nboamgo 303> 1.):

16 Klimburg A., "National Cyber Security Framework Manual”, NATO Cooperative Cyber Defence Centre of
Excellence, NATO CCD COE Publication, Tallinn, Estonia, p. 25. 2012.
https.//ccdcoe.org/uploads/2018/10/NCSFM_O.pdf
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CYBERSECURITY

CYBERCRIME
ALTIVSYIIAD

NETWORK INTERNET
SECURITY SECURITY

CRITICAL INFORMATION
INFRASTRUCTURE PROTECTION
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identify Cybersecurity is about cyber risk reduction, Thus, accurate risk identification from a safety and
business perspective is essential for efficient allocation of resources. The identify function develops
the to manage the risk to systems, assets, data, and

capabilities.

Protect Protection challenges are the introduction of dynamic and distributed networks in cloud
environments. This challenge is solved with automation and security orchestration, where fit-for-
purpose security policies are automatically set into the network infrastructure. Security policies
ensure that the infrastructure has the desired and consistent security level across domains. This
means policies enabling holistic security, e.g. identity and access security, data and traffic
protection, and valid certificates. Furthermore, the automation ensures solid configurations of the
network across domains, making intrusion o lateral movement for an attacker difficult.

Once the actual protection of the network is established, and under control, the focus moves to
detection of threats and vulnerabilities. A vulnerability analysis is performed to verify the security
i the product/ sol L i
through both black-box and white-box testing. Multiple tools and techniques can be used, such as
vulnerabiity scanning, fuzzing and dynamic web application testing, and pen testing.

Comprehensive security monitoring of both known and unknown threats with varying attacker
tactics, techniques, tial for keeping secure as possible

Asuccessful 8y of pecific threats and
followed by a response. Resources have the right domain knowledge to analyse threats at a deeper
level based on data and insights from security tools, understand what is going on, and decide what
actions need to be taken. Breaches and incidents also provide feedback to the security solution for
continuous improvements, e.g. leading to new or enhanced security policies. To respond quickly,
security automation needs to be integrated closely with network management platforms and
network orchestration platforms including user plane monitoring (data monitoring) functions. The
isati i jtabl

for critical infrastructure with safety implications.

A 2y quickly
after a disaster generally caused by a cyberattack. It s used to facilitate preventive planning and
execution for catastrophic events that can significantly damage the infrastructure and the network
assets automated security the losses to

critical systems that can be caused by cyberattacks and provide the system with the necessary
resilience for operational continuity. Recovery processes and systems must be regularly tested
especially against ransomware.
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9m3s, 087009, 585l BbMmaMME N3M30bs dosHy3adL.

A Tomb Now Suffices ‘Him “For

“Whom The “Whole “World “Was NG
= iz
Sufficient. y =

h3960 sBMom, o gho 3mamo@osnMmo 07 adam3mamodosnmo 0bBghmglgdol
3985Mx3300L30L s Mol m3ol godsmomyods, dom Y3YBEIL, gobobamdmnzgds. mau,
Mm3gmbog  dmMod3l P@obsdoymm 58056700l dLb3gM3mon, Jomodadal bamg3s,
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06x3MobBHMYIENMol  3doboanMgds, JMm3bgdosmsdmmals dnmmo s JgEIgse -
obEmmopm 3@Mgdo hsdmysmndgds. g, y3amoxmo obg3 s 0bI3z 3mmodosnm
53J@mMMydbY s 8o 6xd5BJ0 sBM3I0EIONMN. 30Ma0 07670, 1Y JyMBS 3 0E03NM0
357353M05 s MAL dgohgMy096. o oy 3oBsMms, sJBonm my 3sLoym 3mmo@ognm
SJBMMIdL Yomomme, oo >amgflsbomg d339mbIaNol Losamozol J30GoB0sL
d730bLgbgdono: ,9b Lyaans3n bs3dsmobo >mdmhbos dobozol, 30L>g >t 3ymazbncos
dogan bsdysmm .26 y39mobn 8m33cs3300 39Mm, 011 9MNBsbgml gosnBMmbomedam
05 333dmyd o 833000M0056 M13655MLYOMBOSL, YBSmME 838339939-

93Mm35330Mab 3007MAgLademgdmMmMdgO0

93Mmaoezdomo, dobo  Hg3mo  Lobgmadfoxmgdo  300gMYPLsBMOIMBYdOLS S

0bxzmMB3sgonma Pbaxmmbmgdol 8odsMmonmgdno BnbsbLIdL mamo-my BMnsb.
93Mmaiezdomo  §a3mo  J39ybgdol goMms, oMofa3m 3oMmBbomMIOMsbog oJ@onmoc
056593MmBmmoL s gbdsmyds, 0gn J3MbmaosyMmo s 3mmoa@osnMo gdoghmosbydals
9930 MMasoboBososl Homdmoagbl. 0dss bosBMLmMob 0obsddmmammonm BMm
990 3o9mndyds3s LB33LB3IS LBSbEIMEJONLS s 3MmaMsd]dals gobbmMmEngmydols
165M0. g3M0oie3d0Ma 3ndMoeymo maj00L dndsmonmadnmsg sd&nyMmoe 0dMJ30l -
9B0bxmmMIs300L 3o3mEgmadal §obsomdgg Lsdmgdgem a3adss 30 Homoanbgl,
Mmmdmol  3Mged0madn  bomgd3sdos: H336 7333 30bogmgon  oMmhg3bgdLs o
MgxraMgbendgddn homaznl osmogmon 9g0mb3g3s, Losg bBInMmow MYLycol bymo
0M7309. 5060360 LydmJdgem 31300l MVbsbASE, dgonBaMms g3Mm3szdomals Logsmgm
3mmo@nznmo nHygool doxado - 3gmdme, LBMSGIZYM 3MBY60353090B7 nbsMxgds 5
dommombo  g3Mm. sajadnomons 08 PHygdal ebsddMmdgmos Mogblnl gobmeos,
Mm3gmbog xB0bxmmIsnol godm3mabs g3omydes.

26 fabbyquotes, "16 Greatest Alexander the Great Quotes”, p. 1, https.//www.fabbyquotes.com/16-greatest-
alexander-the-great-quotes/
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“13m353d0M0l  3009MYb>3MNbMId0L  05YsMn  dy3slndnanns 20,1 doanosmco
93Mmme, Mg b>830ms@ 33059mo3n0amydl sabnam 6mmdgdl”.?” orgdzs Lodysgnom
LoMaxdmmMogb Mo 3007Mxs893700, dmMmEn 3533MJ00, 0bNbo J8bnsb LoxmMmbgls
Lb3oobbzs  msmmomymo  Lsdyemydgadom, EEOMmMOg6 dbmxymom J3mbmdnzols
baMmy3sL. dLbzogma g3Mm3nmo 3ma3sbngdn PxMm Igdoe dx0xMMYdNMbo sMosb
3009M71LBMNBMYOSLMSE E8353F0MgdNM0 M0LZgdoNM, 300M] SbsMAgE Abmmomdo.
YLoxzmnbmydal dgxuambgds s6xmgadl Bmgnghor GaJdbmmmaosl, Moy bamL ydmab
93Mm35390ML, dodLbodsamymo adsdmoygbml nbm3sgngdo g3mbmdnsnmo JBgdENMMdNL
Sbedommydmac. g3Mmiszdomol 300gMYLsBMNbMIdAL bLEMGIE0s, CoMIIE 03700 S
9mbo3g8ms ©oE30L Bmagswn MyaRmMsE30g00 o Mmmb sLfNmgdl 8 mmasbobognols
23mbm3oznm 3mmo@nzsda. 300ghnbsxmmbmgds, Mmgmmy g3mbmdngnmo Lodnsmyds,
odmg3zs  ghoonsbo  goxmymo  dsbMmol  333d86oL  Jglodamgdmmmosl, oy
3009MLsBsMnbmydal Molizgdo 806089858007 036700 oy3sbomO.

LobmaoEmMydal  ELdM30EIOYMIds Hmgdol gobdszmmdsdn 0bEIMBYE NSO
9008570580 0BMEY0s. sL737 0BMEYdS 300gMLsBMMBIJO0L MoEbzn sbsamon, PMm
sb3390mo Bmm3gd00. “99L39MB700L d103569000 2030 Hemolbomznl nbBIMb69&T0 096905
125 doannstcon dmpymonanmds Asmomann, S99csb 90 3hmenbdn, 6 hraentg nazmmbn Sby300
500530560 091690528

756 anme 06 9Mn

bmxzmomdn  sg@oymoe  300m0MEIdnsb  J33ybgdo  3009M387Lsdmgdmd]oals
035mbsbBMmobom, 21-3 ben3ynbgdo 300gMosMsma ggm3mmo@ninmo 3gmomeEMIMONLs
9amdsmymodnl  gobaLobmamamo 0gdgs.  “mIl  3009Mmsbsd>namnl  aemmosennm

27 Digital Editor, World Economic Forum, "New European Union cybersecurity proposal takes aim at cybercrime”,
p. 1, 2022. https://www.weforum.org/agenda/2022/09/new-european-union-cybersecurity-proposal-takes-aim-
at-cybercrimes/

28 European Parliament, “Cyber: How big is the threat?”, 2019. P. 1. https://www.europarl.europa.eu
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m0mdYaEngosl  fsmdmsanbls 530 doamostn  93tm”.%  ym3zganmonmo 8993700
9BoMns, Mo 093330 o B0bsbLYM BomomU. 3s3dEs0NM0 M3sLBAYONLAESD Ms30L
5335 30003MMdYO0L Mo30s3300 837ob0BgoL smgds@gos. 2017 Haamb g3mmzszdomals
3M3B00g6’ 3y, 496 3emme 01639M3d 3obobos: “4009MdB93700 N3MM 09 LsRMMbHL
19360l 099m3M58090L5 05 73mBMAN35L, 300M7 035m0 05 B630”.30

3009373939085 830dmgds Boobo 80oygbml oMy 8bmenme g3Mmiszdomol
23mbmanzol, oMms8je dolb  admiMmodonmm  Lomwynd3zmydl, Mowash 30dxMLzM3)
dg0dmos  8Mo3omaAbMmo3 0dbol  dodmygbgommo, 8soy dmMal, MmgmMog oMol
9B0bxBmMMIS30s, J3MbmMAngyMmo Bafmms o sy 33033. H3gnmMadMozo Lodbymm
97&730L cmmbsg 3009M0 8g0dmgds nymlb 3ndMaenmo m3gMmaznnl bafomo, gnsmymo
bgmmesb Mabigon dgodmgds 337J060mm Bmo3mmdgdLy s 3mmodngnm LobEydyou,
99935eMb LdBMaSEMgONL oyMRBSL s doom303mb J39ybal goMgo o1 J39ybal dngbom
3mbamoddo.

The Global Risks R

FORUM

Report 2020 =

3009M03036L3S, MmamMi 8603365emm3s60 Lozombo, dbmamom g3mbmdogyMo

xymmydol 2020 Hmol gomdsamymo Molbzgdol dgLobgd dggddbom m3Nda6&dos
336300705 - 3009Mb03MENES6 dmdnbsmy Loxmmbygdo byo doMmomo J3mbmansnm
Mm0ob3g0dn gony3sbgl. gmor-ghoo y3zgmoby Ebmdomo gobmmesom  “WannaCry”-ob
3009M3)B935, Mmdjanng 150 939956500 300 000 3md30m&aly 3>3mErams. s1939 oym
dymg - “Petya” cos> “NotPetya” 3009Mmo53c05060700, M5353 350mnf305 Sbmdno doanombols
m0Mmyomn 00l 03n0b56LmMo  Bsfsamo, LEMsGI0mann  LbyJdmMdnls ©5 3Mmodnmamo
0603m36&MMIENM0lL dmIans, 517937 bsbgandfnzmmsdmmaln sdsdnanmds”.3!

29 European Parliament, “Cyber: How big is the threat?”, 2019. P. 1. https.//www.europarl.europa.eu

30 Europa Commission, "State of the Union 2017 - Cybersecurity: Commission scales up EU's response to cyber-
attacks", 2017. P. 1. https.//ec.europa.eu

31 World Economic Forum, "Wild Wide Web - Consequences of Digital Fragmentation”, 2020. P. 1.
https://reports.weforum.org
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9056m9an d53Mmbn

bdoMmo 30L09600, MM  300gMLoxMmbygoal Habssmdyg god3ms3g0s ombm3l
3mmaddoym  ©o @oMmom  FobIBsd0l  GoEamdsl. 1333 om3b03bgm, MmgmMg
LonbBmMmAszom mBal, sbg3g 3003MmBal Bodsmopmydom bBos@m s J3Mmiszdomo
5JGonMo 086583MmMBmmMdY6, bo@m-8 300gMmdn 337 IMm-ghon dmoezst doMmomog
390mf393900 gobLabBmaMms o ym3zgmhmonmo BRMm Fg&o 0sbbgdo obsmygds
&a3dbmanmaonmo 3om§g3300L030L, 3o3Msd o8 808sMMNMYdN0 LdyyMOEMaOMs sBseMo
060gno@n3s, Mmdgmog 2018 Hamb LogzMsbggmal 3Mybnyb@&ds 7956mgam d53Mmb3I>
3o03mgMms - gl gobmozo ,3smnYnls dmphmgds bomonls s nbsazmmbmydnls dybsbyd
3009Mmbn3mEadn "2 Bofmsmons, smbndbymon 0bogns®nzs onMoeonma boxnd3gmoalb
8oMdgs, 853Mod dmHmegds 3003MLN3MEJI80 8bs3IMMABMMdNL Fglbobgd Bomsmo
ombol  g3meMoinss, Mmdgmbsi dbosmo 64-0s J3gysbod oygams, Goor dmMals
Lb3osbb3s LogMmmsdmmolim stsbsdmszmmom mmasbnbsEngdds, ¥6033MLoEIEGI0ds s

Sbmonm 39Mdm 3m33560003.

smbsebndbogns, Mm8 “2014 fannsb, Lsazmsbpgmdn “Pacte Défense Cyber”-oli d0mx9@&0
dmoe>3s 1 dognostaco 93mmb 3009M01530053306030L. 2016 freml concds 0MmnG>69000
3009ML53MbMH00L 3Mmamsdnl 3sbs0ysthydmsc 1,9 dnannstcon anMm3s567s bdamannban

32 Ministére de I'Europe et des Affaires étrangeéres, "Cybersecurity: Paris Call of 12 November 2018 for Trust and
Security in Cyberspace”, 2018. P. 1. https://www.diplomatie.gouv.fr
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350mym”.33 “2018 faenl dMmonlyaol bs80BdY7 dmys33nM900 F10s660696 Sbsemo
3009Mbozmeol m39Mmspngdol  396BMmal  F9986:197.34  Logfom  3sdmE333300L
8om35mobfnbgdonm, bBo®m o g3mmzezdomo  odmngMmgdgb  ebs3dMmAmMmdSL
3009003053306 bLxyMmdo, dobLLINMMIdN0 0b6BMMIS300L goa3madn. GofmEgds
amomdmn3zn &MI6063300 s 330mI3900.

0193©5(330000 BbmMmdgodnl 908sMmoyymydom SMLgdmoL G>am060l
Ubsbyamddmssbramm,  Mm3gmos  guAMBIMds BoBMULESE  3653IMMIMmdNL
Loxwnd3gmBy Jg0dndoezs. smbndbymo Lobgma8dm3sbgmmm 0b33Hgds ©o 88 Loznmbdo
33Mm3s330M0E sJ&onmo dmbsfoamgmdb.

TALLINN
MANUAL
ON THE
INTERNATIONAL

LAW
APPLICABLE TO

CYBER
WARFARE

93Mm3o3d30Mob LEMSEI80580 Bsbgsldnom stals sMBndbymn, MM 3009M3xEI3700 O
Logzmobgl Homdmoagbl g3tmiszdomoal §a3fmo s sMefgzmo J3gybadolozal, ngo ybws
3obogl dmozoMo ,,dmads3zsamn 3009MAM0153589“ genmdsM 3mmo@nisdn, Mmdgmogs
hofopamo  0gdbgds  Lymymyomoe  300gMEo3mmdsGosdo ©s  3793J0
39MGBomMmdL gommMas3700L 30dgMNLaBMMNbMydal dndshoymgdao.

93Mm3s330Mobom3znl 300gMYLoBRMNBMIds HoMmBmoalbl dEgmmdgdl LEsdomuMo
gox3mymo g3mm3nl dgbegddbgmaco. “2020 fyenls 93Mm3s3d0Mmads o5 dobds ndsmanylds

33 Pennetier M. France to invest 1 billion euros to update cyber defences, Media News Reuters, 2014, p 1.
https.//www.reuters.com

34 Brussels Summit Declaration - Issued by the Heads of State and Government participating in the meeting of the
North Atlantic Council in Brussels 11-12 July 2018, NATO, 2018, p 1. https://www.nato.int
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PsmAmadso3nbamgods  bsastgm  b39dy0s  ylbsazmobmydol  3manndosnls  b300b9000,
Psmdmsoanb9b 93Mm 353d0Mmols Sbsann 30d9mbsa3hobmdnl dMs@gpns - “EU Cybersecurity
Strategy”.® b ©m3n036@0 Ms30b0 JnbsoMmbom domnsb s8d0gnyMas, 0gn dnbbo
obobogl  PLbogmmbm, ULsndgem  oxlsMYmo  0bLEMNIO6EHIONLS s  393d0Mals
7BM1N633mymB3sl dongm g3mm3sdn, M3 dnmobbImol g3mmanls soxMYMO J3Mbmaozols
3MMdSMYM MmogMa 3oMaddbsl. bsbogmabamm bgd@mmgda, MmagmMoagss gemad@&mm
9690305, GMIBL3MMEN, XoboE3s, BNbsbLIdN, BGama3mB81603530s, PLoBMObBMYO,
0193©5(339, ©IIM3MBG0mo 3MmEgLydo ym3gmeomaynms PMonimosdmingdnmbo
630056 0bxymMAsgoymo LolEgdgdal d7x83gmdoo. o3 IYMongIMoESdM3nIdNMO
ImHymdnmm0ogdonbm3znl J3mmezdomds anfym LJgdol dgddbs s 0b3gxLENMYdS 0Ly
bogombgdby, Mmmammogss bymmszbymo 0b6@&ImMadB0n, ©sd0xM3s ©s  3336@IM0
godmm3ms.  3s0b63 Mol HoMdmoggbl  g3timiszdofmol  3ndgmyLoxmobmgdal
LEHmsBanol  LEMNIGYMS, Mmdgmol  3oMEsdnMm  3o380Mos  93mMbmBngnm
300000 EMIMOSLMS6?

93Mm353d0M0b 5635am0 3009M01b>03MNEMIO0L bSGM3GIF0> 3yma30amns >3 bsfnansc:
“1. dpMsomos, G76mammannmo m39M760E7&N0 5 9enddm3569ammos;

2. m39Mms>@0mamn d9bsdam)danmd00l 099965, 3073963305, 09453705 05 M530(00705.

3. ammdsEMn o> M0s 3009M03ME0L Foblzms”.3°

93Mmgiszdofol sBMmom, MmgmMg 3gMdm, aby Loxsthm Lyd@mMLb bs 3Jmbrgl
5MAY3560L LOTYSMIOS Y3gmoby PLloBMMbM 0bBMILEMYPIGNMLS s IMALObYMIOSL
dmMab.

Al
J
(K
SN

93Mm303d0ml  oJ3b  ©nMygdn3> Jbgamobs > Uso0bazmmadsaom  LobB9d900b

Mb>3Mnbmad0l d9b>690 (NIS), hmIgmog Homdmaagbl 300gMnLoxsMmbmydal ghonsb

35 European Commission, “New EU Cybersecurity Strategy and new rules to make physical and digital critical
entities more resilient”, 2020. P. 1. https://ec.europa.eu

36 European Commission, “Jount Communication to the Eorupean Parliament and the Council - The EU's
Cybersecurity Strategy for the Digital Decade", 2020. P. 14. https.//eur-lex.europa.eu
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06@9Mb7B05BsL. cnfMmgdBn3zol Loznd3zgmby LognMms yzgms Jgbodsdalo Lyd&mMal,
dogomomo, 963Ma3B030L, GMIBLIMMANL, Xxobwop3ol, B0bsblymo Lyd@mmal
3009Mm&336mamang00l sdsmmgds. NIS-ob ofmyd@o3ol Mazmmdomgds sfygdnmos,
“0p0  byaamlb dmhymol dogos 03TsMYY SMbgdmamn  dgmbsosdmdgdool  drdpnMmdsls s
bEmsGpnmanse dbnd3bgemmssbn 97dmmydal 39pno3nmt Holbndl. bmdoanns, Mmd
3009MBE776manmaonmao  3mb3nfbsool  dndsthomam)dno  060d369amm356  Mmanls
MM eM9096  nbgmMmAsgonl  s63amotinbs s 3sBosMydol  36BMmIOn  (ISACs) -
3mad3onGatmann  bosmanbmonl  §900b6393900L  M95p0Mr00L  xpmozn  (CSIRT) o>
bs3Mbm9dnl m39Mms30900L 3763M300 (SOC)”37 58 396@MIdaL 877860l Lownd3gmas
Loxomm o 39Mdm Lgg@mmol BogMm 300xMLsBMNBIgONL sdmg3s, MoE dNmabamol
dgLodsdoln  0bxmymMBsgool  go3mEgmgdsl, Moy  Mmdo  sBmIsamagdals
036G 0B0E0MIOSL 96  3o39Mmmo, 30M7Lbymo  373®93300L  godm3mbsl.  “SLyon
37600l 39906065 05 dydsmdalso3zol, 93Mmmy>3dnMmo dbs SMol, sbshxmb 300
dngnombo  93mm”.38 gl 899860L  3meadGonm mEBsl s bs1zgmabm  3Mmod@nzol
3009MboxMMBYg0msb  dMdmmodan.  “ymdobny  93053L, Mmd  93Mm3s3d0Mmol  §93M
93946900056 9fmorso ndndsmlb  93Mmm3nboznl  pbyoshobm  3356@nMn  3mdnbnsgnnb
0603m36GMMIBNM0l  d9bs7obgemse  (QCI), mmdianosg YBMMb3IMmyma3ls  Lsbyandfnazm
bramolbyo3angool  3mdnbnispnyonl  nbso3mombmgdst. QCl ©53mad3am)Idr0namo 09690
0me43m3560 b53mombasgnm Fran000:, 51939 ©5353d0Mm901mm0 bsEranmndrdnm, mHmdangdos
dmoE3L 93Mm353d0Mobs 5 dnl 3styon GamodmMroL. 2019 famols dsm@&dn 3mdnbosd
s50fym ddsmods 5G H76manmansty s dmadszsann 0smonl dmdoannmn  FLyanyd0l
53MNbMY05Y9, 93600m35300M0s M73Mm31bos3NS 350mbss 5G Fbranrd0l
3009bs3MNEMO0L  dabsbrd.  M93mdrbosaost 2019  fHamals my@mAdymdn  dm3y3s
213Mmm353d0Mm0l 5G Jyanol 3009mbs3mobmydnl Moliyndol dyo3slnds s 2020 Haenols
n>635mdn 5G (EU 5G Toolbox) 7Lyanols 3009Mmmbso3mombmidol Molsols d905030M909am0
Bmdyonl domyds s> d9dbmomggds. 2020 fenols m7dmAdImdn 93mmbsdFmd dmmpmeos
213Mmmy53dn0Mmol 93  939y670L,  LMmans  3>5dmoyrbmb  5G  3009MmMLs3Mmonbmyd0L
nbbEMII6B700, 0937  35dM0oyrbmb  dHbs05d0bn  dIBmME3900  ddamsemn  Maliol

37 NIS Cooperation group, "EU coordinated risk assessment of the cybersecurity of 5G networks", 2019. PP. 4-12.
report__eu_risk_assessment_E4583F51-F351-6B15-A1317185D4FB353A_62132.pdf
38 NIS Cooperation group, "EU coordinated risk assessment of the cybersecurity of 5G networks", 2019. PP. 4-12.
report__eu_risk_assessment_E4583F51-F351-6B15-A1317185D4FB353A_62132.pdf
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Amapmegomy0Y7”.3 smbobndbogzns, Mmmd 2020 famol g398d73M30 g3Mm3s390MBs
399mog39ybs 56gsMmndo ,,93Mm35380M0l M93m396>307000L 3353am960L d9bsb690“, Lo
65h33690005, 007 MmgmMo 360336gmm3960 3Mmamalin 3obnEswal g3Mmzszdomol §a3Mds
J30y6g08s EU 5G-0b 0sb3Ma3zsbs o gobbmMmEngamgdsdo, 8saMmed  goM33gnmo
330mMyd300m s Mog d78mb3g3580 omhgbomn bam3gbgdoom. g3mmiszdomas §a3m
LobgmaHoxzmgdl dmyHmes, 3obsgmdmb 5G domomosn Mg3mdgbsingdal dgbfmnmygds.
50M0gs, bamymons, g3Mmm3s380Mo 3007MYLoBMMNEMgdNLS s 3007MEIIJOMMmMaE0gd0L
do0smoymydom  MeBgbndy wMMBGBY 00Md30lL, 030 EEOMMOL, Fobomoml
3009Mas8damgmods, gofmdmmml  3009MEsbsdsnmL, gobomoml 300gMen3mmasdny,
3o0dmoghmlb  3009Mo3330000 NbaMgdn, gobomomlL 333300 ©o ©IbYMamML
06m3s309M0 &33bmammangdn, snE3sL 3Modn3nmo nbamslGmnd&nms.

9Mm36mamn  3009MYL>3MNbMIO0l 0b6gJbol (NCSI) sogyamo oLy gosdmoyymgds:
L, U509Mdb7000, an9dM3s, d9ana0s, AMEIN0, Arbgmn, 3Mdsbos, Mdnbronn, 3mMENaSMNS,
190356900, 3manmbron”.4° (nbonengo bMogenn 3.)

Country National Cyber Security Index Digital Development Level  Difference

Greece .47 I
Lithuania T
Belgium [T

Estonia T

Czech Republic I

Germany 4 T
Romania LTI
Portugal I
Spain T

Poland LT

39 NIS Cooperation group, "EU coordinated risk assessment of the cybersecurity of 5G networks", 2019. PP. 4-12.
report__eu_risk_assessment_E4583F51-F351-6B15-A1317185D4FB353A_62132.pdf
40 National Cyber Security Index, p.1, 2022. https.//ncsi.ega.ee/ncsi-index/
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3bMoao 3: NCSI-0b 30Mm3gmo sorgnmo. fysmm: https://ncsi.ega.ee/ncsi-index/

MmgmME  bgo3zm, smbodbymo 0byjbol dobgw3nm, 8mfobsezg 3mBogngydby
93Mm3s3d0Mal J39ybgd0 sMnob Homdmeagbomgdon. 53 LAIGOLEN35T] EoyMEbmdNm
h396 o dga30dmos, BLESE 300350, Bogomoamsc, bLydgmdbyomo 30dgMYLsBMNbmMIdAl
9005 mgd0om s33M030l dg3MmJom 3Bs@g0Bg 133maL0s 0y Yamglo, smbndbnmo
LEIGNLEN3500 PodMa30 3MA3MBIBEN SMLYdMOL, by J00gMIYEI3700L Lobdnmg
J304ybol  3sLIBSd0m. 0dgs  oMLgomMdL  3MA3Mbg6EJ00, MmBmol doby3z0093
99LodmMy0gmM0NY, 85063 IM356NBMo dgEsmMyds, My 8a39885MYds LHmMa sm30d300,
Mmmdgmo babymadHoxmm Ms cmbgyby ndymazgods.

N
& Y
S enisa m

* x
¥, *

sMlgomdl  93Mm3s33dnMmol  3009MMb>BMNEMIONL  U>3396m (ENISA), Gm3gamogs
Bnbo3l  g3Mmiszdomol  AoLABGsd0  domomon  mbol  dow§g3eBgy.  ENISA
056533MMIMmdL J3Mmzazdomob §a36M Lobym3HorMIOMSb s sbASMIOSL NHI3L Boo,
Moo Lomsbsme dmydBomb dmdszsmoa 300xMasdmE§333900LmM300.

sbg39 87330dmons 30bsndMmon EU4Digital Facility-¥9, Mmdgmog bgamb nHymdl
goxgmMym g3mbmdngslbs o LsBmgsmgdol domomo Lxygmmgdl, g3mmzszdomals
B6mM3IYOL. s0bsB036s305, MM FoBMYMO BBMYONL 3oMBMBaBIENS Sl g3tm3szdomals
3mmo@nzol ghm-ghoo dmozsmo domfhgss. g3hmzszdomol dbsmeosggms 58 bLzgmmdo
bmMngamegds EU4Digital Initiative-ob 8383)m000). 30x3MYmo dsBMolb 3oMImboBagns
EU4Figital-ob  Lodpomaoom  bgamb  pHymdl  mbmonblgm3nbgdol  dsMmogmgdol
Smdmabzmals dmgomadyadalonzal, Loxsm s8060LEMoENYdNLS s 0BMIdALZAL,
Mmo3 gnmobbdmdl mbmonblgmznlgdol dondxmodglgdsl, 1330096 BoLYdL ©o 37
5MAY356L. gL Logombo bgmb NHYMOL 0b633LE0ENgd0NL BmB3SL, 3ogMmdal gobMmesb,
5b0g370L. sMLgdNMmO 3MB3560700 YBRMM LHMIBSE FonBMEIONSD, LBIMES3 daBbaLN
IBMM se30meE dx0d3670s, Ms3 gohgmMgdl 3330560 &306900L 3onbgdsL J39ybgdnsb.

EU4Digital sthols gfhongsstho gmangs, Mm3gmog sbmmEngamgdl g3mmzszdomols
dbomeodgMmols.  EU4Digital  Initiative  53fo0sbgols  g3mgoezdomals  Lb3osbbszs
3MhomMo@y@gol, 8o ImMmal shal JodgmyLoxrmmbmgds. dsgsmoms, bmMmEogmEgds
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EAST 30m33&n, Mmadgmos 80B6sc0 nbabogzlb 3sm@GBomMm J33ybgddn 30dgMmyLagmombmgdnls
39dmnyMmgdsls o goxmymo LyM30Lgdol gsdmygbgdol dndstmomymgdoo bmodnl
33BMesbs.

sb939, EA4Digital-ob 8393gmd00 bmMEnymegds 3hmaddo ,3009mmbs03Mmobmgds
SMAmbs3anIndn” Mmdjemog dmoes3t 2019-2022 fengdl. 93M3ms3dnMmnls 3mb&madnE0s

95003960 3,121,600 93Mmmb. >5mbndbnaem 3Mmmy9&dn daonsb 0lyoo 93996900, MMAMMIONESS:
bmadbgman, sB9Mmds0xs60, dO9emmmbns, bsgsfmo3gemm, dmenom3s s 73Msnbs“H

cen a4\
e CENELEC £™S{(C—)

EuROPEAN STANDARDS ORGANIZATIONS

93M3ma3d0Mml, MmamME Bo@mU, goshbns ms30L0 LEBMENBENNL sSbmEnsEns. 1961
0omUb ssmbs g3hm3ymo bEsbsmGnbogoolb 3mdnBgdo CEN, mmdgmoi 99Mhonsbgyol
Lobgmahoxzmgdal LEsbsmEGNBsEnal ghm3bym mMasbobsEngdl. 0303y g3mm3ymo
LEbEMEIO0 dmJdggol CEN-ab y3gms §33M J39ysb5d0. nlnbo 30amydYmbo sMnsb,
©858®303Mmb 93MmM3nmo s 3osnddmb B3d0L3ngMa fobssmdwaamodmoazn LEsbsMEn.
CEN-0b 309 058®30390190m LESbEsMEIOL 57300 5mMbnd3bs EN. osbenmgdoo 30
3Mm3g6@0 98ysigds genmdsamym ISO-b LESbsMEJoU.

CEN-Ub  3oshbons 300-By 3Jg®0  Badbognmo  3mdo®adon, o6y J3Mm3ymo
bEBEsMGNBEN0L X3BION. Y39me §I3MU 0J3L YBEIds, IMBsfomamdEIL G3dbosM
3m308737000. LodN3bmL  dxbgxB836B0 0dmgzs dgLodmydammdsl, ss330MalL
LEObEoMEIOl  Tg8ndo3gdol,  Jgmdme,  go3mybs  Bmobnbml  8mdszsmo
LEBObEIMEIOL Fnbosmbiby.

1am39&MmMS9603mM0  LE>S6E>MBG0B>300L 3mdnBgdn (CENELEC) Bsthomo3l
93m3namo  gmad&mmBadbognmo  LESbsMEgdal  dg01ndo3gdsl.  dolbo  Haszmos
33Mm3a3d0Mol y3gms J33ysbs o smdmbozmgom g3mmaol bobgmadHoxrmgdn. CENELEC
LEBObEIMEIOOL 75 3MmEgbdn gdysgds  Loghmodmmobm gmad&mm@ydbosnmo
3m30Loob (IEC) LESbsMEOUL.

41 Funded by the European Union, "The EU4Digital Initiative", p. 1, 2022. https://eufordigital.eu/discover-eu/the-
euddigital-initiative/
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93Mmm30b b>Eram73m31603560m bB>603ME006 06LB0BNB0 (ETSI) 530005070
Logmosdmmoabm  La@Ggmyimdnbozsgom  LEBESMEGIOL.  8obo  §g3Mgdo  sMosb
98sMm33am0 mMgsbmgdn bLanbxrzmmMasgom &adbmanmangdals bezgmmdon. CEN, CENELEC o
ETSI 3300870533096 LESbsMmEGIdl g3mmzmdabools dmobm3bomsis. Lodmmmm xsddo
35MAmMbobyoymo  LEHSbsMGIOn odmg3zs YBOMM  EIGSMIM 000 JOg0L o
3mB3MIGIm oMyjGn3goL.

aoaMm (UN)

LUNITED NATIONS

390M005679070m0 gMgdal mMagsboBosns, Mmagmog 1945 §amb dgogddbs, 583085
193 §g3Mb no3amobl, Moy 08sL 6036s3L, Mm3 §3gMo LobgmBHoBmMIdn JmobbalxdNs6 o3
mMgoboBosnalb Habogdobs s 3Mnbn370L. Halgdals s 3MnbEn3gd0L J3s3nmbgwo 3o
Laymszgamorsm 83300mo0nl BMN6373mymazs s LobgmaHoBmms Msbs3dMmMBMOss. 80,
53 30 393035M0 gfmoalsm hobdo: Logdadg ob sfals, m3d gogihm dgdmodl mal, dbblgM3mU,
63M35L, 80830ml, EGma3zamgdal gohgbsl, gi3mmmaonm 30@sLEMmMBgdL, gomydml
05006d7M705L S S YOJEYMYOSL (MmAJma oM Mol 537995 H3Monbsdn?!), Jogmsd
J0900907000 56 dogmnsb By, 96 FJIBMNYOS-sMIBMYdS-saIMdAl 3MmEgLldny, 56
dbmmme  Mybmamyengdom  dg0moxstmgmyds. oM  3300s,  o353606mo o8
mMgsaboBosnal ggnnom Hombynmdo gobbmMzngmadymo bydd3znEmdm, 3ndsbodsmymo
07 bb3s babols M3gMoEngd0, BoaMad MgammOs ab sMals, MmA gl mmMbBoLdogdgdn Bbmamme
08 99806393580 ymxzzogms Homdo@gdonmo, MmEs goghmb Pdodmmydal bodgmlb dndozn
§93M700L356 96 3BBAMOS ymxyomys, o6 NOMsMmE HobssmdEaamods oM gonHa3znso.
390MmL 3Mo1BIIBNMMONL Fogomomoe bagommzgammb Fogamomgdal dma3gmngdss
Lfymos LozdsMmobns: No8Ms3 MaBmMmMYENsL 07 8obEbogdsl h3360 g360mMydals
JgLobgd, Jogomon bsdaxgdns o dm3ymeos. Lsdfybomme, goghml dgdxmongds-
SMIBMNY0s-053dmonl MabmeyEngdo 39ME NIMonbol gbdsmads s 39M3 MYLIML
ShgfgdL. sbg3ge BoBOYM LoBMNBIJ08b FndsmmdsdnE. My MYLIM-Y3Msnbsl dmMal
Mo08g Lobol Lodd30EMOM BJ0sbbagds Txaggds, 870dmgds gogmmbsg ©ag3abmmls
b533300MOM B3bEsBN, MmIgmbsg ghmo dbMo3 LoddmmMUMo sG30Mmm3zs 376909,
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dgmmg dbMo3 30 myan@ndnmmonbmznl 8603369emm3s60 0gbgds. o bsbns oA
omm, doghmb  ss3@domyds dmbegl o0l o abg3 dobo  gB3IB0s6MOAL
3oLadmngMmgdmo. 0y 08sLoE go30m33amalfnblom, 88 MmMgsbabssnol doyxaGo 3.1
doamosmen 533 ommasmns, 35806 3M7B76%B0700 yBMM LoBNd3mNsbo s mgan@&ndnmo
bogos.

383M030L gm0 3EsB00

AU
BaLobgmH3oxzm - gl GaMmdnbo 3030 Mol ESLMNMIOOLMSB3] of dodgMmom..

599M030l dggMmoydmds d@&sBIdds, BadE0s, b Lobgmo ™s30L Me3B] VMM IgEo
dmofgm, 300M7 LB3s3. BbmBMom 3gggdmbmoolo3nl, Mo cgdds b, dosdHy3zadon
0960336gmmds doMmonzymo babymadGoxmb, PBemIsBomo dgLodmydmmogdal badbgom
3mBb30omb  og3L, ommad gobzomoMmgdnmm  g3mbmdnlds  ©o 00b658700Mm3g
&33bmanmangoon Lb3s J39y60LsE oshbaso.

509M030L 3ggMmongdgmo dBsBIdn, MmgmME 303000, dmoEse3l MMIMEES
3BoBLs s gMmo  @ggmomnm  mangdl, bmmm  3mbGnbgb@by degdsfgmol
mmdmaEsgbms  dGsB0. dob  Ahommgmosb  gLobm3zmads  30bss,  bmmm
bo8bMYN0ESL - AgdLngs, dmIEanmos mMm 335696 dmMob. Lonb@gMmglms, Mmd sdgMmo3nls
99900709 9BSEJOLS s MLyl dgMmabgal LB v39330M7Jdm. 030 sbg37 BMMOL
Gamo@mmogdl  Hybom  m3gobglbs o  JoMmndol  BM3gddn, bmem  g3mbmdnzols
95h376900m70000 BbmBEMOoMI0 30M39aM0 SZNMNO NIS300.

5bg39 LoNbEIMgLms, Mmd sdgMmolol dgghmydymo BsBJI00 oMby 33539E s
0M0@obymas 3mEmbosd, Mmegbsi 1776 Hmol 4 03moll mo30 Es8mY3nEIdMSE
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83o0mobocgl, bmemmm 1787 §amol 17 Lyd®gddgmlb Boomgl s83M030L d3aMogdnmo
3&oBJ00L 3mbLEBNGNE0S. 339M030l dxgMmongdnma dGsEJ0n dmbsfomgmd s MmamM
3033, sbg3g 8gmMy Abmaxzmom m3dn. ngo gobs 3nM3gmo LoabgmadfoBm, MmIgmdss
00M31mM0 0oMamo d773bs. J33Yysbs smal gogmmb ndodmmydal badgml 3ywdnszn Ha3ha.

Sbgomo BgaLobgmafoszml sMligdmds mse30bma3zs gnmolbdmdl 0dsl, Mmd oo
Mmmmo 9boggds 3oL 3mBogoslt MLgm-P3Msnbol M3dn. oy MmamM goblnmoMmyds
MLyo-13Mo0bol mdn, oo fagno Bl 3mmo@ognm Bxdsbge sdmzngdnmo.

JfMoo Hnooom Homdm3zoanbmom, MyLyoal §obssmagg sfabgdnm Lobdingddo
580 M8 o 8mboHomgmogl, 56 8g05Mamggdnom oM gb8omgdmegl Y3Monbsls, 56 MYLo
mmoasmdgdol gmbgosl oy Lodsbim sbg3sMndgoL of syEsMIOEIL ©s oM ynbo3zogl,
3068906 LxgMos, Mma8 g3Mm3gmado BomEm d3dmyodb3b 88 g3mbmdnsnm s B0bsBLYM
RMMbGBY MyLyomal Moy oBamomgdsl?! o6 fomdmognbgm, Mmd s3gMozol
399300 3@oBg00, mo30l doMo3nmo dg05Momgdals 3mEgbgnsmom, Mmdgmos
93Mm3030355 3obme3L70M-3sbmggdnmo, MmA baGmb moyMo J33ysbs oM oymbL?
s gmoo  J33ybol  ©o3bnbgdsl o  33eommom, dsgmod  LHmMge  sdgMolol
999 309mo 3@sBd0s ol dmozmo 37003933090 Bod&mMmo Bos@mbosb ghomoco,
MLy P3Mmonbal dsgn3zmo LB3s g3Mm3nmo J33ybol GHamoGmMasby Mmd oM stals
dggomo.

Modgboe s Mo8yb bobl dgdamgol MYLycmo maol Homdmydsl P3Mmonbsda,
19803 BoJEMMBgs adm3ngdnmao, 853Mad 08 Mmml, Mmas dghgmgds dmnHasl,
Omao3damoggdol  3Mmiagbdo  583M03gamaool  Lody3zs dosdhyzgdo 0gbgds. 0d
990006393500, 01 b 3oMmsdnm sM godmhbgds, 35906 58 dobosl  sbamm-bagunmo
Rod@mmo  (8sg. 0MoBsbymo b 3965EYMn) somgdl mo30l  mo3b)y, Ebosoy,
509600330mM70056 3700106637010 s 3mmMnboMmydnmo Joxgdgdno.

339M030l d7xM070 gm0 3EsEJ00lL 300xMIJLodemgdmMmmdyd0

A 1 Ii%iéii?’?z |
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00o3Mmmdgdn 0§ygogb 0dol gobmdngmgdsl, oy Medegbse 360336gmm3sb0s
3009M1LbsxMNbmMgds MgsmmyMo. s3gMagol dggmogdymo dBsBJ00 sMhol bmdgm
30M33am0  J39ysbs  3003MLoimmbmyool  dodsMopamgdom, 8obo  BbsbLYOO
3mmmbseyfMa domamoo. 030 ymzgmfmoymoc Bl 0sbbgol
3009M37LodmadmMmMd]00l  gob3znmamgdobsmaol. 2022 fanol dsm&dn 3M7Bnc76@
050009606 5003nbnlEMsEN>3 2023 fenol o30lsemmmo 00X 9GO 350m39374bs, Mmdjanmdos
Lsdmgsansgm  300960mbs3mobmdonls  bstxo0bozol 11 doamostcon 530  omanshos
3350mymaznano - 96 11%-007 09805 Hnbs francsb dyshydnm”.*

59900300 3g9M709mo 3BsBId0l 300gMLorMMbMIdOL godmogmgdsdn ghom-
9Mmo BogdEmml Mnbgon BgEgMsEns, 0Mmsbal obmsdynma Lobymadfoxsm ©s habyomo
fomdmoagbgb, B8ocn Jxea0g00 Ln3gmLobgmafoxyml dndaggdl, BMm dyBo
8obs30m0Mmb &33dbmammangdn s 3708935mb sbsenn 837ds60%B8700. 2016 Haamb 538-0b
La3MyboabEm oMhy369030 MYLIMOL  BgEIMssool dbMoEsb  sjoMs3zgdymo
3539M7000L hofmy3s0 335h3769, Mmd  sbgo  J39ysbsbog 30 LgnMmegds
3009MG33bmanmangdals gadmngmgds, Moms dbgosLn Loxwmombygdo 806031859 ngbsls

sy3sbnmo.

NATIONAL CYBER SECURITY STRATEGY OF

THE UNITED STATES OF AMERICA

ombsaneo BMmsa3n

2017 Hgamb  godmgd3gybos 533-0b 3MxBoIbBNL, Embsame BHM>d3nl  30M3jmo
,30m36mamo YbszMmNnbmionl LEM>BIF0>“, 030 gxBYIbI0s mob 860336gmm356
JMm3bnm  abBgfgbl:  “SdyMmnzgamn  bsambols bm3mydol Hbol 3335, 50900300
omnamImonls Bheos, 3dz30omdnls d965mAN670s, 09M030l 353em960l asbMmEs”. 4 o
donBg Laynmomgdms dgLsdg ™s30: ,,dsemals dgd3gmdnoc 3d30cmdnl gbsmhAnbyds”,
boss mMmo  Lobgma8fHoxmrml - MYLyoobs s habgyool dndston 3MyBgbbngdns

42 Jones D., ,,Biden administration's FY 2023 budget includes 11% increase for cyber", Cybersecurity Dive, 2022. p.
1. https://www.cybersecuritydive.com/news/biden-2023-budget-
cybersecurity/621264/#:~:text=The%20budget%20earmarks%20%242.5%20billion,after%20Congress%20approp
riated%20additional%20funding.

43 599m030l 399M01dman 3Bs5&700l 9Mmm36men Hls3MmmbmIdnl bMmsBIans", 5d9M030l d9Mmordnamn
J&5E7000 byganhm bsgstomzyammdn, 2017, 33. 1. https://qge.usembassy.qgov
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398momgd8ymo. sbig37 360336gmm35600 LEAHMSEI300L Bgmoby Ms30:,,087M030L go3emabol
33BMs”, MmBymog 30MadnfMm g358306moL, oy My sMab 58 babgymaFGoxzzml Bobsboa.

United States National Security Agency

339M030l dggMmogdmo 3GoBGxd0L gMm3bnmo HLoxzmmbmydal LosgibGm (NSA)
shol  300gmLboxMmbmgdol mMmagsbobosngdol dogmb@mmangdgmo mMmgsbm. ,,030
d9n9dbs 1952 faanl, MmamMz bsondanm mmasbobssos. dobo d97060L  LsFommyds
©5Y39M3000  3mB76605am0L  F9bsdam)danmdgd0l  3sBMmsd  asdmnhzns,  sB39M300s
(SIGINT) 5 0bmmdsgomann  bsozmombmidnls  (INFOSEC)  as5bs565an0890ams o
s50md370ms”. 44

00300056 gMm3b1mo PLoBMNbmMIdal bosggbGm oBsMYmMo d0xIG0M S
S6mbndyMmmdoom LofmggdmmdEs. Mo oM 7bs aobogznMmo oymb, ,,cnn bbb
356053ammos5dn 53 MmMFsbnVs30sL dmoblinbngdbib ,5Mms03mnl bssa76@me” — “No Such

Agency”. 030 mB30305amm U55376@meo 1975 el asdmpbsoos .4

96 6modgMpgio
5mb03bymo  LosglabEmML dMhg3mals dmowaomy aobamoezo 96 bmndyMmasmo (Anne

Neuberger) s 3mbbymEs30sb 1§30 3MxBoIbAL J0dghybsxrmmbmgdal boznmbgddo.
3939 9b68oMgds 3MxBNgbE Nl 0MJsbgdgdnL dgbmnamgosdn bosggb@mgob.

589M030L 879MmM70m 3BsBEIOL 3003MYLoBMNbMIONLs s nbxzmmMasEnymo
Yboxzmobmgdal dodsmonmgdno LB3sEslb3zs 3Mmdmydgdn 3Jmbs. Bogomoms,
,300865906  mdol  ommb  b>930mbom  dmbd76900LsL  asnMm33s,  Mmd  9Mmm36memn

44 Tyson M., "The US federal cybersecurity bureaucracy: A guide", CSO united states, may 16. p. 1, 2022.
https://www.csoonline.com/
45 Tyson M., "The US federal cybersecurity bureaucracy: A guide", CSO united states, may 16. p. 1, 2022.
https://www.csoonline.com/
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Nb>s3MNEMIONL  b35p76dm  3330M©r0m©s mdol dmPobssmdgpg  59B0306&70L, 0d
ommolm3znls 0lsno 6mdna 505005690, Mmammydns 0y3696, dyisdi samn ©s AsmANE
amonm 30ban ndgmmbn”. >50bndbnann 0bxzmmadsznol >EsLAENMIOSD 30 1978 famb
3359mof3ns  sY39M30L  Vysdbr039enmonls S9&0L  d9dndszgds (FISA), omdss dbassbo
3MmmoaN70700 5000 39(M SMAMmn3b3ms. 2010 Hramb 9mm36mann Yis3monbmydnl bssa76G¢m
330m53 M99 yntsomadnl 396@GMmAn - sdmAbos, Mmd Lssp76@m nyg690c0s Prism (3mnbads)
3Mmamsdols 3mel, Mmdimos 3937 gbmodnanns  SIGAD  US-984XN-ol  bsbyanno.?e
5mb0dbymo  3Mmgmods s3Mmm3gdl  nbxzmMBsgnsl Lb3lsslbzs mMasbabseng0by,
3md3560790%7 06&gMbyB30, Lb3sELLL3S ULsadogdm 3moGBmMMIgdol dsdmygbydom,
ImambBoL, GImaxmmbols s Lmgnsmymo Jugmgdol Lsdysmgdoo. smbndbnmao
3Mmamads 9§0bssmB8gagdmes badmgdsmagm Lobmasmgonl sE3sL.

United States Cyber Command

539M030L 399y dEs@70380 2009 Hamb ssmbs 3069MbsMEenmos (CYBERCOM),
Mm3gmog Homdmaagbl gMmonsb LydmMdmmm bymaddm3s6ammodsl, gb Mol Ydsmmybio
©030%00 88 J39ybol sMB0sdn. dgndmyds nmJ3sl, 300gMbsmEmMmds ©s JMm3bymo
JLoxzmbmgdal LosgabEm ghoo Jmamgol J398 BNbI30MbaMgdgb. aym Londsfa dso
80080x365%7, 8ogMod 98 cMmmobm3nl 8o063 J8MMANMgdNs6 gMm0sb LammMmdsL.

d90dmgds  3o330hbal  gmgongnmo  3omb3s: Mo goblLb3ezgdss 88 mM
mMgoboBososl dmmal? 585%g 3oLybo of oMol BoMEn30 nJowsb godmanbomy, Mmad
0bobo LsnENIMM LogB0sbMONm sMNSb ©E835370IMbO s NbxMMAsEns Mmomddals oM
5MLomoL. dgndmadamons, BbESE oEanbogl, My 3oblb3se3zgdss dsm dmMmal. ghoo
Mol ongdsi d7330dm0s, stab ob, Mm3 BY6J30MboMgdgb LB3dsELLB3IS Ladshmmydmonzo
YBRMYOSMboMIdnm. 00183s 990L EgBsMYMoE FosbsmoBgdss o LoMmoymal
§omdmacoggbls.

dg0dmds  dsgsmomobonzal gsdmzymor  30dyMmLsmEmmdol  gho-ghomo
3963bogds, Moms J73339Mo  goblb3ze3g00L 3m3bsls 88 ™M LosgIbEHmML dmMob:

46 Tyson M., "The US federal cybersecurity bureaucracy: A guide", CSO united states, may 16. p. 1, 2022.
https://www.csoonline.com/
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,509M0306  d99mogdmann  dB3B700L  3009MLsmoamos  byemddm3sbiammol s
SbmfngandlL  0bdramomadnan  ganyfdmmbnan  mdl, sb937  0bazmmdsgnnan
3009Mb03ME0lL M39Ms3n70L“.4

58 3obpbogdsdn LoyyMmomgdms Lodyszs ,m80“. o0dgs Mommos 0dol
390LaBm3Ms, Mo goggdnm ool gl Lodyzs BoblLybgdn 30dxMLsMEMMdNL BbMnsb.
3065000056, 58 LggbEMUL Lsgd0sbMdS EoBsMYMNS, Fgndmyds 3035MoYEMO, MM Foom
f3mommo dopdm3n0 oLy, 93dBG03M0x0%Y, MmagmmoEss Lbadsbybm 300gMme3z3sbbAgdn
0fsbol nbensdym LobgmaHoxrmbs s MYLIMNL ByEIME0SBY.

cvBersecurmy ()
& INFRASTRUCTURE
SECURITY AGENCY 1(|

509Mm030L  999Mmyoym  3BsBd80  BNJsomboMmadl  3009MMLs>3MNEMIONLS >
063Mm>LBMMIADMol Ub>33763m (CISA). >0bodbymo LosadbEmL JgJddbs gobamozm
0053Mmd0L d3egmmmos 3007MboxrMmbIx0BY LHMmoxm0 Mysgnmadolo3nl. doln dmszsmo
90b0vsy, PBgMAdM356gMML s gsdmaygbmb Jodghmalbymbgdo 30096 s BabosnMo
MoL3g00L  gobosbomnbgomoc, 93007353 30 hogmoml Gomm3sdn s  onE3sL
3M0@039mo 0bxzmobGmyd@nmo.

3009601b>03M0bMId0L> > 063MLBGMMIEDM0L U35376m 0bBMmILEMYIGNMal
53306 wsMmorm dobonoo 87074865 2018 famb. 8ol PBRMM oJ3L Mo3SE30M0 ©S
9oMygnmamyogmo 3mbBosns, 300M] 9MM36mmn Hb>3MNbMIdlL bs5376dmbs ©s
>M3000L 3009MU>3MEEMOSL. ,CISA-U d01535Mm0 nBs605 S5MA369000 Hls3MmNbMIdS",* gl
9oL LEAMOBI3YM ©EM3N3I6BT0s sMbodbymo. MmMagsbabBeEns 0bsFIMMAMMOL
MmgmME 99gMozol dggmmydymo d@s@Idol dmozsfm bgmddm3s6gmmdslbomsb, sbJ3]
BIEIMsMYM do3MmodJ00sb Losmhg3zdm 0bzMLEMYIGNMOL goboznmamgdmo s
3obadamngmgdmaco.

47 Tyson M., "The US federal cybersecurity bureaucracy: A guide", CSO united states, may 16. p. 1, 2022.
https://www.csoonline.com/
48 Tyson M., "The US federal cybersecurity bureaucracy: A guide", CSO united states, may 16. p. 1, 2022.
https://www.csoonline.com/
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NIST

National Institute of
Standards and Technology
U.S. Department of Commerce

539Mo3ol  330Mogdnam  3BoB3000 ®’YbJsombomadl  bBGS6EsMBIONl> >
&3296mammangdnl  9fMmm3bmenn mMbn3zimboBGaB0n (NIST). dobo Bobobos 533-0b
0bm3030900Ls o LaBMgfh3gmm  3MBIYMIEEYBSMOSbMdOL  bBgamdghymods, Moo
33BsMmmb 93mbmaninmo PloxrMmbmgds s dosndxmdglbml sbmsmaonl batmalbo.

30090bomnbmydol  Lgghmdo  LESbEIMBIOALS s  GIJbmmmangdal
aMm3bmymo 1b03gmbn@ado mMogb@omadymos 3Mn3@mamoBnsby. 86 me3zoln Mmeno
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39630000M70580. 0bLE0GNEG0 93MdgmMaol dmbofoamgmodsl 3mo3@m ULEsbsmEgdal
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09010853905080.
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509 300gMLbogzMmbmgdol  dndsmoymydom  830005M70L  dgLadmydammdldL, 0gn
3EommObL, yzgms Lagomm go8m§3935%7 90g339@M0 3sbybo dobigl s 8gLsdsdnbn
B0boblgdog  @obsmymbL.  Gsgomooos, 2021 Hgmmb  dg0gddbs  9Mm36mann
3009M@nMy7dmMmol ma30ln (ONCD), fmdamol byenddm3sbgamoi 3ol nbgaennlio (Chris
Inglis) 3obemozon.

3ol nbaemnbn

56036y obs8IdmMds oMol 3MgBogb@ol 30g3 gmon  8MAg3emobonzal,
Mm3gmog domosb 3gos3l 3003M o gobznmomgdsn Gadbmmmangdol dMmhg3gamb.
smb0dbymo mxz0bn x3M 30033 03060 Jgloadmadmmogonl gobznmamaonl 3MmEgldns
5 mM3nLoMIOYMONs B;s3mmdal JMmnsbo J8ggdgdal Homdsmm3sb]. mBabl goshbos
bogdB0sbmdol  mobo  dofmooosn  d0Bobo:  ,3909MsemmMmo 0156000 93MMONL
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Bmmands nbffms039090056, sFAym > dmdszsamn 3>ddangmonl asbmes”.*

BggMsmyMo 300xMYLsBsMnbmldal odsmmymgdnc aa Mmmo 9boggds FBI - nb.
030 Homdmoagbl §o8yYy3sb LosgdabEmML 3009M37G3300Ls s YBYdsMM3M Tgdtgdals
300mdngdsdn. sMmaws, FBI - nb 330-330M©0 s dobo 300gMm@gdbmmmangdn oM ol
056597 MM37e godmoynmgds. mndEs sdbsbymgds dg@&sce 8608365cmm3s60s - FBI - obs
5J3b  @omoxm  FobsBn  300gMnLagMmbmydol dodshmoymydom,  MmIgmog
SbmmMmE0gmaol dedmdngost dsMmE030 MdMmMOmONESb ©sfygdnmao, Lagmmsdmmolim
399mbabynn mMasbnbogngdol 3Mhmamsdgdom sdmazmgdymo.

FEDERAL TRADE COMMISSION JCOPPA

PROTECTING AMERICA’S CONSUMERS Children’s Online
Privacy Protection Act

53900306 dg9Mogdnmo  3Bs@Jo0l  Pobamgbo dogmdgzdn  3ndgmMYLoxrMbmydal
9085M0Ymyd0m oMol ymzmolbidmazzgamo. A336 sbg3g dgazndamons 30LsndMmon CIA-BI,
Mmdgmog  Wobamgl oMY,  3009M35FMmoOsLs s  IT  0bxzmobGmyd@nmals
3063000M700L  BmoEs3L.  sLJ3),  BIEIMIaMMMo  bszsgmm  3mdobool  (FTC)
35LbolidggommosBy o6 05383015 MbaNsnb 3Mb3n396(303aMMMMOnl 5939 (COPPA),
090038 GM>6L3mMEBE0lL Yb>3MNbEMIO0L >00d060bBM>300L (TSA) hHshorymmdsby
3009M1LsBMNBMIdNL Bodsmmymgdno.

4 ). Securit:
e Administration

;@Q_ Transportation

y39m bxghm 0s30L dbMo3 Asthmnmos 3003MYLsBMNBMId0L Fndsmmnymgdoo, abobo
ym3gmemoym M310000 goshoynmbo sM0sb Ggdbmemmmagngdol aob3nmsMmgdsty -
30Mdm oy Lagmomsdmmalim mMagsbobBaEns, J39Yysbs s .0.

| Inspector General‘i;i’ | |

Homeland
Security

J.S. Department of Defense

49 Tyson M., "The US federal cybersecurity bureaucracy: A guide", CSO united states, may 16. p. 1, 2022.
https.//www.csoonline.com/
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3009MbsMNbygonl gobMmEslbosb ghomo, 079630M030s, 833-0L Bggbmmmmaoymo
LoLETYO0LY s JugmIdolL EsE3d dMEs3EMMNBIOYMO §3MTnLasd YBMMm Moymo
beg0s. 2021 Haamb 3769MsammfMn 06L399EmMol M30LA8s (OIG) 3odMod33ybs 3obEbogde,
bosl  dmbodbymos, Mmd  “Gpmondnma  I&sE700L  dnes  HbsRMNBMIONL
935035396805  (DHS)  p55mdxmdgbs  30096mbsazmobmdols  dndsthormangdom
056503Mmmdanmds 5 3mmMmnbsgns 01533306 935 E>096056  (DOD), 053Ms0
b56039%9000 6560em0 dsnbg smAS”.°

XM dsn960

2021 Hamab Bom@Gdo 3Maboab@&ds xm 050009605 bymolyBmydal yszgms mbyby
300901bsBMNBMYdS dn@s YlsMNbEMIONL 9350539630l Bxns3zsm 3MhomMoBg&oe
03300.51 gL gsbo30Mmmds gsdmbsbyncon 3MmgModals BoMmBs LoaMmmbad.

5006 398cg3 dns ML>MOEMIONlL  ©935MB>396B0, IMM36maM0
Nb>3MbmMIdnl  U533769m, 3007MbsMmoMmMo> ©s 0133533006 ©935MB>396(30
0900668009636, MM3 >Mb03bYM0 3MmMdmMY8700 dosgFMmoo Lodmgddycem agadol CAP-
ol*2 378mMmobondol Lodnomadao. 3969Msenma 0bbL39IE MMmol mMa30lds hosBsMo
33339, Moms 3998BsLJ0N0s dns Ps3MNbEMIONL ©9135MB>396(B0b> > 0133033300
©935MB539630b 056533MMAMMOS  3009MYPLoBMNbMIdOL dndsmoymgdom, Bsomo
9Momomn30 dosgmgdnm gobbmmEngymgdnmo Laddggodo.

053330M390gamds MmMasbmd (0IG) ssEanbs, Mmd aobymo 93J3bo  Hamal
306353emmdsdn dns PLloxrMmbmgdol ©g3sm@edgb®n dmbohomamodws 3Modonsnmoa
0b6x3msbGMmYIBMals 3Mmamsdy0d0, o0xmoOgLgos 3009ME336memango0l
0035MYmMY000 0bBmMMBnMIONMMOSL s d@sMIOEs BMIbnbaJdL.

0 Bjelby K., "0IG: DHS Has Improved Cybersecurity Collaboration With DOD But Gaps Remain", p. 1. 2021,
https://www.hstoday.us/

> Homland Security, "President Biden has made cybersecurity, a critical element of the Department of Homeland
Security’s (DHS) mission, a top priority for the Biden-Harris Administration at all levels of government", p. 1.
2022. https.//www.dhs.gov/topics/cybersecurity

2 United States Air Force Auxiliary, "The CAP Guide to Effective Communication”, 2021.
https.//www.gocivilairpatrol.com/media/cms/P_12_1_Oct_2021_E4A84FC1A6F2B.pdf
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503-0  dmozmods o 3Jgmdm  Lyd@mMo Bfoemme  0s6533MmBmmoy6
3MoGoznmo 06x3mobBMyIGnMob bsxmobmydals 3odmaymgdnl abMmog.
056588Mm3mmos  dgdmoxsmamads 0bosns@n3gdno s 1Hmgdgb  Pathfinder
(3Y>09330m930) 3MmaMmsdg0L. ngo mMmagdnmos 08 god8m§33370Ls s Lawmombygdby, Mals
§065333 3MoB0zgnmo 0bxmabGmyddnmal Lad@mMo gsl. ,,mMmo fannl 356053cmMdSIn
dncos nb>3MbMIONL ©935MB50760 dmbshnamomdcs Pathfinder-ob mfm 3Mmmams0sdn,
mmdyenog  dmoEs3s  969Magdn30bs 5 30656LmMao  9M30L900L  3M0oB03mamn
n63Ms6EMNIEGNMOL Y sMbMosL.  dos  pbsmmbmidonl  ©935MB53963 0>
3009M035330L  NbsMd0l  asbsdmngmydamse 46 9momdmmn3  BMbnbaxOLs o>
30069080 donmm dmbsFoenImds, 5790056 553l 0133500 b9eMAdm3569emmds”.>3

d0nbgozse s8als, d3bgMmomymo 0bL3gd@mMol mxznbo s3dmMOL, Mmd ,,8500
BYLEO 30M 3009l dn@s YU>BMNEMIONL ©935MBE>096(BF> ©od385ymMBOMS 00
oMo 830mMebnd CAP-dn sLobymo y3gms dmmbmsbs”.>* slig3g, omn gobdsh@gdom,
dng>s Mbszmnbmrdol ©935MmB>396(0 S0 sbmMmEnamIdws JBIJGNM dmboGmmMnbal.
MmmgmMmE gobabogdsdns bomd3s80, 0gn 39mEgdnmMo oym G3dbasnmo 3gmbmbomo
390BoMs 50 5058056007, 3odmdngdal 3709390 30 oEsLEYMES, Mmd Jos
&336039M0 dndsmoyymydom 10-Bg 99E0 9sd0sb0 s 8n8omds. MoE, Mo mJds by,
3Mmamadg00l Lymaslim3zbac Iglmymaodst byaml dgndmocs.

sbgs oy aly, 300gMLsBMMNBMIdOL Bo8smmnmgdno dns Mlsazmmnbmdnl
©935M&>53960b> ©5 015353306 ©935MBG3396G0l Jhonmdma3z0 M3653dMmImMmdom
396bmMmEnymgdMo 3MmaMmadgdn AsGomMms s slMYmMIdNMmE hAsom3zsms.

9m3mgbgdol 330mEo33sem mgoMmds Lobends dodmogd3gybs obsemo bBmaj00
3009MLsBMNbMId0L dobodmoghmgdms ByEgmsmym bosgldb@&mgddo, s83-0b 3gMdm
5 Loxsmm 0bxz3mobdmyd@nmoby gobmoomo 3009M3xEI3700L godm. gobEbogdsdn
5mb03bymos, Mm3 LosaglbEMId0 gos3mab ,,6manm3s60 bmdnb” dmImBy, Mo
39molbamol y3gmosmals gosdm§agosls s mezsbbdgonl dmggmagdsl.

>3 Bielby K., "OIG: DHS Has Improved Cybersecurity Collaboration With DOD But Gaps Remain”, p. 1. 2021,
https.//www.hstoday.us/
>4 Bielby K., "OIG: DHS Has Improved Cybersecurity Collaboration With DOD But Gaps Remain”, p. 1. 2021,
https://www.hstoday.us/
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5b0dbymon dngmds Jdmb3g3s 3MIBowIbE xm d30960L 35635MaYMIdsL J39ybols
3009MboBMbmIdal o8xmdgLgdal Bxbabgd, MmBgmbog 8s6 byma dmsfafs ©aa
3000M373730L  J300003.  smbndbymo  30daMIgBI3>  MYLo  3so3aMJd0lL  X3NBIS
8o6sbmMmEgms, Mmdymog DarkSide-0b babgmao shal 3gbmdama. , 307 3s656mMmEnIamIL
30090393735 Joanbsabby @5 3300d9l M3gMs@oyamo bobdgdgdn, Moosg 4,4 dognombo
ommsmol  asdmdsanss  dydeml. dmpa305690000 onbBGosool ©935MG3396GF> 3memnl
109700 b5f0emn ©s50Mmbs”.%

Office of Management and Budget

539M030L d99M0g0mamo dB3H700L 8>moc30l> > 3969x32690L ma3nld> (OMB)
8obogbss, MmA ,6yenmzsbo bomonl® LEMsErpns Ls5396BMI0L dnbgdl byosmmbndol
S00mA60b> 5 SMmIM3b3Mmnl HbsML. 3009MML>3MNEM700L 797639ME 700 35M51COMO76, MMA
L0manm3560 6omonl” LBMG73050 d10dan7ds assmIXMOILML 3009MML>B3MNEMYOS, 053MS30
1635 b5300690%9 0dm9F9coMU sMymz0ms”.°° smbndbymn dmgmn gymalbdmdl, Hmd
y39ms dmabdsmadamo o y3gms Lobolb sd@opnmmds Homdmoagbl Malgl. Mo ogdds
9609, b 9BIIEGNM0s 3009MMS3sLBAEJONL BnbnBNBsdE] olyY3sboc, dogMmad sbg3g
dgodmyds pefymxyoose  gBIJGIMo  oymb  mMgeboBosngdby  bgasGonma
B90mgdga00Lbm30L.

> Dress B., "White House moves to boost cybersecurity at federal agencies”, p. 1, 2022.
https.//thehill.com/policy/cybersecurity/591497-white-house-moves-to-boost-cybersecurity-at-federal-agencies/
56 Dress B., "White House moves to boost cybersecurity at federal agencies”, p. 1, 2022.
https://thehill.com/policy/cybersecurity/591497-white-house-moves-to-boost-cybersecurity-at-federal-agencies/
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obMmogmlb  Lbb3s 80m§g330006 ghoo  (Lsdrbmdemmdn  monogdol  y39am>

939456500056 3936 mdo Fs>E3BS60mMN, Y39a5L0S56 PS3MX390ME0  33IM3nES) dJ3L
SMbobymo godoMmy330700 s gL sbg YOMsgMmE of bgdmes: gdMmsgmo bambo,
00ybgeo3zs Podmo3zn Hobosmeamadgdols, fmadol aob3szmmosdn o37690©s o
530005M70s 030l J39Ysbsls gdmimodnymae, 3mmo@ninmse, 73mbmadngnMaco,
B0bsblymoc. almsgmo, Ladbgmm 3mEgbznsmals Mm3smbsbMmabng ghm-gho demog
Lbobgmafoxrme Asdmysmnds - nstomol doynszol 8bMmo3 Hody3sbo J3gybyools
mobgymdos (530, Mybyon, Aobyma, obMmsgann). 53 y3gmsxkgml bogydzme Pomabs
35Lb08370m0sbn EodmM3ndNMYds, 3Mmanldmyzsmgmds, gobsoamgods, Ladzgybme
36mo0mO0 goMmoymo F31s sgEm. 306, 306 s nlMmsgmas bode3znmaoe 0ol Mm3obs ©s
98300mod0l  RBsbn.  LHmMge  s8o@mM3  MYLy;-n3Monbol  md3n  Lodd30EMOM
0003053030053 dodmeol. Lognmobbdms, JOMogmMIdL Lomsbsm asdmEomadsy
8300hB0s0 s 93¢MM0BGIBG0E. bndsbomdmnzns, MmA nbMsgmals mnegMmgdl dgndmoso,
boymxzngmo 3190853 mds  gobomb Mmgmmyg MYLIdMSL, sbg3g NIMENBIMIdMSb,
509600330mM700056, 3mmmbymgdmeb oy dMa@obymgdmsb. dobsm3zamalfnbgdgmos,
Mmmd gL  g3gysbs AmHobozgs MmagmmE  LLBbgMmm  M3smMLsBMoLoo,  sb3)
03mmds@oymo  HomdsBdgdom, 8ocr dmMmal sy Jmbxmod®do oy Lomdsm
9amdsmymodsdo 8ymas J33ybg0msbsy. nbMsgmobs s dobo 3mmodosnmo gamodoal,
MmgmME dnodszmoal s m3ma3sms3gdmal smgsdmygbgds 330dmgds sbsdsymoal oy
oMy,  anbymmool  Gmmaysbog  dobeal. 3xk0gMmoom, 7bs  moMmegl  dsoon
399mEE0mgdnl 3obB0sMIdsE s 3om3smalifnbydsg.
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obfMsgamo, Mmamms 1337 sm3603670, YodMmo3n BndsMmonamadnm smol dm§nbs3g

3mB03090%9 o 3EOMMOL, IBRMM 37Bs@ b3l o goblznmamgodsl, 58 dbMmo3z st
3009Mb03MEgs 3odmbszmalin, gl J39ysbs dbmazmom 8sLdEsd0m dmnsbMgds gfhmom-gMmo
dmog 3009Mbsbymafoxme. doybyes3zse s8abs, 007 3M0B03NMOE go3556smM0BgdM
0L 3009M305(33000 3MEI6E0sMU, 3036300, MmA o3 dbMn3 Bo0bi3 3MmdMydld00
533L. 30M39m M0ado Nbs sMm360dbmm, Mmad Gagbmmmagoymoa 3m33560700 - NSO, Argus,
Chek Point o5 L3300 0bobo bamb YHymMoOgb oMozl Ggdbmammaonm gobznmomydsls
05 700566370056 08 35835605L, MM alMsgml dgydamos Lodbgmm Lgmmdo cs30L0
&23d6manmagonmo gLedmgdmMmdgd0l gose3gmgds s 93@037300 doynce3s. nbMsgmals
9bM0Eob  300gMmMo30slabgool  dogomonogdn  330h3960L, Mm3 o030  Fomomos
§omOmoagbl Ladnd 30dgMdomol. BogsmocsE, FbmMdomMs, obMsgmoa bb3zsslb3s
GahmmobEnm mMagseboBoEngdby sbmMEngmadl 3007M0e3sLbAYOL, b3y obgm
LobgmafoxmBy, Mmammos nMsbals abensdyMmo Mgldydmoalss. ghm-gmon y3gmobsmaals
gbmdomo  3009M37BI3s  Stuxnet-03,°7  3JL3gMEIdAL  BmLsBMId0M, SMBNIBYMN
30090m3gMo330900L s Md30oLEAZONL N3sb sdgMozol dxgMmogdynmo dBsGI00 o
abmsgamo nym. 39330dm0s 3003Jom, MmA abMmsgamol 3007MALedmgdMmMdgd0 N3gmgLns
Lb3s §98Y396 J39Ysbslionsb Fgafgdnm, dEs, MmammE N337 s0m360369m, ndabm3anl,
Mmmd dbmxyzmom  FobdBsd00  obMmsgamo  oymlb  dmHobo3zg 3mbognsty, ULogoMmms
300900153005330000 3mEI6305mMabL gobMms, 3003M83sLLAIOALESL 130l IB33S.

57 Stuxnet sfmols 05369 3Mmamsds, &30 3009M7739MAE0L >BM0c 03gn F>mdmsmanbl ds3679 3Mmamsdnls HMmom-
900 Y399 Moman bsfoanl, Mmdymog 500 30-Y7 d9BL 395003760, Smb0dbnemn 03369 3Mmamsdnm
03530566006 Lsdomenmm  dnBsbn oym 3Mmamsdnmrdsen ammansmmao 3mbBEmmaIMmadol (PLC) dys3ams,
MmmAmIOnE  SMI3NMNMI0I6  396BMN3YE700L  OMMB30L  LoAgstl.  0353035dbbAemadn  nammdb96
009496900650 5B056905 05 3330965 dmgbonbso 3hmeabYy.
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dbmxzmomdn dndnbsfyg 3MmEgLydol Bmbby ;Y 308LxIMIdM, abMdgmo s
d0bo  dmHobosmd®IaIxdn  93Mdamgdgb OMdmaol gMmBsbgmmeb, 8saMmsed dom
GMmoosom 3700Momgdsl J8sBJds 3009MLSTYSMIOJ00, s80lo Po8Mo3zn Bogomoacn
9m30y356g0 H396L 658MMAdn. dsgomomace, 2019 Hamals 0s635M3n obMsgmol dogos
Jboxmmobmgdol Lodbobymol afmgd@mmds bsws3 5Ma>ds>6d> (Nadav Argaman)
89653bss, MMA “Lsbom HysmmrdYy syMmEbmdnm drndym, nbMm>)mBy Pebm 5737ybns6
©5030656L90MaNn  3539MMaN0  EIXAN390700 39305300676  3009M053SLEOIOL, M0
Asgmanny3696 0d mmobo3znl 1337 Bmsbanmadnan sMmA3690d0”.°% lsgammbmgdol
LodLobYMOL  EaMmgd@mmads smbodbym gobgbogdsdn 3nMmsdnm oM gobogbocs,
Mmmdgmo  J39yb3000056 dgodmgdmes  gsbbmMmEngymydymaym  33@73300, BoaMmsd
9ma300690000 y3amobozol gobs bmdamo, Mmd PodMmo3zn J33yboob (nMmsbol
obansdnmno Myb3ndamanss, Aobymoa, Mmlgomn, ommggomn, 39B0mans, 359560, 3598030LEHM0
©5X3M93905 ,56mbndnbon” > bb3s.) s oo dmMob 3od&n30LENM0 EOXEIBIOJONSO
3obbmMmEngmes  3009M373J3900 obMdgmol Lodmszmmdm o daBbaLLYM30LYOBY.
smbodbymo 0o3slba3gdn N87BgLoe 370353 3m3ymomym DDoS 33&J3J0L. o0
05305L63708s My EMbyby dmobnbs  Bggsezmybs oMmhy3bgxdbg, NEbMONs. 0Pdi
mmagngnmo Mmd 308Lx MM, 07 38cgbn J39ybosb gobbmMmzngmes 3009M373I39,
b 99EamMIdM S0bobgdmEs sMhx36900L 71xaJ0B33. MmamMis §abo, sbgoa Labol
06x3MMBs30700L goboxsmmgdnligsbd y3gms J33ysbs Mozl 030390l bmmady. sgsmoms
d9330dm0s Im30y356mon 2016 Hemab s83M030l dggMmongdmo 3@s@gdol badmyboabEm
5Mhg36g00, Loog MYLymol BIEIMOENNL 3539Mxd0L AoMg3s OEILEM®S, YIS
3obomgdol Lo goboxsmmgds s dmdbsms. 3800 0dob ;mJds a30bs, Mmd Mo
oMby Amabnbs hoMg3s8 Bae3mabs sMhy36g0%7, NEbMdN..

8 Caspit B., "Ahead of elections, Israel fears foreign cyber meddling”, Al-monitor, p. 1, 2019, https://www.al-
monitor.com/originals/2019/02/israel-russia-iran-benjamin-netanyahu-cyber-attacks-election.htm/
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sbg3g  T9330dmns  go30blgbmor 2020 famol  obofyoldn, Bsdnbogmmo
06x3mLBMYIGNMoL, 963Ma3B030Ls s Hymolb MmabymLgdol B80bobEMoL, nm3>am
bBINb0E0bL (Yuval Steinitz) 3sb3boJ0s, LosE 0go BOMOL, MM “DlMsIANDS S@33705
dsbdBs0mM0, L>s3MbNLAI0E3IEM0 3009M3IB73700 0bMsgaMnl 9eM9FEMMU>FNMI0DT”,
59808Ms8 3sMomgmyMaco 08 MmMoLM3nL 33MymEIdmEs 0bxmMBsEns, Mmgmm bsbal
MLbymo Hyosmdzgds 653900 abMmsgmal Lobsdnfmm Bmmmsb. PYbdgbblb 0y oo Mligdn
obMmogemb Hyosmnd3gds 0bBgMbxB300xMIdOL Ladnsmadom?! 2021 Hamolb s330LEM0
Mo80gb0d] olo3zmMYMIs  3MOLEBMO3MMOME LSBTy hobgoon olMmsgmals
Loxam s 39Mdm bgdEmMab xanB300L §0bssmBga sFsBNBIdIMO 300xMTYEI3IOL
3obbmMmEngmgdsdo.

537006 3odmadnbofmg, mmagninmos, Mmd Abgds 30cb3gdn: ool oy oMo
obfsgamol 300gmboszmag obyonzy Pboxmmbm s goddmy, MmgmMmE gl Bmass
dbmxzmom  JsbIGS00  shol  smosMmydonmoe?  360d36gmm3sbos 08 BoJB0bL
39m35mobfnbgdss, Mmd  obMogmo obEGmmoypmo  gomdgdmm@ydymos  mo30l0
9mHnbomBIag J39y63000, ggmamMmoiznymo damasmMIMds s 3mmo@n3nmo nbBmmsgns
50 J39Ysbob sMalbgmUboymgm 8ogmadsmgdsdn sygbgdl 3009MLbzgMmmaons, Mowasb dsb oM
9g9dmas 9bmb s30lL dxBmogm J39ybgoL.

3009Mbo3MEy, MmamMi 5356 833Ma  30d3MadL3gmBn  gobdsm@o3l, oMol
bonbxzmmdszom  Bgdbmmmmangdol,  0bxmMslEGMnIGnMols s  MybowybEms
9mbs(398700L PMonngmosdmingdynmo Jugmo. 0go dmaEa3l abGgmbydl, sbig3g Lb3s
LoBIma3MBbogsom Jugamgdl, 3md3oyBanm LobEIIJOL s 3MBGMmmol Lb3s
097960%6070L. MmgmMi 3bmodomos, 3009MLN3MEY 953301mM0s Mmobo 3M33MBx6E0LEL,
0003390 30 dMoEs3L 3oblb3e3901nMmM Loznmbgol:

9 Solomon S., "Energy minister says Israel foiled ‘serious’ attack on power station", The Times of Israel, p. 1,
2020, https://www.timesofisrael.com/energy-minister-says-israel-foiled-serious-attack-on-power-station/

73



o 30bnymMmo Ly3nd3am900 (0603MSLAMYISNMS);
o m3n3;

o nbmMmdsgny;

o dmdbdsmydgamn.t°

50 Lo3nmbals sBLBNM s gosbomnbgdnm dglsdmgdgamons 80363wIM, gbs MY ol J3gysbs
Mo8cgboco mfyzmons s Mdba syE33emMns dobn 3009MLN3MEY. 58 dg8cb373530
303303930 obMmogmals 3009ML03MENL EOYE3gIMMOSL. BobalyMo Loxynd3zmgdo dmoiasL
Moy Lo3mEadn 0bxMLEMNIGYML, Mmdgmog TJwalads m3Bognm-dmg3m3sbo
3009mm700Lgsb,  3007mgdal  3356d700lgsb, LyM3gMadalasb, 0obsdabozMgdaligsb,
3m3309&7M700Ls356 s bxdaLdngmMo Lb3s 35330MxdNMO Bgd6030L3sb. ganmdsmymo
06@Mby@39390M700L oo 3MmEgbdn Hysmngd3gds 30073mad0m goal, Mol dggbgds
obfMmogamol 06&IMbgB39330Mg0L, 030 sE33mMo  Hysamdzgds m3Bngnm-dmgim3sbo
3909m0000 o  3MmdmMIdymo  LasGgmodymo 33doMgdom ool  3bmdomo. o3
990016393580 35073mM7gd0L SB0sDBJ0Y, dogMs s sbY37 AMLIAYbsE dgbadamgdgmos, bmmm
035B056700L godmbmMgds Morym Loznobl Homdmawagbl (L39gnsennMmn 393900L> o
SmFMm30mmonl b>3nsamrd0m). 096593603000l downFgdol dgd;b3]3s90, nJowsb
898m3nbsmy, MmA domo gomgdmb@EJIds Mo s sds3Mmmyma d3nfMm Losdm3bldsl
Domdmocggbl, obogmo  0gbgds  LogoMmm. sLgmmo  EsBNsbgdgdo  J33ybobomsznl
060336gmmm3560 Logoobos - 0go gosmodynmoa 076708 ©sbsmhgba Lodysmlgsbd o
Sam@gmbodoymo  35M0sbBn, Mmdgmog oMmbgdmol, gl dbmmmme  Lb3ls  Go3ob
3m3160353009, Jb 3ol Moombobdomy.

36mo0mM0s, MmMA 350BdLS s MYM-53030L FobeMMdMS Fbmmme mMo BM30©s6
390menl Lobsdnmmb Bmmoal gozmoom 0bBgmby@3mm@n, Mmdgmo dogmo J3gybols
9oL3B00m Bohomegds s gedmomoas MdwIbndy Lobdgmaom 3503mom. o3 oo
Mmolbgo smLgdomodl, dBMPmo 8obHymdomas ygbm dogmgodds dgodmgds dsMm@nlsce
9mHy30@mb obmsgmo 0b6EIMBxENESD s EobymMmb dolbo LmEnsmuM-33mbm3nsnMo
b5g8056mMdNL HF7BILO Bofoamoa. 3oMmase saxadnmads 300xMT7EJ3708s 8xndgds N
69893tmJbs dmabEnbml obMmsgmol dsbamby ©s LabmasEyMOsBY. MmamME 1339
5m3603690, 8737 8gLsdmadamMns, 35603MoENJ00 s 3MBN603s3N700L AMLAY6SE, Bom

% Bigelow J., S., Montgomery J., "ITIL (Information Technology Infrastructure Library)", Techtarget, p. 1,
https.//www.techtarget.com/searchdatacenter/definition/ITIL

74



10933L, BJBI00, Msig BI3000 dmM30yY3s69m, 88yYsmgdl 99390L, MmA Psbm Fysmdzgds
653900 bdnMmo 08oemgdnsb Hysmg3gds 3sdgmgadal Losbemmagl. sbgomo LEgbsmals
3obbmMmEnymgdol dg8cb333530, LodbgMmm 300gMLo3MEY Bogmad Bosbl doomydl,
Moasb 030 nfoma 0ygbgdl bLaGgmodnm 3mBybao3sngdl, sb obymym Jugmgol,
053Mo8 Lodmgomagm LsbBmasmgds 860336gmm3bse EsBsMomEyds. dx8gan sMals
mmagognmo, dgodmgds 8ol mmaniymo Bgbsg 3nhmemo, Mmdgmois ghogsshee
3m0gMmbozmaol 336@Momym Bamanm LobEJdsl HomBmowagbl. ngn 3sbybolidagdgmos
06x3mMBsE00L  goadnlodsmmydsty Lb3sLaLb3zs Logmdnbosogom MmEmImMmMIdal
99933m000m, dmabasmMyomgdnsb LyMm3gMmgdby s LyM3gMadnwsb dmAbasMYdMYdYBY.
5mbodbymo 9.5. ®Ibol oyE3gMmMds  dofMmooso ofm3g3s DDoS  33®33300L
898mygbg000. dsgomomae, 2013 fmosb gEgb@momaBomgdnmo 3sgd@&n3z0bEnmo
IX3NBIOS ,56mbndnLn” oMo DDoS 37x@J3300m JLbbAoL 3L abMsgmoals 370-
839Mgodl. docm AmMol, o8 Hogbdn aobboomymo 33093L obgoo  3sgd@En3z0bEnmo
OX31BIOJ00, Mmammados SMosb ,56mbndnMmn bysbn” o Killnet-o, obobog
SbmMmEngmy096 abMmsgmals 390-333M©J0Bg s Lb3sslbzs Lobgmafozm LobEgdgdb)
30396 0030slb3JOL  Lobymfmgdom  #Oplsrael. >0b0dbymo  0o3sLBAJON
§omdmocagbl gmmassm 30835605k ocn dbMNsb. sbgon ms3sllbdgdn danm3sesl s
B056L 0ygbgolL 3009MLN3ME0L LodmJsamsgm Emagbl, 567 Me3sldgdn bmMEngmegds
Loxstme bymadobohzemad Lsdmozmmdm oy dabbaLol Homdmgyoal 370-333MYdYBY,
Mm3mgdLsg obMmsgamol dmgdsamsgdggdn nygbyoghb.

09Lo3g - gl gobmozm 0bxammMBsgns. 9ga30dmons, sl nbmMIsEool xBI6S
3nfmomo, Mmdgmoi dmos3l obyo 53090L, Mmdgmog oMol Fogsmoms: syom,
3009Mm, BmEG&M s bgdoLdogmo Lb3s Lobol Tgbobymo Bmbssgdgon. 9.§. B360L
©51333MMOs 3ol ob, Mm3 dgLoadmadgamos 0bBMMABSE00L gogmbas, doysmdgds 6
95603yamomgods. 3LgosLn  Bogomomgdn Abmymom  JsLIGSd0mm Ne8Ms30  g35g3L.
0bggmMmdsgoymo  @gbs Mo oMol ©o3o3d0Mydnmo  ImIbIsMIOIMSE.
9mabdsmgdgamo gL 3003 gfmoo 3Mm33mblbEns 98 mmbo LoznmMbnsb. ngn sysmndgodls
3009Mb03MEoL dogam dodmEEomydsl. Mmgmmy 3003MaJu3gMG300 dobobomeszgb,
9mab3omgdamgdn oymaznsb  mM xanBsE - sMmosb LobEgds@oymo, 83300MONS6O,
SMdlbobo@sm s sM0sb 3Modnbogma, GammmobBo 56 Ygbm LobgmadHoxrml 5396&0
9mab3omgdamgdn.  dsbodnmogoymo  dmdbdstgdagdn,  Mmdmydos  0ygbgodgb

75



3000ML03MEaL obsdoypmol, Gahmmol o  EgBbxrmM3sgoymo 358356000
LoGomImydma, 3Mndb Loxwmobol dg8333mbo, Moasd dsor dgndmosor dma3dm3zmb
006x3MMBSE0S 5 3os0BSbME Lobmasmadal ynMmomyds, 87335mb goM333nmo
B6ofoamal sBMol dga3mol, Mog BdoMm Jg8mb3]3500 godmbnm Jngis. Mog dggbgds
Onsmmee  obMmsgml, omenm §mgodo gl J3gysbs o398 xdsMY0YMNS BaMam
3930960l 35835608, Mg oMo dbmemeo Bolo Ydnsmm dmHobossmBgaggdal dbMowsb
dmeol - oMmsbol obamodnMmo  MgL3YdmONgs o  Lb3ssbbls  GammMobEnmo
mMgeboBoEngdn, oMmodge LBE3s ammosmmyMo domgdol dbMoEsbsE. dogomamsco,
hobgomal, Mnbgmobs s LB3s sbszmnmo J39ybgool 8bMosbsis. nbnbo FEoMMO]L
90M3ymo  Lobmaomydmazn Bl Jga3mel moz300600 80B6700L Fabomfgzaco.
Lboomobsem  MyognMmgdal  oMmomlgdmos o  00BbgLol  dglbobgd  sMmolivgdsmobn
M39moEngdn  obMmogamoal  dmgomogdgadl  p@mm  Jgdoe ©oPE3JmL  bool
3009MbsxMmbggool 8nd8stmon. gdL3gMmEdal 3obdshmgdonom, o1 abMmogml b,
3000030330000 3m@Jbgnomo  gobomoml, PloxMmbmydol  Myagnmomgds
LEOBEIMES B sJ0mb 00BBgLLS s L3S NBLENEYEIOL ImMmal, MmMBMydNE y3gms
939Y06580 5893537096 @0 06xzmMMBognsl. nbMsgmas Pbs Bodsdml abgo J39ybgodb,
Mmgmmaons sthal gbEmbyon, Bnbgomn, sbns s LB3s. obgo J39ybgol, Mmdgmoss
33300 300MYLoxwmmbmyool 8bMmo3  3MEgmo  Logsbdsbsmmgdmm  3Mmmamsdyodo,
Mm3mgdnE 80Bbse 0bobo33b gobammb soxmymo shysmma, dso dmMal BmBsmgddo.
dmBbomel dgodmgds ofm dg3dmmb s6@030M7LgdonlL, ™o3sE3000 36 Me3wsLbAnmn
LEBHMSBY3n700l Tggdbs, BogMmad BoMm@Gn3za dmebnbmlb 0EgbENBoENMIdS MBbmMsnb
MmMonmodnl, B0dobgol  Lb3ssbbzs BMMBJo0l  godmygbgool dgwImMmdYd0.
300901bssMNbmMIdalo30L 30033 YBMM @05 Logamm, alMmsgmads Pbs gsBamoml
0633L&030900, dobssbamlL 0bBMLEMYIGYMS, Mo3 bammb dgnHymdl  3009mydals
56056700l Mal3gdL, yBMHm Moymo gobgds dscmn sbsbyod..

d01bgozs adabs, Mm3 obfMmogml 093Mo 300gMLOLYLEYY s 3Mmomyds 533U,
950633 80hbgyamos M3 3ndgMmdomoe dbmaamom dsbd@sdnm. My d30dmgds nog3sls
505177 MmgmM dmabgmbs nbfsgmads, Mma ngn Bbmxizemomad dnnhbos gho-gMhmo dmHoboszy
300gMdomoce? 8dsby 3obypbn BoMmB0305, 30 035ML o393 Id  Hombnm
dm3mgbgdls o B8og5momgdl, Mo Hmgdol Fob3ozmmmosdn olLMmogmds 8390
3009ML03MEgd0, ©o3MHaNbeadnm, Mm3 ohoMmdms ob3zghoamo 300gM3593560700

76



9mf0bo37 LoxmmbolidydE3gmo J33ybol HobssmBoga, Bmabymbs s nMebols nbensdyMmo
MoL3ndmMogol  doMmozymo  3Mmamsdol  dgxgMbgds gsdmafzns.  “nbms>gamn
3009L>3MNbMH00L Locnno dbmazanomdn dymmg Sco3nanl 0353906, 500 1dlb3nanybo
B3MOSMNMN 3009MMbs3MNEMIONL 3MA35609000056 12% nbMmsgandns fsmdmeazboann, nan
b56-30563063mb F9&Mm3manndgbols G909y damtgs (32%). 36mdnamns, mmd 2014 framl
nbsgamols  bsdmgsansgm  30090mbsa3monbmidol  9J3mmB0  Lsdxam  >50905870mcos
359M003690mann bsdgml 79B3mmAL”.1 “Google-n o> Microsoft-o 2014 femosb ny3696
y39em>Y9  SJ&onmo  3mm3mmsGonano  dyn3zgangdn  obmsgandn, MmIIanoss mEsdeg
3ma3s5605 F9ndnbylb”.%% b3y obMsgmdo 038670 Lbzsslbzs Labol  s3sMo@nmo,
Mm3mgdLaE J8bnsb nbgomn 89393m33560900, MmgmMgdoi shol: Google, Nividia, Amazon,
Apple, Broadcom o ULb3s. 3o dmMol Intel-o s00fangnmgdool  3sb3s3zenmosdo
330Mm7JEJ0s 3MmEgbmmgdls s bbzs Labol An3gdl nbfmogmadn.

obmsgamol Gggdbosnmo bgdEmMa b3xENsmM0BIONMOS Bomaamo embals 0bm3s30YM
330m939080 o  3obznmafmgdo  oxmMmym  gmmdsmyM  g3mbmdngsdo. JdMsgmo
9930609M700 o 3Ju3gMEJ00 B1nTomogb obfmogamdn, dogMmod dsmo sdLaddgdamydo,
35MmBbomMmyodn, LydnBby dsBMION S Nb3gLEMMIdO YEbMIMIdN SMNSb. Mo 0dbgds
3Mmozomamm3obn  3mM3mMognal  ©obobgmgds, MmBgmbog  of  oj3b  R&D®
madmMs@mMos  abfmogamdo. gbmdamos, Mmd 2019 famb obMsgmds dmabos
3amdsMYMo 39Mdm 3003MYLoxrMmbmgdal 0633LE0E0700L dgbnogo.

The International Institute N
(TISS for Strategic Studies

W

bLEM>BIFNMaENn  330m93900L  bygMosdmMmobm 0bLB0BMA0  (IISS) mo30L
330939030 330000 39 33MmM0al dobgz0m, Mmdgmog 8maEa3Lb §o8Yy3s6 Y3amaBgbmdgdl
3009M@33bmammangddn dbmxzmom 3sbdBsd0m, “DbM>9aMl damMy SEENMBY Sbsbram)oL,

1 Solomon S., "Israel wins second-largest number of cybersecurity deals globally”, p. 1, 2018,
https.//www.timesofisrael.com/israel-nabs-second-largest-number-of-cybersecurity-deals-globally/

2 Orbach M., Shulman S., "The 50 most promising Israeli startups - 2023", p. 1, 2023,
https.//www.calcalistech.com/ctechnews/article/hjtwkugx2

83 R&D ansdmMms@mmos, stols ansdmms@mmonann Gn3n, Mmoo 350mny690s 3MFSnsmans@ y39ans
Lspsmdmm 0bnbGmnsdn. 50 msdmms@mmMmngddn o ynfmsomidsl 109dmd9b 3hm@Em®&n3900l d9790bsL cos
99639M039637000 AsB5M7050, d90dem9ds 0019350, MmA SmydomdL nbnbn trenl YHymd96 dnces Nbm353070LS o5
350m3amb70900b.

77



Ymangmonr d90mb393500 30, Aobyoal, Mylbymnl, ccon 6M0B69m0bs s bs03Mmsba700L
339M00 dmos>bmyoL”.% 0BbBNEIG0 gobdsMmEo3L, MM alfMmogmo doblsognmMmadom
damogfhos  3009MEsB3gM30000  Bodomoymgdom, obJ3y  ©ob3gfomos  dg@a30m
3009M37LodmydmMmdy0do.

obMogamds Asdmaysmnods ghmzbymo 3ho@nznmo 0bxzmsbBmnd@ymol o330l
(CIP)% LsnbB8s. 2010 b Fodmoafym gmmzbymo 3009M0bogns@nzs bsbgmfmegdoom:
,,06M59am30> 16> 39065MAN6ML 013300 3mBnengdn dbmazamom dsbdB>00m, ngn Ybos
nymb, MmmamM b30b63mMmaAsom-@976manmannmo 35630005M7000L 6263M0,
3500135an0Lf0bmU B9bs69amdfoozm9onl d9bs>dany0ammd90n 3009Mmb03Mmido.
2B0m639mymlb 03300 B776manmannmo, 030656LmMo o> 9Mm3b6man dpMsEMO,
MmmammE 9dm3msA0nads 93995659, 3m@b>Y9 ©>0310690mmM00n ©> bLxBmasem9dnlb mos
Asmomamonom“, 3sdm3mgbomo Molizgdn s 8gLsdmgdammdgdn 2011 Henol Boszmmdnl
MmyBmayEnsdns fofmdmeggboemo - No. 3611 ,9Mmm3bnano  3009Mbo3mEol
d9Us5dmg0ammd9d0bL 35630005M905“ - gfam3zbyamo LGMaEIgno.

.: Cyber lIsrael

National Cyber Directorate

CIP-ob  gofs, obMmogmndn ®YbJsomboMmadl Lodmdosmogm, ULsBmszmmom
3009M1LsBMNbMydAl MMgsbnBszns: nbMsgmol gfmm3zbnma 3ndgMmeomadisos (INCD).
3009MLosBMnbmMydNl bo5ggbEBMYdNLZSO 396Lb3939000, asls Nu) 5J3L
LM MNOMEIT(3530 8B LodB3gM3M Tabns. oo slgdMos BnBbsE nbsbazl, dgedEomml
05do0MMOs doMnmo® 0o30LYBMYOg0Ls ©s NLoBMMbmMydsl dmmol, Moy 0§33l
003053300 ©oHaLgdYMIdal o P30symazzomydsl. 2013 Gamosb LBmYgbol
893mb353, MM3gmoE godmazamobs IMs35t0 gammdSMYMo Lo3smm3smm 3Mmamads,

54 Topwar, "British experts from 1ISS named 15 countries with maximum cyber capabilities”, p. 1, 2021,
https.//en.topwar.ru/184530-britanskie-jeksperty-iz-iiss-nazvali-15-stran-s-maksimalnymi-
kibervozmozhnostjami.html

% Forcepoint, "What Is Critical Infrastructure Protection (CIP)?", p. 1, https://www.forcepoint.com/cyber-
edu/critical-infrastructure-protection-cip

78



3o0dmogms bogddg 8353Mae LadmJsmagm 300gMYLsBMNBEMIONL LdsggabEMLM30L. b
famofodn  INCD-ob  35L7bobdggommds  Ladmgdomasgm  3009MYLsBMNBMYOSBY
3o0Bomes 3mmo@ngols s d7Ledmgdamdgdol hsdmysmodgdowsb nbxzmmadsaool
30B05MYds0Y, ym3ymEmonMo 30dIMMS3sE30L  M3xM3ng000  3md3ny@ymnmo
LabHMmozm sbdsmyonl xanmol (CERT-IL) s CIP-ab 80yM.

Mnbyoalb 3gEaMa300

MyLgool  @ggMmogns  g3moboymo  J3gysbos. o0go 83  g@gyegMssoymo
U1d0gdB0LEsb dgEagds. 3bmonmos, Mmd Lsobdgmaom Labmamoo MYLymo y3zgmoby
0ns dbmgmomdn. ol sLL3MgMNo JLBM3MIOS g3Mm3ymao Lobgmafoxgmydo -
Bobgmon, bmMm3gans, gubEMbIMN, mMoB305, ™0lBY3S s 3mmmbymo. gl mMmo
Labgmahozm MYLyoab dsmmme gho sdnbobGmsgoym LnodogxddL - 30mabobamowals
mangdb gbobm3mgds, Mo gMmmazsm Lodndmmgosl Homdmacggbl dsmm3ab. MyLgmb sby3g
JLBM3MY0S Logomm3zgmm, sBIMds0X60, N3Monbs, dgmmMyLo, Aobgoan, Aommgm
3mMgs, Bmbmmmyon s ysBobgomon. Mgsmymoe sl oalbomon, mangnsmymo
LaBE33M0 3 goshbos MmgmME s83Mn3al dxaMYdNM dBBJOMSH, 1737 053MBNBLMLG.
9L mMo J394s6s MYLINL B®3000 (033mbnsLs s MLyl dmMmal mbm@ob bm3s, bmanm
mbgobs > 539M030L 3790 070mam dB>B70L dmMmol 09Mm0banl LnG9) J83BMOMYOd..

MmLyoal 033gMmool sdbmonl dx8cga 3ol dogam Bgmo@mmosby hodmysamods
Lbadgmos  303d0Mmn, Mmdgmdog dg8cgmd 15 MaLb3ndamogs dogMmmnsbs. 8gmMy
dbmxamom mdds MLy oo go3amybs dmobnbs, 1991 famb LLM3-ol sdmol
9900093 Mbgon sdmy300090gmM0 J39Ysbs gobs. ma3s3nm3gmoac d33Ma 3Mmdmgds
33Jmboy, 838M38 MbEIMSbMONm J3MbmMB0n3ed dob3znmamgyds wanfym. das MyLbgool

79



993058 13Mo0bsd0 080 g3mbmIngnmo M35mLIBMOLNM domnsb EosB0sbs (L>6930700,
bsdbgomm mylmmbn, 0306560900 mdnbm3nl).

3am30039Mm 3mB&0bd> 2007 fmol donbbybal Ploxmmbmgdal 3mbxzgmybinsty
3M0&031m0 3obEboa0700 3os330s JM3mmYLosbo Lodysmmb nggals, 583-0b Logsmgm
3mmo@0zobs s smImbogzmyo J3Mm3sdn, AMEommM-sGMILBGNIYMO  saMsblnl
3oB3MnmMgdnl dgbobgd, Mmagmbss, 8g0dmgds 300d30m, dgbodsdolo yyMmomyds oM
009330 ©abozmgmal dbMosb. 39B0bol sgMaboymo 53d0030s, Bob Igig Mo 36
,070amm” hghbymo 3Mmdmgdols gosdMs, 1339 93Mm3ol 969Magmsdm3n®ydymydals
boxzobgdn gobzgzs gobmeom, Mo 856 Lozdome HomBoBgdonmo gobsbmMEngme.
9980093 86033670mmM3560 nym, shoznmsm 83806373530 oM ©8gd3s Bo@m-U 838amdn
39BMNMYOS SMmIMLE3MIN0m, Mobsi 080 dbJ3] Homds@gdnom fomdmahgbs, Mmams
Mool Lsbogmabamme 860836gamm356 Loxwmobye. dgLsdsdnlboc, ol Bos3zsm
50M3565 1337 dogmals gdmbLEMmoMyds dgobmys, Mmdgmoi MYLyonl Bgamsgnals dogM,
MmgmME dmbgmsdn, Homgm dmysbby gedsmoym 3mad3gxbnm Ladbyemm smmydgdtby,
sb939 3gMomeEnmoe Yebm J3gybol Lodsghm LozmEol EsMm3g30m godmoba@gdomeos.
31060l mo365emMd0L PBMM Fomamo godm3mnbids xgm Lagomozgmmdn 2008 fmols
5330LE&M30 dggme o 2014 Hamb yomodolb Bobx39M3nBdYmMOL s63Jb0s gobmeoom. gL
JMhoa3stho GabBo oym g3mm3obo3zol s s3gMozol dggMhmongdymo dBs@EIdobozal,
Mm3madoE o8 BdgBHIOL, Mmammi smdmhbs, Lozdome Lgmombym  Loxmobgls
dbmmmme ,AMmseogonmn” ,50008m0905-d9d3m019d000” ©n3omaldnmebyb. comal
9aLMogdo, Mnbgool dogm sbsamo 9356&0MOlL Lo3nmbo EsEEs: gomedsdloymo ndoo,
Mmd Laghmsdmmoabm Losdsmmnmol Esmm3g3sl Mysmymo Hob shoxggMmo s sMmo306
130ML3nMmegdomes, Mnbgmol moegMmds 3n@0bds, s8xgMmoe  M3Mmonsdn  dggmols
3osfygdomyds doomm. doynbgszse 0dobs, dbmxzamoml Lb3ssLbE3s MoymMydo
mbaonb hstonznm ;Y 3oMowa dsbmsb 30B0E 0L MmL medol gdnsmydmebgb, gl
S 399300190060, 3n®063s b gowahy3zadomgds 35063 doomm. 3565007 3on0s8sds
1803Mmmgodol Lodgmlb Lbmdsby LB3gd@olmoan, Momss cnmgml sh336s, Mmd MYLycal
0smmgbo  3mmodognmo  0obsdgdmool  30Myd0, oMoy  JMobymm3bo
905b63gdMB76 Bl gosfy3g@Enmydsl, sMsdyc, msdal bobm3wbgb 30y N3Menbsdn
393Mob  (ghosamon, 3063 bAnLISBIsMOo Bobgzmo d77H0bsomdegas, Logsfgm
5b33M30L YBRMMLo BoMnd3060 gobmesm. 0dEs s3] EsENJbImo 0gdbs M35

80



3mo0dgm 3n@&nbals Bogh). Mo oym doMmooswo d0Bgbo, Modsg MYLgool moggml
1305006530 dgghms goosfy3gdnbs? Lbaslbzs 33MLNJoL dmMmal NBMm MJseyMaco,
Mo8cegb0dy dna3ohbos:

® 30m500039M 39B0bL byMmeos, dmstmann dnon Mnlyool shdonl ndemg39ammonl d9bs690,
30093 9BMOM 3563630690065,

e ds6 dd39603Ms0 npmes, Mmd 13M0b> >6amal dmds3zsando b>5&m-U (930 3960
35bg0mes (500l d9bsbgd dsL b>a3ms63700l 3M9B06(33> 9356m9am d33Mmb3F> o>
33M035600L  356pam9Mds> ma>3  dmaneds oM dmlsmzdo  30B080L  Mmmb
356m3b>9L), spMsd sl momgml byMmeos Sm33smEmM 130M35069am700L 36Md09MIONS6
3569009365 930m>AM>A 03100 5BMI00, 330900 5300 L6390L>G 5530670,

o mMlyonl ndoxlb > LodmnyMmylb 300093 9MbIaN 50656535 dbmazenom, dalsd5dnbsco
506565305 530-0U> @5 635&mU LobnbdIL;

® dombyos3500 0dnbs, Mmd dabsdanm L36930906 7ammeos Mligmolb fobs>md9p, 39H0bL >t
bxgfhmes, Mmd mdo @©nEbsbl 3sbBsb6s, dibs0500ls, ,,3505Mx)390maM90L  >M
b0 m9096" 30630300, 53 L5693090L5 y39am> ©3030§Y70>.

b306@)M9bms, Mmd mdob bshyolb 93336939 H0b fsdmofos Mrsanymo S9EmMmId0l
019050, BmpngMmmds bsbyamdfozmd s mnimds n3nmmodme dbsmn snFnMms 73050650,
bmang d9Mmygmos, 0mdss y33am>B9 b>obBrMmabme 3063 AMoomMmIBGMS6303mMN
>am05660 35dmAboS.

dombys350 ndnbs, Mmd 093M0 LE3> dmbsBMmYdS> Slxdmol, 3md39Er6B1Mho o
5M53m03393726@mMmn MMlnmosb dndsmo)dsdo no3mm dbnd369amm356 530006909 b
353505630anm0) ynMsEmI0S - 03p5MNNS:

o mMybgoinls > dobo 3M1B0r6BG0L J393> MmI 35303M (> SM> 33393Mm >b
31m005659Mdbm:), Mbs  3s306lLrbmo, M> shol  Mybyool  Fgm3manodosnho
bsbyamdfoozm s 9Mmm36mann 0b6&M9lrdo;

o MMAd)ann 939yb0l dos35Mm0 bsdstmmsandydizncmgs mybjoo;

o sMmasE d9369m:, M ddsthm37emmonl bnamns oMb Mybyodo (59 @9dmms@omammo
Usbramfozmlb Asdmysannd90>Y9 093Mmb 61 30m369690m!);

o MmMmamMmi 3mmodasmmo aoimo, 306 >3l ©> asL 50 939960l b>01539d0
(bobmangam9d0 ndols d9L5690, M9l dmFdrcen MMbyamn M3mBosnns6 30609 13900960

81



079690m5, ©530300Yymo. d>053 03037 ,37AN03MEIM45317aN0*“ 530030900 355Hb0>m,
noMmsameo 9s50dB50900 s> 59300 d9Us0500b0);

o Mmammos 53 bsanbol d96BG>am0dId0 ©> ©>IM3nEIONaMOs ULb3> 53996900L> O
bsanb900l dndsmo (0bEMM0sL 353936mm);

o M>39650 3563005M90MN0> 93mbmAnnMm-bmeosanymo 035amb>Bmoloo b 9399565
(Bm@&96305am0 NYsMmA>B3M0 3930, 0mdEs byamolidgddangann dnb9b900bL Asdmm3zans
d>anns56 dmMb §5330y3560);

o 01305dmoL o s> Msenmmsce  bymombnan mmenl  bsbandfoozmlb  dstmon3sdn
Ismoandsndnann  MIamoans (3956 IMdmmpon6gmostg > dbsps3t  bnb@d
SM31096370L 39M Jn300700 - 13050656 MMI 01530 ©335690Mm:, LsFstmc3)emmdn
53M39935am00b 3573905 33306L976mm);

S o 39M BJos M3Mo0bs BoBmML 3o s MYLIBs Jb nEMEs MBSAEIE. Bbony, o3

m3ob gobobadsmmmydgm LodSdSE SM gdodmMEIads, 353Mdd SO NBMM 0dsB Nbs

3030dMmmo, Mmool dg0dmgds dghgmegl 3n@&nbo s d3Hy3zodmbL mdn. Bobo3ol
0mozofmons, o  godmhbgl  odomEbgoymo. 93&0E, 0930  godsmy330nmae
83o0mobomb.

mdob 36033690mm3560 Loznnbgodo:

o ynMmndol Lysnombo - Mybyoo mose spbsrdl, Mmd yomndl >M ©>00dmodL, nds39L
500mOb m3M30656.

o ) 0359dm, yomndn Mylymolb d90>00p76ammos>dns, ©7 onMmy - 13M50b0L. ym3gyam

390016393500, byl dgndangds 59 Ly3ombol 369 3509ynb3> 30093 SHYMOL.

° ©50U53am)M0 yomodl SMm >m05Mm90L, M1Lyon 30 530l dybsb9d b33am9d50 N69M30mM9dL,

ym39am 399016393590, 09519 d9d> >0, 300M9 05650007.

o ayasblisn > embosLo Mmlyomol dogm >mosmrdnamn MaL3ydmMn3xd0s, ©9 ommg -
73M3060L 9350037690 b3fnam9odn:

o mlbyomolbo,3nl, 23050656 H9modmMmnrdn  sndMMbmL,  3manodninms

dmds33006909am0 096905, ymzgan d30mb3935d0, cmb ol 59 307MMAL.

e dyndam9ds dbxgammds, a3smorm 53GmMbmInol 35Mm3a98dn 133060l d9dscagbanmdsdn

©53M3905Y9, db6ganns, dspMm>3d dgndamrdgmo >m3039M0y.

82



° 9 0359dm, Mbymol dogfm ©>IMM30EIOMMOS SMN>MIdONEsE ©5MAGIB, ©9 nnMg -
7305060L 99500376mmd3dn. 3900905 9U bysnmbo Sb9 as50yobmb.

o dybsdamms, amasblly > ©mbosLdn sygoagdImn  asbEIL  LyyMmorsdmmolm
b5dd300mdm 3mbBNbp6B0L 35653905, Us35MmsNOM®D, 359MMmL Jp000000. MMAIIeM0
93946900L [3mIMAI>3760M900 07690056 dmAds33ann dd30omOnldymazgamgdn, dsannsb
bseosm 019095 096905.

o dmas33my3900L> > 3Igbanol d96y39d0b 3Mo-9ho dnddnam byynmbse ©s©3705
bygmorsdmmobm  b>3d300mom  3mb6B06p96BNlL 35653905  M3M>065-M1byonls
3I66am0b d96y39&0b b5BY9. nlr3 05 0193, Ly3sMmsnome, 3590mb 130000. 5953, 01
mmadyamn 939y6900l fsmdmascpnbangdn 09690056 dmads3sann
dd3000monldymazgam9dn, 0b9g3 Lxosm 01935 096905.

e mdn dgndanyds ,h30mysanndib” 9.f. asyobnan 3mbzmnjds, Mmdmol sos54Mmsl
d90dam905 famrdn sbfnm@al, malb Mbyomolom3zol 99z dmdprd05605.

o M5396500 SHymOL mdol M@y dgano s LMYM9ds Mybyol, 9L dymMy 0190,
©3dm3000909ans  0d>Yg, o 306 Mhm  3sMps  fsmdmshibl  o330L 01330
3505Mx3701MaN5 03306 9399565d0.

o U56930900L 5f99053 MMbyonbozol 53 9B53Y9 dmdsy3nbyd)mn drerpn 39M
35dmnam.

o ULsdbycomm (s dmmol anmyob@nsmmaos) s> bssB39Mm3m bsbnsools dyzemd)dds,
Mlyno 009>, 3003560090 39305 399335, STXIMI F>5X3N3700L bB>N5F0>
5 35050(4Y39G0 d0MdIman100L0130L 90Y50905;

o 5U53emy00i3 3900905 E5068IM9LrdNaMo nyml dm3am96900L L9010 3363000509000,
dnbndnd, 90 oMmm d>0030lL d9b>939Mm0bn 0796905 56 Mmool
969Mam3dM3000909mM700L3356  3sUs030lnamydsc, 56 HoMsenme MYl os6
7M009M0MIIO0L bsdmammme assb5690500, Lz Esbsmsp70ms.%°
dmas35(54700b bsdmamm d9730b0130L cnn d60d369ammds 776905:

o M>dybsc0 (b s5f9356 d9damrol mbgomo bL>dMmdmanm dm9dgg090000 13M>060L
&m0 dmMmn>Y9;

% bnymengndznano an., ,6mlno-13Mms060b Mdol sLEmMEId0L Jglisdanm berbsmada”, Lbn3 3000
5m0507690am0l bybyrammool bygsmornzganmlb 9hmm3bmamn 03353300 53509005, amMon, 5-8 33. 2022.

83



e M>d9b0n bs60 d9dmy096 M3M3069mI00 01530033356 ©> d9d0E, d9danyd96 ds9Jbndnd
3mbBMIIHI35Y9 aSsL3aMsL, 56 dnbndnd - 1339 ©IMaNAN0 BIMmodmM0go0l 1356
©50M16905U;

o b33am900bm30L 0603369amm35605 MMyl > dobEI6 3>F>5Mx3700L L>FN>aN70y,
500,300 d9bsdamrdammdnl 35Mmaam9ddn ;0o Iml y39am>039MU 539019096.

o d53M50 0930 U530006056 dnds>0905d0 saM3TYn d0V3MId0L 359659 > MLy
330m33 969MaM3dM300090maM7050, Mnlyol, d10damy05 0019356, Lo>0309 d9d>B>.

® 50939, 360d369aM35605, 3L>30MINOL 9MNLHaNM36900L d965MAN6905 05 N3M>0600056
domr0mam an@man30a s dbsmon 6535009000 3mom9d100l sMIFYMnMIds;

o 3mbmdnsnmo 3MmomMIdrdnl > 350900l By Lybmombnan stByYdsl 3949690l
MmmammE 930m30l dmbsbangmoslt, s693 MYbyol. Mmdiamo Imbsbangmods >SmAmAbY0S
N3Mm ,a350dmm9”“, 5956 comm 335A396900.

o b>®md (pobmzon dob 930 9399y690L, @ >amyy 67 S31mM930, A396 3300MO” SJ
mMps60Ys3n>Y9) dgdamm  3mbazamngddo  StAsM3s.  Sannsblbnl  L>bm3Mmydns
b9amdgmb09amos, 96 0ol MYlymdsg ©> b 0gns6 §93M0> Lsbramdfnzmiddss, d>on
U330smeo Lymombmamn 0153533005 5 Nb303M0bM900lL 035M0 355A6050. 9MsEIMNN
0bLBMMA16G0, M3 dob fobs5mI9p 3>5dmyg690mann dgodangds 07650, 9L domm3nao
3905M0509055. x9Mx9Mmdn0 Mylbyonl dbmhosb dbmame domozyan djnsmsmrdol
dYbsdanm 3>5dmyg6900l dngstsl 39mbgos Seanamn, 03905, 530L 0Jnor 505306 §335.
dsmAm b63dmb  Bamodmmosty Usdo bLsbyammdfosml (590, nen dMods69m0,
b>3M5637000) dnMmo3yamn  d905M>09055, ©> b >m3m 096905 dgbsdanm dgbs3dg
dbmazemom mdo, sfmsdgc0 076905 dbmazanom 33@56EMmMa3s.

omamb, y3gmomraMmo sdm3nEldnmos 0dsBy, Mmdgm ggmagmoBoym seaomby
9ghgMgdnsb mdol oj@onm Bsbsdn dmfobosmBaggdn, 30L 736308 MM 83¢0
A&aho@mmoymo n30Mo@gbmos, Maos 3309663700l bgamdmGgmmolob nBmm 3@ 0 mazobn
30M0mM0900L 30MbBsbo s Bghmms 8gdammb. dEs Lo3Lgdnom dgladmgdgmons, mdn YBMM
bobaMmmo3zse gogMmdmgmegl. gboons, o Pbs godmsmosbmo LB3s LEgbsMydaE,
MmIMId0E LoGYSENLS S goMgdmadgdnl Bobg3znom ngbgds bogsmbabgsn.

84



o Mbymds dosmfos 0dsl, Mmd M3Mm>06>5 65FML [93M0 3790 Fsbgds, omdpgs LL3S
9394690L, 0lyoyol, MmmpmMmyd0G d3900900 > x3069M03, 351h06>
At @namm>Am>6G03mMm0 5am0s56L0lL 73Mmdols byMmzoamo.

o domon ndal dqbsb9d, Mmd Mybyomol smdos ndang39emns, d90dam9ds 0019356, @>06aMS -
mbgon  bs>m39009bm  dsamgdls > MybymblL  bstxs36 M3M3065d0 fsmdsBr00l
dobs>mfr3s. 39B06d>  39Mm dosmfos 3nMm3gasE SImEsb90L, 9MmosImon, Mip
dmdanns 019356, MmA mdo >Mm> dol, sMs>dg Lb3oL GHMmoBmmMmn>T9 dndnbsmymol,
0650AN690L ynmMmndl, 00Md30L omMb9330L> > MFsSbL30L ,ESL5356Mb9dms0.“

o Mylyool emI356Ian baannlnBaidsl sysomidmse dmyfisl, as@sbgemlb 0330l
mmpmmz bypsMam, 5939 UL3F0bsm 3manodasb. A396 Mi>ndg Lsbol g3amoanyd90L
bsasmgm dodsthomangdno mylbyonl dbmns6, st 39¢mm©E9000. M3 3996905 L>3nbsm
3manodoplb, 39mdme  bygsomm 3mmodosl, 3&obl dmmfazt doramo Mmogn
(33am0an70900b 3566mME09aN705. M3 S N6 MsIsbse drzmomlb mdals d9damadn
390093700, 535905, YV5MI>B>MA> bsMx70d> Mmammz ©>B39M35d0, 5939 L>Ib9CMHM
bozgfmdn 390 as50smoams, M3 30Mmsn 9mmanamonol 3sdm sH0bsnMmrdnmo
3mmmd3nmydonammn hobmsbngdol ,dmmdol” dy9pns. bLs3>3M>HEME, 3en>ENIIM
31060 0507 b03dM369000 bIaNLsE F)5bmME33L @ FshoMms3L 3093. LE3S0S dmMol, 9l
63500x0 >130a70amsE 35BMEol dol MInB0bal MMlycmol dmbsbangmosdn. sSb93,
b6530m90500  dmbsammebgans,  0spMsd  sMlbgomol  dpofMmy  dgbsdangydanmoy,
01300p505MA7606 d0Bbnm), 9b bxanbo drgs50mL 30M0Jnc dob 3sfom3s0.

o Mmool 5305305, MmamMe 30 Mnbyondo bymolnozmgds mebs3 dibnbdrds ©s
503530900 30000 Sm30aEN0@>© 0bsME7x0aIOL, MLl dmmHI3L N3M>060056 1356
56935 @5 X500l 3543565 0y, MmamMi dmyfos 01330l MMy 9Mdsbnnwsb om
53m56900056;

o 3303372005 Mnbyoolb agm3maodogmmo oy gmm3bnano 0b6&IMILydn, dspMmsd >0
bsbyamdfoozmd Lsdomanmmeo s0d330M> SaMmabmMmo 537960l bB>AMLO, M35 0350
60363306, Mmd IsL36 NMNNIMNIMONLIL bmdnl Uy30006Y9 d>sMmo)dl ©>309M9dS
69000Ld09M 539Y5650.

85



MLgyool 370xMa300L 300xMAgLsdmMgdMMdYO0

MLgonl xBlEgMsEgns 3003MYLsBMNbmydnl dbMn3 HomBmaoalbls gmo-ghom
§08yY356 mo8539L AbmxyeEam BoLdBsd00. dgadmgods sbYE 0J39L - 3009MT7BI3700L
5 3087Mmadgdol Homdmgdol dndsmoyymydom, s shs 3003MYLsBMNbmMIdNL. 33M
308y300, MYLINL 0s3EsE30000 87706063700 aby oJ3L dob3nmsMmydnmaoa, ommoc
1035300705 LB3sLLB3S J39Y6x00b HomIMyoNm 3009M37E93900L.

3@>©nd9fM 35B&nbn
9sgsmomobonznl dga3ndmos dm30y3sbmon MYLYom-n3Mmsnbols Mol shygdal dg8amad
39630m0M7dyma dm3zmybgdn: “2022 Homol 21 0909M35anL Mmbgonl 3M7Bn96E 0>
3am0d9m 39dnbds byamo  dmshafms  13Mms0bols mMn  93smsBGobGnmo  MI3ombols -
mby330by @5 MMasblinl 3dmN300909a MIL3MNOMNYOS SM0SMOSL, d9093 30 S0
,,M903m0aM03700156“ b588300MAM, S6m LsdbyoMm byemd3MmmEn7d900 Fs503mMmas”.67

580b 3980093 353907085 MPLgMAn godgbal 30c0gm3ms&Bmmdgdn Wink s IVI, lbgool
Mo8cgbndy sMbBy LyMosmgdol Bopzmoe Joghmdo 3ond3gl N3M0bsdn ELdMId3]xdAL
gLob9d ,,656B3mn>3hng 36900565 s ,,EMgE0lL” 3000aMY00. “MInl 3500M700L MMLnan
5MmB70Y9 53370006 d9bs690 3538030LENMOS Xp1305 ,56mb0dnlds”,,&3089MY9“ shIMs 0>
309ME 3553MEas”.%8 Bsfmmomns, Mlbymo sMbidal 8o7nfysdmmds 8omgsy SMEas,

7 Euronews, "Vladimir Putin recognises Ukrainian separatist regions, in escalation of tensions", p. 1, 2022.
https.//www.euronews.com/2022/02/21/putin-dangles-donbas-recognition-as-tensions-in-eastern-ukraine-
continue-to-rise

% Vishnu V. V., "Russia-Ukraine War: Anonymous Declares ‘cyber War’ Against Russia, Targets Govt Websites",
Republic World, p. 1. 2022. https.//www.republicworld.com/world-news/russia-ukraine-crisis/russia-ukraine-
war-anonymous-declares-cyber-war-against-russia-targets-govt-websites-articleshow.html

86



008Mod gl 85063 oMmhs ddmozm Logbosmo, Mm3 Mybgoo oMy o3 Lygmmdos
9dmy3gmo.  ,56mbndnlds” sb937 53395 L,@U3Mmmanls” o>  M3d9bndy  Mmbmano
bsdonszmmom 1fyrdnl 390-339Mm0”,% Lon@sbsy 8mndm3gl 0bxzmmBogns MYLgomal
5396@700L dgLobgd, ;mdEs ot 3on3MEImgd0s0.

GRU KGB

MyLgoal 30dgMmdsmho3zols s 3mbBMmmmoalL LoLEJIJooL HomdmImos xaM 30I3
LsdFMoS 3gMomENSb snfym. 08 eMmb MM LosB3gM3M PHygds 3ndomd s 3Mldals
s5d03M30Ls s godabznl dndsmoymydom - 330 s 3Mm. mMo3zg JMorMhmymaso
5HomImyd s Psbmnmo 3mB1n603530700L M35M 35U, 3o80BM35LS S BMIYLNMgdNMO
oym Maombngbsmydal nabGoxninmydsBy.

FAPSI

sb939 3bmdomos, Mm3 330 o gy sJBonmo JdgobIb s s3Mm330wbg6 bogngM
Sbamasbmegdl Lodmdomagm 3b6033MLoE G0, Losy Fomydsdnzol 3Mmamsdgon -
@obogobs s  Fomyda@ogol, 37Jobozobs  ©s  Bomyds@Eniol  Bndsmornmydoocm
SUHo3moEb36. gl LoLEEs Lodgmms 393d0Mal Esdmal 99833 dowoMmbhs. “3a0-U
MmLEMNISNM0bs30s  dmbos 1991  fanol  dmanmb.  3>bymoznangdgdn,  MmAmIdns
35Lmbolopy0gambn  0y3696  35m&0900lL  n3MMI9OnLo3ol  Hbsazmombm  3mdnbosEonl
N60M639aNYM3>Y9,  3>305H0mM696  L50m53Mmdm  3mdnbnysznol  3mdnd)di0dn o>
9pmes0n FAPSI, smbodbnyann dmeogamo 30 5890030l d9fMmo0mamn dds@3006 9Mmm36mann
Pbsa3mobmgdnl bospab@mb (NSA) s65cnmpan nym. 00mdes NSA-3sb 3566635390000 FAPSI-bs
51937 ©3935am5 LyBmascomrdmnzn sSBmol 350m00b306 As@smyds, s 019ds nbos, dbmemmco
00153Mmd0Lo30L. dmpa305690000 nbnbo 356mbnlida0aM0n asbb96 MMHLycol sna3mMyaNn
5MmA9369000 Hlszmobmdsy”.”°

%9 Trinko M., "Anonymous Hacked Gazprom and Leaked 768,000 Emails from Company Employees”, Gagadget, p.
1. 2022. https://gagadget.com/en/116384-anonymous-hacked-gazprom-and-leaked-768000-emails-from-
company-employees/

79 Borogan I. Soldatov A. "The Dawn of a New Era: The Birth of the FSB,” in The New Nobility: the restoration of
Russia’s security state and the enduring legacy of the KGB, New York, p. 13, 2011.

87



3ansobams3 dmbdomsn
“FAPSI cosymaznamn nym 9936 0035 356ymaznangdsco. y39amstg db6nd369amm3sbo nym d9-3
35bymamnangds, Mmdyanbsg Ipmrdme@s 3mdnbasEn200L JamaIdmmMbEn  ©3B39M30L
dosgsthn  asbymoaznamgds  (GURRSS),  0po  3sbmboloagdgaeno  oym  mgbmmmn
&IM93maNnb035307900L  }>5ddMmOsY).  09-3  asbymoznamyds  asbamso  3p0-b d9-16
356yma3nan)0s. dobn byanddm3s69ann 1995-1998 fangddn nym 3amsconlignsy d90bBoni0
(Vladislav Sherstyk), 330-b ma30ggfmno 1966 fHanncosb, mmdiandsg ©350033Ms dmlizm3ol
Lsbgamdfoozm 1nbn39blbod@rdol 30030l 35men@gd0. 056 359EMOMN3s50 dIndnds3s,
Mmmammo 1bs ymaznannym Mylnonol 3009M3manndns. Mmebsg dambdnd> 506365
b>dbycomm dmydycen0900 AAbInl 30M39am mddn, dsb dydanm AhABIdNL 3MmONbnISEN700L
035am035amn  FAPSI-ols  50mdsm  x3no3ols  09039md00, mmdjambsg 05006 013000mb

” 71

b69amddm35690mmos”.

“1998 framls FSB-als 396&Mm>anym 5350580 d1n7065 sbsann 3s6ymaznands - 3md3an@afmyemn
> 0bgmmdsgomenn Nb>zamonbmadol bsdbsbymo (UKIB), mmdjamos 993709050 730mc0s
3mbBM>Y39M30L n3Mm N ©935MB3376@L”.7? 3g0dmgds nmd30b, Hmgmma FSB, sbg3g
Lodbyemm 3009MTgLodmMydMMOgd0 oEhomao shtooms FAPSI-A.

KASPERJKY#
’i

“1990-0560 Han700b sL5Hyoldn d109dbs 39Mmdm 30090 3MA33560700 - Yy39eMT9 damngfmn nym

Kaspersky Lab, mmdjanns comndcog o3mbgnmbomydl”.”? 3bmdomos, Mmd 8ol 8369x836¢0
090omd@s  330-b013nl. 58 3MmB35600L oMmyI@MMBs 933760 >U39ML3Nd (Eugene

7! Borogran I. Soldatov A., “Putin’s Overseas Offensive,”, New York", PP. 225-227, 2017.
72 Borogran I. Soldatov A., “Putin’s Overseas Offensive,”, New York", PP. 225-227, 2017.
73 Graham L., "Lonely Ideas: Can Russia Compete?", MIT Press, p. 93, 2013.

88



Kaspersky) o350 058003Ms 330-U ndsmmglbo Limmolb dgmmby aobymazoamgos.

SeModm 1998-1999 femgdn nym y3gmaby go3emngbnsbo 3gMomeon FAPSI-ob obEmMosdo.

138960 35639030
“1999 fanols dsobdo FaalbBomin a5050y3569L 1dndMmmadnl bsd4mb  byenddm3s69amnls
30fM39am  dmsangmy.  ©939009Mdn  ©3060d6>  0bo3mmadsgnnann  Hbs3mbmMIdnL
356ymaznamy00l 01530xEMIsMYc0. b 3SbS d035M0 a506yma3neM)ds, Lsesig d10mds3cos
300960 5 063mmAsgnnemn Ybszmmbm9dnls 3mbeyozengdn”.”?

sbs@meano LdMIEnEm30
58 3Mmpgbol ghom-ghon dmbsfomg aym s65@mann LEMIaMEmM30, 330-U ymxzomo
3man3m36030. @9MbGM3L5G s bEMIENEM3Lsg gbdmesm, MmE 3o LFnMEIOMPIM
33930000 ©sHabgdnmgds 3009M3mmodngnm Lo3nmbloby, MmIgmos ogbdsmgdms
3mmo@03nmo goshy3gdomgdgdnl domyosdo. sdMmogs, “Ombim3nl Lsbyandfnozm
760396L0EGT0 07107065 356ymaznany0s dalidamnls s bdfmganemsnl d)035anynhImodnls
9390, tmdyanng dsang 3sbos nbagmmadsgomann 1b>3MmNbEMG0L bs3nmbors nbbBaBEGN. 9U
06LB0AEYA0 Pstmdmndszs, hmamms doMoomsn Sbsanndnsmho 376BM0 s FSbLsTMm3MS
mnbyoolb bsastmym 3manndnss 0b6a3mmadsgnnann nbsamombmdnls dndsthomenydnor. 2000
franls GambBnns0bs 05 bBMaanEm30L 3nbods d75aNbs EMYEGMNbs Mylnoal 039IMmsENNL
nba3mMmaAsannemn Ybsamobmadnl dybsbnd, Mmdiamog dmaps3s Lsazmombydols a3smorm
Asdmbs0135aml. 1990-0560 Hanydncosb 2000 fensdcog FAPSI s 0sbosb 5353d0M70mamn
Mmo303050M0 30900 0505300696 > 53mbEMmMM 006976 mnbmam
3009M0E9776memman9oL”.7

74 Soldatov A. Borogan 1., "How Putin Tried to Control the Internet”, Vice, p. 1, 2015.
https.//www.vice.com/en/article/gvyzn4/how-putin-tried-to-control-the-internet

75 Russian Federation, "Information Security Doctrine of the Russian Federation September 2000", Ministry of
Foreign Affairs, p. 1, 2000. https.//info.publicintelligence.net/RU-InformationSecurity-2000.pdf
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2000 gl MYLyool BgEaMs3nsd doomm ,063mMmAsgomann Hbs>zmMabmrdol
omJBMnbs“7% MHmdmal  Babgznmsy  goBsMom3®s  J33ybal  BsmengLin
bogeb3sbs0MIOMM HgLIONMIdIOOL Ly, Loyl SbmMENIMIdbI6 &MgbnbagdLs s
89033B50905L 06xMMIs30M0 YLosBMNBMIdal Fodsmmnymgdao.

“2003 f9anl cosnym FAPSI, FSB, SVR o5 FSO. FAPSI-nls 09-3 356ymo3nangds, madjamog
3s56mbnldagdgann  oym  nbommo  B9angsmonbnsen)onl  xsdndmosty,  3sbsamdmacos
0ndsmosl, MmamMi FSB-0l 09-16 356yma3nangds. as5650am900l d90009 SVR-I 059350y,
A33mry5amn09006s b33936090m 336GM0 Lsbramhmerdno ,,9am@s*, Mmdjamol dobsbos
n7690mes 330m93700L A3BASMI0S 3009M3MM0BN35Y). b3 dmbros, 2004 fenls - UKIB-al
350059M935 bsbgamo s 9fmeos FSB-0b nbazmmadsgnnano nlso3mmbmydnl 396 Mmn (TSIB).

2005 fganl gnboobs > G979560306  336BMms>ammn  b>dyebnymm  y3am930000
0bLENEYAN (TSNIIKHM) a5c0530005 G97603mMh o5 9963mMmA0b 3mbGMmmanal 039co9Mmsgnmtn
bsdlsbymdn”.””  0BLEHOGHIGs 08  EMMobo3al  LsBydom  BslBBodgdn  gobsMms
3009M@&336manmgangdals 308sMoPMIO0m, Moms 873350 Lobgmafosm Lonndmmyods
I6bM ©8B39M30L356 BaJb03nMa LedysmydIdom. MmamME N33 103603670, mMa Hamals
99080098 gbEMbgmn gobs 3009M3gB930L ALb3gM3mon, dnbybo 3o gobmmmoo als, MmA3
JLEAMBbgNL FNo3MmMosd Jomod Gomabosb dgmmy dbmxzamom mdal dgdmMoasmoal
5m900L  goohy3zgdomgds Goomm. MyLgool dbMoEsd o8 cMmml 3003M37EI3700

3obbmMEngmes MmgmMs bLaxsmm, sbgzg 3gMdm Lyd@mmBY.

9900093 Logomm3gammb XgMog o@as - 2008 Hamb MLgmas bogsmmzgmmdn dggmodwy
mMo 330M00 sM) snhym 3009MTxEJ3300. MmamMi guEmbyodo, Lagsmzgmmdos
DDoS 33333300 o0ym godmygbgdnmmo, Moms  ©agb0sb7006000 s  gedmgMmormom
dmo3mmdol 370-339M©gd0 s 0bBmMbGMYIGIMs. smbodbymo d3B33300 MYLyom-
bagomo3zgemmb mdol cmmbsg s dob 8308353 SJ&0Mmoc 8ndnbsfmgmods. “2010

76 Poccutickoll ®edepayuu, "flokmpuHa uHgopmayuoHHol 6eszonacHocmu Poccutickol ®edepayuu”, 2000 2. N
Mp-1895, https://base.garant.ru/182535/

7 Bennett G., "FPS & FAPSI — RIP,” Conflict Studies Research Centre, Occasional Brief No 96, PP. 1-2, 2003,
https.//www.files.ethz.ch/isn/96240/03_Mar_2.pdf
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franls mbgonl  39009Ms30sdn  SdmJdyo®s  bsnbasmmdgnm 1bszMnbmadol dors3zsm
mo3039Mos SbmEnsans (ARSIB). 030 397060l comnsb mmasbntost nf3cs Lbb3ssbbzs
JIx00Mm)090L  Limamyols s 1b039MmbodE)B70d0  LysP39Mm3m  LsBmasmidnl
Mm93m&0M9d0l smnbnor. 2011 faeno - Positive Technologies-3> ©s0fym 3339M900L CTF
3mbmMmlyonl, Positive Hack Days-ol mfmasbn¥9os, Mmdyanbss 6937 0y969096 Mnlbyool
1dndMmm9d0l L>dbsbmmydn botnrMmo 500500569000 dmbsBngos. 3na3mnann Nbsmobmdnl
3Ma35605 00537 framl 0fyrol 3mbmbllL ;oM mconsbn, S6m g0003mM0 3539070060300,
bsbyanfmeogdnor - ZeroNights”.”

“2014 ol Ambgool  1b6039MLoEIG00L Loy,  Lssg  SLPs3amnb96
nba3mMmadsznnann Nbszmobmgdal dodshonmangodst, 3sobsmes 170-0c9. 37093 3mimb7:0l
bsdbgemm bs3sgfm dsandnls 33500900500 >0m70ycoos 3nMm3yamn Lsdbgcomm bipoanols
33aMm930000 (396Mn, 50 MNES6 Nfyr0s LB3sESLB3S 330m93000 (396BMIO0L As0MYseMNd90s.
0530053306 L500bnbBGMmMA 999065 L39pnsanyMmo  3563005M700L  (396BMn,  Mmdranos
mMmn)6&NMIONMNS  3009MEIIbMaMan0Y).  3sMmsanjanmms, GRU  0fygdl  botnrmo
05393700l 39309056 Mylman Is3mangddn, FSB-ol 5 IKSLXX-0156 013653dMmmaenmdno”.”?
50033 Hamb, 13Ms0bal LodMyBogb@m oMmhg367000y EmES bBbom oMy, MYLDS
ommmB3s 3539MJ0385, MMBmgd0E ©s39330MJ0Ymb0 01y3636 GRU-U 8s35M0 sB39M30L
390ymxzamgdsbmeb, gebobmMmEngymgl 3009M37@93900 oMhY369030 bAoL ToEgdolb
35603ymognol 30bbom. dscm dmo3m3gl sMomopgbbomgdnmo §3emds Jugamdo o
§odomal Bsnmyda, Moms 377335moc sMhY36700L dgaa9d0.

JbEMbgo0L, Logdomom3zgmmbs s Y3Mo0bol dodomor MYLymol dbMosb
30090m3olb HoMmdmYos dg0dmgds 3g30BsLmo MmgmMmy gMmoazstho gdbdgmndgb@o o
MYLyooL 3009MEIJoMMmManld0l godmEs. sbgm dgomel MYLgon bAnMmoe nygbydl.
8935mM0mg0d0 073M0 330J3L, dsmm dmMmal Loxymobagonl, nGsmoal, d3mmobnals s
3935600 sMAY367030 300gMAsMY35Ls s AoMI30l d3EgmMmOxdBY. dEs J3Mm3nmo
d33y6700l sMA7367080 AsmMg3s stz by B3IENM0 sSmBmhB..

78 Association of Heads of Information Security Services, “Projects of the CTF movement in Russia” p. 1, 2022.
http://aciso.ru/aciso-projects/3861/

7 Infoforum, "National Forum on Information Security", p. 1, 2014.
https://old.infoforum.ru/conference/conference/view/id/5
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20 21 & Microsoft

i

SMLgdMOL  3009MNLOBMMNBMIOSLMSE  ©835380M70000 Lb3sELLB3S LogMmmsdmmolim
09893M33560900L 33eM73300, IMLSBMIOJO0 s fHmoyMo s6g3sMndgdn, Lowsg Munbgomol
BYEIMS30s, Mmgmmy sgMmabmmo 3009MBMs8sd), BAnMmo Bngnmomaodl. 3md3sbos
Maicrosoft-0> 3osboxsmmas 2021 Hamol s635M0d0, Loss sMmbndbymoas, Mmd “3sbmamn
panob 3>6053ammd3dn Maicrosoft-ols dnym 9mm3bmann bsb9dfo3mr600056 s3090M7dNMN
3009M3)B93700L 58  3Mminbdo  Mybgmol  939e9Mmsgonsb  oym  fsmdmdnamo.
a56b6mME07aM90meM0 3009M39937000056 dstmdsb 21 3MmmE6d0 nym Hsmds@rdnamn, bmenm
omyl 0pn 32 3MmEnbAL d1s0096L”,%° Msg 080l 856086703m0s, Mm8 MPLymo ghm3bymo
Labgyamadhoxmm sd@mMgdals 3009MNd3sLBAZO0 Ly NBMM gRIJGNMO bogds. MYLymal
BIEIMS300030 F0bBsbdndsmopmo blds Lb3swsLL3s Ladmazmmdm Hygdgdol
©5B39M35 5 0bxamMaAssnol dgamm3gds. LEIGOLEIL 01 83YXIMI0!, “Os0n
b5dn¥67900 9Mmorn fanol fob 3 3mmpnbdosb 53 3mmEbdsdeg asnYsmos. obnbo
d0M0M>5© 5330090056 5 063MMASE0SL 53MmM39096 L9007 L5396MOD9, MMATIdNE
Astmomman)on smosh bsastmam 3maodnisdn, 7Mmm3bman Hbso3mombmidsdn 56 0153005(33500.
mmbyonl 039c9MmsEnnl 3009ML>00B69 Hanol 3s6053¢mmosdn nym b330 939450 - 509Mn30b
dmongdnann 35700, nn 0Modsbgmn s 13Mmsnbs”.E Microsoft-olb 3ogMnmo
00305330L 396gsMndn dnMmgs s 0gn dmoEs3l 2020 Hmab o3mobosbd 2021 fmol
0360L097 3gfMmomebl.

Sbgomnddn  Bomgdssdns, Mmd MyLgoo oM  sMmob  ghosymmo  sJ&mmo
Lobgmdfoxm, Mmmdgmoi  3009MBIIOMmMmangdl  0ygbgol  Lb3s  J39ybgdHBY
393m3bobm30L s Bosbol doboygbgdamoc. MyLgmol TJgdwaa J0dIMMS3EsLEAJO0
y39moby bdoMmo bmMEngmegds 0Mmebowsb, Aobyonsb, LsdbMmgo 3mMInEsb o
yMmJgomnsb. oJ3g bomg3zsdns, Mmd sgGonmo  3009MT7BJ3300 bmME0IMEgdS

80 Tom Burt - Corporate Vice President, Customer Security & Trust, "Russian cyberattacks pose greater risk to
governments and other insights from our annual report”, Microsoft, p. 1, 2021. https://blogs.microsoft.com/on-
the-issues/2021/10/07/digital-defense-report-2021/

81 Tom Burt - Corporate Vice President, Customer Security & Trust, "Russian cyberattacks pose greater risk to
governments and other insights from our annual report”, Microsoft, p. 1, 2021. https.//blogs.microsoft.com/on-
the-issues/2021/10/07/digital-defense-report-2021/
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309@050005053. ™m1d3s 030 39 3870eMJ0s o3 J33yYbxd0eb FobbmMEzngmydym
3009M05305L63AJOL.

Lbogfhom  x5930, oJ&mMo  J3ybgdol Jdomozsfm  BoBobl  xodyndmos, ULb3s
939y6900L030L  3mB30nEaMmo  Gadbmmmangdol sbsbyds o  deboanmgds
§omMmImocagbl. 033900905 LB3s 06&IMYLYONE - BogamomsE, nMsbds mabyxgm gobomes
abmogmals §obosmBgg 3009M3xEJ3300 080l gsdm, MmA o8 mMm g3gysbsl dmMals
05d30mM0 PMo0gMoImMoss. Afammao 3mmys - 0Bboe abobszes 3Ma3@m3smy@ol
0085Mmgd00 3003M003sLBAJOLS s MOMMNOIMOLL, MoEasbd Bolo g3mbmdnss
bobg30g00Ls o 35b6J300L dsdm momJdol LMo FobswanMmes. sbagsMnddn
Boog3sdns, Mmd “300MdGI3700L 21 3Mminbdn, Mg Microsoft-0>  35030760My,
dndstmomenn  nym dmdbdstydoamn0Y9, 79 3mhmeibdo 30 mMmasboVspndYy, Msdng 48
3mmE76&0 0053Mmmd70Y9 nym dndstmonmann. 3009M053005660900L 31 3MmmE76G 0 brogdmeos
SM565d0053MmoOMm  MMEsSEnY>3070Ls 5 Sb5em0B0mMm (396GMIO0Y). dznfy MsmEIbmdnc
bo90s 3565000569, d900sls s IT dndsmormengdgdby”.&2

5mbobndbozns, Mmd Microsoft-b st 5J3b  gmmdsmyM  3009M3JEJ370D9
5330037006  BY6Jsns o §3emBs.  Bo;m  oJ3om  JgbmyEnmo  bBom3semds
30090053005L63g0BY. TgLodsdnlbo, nbobo 86asMmadlL v333ybgogb dbmmme Lognmam
06x3mMAS305B7 oyMmEbmdnm, 0dEs smbndbymoa sbgsMmndns, doybys3zse n8abs, MmA
3MOsMYM LyMomb oM sLsba3L, g30dmg3L Lagmorm LyMmocal sbsbznls s sbsgabal
8930019000 LsFYOMYOLL.

Multi-Factor Authentication

v
» ’

Step 1: User name and Step 2: Pin from phone Step 3: Fingerprint
password entered app entered verified

UyMmomo 1: mMdox0s60 s LdBdNRN60 330196G0303530s. fystm: https://www.onelogin.com

82 Tom Burt - Corporate Vice President, Customer Security & Trust, "Russian cyberattacks pose greater risk to
governments and other insights from our annual report", Microsoft, p. 1, 2021. https.//blogs.microsoft.com/on-
the-issues/2021/10/07/digital-defense-report-2021/
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50 §0abdo gobbomnmo s ImE3dnmo 335338 MMO0X 0560 s Ledd0x NN 3sMmgdol
©5ygbg00l 0bLEMNIE0900 s MAJ3300 (MFA), sbg3g 3mB3s60s Microsoft-o cs30l
563oM0330, MmAmob Lb3ssLB3s IBIMId0 1337 89b30boMmam, gobdsm@o3l, Mmd
“Omabasmydangdols 20 3MmmErbdY  b3amidn  0yr690L  smbadbnan  399560%3900”.53
5635M0330 boogd3s80s, MmMB “001 dmbogds MFA-U 350myn6905 05 Lolidndrdonl commmansco
35656aM705, ImAbA>M9OENIO0 MO0 07690056 99 3MmmE6@ 00”54 58 838;b333530
960336gmm3ob0 Mmmo s30LM0scn Microsoft-ob 3Lgo3l Bgdbmmmaoym 3ma3s60g0L
Loxzmobm 3Mhmamsdymo nBMY63g3mymxznl dx89ds3zgosdo.

h396 BAnMmo 356Lxbd MYLIM-n3Msnbol MmAL, gl d1bydMn30s, Boo N3IEIL,
Mmmeglbsg MYLymol 3007gMALedmgdmMmodgdby 3LondMmom. mdol sfygool 8583
“309300 5039069013 3009MMbs3MNbMId0L 3MmAd3sbns Unit Technologies-05 cos0fym
35390700l osxnanmids, 0 obnbo fsdmnbrb s ©s5B056900b96 MnLyan  390-
339M©70b. 3m3356050 53 by9dnlon3nls 100 000 538 omemsmo asdmym”.8> 08l Boybyws3s,
Mmmd MnLbgool  Lsdmozmmom  1Hygdgdol 3mMma330nGghym  dmHymoommodgdLs o
bgM3aMgdB 039S LB3sELB3S Lobol 300aM3EJ3]00s © y3zgmsby dg@&oce DDoS
399373900s, 85063 396 Gnomal ob 933G, MobLE JMmmEYdmEBB. dmagblybydsm,
9Lao3Lon 3009MTgBI3900L 3odmygbgds 093M J39Ysbodn 3obmboo s3Mmdomnmoas o
obxgds Lobbeab Lodsmormol 3megdLoom, sM sg3L 3603363mmodY, 306 sMal LydobbY.
dg0dmgds 08 J3ybgdds, MmBmgdos 13Monbol gbdomgdnsb s 13Msnbols dbsmgls
035656, 035m0 sbygmb, BogMsed o8 Jx8cmb3]3590 MolL3-Bod@mMl Homdmoagbl
3000M03sLbAJONL 77a700. Bogomoms, “M@nlgonl 3mad3nndammann nbpoibd700l
2Mm361mamads Lysmmmenbsgnm 763MAs (NCCCl) a50m>939ybs Lns, Mmdjamos 090353005
17,576 IP 0nbsdstols o> 166 omdgbl. 7m3msnbsdn dygmals d9dga. mlnonls oy

83 Tom Burt - Corporate Vice President, Customer Security & Trust,"Russian cyberattacks pose greater risk to
governments and other insights from our annual report", Microsoft, p. 1, 2021. https.//blogs.microsoft.com/on-
the-issues/2021/10/07/digital-defense-report-2021/

8 Tom Burt - Corporate Vice President, Customer Security & Trust,"Russian cyberattacks pose greater risk to
governments and other insights from our annual report", Microsoft, p. 1, 2021. https.//blogs.microsoft.com/on-
the-issues/2021/10/07/digital-defense-report-2021/

& Janofsky A., "This Ukrainian cyber firm is offering hackers bounties for taking down Russian sites", The Record
by Recorded Future, p. 1, 2022. https.//therecord.media/this-ukrainian-cyber-firm-is-offering-hackers-bounties-
for-taking-down-russian-sites/
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35303709090 063MMAS300L 0156560500, 0507 063MLEMNIENMIY9) DDOS 0153005663900L

b9mnnl 1356 0coab96 FBI, CIA o5 M3d76037 89c0nsa>midnb 3703370 00”.8°

3009M333mY35MJ00 5330MJ0036 MYLyM-13Manbol 30dghmal. Cisco-b 3bmdom,
“OsbnmydmeMn 3009M;53SL6F700 356bmMinyames 2022 fanols 15 019d9Mm35aml, dammy 30
24 01909M35amb. 500l d9dc09p CISA-G o5 FBI-3 17 dstm@&L 9Mmomdamnzn 3009mmbsazmonbmydnl
M73Mm376005(30900 350M3939yb9l, 3507 dmyhmeogl S3F-0bs s bsgmosdmmobm Ls@ganndnmo
3mANb035600L Fbgamol 3m350009M700l dmAbAsMmyda70L (SATCOM), 0y3696 db>0YMa36500
Jbsdanm  b>mmb9900056  ©5353F0M90000.  >SMbndbnenn  Fszmoboam)ds dmyszs 24
01709M3am0b 3009M39G73700, MmeogLsi as6bmMEN M 053005660900 Viasat-bs cos KA-SAT-
Y9, 3053 495039Mbs  3sMmomBmannsbo  0s6503b530mann  06@IM63B0 13M306565 0>
213Mm30l bb3s 13799030”.% Msgn MyLbgmo dgodms H3Msnbsdn, Bbmxymom BoldGsdnm
Y33 Lobyamadhoxmzm Nbs oymb dbBsymazbsdn - LblssLB3s sgEmMmMadn, Mmdmydog
398m0MmhH]3006 303000 ;mommomymo s 0b6BMILEMYIGYMOL s8sB0sbgdgmM0
003sL63Y000, FEoMMdYL, MYLYo-y3Monbol 3mbxzmoal®o asdmoygbmb ghog3zsm
06LEMYIPOBSE. Bo3omMNmSE, sbsamo  880700L, ©IBNOBRMMISE00L  Fo3MEIMYD,
d90mHomnammdgdal Bmombm3bs 85369 039mMYd0m, EsbdsMydal Bmbgdal Lobgmadom
05 yomdo 370-80L585MJd00) 96 mEmen3znmms 8bsfmsggmols ysendo 350-333MId0M
0 bb3s. 3009MLOBMNBIYONL SbsMo@N3MLYdTs 87003063l J00gMxaNBIONL Moo,
Mm3mydos MYLIN-13M3060L 3MbBMl@&dn sM0sb Asthmnymgdn, sbsmoabols goggmgdals
LodnomMYOsl 339dmg3L 30dgMLOBMNBIJONL MOBETsBENL gloggslydmaco.

56 YInmepHem-nopman: bezonacHocms nosbzosameneli 6 cemu uHmepHem, "HKLIKW: pexomeHdayuu no
3auume UHOPMALUOHHbBIX Pecypcos om KomnetomepHsix amak”, p. 1, 2022. https://safe-
surf.ru/specialists/news/676114/

87 Cisco Annual Report, "Reimagining the future of connectivity", 2022.
https.//www.cisco.com/c/dam/en_us/about/annual-report/cisco-annual-report-2022.pdf
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12 OCT 2022 - CYBERKNOW - CYBERTRACKER - RUSSIA - UKRAINE WAR

Support —[Name [Actions [Comms TSupport_|Name [Actions [Cor
Ukraine RaHDit Hack Telegram

RECIN N3UR0515 (Anon) DDos Twitter Daknet lHack _______[Telegram |

Ukraine Killnet DDos Telegram

Ukraine Hack Twitter IDDoS Hacktivist Team — |DDos | Telegram [SEPRTyyesee]
Ukraine  [RedCult (nom)  [HackiDDoS |Twitter | Zsecnet DoxiDDos. Tologram GhostWriter Hack UNK
(PSRN < civinSecurity Hacking Team  Hack Tologram Divisionz ________ [DDos________|Telegram } b

Ukraine 2OV cyber army Hack/Psyops Telegram Gamaredon HackWiper _ UNK
(TSI Gelarusian Cyber-Partisans Ransomware _ Twitter B

Ukraine Info Front VoZzdie Psyop/DDoS Telegram DEV-0665 Hack/Wiper  UNK
Ukraine Hackl DDoS _ UNK (FancyBear/APT28 ____JHackWiper _JUNK |
Ukraine Loglon DDos Telegram IT Army of Ukraine DDoS iTeiograsd
Ukraine Hack Telegram Beregini____________[PysopDox I Telegram | linternet Forces of Ukraine_Pysops |

Ukraine [DDos  |Telegram | NoName057(16) DDoS/Hack Tologram US CyberCom

Ukraine fist HackiDDoS _ Twitter g

Ukraine FRwLteam HackiDDoS Telegram Curious George

Ukraine Hack/DDoS __ Telegram Hack ______[Telegram | Turla APT

Ukraine i RedHackersAlliance DDoS Telegram SaintBear/ TA471

Ukraine i DDos Telegram [Blood Pirates_______[0Dos I Telegram | [TontoTeam _______IHack ___|

Ukraine i DS |Telegram | Wizard Spider (Trickbot Crew) _ Ransomware UNK Space Pirates

Ukraine DDos. Telogram [Anonymous Russia IDDos  [Telegram |

Ukraine  [Ciberwars _____________|bDos ____[Telegram | NBP Hackers DDoS/Hack Telegram Calisto
Ukraine DDos Telegram [Phoenix______________[DDoS/Hack

Ukraine Hack ____ITelegram | KillMilk DDoS/Hack Telegram KEY:

Ukraine DDoS/Deface Telegram |AlahreaTeam _IDDoSHack ____[Telegram | Total Groups

Ukraine JokerDPR Psyops/Dox Telegram [RER]

Ukraine [T PsyopiMeme _ Twitter fia777eam  |DDoSiDefacelHack |Telegram |Removed

Ukraine  [Op Anonymous ltalia Reborn  [Hack  |Twitter | QBotDDoS (Mirai) DDoS/Botnet Tologram s for New Groups

Ukraine > DDoS/Botnet ___[Telegram [Pro-Russian a2

Ukraine KoranAttack DDoS/Doxx Rl Pro-Ukraine 3
Ukraine unk 6

Ukraine
Ukraine
Ukraine

sbMoo 4: 3009M-x318d0 AsMarnmo Mybo-13Msnbab Mddo. FusHm:
https://cyberknow.medium.com/2022-russia-ukraine-war-cyber-group-tracker-update-3-56f15e83f407

gbMmomdn booxamo ASBL, oy Modgbo BoLABSONMos MYLymol 3009M37G 33300
13M3060L Hoboomdga. MYLyoal AbMoELE ©oxrNBSBLYIOYMAEs dMmFnbs3g LszMobol
X3193700> (APT) 8o8mo3amobgl  7boMmo, 3d30bsmhAnbmb 8pwdn3n, sdmunEbmoo,
3Mdam3onsbn  §3omds ©o 7Pbgosmmzm  §3mds  Jugmgodo, mgaododnmo
LYM0B35EIO0L goBmygbgdnm. ,3009MdIB73700L y39amsYy dsmsamn Molsn dmenl
mylyonl 039009M5300L Bngm os70M390mann APT xa193900l dbMmos6, Mmammdns SMm0sb:
APT28, Turla, Gamaredon, Energetic Bear, APT29, Sandworm > Lb35“% ygfMm 89®0
035mbshbmgdobm3zol nbogmgo LyMmoomo , Mmdgmog sbobogl, 00 306 dmbafomymol
MYLyo-1n3Monbals 3005MmABT0 s 306 Mo 3MBENS NIS300 88 s3nMal3nMgydsdn.

88 Curatedintel, "Curated Intelligence Stands With Ukraine", p. 1, 2022.
https.//www.curatedintel.org/2022/02/curated-intelligence-stands-with-ukraine.html
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Russia-Ukraine Cyberwar Participants 2022

THREAT ANALYSIS
CENTER (ETAC)™

EQUINIX

KelvinSec

emment  Maware  MBR Wiper Ransomware APT group

byMsmo 2: MYLy;-93Ma060b "3009MmMA0L" dmbsfomggda. fysmm: EQUINIX -
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3MmEgLbdo. obnbo Homdmaalbgb 3003M3xEI3700L y3gmobg Bomam Mabilb, Mmammydos
5Mosb Mylbgool APT xgnxgodon: ,APT28, Turla, Gamaredon, Energetic Bear, APT2S,

Sandworm > 3515

dmggblLgbgosm, g3mgsezdomo, s33Mnzol dgghogdoymo 3BsBId0 ©o bo@m
ym3gmomoynms  8ndomdgb  MyLymobozal  LsbJEngdol  oHabgdsBy.  833-0b
3M3B0a6E 0L 5ednboLEMIENSd Po8Me3 3xBMY35LMSb JMms ,356L5Bm3Ms MYLyoal

184 Curatedintel, "Curated Intelligence Stands With Ukraine", p. 1, 2022.
https://www.curatedintel.org/2022/02/curated-intelligence-stands-with-ukraine.html|
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mnbgool 039009M3300L dbMNs6, Mmammos 13Mm>065Y9, 0mdEs 96 St dmadbosms”.

N7 7

slgomdl  3Mmabmbo, Mmd mMYLyool BbMmosb 30dxMIxEI3300 IBMIM

3odmngMma0s. MmEs Loddy MuLgmb gbgds, yzgmommal 3Mmabmbomyds Moymo,
058Mod L3gE0sMAbBIONL GogM 3o3gmIdNMo sMheghman sbamaba 5357 8xEY3gIMIOL.

165 Franck T., "Biden vows wider sanctions on Russia in effort to cut Moscow off from the global economy”, cnbc,
p. 1, 2022. https://www.cnbc.com/2022/02/24/biden-vows-wider-sanctions-on-russia-in-effort-to-cut-moscow-
off-from-the-global-economy.html

166 Flashpoint Team, "Understanding Russia’s “Sovereign Internet”: What Happens If Russia Isolates Itself from the
Global Internet?", p. 1, 2022. https://flashpoint.io/blog/russian-runet-sovereign-internet/

167 Maigre M., "NATO’s Role in Global Cyber Security”, p. 1, 2022. https.//www.gmfus.org/news/natos-role-global-
cyber-security
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L5pnbssmdiame ndm7dyconl, Mg dosdgFnam)osts 49bol, mMmad Mmlyon st oym dbsco
sy, bsbamdamnzo s ddanszma 3009Mmmdnlonzols 167

50 9®93%7 MLgoolb ByEgMsEns nygbgdl nbxmmassoymo m3gmazngdals Ly
L333d&ML, oo AbosMmEsgaMamon s BsMYMo 3MsGBMMBJ00m ™Y sbgsMndgdnm
058003M70mo - 535606xg0L Bogd@&IoL, dm3zmybgaol, bombl 3ol gedmambom
39ML0JOL o FENMMOL, sbg do30gl BmMBL. gdu3gMm@J00 smbndbnma J8jcgdal Lod
00bobl  godmymazgh: 3oM3gmo - gl oMol P3Monbol bymolyBmydolbozol doMmol
3o8mombs, dgmg - P3Monbolboznl Laghosdmmalbm dbsmesgymals dghgMmgods, dgLboady -
MLyool dogboom dmLsbegmonl dbsMmagdyml dgbomhybgds.

168 Kovacs E. "A Year of Conflict: Cybersecurity Industry Assesses Impact of Russia-Ukraine War", p. 1, 2023.
https.//www.securityweek.com/one-year-of-russia-ukraine-war-cybersecurity-industry-sums-up-impact/

169 Kagubare 1., "Russia’s cyber forces ‘underperformed expectations’ in Ukraine: senior US official", The Hill, p. 1,
2022. https://thehill.com/policy/cybersecurity/3738506-russias-cyber-forces-underperformed-expectations-in-
ukraine-senior-us-official/
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(30905,  300gMmLozmEol  o3ymmosl  dgydmos,  dhHymdMmasd  gesdmay3zsbml
08600369mmm3560 06@BMLEHMYIGYMS ©s Lomdsmo 05Bgd03 30. LogoMms oo
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godmMmogbnmon, o8 Jg8;mb3g3sdoz dbmemme  Jgdnbgdols BoBboo  Hodmfygdnm
3MmM3356sbmsb 33gmbogl Lagddy, dsaMmad 30300 My, MPYLyMOL bsbosmo s 019670,
396 336mMd0m, 3Mydmo Bsde3znmo oMol 8dsby §odLzmgmo. s80@m3 Gogmo
bmxzmom 35mEl0Ymos, §0b smnwagl Mnbym sgmalboslt - bo@ma, g3hmiszdomas,
5990300 399M7dmas 3&s@J03s Nbs 3708193smb gxBaIGMo 3Mmagmadgdn, Loss
yBomymoe  0gdbgds  aofamoma 3Mmonbol obBomgds. BoJGMOMN35, Y3gms
§008y30638s J39yobs8 0o30L0 FosdHY33B0 LoBY3s VbEs MJ3sL o gl Logdoomss
3oambo@mb.

3009MLsMag0xmn, boMmygodn s Bamammo

1339 503603670, Mm3 dbmxzmom JsbIEs00m nbsmygds dsamnsb o Mmebbyodo,

MmgmME J33ybgoal, sbg3y LaghmmsdmMmabm mmasbabogngdol dbMosb. Bbmymomdn
§00y3560  LL87EbNgMM-Lo3MBLYMESEomM  3MI3sb0s ,Gartner“-ol  dmbs3g3700L
00630300 3007MLBMNBMYONL bofM)xgdMSb s35300M7000, ogamomsc, 2019 Hamb
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CYBERSECURITY
VENTURES

00783 LoyyMmoemgdms, bmBmombo3zol 8oygbgdnmo Bomomo d33Mo@ SMIToEIOS

JLbaxmonbmgdnl bezgmmdo sbstmxnm msbbgdl, ,Cybersecurity Ventures”-ob 563500330
bo35MoyI0d0s, Mmd gl oMol 6 GMmomombo o33 Emmomoa. sMLgdmol dmmmenbo,
3MmdsmMyMo  3009MEsbsdsmal bafmxgdo ymagmhmoymmoe agonbmgds s 2025
Ganobozol 8osmfa3t 10,5 GMmomomb 538 mmomi’® gl 30 805603670l 0dsbyg, MmA
30096Mm3g00Ls s 300xMTYEI3I00L EIbbEns BobdGsdM Labgl 0dybl.

Astute Aalytica

Powered by Data | Guided by Intelligence

“Astute Analytica”-d 2022 gl go8mogd3gybs 33amg3s, Mmdgmdog boogd3s8os, Mmad
3009MbasmMbmydal gammodsmymds dobsmds 2021 famobozol 162,9 domosmeols
d0omfos.  300gMYLoxsmobmgonl dsBMmal 41.6 3MmEgdbEL HoMdmoggbgb olgon

170 Gartner Forecasts Worldwide Information Security Spending to Exceed $124 Billion in 2019, Consulting
Agency Gartner, 2018, p 1. https://www.qgartner.com

171 Sobers R. 110 Must-Know Cybersecurity Statistics for 2020, Software Company Varonis, 2020, p 1.
https.//www.varonis.com

172 Gartner, "Forecast: Information Security and Risk Management, Worldwide, 2020-2026, 2Q22 Update",
United Kingdom, p. 1, 2022. https.//www.gartner.com/en/documents/4016190

173 Morgan S. "Cybercrime To Cost The World $10.5 Trillion Annually By 2025", 2022. p. 1,
https.//cybersecurityventures.com/
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@ GlobalData.
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9m3bBsMgdmydabsmsnl, aoblosnomMydoo sm3ne 19 -ob 8903, ModsE BJE39MS
3bm3Mgd0Ls s 8ndomdals BmMIgdn, godmaf30s FoBMNM nbBMLEMYIBGMbY NBMM
00  E33M30J0YmIds. 3563005, Tgodmads 30J350, EsLMYPmMES, 8s3Msd
800am3300 s dndomdal LEomo B8s0b3 8gbsMANbs. Logmmsdmmalm §od8yzsbo
sbomo@ognmo  3md3s60s  ,GlobalData”- 35M3p@om,  “ynd7MMbso3mmbmdnls
BEMOSMM0 d9dmbs35emn 2021 femngosb, mMmadjamng oym 220 dngnastcon omansmn, 2026
Fannliozols 334 dnannsmco mmsMmsd9 3snbmgds”. 76

174 IT (global market), "Information Security (Global Market)", Tadviser Goverment. Business. IT, p. 1, 2022.
https://tadviser.com/index.php/Article:Information_Security_(Global_Market)#.2A_The_global_IB_services_mar
ket_will_reach_.2494_billion_by_2025

75T (global market), "Information Security (Global Market)", Tadviser Goverment. Business. IT, p. 1, 2022.
https.//tadviser.com/index.php/Article:Information_Security_(Global_Market)#.2A_The_global_IB_services_mar
ket _will_reach_.2494 billion_by 2025

176 Frank E. "Global Cyber Security Revenue to Reach $334 Billion in 2026: GlobalData", Security Review
Magazine, p. 1, 2022. https://securityreviewmag.com/?p=24826
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bgghm 8moi3s s momJdol 63d0LB0gMo dssdnsbal Fbm3Mydsdn dgsmfns. oggsb

177 Committed to connecting the world, "Statistics", p. 1, 2022. https.//www.itu.int/en/ITU-
D/Statistics/Pages/stat/default.aspx
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o35mfoma 0030, My ool gdodmbozsamo, Mmeglbsg 3b6gdoc  3003M3xEI30L
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gJ0Mo390mn  3539MJ00, MmABmMIdnE EFEOMMOID, osbosbmb ULb3s J33ybgdol
3M0B03nmo0 06MLEGMNIGNMS.

57 16y gob3zngommon s 93LBBsM, 0y Mol Homdmocggbl 3maB30nEyMymo
300700, 3m330nBaMnmo 30mM7Lbo sMol 8s36g 3Mmamsds, Mmdgmog A3gnmadMosn,
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5006x3030M70L 3MmaMmadgdls s BonmMydl. bdoMmo 30Mm1Lo 35806 smHa3L LobEgdsdon,
Mmeglbog ol opE3amos.  dsgosmoms, oy o 330ygbos  3md3oyn@ghnm
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060305mMYM0 LEBIBEIMEJONL 3300, M3dsE 3gndamgds 30bndydsdcy dgedgnmmls
Moliggdo.
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178 Rosencrance L. Madelyn Bacon M., "social engineering”, p. 1, 2021.
https.//www.techtarget.com/searchsecurity/definition/social-engineering

179 Lord N., "What is a Phishing Attack? Defining and Identifying Different Types of Phishing Attacks",
Datainsider, p. 1, 2022. https.//digitalguardian.com/blog/what-phishing-attack-defining-and-identifying-
different-types-phishing-attacks
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181 Fryhlinger J., "Ransomware explained: How it works and how to remove it", p. 1, 2020.
https.//www.csoonline.com/article/3236183/what-is-ransomware-how-it-works-and-how-to-remove-it.htm/
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82 Imperva, "Distributed Denial of Service (DDoS)", p. 1, 2022. https://www.imperva.com/learn/ddos/denial-of-
service/

183 Crowdstrike, "What is it a Botnet?", p. 1, 2022. https://www.crowdstrike.com/cybersecurity-101/botnets/
184 13530 500l 979 &MHMEYN fafmoann, Mmdianng 03B336905 d0dm)dnl 1300633500, S5Mb60d61EN0
9dyYm0O0690900 139E7LF0s0 LsMg3amsdm bslosmnbss. 5353906 bdnmsco 53P536056 dmMmmBn 3339M900.

18 Johansen G. A., "What is a Trojan? Is it a virus or is it malware?", p. 1. 2020.
https://us.norton.com/blog/malware/what-is-a-trojan#
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dom@n3s0 996700, 8gLo0sdnbo, 8603336eMmM3560 nbazmMBsgnals dgbobzs smbndbymm
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Lb3o@olb3s sMa]I0n @ bazgMmmydn - 93MbmABngs, 8xnEnbs, dobsmmads, JnmEyMe,
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2. Homeland
U Security

95g5m0moco, 383M030l dggMmmyoym d@s@3000 dns NbsazMmbmadnl 335053960
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br9dmMmol 3mbBmmanals Lobdydron > 19M306900, 30b656L1nMN  IMAL>EYMIONL
br9&MMabl 3m3b0 3530900, asEINEIOIENN S6I5MIO0L LnFEMmMalL 3mdnbnisznydn;

. 3Mo@nsmann fomdmydol bygdmMmn: 30Mm3yanscon amoombal fsmdmnods, M30bals >

amansnls Jsmbbydn, 039MmI9b3006mOYOnL  fsmdm9ds, Scmdnbols  fsmdmgds o
509353705, 939Ms00 anombols fsmdm9ds s 501353905, 0567565-050500p5M900l
Pomdm9yos, dMms3700L, GMOnbId0Ls ©> JanIEMmas©s03I00  dmPymdnemmdgdnls
Psmamy0s, gan7IEMMAIMphymodnammonl, E9796030L>5 ©5 3m33mMmb6EI0nL  Hsmmdmody,
bs@MmsbL3mMmAMm smsnmznanmool fstdmgds, 53GmMIMOnIOnl fsmdm9ds, Lss30530m,
3mbdmbmo  3mmEn7d700Ls 5  bsfoangdool  fsmdmgds,  M3n0boabol  dmdmszn
070500p76emmonl fsmdm9ds,

. PAbangdal bygdmMmo: 769Mmans, L333700 @5 Lmazamol dgnmbymds, bs@mMmsbL3mMmEm

bobE3900, doMmooscon 3V900 (G90damy05 3>co0me9ls 3536an70Y9), Hysamo;

. 0153005330L Usdfmaf39amm 05Bol byg@mn: Lsdbycomm 65B900;
. @d51e709emn S8ASM0nl LyFEMMN: L>35Mm0>mM50353700, bsbsbdmm s Lsbifsozm

©5605M705,  3>5MIO0IMN  ©EsBA5M00L  3969xF96Bn,  LsLHMmszm  Lsdgonznbm
dmabsbnmnos, Llsystmm bsdbstmfo, Lsbnazsom dsbsangdon, &s7G03mMmo anbegd0 (05p.,
SWAT), Ubss30560m ©@3565yma3900 (569 3memnpns 5 090093530l 39M&I3MM96900),
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LsBmascomgomnzn  Ylsaamombmydnl  b33sbmbm 39698700  (OsaSmnoms, 911-0b
bs@aamzmbm 336M700);

8. 969Mm3aBn3nL byIBmMa: 7an7 B Mmmmods, 6m690Mn30 S0fMo o5 b3y,

9. 30b56LmMma dmdbsbmmadonl bygdmmn: bsr3mBodm shrlrdnamy0900, bs06396E0E0M
3Mmmn7&7060b dmdpmeyoamyo0n, Lbssbmzzm  3md3s60900, by3Mmycondm
mMasb0Ys30900 0 Lb3s.

10. bymbsonlbs > bmazanals dgymbamont LygdmMma: 039Mdgdn, MabEMME900, bs337000
Hsmdmy00bL, 35535390065 05 37656306 MdN79&700;

11. b5001530mmom mongIB00b brFdMMN: 35650m705, 3thm3b6meM0 dyzandn;

12. x5b600533nLs @ LyYmasmdMmnzn xsbsa30L bggdmMn;

13. bynbazmmOsgnm G976manmangdnl bagdmmn;

14. dnfoongnano  M959GMMadnl,  Asboanadnls s bsmhgbr00L  LyddmMo:  sEmdnmn
20m9EMmMbsanMmIon,  SM3969Ma7&NIm0  dnMm3naenn  MI59GMMIdn,  dnMm3nenn
b5§3530L  gnsanol mong9B700,  3sMFdrdmenn domorznann 969Mmanol MIs9EmMIo0,
00M;39aM0 5 M300m>F&NNMmo b3MA6900L HMIbL3MMENMIOS, §765635 05 35635M33S,

15. by@msblbsmm@m  bobdydgdnl Uygdmmo: 305605, LaYsm 0603msLGMNIENMS o
b553&MAmOnemm 35005B0 35, LyBM35m EMIbL3MmMmA 0L LobEds, dsbmdmnzn Gm>6B0G0
5 U503 B53Mm M30603DS, Ananlsc09b0L Lol®70900, LsM30b03TM E30M01700, BMUAS 05
dnfpmeonds;

16. figanols bnbdrdrdol bagdmemn. "5

053390066370000, MmM3  3MoBosnmo  0bBmILGMYIGIMalL  Lyd&mMgdo dosmmosb
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35396700 ym3zgmemoymoe 3eommdlb sbsgmo 8goomegdal 33079353700L, 00 Mmamb
05516056Mb s dg0gMsb Pbgdsmmame 3Mmo@olnmo 06xmMsbEMYIGMal LolEgdyddo.
MmgmmE 3bmodnmons, LozsMmeneme, MnLds 3539MJ038s ,2015 Hannls 0937009Mmdn

3009M0535660700 a5656mME0YeML Prykarpattyaoblenergo Control Center -9 (PCC), 5053
230000 5580560 6 535000 356853cmmd3d0 9an97&MmM969Ma00l 356987 & M35 “ 18 Bodd&o

186 TechTarget Contributor, "critical infrastructure”, p. 1. 2020.
https.//www.techtarget.com/whatis/definition/critical-infrastructure

187 Wagner D., "The Growing Threat of Cyber-Attacks on Critical Infrastructure", p. 1. 2016.
https.//www.irmi.com/articles/expert-commentary/cyber-attack-critical-infrastructure
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,BackEnergy 3”. 56939 35dmny969L “KillDisk”, 56m dystno noliob di3zamgamn 3MmaMmsds,
“Spear Phishing”, VPN, DDoS b>@&3am33mbm 39993900 @5 5.9.“1°

188 Ball T., "Top 5 critical infrastructure cyber attacks", p. 1. 2022.
https.//techmonitor.ai/technology/cybersecurity/top-5-infrastructure-hacks

189 Industrial Control Systems Security, p.1. 2016. https.//www.sans.org/industrial-control-systems-security/
190 Industrial Control Systems Security, p.1. 2016. https.//www.sans.org/industrial-control-systems-security/
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191 Swati Khandelwal S., "San Francisco Metro System Hacked with Ransomware; Resulting in Free Rides”, p. 1.
2016. https://thehackernews.com/2016/11/transit-system-hacked.html|
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192 FB|, "Iranian DDoS Attacks", p. 1. 2016. https://www.fbi.gov/wanted/cyber/iranian-ddos-attacks
193 Walton B., "Water Utility Cyberattack Rings Up Hefty Data Charges”, p. 1. 2017.
https.//www.circleofblue.org/2017/water-management/water-utility-cyberattack-rings-hefty-data-charges/
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Lob@905d0 Fombn dynds69L, Mg denolbbdmol odst, Mmmd dmdbdsmydoanidn 39msM
04969600696 VIP 050501900 5635M00dHmM00L3030l, S 0ndsmdos ssbonl s3ann4530900.
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5mb603bymo Lsgomba gobzobommo PBMM EgGsMYMsE: 300gMnLsBMNbmMIdAL
333900 IMbEgdms LoMybgMm3m slengdol 833360l PodMme3 dgomel, 390-330M©LS
S 3Mmamodol  330035BmMdY0. y39mabY 096003690mm3560, Mo 1bo
89300035am0LH0bmo, sob o, Mm3 A3760 3MB30GgMYmo dmHymdommdal dgbbogMgds
S 3odm30ygbmm 8mbogdmes bafmgbymam sbgmoal dgbegddbgmoc, Moasb my gozbom
3009M0e30sLBInL Abb3gM3mon, LaMgBgMmam sbgmgdos Molzol J398 sEa]ds. Mmagmo
dgomeon dgndmyds godm3nygbmm? Ladfybomme, ysgms 30dgMmMgbgMm3nl LozmEgl
8o0hb0s modo@on, Moz dgndmgods stoboidsmalio smdmhbegl. Lb3swslbzs 3MB3560700
39M33390m0 530656LJdNL LB E3IMME 3301335BMBOI6 MNBG0b goBMELL. Lagmorm xsddo
gl Logoombn  bofxg0msb 30 oMol o3e380Mmydymon, dogMmod YPLoxwmobmgdal
035mbsBMmobom bLxmolb, Bobsblgdo goznmmo, 30Mmy dydo 30bsmommo. o8
9900393580 h396 My3mBybsEnsl 31930 8980 Msn3L“ (Google Drive), fxmdgamos
00 3m3nmsmmonm Lomagdmmdl Lobmasmgdsdn. Mmamm dgodmyds 993JabsL
LofMgbgMm3m sbamgdo ,818m0 Ms03B7“? gL ofm HoMBmomaabl o LoMonmgl,
500bm30l  g3gnMgds, MaaoLbEMogns  ,398m0b“, 1bs 33dmbogl  sbgsMndn
(3Mmaznann), 33893 dga30dmons 893000 390-339M , http://drive.google.com” -9 56
shttp://gmail.com” -%3, 569 ,3mammn djnan¥9”. o8 Jx8mb3g3sd0 gob3nbommm
9amad@MmbmMo BMLENS6 gowslizaal dsgsmomoa - BmbEsbg 8gbzamal 8788, By

95M)3960 310730 36LBNO BIBXIMIL - ,,3Maamal 33an03530900 (Google Apps), 33093
30390 ,,3maamn ©M>03L* (Drive) s 3o©o3035MM ,aMaamn @Msn30L” Lo3zMmEgdo,
Loy BomEbgbs 3nmbgdo YOS s3sFMmmo mamalL - ,5b5an0” (New), 33033 335J3L
806087 30M036E0, dogosmomaco, sbsann szmencogMmols 899365 (New Folder), s3s0am0ls
5&30M013> (File upload) 05 3mancymab 530035 (Folder upload), sbsgno manggmols
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9974060 dg806373530 3og306LBAL Sbam Bmmgml, magzmbm3l Lobgmolb smldgasl,
0900093 99333dmg0s smbndbam 3mamegMmdn sbagno Bsnmal sdsEds. o1 s30Mhg30
00030005637 B30mMol  3B30MmM35L, dog30bLOBL BbYoMIL, Losi Gm3dlx06nm
3m3309&ghdo h3x6030L LolyM3gm BdamMdL ,,sMxBIM37300LM30L". Am360869300 S
053539M0 o3l - gsblbs (Open), 58 370mb33980 sbodbMo Lo@y3s n0sMmadbgds,
Mmamme 5&30M0135.

onve~ @ @Bz B

Chat

Contacts Calendar
% [
] P __J
Translate Photos
©o
¥ o Shoppil
Your meeting is safe it

No one can join a meeting unless invited
or admitted by the host

LMoo 16: ,393mM0bL 33eM03530700L“ B36XMAL 3obLbs s ,,313mM0 EMI030L" sMAY3..
L Drive Q,  Search in Drive

Trash for My Drive
l— New

Items in trash are deleted forever after 30 days

[T
Tll

» [B] MyDrive

» [0 Computers

byMomo 17: mogms 3o ,,baamob” sMhg3s.
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1
T

L Drive Q  searchin Drive

14|
Tl

r My Drive
C3 New folder
File upioad irash are deleted forever after 30 days
ile uploa
Folder upload
B Google Docs
Google Sheets

Google Slides

Google Forms

More >

byMooo 18: sbsgmo gmegmo 986, Bonmal s&30M03s, BmemeaMmoab sG30Mc30.

New folder
[ titled folder
Cancel Create

byMsomo 19: sbsgmo mmeEgmal 3o33090s.

Items in trash are df

Saved Pictures

File name:

Cancel

bnMmsoon 20: Bsnmab 36 gmmeymal sG3Mmo3s.

3Mmmamadymo PBMmN63gmymazal s m3gMms@Gonma Lob@&gdgdal
3obobangds

Update...
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3m3309@9Mh1nm LobEIdgoL goshbos 93&MIsEYMoE gobsbmydol Ladnsmgds, dogmad
bdof d90mb3335d0 A3760 BgdsMm3nl gomadg gl Lognmbo 39M goofygods. LobBgdgdo
39656eMy00L §0b 330L35976 Fg300Mb35L: dobsbenEgl oy oMo A3ab0 LoLEJBs, 3Mmamads,
330353087 330M9330000  sbENMEgds, Mm3 7N3JAJLoOE  dsd0sbgdL  JboMmgdsm
ommymo s Ibdn3o gobobamydgodn, Moi 9783 093336 300gMNLsBMMBMYdNL
M0ab3gxoal goBMmEsl. stoghmbym 300d3000 s go30dgmMmydo: dmd3gmydymao LolbEgds

037(333emmd0l Molgl ym3zgamonzol bhgol.

50 970mb333530 gBsmnMoe gsbznbommor mMmo Hody3zsbn 3mad3ny@amymo LobEyds.
Windows-o > MacOS-0. Windows-ob m3jMmooymo Lob@gdgonl gobsbamgds o
LoMoyymgl oM HomAmoaggbl - MmgmmE sm3603b6g0, 0gn o93@MIsGM Mmyz0880
33030006900  BdoMmm3sL  @obobangdol  dgLobgd o 33930l Lymymxyom
06x3mMMBo30sL. smbsbndbszns, Mm3 Windows-ob LoliEgdsl o33l dg3Mo b>sm39%0 (Bug),
053Mo8 3mB3sb0s Microsoft-o, mdgmmog smbndbym m3gmoBonm LobEgdsl Jabol,
BYLEO 53 3obsbegdgdNm 3RNMMOBL, godmabmMmb Lb3sslbzs baM3zgbgda. Mmame
3ob300bemmm 56 go3zngmm h3360 m3gMmo@donmo LolbEgds gobobmadymos 0y oMms?
580bo30l  Lagoms, 3g30gom bLsfynol 3960mdn (Start menu), 3303 85S30IN
d9335am900 5635M0dnl 3>M>393M10d0 (Change account Settings), s30Mhomo moms30
ULobB90> (System) 0o FofEbgbs AboMgl BIbYIMIB0 godm@Esbogn 8360100 dm3dgdbmm
5 3530Mmon moma3l - 306emmbol g>6s6ang0> (Windows Update). o3 h39b
d9330dmos  36sbmo,  MmgmMmy  gobobamgdol  obGmMos, oLY3y  dg398mHImoan
839065baMy0mM0s 0y oMo A3g60 LobBds.

byMmaoo 21: bafyabo 3x609L gobLbs.
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& Change account settings

B Lock

B signout

e Thomike Zedelashvili

=.-Q-I-9

UyMomo 22: 8g3350m9 5635M0Bal 35M387GM7dB0 goabizms.

m Microsoft 365 OneDrive

LIV
Find a setting Q )_/ DESKTOP enef
2 Rename # Windows Update
ez

System

Bluetooth & devices
(=) Display

Network B intermet Monitors, brightness, night light, display profile

Personalization .o Sound

bnMmson 23: momszo ,LobGI3ab” sMAY3s s Windows-ab gobabamgds.

g

macOS

Mo T9gbgds Apple-ob 3thmndsosl, o yzgmomama gm@s LB3sgzsMmoss - Mac-ob
LoLEB0L gobobaMyds s 8g9m§H3g0s dga3ndamos 89930 dmJdgId0m: J3Mabal Bgws
0ofEbgbs 3nobgdo o3sdghon ,93amal enmamb“ (Apple icon), 33033 o30MhJ3m
momo3l - LobBGdol 35Mm>39B3MI0n (System preferences), 335 3MmaMsdnann
7BMM639amyma3nl 356560m905d0 (Software Update) s ©053533M00 momosl - 3>b556an9
sbams39 (Update now), ol 393850053 H3960 m3gMmo@onmo LobEgds gobosbamegds, 56
0900m{3g0L, gobsbamgdnmoas 0y oo.

Y Finder File Edit View Go Window Help

byMomo 24: ,330m0b mamL” dmdgdbs s LobEdab 3sMsdxGMId0 AgL3m..
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@ System Preferences Edit View Window Help

® iiii System Preferences \‘ 2 |

G v @« © 1 w @

Software Update

Updates are available for your Mac Update Now

« macOS 10.14.5 Update
« iTunes Device Support Update

Software Update

= Automatically keep my Mac up-to-date Advanced...

bnMmson 26: sggMms mamazby 356056y sbamazg”.

3Mhmamodymo  PbBMYblgmymazolbs s  LobBYB300L  gho-ghor  3603369mmM356
0030533000 337060B8L HoMmdmoggbl sbBn30Mmnbn. 0go sMmal ol 8603367mm3560
0bLEMYIY6B0 h336L bgamdo, MMIgbsi dgndamos 89367 3mEol, BsnggdOb,
3Mmamsdg00l sm8m~gbs s Hodme. s6@&030mM7Lol dndsmoymydom dMs3sma3gmm3bgds
839J3L o 93330dm0y, 033M0 Babosbo 07 PBILM 3MmaMsds Ee35ygbmo. dga3ndmony,
00MmIYMo 350033608 smfaMmsl 3o3336mon s adal dobye3zno dossfyzodmo,
Mmmdgmo pBRmMm  LobyMm3zgmos A3x6m30L. My mdds PYbs, yszgms Jomasbl 39Mm
3963060mMa30. GgLod330LS, gedm3ymazo nd 36E030MYLYOL, MmAgmos Windows 11 - obs
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39Mb0sL MBnEnsmYMoc dm3y370s. 30330, gb sthals RAV Antivirus cos dgmtg - McAfee

R\

Security Center.

RELIN3LE ' NANTIVIRUS

RaV Antivirus-0 g3;535%5mob bfMsa3 b3560M705L (Quick scan), 08 80%600, Mmd LHMoxss
dm3mahgbl bb3sslbzs 3MB30YGIMnm asbymaomgdsdn 30MLL o6 85367 3Mmamadsl,
Mol Hodmab. obg3g, 87330dmns s30Mhomo 3mB30nEaMmaols @mMaAs U356n0M90> (Deep
scan), Mm3mob 390063935303 96&030M7L0 FNMNSbs® ©asL3IsbyMadL 3MB30y&yMym
LoLEBsL. BgLedg 39MNsbEN - IM3608bMo nbn3znENsmMYMsce nb Lo3mMEg700, MmBgmas
839039m{3g0s3 33006 (Custom Scan). RaV Antivirus-001 33330demos 3760 3ma830n@aMal,
3509M0bo o ogMmazmbols s33s, Moms s dmbgl Nbgdsmmzm dgmfazs s H3g60
350900y oy BozmmBmbol 3odmygbgds mo3sdLbAgmol dbMosb. 58 yzgmoxmal
3obbmMEngmgds doMm@nzs sfmal dgbadmgdgma, Mog H39bL dogh Homdmeggbom
bnMomydbys boh3zgbgoo.

Quick Scan

for threats in the places they are most likely to hide.
), w ning a deep scan

Protection

may run a bit slow while running this scan.

@ A comprehensive threat inspection of your entire computer
S m cluding processes, memory, files and startups. Your computer

byMomo 27: LMoo, m3s s A3360 gbaenmgdalodgdm LzsboMmgds.

Camera protection ,  Microphone protection
° ¢
- x Keeps unauth parties from us
@  Blocks intruders from accessing your webcam @ = norennsioninoion
microphone
@ Safer Web ~ RAVVPN
Internet content filtering that blocks ads, data tracking, @ Securing your privacy and allowing safe access to

suspicious domains, and more! online content, wherever you are

Install Install

byMooo 28: 3mB30GaMab 3597Mabs s dogmmazmbol b3sboMgds.
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U McAfee | Total Protection

Mo dxgbgds McAfee Security Center-U, ngo 51339 Homamaagbl s6@030MmyLL, MmAymog
0930 1530533000 BNOIE0SL 33001935BMOL RaV Antivirus-ob 8Lgs3boc. dsmo BY6IJ30900
90 8569000L856 36033650mMmmM3bsc0 5 goblibze300g0..

dyomo olizob sdoxzmzss

] BB Windows 11

\.'_4 BitLocker

0Josb 3odmdnbomg, Mmd bdoMmo Mgsamym LozmEgdog 30 oM 39Mm
obBm3gmo  Pbxdsmm3m §3omdnbasdb 3oMmo 3m33oydymym dmHymoommdsty,
SYEOMIO0IMNS, 06eN30EYSMTNMO d3©sE300M0 bgMmbgdn gsdm3nygbmm. ghm-gfhmoo
sbgoons 8ysmo ob3ol sdoxmszs. Windows-ob 1obamgl 39ML0gdL og3o BMbJs0s
»BitLocker”, m3gamos aymobbdmol dysto albiol sE3sl 3sMmaao.

IBomMYMo go3znshmo, oy Mmgmf bogds Windows 11-%9 ,BitLocker”-ob
hofmo3zs oMmsdysmo o Gysmo olzgdol d70mb3gzedn, oby3y USB xk3engd wolzol
dgdomnb3g3sdo:

30Msdg&Mgdo (Settings) > Lomozlbm (Storage) > "83bLogMmydol 896gxB36&0lL" (Storage
management) gobymaznmgds = 8gblngmgdal gossmmmadnmo 3sMsdg&mgdan (Advanced
storage settings) 2 ©ob3g00 ©s dmEymmods (Disks & volumes) 2> ©alizo dmEymmdom
sdoxzm3abozal (Disk volume) > 8mgenmmmds (Volume) > BitLocker @odogmss
(encryption) = LsgnomMgods (Properties) > hsm3zs BitLocker (Turn on) = m3gMmsgoymo
Lobg80L nlzol (Operating system drive) gobymanmgds = BitLocker-ols hotozs (Trun
on BitLocker) = sma360L gobomgdal bomabgmam sbamal 30M0sb@o (the option to backup
the recovery key) | 8960635 A336L Microsoft 56gsfMnddn (Save to your Microsoft account) 2>
99080980 (next) = dbmanme go8mygbgonmo olzol LozmEol sdoxmas (Encrypt used
disk space only) = 838930 (next) = sbosmo sdoxrM3nl Myg080 (New encryption mode)
- 8980930 (next) = BitLocker 81n3smdals LobEgdol dg8mHagds (Run BitLocker system
check) 2 sbmo3zg goo@d3n0Mm3s (Restart now).
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€ Settings

‘ , Mauro H.
“ m_lab@outlook.com

Find a setting

| = System

Bluetooth & devices

System > Storage

Storage management

Storage Sense

Automatically free up space, delete
temporary files, and manage locally
available cloud content

8

Cleanup recommendations

¥ Network & internet Over 256 MB of storage available.
/  Personalization
€§3 Advanced storage settings
B Apps Backup options, Storage Spaces, other disks and volumes
& Accounts Storage used on other drives
® Time & language
Where new content is saved
# Gaming
" — Storage Spaces
K Accessibility
& Privacy & security Disks & volumes
byMoomo 29: BitLocker-ob sdnaz3Mal hoMa3s Windows 11-%B7 (1). fysmm:
https.//pureinfotech.com/enable-bitlocker-windows-11/
—" VMware Virtual SATA Hard Drive 80.0 GB
Disk 2
Find a setting L HDD
g = = - - Online
| = system (No label) 100 MB
FAT32
© Biuetooth & devices Healthy
EFI system partition
¥ Network & internet System volume
/  Personalization (No label) (C:) 79.3 GB
NTFS
B Apps Healthy
Basic data partition
& Accounts Boot volume

P Time & language

Explore

byMoomo 30: BitLocker-ob sdnaz3Mmal AoMa3s Windows 11-%B7 (2). fysmm:

https.//pureinfotech.com/enable-bitlocker-windows-11/
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a 1 == > Disks & volumes > (No label) (C:)
“ m_lab@outlook.com

Find a setting o Paths

Allow access to this volume using the following NTFS paths.

Personalization

B System

= Add
© Bluetooth & devices
¥ Network & internet

BitLocker
i
[

Apps Protect data on this volume by encrypting it with BitLocker

Status: Not Encrypted

Accounts

UbyMomo 31: BitLocker-ob odnaz3Mmals hoMa3s Windows 11-%7 (3). fysmm:
https.//pureinfotech.com/enable-bitlocker-windows-11/

A 89 « Syste.. > BitLocker Dri... v ©C P

Control Panel H ; : i
SR TR BitLocker Drive Encryption

Help protect your files and folders from unauthorized access by protecting your drives with BitLocker.

Operating system drive

C: BitLocker off A

% Tum on BitLocker

byMomo 32: BitLocker-ob sdnz3Mmal AsMan3s Windows 11-B7 (4). fysmm:

https.//pureinfotech.com/enable-bitlocker-windows-11/

BitLocker Drive Encryption (C:)
i

How do you want to back up your recovery key?

0 Some settings are managed by your system administrator.

A recovery key can be used to access your files and folders if you're having problems unlocking your PC.
It's a good idea to have more than one and keep each in a safe place other than your PC.

—> Save to your Microsoft account

—> Save to a file

—> Print the recovery key
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LbyMoomo 33: BitLocker-ob sd0x33Mab AsMoc3s Windows 11-%7 (5). fysmm:
https://pureinfotech.com/enable-bitlocker-windows-11/

& B BitLocker Drive Encryption (C:)

Choose how much of your drive to encrypt

If you're setting up BitLocker on a new drive or a new PC, you only need to encrypt the part of the drive
that's currently being used. BitLocker encrypts new data automatically as you add it.

If you're enabling BitLocker on a PC or drive that's already in use, consider encrypting the entire drive.
Encrypting the entire drive ensures that all data is protected—even data that you deleted but that might still
contain retrievable info.

Ig Encrypt used disk space only (faster and best for new PCs and drives)l
(O Encrypt entire drive (slower but best for PCs and drives already in use)

Cancel

byMoomo 34: BitLocker-ob sdnez3Mmoal hoMa3zs Windows 11-%7 (6). fysmm:
https.//pureinfotech.com/enable-bitlocker-windows-11/

& B BitLocker Drive Encryption (C:)

Choose which encryption mode to use

Windows 10 (Version 1511) introduces a new disk encryption mode (XTS-AES). This mode provides
additional integrity support, but it is not compatible with older versions of Windows.

If this is a removable drive that you're going to use on older version of Windows, you should choose
Compatible mode.

If this is a fixed drive or if this drive will only be used on devices running at least Windows 10 (Version
1511) or later, you should choose the new encryption mode

[o New encryption mode (best for fixed drives on this device) l

(O Compatible mode (best for drives that can be moved from this device)

Next Cancel

byMsomo 35: BitLocker-ob sdnxz3Mal AsMmazs Windows 11-B7 (7). fysmm:
https://pureinfotech.com/enable-bitlocker-windows-11/

* BitLocker Drive Encryption (C:)

Are you ready to encrypt this drive?

Encryption might take a while depending on the size of the drive.

You can keep working while the drive is being encrypted, although your PC might run more slowly.

The system check ensures that BitLocker can read the recovery and encryption keys correctly before
encrypting the drive.

BitLocker will restart your computer before encrypting.

Note: This check might take a while, but is recommended to ensure that your selected unlock method
works without requiring the recovery key.
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UyfMomo 36: BitLocker-ob @sdnaz3Mmals Aoman3s Windows 11-%7 (8). fysmm:

https.//pureinfotech.com/enable-bitlocker-windows-11/

BitLocker-ob A>m0135 dysm dmb>330015 ali3b9 (0309boMydnan dmbsi9d0s enlbibg):

3oMadg@Mgdo (Settings) > Lomozbm (Storage) = "dgblngMmgdol dgbgx8gbBol" (Storage
management) gobymaznggds = 8blogmgdal gowsMamadnmoa 3sMsdg&mgdn (Advanced
storage settings) 2 ©olggdo s dmEnmmods (Disks & volumes) = 8ysho dmboggdoms
©0b3ol sdoxwm3s (a3odboMydne 8mbsggdms alzn) 2> Bmgymmods (Volume) >
BitLocker coodng33mMo (encryption) = Lognomgds (Properties) = BitLocker-ob Astozs (Trun
on BitLocker) = ,,8ysM 8mbsggdms alizol” gobymmyomads (BogdbomMgdymo dmbssgdos
©0b3n) (Fixed data drives) = BitLocker-olb hosfo3s (Trun on BitLocker) = alzols
8960mm330Lm30L 3smmanb godmygbgdnl 8gdm§agos (Use a password to unlock the drive)
= 3sfmmanol d7786s s ssbGMmyds (BitLocker-ob gobdmmm3mn3nbo3nl) = 3380
(next) = aobomadnm smEagbol 30M0sb@on | dgbsbizs h3gbl Microsoft s635M0ddon (Save to
your Microsoft account) / 8965635 USB 333 nlizBy / i3snmdo dgbsbzs / smwagbols
©0yg630s > 338cag0 (next) = dbmanme godmygbgdnmo olizol LozmEnl sdoxyzms
(Encrypt used disk space only) = 838380 (next) 2 sbomo @sdoxzm3znl Myjg080 (New
encryption mode) > 3300930 (next) > sdoxwM30L ©sHygds (Start encrypting) >

sbyMm3s (Close). smbndbnmon 0b6LEMYIs00b dabfmmadol d9d9a, Bitlocker-o @sdnozmszls dogen

AmEnanmosl dyst conls3b.

193



=

Settings

‘ , Mauro H.
“ m__lab@outlook.com

Find a setting

BE \ ¢ © B

System

Bluetooth & devices
Network & internet
Personalization

Apps

System > Storage > Disks & volumes
Disks and Volumes

VMware, VMware Virtual S
Disk 0

HDD

Online

New Volume (D) 999 GB
NTFS

Healthy

IFS partition

Explore I Properties I

€ Settings ~a 8 %
8 1 System > Storage
“ m_lab@outlook.com
Storage management
Find a setting el
Storage Sense
Automatically free up space, delete ( \
| & System g temporary files, and manage locally o @ >
available cloud content
9 Bluetooth & devices
9/ Cleanup recommendations N
¥ Network & internet Over 256 MB of storage available
/' Personalization
£§3 Advanced storage settings =
B Apps Backup options, Storage Spaces, other disks and volumes
°
& Accounts Storage used on other drives >
® Time & language
Where new content is saved >
# Gaming
i e Storage Spaces >
K Accessibility
& Privacy & security Disks & volumes >
30 37: BitLocker-ob homon3s Windows 11-ab 30jbo mbo3930o b3 . fystom:
L. 37: BitLocker-ob Ao Wind 11-0b boMgo: 9mbas390 b3bg (1 0]
https.//pureinfotech.com/enable-bitlocker-windows-11/
= o X

LMoo 38: BitLocker-ob AsMmoc3s Windows 11-0b 30jboMmgdnm dmbs3gdoms al3By (2). fysmm:

https.//pureinfotech.com/enable-bitlocker-windows-11/
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€ Settings - 2 o
a 1 == > New Volume (D:)
“ m_lab@outlook.com
Paths
Find a setting 0
B R Allow access to this volume using the following NTFS paths.
|m System 4 Add
© Bluetooth & devices
¥ Network & internet BitLocker
# Personalization Protect data on this volume by encrypting it with BitLocker
B Apps Status: Not Encrypted
& Accounts Turn on BitLocker
byMsoco 39: BitLocker-ob AsMo3s Windows 11-0b i3ajboMmgdnm dmbaggdms abzbg (3). fysmm:
https://pureinfotech.com/enable-bitlocker-windows-11/
A 8« Syste.. > BitLockerD... v ©C »
R S— BitLocker Drive Encryption
Help protect your files and folders from unauthorized access by protecting your drives with BitLocker.
Operating system drive
C: BitLocker off A
== % Tum on BitLocker
Fixed data drives
e Storage (E) BitLocker off A
e —
byMmooo 40: BitLocker-ob Asfmo3s Windows 11-0b 30jboMmgdnm dmbaggdoms ali3By (4). fysmm:
https.//pureinfotech.com/enable-bitlocker-windows-11/
€ & BitLocker Drive Encryption (E:)
Choose how you want to unlock this drive
8 Use a password to unlock the drive
Passwords should contain uppercase and lowercase letters, numbers, spaces, and symbols.
Enter your password esssssce
Reenter your password  sesessee
[C] Use my smart card to unlock the drive
You'll need to insert your smart card. The smart card PIN will be required when you unlock the drive.
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LMoo 41: BitLocker-ob RofMmom3s Windows 11-0b 3ogboMmgdnm dmba3gdms abiby (5). fysmm:
https.//pureinfotech.com/enable-bitlocker-windows-11/

* BitLocker Drive Encryption (E:)

How do you want to back up your recovery key?
o Your recovery key has been saved.

If you forget your password or lose your smart card, you can use your recovery key to access your drive.

—> Save to your Microsoft account

—> Save to a USB flash drive
—> Save to afile

How can | find my recovery key later?

—> Print the recovery key

Next Cancel

LbyMoomo 42: BitLocker-ob AsMmm3s Windows 11-0b 30jboMgdnm dmbs3gdoms abzby (6). fysmm:
https.//pureinfotech.com/enable-bitlocker-windows-11/

& B BitLocker Drive Encryption (E:)

Choose how much of your drive to encrypt

If you're setting up BitLocker on a new drive or a new PC, you only need to encrypt the part of the drive
that's currently being used. BitLocker encrypts new data automatically as you add it.

If you're enabling BitLocker on a PC or drive that's already in use, consider encrypting the entire drive.
Encrypting the entire drive ensures that all data is protected—even data that you deleted but that might still
contain retrievable info,

I © Encrypt used disk space only (faster and best for new PCs and drives) I

(O Encrypt entire drive (slower but best for PCs and drives already in use)

byMooo 43: BitLocker-ob AsMmm3s Windows 11-0b 30jboMxdnm dmbs3gdoms abzby (7). fysmm:
https.//pureinfotech.com/enable-bitlocker-windows-11/

Qe BitLocker Drive Encryption (E:)
Choose which encryption mode to use

Windows 10 (Version 1511) introduces a new disk encryption mode (XTS-AES). This mode provides
additional integrity support, but it is not compatible with older versions of Windows.

If this is a removable drive that you're going to use on older version of Windows, you should choose
Compatible mode.

If this is a fixed drive or if this drive will only be used on devices running at least Windows 10 (Version
1511) or later, you should choose the new encryption mode

Io New encryption mode (best for fixed drives on this device) I

(O Compatible mode (best for drives that can be moved from this device)

Cancel

byMooo 44: BitLocker-ob s3> Windows 11-0b 30jboMxdnm dmbs3gdoms abzby (8). Hysmm:
https://pureinfotech.com/enable-bitlocker-windows-11/
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& B BitLocker Drive Encryption (E:)
Are you ready to encrypt this drive?

You'll be able to unlock this drive using a password.
Encryption might take a while depending on the size of the drive.

Until encryption is complete, your files won't be protected.

I Start encrypting I Cancel

LbnfMooo 45: BitLocker-ob Asfmoc3s Windows 11-0b 30jboMgdnm dmbsggdoms alzBg (9). fysmm:

https://pureinfotech.com/enable-bitlocker-windows-11/

BitLocker-ob B>mo13> USB 3am98 conli3b9:

3oMaB&Mgdn (Settings) = 8gbsb3s (Save) = "8gbLogMmgdol 89bgx8gbB0l" (Storage
management) gobymaznmgyos = 9gbLogmgdnl goBsmmmydymo 3sMsdy&mgdon (Advanced
storage settings) 2 0lggdo s dmEymmos (Disks & volumes) =2 USB i3angd conlizols
sd0xM3s (encrypting) = 8mEymmos (Volume) = BitLocker To Go osdnxM3s (encryption)
2> Lagnomgods (Properties) = hofmo3s BitLocker (Turn on) = “BmblLbsce dmboggdos
0bggdo BitLocker To Go” (Removable data drives BitLocker To Go) = hofmo3s BitLocker
(Turn on) Lsms3bmbo3zal (MabyM30Lm30l) > alzal gobdmmiznbmznl 3smmanols
800mygbgdols dgdmGdgds (Use a password to unlock the drive) = 3sfmanol 89J86s o
oolGYMIds (BitLocker-ob gobdmm3i3nloznl) = 398aan (next) = aobomydnom
omagbol 30M0sb@0n | dgbsbzs A3xbL Microsoft sbgomnddo (Save to your Microsoft
account) / 3soado 8760635 / smEa)bol sygbgds 2> 938gan (next) = dbmmmme
8399mynbgdnmo olzol LozmEol sdoxyzms (Encrypt used disk space only) = 838cga0
(next) 2 0o3Lgdo@n Mggndo (the Compatible mode) = 898®ga0 (next) =2 sdoxzm3zals
ofygds (Start encrypting) = obym3s (Close). smb6ndbnmo dm9drdnl @sbfmmandnl d1dc09e
019396l USB 3am78 co0ls3 19 sthlsndmann dmbagnddn wsdoozmmann 046903 BitLocker To Go-00n.
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€ Settings

H Mauro H.
“ m_lab@outlook.com

Find a setting

System
Bluetooth & devices
Network & internet

Personalization

BE \ ¢ © B

Apps

Accounts

-

Time & language
Gaming

Accessibility

=X ¢

Privacy & security

System > Storage

Storage management

Storage Sense
g Automatically free up space, delete of @ ) >

temporary files, and manage locally
available cloud content

@’ Cleanup recommendations N
Over 256 MB of storage available

£§3 Advanced storage settings =
Backup options, Storage Spaces, other disks and volumes
Storage used on other drives >
Where new content is saved >
Storage Spaces >
Disks & volumes >

byMaoo 46: BitLocker-ob AsMmm3s To Go USB e3amyd eMman3bg - Windows 11 (1). fysmm:

https.//pureinfotech.com/enable-bitlocker-windows-11/

€ Settings

‘ ’ Mauro H.
“ m_lab@outlook.com

Find a setting

System

Bluetooth & devices
Network & internet
Personalization

Apps

e B N\ ¢ ©

Accounts

System > Storage > Disks & volumes

Ur s s s

BitLocker encrypted

PNY USB 2.0 FD 151GB

Disk 7
Removable Device
Online

21h2 (G) 151GB
NTFS

Healthy

Basic data partition

UEFI_NTFS (H:) 512 KB

LbyMomo 47: BitLocker-ob Ao 3s To Go USB 3amgd coMmon3Bg - Windows 11 (2). fysmm:

https.//pureinfotech.com/enable-bitlocker-windows-11/
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& Settings = (m] X
a 1 == > Disks & volumes > 21h2 (G:)
“ m_lab@outlook.com
Paths
Find a setting pol
Allow access to this volume using the following NTFS paths.
| 8 System E Add
© Bluetooth & devices
¥ Network & internet BitLocker
# Personalization Protect data on this volume by encrypting it with BitLocker
B Apps Status: Not Encrypted
& Accounts Turn on BitLocker
byMooo 48: BitLocker-ob AsfMc3s To Go USB 3em3d oMman3bg - Windows 11 (3). fysmm:
https.//pureinfotech.com/enable-bitlocker-windows-11/
4 8 « Syste... > BitLocker Dri... . c p
w Aaa smar cara
Control Panel Home % Tum on auto-unlock
% Tum off BitLocker
Removable data drives - BitLocker To Go
New Volume (D:) BitLocker off
Turn on BitLocker
r—
P— 21h2 (G)) BitLocker off
# TPM Administration
% Disk Management o
byMsoco 49: BitLocker-ob AsMmo35 To Go USB 3emyd cefMan3bg - Windows 11 (4). fysmm:
https://pureinfotech.com/enable-bitlocker-windows-11/
€ % BitLocker Drive Encryption (D:)
Choose how you want to unlock this drive
{8 Use a password to unlock the drive
Passwords should contain uppercase and lowercase letters, numbers, spaces, and symbols.
Enter your password .
Reenter your password e,
(] Use my smart card to unlock the drive
You'll need to insert your smart card. The smart card PIN will be required when you unlock the drive.
Cancel

byfMmooo 50: BitLocker-ob AsMc3s To Go USB 3em3d oMman3Bg - Windows 11 (5). fysmm:

https.//pureinfotech.com/enable-bitlocker-windows-11/
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[ * BitLocker Drive Encryption (D:)
How do you want to back up your recovery key?

o Some settings are managed by your system administrator.

If you forget your password or lose your smart card, you can use your recovery key to access your drive.

—> Save to your Microsoft account

—> Save to afile
—> Print the recovery key

How can | find my recovery key later?

Next Cancel

byfMooo 51: BitLocker-ob AsfMc3s To Go USB 3em3d oMmsn3bg - Windows 11 (6). fysmm:
https.//pureinfotech.com/enable-bitlocker-windows-11/

& B4 BitLocker Drive Encryption (D:)
Choose how much of your drive to encrypt

If you're setting up BitLocker on a new drive or a new PC, you only need to encrypt the part of the drive
that's currently being used. BitLocker encrypts new data automatically as you add it.

If you're enabling BitLocker on a PC or drive that's already in use, consider encrypting the entire drive.

Encrypting the entire drive ensures that all data is protected—-even data that you deleted but that might still
contain retrievable info.

I © Encrypt used disk space only (faster and best for new PCs and drives) l

(O Encrypt entire drive (slower but best for PCs and drives already in use)

Next Cancel

byMson 52: BitLocker-ob AsMc 35 To Go USB 3em33 oMma03BY - Windows 11 (7). fysmm:
https.//pureinfotech.com/enable-bitlocker-windows-11/

& B BitLocker Drive Encryption (D:)
Choose which encryption mode to use

Windows 10 (Version 1511) introduces a new disk encryption mode (XTS-AES). This mode provides
additional integrity support, but it is not compatible with older versions of Windows.

If this is a removable drive that you're going to use on older version of Windows, you should choose
Compatible mode.

If this is a fixed drive or if this drive will only be used on devices running at least Windows 10 (Version
1511) or later, you should choose the new encryption mode

(O New encryption mode (best for fixed drives on this device)

Lo Compatible mode (best for drives that can be moved from this device) l

Next Cancel

byMmson 53: BitLocker-ab AsfMa3s To Go USB 3emgd oMman3bg - Windows 11 (8). fyshm:
https://pureinfotech.com/enable-bitlocker-windows-11/

BitLocker-ob 3>0mfc3>:

bofyobo 8960y (Start menu) > JmbGMmM 35690 (Control Panel) = LobEgds ©o
boxmobmgods (System and Security) = BitLocker oolzol oodogzmss (Drive Encryption) =
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BitLocker-ob conlign > BitLocker-ob go8mMm3ol (Turn off) gobymaznamgds > BitLocker-ob

aoﬁmﬁ)mgo (Turn Off).204 350mMm350 Fyndamyds 3sMmy39mann comm sbFnmgl, 333A60s, M3 ImEnanmdsH)s

LsmosMN.
@ System and Security = m] X
¢« » ~ 1 @) Cont. > Systema.. > - & il

Power Options

Control Panel Home
Change what the power buttons do | Change when the computer sleeps

o System and Security File History
Network and Internet G save backup copies of your files with File History | Restore your files with File History
Hardware and Sound e Backup and Restore (Windows 7)
Programs < Backup and Restore (Windows 7) | Restore files from backup

UErsATaons q& |BitLocker Drive Encryption |

Appearance and Manage BitLocker

Personalization =

Clock and Region & Storage Spaces
< Manage Storage Spaces

LbyfMoomo 54: BitLocker-ob godmMmm3s Windows 11-%7 (1). fysmm: https.//pureinfotech.com/enable-bitlocker-

windows-11/
Fixed data drives
Storage (E:) BitLocker on A
?‘1 % Back up your recovery key
a4 Change password
Seealsc % Remove password
Add rt card
¥ TPM Administration i S i
# Turn on auto-unlock

% Disk Management I$ Turn off BitLocker l

Privacy statement

UbyfMoomo 55: BitLocker-ob godmMmm3s Windows 11-b9 (2). fysmm: https.//pureinfotech.com/enable-bitlocker-

windows-11/

204 Hyc M., "How to enable BitLocker on Windows 11", pureinfotech, p. 1, 2022.
https://pureinfotech.com/enable-bitlocker-windows-11/
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Mo 9bs 303mEgo LAsMEGBMBJdOL 3odmygbgoal commb -
dmdammmmo dmfymonanmodzdal 3005M3030960

b3oMm Jgdcb3g3590 dMALAsMYdImL 3gmbos, Mmd 3gMLmbsamymao 3ma8307nE&gMo
SMhoxMno 3oblbzszgds ImdomyMmo GamIBmMbobasd s dobo YLoxwmMobmgyds nby3]
96y 303350, Mmammz 3md30nE&ymol. Me 0gdds Nbs, dmdnmymo Ggmaambols
9mbo3g8700 d73M0 Modom 33536 3gMmbmbomyMa 3mB307E& Mol 300g9M30a070sL, FoaMmad
SMol Mogn gobLb3e3707003. 30600086 BmdnmYM bymbsHymgdby 8ydsmol Android-o s
10S LobBgdgd0n, 3obLB3s370700 PLloBMMbMIdOL bofoamdo 0Y6xdM030s. S©STNS6]d0
dmdonmyMm byambsfymgdl 0ygbgdgb 0b6@IbLoMs, gl Lyghm 333 038 mbyby
39630maM s, sbsem BggbmmmagngdBge ©s39380MJ0YMON Y3gamabsnmo 3303530, Gom
dmMob genizmbEs, 06@IMbyE 05630630, bmEnsmyMo Jugmgdo s .9. sbg37 ImdomyMm
GamaBmbdn g35J3L 3n0Moo 0bBMMBsE0S, BINMION, VMEM s 30JIM Fsbome.
500@m3  dmdomyMo  bgmbsofymgdoal PLoxmmobmgds  8603369(mm356  LoznoblL
Domdmocggbl, Moms oM dmbgl Pbxdsmom3m §3mds, o dmbal 0bxrzmmMasgnals
1356mbm dm3m3gds, dmLidgbs, nbBIMmbgyd 0563063%7 f3coMTs s BNBSBLYMN Bofmoma.
bdof dx806373530 533056706 LBLOBYMOL gEBMULESE FMdoMNMBY 53300 JnddaMo.
9L 30 9MHM 3xE S 33935MEIONMIOL 3009M3030360L SE35L.

1339 9036036700, Mmoo 3ob3szmmosdn 3md3nn@gmymo Ggdbngs d3gmegds,
30000M0s BJbmmmangdn s 0gddbg0s sbsamo LobEJdgdn, 3MmgMmedgdn, Mo
Logommgol Bomaam dmbaEgdgol, A3g60 d3gmo dmHymdommogdn 33maM o33symzoamyodl.
130M39maLsE, YLormbmgds Pbs s30§ymo 8gLsdsdnbn 3Mma3nyGamymo &J3dbogobs
5 dmHymdommogdnl dgdgboom. 360336gmm3s60s, A3760 3MB30nE Mmoo &adbogs s
dmdomyMma  bgmbsfym  dmbsg8g000m  8380ymxuBomydgl  300gMLbsgMmbmydal
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bmMmAgoL. of gho-gho 8600936gemm356 Loznmbl 3Mmamsdnmo PBMYLb3gMYymMRBs s
LoLEJTgO0L gobsbaMyds Homdmscggbl.

MmgmMg 3m3309&gMBY, sbg3g ImdomMYM dmHymdommodgdBY[s, Android-o s iOS-
0, 39MomEYmMsE 3300535BMOL LobEgdol gobsbagdsl, 88 cmmb LobEyds 33030006700 -
3obabameogl oy oM. 83330dm0y, LobEGIFs gos3958MHIM™ s gobzssbammm, MmEs s30L
bnfzomo 33396305, gL o  HoMmdmocggbl Lofmoymgl. Android  LobEgdols
8393LoIMHAJOmMoE o6 Fobobengdobonzol Pbs dg30go 3oMedy@Mgddn (Settings)
83900300090 bobEJ87000 (System) o s35F0Mmon momogdl - LobEgdol gobsbangds
(System update), bmenm 10S LobEgdoL gobsbengdobm3zol Nbs dg30gm 3sMmadgEmyodo
(Settings), 33033 3500530000 de35MmAn (General) s s35F0MmM™M M3l - LobBgdals
3obobamyos  (Software Update). hHh3gbo0  LobBgds o0fygdl gobobangdsl, oy
89656My0mMNs s vygbns dmam 33MLNS, sg30HaML, MM LobEgds oM LaFoMmmgol
89065bamg0sL.

' Q. Search Settings & Ssystem ]

System update available

y Sud | cbowd
Volume, vibration, Do not disturb
[ Cestures Android 9 - Pie
Active Edge on, squeeze for your Assist Powered by Al to make your smartphone smarter,
simpler, and tailored to you.

Storage
18% used - 52.53 GB free

@ Datestime
Security & location GMT+01:00 Central Europs
Phay Protect screen lock,finge

Your device will be updated to Android 9 - Pie.
Learn more at android com/pie.

o B New features include:
- Adapive battery and bightness
- Simpler ways to navigate your phone
- Recommended apps and actions based on your
context

Users & accounts
Current user: Owne

Downloading updates over a mobile network or
while roaming may cause additional charges.

About phone
Lolirtg

Update size: 1139.6 MB

& chat, getting started l +  Download and install I

Support &tips
¥ O o arces, pron

byMacmo 56: Android LobEgdol gobabamgds 36 3osdm[agod.s.
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Settings < Settings General { General  Software Update

I

About Automatic Updates J
B control Centre

(Sottware Update 2] | e WER RO
Display & Brightness
Accessibity AiDrop
63 watipaper Handoft
Siri & Search ot
@ Face D &Passcode iPhone Storage
@ Emergency SOS Background App Refresh
N B sattery

0O rivey Date &Time

Keyboard
3 iTunes & App Store Fonts
B wallet & Apple Pay Language & Region

Dictionary
) passwords & Accounts
0 wai VPN Not C 1

LMoo 57: 10S LobBgdob gobobemgds 56 gosdm§agos.

# Download on the P GETITON
\

Google Play

| ¢ App Store

Mo 879bg0s 3Mmamadynam nbBMY633mymassl, 3m33079EIMalasb goblb3zse3gdnm, Losg

Windows-0 5ygb0s, dmdomymdo 33533L 3obLb3e3901tm0 smMBs@o - Android Lob@J8s69
Sl sbgmo s3mn3ssns - Google Play Story, Lo0obs3 LodYsMYds 33573L, 6xdaLdngMo
bS0BEIMaLM s LogoMmm 33035305 godmafhammam. 08 dg8mb3g3sdn, oy Play Story-b9
33m0gssns, Mmdgmog H396 g3dafgds, oM 0dgobgds, d3a30dmas, godmafhammm
Lbb3oobbzs  370-330Mgd0sb  apk  ©oLLNBLESMOMYOgMo  33MLos. dEe
8o00m35mabhobgo, gl dgoxmeo  dgose3l  oJ3gbo dmodomyMmo  dmHymdommdal
053007L300L MoLYL s oM oMol My3mMIgbogdnamo. i0S LobEgBoby BNbJombamgol
sbgon s3amagsEns - App Store, mdjymoE 03037 860367mMI0sL SLMYMIOL, Mol
Android-o, od3s i0S LoLEJ8sBy apk 33MLOJONL oygbgds dgndmgdamons, Moy
9Ma39MoE PazMmmnbmydal bamabbl Bal.
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ML 093M0 30Maa3L AMdamMYM BImIBMOBUL. 5JgEsb godmdwnbamy, Nbs 303mEym, Mo
09M3330 8oa35hbns, My dgazndamns, dm3ndmddgemo dmdomymo dmHymdommmdol
dmbodgoboe. oy hH396L  ImdomyMBy  oygbos Android LobBgds, 83330dmoy,
3m330y@ghoo o6 Lb3zs dmHymodommdoo d3300go Lodogdm LobEJds Google-by,
ho3Hatmmor 0bgmobymoco: ,,03m39 hgdo GgmgBmbo" (Find my Phone), bosi mazobm3ls
53@MM0BoE0sL Gmail-ob LodPsmMgdam. gonm3zsmalfnbym, 08 JxBMLE0M gsnshmm
53GMM0BE0S, MmIgamoi dmdomym dmHymdommodsBy gnygbosom. oy h3gbo §amgsmbo
hofmorgamos, 330h336900L, Lo shab GymodmMoymo. bdoMmsew dm3shnm GgmaBmbl
00000396, 98 890mb3g3990 o8 dmJdgcgdal gobbmMmEngymgds 873l oM 33s5damg3l,
093Mod 0y dmdomumo dmHymdommds 3g806333000 ©o339Magm, 56 03 30Mm367040,
30063 AmoonmyMmo dmag33sMms, gL 33M Fosom3smobfobs s Ashoyymo  EsEM3Y,
SYEOMIOMSE 303M300. dbJ3], JU 339dmMI3L LOTYSMIOSL, FmdoMYMO I3OMMIMD,
§0380mmor dmbs(3g8700 s do3s0dEnyMmaon bam3sbo Logbsma.

@ iCloud

Sign in with Apple ID

Apple ID -

Keep me signed in

Lob@gds i0S-B9 oLY3]) BomBo3zs dgag3ndmoas H3g60 dmodoamyMmo dmHymoommdols
9mdg0bs, s80bm3nl LognMms 833030 iCloud.com-%9, Lowsg dMag3mbmsl, gdoznsMmm
53¢ MM0BoEns, 97038 393306L060L MY3sl, LosE 306060301, Lo ool H3gbn
Gaayzmbo.

€3 Bluetooth’

SPECIAL INTEREST GROUP

dmdomymo dmHymdnmmonl Ploxszmobmgdobmaznls 6s goznmnzsmalfnbmo, Mma nd
0900393580, oy o 30ygbgdo Bluetooth-U, by gosdmzmommo, Moagsb dgodmyds
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03©s3Lb37gmas LmMgc Bloetooth-ob 3gsdmyybgdnm dgdmomfomb nbgdsmmamo h3gbl
dmodomyMm dmfHymdoammosdo.

06®9Mb3&00sb IMAnbamg Loxzmobygdn, MmagmMm 330333500

530 3005Mbo3M3330

8bmxamom n8ybse 839305 G3Ibmmmannm 80w§a330L, sbom, PBMM JBIIGVM
06@9MbyE39380MbS s BoMEn3 3M3Nb03s30sL, MmMA LobmasEMIOs smafMm Badmmdl, Mo
Mmgmm BJ0s, nomImlb EgGsMIYME smoms3z0l s0bEIMILYOL, Mmamm 358ysmgdm
dom@ 0350 06@IMB7E 0L Lodnomgdnm 3o330MmL, MmamM 35335Mgd0M PodMs3 Logddgl o
sy 890093

ommmb s dmmb, My sMmol gl 0bGIMByB0? Bobo LMo ELLLbIMYOss:
"International Net",?% fs3 Jofmnymoc 60365306 LagMmosdmmabim Juganb, sl ,,8bmBmaom
Jugambsg" Hmg0gb. 0bGIMbyBn oMol ammdomyMmo Jugmo, Losg MsdMmozn
3m330939M0s ©835330M70mM0 gMNFsb301056. 080 JBNdBIdS IP 3MmE MMl cos Jabol

C @

dmEom, gGsmyMms gobznbommam, Mmgmm bgds 0bBgmbg@ol dmbdsmgds, Mo

3MmOsMYM LonbxzmmIsom LnzMmsgL.

©s7333mo  bLo3mEggdn oMLgdMOL o MmgmM djxodmgds 0030056 s30M0EMM

205 Terra J., "What is the Internet? Reviewing the Basics", Simplilearn, p. 1, 2022.
https.//www.simplilearn.com/what-is-internet-article
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3m@mimmo, Mmdgmoi dymobbdmol, mMmmd h3gbn 303000 ogImons. bdoMm
078006373580 dmMAbAsMdgdn 58sl ynMmomgdsl oM 5333306, dogMmod gL dogmosb
960336gmm3960 Lozomblos, Moms s3@mMMaBgONMo 3m3Nbogsgns oymb A3gbLS o
Lgfzgmlb dmMol. gb gnmabbdmdl, Mmd h3gbL 3M330yBghnm dmHymdammodsLs s
Lgfzaml dmMol Bmboddgdn ©IEIMNS, ™e3wsdlbAgmo 33M Bmobgbl 13sbmbm
hofMg3oL o 0bxzmMMBsgnol dm3m3gdal. 88 dgdmb3g3sdn Mabil Homdmaggbl mbmonb
dm30630, s130mMaOMoE YOS 39330Mgm, MmamM 370-330MBY 306MMENImYdM
5mMb603b6ymU.
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PUBLIC INTERNAL ONLY CONFIDENTIAL RESTRICTED

7 Highly sensitive corporate

Data that may be freely Internal data not meant for Sensitive datladtha! if data that if compromised
disclosed to the public public discl e - altict ocoal:alion: 7 could put the organization
P financial or legal risk
Marketing Materials Battlecards 1P
Contact Information Sales Playbooks Coéma?s wlt': Viendors Credit Card Information
Price Lists Organizational Charts P! oy:fc VoS Social Security Numbers
etc etc PHI

Bogams 4: 3m3B0EIBENEMIMMdAL mabo EMBY. fysHm: hitps://edge.siriuscom.com/security/7-steps-to-

effective-data-classification
5mb03bymo 3mobnxrnlzsgool 8obg300, MMasbnBoEnsdn gobsfomgdnmo Nbs nymb
056593MmBmgdBY Lb3oobb3sa35M0 §3c0mao. dogomomobonzals 53000M0
mMagsobobBosns, MmBymog 9dLbobnMmgds LobBmagsmgdsl Lsdgwosndbm Lggmmdo. o3
9900393530 9708l bgamo 30yH3gds 3533096@ 0L 3nMoe AmbaEgdgdby, BoaMsed byama oM
16 901h30gmdEgl  BobsbLYM  ASbsHIMgoBy ob  Lbls  Lobol  LybLoGoyMm
0b6x3mM3o305%Y.

350myma396 50939 7 6300xL AMb>39001> 79399A M0 3am5603035300L0130L, MMAJenoi3
50939 99399EMM0 063MMA>300L 333506 FNAMLEIMOL:

297 lrwin L., "What is ISO 27001 Information Classification?", ITgovernance, 2022.
https://www.itgovernance.co.uk/blog/what-is-information-classification-and-how-is-it-relevant-to-iso-
27001#:~:text=What%20is%20150%2027001%20Information%20Classification%3F&text=Information%20classifi
cation%20is%20a%20process,granted%20access%20t0%20view%20it.
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Phase 1 Phase 2
Project Deployment/Data in Use Discovery/Data at Rest

=0 ?)))

Information
Security

Complete Categorize Data Identify and Monitor and

Risk Assessment Types Classify Data Maintain

Develop Formal Discover Location Enable Security
Classification Policy of Data Controls

3031Ms 5: dImbs339ms 939G DM0 3emabnaznzaznal 7 Badoxa. fyshm:

https.//edge.siriuscom.com/security/7-steps-to-effective-data-classification

1. “bmmamo bybboBE0mMo AMb>373900L Mol 3ol d9935690> (Complete a risk assessment of
sensitive data)
356L>Bm3MyIm 093960 IMbs3IF> 3056030353006 dnB6700 ASLINOMIOSTY EIYMPEMOND, MMAIMmoE
dmoEs3L doMmoose ©s06BIMabadyam dbsmygol, dson dmMmol, oyMoconm > d0Y69LIMoINANI00L
m0E9)M100b Aso3amnon.
2. aammdsemmmn 30m5603035600L6 3mannBninlb d901nd>390> (Develop a formalized
classification policy)

“Smb0dbnann 3mand03> 1bos nyml >031md690Mmn 3Mm0bi0390Y9, S0 d9dmb3935dn Lb3sSLL3S
29U39MB700U356 > MMES6NYIENIONLES6, dJndamgds Lb3sEsLb3S 356L>BM3MIO90n dIabsgm, dspMmsd

Us9fMmom x>3dn 5mbgdmoL bsdo domnomsn 3Mnban3n, MLy bdoMmsw CIA Triad-b 1fm©9096, J>hormaso
20906 dmamms ,bo 50 90 GM0sEs“:

o 3mba3nr630>5an1MmO> (Confidentiality)

>mbndbyann Bmdgdn bsgnmms donmmo 0dobozol, Mmd 0bxzmmdsgonl stss3¢mMmnbrdnmo [3comds
S0f0Emo 0330056, 53 3Mnban3oL dnbsbos 39MLbmbsanyfmo 0bxmmdszool 3mbznIbENSEMmMONL
3965mAn690> @5 0dol PBMM639myma3s, Mmd ol bognmann > byandobshzemdo oyml dbmanme 0d
30M900L030l, MMAIM9OLSE bFnMmgds0 MmMas60Bs301m0 U39d056mdnb;m30b.

o doagnn>bmods (Integrity)

3M063030 dAmoEs3L 33356 Ambs3I37000 3M553BMMNYIONMN 33e0a70700U356 (505870700, fsdas @
Ub35.) daM056MmdnL 3M0bEN30 NBMN639mMyma3l dmbs3gd900L bobnlBIL s LsbMmmMOsL.

o bygamdolsf3emamads (Availability)
30063030 anolbbdmol, asbscomlb 3mmamsdnann bobBgd100 > dmbsrdrdn Lmmsc byandobsfzcomdn,

dmAdbadsmydamrdol Lsdommgonl dnbbno. byamdobshzemdmonl 3Mmnban3ol dobsbos B76manmannn
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063M>LAMMIENM0L, >3am03530900L> ©5 dMb>370700L byandolbs>fzomdmods, mmeibsg obnbn LyFomms
mMa>60B330mm0 30mEaboborzols 56 mMmas60bs300l AmAbAsMmIdangd0boznl”. 2%

The CIA Triad defines three key principles of data security

protected
by CIA Traid

Availability

3031My 6: CIA Triad gobLabBmzMazl dmbaEgdcms PLasgzmMbmydl bad doMmocmse 3MabE3L. fysmm:

https://www.imperva.com/learn/data-security/information-security-infosec/

3. “OmbsEydons Bn390nb 35873mmnYsEns (Categorize the types of data)

093M0 MM3S60V5300L dMMOIMNLo30L 350m[39356 Fsmamsagbl oy My Lsbol LybbnGnnmo dmbszydidn
5MB70MOL dols mMas60T3NSdn, AsaMsad S1ENENIOMI® 16 a5HNML MMas60YsENS0 Smbndbnann dsennlbd)3s,
M0 3©aNbEIL, 079 M Lbnl 063MMAENL036 573U L5709, Mol dE93>SE 07013300905 Nb3MMASENENN
7b503M0bMIO0L LAMBI305. MMFSE0BSE0S &Sm0 16 bizndgl d909a 30063707 3sLmblL:

3M0968900L5 05 35MGb6NMMIONL M IMb3ITIOL 53MmM390L 0193960 MMEs6NLsENS?

M5 dmbs3390L 9360l 0s00 dglisbd?

M5 bsymomydnl dmbsendiol Jdbnon ?

M5 BMs6Y39300L dmbs390900156 337307 L7999 ?

M 5m0b 3mbaznrbinsanyMo s M SMs y39ams d93Mmm390mann, d99060ann dmbszgdnsb?

4. 03m3700 (303dm3hnbym) 0193960 dmbs30G700L deogdsmamods (Discover the location of your

data)

093966 mMasbnbsposdn dmbspndidonl &n3900L a0l d9dcgp, 96nd369enm3560s am9F&Mmmbynn
I5G3mmanl y390m> S03nannls SmdmAgbs, bsss dmbspndidn nbsbgds. dmbssdos b330 mMasbobsanol
J03b00 5 35M70 SM0l F535M0. MMFMM 0656536 5 SB0SMIOL 0193960 MMAFS6NVS30S IMbSEIFIOL Jnabnm
©5 33Mo? 0y96900 9.0. d9bbnaMrdol mbansnb mmMmmoeOL? (MmamMmnpss OneDrive, Dropbox s Lb63s).

208 Imperva, "Information Security: The Ultimate Guide", 2022. https://www.imperva.com/learn/data-
security/information-security-infosec/
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0Y969007  mMpsbnbspnsdn  L390n56mdnboznl  dmodoennm  dmpymodnenmdgdL?  smbodbnemn  dooamas
537605070500 SM56BMNIENM0MIONIn dmMbsEIdI00L 063968500l ©33769M0M705d0 5 0dol SIMAbsdn,
007 3o 0656905 0793960 3m3356000 Ldmann dmbsi0900. 50 drammd70dn drandannsc 3s0moyrbmo by33560m
body3700, dmbsirdos 3mb3fmIENM0 G03900 56 3mMA>E700, Asasennms: bsdionsnbm Asbshamol bmdmyodn,
bmgosenmfn nbs03mobmgdnls bmdMmydn, bsmicond@m 05mMs0900lb bmdMmidn s Lb3s.

5. dmbs33dr00L n036B0 303060905 05 3amsb0c30 330> (Identify and classify data)

sl 090c09p, M35 3503700, Ly 0656905 073960 dMbS373900, F930dmM030 530l 900093 NIb6BNRBNENMIOS S
3560930300905 dmsbnbme ndn@md, mmd d9dcgs drbsdangdrann nymb dson 5335, 019396 dI3ndamnsm,
mMps60Y5305d0 ©569MaMo x5Mmndgdonl M9300n, 567 ©535Manem 0b3mdMmsnsYy drdmnmmor 30b56L1mMma

as005b565000.
6. 3mbBMmmannl Astho3s (Enable controls)

S160aNI09a05 3mbBMMnnl 99560839000 As0mysannd70s, bsdsB0lbm 3009MmMbs03MbMdNL Bmdgdnl dnmyds
©5 3man@niol as6Lsbm3ms 0nommgnann dmbsidol 3emslnaznssenols dnba300. b F330>30aMI0m),
7BMMmb39emymor d9b50590b0 F>5HY39GNMI0700. dsmsamn Mmolisnl dImbg dmbsindidn dmombmsl 530l
> oMmb9l, bmanm anmansmfms 305am0 Moliol dimbg dmbspdgdl by3amrdn 33> btnmegds. 019376
dmb3339900L ombnl dnby3000 F930dmMN307 A5656MMENIMMo Ybs3MmMNbMadNl d9bs03d0b0 3MbBMMan..

7. dmbn@mhnban s d965mAnb90> (Monitor and maintain)

ym39em030lL GV 1453000 MMES60T5300L Mbsidms 3cm36003035300L bnbBr0700L dmbo@mmnbanbo;znl s
0500 YLsb65mAMEYOMS. 3am5L0330353006 3manndn3s 16s nymb 00bsdnmmn. smbndbnamn nbeos nyml bdnMmsco
356b0an35000 05 F5b56aM)0300, MMAIM0E doMnossce dmnps3b, dmabdsmydamadl, 0m ;537960 LobBgdrdon

096905 s 3 bdnmsco 3sbsbengdscn, bomdab bistnlbbin dmabdsmidammiddn 096905 dsasan”.?%

bdom Jg8o;b3g3900 mMmMEIboBOENIdn o3l oMoId3b Lo  3mobonagogsinals
AodmMysmndgdsl s Ploxrmobmgdol bmM3xdaL oE3sL, MoEasd smbodbymo Laznmbo
§omdmocagbl d3znMmomomadyml s oMol dMmdsBg3zsen, Mmdgmbsg LioMmgds
3mb@Mmmmo s dbBo ymxyzbs. sMmos, 3oMmgn o330Ls s 0bxzmMBsgnol dgbobzal
3mm0@03s 8ggb88sM7xd0 Bmboggdmes bozmadals 8gdnMgdsdo.

h396 337 536036700, MM3 0bBmMIszopmo PLlorMbmgds sMol domnsb

Bomom bgghmm, MmIJbsE sbJ3] VoMM MO0 SBSLNSMYOL s bAoM dgdmb3g3sdn
2L 9sMENbMmdom sl gsdm§3gnmo.

209 Fck T., "7 Steps to Effective Data Classification", Sirius Edge, 2019. https://edge.siriuscom.com/security/7-steps-
to-effective-data-classification
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M5 Lobab JugeMgd0 SMLgOMOL Abmazemam AsldE oM s ML
6096536 YUogbm JLlgma?

Wireless and

wired networks

Mo Lobob Jugmgdo sMlgxdmMdL AbmBmom BsLdBSd0M? sLgon 3omb3s 8xndmgds
y39mms h373600856L gonhbogl - LonbEgmgbms, Mmammoas 8scn dndomdals 3Mnbisn3n?
dbmxazmom dsbdEo00m g3533L MmgmME Logbosbo, sbig3g YLoEgbm Jugmgodo (Wireless
and wired networks), hmgLsg Lob3oMoo 35303800700 dMHymdNMMOLl 06EIMBYES6
56 Modg JLymMmob. PLoabm Jugmgodo dgeol yzgmobozol bmdomo dammornbo
(Bluetooth), 3500350 (Wifi), 96 903 Lo (NFC), 0b6o3fmsmacn (IR). denyyonbol godmygbgds
bdoMmo  bgds, mMmeabsg gho  dmHymdommdsl  30350300Mg0m  BgmMgLlosb.
dogomomose, 99330dmons, LBAsMEBMbN o31393d0Mmmo 8sb67obsdn AsBmMbESI0M
AmHymonmmosl s dmonmyMmosb 33smomo dnbogsemyMo Mgg080, 8567Jo60S0
3135Lbmo BoMYOL s a3MY3Mo.

‘:@ @

Wired
Computer
\\\ Access Point JJ
~
N—~"

Wireless
Notebook

Wireless
Print
Server

Wireless
Computer

Network
Printer

Network
Printer
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bnMaocn 62: MmamMm 393smdL bodbasba s PLsEIbM Jugmgda. fysmm:

https://www.pinterest.com/pin/464011567858877829/
Mo 0999b900 350xs0L, JobBy dmobm3zbomads ymzgmemoymoe abMmlds -
5gbg0mydgd0, Mmdmadoyg JOLLENMIBNSE LSBMaIEMIdSL, mo;ddal y39masb
bgamdoboH3mBns NLbowIbm 06BIMBIBSL §3eMmTs. gammdsmmymo 0bEIMbyEnbagnals
306m090d0 byamdolLo§zemaos Jnhsdos 0. 300850l 333G IMAL ©E3s YFIBILHomo
6700 3smmmol EsEJIONM - Bogomoams, Mmegbsg MaLEBmMMsbAn dn3wn3sMmm, ndsy
30M33330, My 3sMmo NEJ30 3508330l LobdoMmgby, Moms g3dmboal nbBMBIE MO
030mBs. gl bgds ndowsb godmdnbsmy, MmA ,,0mMmmBds 3539M7d8s" 39M dgdammb
30050187  JoMB035  093sLLBAS o  LobdofMmol  3s3670muMa  B0BBIdALON3AL
8308mygbgds. 3smmeon bdnMmaoco 39M sbgbl Jugmol sE3sL. sbg3g Mab3L HomBmowagbl
obog, Mdm3d ,,0mmm@Eo 3533M700" bsbsbab m3000mb J8bash Moy, P3shmmm 3s0x850L,
bosi dgndmyds 3EYBEI s YOMsMmE ©ss3s3d0mmo og3gbo 3ma330n@&ymymo
ImHymonmmds 36 dmdnmyMo GImaxmbo, Mol dx0wa53 00J396 Bgdnom dLb3gm3mo,
0J3960 8mfHymonmmds s 0bxammBsgns o8 dg8cb3335d0 0gbg0s s3gMo olg, MmA3
dg0dmyos 39MoxrmL dob3go.

3)))

Py =50 7 @ [

h396 sbg39 396LYBIN NFC o IR Bydbmmmans, Mmdgmog 06@JIbLoMa godmaygbyds
©M)356Im Myommmosdn. NFC @gdbmamans 33@fomao god8mnygbgds 05Msmgomsb
00000880, bmemm IR oMol  G3dbmmmans, Mmdgmos  Lodgamgimdnbossgom
Amfymdammogddns AIBMBESIgONMmN, Mog  Ladyomgdslt odmgszs, dmdomyMom
300Mmonmo Lb3oabbzs BmHymdnmmdyd0.

Long distance control
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Mo 3796900 PborMNbMYOSL, 0060 3 ML SEYMN YOIOSMN3M H3EMB0logsb. Pbs
993339mm, 8ogLndsyMmo dm3zsbnbmo h3gbn Gagdbmammagoynma Bmfymdommogdals
390560y, oM 3533300 30MdE0 NBEBMMIS30S, S 30 3BSEM™ dMsbsbm Jugmgdmsb
053539060700, ©335Y7x6mon Morymoa 3sfmengdo.

Mo oMol VPN, Ma@&ma 3707865 oo Mo 396J300 v30LMad BoL?

VPN-0 §ofmdmocagbl sj@yomum Jugaml, Mmmdgmbsg dbmxamom dsbdGsdom

oMM 558056086 ©sfhygonmao, ,,d0mmm@o 3s3ghom" sdmse3zmgadnmo, nygbyol.
VPN-0 333065 &33bmmmaonmo dmHymdommogdal dfsm8mgdgamds 8ggs 3md3sbos Cisco-
3. omaL 063IMbyELN3MEIT0 PsdMms30 Labol VPN 3thmamasdsl dgb3c0g000m. e dggbgds
Bmgooe o3 Jugaml, 8obo P30M3gamgbo  B0Bsbo oym  EoLESBEOYMo  39330M0
dmdbsmoym obymym Jugamdo. dom@o3s, Mmd 300J300), MobsddmmImydo,
Mm3mgdng oM 3P3smdEbgb MmBnbidn, dgdmadmsm Mo305600 LadbsbyMal Jugmmmsb
053539060905. ML VPN-0b &33bmmmansl bbzs yodMaozo 0sbndbnmgdamss nygbgdgb -
dogomomase, Mybgmdn VPN-ob 8m3b3sMgdgmoms Momgbmdsd dmnds@s dsl 83873,
Mmo3 3m335600 ,,3995“-0 F9BMNES 019306 33035307067 ©o 370-339MEYdBY f3oMBo.
VPN-ob Lo8psamgdonon  blos Mgaombol  33amogmgds oMy  ©mbyby, Mol
990939m00ms3 Mnbgomol dmJomsgdggdn 35063 Lofmggdamd]b smbodbymo LmEnsmnmMa
Jbgmgdom. gb Bgdbmmmans 333b8sMgxds YLsBMbm 35380M30 L3S JugmgdLH - h3gb
d9830dmos, VPN 3s8m30ygbmo yloxsmobm 3o3d0malon3anl. smbsbodbszns, Mmd oMol
J33y6900, Losg VPN-ob 3s8mydbgds 0bBemyids o6 LOmYmsE sMalb s3Mdosmymo.
“00900500)5Y7 s5aNM000 8 dngmnstn Ss00560 6M3MmmoOL, bmaenm 5 dogmosmoby
0790 dmabosmo9amn 0y9690L n6EIMEIAL, S797956 2022 fremoboznls VPN-I ossbanmadono
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1.2 dogmostmeon 500530560 0y9690L”. VPN-0ls dmabdsmdgamons y39amsPg oncn Msmgbmos
nbommngsb 45 3mmi6Gn, bmanm 063mb7B00s6 42 3thmegbdns”.?10

Biggest VPN markets @

Country
H
%
8

Saudi Arabia

Market value

a D surfshark’

3bMogo 6: y3gmobg aa VPN-0b dmdbdsmgdgmo J33ybgdoa. fysmm: https.//www.websiterating.com/

“2027 Gannlbozols VPN-0b 050500, byzsmsmome, 107,5 dnanasfco comansml dosmfzl”. 24

210 Ahlgren M., "How Many People Use a VPN? (Usage Statistics for 2022)", Websiterating, p. 1, 2022.
https.//www.websiterating.com/

211 Carter R., "The Ultimate List of VPN Statistics for 2023", Findstack, p. 1, 2021.
https://findstack.com/resources/vpn-statistics/
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©sl3360

BoJG0s, 0b6GIMbgBLO3MENL HomIMIMdsd o 838073 300gMLsMMLIJONL
3ohg603 MoogomyMmo dgE3oms JogmdmMomonl 3bmdngMmgds. dg@oy, Gogm Mog
bO30006900506 O393F0M7d0c TgoE3sms Mmgmmi Boamdgdo s BmMAJd0, sLY3]
dobosmbo. 06@3MbyBLOLEIIJOBY  s0gm  PsdMo30 sMan, 33mbma3ngyMmo
9085Mmomyd700, LsdbgEMmm 0bEYLEHMNs s Mmagmma Bdmo 360865, snfym
3obLb303309m0  M3700lL g3mgds - ofmgosmmymo oby d7aMmfys Mgosamyml, 333 oMb
396Lb353905 s 080l godmMmhg3s, MmIgmo NBMM EaL Hobs 3msbby, MmBmaoc nfygds
5 mImoo do3zm@os.

Bbo@m, g3mzazdomon, s83Mn3nl dggMmogdmo d@&o@g00 - go3emgbnsbo J3gybgodo
s 8600369mm3560 mMasbabogngdn 0o30860m mal §Habfogl 1333 005BY 933076,
Mmgmm dmoagaMomb s ss0smMbLMB Lognmamoa oy LagmmsdmmMobm 300ML03MEJ700,
Mmgmm gonhomb HobssmBggmds sndmmhomydogm Labgmdfoxmydl, Mmdmyodos
990hbgnambo  sM0sb  3009MBY3MOMIMOSLS o  300gMmMo3slb3g0d0. Lsdfnbofmmeo,
Mo8gbndy  dMozomMmopbm3sbds J3gysbsd  dLasgLo  JAgadldo  gho-gho
3M0mM0BGIBo® gonbss s Lagymamo B0dsmmnmgdgdn LHmMma nbEIMBbyELN3MENL
0530L907M goabsHomgdsby soam.

01930339 S 38653537700l 3odm3mgbs, 3003MGIMMMNBINL 3on367073mMyma3y,
39670@MmamMYds - ML gl Lozncbgdo 0giss Fos3zsm 3odm§33330s© JoEMOMaMdALZNL.
Mmd oMo g3mzezdomals, s83Mn30L 8g9MmMOYmO0 3BoBJO0LS S BaGM-b Mo3Yds,
MLy s dobn LaGgmo@o bdbgmadHoxmgdo 37@LESBIO0300 IMIEIOdMEDBI6 Bongm
06&aMbyE&LN3MEIL s Y3oMmmdme dMmnbma3l0bgb dob go3mbEMmmydsL.

MmEgbsg  3bsPdMMOM  3009MLN3MEg80  HomdmImooam  3MmodmMydgols o
Logzmobggdby, obg 67 39308300, momImb 58 LBgmmb Loboggom shoxgma goshbos -
3oMmodoom, gl gobmozon  sMmbosbymo  3Mmamglbo s  MJ3mmusonmo  Bab@mao
&3dbmammaonmo 80m§3300L zsmbsBMmobno. dbagszbo Gagbmmmannmo MI3mamys0s,
Mmmgmmog 83-20 Loygnbol dmaML s 21-7 LdY3NbaL ELLsHyoLdn Bmbrs, 330JMmMdM,
Abmxzmom obGmMMOsL oM sbLM3L. My J8s YO, 3o3s Hemgda, Len3nbxgdn, 0dbgds NBRMM
93¢0 80mH93900, 353M8 BB, 88 9&S3B7 Loxnd3gmaoa Asgysms Momsg nbgml, Moy
obanmgl bobdn sygnmgdme 3sdmnfH3g3l sMbobymm boggmgl, sthbsbym sx3gmgdgdsl
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&a3dbmanmaonm bzgmmdo. d1bgdM030s, Loss sMab Loggog s Hoblzms, nd3g ~Abgds
omm@gds o 3Mmomgds. ob, Mmd gl 3009MEsbsdsymn  LEIGOLEINMO
035mbsbmoboon  933g00Moe ool goBheomon, gl dob3nmmodgoymos k3360
dmbsbmgmodnl 36mdngMadol sdsma mbom. 3g9mobbdmdm 3bmdoghmgdol sdsm
mbgl 58 Lzgmmadn, MM Lagmorm xodd80 LodoMmzgmm ym3zgmm3ol gobsmmgdym
Lobgmahoxrme n3mMIdMES s n3mIds. LHmMgw A3gbn §oagbo ©oggabdsmgdsm 0d
9amadGMmbam s 3o dmMmol Mysemym mednMnbmyddn gbsd33mmg3o, ool ML
3b5m3MmoL s dMmm3s§amdL dogmo 3omdmomds.

Loy dMMMEJOSL 356LgbxdM, sEnmMIdM 0337 NbS 396Lgbmo MyPLgooal
BIEIM30s, Mgl dobn bgmalyamgds bAnmo sbLYbgdL daMm3nm nsMmomb. yzgmsd
30000, Mm3 gb 0gbgds LMYMo JoBILEAHMMBS  oMdOMaMdOLO3NL. oM  sMal
godmMogbnmon, o8 Jgdo;bszg3sdng dbmemme  3x3063006 BoBbooy  HedmHygdnm
3MmM353500smsb g3gmbgl Logdy, dsaMad 30300 My, MYLIMOL bobosmo s 01670,
396 336MO0m, 3Mydmon bod3nmo oMol 835y Hodblmgmo. s30&ma dogmo
dbmxamom 3smeEgdnmos, H0b smyaggl MyLym samglbost - bo@ma, g3tm3s3zdnmas,
539M030L d79MxdnmMads 3BsEIds Ybs dxndndomb 3G NMa 3Mmamsdgodn, Lowss
yBsmyMmoe 07605 dohamoamo 13Monbol  obdomgos. BOJBHMOMN35©, Y33mo
§00yY30638s J39ysbod 0e30L0 FosdHy3ado LoBy3s PO6Es MJ3sL s gl Lagdoomss
390mbo@mb.

H396 of 30300, M3 300073 MBIb bobl goagMdymegds. BsMmamons, H3Monbol
06@7bLoMaco gbBamgdnsb dmHnbozy J39ybgon, Bogmad sbsama@nimbgool 8@303gd00),
qL Lo3BoMmabn oM sMal. Mol bgds Mgsmumo Mol 30Mmol0d0, Mmncgddol ngn3g bgds
30M@Gnomymo m3ol 30Mmdlddn, 567 0b6@IMbyBLO3MEId0, Mog Smbodbym Hoabdo
Romome  gozssbosmobgo s goblabomgo. o8 mMmo  dm3mgbols  gobbomss
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APT (advanced persistent threat)
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SCC (Supreme Cyberspace Council)
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IRGC (Islamic Revolutionary Guard Corps)
0M>60L nbansdmmo Mab3mdama3ol MI3manmE0nMo 33smeEnol 3mMm3nbo
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SCADA (supervisory control and data acquisition)
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DAM (Digital asset management)
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CPC Corp (Taiwan State Energy Company)
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ISMS (Information Security Management System)
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1ISS (International Institute for Strategic Studies)
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CIP (Critical Infrastructure Protection)
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INCD (Israel National Cyber Directorate)
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JCPOA (the Joint Comprehensive Plan of Action)
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MOU (Memorandum of Understanding)
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