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ABSTRACT: In modern conditions, the nature of the information-military struggle has changed significantly
- it is increasingly taking on the characteristics of a hybrid war. The emphasis of the military struggle is shifting
towards the practical implementation of information technologies. At the same time, informational and
psychological operations, actions and actions are gaining more and more importance in achieving political and
military goals. In the article, using the example of Ukraine, the issue of the distribution of sources of information
and military danger according to their origin and internal nature was considered, specific manifestations of
information and military danger for the country from the side of the aggressor state were given, general reasons
for ensuring the national security of the country were given, and principles were formulated that have be laid in
the basis of the activity of this system. The proposed functional scheme for ensuring the information and military
security of the country. General recommendations on confrontation in the information war have been formed.
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Introduction

The existence and development of modern states is closely intertwined with geopolitical and
geostrategic conditions and largely depends on international relations. At the same time, even more
importance is given to ensuring national security - the state of protection of the vital interests of the
individual, society and the state from internal and external threats [1].

Among the many factors affecting the formation of the foreign and domestic policy of states,
the determining role belongs to national interests. Being realized at all levels of social life, the needs of
the country's population in the preservation and multiplication of national values and national wealth,
in economic prosperity and political stability of society, national interests are reflected in the
formulation and achievement of national goals. Thus, national interests and actions related to their
satisfaction are connected. In international relations, not only such actions, but also their prerequisites
or intentions regarding their implementation are objects of close attention, careful study and
comprehensive assessment. This is particularly typical for Europe.

The experience of Ukraine clearly shows that true state independence exists only under the
condition of reliable provision of national security.

The priority national interests of Ukraine, the conditions and ways of their reliable protection
from existing and potential threats are defined in the national security strategy of Ukraine [1,2,3].

Ensuring state sovereignty, territorial integrity and inviolability of borders plays a pivotal role
for the national interests of Ukraine. It is ensuring the security of Ukraine as an important component
of its national security as a whole that is the main task.

It should be noted that in addition to military security, the country's security includes
information security, which is both a component of military security and an independent part of state
security. [4].
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The transformation of Ukraine into an independent subject of geopolitics and international
relations made the country face the problems of finding its place and reliable movement guidelines in
the ambiguous military and political situation that has developed in the world and in the European
region as a result of the collapse of the USSR, changes in the geostrategic interests and political
orientations of most states of Central and Eastern Europe. Under these conditions, as well as as a result
of fundamental democratic transformations in the state and society of Ukraine, security, both military
and informational, is a matter of foreign and domestic policy, economy, legislative and regulatory
framework of the state, etc.

Fundamental socio-political changes that took place in Central and Eastern Europe at the end of
the 20th century led to the formation of a new structure of geopolitical space in this part of the continent.
International relations at all levels - global, regional and bilateral have acquired fundamentally new
qualities. At the same time, a complex and multidimensional foreign policy situation has developed
around Ukraine.

The formation of the new geopolitical environment of Ukraine is influenced by two opposite
trends: disintegration and integration.

The disintegration process resulted in the disintegration of several states in the region (USSR,
Yugoslavia, Czechoslovakia). Moreover, this process spread to the internal disintegration of parts of
these states (Georgia, Moldova, Russia, etc.).

A dangerous feature of disintegration processes is their tendency to take the form of an armed
conflict. Only the disintegration of Czechoslovakia had a civilized form, other countries that ended their
existence could not avoid the outbreak of armed violence, and the war in Yugoslavia became a clear
example of what destructive forms disintegration can take even in a fairly civilized and generally
developed country. The search for an effective solution to the problem of halting or civilizing the
disintegration processes is of utmost importance, because the continuation of these processes can restore
powerful anti-democratic forces that are capable of creating new autocratic supranational structures.

As for integration processes, they have two rather clearly defined spheres of action. First of all,
itis Western Europe, which actually turned into a single geopolitical space through the European Union.

The second sphere consists of some countries of Eastern Europe and Central Asia, which are
part of the interstate association of the former republics of the USSR - the Commonwealth of
Independent States (CIS).

Each of these spheres differs in the degree of internal integration, the nature of internal
contradictions, economic potential, and the level of socio-political stability. Western European
integration has the best parameters and is a model for other regions of the continent. Rather
contradictory processes are taking place in the CIS - from the almost complete unification of Belarus
and Russia to a certain distancing of the states of Central Asia.

Against such a general geopolitical backdrop, Ukraine has been developing as a sovereign
European state for 30 years. Taking into consideration the world experience, it can be argued that this
development will be successful only under the conditions of reliable provision of national, including
military and information security. At the same time, the security of Ukraine is an integral part of
international security both at the global and regional levels.

Main part
It should be noted that during the thirty-year period of its independence, Ukraine, as a subject

of international security and cooperation, has done a lot to assert a positive role in the field of European
and regional security [5]:
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- clearly defined the main principles of its foreign policy, focused on maintaining peace and
stability in Europe;

- strengthened its authority as a member of many universal international organizations, in the
founding of which it participated, actively cooperates with other states in peacekeeping
activities under the auspices of the UN;

- became a fully-pledged member of the OSCE and the Council of Europe, established fruitful
cooperation with the European Union;

- signed and ratified the agreement on its nuclear disarmament, joined the Treaty on the Non-
Proliferation of Nuclear Weapons, etc.

This is far from complete list, as well as Ukraine's considered and moderate policy regarding
manifestations of instability and conflicts in the immediate geopolitical environment (Russia's military
aggression against Moldova, Georgia and Ukraine) contribute to Ukraine's international authority and
strengthening of trust in it on the part of the world community.

However, the modern world remains controversial, and the most important thing for most states
is informational and military danger.

In any case, the danger of the state has its own sources - existing or potential contradictions, for
the solution of which military force can be applied. These contradictions can be external or internal.
The basis for the emergence of these contradictions is the incompatible interests of individual states or
social groups of the population in the sphere of political, economic, religious, national-ethnic and other
relations, and their development is a consequence of the persistent actions of the opposing party (in this
case, Russia) in the direction of achieving its goal ( satisfaction of one's interests), despite the
disagreement and resistance of the other party [6,7].

From the viewpoint of Ukraine, the sources of informational and military danger can be divided
into three groups according to their origin and internal nature [4,6]:

The first group is sources of external (primarily from Russia) informational and military danger.
This group includes the aspects as follow:

- existence of territorial claims to Ukraine;

- interest in changing the external and internal political course of Ukraine to one's advantage;

- interest in weakening the political, economic, and military role of Ukraine in the region, on the
continent, and in the world in the interests of its dominance;

- a positive attitude and support for the actions of separatist forces in Ukraine and for the
exacerbation of inter-ethnic and inter-confessional conflicts in Ukraine on the part of Russia;

- Russia's interest in establishing control over strategic objects and communications of Ukraine;

- the presence of significant military groups of Russia near the borders of Ukraine.

The second group consists of the sources that are formed by objective external factors and
conditions that operate and exist in the neighboring states (primarily in Russia and Belarus), but have
direct signs of both military danger and informational danger of Ukraine [3,6, 8] :

- steady growth of expenses for informational and military aggression;

- availability of powerful informational and military potential;

- unsettled legal issues of interstate relations with Ukraine.

The third group includes sources of internal origin, which in one way or another affect the level of
informational and military danger for Ukraine [9,10]:
- unsatisfactory state of Ukraine's economy;
- unsatisfactory financing of Ukraine's own defense needs from the state budget;
- certain manifestations of socio-political instability in society.
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The initial, initiating role is played by the factors of the first group, as they determine Russia's
aggressive intentions and actions towards Ukraine. The factors of the second and third groups create
certain prerequisites for the realization of their military danger for Ukraine.

Therefore, it is obvious that the sources of informational and military danger for Ukraine should
be considered only as a whole, since there is a close relationship between them.

Specific manifestations of informational and military danger for Ukraine from the aggressor state
can be as follow [4,6,11]:

- conducting hostile propaganda against Ukraine, inciting international conflicts, supporting
separatist movements;

- interference in the internal affairs of Ukraine;

- submission of territorial claims to Ukraine;

- direct preparation for war against Ukraine, and the seizure of Crimea and war in Donbas,
as well as actions aimed at undermining its sovereignty, violation of territorial integrity,
etc.

The system of providing information and military security is an important subsystem of the general
system of providing national security of Ukraine.

The functioning of the information and military security system of Ukraine is related to both
external and internal spheres of state activity. The external aspect consists in the stabilization of the
military-political situation in the region and the world at a reduced level of informational-military
danger for Ukraine. The internal sphere covers issues related to the solution of socio-economic
problems and maintaining the state's defense capability at an appropriate level.

It should be noted that the state and political security of the country consists of the aspects as follow
[1,2,10,11]:

- the protection of the country's constitution, state and political system from attempts to

liquidate or change them by force;

- ensuring the sovereignty and territorial integrity of the state, the inviolability of its borders,
protection of internal and external interests;

- the protection of constitutional rights, freedoms and legitimate interests of citizens of the
state and their associations.

For Ukraine, the main sphere of state and political security is the creation of domestic, regional,
and global conditions for peaceful existence, the work of the Ukrainian people, and the sustainable
democratic development of society. This includes, in particular, the end of the war in Donbas and the
liberation of Crimea, active opposition to military threats, the exclusion of political isolation of Ukraine
and the dictates of other states. Depending on the implementation mechanisms, state and political
security can be divided into political and military.

Social-economic, national-cultural, informational, ecological and other types of national security
also have military aspects.

Economic security is the foundation of Ukraine's national security. It is under the conditions of
sustainable economic security that all our tasks of ensuring national security can be solved, that is, the
creation of the necessary conditions for the stability of the development of the economic, socio-political,
informational, ecological, demographic, scientific and intellectual foundations of society. On the other
hand, real economic security exists only under conditions of reliable protection of Ukraine's national
interests from any forceful pressure and encroachments from the use of military force. Therefore,
among the main prerequisites of Ukraine's national security, its informational and military security
should be considered alongside economic security, and under certain circumstances, informational and
military security may take priority.
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Three basic concepts should be used to ensure the information and military security of Ukraine as
a nuclear-free state.

First, it is the concept of a military-political partnership based on a developed economy, a stable
social sphere, and a well-founded information-military policy.

Secondly, it is the concept of defensive deterrence, according to which, within the limits of
defensive sufficiency, a military organization of the state is created, which is capable of resisting a
military conflict and causing unacceptable damage to the aggressor.

Thirdly, it is the concept of repelling aggression, which is based on the mobilization of all forces,
means and resources of the country to oppose the aggressor.

The activities of all components of the information and military security system of Ukraine are
concentrated on these three directions.

Taking into account the general reasons for ensuring the national security of Ukraine, it is possible
to formulate the principles that should be the basis of the activity of this system [1,2,3]:

- the rule of law;

- the priority of contractual means in the resolution of interstate conflicts with the sufficiency
of national defense;

- not harming the security of other states;

- adequacy of countering real threats;

- counteracting influences on individual units of the information system of the state;

- prevention of destruction or damage of state resources;

- countering the impact on the personnel of information and telecommunication systems with
the use of software tools for keeping information in the subconscious or deterioration of
human health;

- the balance of the interests of man, society and the state, their mutual responsibility in the
field of ensuring information and military security;

- adequacy of measures against terrorist actions of the opposing party;

- openness to democratic civil control (except for cases in which there is a caveat in the
legislation).

Taking into account the abovementioned, the functional scheme of ensuring the information and
military security of Ukraine in its general form is shown in Fig. 1.
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Fig. 1 Functional diagram of information and military security of Ukraine
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The main content of providing information and military security is [4,6,12]
In peacetime:

assessment and forecasting of the level of military security and military threats;
implementation of effective and adequate measures aimed at preventing military conflicts in the
foreign political sphere and within the state;

preparation of the Armed Forces and other military formations to perform defense tasks and
planning their use;

protection of the state border, airspace, underwater environment and maritime economic zone
of Ukraine;

countering the implementation of destructive ideological influence on people, society and the
state, manipulation of public opinion in order to create political tension and a state close to
chaos;

countering the formation of a negative image of Ukraine in the international arena and the
destabilization of political relations between parties, associations and movements with the aim
of inciting conflicts, stimulating mistrust, exacerbating enmity and the struggle for power;
prevention of provocation of social, political, national, ethnic and religious clashes, creation or
strengthening of oppositional and separatist groups and movements;

a particularly necessary countermeasure against undermining the morale of the population and,
as a result, the reduction of defense capability and combat potential;

military and patriotic education of citizens of Ukraine;

development of the defense-industrial complex, ensuring the mobilization readiness of the
economy, state authorities, and the population to fulfill the tasks of territorial and civil defense;
development of international military cooperation, active participation in peacekeeping
activities under the auspices of international security organizations.

During the period of repelling armed aggression, the content of the actions consists of two separate
directions, where the first is military opposition to the aggressor, and the second is informational
opposition.

Military countermeasures include: [4,13,14,15]

- timely introduction of martial law or state of emergency in Ukraine or in some of its
territories, implementation of full or partial deployment of the Armed Forces, bringing them
and other military formations to readiness for the performance of tasks to repel armed
aggression;

- transfer of the national economy, transport and communications enterprises to work under
martial law;

- deployment in accordance with wartime requirements of the system of strategic
management of the Armed Forces and other military formations, systems of operational,
rear, technical and medical support, forces and means of territorial and civil defense;

- concentration of efforts of state authorities and military administration bodies, public
organizations and citizens on the fulfillment of state defense tasks;

- repelling an armed attack, striking the aggressor's troops and the most important object with
the aim of forcing him to refuse further hostilities;

- full use of the capabilities of international security organizations to stop military aggression,
localize it and prevent it from turning into a full-scale war.

With regard to the information confrontation with the aggressor (in this case, Russia), Ukraine has
already gained much of experience.
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In the course of countering the aggressive actions of the enemy, general recommendations were formed
regarding confrontation in the information war with Russia, namely: [4,9,16,17,18,19]:

strengthening state control over the information space of Ukraine;

coordinating the information impact on vulnerable elements of the aggressor's
information system in a quicker manner;

developing methods and means of countering the aggressor's information actions to
reduce the sphere of his influence;

applying a complex approach when forming an information war strategy, that is, to
combine purely informational methods of influence with military, political, economic,
etc.

It should be noted that information and psychological operations (IPO) in the southeast of
Ukraine should be carried out in three directions:

the first - the zone of operations of the joint forces (for the formation of opinions about
the legality of the decisions and plans of the military and political leadership of Ukraine);
the second - the internal territory of Ukraine (to demonstrate the confidence of the
actions of the Ukrainian leadership and to form views among the population in support
of the decisions of the military and political leadership of Ukraine);

the third - foreign countries, in particular Russia (to create informational conditions for
a positive perception of Ukraine's politics).

According to the first direction, IPO objects (especially in the Anti-Terrorist Operation Zone)

are: [4,12]

the population living in the Anti-Terrorist Operation Zone;

a special composition of the forces involved in conducting the Anti-Terrorist Operation;
illegal armed formations and personnel of the armed forces of the Russian Federation,
which are in the Anti-Terrorist Operation Zone.

It should be taken into account that the population living in the Anti-Terrorist Operation Zone
is subjected to double information physiological influence (IPI) - both from terrorists and Russia, and
from Ukraine. Therefore, during IPO, the entire range of types, methods, methods and techniques of
IPO are used, relying on the wide use of psychogenic factors.

The IPI objects in the second direction (internal territory of Ukraine) are as follow [17,18]:

population of Ukraine;
temporarily displaced persons;

The IPI should target the population of Ukraine in order to:

support the patriotic mood in society;

support and approve military operations against illegal armed formations and Russian
mercenaries;

clarify the need for various measures to limit and strengthen control;

condemn and criticize the actions of illegal armed groups and Russians in relation to
Ukraine;

do counter-propaganda, namely the implementation of measures to counter attempts to
manipulate public consciousness, in particular by spreading unreliable, incomplete or
biased information about the social-political and socio-economic situation in the state,
primarily in the Donetsk and Luhansk regions.

Special attention should be paid to temporarily displaced persons. IPI for this population
category should be carried out by adapting them to new living conditions, namely:

provision of housing (temporary or permanent);
provision of various social benefits;
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- involvement in social work.

IPI for the main composition of the forces, which is preparing to participate in the Joint Forces
Operation, should be carried out in the directions of moral and psychological support of combat
operations. At the same time, the main attention should be paid to psychological readiness to participate
in combat operations.

At the level of the world community, it is necessary to ensure Ukraine's support for the
preservation of territorial integrity, the implementation of all agreements regarding the peaceful
settlement of the military confrontation by all participants in the conflict, including Russia, and in the
event of an escalation of the situation on the part of illegal military formations, to ensure the
legitimization of hostilities.

IPI on the population and military personnel of foreign states should be carried out in the
following directions [17]:

- clarification of the goals of foreign policy and actions to establish peace in the southeast
of Ukraine;

- to inform the world community, influential foreign political, governmental, business and
cultural circles, as well as foreign mass media about actions to establish peace in the
southeast of Ukraine;

- discrediting the military and political leadership of the Russian Federation.

In addition, it is recommended to work to support anti-war and anti-government sentiments in
Russia.

For the effective implementation of the information policy in the south-eastern region of
Ukraine and, above all, in the area where the EO is conducted, there is an urgent need to create
appropriate IPO centers directly in the sectors of its implementation. This makes it possible to respond
promptly to changes in the situation in the relevant sector, taking into account the mentality, views and
lifestyle of the local population, the characteristics of industry, agriculture, the activities of authorities
and local self-government in each sector, and the composition of the military formations of the opposing
parties.

In our opinion, the main tasks of these centers should be as follow:

- reconnaissance and implementation of information-analytical activities to identify real
and potential objects of action to determine ways and methods of their neutralization;

- operational study, evaluation and forecasting of the development of the social and
political situation in the areas of responsibility;

- organization and implementation of IPIO on selected objects of influence in cooperation
with information agencies, TV and radio companies, publishing houses, editorial offices,
cultural and educational centers, as well as legal entities and individuals (legally or under
cover);

- counter-propaganda;

- production and distribution of campaign materials;

- introduction of special programs for interception, creation of information and computer
viruses into the computer networks of the enemy in order to reduce the efficiency of the
functioning of the enemy's control and communication system;

- radio-electronic suppression of the enemy's radio-electronic means that can be used to
carry out IPI and use the laws of radio-electronic protection of their troops;

- coordination with the IPO tasks of the regional media centers of the Armed Forces of
Ukraine on the dissemination of information to the objects of influence;

- supporting the activities of local executive bodies and local self-government, creating a
positive attitude among the local population towards the actions of their troops;
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- promoting the development of the resistance movement and partisan movement in the
temporarily occupied territory.

Conclusion

It should be noted that in modern conditions, the nature of the information-military struggle has
changed significantly: it is increasingly taking on the characteristics of a hybrid war. The emphasis of
the military struggle is shifting towards the practical implementation of information technologies. At
the same time, informational and psychological operations, actions and actions are gaining more and
more importance in achieving political and military goals.

It should also be noted that this article was prepared in November 2021. However, on February
24,2022, Russia's war against Ukraine began. Therefore, it one should state that some conclusions and
provisions of the article have been confirmed in life.
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ABSTRACT: Information security is the exercise of protecting information by means of mitigating
information threats and risks by averting or decreasing the probability of inappropriate or unauthorized access
to data, or the unlawful usage, exposure, disruption, erasure, corruption, alteration, assessment, recording, or
devaluation of information.It similarly encompasses actions planned to decrease the adversarial effects of such
incidents. Information security's prime goal is the protection of the integrity, confidentiality, and availability of
data for efficient policyimplementation, and without obstructing the productivity and development of the
organization. An effective information security strategy would be the best measure to adopt to tackle the
insecurity challenges faced by Nigeria which as well obstructs its potential to drive sustainable national security
and development. This studydefines those effective information security measures and strategies to be adopted
as a tool to attain the desiredsaid information security goal. This paper concludes that these measures and
strategies will be effective for sustainable Nigerian national security and development. Nevertheless, this study
provides recommendations thatwill enhance sustainable Nigerian national development by adopting these
information security measures.

KEYWORDS: Information Security, Cyber Security, National Security, National Development, Information
Security Strategy

1. INTRODUCTION

The global security environment is constantly changing with an evolving landscape of threats (Swiatkowska,
2017). Various countries are suffering from one security challenge to another ranging from war, terrorism, cyber
terrorism and theft, arm banditry, kidnapping for ransom, blackmail, coup, civil unrest, etc. This makes
information security and assurance more in need than ever as a countermeasure to most of the security
challenges. Countries that are victims of such security concerns need a more sophisticated information security
strategy for sustainable national development. Africa specifically is occupied with such security concerns led
by countries such as Mali, CAR, Libya, and Sudan with Nigeria as the nerve centre due to dreaded insurgents
such as Boko Haram and the Islamic States West Africa Province (ISWAP). The problem here according to Paul
(2022) is that most African militaries are ineffective because most African countries lack a strong sense of
national identity. An important and critical threat among the Eko (2022) five threats to national security is
cybersecurity. Others are hostile governments, terrorism, proliferation, and national disaster & diseases.

Since the Iraqi war, the Saudi Arabian government has embarked on a course of political, economic, and social
reform that reflects a growing understanding by the royal family members, technocrats, and businessmen that
Saudi Arabia must reform and diversify its economy and create vast numbers of new jobs for its growing
population which has yielded results (Anthony, 2005). On June 10, 2021, the Standing Committee of China’s
National People’s Congress passed the Data Security Law (DSL), which took effect on September 1, 2021. The
major drive of the DSL is to regulate data activities, safeguard data security, promote data development and
usage, protect individuals and entities’ legitimate rights and interests, and safeguard state sovereignty, state
security, and development interests (Latham & Watkins, 2021). The DSL, together with the Network Security
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Law and the proposed Personal Information Protection Law, formed an increasingly comprehensive legal
framework for information and data security in the People’s Republic of China (PRC). As the protection of ICT
infrastructure is in Switzerland's national interest, the Swiss Federal Council commissioned the national strategy
for the protection of Switzerland against cyber risks pursuing the early identification of threats and dangers in
the cyber field, improvement of the resilience of critical infrastructure and effective reduction of cyber risks,
especially cybercrime and cyber sabotage (National strategy for the protection of Switzerland against cyber
risks, 2012). The formation of a joint task force for cyber security and the building of a National Cyber Command
Center that will be the go-to centre for cyber security in Nigeria, facilitate the integration for all cyber
intelligence in all governmental parastatals and other institutions in Nigeria and also collaboration among
stakeholders is a recommended measure in reforming information security in Nigeria (Tope, 2016).

2. RELATED CONCEPT
2.1 Nigerian National Security

National security also called national defence is the security and defence of a sovereign nation including its
citizens, economy, and institutions which is observed as the obligation of the government. National Security as
documented by President Obasanjo's regime in 2002 is the aggregation of the security interest of all individuals,
communities, ethnic groups, political entities and institutions in the territory of Nigeria (Saleh & Emile, 2018).
Components of national security such as military security, socio-political security, information security, energy
security, food security, environmental security, health security, education system security, etc. must be utterly
collaborated and improved to achieve sustainable national development (Rasim, Yadigar, Rasim, & Aliguliyev,
2021).

The approach of the Nigerian government towards national security remains unsatisfactory according to
Chinecherem & Paullregbenu (2015) hence, conducted research examining the security challenges facing the
Nigerian government and their implications for national stability. Among the recommendations of the research
is the provision of better information security measures. Sahel security at the Tony Blair Institute, USA, has
reported that there are five (5) security challenges bedevilling Nigeria. They are; Jihadism, Farmers-Herders
clashes, Banditry and Kidnapping, Separatist agitation, and Oil militants (Aliyu, 2021). According to United
Nations, by the end of 2020, conflict with Boko Haram alone has led to the death of about 350,000 people and
forced millions out of their homes while another splinter group called the ISWAP has emerged in recent years
(Aliyu). ISWAP has allied and surpassed Boko Haram with strong resistance to the Nigerian military and this
has become a distinct threat to Nigeria’s national security.

The Nigerian national security strategy (2019) has defined some key security concerns of the nation for which
policies and strategies to implement them have been articulated depending on other national strategic policies
such as the National Counter Terrorism Strategy, Cybersecurity Policy and Strategy, the National Defence
Policy and the Economic Recovery and Growth Plan. Conversely, the security situation has persisted.

2.2 Information Security

Statistically, all over the world and since 2006, there has been a form of cybercrime committed daily (Yakubu,
2017). Nigerian cyber criminals are daily formulating different methods of committing this form of crime and
the existing methods of trailing these criminals are no longer suitable to deal with their new tricks. Tope (2016)
has conducted research he called Cyberharam: Can Nigeria Prepare For The Next Generation Of Terrorists
where he explained that in confronting the challenges posed by cyber threats, one major deliberation is to identify
our critical infrastructure and evaluate the risks to these systems so as to identify threats and vulnerabilities.
Examples of the said critical infrastructure include those supporting our financial and telecommunication
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systems, and systems hosting classified national security information amongst others. At the conclusion of the
assessment, a long-term roadmap that will guide investments in securing our infrastructure should be set.

Another area of concern is cloud security as many governments today host their data on the cloud. A number of
security threats associated with cloud data services, not only cover traditional security threats, e.g., network
eavesdropping, illegal invasion, and denial of service attacks, but also includes specific cloud computing threats,
e.g., side-channel attacks, virtualization vulnerabilities, and abuse of cloud services have been a serious area of
concern in terms of information security (Ahmed, 2020).

2.3 National Development

National development is the capability of a country to raise the standard of living of its citizens. It can be
accomplished by providing individuals with basic livelihood requirements such as security, food, health, and
education, and also supplying them with employment. The Nigerian national development plan is a bridge for
the country's long-term plan currently being developed, that is, National Development Plan 2021-2025
Olanrewaju (2021) and Nigeria Agenda 2050 with vision to make Nigeria a country that has unlocked its
potential in all sectors of the economy for a sustainable, holistic, and inclusive national development (Ariyo-
Dare, 2020).

3. INFORMATION SECURITY STRATEGY

Developing an effective information security strategy and taking steps to ensure compliance is a critical step to
avert and mitigate security breaches. To make the security strategy justly effective, one needs to update it in
response to changes in Nigeria. New threats, conclusions drawn from previous breaches, and other changes to
the information security posture should be observed (Orion, 2019). Also make the information security policy
practical and enforceable

with an exception system in place to accommodate requirements and urgencies that arise from different parts of
Nigeria. It’s also vital to differentiate between Information Security and Cyber Security strategies and policies.
The National Institute of Standards and Technology (2022) defines information security as the "protection of
information and information systems from unauthorized access, use, disclosure, disruption, modification, or
destruction to provide confidentiality, integrity, and availability." The institute defines cyber security as the
"ability to defend or protect the use of cyberspace from cyber-attacks." Notably, the difference is in the scope.

4. CONCLUSION AND RECOMMENDATIONS

The Nigerian government needs an effective information security strategy as the best measure to deploy so as
to tackle the insecurity challenges faced by the country which as well obstructs its potential to drive sustainable
national security and development. There are many advantages of enhancing information security such as having
a secure national identity database, nurturing good governance, improving the physical security of citizens,
encouraging economic development, fostering confidence among citizens established on the security and
transparency it provides, and eventually reinforcing democracy (Sixtus, 2021). Therefore, the recommendations
of this study which revolve around the three basic principles of information security; confidentiality, integrity,
and availability can be stated as follow:

1. The Nigerian Government should increase it efforts towards the enhancement of capturing and
registering citizens and foreigners through the National Identity Management Commission (NIMC);
NIMC should enhance its collaboration with databased government parastatals and private organizations
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such as INEC for voters cards, Banks for BVN, the Nigerian police, military, customs, immigration
service for international passport, federal road safety corps for vehicle registration and drivers licence,
all telecom companies for sim cards, all basic, secondary and tertiary institutions, examination bodies
such as NECO, JAMB, WAEC NBALIS, and NAPTEP to construct a mega data pool using the National
Identification Number (NIN) as the Nigerian social security number. NIN registration is still faulty due
to internal challenges such as lack of power, tribalism, religion, illiteracy, scammers, and lacks of clear
benefits definition attached (Sixtus, 2021).

Another recommendation is the full adoption of the Global Position System (GPS) and Closed-Circuit
Television (CCTV) for tracing known and unknown armed bandits,

Kidnappers, and other terrorist organizations across the country. It is also recommended to sensitize and monitor
social media and messaging applications such as Facebook, Twitter, and Whatsapp.

The Nigerian government should boost the Information and Communication Technology (ICT) sector
as It is believed that ICT has the potential to help Nigerians develop various skills including
entrepreneurial skills, research and academic skills, economic and management skills, political skills,
etc., which have become a potent force in transforming social, economic and political life globally
(Emmanuel, Eneh, Isaac, Arinze, & Ahmed, 2021).

Building a go-to information security centre that will collaborate with all security and intelligence
agencies with other related and relevant government parastatals.
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ABSTRACT: The concentration of money, bank-centricity of the financial market, a vast range of
online services, and a significant customer base make banks and other financial institutions an alluring
target for cybercriminals, leading to a sophisticated form of fraud. This intellectualized form of fraud
reduces trust in financial institutions, decreases resources in the economy, and negatively impacts the
country's financial and economic security, along with its image as a trustworthy financial partner in
integration processes. The international regulatory community recognizes the importance of finding
solutions to combat cybercrime and safeguard the rights of consumers of financial services, and they
prioritize these issues as critical scientific challenges.

The financial services sector is a prime target for cyber-attacks and is heavily regulated across the globe.
Financial services organizations face a constant barrage of intrusion attempts and other attacks, and
they often struggle to transition from a reactive to a proactive cybersecurity posture. Achieving this goal
is complicated by the ever-increasing number of attack avenues that arise due to the use of new
technologies as part of digital innovation initiatives. Along with this complexity, there is a growing
need to comply with regulations regarding the use of financial and personal data.

Analyzing cyber threats and addressing issues related to financial organizations' activities is an
extremely relevant topic. This article aims to examine the primary cyber problems faced by the financial
sector while also providing recommendations for financial institutions to help mitigate these challenges.

KEYWORDS: cybersecurity problems, financial sector, regulations, cyber threats
1. OVERVIEW OF THE PROBLEM

Good progress in overall digitization of finance has been made over the recent years. Indeed, the World
Bank reports that between 2014 and 2017 the number of adults using digital payments increased from
41 to 52% (11% increase) [1] and the share of adults with an account has grown from 62 to 69% (7%
increase) [2]. This translates into half a billion new users connected to the digital financial infrastructure
— as well as half a billion new targets for cyber attackers. Yet, just as cyber-attacks were not invented
yesterday, so financial institutions are aware of potential risks. After all, cybersecurity risk is but one
form of operational risk that ‘needs to be part of general risk management procedures, of general crisis
management, and general business continuity planning’. However, until recently, rules relating to
cyber-resilience rarely took the form of dedicated cybersecurity instruments and instead were generally
included into other regulations (e.g on data protection) — and, for this reason, often remained
rudimentary. Over the past several years, the cybersecurity regulatory landscape has undergone
substantial changes. New laws and regulatory instruments focusing exclusively on cyber resilience have
been adopted in a number of jurisdictions, including Hong Kong, the USA and Singapore.
Cybersecurity has also become the focus of international rules and recommendations adopted by
numerous organisations, including the BCBS, CPMI, FSB, G7, IAIS, IMF, IOSCO, OECD and the
World Bank Group. Nonetheless, the apparently high interest in possible international harmonization
of cybersecurity regulatory regimes has not yet translated into hard international law.

Bank-centricity of the financial market, high concentration of money, variety of online services, and
significant client base - all this makes banks and financial institutions attractive to cybercriminals and
leads to the "intellectualization" of fraud. This reduces trust in financial institutions, reduces the number
of resources in the economy, and negatively affects the financial and economic security of the country
and its image as a reliable financial partner in integration processes. Solutions to the problems of
combating cybercrime and protecting the rights of consumers of financial services are recognized by
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international regulators and priority scientific problems at the world level by the expert community [3-
4].

The financial services sector is a particularly important target for cyber-attacks and is heavily regulated
by jurisdictions around the world. Faced with constant intrusion attempts and other attacks, financial
services organizations often struggle to transition from a reactive to a proactive cybersecurity posture.
Achieving this goal is complicated by the ever-increasing number of attack avenues as a result of the
use of new technologies introduced as part of digital innovation initiatives. In addition to this
complexity, there is the need to comply with a growing number of regulations regarding the use of
financial and personal data.

Protecting highly sensitive data is a top priority for both business and compliance. But sacrificing
network performance for security is unacceptable, as consumers and businesses, from online and mobile
banking to high-frequency trading, increasingly need real-time access to every offer. At the same time,
to remain competitive in a multi-player industry, organizations must control costs and optimize
operational efficiency.

In addition to malware, most businesses have had to deal with the rapid shift to remote work in recent
years. The changes took place in an extremely short period of time, so companies did not have enough
time to ensure safe conditions for remote work. Many organizations still work remotely, and remote
work remains one of the challenges for financial cybersecurity.

According to an IBM report, one of the top three causes of data breaches is human error, which
accounted for 23% of breaches. Employee mistakes can take many forms — they can become victims
of phishing, social engineering attacks, or other types of malware [5-7].

In recent years, losses from financial fraud have increased dramatically. This has negative consequences
for clients of financial and economic agents, who become the main object of fraud and lose funds. Fraud
also causes significant damage to banks, which is manifested in the loss of customers, the need to
reimburse stolen funds, increased funds for the modernization of the cyber security service, and the
strengthening of protective measures.

The most common are:

1) Fraud with bank cards, as the most simple, accessible, and mass payment method, which makes it
possible to forge cards, devices that read information, and steal data from cards;

2) Internet fraud, where the Internet, which is a platform for bank customers through which online
payments are made, is used by fraudsters as a tool to steal customers' personal financial data;

3) Social engineering, when a fraudster on behalf of the bank learns all his information from the client
and steals funds from his account. In the arsenal of fraudsters, there are quite a few methods of fraud
involving psychological tools, computer programs, various technical devices, databases with customer
information, etc.

In general, the financial sphere faces a large scale of threats every day, therefore it is very important to
analyze these threats, as well as to develop recommendations, first of all, for employees of the financial
sphere.

2. REASONS FOR INCREASING CYBER THREATS

The daily activities of financial institutions are closely related to the use of modern computer
technologies and are completely dependent on the reliable and uninterrupted operation of electronic
computing systems. World experience shows the unconditional vulnerability of any company given the
fact that cybercrimes have no national borders, so hackers have the opportunity to equally threaten
information systems anywhere in the world.

Cyber threat - existing and potentially possible phenomena and factors that pose a danger to the interests
of people, society, and the state due to violations of the availability, completeness, integrity, reliability,
and authenticity of the regime of access to information that circulates in critical objects of the national
information infrastructure.

The fundamental causes of cyber threats are:
- lack of necessary legislation and uniform safety standards;

— insufficient funding from the financial organizations themselves;
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- lack of corporate culture in the field of cyber security within the financial institution.

3. THE MAIN PROBLEMS OF CYBER SECURITY IN THE FIELS OF FINANCIAL
SERCISES

We analyzed and highlighted the main cybersecurity issues in the financial services industry. In this
section, we will look at the most basic problems and those that tend to increase:

1) Tracking
The attack surface is constantly growing, complicating the process of protecting against threats. The
proliferation of Internet of Things (IoT) devices, the adoption of multi-cloud solutions for business
services, and the use of mobile devices by customers and employees lead to a rapid increase in the
number of attack vectors. As a result, financial services companies are being forced to deploy more and
more specialized defenses to close the gaps created by the growing number of such attack avenues. The
resulting security silos negatively impact traceability, increasing operational inefficiencies and
increasing risk.

2) Operational efficiency
The lack of integration between different security elements and the fragmentation of the architecture
increase operational inefficiencies. In the absence of integration, many work processes must be
managed manually. In addition to delaying threat detection, prevention, and response, architectural
storage creates redundancy, increases operational costs, and creates potential gaps in an organization's
cybersecurity system.

3) Flexibility
As financial services organizations increasingly use cloud-based applications and infrastructure, the
security architecture must be flexible enough to ensure the high speed, security, and interoperability of
public, private, and hybrid cloud services while simultaneously protecting traditional on-premises
services.

4) Compliance reporting
Financial services are one of the most demanding industries in the world, and all financial data, personal
and corporate, is stored online—from the campus to the data center, the edge, and the cloud.
Organizations must demonstrate compliance with several norms and standards. They should not involve
employees performing strategic tasks to manually prepare audit reports.

5) Cost reduction
Financial organizations are constantly under pressure to limit and reduce the costs of maintaining their
IT environment. In connection with the limitation of budgets for cyber security, it is necessary to use a
strategic approach to the distribution of financial and human resources. Given the fact that money and
staff time is limited, a strategy that limits the margin of risk and trade-offs is required.

These problems are exacerbated by the lack of personnel in the field of cyber security, which leads to
the complexity and cost of the process of finding certain specialists, and also calls into question the
possibility of finding them.

4. CONCLUTIONS AND RECOMMENDATIONS

Given the recent trends, financial institutions are obliged to invest significantly in the modernization of
the cyber protection system by purchasing or creating modern fraud detection and prevention systems,
which in the end may also prove to be ineffective. Therefore, to fight against cyber-attacks, the financial
sector must take a consistent and systematic approach.

1) First, a clear regulation of the actions of personnel regarding access to data is necessary, which
will allow avoid the facts of their access to the personal information of clients and, accordingly,
its theft.

Financial cyber security will reduce the chances of becoming a victim of phishing. To reduce
the chances of infection, institutions should ensure that employees are informed about the basic
rules of Internet security. It is important that employees know how to recognize phishing or
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social engineering attempts. In addition, it is a good idea to provide staff with advice on safe
remote work. Using even these measures will help organizations avoid financial and
reputational losses.

Second, implement strategies that include fraud awareness training, public outreach through
mass media and the Internet, fraud risk assessment, and continuous monitoring.

Thirdly, to improve the software and information support of the automated banking system,
taking into account intelligent processing algorithms, which will allow identifying the fraudster
and the victim at the stage of fraud, to prevent the implementation of such an operation, and to
identify the criminal.

Criminals breach the financial cyber security of companies due to the lack of reliable IT
solutions. Although financial institutions remain profitable targets for cybercriminals, there are
a sufficient number of modern solutions and tools that allow timely detection of suspicious
processes on the network and immediate response to incidents.

Another common mistake is that organizations overestimate their own cybersecurity. Even
though a company may use quality solutions, not regularly updating the operating system and
all software can compromise the security of the entire network.

In order to build strong enough defenses, companies need to take a balanced approach that combines
employee training and the use of powerful security technology solutions.

While employee training is an important aspect of improving an organization's financial cybersecurity,
the primary protection against threats is provided by the security solutions implemented in the corporate
network and compliance with international standards.
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ABSTRACT:The paper describes the authors' research in the direction of creating a unified digital system of clinic
management. The aim of the study is to create a unified system of clinic management, which will be simple, with a
single window principle, will fully integrate all clinic management systems in one environment and will fully digitize
them. Due to the spread of processes in different directions, the existing clinic management systems do not have all
related structures, processes, data and systems integrated in one electronic space.

The system has a web interface and is adapted to various mobile devices. The system provides security features such as
password policies and user role management. The system operates in a secure network environment.

Experiments have been conducted in a test environment and it has been shown that the new system increases the
efficiency of receiving medical services and reduces service time.

KEYWORDS: cybersecurity, medicine, sofiware implementation, radiology
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PACS (Picture Archiving and Communication Systems/ bL9H50930b 50J035300L o 303b0 35300l LobEgdgdo),
Mol bolEgds, GMAgEog 5dmoygbgds LgMzgMgdol, 3ma30EYMgdol s bsdgoEobm dmfymdowwmdgdols
©51535300M9do® o qdLobmMmads  LodgEoEobm MEOMEMA0MMO LwMmsmgdol dgbsbgsl, dmdogdsl,
24590ggbgdsl o Bo@mgol. PACS LobEgdgoo 93smdl 4oblbgsgqdove gm®mds@ol byyMosmgdmsb. PACS
LoLBHYGOT0 (OBOWO  FoTMLOBNEIGBOL s 3MTBOIoE0gOOL BMMTSGOL, Y39WsDY FOZMEILIOYO
R}MOSG0s (DICOM) [1-4].

PACS (LyMsmgdol  s0dogols ©@o  3mdnbozsgool  LolLEgds) oMol  LsdgoEobm  4sdmbobregdgdols
39Jbmwmyos, MHMIgwoi doMOMIEI©  35TM0Ygbads  x9bIE30L  MORboDB3090T0, gEgdEHG™bMo
bmEomgdolb s 3erobo3mma 36003690 mz960 06xMETs300L MLorGmbME FgLsbsbo s As8miagybgdws
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THE NEED OF POINT-TO-POINT ENCRYPTION IN FINANCIAL
TRANSACTIONS

Diana Popova, Scientific Cyber Security Association

Oksana Kovalchuk Sokhumi State University

BLGMIB0: YL, OO 5GLEOML, FmdbIs®gdEIdL LMo ObdMEYBdWME LEGSBO ©s
Mbox3MMbM 25005HEOL o3 egdIO0m. 5353MMYES, dBOBBYLTs Mbs o339
9mdbBoMgdEol Imbs3gdg00. Bog™sd 3vT035 (335005 ds IMmMbM3bsd s Yoabool
39960050 2B d0BBILOL M3gMSE30wMo s B9dbozMMo Lodommeng.

3IOIMWMOH0 B0bBLMMO 0bLEHOEMGHIO0L 9Ju3gHEHOBOL LsdFMmL Jog gsdmdzgybgdmwo IT
Examination Handbook-b Lobganddmgsbgenml dobgogom, 3obsblv®ads obl@o@n@gdds
0b6x53m®mds:300L Jgbsbz0Ls s BHMBBoEOL MM FMABEMB0SMY 0bBMEMTs300L godxwsgbgdols 6
(3300500l Hob3ol dgled MBI MBS sdmoygbmb sdoxyg®s.

mOFIOGH0M3560 805336 (P2PE) 03536 doMomol 03¢rmdgeoms dmbsgdgol, wmozoagdl
MO260D3090L 450IHBEOL FMbs3gdgdol Misgmmbm Fgbsbzsl s gbdo®gds dso PCI SSC
(Payment Card Inductry Security Standards Council) dglsdsdobmdol dmmbmgbgdol s
MBogOHMbMYBdOL obeglio bEIbIMEHIOOL (33580, MOE SFEOMYIOL MOMEOMMBOL MOLZL.

P2PE L@ obo®¢gool g58myqbgds (3039w 30m33560930L 3sbw9bolidygdenmdss, Mmdergdos
L35HMdIE 3OrIMYJBHIOLS s BYMZOLYGOL 5T 1BObIMEHJIOL 45FMYgbgd0m, WS s Mz500 PCI
SSC 995600390 LB FMLO. 25sbOL LOLEHAgdOL IMBM3zbgdOL ALLbMEMgdooy PCI SSC
b&obsM GO0 bnM309w©Yds 9863 MEYBODBE0530, BogMsd olobo 56 sGOL
2395035¢0b{j0690mo Lobgwdform mbyby, HMmyME 3 L3I YdIMEM. HOYO BodEHMMgdOL
29965¢00Bgo0l 9999y d93309¢05 30743500, MIMEOMMBOL GHoLIoL d0b0ddsdg L35,
L5F0OHMS B0YOO BEIBPIMEHIO0 Fogbsmm L35 IOEIM Y39wd MEYRSBOBsGOOLMZOL.
LEOE0930 91939 Im (39905 ©930396(30900 FMTHASMYIPOLIMZOL MOMOMNYGMO Lidgdols
053000506 SLSOHOOYIWH.

153396dm Lodyzgd0: sdozy®s, dmbsggdgdo, HlsgGombmgds, 30bsblrGO

ABSTRACT: Today, more than ever, consumers need fast and secure payment options. At the same
time, businesses must protect customer data. But ever-changing demand and payment technology
have increased the operational and technical complexity of business.

According to the IT Examination Handbook published by the Federal Financial Institutions
Examination Board, financial institutions must use encryption in storage and transit to reduce the risk

of exposure or alteration of sensitive information.
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Point-to-point encryption (P2PE) protects cardholder data, makes it easier for organizations to secure
payment data, and helps them meet PCI SSC (Payment Card Industry Security Standards Council)
compliance requirements and the latest security standards, reducing the risk of fraud.

The use of P2PE standards is the responsibility of the individual companies that offer products and
services using those standards, not the PCI SSC Governing Board itself. Thanks to the requirements of
payment systems, PCI SSC standards are implemented in many organizations, but they are not
considered mandatory at the state level. After analyzing a number of factors, we can say that in order
to minimize the risk of fraud, we need to make the accepted standards mandatory for all
organizations. The article also provides recommendations for consumers to avoid fraudulent schemes.

KEYWORDS: encryption, data, security, financial
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ABSTRACT: Rapid progress and advancement in the Internet of Things (IoT) significantly affect how businesses are
conducted in this 21st century. Smart Farming, also Intelligent Farming as a component of the [oT, allows agribusiness to
generate high-yield income, ease of doing business, and with a favorable professional environment. Smart farming combines
agribusiness competency recognition, data progression, and information collected from equipment with statistical analysis
to highlight facts from the acquired information, allowing farmers to make wise decisions for greater harvest benefits.
However, incorporating such cutting-edge technology necessitates the acquisition of more sophisticated safety and security
majors. Thus, system safety testing may be the most important safety consideration to implement. This paper presents a
blockchain-based smart farm security framework that effectively screens device status and sensor irregularities
and alleviates security threats. In addition, a blockchain-based smart-contract application was developed to securely store
security anomaly data and proactively moderate comparative assaults on other farms in the community. The study used the
security-monitoring framework for smart farms, ESP32, AWS cloud, and the smart contract on the Ethereum Rinkeby. The
performance evaluation of the proposed system revealed that our framework could identify and prevent security anomalies
in real time while giving updates on the situation.

KEYWORDS: Blockchain, Poisoning Attacks, Internet of Things, Smart Farming, Signature

1. INTRODUCTION

As the population of the world increases, the need and significance of farming also grow, and farmers aimed at
developing crops to deliver nourishment all over the world. The economies of most nations depend heavily on their
execution within the rural division [1]. Moving forward, agricultural segment bureaus in many countries try to reinforce
their country's economy, especially through agriculture. The advancement of science and technology which includes the [oT
has changed how farming is practiced and has moved forward the operational capabilities of the farming sector [2].
Integrating the IoT in farm development is called smart or intelligent farming which is fast becoming the new normal as
robots and smart things exhibition all over the world is anticipated to reach $15.93 billion by 2028, creating a compound
annual advancement rate of 20.31% from 2021 to 2028 [3]. The rural areas are the target for competitors to conduct cyber
assaults as the integration of advanced agric. frameworks are coming up in those locations. Take as an example, a meat
management company, JBS, within the food transport division got a ransomware outbreak which ended the operations of
13 meat industrial facilities. The company had to pay about $11 million to keep functioning [4]. Thus, we can agree that
safety is seen as a major issue in sectors such as the agric. where the progression of rural safety measures is critically
needed.

In this manner, security is seen as a major issue in the smart farming domain, and the progression of rural security
arrangements is critically needed.

The existing security arrangements proposed in smart cultivating and farming generally cover food-supply-chain
administration and the checking of different exercises utilizing cloud innovations, ML- and Al-based data-analytic
procedures, and verification and authorization arrangements for compelled loT gadgets [12]. Cloud-based observing smart
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Farming arrangements can still have security results, on the off chance that the secured code strategies are not considered
amid the advancement and IoT security best hones are not taken after. To bolster the past articulation, truly [oT gadgets
uncovered on the Web have been compromised and utilized as a weapon to perform large-scale denial-of-service assaults
or other noxious exercises such as controlling the sensor values to information presentation [14].

In this manner, the existing cloud-based arrangements or gateway-based security arrangements for checking smart
farming applications are not adequate for giving full promised security. Decentralized applications and capacity have
security points of interest compared to conventional applications and capacity in terms of secured occasions capacity,
traceability, permanence, and made strides security and security. Blockchain innovation is known to be utilized for
decentralized application advancement. Separated from blockchain-based advanced money, smart-contract-based
applications are well known and utilized for numerous applications, counting advanced personalities, budgetary security,
secured capacity, and supply chain administration [16]. Analysts investigated blockchain innovation openings in settling
IoT security and protection issues [17], counting smart farming security. A few of the blockchain applications in smart
farming are food-production supply-chain administration, and secured exchange capacity [8,18]. Blockchain empowers
keeping track of the arrangement of occasions to preserve straightforwardness and, within the conclusion, farmers are
reasonably treated and pick up benefits. Considering the blockchain innovation focal points in shrewd farming, we were
propelled to utilize blockchain innovation for executing shrewd farming-security-monitoring.

The current security observing arrangements in smart Farming either center on cloud-based choices or blockchain
innovation [10]. Besides, as talked about prior, most of the cloud- or blockchain-based arrangements address supply-chain
issues. The points of interest of cloud and blockchain innovation can be considered to propose ideal security arrangements
in savvy farming. Generally, to overcome the restrictions of the existing cloud-based arrangements [10] and make strides in
security utilizing blockchain applications, we utilized a cloud and blockchain solution to always handle the detecting
information within the cloud and store irregularities in blockchain exchanges. Moreover, none of the existing arrangements
gave an end-to-end arrangement utilizing cloud and blockchain execution for smart Farming and assessing the organized
idleness execution. In this manner, we executed an end-to-end arrangement utilizing an Arduino sensor pack with a Wi-Fi
module, AWS cloud, and Ethereum smart contract arrange for testing real-time applications and assessed their execution in
terms of security, ease of use, and execution arrangement.

This study is therefore focused on assessing block-chain poisoning attack prevention in smart farming using signature.
The objectives include;

e Assessment of various data poisoning attacks faced by smart farming in the agricultural sector
e  Assessing cloud solutions in smart Agriculture.
e  Assessing Blockchain solutions in Smart Farming.

Significantly, this investigation is balanced to be of extraordinary significance to the agriculturists, the government, and
the information assurance specialists. The ponder set out to translate different information-harming assaults that have been
experienced by smart cultivating proprietors within the world. It'll uncover different ways that information-harming assaults
can be deflected through the application of different planned and executed systems within the security server of the savvy
cultivate. It'll also bring to the spotlight the security and security challenges that have ruined the total working of smart
cultivating within the agribusiness industry. Due to the results of information harming upon nourishment generation, this
will give a conceivable arrangement that will advantage the government, shrewd cultivating specialists, and cyber-security
specialists on different strategies of savvy cultivate assaults and ways to turn away the information harming separately.

The gaps this consider will fill incorporate:

e  Recognized potential cybersecurity concerns in shrewd cultivating and displayed scenario-specific cyberattacks
categorized into supply chains such as information, systems, and other common assaults.
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e Presents a comprehensive evaluation of current cybersecurity inquiries and countermeasures utilizing blockchain
in shrewd farming,

e  Verbalize open security and security challenges over spaces such as next-generation organized security, trusted
supply chains and compliance, antagonistic machine learning, and Al, get to control, and believe and data sharing.

2. LITERATURE REVIEW

Agribusinesses and farmers are turning to a run of shrewd cultivating strategies that utilize IoT gadgets to extend
efficiency. The different sensor associations utilized on the cultivate and their communication over the Web can be hacked.
This has driven an increment in cyber assaults pointed at the agrarian industry, counting information breaches, refusal of
benefit assaults, site changes, and more. As of late, [8] has shed light on security and protection issues in savvy agri-
ecosystems. They displayed a layered engineering and distinguished potential cybersecurity issues in smart farming. In
expansion, their investigation moreover presents particular cyber assault scenarios categorized into information, arrange
supply chain, and other common assaults. A prevalent assault called "The Night Mythical Serpent” is an illustration that
permits assailants to take expansive sums of data from numerous petrochemical companies. Another case was the harm to
a German steel plant, where aggressors utilized online phishing to pick up and get to the factory's workplaces, systems, and
generation frameworks.

The exponential development in the number of internet-connected gadgets has made genuine security issues within the
rural division, as agriculturists cannot endure the plausibility of misfortune and damage to their crops. Surname. Surname.
Subsequently, guaranteeing the differences of sensors within the smart cultivate biological system is a critical errand of
present-day farming. Maria and partners. [9] Their report highlights the importance of accuracy farming (Dad) and related
cybersecurity dangers and potential vulnerabilities. This report highlights security, smartness, and accessibility models for
data security in agribusiness. It distinguishes different advances included in shrewd Farming, such as on-farm gear, checking
and inaccessible detecting strategies, and machine learning. It too briefly portrays significant bunches such as farmers,
herders, and businesses that back or depend on farming.

Moreover, security issues that can emerge from the utilization of IoT sensors in agribusiness have been well distinguished
[10]. Information and data security alludes to the assurance of information by diverting or lessening the plausibility of
unseemly or unauthorized get to or illicit utilize of information, intrusion, revelation, cancellation, and assessment. ,
debasement, distorting records, or distorting data. and to ensure information and data by lessening chance. [11]. Aggressors
can perform diverse sorts of assaults. B. Mass dissent of benefit (DoS) assaults using various IoT sensors sent in smart
ranches. Manos et. al, [12] in their ponder affirmed the 2016 Mirai botnet as an illustration, misusing an expansive number
of associated shrewd domestic gadgets to dispatch different DoS attacks. down. As of late, an analyst from a security
company called Sucuri [13] found that a DoS botnet can make 50,000 HTTP requests per moment. Numerous websites have
been hit by DDoS assaults. Comparable conditions exist in shrewd agroecosystems, so comparable assaults can happen.
Such assaults not as it disturbed the typical operation of distinctive modules within the same bunch, but can too be utilized
to disturb true blue arrange administrations in other domains.

The creators of [35] actualized a shrewd contract based on soil- and climate-condition observing measurements in shrewd
agribusiness. In any case, nitty gritty smart-contract usage is not given. In addition, the real-time tests detecting the rural
conditions and testing the proposed smart-contract-based metric checking are not performed. Ref. [36] examined Ethereum
blockchain-based smart-agriculture supply-chain information arrangements. The creators observed the farming sensor
information utilizing Ethereum. Be that as it may, the arrangement did not specify information capacity utilization within
the cloud. Ref. [37] performed a confirmation of concept for executing the Ethereum blockchain arrangement to store
Farming sensor points of interest. Be that as it may, the execution of the executed arrangement isn't decided in their work.
Practical test tests by setting the sensor gadgets are moreover not performed. Caro et al. [38] proposed AgriBlockloT, a
blockchain-based arrangement for Farming nourishment supply-chain administration. The Ethereum and hyper record
blockchain-based execution is performed to store the Agribusiness IoT device's information.

40



Scientific and Practical Cyber Security Journal (SPCSJ) 7(1): 38-53 ISSN 2587- 4667
Scientific Cyber Security Association (SCSA)

The creators appeared that the Hyperledger inactivity is much lower than the Ethereum arrange inactivity. In any case,
the end-to-end execution of the Farming blockchain, counting empowering the sensors to send information in real-time, is
lost. Moreover, the message network's idleness to overhaul the exchanges within the blockchain is higher. We address those
issues and executed a more reasonable blockchain-based arrangement to send the sensor alarm information as an exchange
in the blockchain. The creators of [39] outlined a smart-contract-based IoT device-to-device and device-to-gateway
verification component in savvy farming. The piece is shaped by the edge server conveyed within the IoT environment. The
blockchain hubs within the cloud perform the agreement component and include the squares to the blockchain. A crossover
blockchain hyper ledger— sawtooth stage reenacts the author's proposed method. Although blockchain and cloud
technologies are included within the author's work, the center of their work is on the plan of IoT gadget confirmation
components. On the other hand, we centered on checking smart farming natural conditions utilizing cloud and blockchain
innovations. We actualized an end-to-end generation-level Ethereum smart-contract arrangement.

2.1 CLOUD SOLUTION IN SMART FARMING

Cloud-computing integration with smart Farming is required to perform IoT detecting information capacity and
analytics, counting big-data applications. Analysts proposed arrangements to address the issues in loT-based savvy Farming
utilizing cloud computing. Nurzaman et al. [2] proposed a fog-computing-based network architecture for savvy cultivating
and Farming to screen ranches and control agribusiness operations. The creators presented a cross-layer-based channel get-
to and steering arrangement to optimize the organized communication associated with smart-farming endpoints. This
progressed the arranged inactivity of the IoT cultivating gadgets associated with the cloud. In any case, the paper did not
talk about the security and security angles of IoT-based shrewd agribusiness. Chen et al. [27] displayed an IoT platform to
develop turmeric outside for precision agriculture. The author's application empowers agriculturists to control turmeric
cultivation with GUI, moving forward the quality and efficiency of the turmeric while keeping up the arranged inactivity
that roughly matches real-time communication. However, this work is specific to smart-agriculture turmeric-cultivation
application execution.

[28] proposed an intelligent security framework to screen gadgets within the farming field. The creators actualized the
framework on Rasberry Pi 2. The framework can communicate information remotely and send SMS alarms to a farther
client. Be that as it may, the work did not consider blockchain innovation to make savvy contracts and safely store the
information when observing the gadgets in Farming. Li et al. [11] talked about the confinements of utilizing big-data
arrangements in loT-based savvy farming. The creators utilize the K-means calculation to perform the agribusiness
information analytics and highlighted that information is deficient to apply big-data arrangements. Anandarup et al. [29]
proposed a strategy for recognizing connection disappointments between neighborhood hubs and ace hubs and recognizing
nearby hubs from organized parcels. The MLP facilitated in farther hubs is utilized to test the recognizable proof of the
hubs. Generally, the writing shows that cloud arrangements advantage the agribusiness industry by remotely observing and
making strides in efficiency in agriculture. However, the cloud-based arrangements are inclined to information exposures
and may lead to security breaches on the cloud benefit provider if security controls are not legitimately actualized.

2.2 BLOCKCHAIN SOLUTIONS IN IOT AGRICULTURE

Blockchain innovation has points of interest such as secure capacity, namelessness, and straightforwardness. The client's
personality and private key will not be uncovered in the open, even though the user's open key and exchange data can be
seen within the open blockchain. A few analysts investigated the utilization of blockchain innovation in [oT applications
[19,30-32]. Ferrang et al. [33] portrayed blockchain conventions in IoT and displayed danger models to blockchain
conventions in [oT. The IoT application spaces for blockchain are talked about, and the state of the art of blockchain
advances within the Web of Things are examined, emphasizing security and protection. The inquiry about challenges and
future headings for utilizing blockchain in IoT are talked about. Ref. [8] examined the security and security issues in green
IoT-based agriculture. The application of blockchain innovation in protecting protection in green loT-based agribusiness is
examined. Anusha et al. [31] performed a writing survey of the information-security investigation advance in blockchain-
based smart-agriculture applications. Oscar et al. [32] performed a nitty gritty consideration of utilizing blockchain in savvy
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farming. The creators highlighted that security and security issues are one of the most concerns of shrewd agribusiness. The
state-of-the-art survey on utilizing the blockchain in Farming [32] portrayed that most of the works centered on
understanding the nourishment or agribusiness supply-chain issue, and secure information capacity, further checking, and
computerization are the slightest centered on regions in blockchain-enabled shrewd agribusiness. To entirety up, the earlier
blockchain innovation in IoT agriculture review articles demonstrate that blockchain arrangements can make strides in the
security and protection of savvy agribusiness. In any case, challenges such as information capacity in blockchain and tall
organize association rates in country regions to perform agreement movement still have to be addressed within the
agribusiness application setting. Saikat [12] proposed a blockchain-based 10T design for the nourishment supply chain.
RFID sensors captured the distinguishing proof ID from the item bundle from different stakeholders within the nourishment
supply chain and were included in the blockchain to preserve astuteness. Any partner can confirm the open blockchain
information concerning the products' status. Mubariz et al. [34] presented blockchain-based cloud hubs to confirm the
benefit given by the edge servers for benefit verification to IoT devices. The proof-of-specialist (POA) instrument is
considered for keeping up the agreement among blockchain cloud hubs. IoT gadgets grant the rating to the edge servers
based on the edge-server benefit given and utilized for deciding the benefit confirmation. Mohamed et al. [19] investigated
blockchain innovation to actualize security arrangements and their execution. The creators highlighted that expansive
throughput and capacity are the specialized challenges in executing security arrangements. Generally, blockchain
arrangements have been utilized within the literature to address a few issues in savvy farming.

2.3 SMART FARMING, SENSING TECHNOLOGY, AND SECURITY ATTACKS

A normal cloud-enabled IoT-savvy Farming is shown in Figure 1. The cloud-based design is comprised of the IoT gadget
associated with the ranches and rural arrive to screen different physical conditions such as fertilizer utilization, appropriate
seed spilling, climate state, nourishment developing quality, and capacity environment conditions. Different sensors such as
temperature, mugginess, and weight are utilized to screen the cultivating condition. The IoT gadgets are associated with the
common portal to pass the state data to the third-party cloud seller, who gives the item administrations. The door can be a
nonexclusive or committed switch outlined for the savvy cultivate. The cloud supplier can be any essential benefit supplier
such as AWS, Google Cloud, Microsoft Sky blue, or a self-managed cloud. The portal is associated with the cloud assets to
prepare the IoT gadget demands.

ol
o

-— Ll

o

Fig. 1. Cloud-based IoT smart-agriculture application.
The various loT sensors and their applications in smart agriculture include;

Temperature sensor: The sensor detects temperature changes within the application. The water temperature, the
surrounding air temperature, and plant temperature monitoring capabilities improve the effectiveness of agriculture duties.
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Humidity sensor: The humidity sensor measures the humidity changes in the agricultural land environment. The
humidity sensor helps measure the soil moisture and water consumption rate, tracking waterfall trends for future irrigation
requirements estimation. The normal humidity ranges are 0%RH-100%RH.

Light sensor: The light sensors in agriculture monitor the light in the agricultural greenhouse, cloud shadow, and the
required light to grow the plants.

Accelerometer sensor: Accelerometer sensors in agriculture help to maintain the agriculture or farming equipment. The
movement and vibration changes in the equipment are monitored to detect the equipment replacement needs.

pH sensor: The pH sensors in agriculture improve the productivity of crops. The pH sensor detects unwanted chemicals
in the soil and soil nutrient deficiencies. Soil-pH fluctuation monitoring can help farmers to take precautions and effectively
grow plants.

GPS sensors: An animal herd or any objects in the agricultural location can be monitored using a GPS sensor. Remote
monitoring and location tracking helps to achieve precise agriculture. Pressure sensor: A pressure sensor in agriculture may
be used to monitor pipes and tanks. The pressure sensor improves water management, irrigation management, and precision
farming. Infrared sensor: Infrared sensor integrated with drones monitors the crop and measures the plant’s strength. The
plants can be adjusted and optimized for the agriculture resources to manage agriculture activities effectively

2.4 DATA POISONING ATTACKS IN AGRICULTURE

The attack surface of IoT in smart agriculture opens up a new range of cyberattacks and several security defenses that
can be integrated into IoT devices due to memory and processing limitations. As a result, we may need to rely on security
detection and protection mechanisms at the port or network level. This work will address the following attacks using loT
state and anomaly data monitoring solutions.

Denial of Service (DoS): The adversary can send malicious network traffic to the victim farmer's network to shut down
services, including detection devices and routers connected to the network. This can disrupt operations as these devices are
used for food supply chain applications. The attack can also originate from many different source IP addresses, making it
difficult to detect and block attack traffic. DoS attack scenarios in IoT include resource consumption of IoT devices,
congestion of [oT devices and gateways, or flooding of ports with traffic.

Physical security attack: Intruders into agricultural fields and farm facilities to destroy property or with other evil
purposes like theft, arson, etc. Camera sensors installed on the farm premises will send data to monitor and alert the farm
owner when physical attacks occur in smart agriculture. Enemies can also access the farm to install or compromise the farm
network.

Data manipulation attack detected: Malicious manipulation of IoT sensor data before it reaches its destination is
another type of attack seen in loT. An adversary can perform a man-in-the-middle attack to read data passing through the
communication channel and embed malicious data to carry out attacks. Zero-day vulnerabilities in [oT devices can also be
exploited to compromise sensors and spoof sensor data to mask malicious activity. There are different ways to access the
network and manipulate data unless we have good security controls that cover protocols from the data link layer to the
application layers.

3. MATERIALS AND METHOD

The proposed approach improves the security and monitoring of smart farming by incorporating technologies into
multiple layers of smart agriculture architecture. The Ethereum blockchain is used in another layer to run smart contracts
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and trigger events when anomalies are identified during smart farming security monitoring. Figure 2 illustrates the layered
architecture of the proposed method. The smart farm layer contains different sensor devices on the farm premises for
different purposes. A smart farming community is formed with [oT sensor devices installed on every farmland. These sensors
continuously generate events like device health, device data, etc. Generated events are transmitted to the cloud using an
edge gateway or a router connected to the sensor. The cloud layer consists of components that continuously listen to sensor
events and process event data to retrieve the desired information. MQTT is the typical protocol for end-to-end packet data
transmission. We have defined a lambda function in the AWS cloud to parse data from the AWS IoT core component and
extract the required data from sensor devices connected to the farms. Whenever the lambda function logic defines a security
alert observed from the sensor generation data, the lambda function executes an infura-API POST request to update the
Ethereum blockchain. The updated transaction may include abnormal values of sensor data, device status, etc. Infura runs
Ethereum nodes and provides an API to update transactions from user accounts if they have an account with them. Updated
blockchain transactions will be updated on all nodes in the Ethereum network. Although the user layer is not shown in
Figure 2, the GUI can read transactions from the Ethereum node using an API call and display the details in the GUI when
the user wants to see smart farming alerts.

The description of the main components used in the proposed approach is discussed in the following paragraph.

AWS I0oT core: Several IoT sensing devices exist in the smart-farming environment. An IoT message-processing
infrastructure is needed to support the IoT message protocols such as MQTT and accommodates the network bandwidth to
collect messages from numerous IoT devices. We selected AWS IoT core service to perform the smart agriculture IoT data
processing. The AWS IoT core offers low latency and high throughput performance, and these characteristics support the
building of real-time production-level IoT monitoring systems.

AWS Lambda: The collected IoT data should be processed and given as input data to the Ethereum blockchain.
Therefore, AWS Lambda runs the code in the backend and stores the smart-farming information in the Blockchain. AWS
Lambda is a serverless computing service to run code virtually without provisioning the server infrastructure.

Infura API: The study did not rely on deploying the Ethereum full node to create and run the farming smart contracts.
Infura is an Ethereum API service to run smart contracts in Ethereum nodes and performs Ethereum-based transactions. We
leverage the Infura API calls to interact with Ethereum nodes once we collect and process the farming sensor data.

Ethereum: The study implemented the Ethereum-based smart contract to store the farming sensor data and check the
farming environment conditions. The Ethereum first version works on the proof-of-stake (POS) consensus mechanism to
approve and add the transactions to the Ethereum blockchain. A Web3 frontend application is implemented to review and
alert the farmers when security events are detected.

Fig. 2. Blockchain cloud-based smart-agriculture application.
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ADVANTAGES OF OUR PROPOSED METHODOLOGY

This research solution inherits the benefits of secure data storage using blockchain. Only certified farmers with access
to smart farming records are included. Cloud-based data storage carries the security risk of data breaches due to access
control misconfiguration. Blockchain enables secure storage of records with no maintenance costs for storage. Our solutions
are cloud-scalable and provide solutions for a variety of security use cases in smart agriculture. Blockchain transaction alert
data immutability can be used as evidence in litigation, can be used to ensure the security of insurance claims, and data
corruption-free security investigation data to protect farmers' farm assets and property. For example, natural disasters can
severely affect agricultural land. Evidence of when, what, where, and how it can be captured as blockchain transaction data
and used for insurance claims. A farm cannot deny ownership of a transaction once it has been added to the blockchain. This
property can be used to identify malicious farmer activity and maintain transparency. Some of the use cases for the proposed
smart farming approach are discussed below. Sensor status: Sensors constantly monitor farmland and farm physical
conditions and transmit these data to farmers or crop owners to effectively manage their farms for higher yields, lower
losses, and increased productivity. need to do it. Sensors/actuators must work continuously to receive regular updates.
Sensors are attacked with passive and active attacks. Therefore, monitoring the health of these device sensors is essential
and continuously monitored. A mobile application needs to notify the farmer when the health status of the device is turned
off. Farmers can then find the root cause and fix the problem.

Abnormal sensor data: You can flag anomalies in sensor data to draw attention and look for anomalies. Set thresholds
to trigger alarms and monitor smart farming applications. For example, temperatures in agricultural warehouses are
constantly monitored to keep goods safe. A temperature sensor is installed in the storage tank to monitor the temperature of
the storage tank. A blockchain-based monitoring solution alerts storage unit owners when temperatures exceed threshold
temperatures. Similarly, an image sensor installed near the storage unit is used to identify moving objects. Image processing
techniques were applied to detect unauthorized access to the storage unit. Cloud resources integrated into the solution can
process images and generate output.

Community Farming Blockchain: The crop productivity or quality impact on any single farm may gradually affect
other farms in the community or nearby farms in the surrounding area. The effect can be due to the infection of bugs, severe
weather disturbing the crop's life cycle, or more. Communication of this information to the community farmers may save
their crops from infection and stop the infection from spreading. Therefore, the blockchain-based community can use this
as a farm blockchain for sharing the latest updates among the farmers and keep connected to be aware of what is happening
on the surrounding people's farms for awareness. For instance, a burglar with unauthorized farmland storage access can be
reported to the farmers around the premises using the proposed blockchain-based application. The number of applications
is numerous using the smart-farm community blockchain.

4. IMPLEMENTATION OF THE PROPOSED BLOCK-CHAIN DEFENSE

To evaluate the proposed method for smart agricultural security monitoring using blockchain and cloud technology, we
implemented a prototype using the Arduino Sensor with Wi-Fi capability to mimic various sensors deployed in farmland,
AWS cloud components to process sensor data, Ethereum blockchain to store monitoring alerts and other important
information using the smart contract and develop a web interface to view alerts for users.

Test setup: The following hardware/software components such as the Arduino sensor, EP8266 Wi-Fi module, AWS IoT
core component, AWS lambda function, infura Ethereum API account, and Web Javascript were used to perform the
experiment. The Arduino module with Wi-Fi is connected to the home Wi-Fi router to communicate with the cloud. Our
security monitoring application can be developed as a third-party security monitoring product or tool to secure smart
agricultural IoT devices. The Arduino Sensor Kit contains a potentiometer, light sensor, sound sensor, air pressure sensor,
temperature sensor, and accelerometer to monitor and capture environmental, physical, and other conditions. different
conditions. The circuit board is used to connect these sensors to the communication device. Wi-Fi module H. The WLAN
module also acts as a peripheral gateway for all the detection devices mentioned in the test setup. The Arduino C language
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code is written to connect a Wi-Fi module to a home router and communicate externally with its remote AWS IoT node to
update events. His SSID and password key details for his home Wi-Fi router are provided with the Arduino to connect to
the internet. AWS IoT core services are built on top of the AWS cloud with some common configuration settings. AWS IoT
Core runs on the free RTOS operating system to process data from IoT devices and exchange data via the MQTT protocol.
AWS IOT Core can expose sensor device data and store it in cloud storage like S3. AWS Lambda functions are written in
the JavaScript programming language and continuously poll the AWS core for sensor event data.

The observing rationale is executed within the AWS lambda work to distinguish the sensor status and sensor information
irregularities. The infrua API calls were too performed utilizing the AWS lambda work to upgrade the sensor observing data
for changeless capacity within the blockchain. The infura account is required to produce the API key and build up an
association with the Ethereum organization. Hence, the alarm data is upgraded to the blockchain and put away within the
exchange. To execute the end-to-end application, the infura API calls are utilized to recover the caution exchange from the
Ethereum blockchain. The rancher may download the portable application or web app to screen the cultivate alarms
remotely. Figure 3 shows the Arduino microcontroller utilized to control and interface to the loT-detecting gadgets. The
temperature sensor and mugginess and light sensor are associated with the microcontroller, and the microcontroller
underpins a Wi-Fi association to communicate with cloud administrations. The sensors can be considered agribusiness
application conclusion gadgets. As appeared in Figure 3, the temperature and light sensor positive terminals such as A3, and
D3 are associated with the microcontroller PINS. The negative terminals are grounded to avoid short-circuiting issues. The
microcontroller is control provided with 5V, which is appeared in Figure 3 with a ruddy wire association.
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Fig. 3. Arduino sensor kit to sense the environment.

As appeared in Figure 4, the detecting device's status will be checked utilizing the desktop application. The Arduino
controller is associated with the tablet using wired communication. The sensor measures real-time movement such as
temperature and light within the cultivating. We introduced the Arduino computer program application on the portable
workstation machine to run the C code on the Arduino pack. The code comprises the WIFI association qualifications; AWS
IoT Center association necessities such as Client ID, and AWS Have URL; and the MQTT point title and the programming
rationale to study the sensor information as an MQTT subject and publish the MQTT point within the AWS IoT cloud
utilizing the arrange association. The code is dumped on the Arduino microcontroller to run the application and post the
information in AWS IoT Cloud. Figure 4 shows the print explanations demonstrating the Arduino pack associated with the
author's domestic WIFI organization "maverick creek-7-709" and starting an association with the AWS Cloud. Once it is
associated with the AWS, the sensor information is distributed as an MQTT subject with values temperature: 26, light: 26,
and mugginess 51. The data publish-success message can moreover be seen in Figure 4.
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Fig. 4. Sensor devices connected to Wi-Fi and initializing connection to AWS Cloud.

The MQTT publishes messages and can also log in to the AWS IoT Core. Figure 5 displays the published [oT sensor
data in the AWS Cloud. As seen in Figures 4 and 5, the data publication time in the IoT core cloud is 2 s. The highlighted
red boxes in Figure 5 indicate the timestamp and sensing temperature, humidity, and light values in the Arduino kit
environment.

*  Saws/things/smartAgriculturs/shadow, name, Tamp_Humidity
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Figure 5. Sensor data real-time recording in AWS Cloud-1oT core service

The AWS lambda work composed in JavaScript peruses the AWS IoT Center distributed information and compares the
sensor limit values for irregularity discovery. The code may trigger a sensor gadget wellbeing alarm on the off chance that
the information isn't gotten for a particular time interim. To connect with the Ethereum blockchain, the Infura API
qualifications are put away as factors, and the AWS lambda work reads the credentials to put through with Infura to keep
up Ethereum's primary hub. The meta mask application is utilized for the program wallet and to be associated with the
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Ethereum blockchain. The wallet subtle elements are moreover given within the AWS lambda work to perform the
exchanges in Ethereum. The smart-contract code is written using robustness programming dialect and sends the caution-
activated information as an exchange within the Ethereum blockchain. Figure 6 appears that Ethereum exchanges subtle
elements when the temperature-threshold-exceeded alarm is seen within the AWS IoT core. The exchanges incorporate the
piece number, from and to address, exchange expense, gas cost, and timestamp. Based on the timestamps watched within
the end-to-end blockchain- and cloud-based execution, we decided that the time to overhaul the agriculturist when the
agribusiness environment inconsistency cautions trigger is 9 s. The Ethereum exchange completion time is 7 s. Be that as it
may, we utilized the Rinkeby testing arrange to test the Ethereum arrange, and the general caution notice organizes idleness
will not be the same within the Ethereum generation organize. In general, we prove that organize idleness is negligible when
performing farming security observing utilizing blockchain and cloud administrations and alarming the farmers.
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Figure 6. Ethereum smart-contract transaction details.
Figure 7 indicates the data field format in the Ethereum transaction. The sensor threshold value, current value, and alert
message are stored in the data transaction. This data will not be tampered with and will be stored securely in the blockchain.

The boxes highlighted in red clearly show that the temperature value of 25 does not exceed the threshold value of 26.
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Figure 7. Ethereum smart-contract transaction storing the sensor data.
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The experimental transaction performed on the rinkeby network can be seen publicly for reader understanding. Figure 8
displays the list of transactions stored in the Ethereum test network. The from and to address, transaction hash value, and
block ID can be seen for each transaction.

We have developed a front-end web application to receive farm safety alerts such as device status and anomaly alerts.
The UI app displays an alert message as an Ethereum transaction. Figure 9 shows a warning message with details about
sensor data and policy violations. For example, block number 9363208 in Figure 9 notifies farmers of temperature changes
in the monitoring environment. When the temperature exceeded the threshold value, a policy violation message was
displayed on the Ul test web application. We used the vertical web platform to develop our test web application. Users may
also want to update transactions using the user interface application. For example, users should store sensor anomaly data
for future reference. We have integrated this functionality into the front-end web application to update the breach detection
data conditions in the blockchain. Figure 10 shows the front-end web application with interactive options for updating
transactions in the Ethereum test net. This feature helps farmers or web application users control the blockchain platform
used to monitor farm safety. To add a new transaction using the web interface, the user must log in to their wallet and fill in
the transaction details. The temperature, humidity, and light sensor values and their optimal values are entered and these are
sent using the web application. The infura API is connected to the blockchain node and adds a new transaction when the
config sensor data policy is violated. Other users can view the transaction data after the transaction is updated in the
blockchain.
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Fig. 9. Smart-contract web application—frontend GUIL

Our blockchain solution can be used on the farming community blockchain platform. As shown in Figure 10, a farmer
can update the real-time agriculture environment condition to fellow farmers so that fellow farmers do not have to visit the
farming location and can effectively make decisions from home to perform daily agriculture and farming operations.
Although we only used three sensors to test our prototype, our solution can be easily tweaked to support processing multi-
sensor data, and our implementation is used for various loT applications.

PERFORMANCE EVALUATION MONITORING SYSTEM PERFORMANCE

The end-to-end framework execution has to be assessed to assess the solution's adequacy. The organized idleness and
throughput are the pointers seen within the writing as performance components for blockchain-based applications. The time
is taken to get the sensor alarm when a peculiarity of the arranged inactivity may be a few seconds. The organized throughput
was not tried utilizing our usage due to the infura API free-access restriction. Execution comparison with existing works:

Our arrangement execution is compared with the existing works utilizing blockchain in shrewd contracts. Even though
none of the existing works actualized the end-to-end arrangements with AWS cloud and smart contracts, we included the
closely related smart-contract execution for smart farming. Table 3 delineates the message organize idleness in comparison
of our work with existing works. The creators [38] actualized Ethereum-based smart contracts to overhaul the IoT detecting
information to the blockchain and assessed the arranged idleness of issuing an exchange within the blockchain. The creators
detailed an ad up to arrange inactivity of 16.55 s. This work is closely related to our work in terms of including the IoT
sensor information in the blockchain. Our arrangement performed much superior to the work [38] since we utilized real-
time usage applications, counting IoT centers and smart contracts using Infura API. The extra idleness in [38] can moreover
be caused by the blockchain hub running in the virtual machine. The work [27] performed reenactments to test the IoT
devices sending upgrades to the blockchain and evaluated the arrange idleness. They considered 4G as a communication
medium to show the communication connection and gotten less than 0.2 s idleness. We utilized the domestic WiFi to perform
the tests and got the matchable execution with [27]. The creators [34] moreover utilized Ethereum to construct the farming
savvy contract. The creators detailed that it took 272 s to total one exchange. The tall organize idleness may be caused by
the utilization of the genuine Ethereum organize. Our arrangement detailed a add up to arrange inactivity of 0.11 s, which
is real-time caution announcing. We moreover decided the cruel time to distinguish (MTTD) when the 95% certainty interim
is utilized. The MTTD is detailed as 0.115 with an edge of mistake of 0.00919 and a standard deviation of 0.016. occurs
within the sensor environment straightforwardly demonstrates the arranged inactivity. Our test comes about on Rinkeby
appears that the network inactivity may be a few seconds. The organized throughput was not tried utilizing our usage due
to the infura API free-access restriction.

EXECUTION AND COMPARISON WITH EXISTING WORKS

Our arrangement execution is compared with the existing works using blockchain in shrewd contracts. Even though none
of the existing works implemented the end-to-end arrangements with AWS cloud and smart contracts, we included the
closely related smart-contract execution for savvy agribusiness. Table 3 delineates the message arrange inactivity
comparison of our work with existing works. The creators [38] actualized Ethereum-based smart contracts to overhaul the
IoT detecting information to the blockchain and assessed the arranged inactivity of issuing an exchange within the
blockchain. The creators detailed an ad up to arrange inactivity of 16.55 s. This work is closely related to our work in terms
of including the IoT sensor information in the blockchain. Our arrangement performed much way better than the work [38§]
since we utilized real-time usage applications, counting [oT centers, and smart contracts utilizing Infura API. The extra
inactivity in [38] can too be caused by the blockchain hub running within the virtual machine. The work [27] performed
recreations to test the [oT gadgets sending upgrades to the blockchain and assessed the organized inactivity. They considered
4G as a communication medium to show the communication connection and gotten less than 0.2 s idleness. We utilized the
domestic WiFi to perform the tests and got the matchable execution with [27]. The creators [34] moreover utilized Ethereum
to construct the farming smart contract. The creators detailed that it took 272 s to total one transaction. The tall organize
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idleness may be caused by the utilization of the genuine Ethereum organize. Our arrangement detailed a add up to arrange
inactivity of 0.11 s, which is real-time alarm announcing. We too decided the cruel time to distinguish (MTTD) when the
95% certainty interim is utilized. The MTTD is detailed as 0.115 with an edge of mistake of 0.00919 and a standard deviation
of 0.016.

5. DISCUSSION, LIMITATION, AND FUTURE WORK

We actualized a real-time situation agribusiness security-monitoring framework, which screens the sensor device's well-
being status and sensor peculiarities to perform accurate agribusiness and profitable cultivating. Be that as it may, we did
not send the sensors to the agriculture field to capture the farmland environment conditions. We imagine that the network
inactivity will be unimportant, considering the wide spread of the web in provincial regions. Our arrangement can indeed
screen the rural conditions in rural areas as long as an online association is accessible. We did not actualize the [oT gateway
in our work. We utilized the domestic switch as an IoT portal and associated the [oT sensor devices with the arrange using
domestic WiFi. This is often one of the restrictions of our work. Implementing an IoT organize with an IoT portal and
different detecting gadgets to imitate the reasonable smart-agriculture environment is one of the expansions of our work.
The current execution as it were works on the Ethereum proof-of-work (POW) agreement mechanism blockchain. One
future work will be implementing the current arrangement within the Ethereum 2.0 arrangement, which is backed by the
proof-of-stake (POS) agreement

There are various IoT applications to screen the IoT environment, counting agribusiness applications, savvy homes,
smart well-being, smart transportation applications, etc. In this manner, we imagine our model will too be utilized to execute
the observing arrangements in other areas. The arranged traffic can be collected from a smart-agriculture edge gateway and
stored the arranged events data within the cloud. Organized occasions can be utilized to apply machine-learning and deep-
learning techniques and recognize the anomaly network activity in a smart-agriculture arrangement. One future work will
be executing ML- and DL-based network-security observing arrangements in savvy agribusiness and utilizing blockchain
to store the arrange inconsistency occasions as transactions. The generation Ethereum blockchain gas cost is tall.
Subsequently, blockchain advances such as Cardano and Solano-based blockchain implementation are considered to plan
more network-latency applications and decrease the end user/farmer exchange fetched in shrewd farming. 9. Conclusions
In this article, we proposed a cloud- and blockchain-based security observing framework for smart-agriculture IoT
applications. The end-to-end application model was executed utilizing an Arduino sensor pack, AWS cloud components,
web application GUI, and the Ethereum blockchain smart contract to caution the farmers of security anomalies and sensor-
device status. The prototype was able to alarm the farmers in real-time, permit inaccessible observation of the cultivated
and farming environment, and empower the cultivating community to communicate using blockchain. The execution
assessment in terms of organized idleness is appeared to be ostensible with our model and it may be expressed that the delay
can indeed be diminished with the execution of high-performance exchange blockchain technologies such as Cardano. We
talked about the limitations and future openings to progress the security of shrewd farming.
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