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Abstract
World War II
(Georgian experience)
OTARJANELIDZE

David Agmashenebeli National Defense Academy of Georgia

‘The article covers the participation of Georgia and Georgians in World War I1. It is known that 700 thousand
soldiers were sent from Georgia to the front line, with 16 thousand women, 60 generals and admirals, 23
thousand officers and commanders among them. They were fighting in Infantry, Navy and Air Forces, also as
partisans on the territories of the Soviet Union and many European countries. Almost half of the recruited in
the war did not return home.

Georgian military leadership commanded such major combat units as army corps, air, tank and infantry
divisions, brigades, regiments, battalions, their headquarters etc.

165 representatives of Georgia were awarded the title of Hero of the Soviet Union, several Georgians were
recognized as national heroes of various European States. In particular, Colonel Dimitry Amilakhvari is a
National Hero of France, Georgian partisan Pore Mosulishvili is a National Hero of Italy and a pilot Alexander
Managadze - of Yugoslavia.

One of the particular features of the work is representation of the participation and collaboration ofa certain
part of Georgian emigration with the government and military circles of the Third Reich, and incorporation of
Georgian prisoners of war in the units of Wehrmacht. Soldiers fighting on the other side of the front line were
announced as traitors and enemies of the homeland by Communist propaganda. In reality they were unified
under the German Flag with the purpose of liberation of Georgia and not against it.
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Abstract

Analysis of US-led operations
in Iraq in 2003-2011

LIEUTENANT-COLONEL GIORGI LEKVEISHVILI
David Agmashenebeli National Defense Academy of Georgia

The security of the modern world is largely dependent on the efficiency of military actions conducted by the
ially the US). Military ion is one of the methods used by a strong state to achieve its

own political goals and will likely remain a political tool for statesman in powerful states in the future. In this
work we will conduct a systemic research of 2003-2011 US-led operations in Iraq. The focus will be made on
military political aspects of the conflict.

tertorism, war on terror,Iraq, poitca eft, regime change. ]

3063-30@3M36030 30030 I3330830°0



JOM36JD0 0)030HB30L 330©AT0S

3M®3M®IGOI®0O FLIWI30L

LIG3IGHI0 LOLOIBIBO

©5300) 3IWIYy
bmReGIY 3Gmgnbo
96m36700 09300330 93909305

GgBogdy. 6536Gm38
B3639de026edoly oty P dgengdob ¢ ©
© Bgorn @
856300 26 3o 239800 @0

(7 ESaai0d otuaobn btooouren bobGuEGhn, BomegiRe DA

gogemgdals ©
>

Computin

(ICA - g Archi
Citrb b639689 BamBob cubgaos

33200

B0 ©236mIYH0ds > 230d>  oreGNbgmBy dg3GowR 30

3mbdGog @0 B2090omyt  ©boboGIN  Bmncbengh.

6300b80g60 3nGImMoENTEN Jgemnb yagmoby IGB0IE
Bobo bobogds

4396
bobagBobomgobos odgBoggbyen (Windows, Mac OS X,
UNIX...).

(o]
Godgemng  dogeeb  3emngbogdhd  gzgepo

Uobggdgdob  dgoby
Jaghobegds

byGgobon 53063920, 3ol doocon  360dEmd
Jogmals goBsorgmn @bdambntgdas dcogs aoEoBgb  LgGaouemo bobogdab Ladgmdab deemgdo, o6y dobo
UG > 03900 babggdo 3gBamdob 3mabogthob
563moraghh. BBomd> guEEBOYS 33060000 YH0IGEEBEaII IH05E03L:

3mGInGme dogmab bgGaobyeme bobeods of  Bgdobdagto (330600 ambaemnt
dofnms Bmanbemgbob PBiod 23Boym@OTIBROL: 26gdyemn

+ boodgromes (Reliability) - 3o@3mGonneeo dhgmons

Bathoeb Ubgs 339660 230mBEUBO 02t 633976 038y,

© o3zl 2335560, bobhodsBn mdbroatn 535600 Bmdb3aHodemabongols
BoBodocm omdoomdnb JBHIBIIEYMED; B0006930w0 GRgdS.
Gouyhbgdmsh  BedoGongab  doboogdo  LoBidoob  Loantu Lobgyodgdob
BOY6IgeYmRBO. k)

oGabomn  Godgmoy  dmemn  obmgymde @Gone 0690300
BboboBIdonbo  @33Gmadogdnbs o oasdae  mubedgmtngy gmkinGaguero  dhgsodeb  UgHagbuco

3083mogbn® BoamBsb bodamadl. 3gGme, babgagmns
boBag®uuo bobhgBob @oymes, boreat ,30Gagrn 895

LobbgRgddn. aothopowmy  G06goBI gooB6no Godronbody
Siobobobmbs, Glgmos cogh 6w Gade LEnGo

U6oGo Bydmo 6eblgbed 9obpHRs o
By G0a0b bgGagGo ©o Boaby 303Gy Lfgnligdol
(808 9wodGobymo @mbes, %0, dmboggdms dedgd,
J0GInGHE0 303mYgHIdNm0 IHemaG:Ag0 o o 39803
1.

" aobgoboemon Godegbedy Bogand bafaghms 3630w
o sboggbore, GAgea JmBdnBoGdomsy bandoem ©
amadao byagGamn bobgdgdeb daoss Bgadegdy.

o

3900l 36030 oBgBb. gb

© 9639
BoGAmoagtl  LoGaghme  @oboga® @ @oa036

dem
(BebBofpbomms) bogaom gboghob 3bGBaEDUnEy ©0

96em0s6n ol

SayBogds 063
bsBgscmobnm onagds UEGomgAgmn @0 boodgem 3ofagm

FRobopgbmdgdod:

< 960 qBn3n6 gednmam babbgdsn Godrgbody
o3gbognme  bobdgdob  3oGogemabe 983333300
Agbodemgdemds;
o6, @ 3609
3563500gP> 30606 366G InEol;

. bobpgdgdol ©

oz BgBgofgds

B06oU66 boboygdgdab (o303gdab)
bo63By;

. bobogdgda  LEGR@  aaa6e6s
B3z Ambogb Fndob

30607560 bobegds s3I0 e7ax-3ub0bdgemo”

LgGagGamn  gAgmmbe”,  GMBIE0G b
onmgdol asGbo0GHpmE byl gy gBgembol
963366

(
oBngyfio bgfans, boeom ,bagahgda” sy Begaeod®og0

08090C0Y

oasoogbs >  Bomn  Uggobgdob  qoncmgdob oo gobimoghgdye g06epuc 8a6ga6g
0Bmygbodal  LoBgoemgdob.  oBobonob, 030 QgoBogg®o
ey S5 306Jo0dB) 3Gougbo GobegBob
BoTbaDemR agbscnbgRyn dgbobgobo o Busognb,  dBaEnleBIenGe  LkeGngid Bobgrogom  ae6oBIbgdh
Bomn 4039 B06gobody

2869039
obanbmgems gs6oSacaotnb (Load Balancing) 3ogu6otdel
byfbrogdo

gogem®

© 3369
Gobybodh (@s3. IP-B0bs3atrmgdo) oo sby B33

obodo6n 3 ol 6o
gth306ED0 boliygnb UGN (o> adomabligbymo Sxdomnt
60B3306HDo0.

3(2]
99399660 0BlboETABGR%L.
530000y BgBamdgh Gmamey L3geosengéar 03 LagGmBo
Bmmyeby @ofdgdo (93 VMWare), obgzg  goosmato

"
bolsgodgbobongob Bggdbocmns Iomataodgemo 303080 Citrix
XenApp, gy J8GTB39EYRL Bydoo Audmmgeoc
GbdanmBomb  boggmotn  Ldggooeno  IGmpmamemod

Uobgdgdos  Bubgogmo  gmadsbogdo (893
Microsoft). 36maGodmo 36m@ugagd oGhgasto @ood.
23boob B> Sipabodbels, HmA oBozaHa FHINVINO
LobogBadod

©@3300) 3IVIS




3603630 0330630 333©@IF0

93660 wnﬁnﬂau Bnndmba

Intel aisston Techr\clngy © AMD Secure Virual
Machines), GobogBgdob g

0 13960,
83060 Gorogmanl amm @afibgdob  3malibaGaemo
Uobggdob  abgaghore dmBondgbono dndoGongab ooty

2B

Gorao6
Godobdog® bgoaghl  Imado3amor 3069 Agbloggdob

0.
Eﬁrﬁgﬁa@maoﬁ 69696G03b, GHBgenn
30630609500 Jugergdob Uaﬁaa(aa@ ns«amuosadgg@aan
BgoBodbgdo, BBoGmRImO ©  doobogpdn  dagbobisedgdas

6300bd0n®>
mbog3ms bogaggdnl BsGongob dB06og) GagbEEND
boppgoboe BoGdmowpagh SAN (Storage Area Network),
Grdemnp byanBIL> @0 Abopgdms boogodh Bmtoald

qoboggto  ©IGI3IBIVD ©  MZ0YHN  doremnabmdol

lobgodpobs @ Bobopgdmd  bogegdob  moBoggbo
26o0gGOEINIRRDMD, GGy 336y dobbaghads

Br®A6IIEIGIb 0963 (3Ememaeo Fibre Channel).

. 189 B Gabhgaal

byG3aG-3E@abBhI6o 1 3gbbogndob bygsgo

{ gm0 BBJg00 3GmaGadwo byhgghon

SAN

Q

gogeogdob

32939

297222922777

mohgBohymo:

1. Hapan Paceex. Ulapor Kpoydops. Jeiicon [sepeiia Microsoft Windows 2005 — Cupasouits Axsanerparopa
Tep. ¢ Anr. M. 13 «CTTIKOM»G 2004. 1392 c. ISBN 5-9570-0016
Vi gl desktop zentral: VMWares Konzept der Virtual Desktop Infrastructure: iX 8/2006,

1 Zi
Shstract
Server Systems in Corporate Area Networks

DAVID GULUA
David Agmashenebeli National Defence Academy
Associate Professor

In this Paper. most important methods and tools for ensurin
of modern corporative area networks (C
virtualization infrastructures is performed
Infrastructures are emphasized.

a high level of reliability and availability
N) are presented. Common review of server-farms, cluster- and
nd their major advantages to older methods of building of IT-

©)300) 3@ IS 3®Madd0 / 2017



I6M363C0 0)33©IB30L S33©@IF0S

Y STETH The article analyses hybrid war compo
rod

HYBRID HIGHLY TECHNOLOGICAL
SYNERGY OF MODERN WARS AND
MILITARY CONFLICTS

MAJOR GENERAL YURIY DANYK
Professor, Doctor of Engineering, Chief of Military Institute of
Technologies, Ivan Chemyakhovsky National Defense University of Ukraine

TAMARA MALIARCHUK
Master of Science, PhD Candidate, Expert in Special Questions of
Information Security, Ivan Franko Zhytomyr State University, Ukraine

GIORGI KOKHREIDZE
Senior teacher, PhD Candidate, David Agmashenebeli
National Defense Academy of Georgia

ountermeasures to hybrid threats. The article
of present and future military art and combat

juction, five chapters and conclus
S developmenl are discussed in the introduction. Mod
represented in the article. It is conducted the analysis of ma
concepts of military art. Highly technological hybrid wiar c
conflicts are considered. The article displays crisis situation
is conducted the analysis of hybrid war spheres. State training pecuia
in the article.

ion of its consequences by Special Operations. It
25 {0 hybrid threa countermeasures are represented

Key words: Hybrid War, Information and Cyber Security, high technologies.

Introduction

The analysis of the

Actually, it is a regular tran
objective achievement. It turns into

branches of armed
. Conducti

army compone

design and m:
complesss, whlkhace Besigoediby 0

The achievements

s ligence (Techni
¢, Military and OSINT), Opera

ommunication, uni

s«:nmmdsﬂunswumwmymm

with the power options

technological forces and me

MAJOR GENERAL YURIY DANYK 3G®MBISB0 / 2017

TAMARA MALIARCHUK
GIORGI KOKHREIDZE



3©0363W0 0)530I630L d35©IF0S 4

others),its political values (whether it adheres to them in national
and foreign policy) and external relations (whether they are
perceived as legitimate and morally justified) [5).

Nevertheless, the implemented solutions are not only non-
‘military (‘50ft") or only power tools of influence. The key problem
in new strategy formation for subjects of modern world policy is a

i “soft” and “hard" i i

- To sol
this problem, a “smart power” strategy was developed that includes
the strategic use of diplomacy, persuasion, capacity development
and the projection of power and influence, which is the most cost-
effctive and has political and social legitimacy [6]. The concept
underlines the necessity of powerful modern highly technological

rmy as well as the investment of significant funds in alliances,
partnership and institutions (7].

Samples of weapons and military cquipment gained new
opportunities with the help of inriovative technologies, It led
to development, implementation and practical use in leading
countries of the world of new strategie concepts of combat actions
(“Global Combat Action, “Global Presence’, “Global Coverage’
“Network Wars’ “Hybrid Wars’, “Strategic Paralysis’, “Parallel
‘Wars’, “Controlled Wars” etc.).

the weakest points (subsystems, components, objects), which were.
named “weak points’ “sensible spots’ “ritical points. Influence on
them may destroy the system or in an unauthorized way change
its characteristics and algorithms of functioning, Disorder in
functioning or any other destructive influence on them deprives
the state, which did not take security measures, the opportunity to.
conduct combat actions further [4].

Practically, support of defense capacity of a state demands in
conditions of hybrid wars balanced national security and defense
sector. Its key components are modern, resisting to present and
future challenges and threats, armed forces, equipped with highly
technological samples of weapons and military equipment. Also
there is a necessity in relevant specialist services, staffed with
trained personnel.

Modern Highly Technological Hybrid Conflicts Measures
In modern war success is defined by availability and effective
use of innovative designs of weapons and military equipment. The
highly technological samples include
+ Electronic Warfare systems ad complexes and other

in a distance with the use of covering information intelligence
software, information and highly technological weapons, robotic
(unmanned aircrat complexes, unmanned ground and navy
complexes).

Innovative technologies of combat actions control consider
that attacks usually are done mainly on principal objects with the
support of maximum achievable speed and accuracy of actions
on critical components, mainly on all the territory of the state
(region). The approaches realization provides effective objective
achievement. It is supported by analysis of National Security

« Modern Information Communication Systems;

+ Innovative Control Complexes of forces and means
(measures), Automatic Weapon Control Systems;

«  Innovative, including Automatic Program Complexes
for conducting information, information and cyber actions and
actions in cyber space;

+ Integrated reconnaissance-strike complexes;

+ Life Support Systems in space;

complexes) and their countermeasures. (18]

Electronic Warfare

| - automated inteligence systems "Armada’, “AreaI’, Automated Control Complex (ACC)-TIOMI (eng:POM1), Automated Control

| Complex-/I13P(eng.DI3R);

5B6S-VSAT
-mobile electronic warfare means “Oas
POM2), ‘Argument-E’, “Argument-P" , "Articul-M;

|
|
|

| -stationary moniring APK-CCH (eng. automated control complex), APK-CCHIHM, APK-CII, «Aprasak-LCs(eng Argamak CS”),

is-T7, “Mercury-S, “Torn-MV’, “Grebeshok-M1", “Argus-M2’, “Dozor’, ACC-TIOM2 (eng.

Electronic Warfare Countermeasures

Ground-Based
“Electronic Warfare Complexes “Borisoglebsk-2; “Disbazol

- Automated complexes and automated control points “Moscow-1', Automated Control Complex-1, P-330K, P-330KMA,

P-330KMB);

~jamming stations, airborn stations 1P/1296/PB-261A “Krasuha-2’, 1P/1257/PB-271A “Krasuha-4C, “Topol-M’, CITH-40M2, CITH-

30, CITH-2, CTTH-4, CTTH-4.02;

P-934B, P-934YM, P-330K, P-3305MB, P-325YMB, PB-5315 “Infauna’, MKTI
PI1-377YBM2, PI1-377]1, PI1-377/1A “Lorandit-M’;
Air-Based

P-378A, P-378B, P-325Y, P-330B, P-330T,
-1A “Judoist’, “Leer-2', PII-377YBMLI “Lesochek’,

- jamming helicopters Myt-8 (M-17);

-Drone Jammers “Stroy-PM", “Moshkarec” and “Moshkara™;
~Small Jamming Station MCI1-418

-clectro-optical warfare system “Zashit
Sea-Base:
“Complexes and

of electronic warfare, signal

“Porubshik’, “Hibiny’, “Himalayas’

a-EK” (eng. Protection-EK), «A/IPOC-KT-01ABE» (eng. ADROS-K'

405, PEIT MI1-407, I1K-2, IK-10, I1K-1, “Podzagolovok -23" (eng. subheading]
- self-contained, drifting and hauled devices of sonar countermeasures MI-74ME, *Berilliy

(engsnake)

ation individual and group protection): J1175B, “Kedr”,
*,“President-C’ /1005-C;

“01AVE");

setting deceptive targets, jamming TK-25E, MII-401C, MC, MIl-

“Tunec” (eng.tuna), “Sprut’ “Zmey”

MAJOR GENERAL YURIY DANYK
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GIORGI KOKHREIDZE
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Technical Means of Information and Psychologx;al Operation Forces

m 11101905

Technical Meansof Ol Speech
-powerful audio-li tation M3C-83 “Grom”

-medium-powered a\ldle-lingual stations 3C-82 “Decorator’;
- medium-powered audio-lingual stations 3C-96.03;

- lightweight audio-lingual stations 03C-78 "Komar';

- audio-lingual stations B3C-85 “Mnogoslozhnost’;

Systems of information automation, reception and processing
~portable reception point 112-80;

-portable complex TTCK-84;

polygraphic means, technical means of radio and TV-propaganda.

Means of Space and Missile Defense Forces

Space Apparatus
- electro-
- communication «Meridian», «Raduga-1M», «Raduga 2»;
- navigation «Glonas-Mb», «Glonas-K»;

- double designation «Resource-P1», «Resource -T12», «Kanopus-By, « Resource DK-L»;

Missile Carriers
-light Start-1y, «Cosmos-3M, «Cyelon-2, «Cyclon 355
le «Soyuz-B», «Zenits.

pical inteligence *Persons:2'( eng. person), fadio-locatng «Kondon, radio-electronic «Loto$-C, «Celina; |

Robotic (Unmanned Aircraft) Vehicles

Umanned Aircraft Vehicles

«Orlan» «Forpost», «Tahion, «Tipchaks, «Alcrons, «<ZALAs, «Irkuts, «Dozors, «Granats, «Zastava»

(18-21]

Operational control complexes and automated control
of weapon are becoming system-forming in modern combat
actions. During Anti-Terrorist Operation (ATO) in Ukraine
Armed Forces of the country came across with militias, which
quickly adapt to changes and dynamics of modern combat and
widely used conventional and asymmetric tactics. It turned ou!
'ATO suthoritis were ot suficiently prepared o the actions at that
‘moment. It resulted in absence of reliable control over the situation,
and it decreased efficiency of troops command and control. Mainly
insuffcient response coordination of military groups and groups of
National Guard of Ukraine, State Border Guard Service of Ukrai
and Security Service of Ukraine led to significant loss of
‘human and territorial resources [6].

Experience of the latest military conflicts confirms that it is
not enough to have troops automated control system. There should
be common automated control system of troops, which provides
cooperation of integrated task forces. It should also provide
operational command and control of module structures of two
and more branches of armed forces. Due to the necessity of control
over the formations from one command post and integration
of corresponding, cooperating subsystems in unique system
there is a demand in common information processing and use in
conditions of combat actions. It means following the same rules
of information transfer, its processing, storing and visualization in
single information space (STS). [17].

e mentioned conditions confirm the necessity of new
method design for automated control from small in quantity mobile
unitsin mult-serviee forces, well-armed and prepared 1o exccute
different task y from main forces

1t reason forconstant work over desgn and development of
the complexes and systems by leading couniris of the world. The
USA strategic
concept- Cal «Command, Control, Communications, Computers
and Intelligencer. The automated control system is represented by
troops of operationalstrategic level, Global Command and Control
System (GCCS). The basis of C4I information infrastructure is an
information system unity of operational strategic, operational tactic
and tactic levels of control, which are interconnected vertically and

horizontally [9].

m technical point of view CAI is a global, territory
distributed, integrated telecommunication system of information
computer centers and automated working stations, placed at
command points of headquarters and armed forces operation
control points, functioning according to single information space
concept.

Russian Federation follows the same trend. In Russian 2025
‘ear Development System Concept of Armed Forces Control one
of the main goals is guaranteed forces control in SIS. According to
the concept there is a number of planned national arrangements:
conceptual basis design with armed forces application and use
of SIS; design of integrated transport net, united with computer
automated communication system of armed forces; information
elecommunication system of armed forces, information

tion syst allinformat rees in single
information infrastructure of armed forces; creation of perspective
research center in the sphere of information technologies and their
use for development and design of means for combat actions. All
fEe represented in ASUP 2.0 (ACYII 2.0) project.

s necessary to underline achievements of Poland
in lhn sphere. Poland designed its own automated control
system JASMINE. JASMINE system is universal information
telecommunication platform based on component  (module)
construction according to the concept of NATO Network Enabled
Capabilities (NNEC). Elements of JASMINE system can be used at
any military level from strategic to tactic.

‘The conducted analysis shows the achievements of leading
countries of the world in troops automated control system design.
It promotes the eficiency and quality control, significant decrease
of time necessary for decision making and creation of conditions
for efficent use of combat capabilities, success achievement in
combat actions including decrease of forces and facilities [2]. Table
1 represent main troops automated control systems of leading
countries of the world. According to Table 1 the main focus is on
the design of automated control systems for troops of strategic and
operational levels of military authorities.

MAJOR GENERAL YURIY DANYK.
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Table 1
Troops Automated Control Systems of World Leading Countries
Control Levels
Countr, i “Platoon-
Y Soldier, “Brigade- Automated
section Company- Devision” Complexes,
Batallion branch of forces
Finfosyssk, Fulnfosys,
e Fulnfosys H, HEROS-3, HEROS-2/1,
(i 12-Es ‘Gladius FAUST, IFIS, ADLER- | HEROS-2/1, FAUST, ADLER-II, DIFA
(‘Warrior-21) 11, SAFES, FUWES IFIS, ADLER-II, Hilaafusys, SPIA, IRIS,
Hilaafusys, SAFES HERGIS,Syseloka H,
Opinfo, RAFES, SAFES
Sozvezdiye 2M g POU:_PKZM Poliot-K
Russian Andromeda-J| ozvezdiye Sozvezdiye 2M Andromeda-Jl
7 Andromeda. 5
et || ASSALE) || G Lt || /S0 i)
20)
Fchs ek AT, ABGSs
FBCB2 /ABCSS, ATCCS, 2 2
USA ABCSS, ATCCS, MCS S oo dirces
MCs

Nowadays in Ukraine Armed Forces there are automated
control systems of troops of tactical level (“Combat} “Krapiva’
“Vual-15” and others).

State Cyber Security Support System.
Psychological and Cyber Components

The state defense capacity facing the threat of a “hybrid
war’, requires balanced sector of national security and defense.
1is key link s the armed forces equipped with high-technology
weapons and equipment (*hard power” means) that are modern,
appropriate to the challenges and threats of today and the future.
‘The personnel should be able o conduct powerful information
and special operations with the purpose of influence on economy,
politics, energetic infocommunications, control, native and cnemy
population. (means of “soft power"). The application of the “smart
power” strategy allowed the leading countries of the world to
achieve significant successes in combining “hard” and “soft” means
of influence. This was greatly facilitated by the creation of high-
tech defense clusters, They include scientific schools and research
centers, training systems for specialists, associations of enterprises
fo the prodaction and modernization ofclement of highdefense

Information,

World experience shows that leading countries, mainly the
USA, China and Russian Federation, and others create national
cyber security support systems [1]. It integrates and disburses
functions among state components. The components are military
cyber components, civil research units. They are involved in
cyber measures design of double use and a et of educational
establishments, concerned with cyber security issues. During
researches the following components were identified:

- military cyber components;

- cyber components of the police and state special forces and
services;

- cyber components of ministries and departments, enterprises

and associations;

- military and civilian research institutions and units of all
forms of property engaged in the development of cyber weapons as
purely defensive and of dual purpose;

- networks of educational institutions dealing with the training
in cyber security.

It is important to identify priority and order of tasks solutions
:anccdy. It provldzs effective state cyber security system
a

technologies, i for ppor
support for esting

and lmplemmlalmn of high Aechnology ‘weapons and nn.hury

- sKreamhmng the regltory ramevork o ensuring hestae

equipment. carch
and combat ttmng afthe opmunn and combat use of innovative
high-tech weapons and models.

Organizational measures in this context include:

- development and specification of concepts, cyber security
strategies and standards;

- cybersecurity and cyber troops formation and supply in the
state defense sector;

in cyber security;

- legislati legal support for the cyl
- scientific and cyber security support;
- cyber training.

with

- complétion el cyber security sysmm

Nowadays in Ukraine there is a number of documents ensuring
state cyber security. National Security and Defense Council
of Ukraine is established, but a number of necessary strategic
documents are still missing

‘The mechanisms of ensuring the functioning of the state
interagency coordination structure are not suficiently effective,

e is no cyber command as the only body of the state defense
sector with the functions of planning, management, control and
coordination of all actors of cyber security in the state defense
sector.

The profile structure can unite all existing units that are
involved in resolving the issues of the cyber defense in a single
system for their effective actions under a unified leadership and,
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with a single design and plan. The absence of profile structure
constrains the national system formation for ensuring cyber
security in the defense sector.

As a result, there are no interagency interaction, centralized
management and a clear division of responsibilities between
existing cyber-units both in the defense sector and other agencies.
It provokes ineffective state cyber security.

The completion of standardization and optimization of
educational and scientific activities is required to ensure the
appropriate quality of research and cyber security specialists

raining .

Despite the fact that a number of higher education institutions
(military, civilian and departmental) carry out training in various
specialties that can be classified as information and cyber security,
the quality of training requires significant improvement.

ical principles and ons are offered
to design rational cyber security training. The efficient allocation
of forces and measures are very important to provide modern
scientific, research and human resources support in information
and cyber security.

e ways of improving the system of standardization and
certification in information and cyber security of the state are
identified. Conducting scientific support of national products and
integrating educational and scientific activities on these issues are
provided.

“The following tasks and i ted:

- informational support of the blogosphere (creation’f
virtual communities in social Internet services, their support nd
administration).

Any social network provides the user with mechanisms for
popularizing his personality and influencing the masses of peaple,
both positive and negative.

Recent research has shown that there is a black market in
blogosphere It vitually creates fake web resources, browsers with

activities (likes, posts) without the knowledge of the registered
owner of the web resource page. Or sometimes users are bribed
(already becoming one of the types of criminal, and sometimes
corrupt actions). These types of reputation manipulation have been
used in relation to the leaders of the Armed Forces of Ukraine and
state authorities (Odnoklassnil, VKontakte, Facebook, YouTube,
Tuweeter) in order to destroy the control in the Armed Forces of
Ukraine, Destructive information and psychological effect on

the population of the country and its authorities (discrediting

government authorities, Ukrainian Armed Forces authorities,

and encouraging an increase in crime and separatism activities)

at the beginning of the conflict in Ukraine fostered socio-politicl
destabilization in the country and continues to negatively affect the
ountry.

There are many web resources on the black market that offer
the creation of fake pages or certain content. Among the famous.
i ices are Klout, Peerlndex, Alexa.

- localization of efforts and resources (financial, economic,
technical, time, production potential), aimed at forming a national
system for ensuring state cyber security;

- making a list of objects with critical infrastructure, cyber
threats for these objects and improvement of forms and methods of
counteracting such threats in cyber space;

- optimization of the needs for using the material and technical
base and software of forelgn production in critical, from the point
of view of cnsuring the state security, industries.

The implementation of complex technical measures in cyber
defense requires

- development and implementation of the latest standards for
the design of cyberbullying, integrated modeling bases and means.
for conducting and providing the necessary technical control over
national cyber space;

 development and introduction of new approaches and tools
for the search and identification of vulnerabilities in information.
and cyber infrastructure;
types of cyber crime considering sociotechnical
component, etc.

‘At the same time, it s necessary to focus on all-sided
information support about cyber space. It can be achicved due to

- operational recording of network resources;

- identification of assets;

- definition of network configuration;
earching and identifying of vulnerabilities;
dentification of information exchange;

- continuous monitoring of networks.

Practice proved that in modern hybrid actions information
and cyber effects are dominant, and at the same time can be
i followed by other soft
goal achicvement. Mainly information effect is realized through
cyber space. It combines information, psychological and cyber
components with the effect of their mutual synergy. Information
(information, psychological and cyber) effect is followed by
h B : 3

- new

us
transformation and adaptation of forms, methods and means of
their realization.

The blogosphere, social networks and other social Internet
Services (video services, geoservices, etc.) can be an example of
information and cyber components synergy. Blogs mainly are
occupied with

 search, collection, processing, generalization, systematization
and analysis of information on sources of threats, forecasting the
development of the situation;

‘According to the results of research and practical experience,
active information _counteraction to negative informational
influences is achieved by

- blocking of unreliable web resources and web pages;

- placing a refutation of false information with references to
reliable sources;

- appealing to the companies-owners of resources with the
requirement to withdraw unverified and unconfirmed information;

- creati i P web resour

- blocking the placement of questionable ads on your own web
resource or web page.

To do this, computer-network monitoring s carried out, which
includes:

- identification of information causes;

- identification of the primary sources of information
dissemination;

- disclosure ofthe direction and content of enemy information
and psychological operations;

- revelation of the enemy intentions;

- study, accumulation, systematization and analysis of
information from electronic mass media about potential sources of
threats;

- assessment of the tone of informational content in open
sources.

Comprehensive analysis, researches, analyzed combat
experience, methods, forms of today and future countermeasures
predicted hybrid effects and threats, showed significant and intense
role of information and cyber activities.

The effect through cyber space gives an opportunity along
with the realization of already existing threats to create new diverse
crisis situations. Mainly it is connected with realization of terrorist
threats, destructive effects on critical objects of infrastructure,
society, state authority, armed forces personnel, on individuals.

risis situations appear as a result of information and cyber
actions in conditions of hybrid conflicts. It means unity of
conditions and matters, created by realization of information,
psychological and cyber threats of terroristic, economic, military,
diplomatic, ideological nature. Crisis situations are directed on
critical infrastructure of a state, society, its authorities, securify.
sector, technical and ergatic components of control systems (of @
state, critical objects, troops, and weapons). Control systems lead
to significant decrease of all indicators of mentioned objects and
subjects functioning separately and as a unity tll final rjection of
work.
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Crisis Situations Countermeasures
Effective countermeasures to crisis situations in cyber space
according to ATO (Ukrainian occupied areas) cxperience can be
realized in
Systematic development of forms, methods and means
afopmnmml detecting, protection and active countermeasures to
information threats in cyber space;
Scientific research and development of specialized
software and hardware capability for information activity in cyber
space;

exper‘k‘m.cin this sphere;

them. d compl

in its transfer and processing. The same principles are the basis
for design of software means aimed at realization of operational
detecting processes, protection and active countermeasures to
information threats in cyber space. The mentioned approaches
are not effcient in real conditions of the situation during enemy’'s
use of predominant or equal in content and level of information

: L S

attacks, which are followed by other soft and force methods of
conflict objectives achievement. This is peculiar for present hybrid
war

s,
Principles of situational control implementation  give

4
ey S m..smam..s,

Impre d education of military and civil
specilsain e i et cyber security;
Operational implementation of learned mat
national and iternational securitysystems

. perence demonsirates that modern methods of hybrid

in

nlul\mn riori
the goul, subject and object of efet, content,csence and method
of realization.

Technological design of well-known countermeasure systems
for mentioned crisis situations, forms, methods and use of the
systems must be oriented toward the formation of static excessive
structure of a target system, Distribution of tasks among all
components of cyber attacks on the system are often conducted
evenl i i purp
‘The increase of quantity and density of crisis situations’ flow leads

Traditional Combat Actions

resources.
of enemy’s actions. Methods of fractal analysls, self-organization
and bifurcated models give an opportunity to detect threats and
ritical situations in time, predict their direction development and
eal objectives, Practically, this approach increases the cfectiveness
of information warfare countermeasures as a result of advance
warning systems, the completeness and accuracy of information,
and timeliness of reactions.

Hybrid War Spheres

It s necessary to consider the impacts of an aggressor desiring
to increase internal instability in multiple spheres of activity (Fi
1). Intended impacts can include increasing distrust of institutions
and shared values, increase of crime, erosion of economic actvi
and trust, and a confusion of objecti rise, ideology, and
other sources of social cohesion, destruction of national security
and defense (1,7, 12].

Figure. 1 Hybrid War Spheres

@ Diplomatic )/

( Socially Humanitarian)

Confessional
Education and Science

Information and Cyber

‘The Highly Technological Defense Cluster

‘The mentioned above spheres providing defense capacity of a
state support technical component of military security of a state.
But effective use of highly technological samples of weaponry
‘without well-trained personnel is next to impossible. Exploitation
of expensive highly technological complexes of weapons and
military equipment by personnel, which does not have special
training, exclude the possibility of its effective use (fully use its
capacity). Moreover, due to unprofessional use the complexes =y

highly technological, priori for providing necessary level of state
defense capacity.

The nghly Technologlcal Defense Cluster should include:
t system of military research with proper
sclenuﬁcarganllzlmnals( cture;
+  Acdemic orientation toward highly technological
expertise;
«  Scientifically-based manufacturing complex, with

often are out of order. It means tht tasks are not
state suffers damages. That's why the important role in pmvxdmg
military state security plays personnel training.

Duc to this fact Highly Technological Cluster design demands
great attention as single integrated, training, rescarch structure in

command posts and laboratories. o

Technologically advanced experimental combat and combat
units, developed according to academic/scientific research of the
cluster (Figure 2).
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“SCIENCE-INTELLECT"

Designsystemofinformati
onandacademic support
of highly defenso!
technologles

sl

“PERSONNEL TRAINING"

Training and advance training |
‘systems of spaciallsts in highly
defense technologies |

g

“RANGE BASE" |

Experimental Academic |

“INDUSTRY AND
MANUFACTURE”

Enterprises System in
manufacturing and
modernization of highly:
defense technologles

Forces and means of effect (direct and Indirect effect):
Special Forces, Special Operation Forces,

¢

“FORCES" |

, airborne forces;

separate units; forces and means of information and cyber

actlons, electronic countermeasures, precision weapons

Figure. 2
‘The Highly Technological Defense Cluster

Practical military  personnel training, testing and

implementation of new technological systems of weaponry and
military equipment, and the formation of new units must be based
on developments of the Highly Technological Defense Cluster and
active military units.

Cooperaion in training, rescarch and innovations issucs is
conducted with scientific establishments of the state and of other
world leading countrics, with companies and firms of different
types of subordination and ownership.

Itis crucially importantto create a Military Scientific Technical
Expert Center in highly technological spheres with a purpose of

«  avoiding of different organizations' double functioning;

+eflorts concentration on one place in researches, design,
creation, testing and use of highly technological systems;

personnel training in highly technological directions
for all branches of Armed Forces and for other ministries and
establishments of National Sccurity and Defense Sector of the

ate;

. e of the military component, industrious and
‘manufacturing base of the region;
iding additional financial and temporary expenses.
ty of the center can be substantiated and supported
i the world gath

av

Practicab
by relyingon
in the search of innovative ideas and their i ion in the.

actions.

Effective provention and countering negative consequences
of the phenomena and ensuring national security of states and
coalitions in modern conditions, their effective defense against
hybrid aggressions, demands implementation of high defense
technologics and the violation of their syncrgetic application by the.
cnemy.

With their help, the combat capability of military formations
cquipped with even obsolete weapons can be brought to such a
fundamentally new level, which will meet modem requirements.
‘This, in particular, willassist in obtaining the time reserve necessary
10 reduce the backlog (if there is one) of a state from the leading
states in re-cquipping its armed forces with new samples weaponry
and military equipment.

State policy, providing highly technological, information
and cyber security, becomes one of the main components of state
sccurity policy in military sphere, which obtains more and more
independent status.

Modern high technologies are changing processes of effect on
the enemy, organizations of soft power effect and military actions,
methods of their control. And that's why they demand specific
personnel training.

World experience proves that to provide necessary level of

ity capacity in conditions of

military sphere (e.g. DARPA — Defense Advanced Research
Projects Agency (USA)).

Rational elaboration of all practical issues in the Highly
Technological Defense Cluster must be conducted in close
coordination with ~central military command and control
organizations. It should work directly with forces cooperating with
central control authorities. Central control authoritics correspond

its, and subdivisions with their range base and
interacting organizations (structures).

Conclusions
In modem wars and military conflicts, hybrid high-tech
synergies have a special impact on the course and outcome of

crisis and significant decrease of expanses on armed forces is
possible on the basis of complex use and new highly technological
and already existing traditional facilities.

The use of highly technological systems gives the opportunity
with minimal expanses not less than at third to increase efficiency
use of already existing state military potential. That's why
corresponding to demands of providing state security in military
sphere in modem conditions, guided by items of national security
strategies and national military strategies, authorities of the most
developed countries order science and industry high-tech weapons
of war, implement and use innovative control technologies, which

provide fast, convincing victory in the present and future military
conflicts.
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TN A direction of improving the efficiency of aerial monitoring is proposed. The proposed system of processing
an aerial photography is based on the principle of identifcation the important semantical content of the image segments
directly onboard. Quantitative metrics to assess masking techniques for their subsequent implementation in systems of
‘automatic teleprocessing of video information are explained. Experimental results of masking techniques evaluated on basis
of quantitative indices of planimetric information quality is given.
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1. Introduction
The main issuc of information systems based on_acrial
nonitoring today is the time of signal delivery and reliability of
its decoding. The increase of structural complexity of an acrial
photography and low throughput of onboard communication
devices provoke certain difficulties of information decoding in
expected time. The proposed direction of improving effectiveness
of an acrial monitoring device is to define a new format of video
data representation. This would allow the increment of efficiency of
the codebreaker’s work

2. Methods of research

In the process of aerial monitoring, a big role is assigned
1o a codebreaker. The codebreaker, before creating a report,
systematizes basic data about key objects by a sequential logical
course from detection of an object to the analysis of ts status. The
efficiency of the codebreaker’s work is influenced by the time
of delivery of an aerial photograph from an aircraft (this is duc
1o information aging), and by the skill level of the codebreaker,
Decryption is complicated in connetion with a big flow of the
video information arriving from the aircraft.

The first stage of decryption is the detection of objects. Here
the codebreaker meets difficulty of separation of important objects
from a total quantity of information. It is connected with a lot of
information on an acrial photograph. Excess of information is
due to the presence in the image of fine details and sets of various
objects which recognition isn’t included into the task of decryption
(distract the attention of the codebreaker). It carries o the erratic
perception of an object (ignoring of important objects) and growth
of time expenditure on the perception of objects. As the first stage
of decryption (detection of objects) is offered o transfer on aboard

the aircraft as a form of the option of object key information
separation by application of a masking technique. Detection of
Key information as a component of the interpretive signs is the
esult of masking. Methods of detection of boundaries or otherwise
separation of planimetric.information arc used for receiving and
assessment of an aerial photograph semantic component [1-3].

‘There are no universal masking techniques for different types
of images. In the case of assessment of the cfficiency of aerial
photographs masking techniques, it is necessary to consider the.
efficiency of separation of planimetric information, the maximizing
accuracy of its separation and localization of objects, and also
minimization of time and computing expenditure. For automatic
onboard processing of an aerial photograph it is offered to research
the quantitative assessment of masking techniques on the basis of
metrics of detection quality and localization of objects circuits.
Namely they arc:

1) error of first type (false positive) & - the relation of
quantity of incorrectly selected boundary pixels to a total quantity
7(B\X) of the elements which aren’t boundary:

n(B\X) :
n(C\X)" @

where B is the set of selected boundary elements and X s the
set of actual boundary elements in the initial set of elements C of
the image A,

It s possible to use also a derivative of an error of the Ist type
— specificity s, as the attitude of the selected not boundary pixels
1(C\B) against total number of non-boundary pixels n(C\X)of
the image:

a(X,B)=

aC\B) @
n(C\X) 10
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2) error of second type (false negative) the relation of
quantity 1 (X\B) of not selected edge elements to a total quantity
n(X)of edge lements:

n(X\B)
pexp=2 @

Tuisalso possible to use a dcmzluc ofan cror of second kind
- sensiuvity S, = the attitude of correetly selected edge clements
n(BAX) towards total number of edge elementsn (X)of the
image.

“)

3) frequency Myne of the correct determination of edge
elements in comparison with an ideal circuit
Nmm
n(x)
where Nype— quantity of correctly certain edge elements of
acicuit;

5)

Miie

4) frequency Ny, of the wrong separation of edge elements
in companison with an ideal circuit
Npie
n(x

where. Ny, quantty of the wrong certain clements in
companison with an ideal circuit,

Nalse. ©)

5) the mean squared error of RMSE (Root Mean Square Error)
defined as distance between two clements of the compared images
Aand A”

m Z(am a’(x) ]

6) peak relation signal/noise PSNR

‘where: MAX, - the maximum value which aceepts an image
element, MSE - root mean square deviation which for two images
Aand A"with m x n size, s defined as,

m=l n=l 2
MsE=—L 55 hxyp-a'en| o
mn o y-0

7) - assessment of time for execution of the acrtal photograph
(segment) masking algorithm
top = KI/U,_ + K0/ U, (10)
where K9 K 0% summary quantity. respectively, addition
operations (subtraction) and multiplication opmuons necessary
for masking algorithm implementation, U.,. - high-speed
performance of execution, respectively, wdd\lmn operations
(subtraction) and multiplication
The metrics set by formulas (1) - (6) allow carrying out an
assessment of the quality of circuits detection, and metrics (7) -
(10) execute an assessment of the quality of circuits localization
For carrying out the comparative assessment of the cfficiency of
functioning of planimetric information formation methods were
used: realistic images with the increased scm:mlc mromuuon
ith suffi information
(interelement correlation 0.7), with mslgmf:anl Ssmamm
information (interelement correlation 0,9) [2-5). For comparing
of the efficiency of obtaining planimetric information were used
masking techniques' Sobel, Prewitt. Sharu, Laplace, Hryashchey;
Canny[6]
‘The experiment was made on following realistic images (fig
1) fragment of an acrial photograph of airfield (a), terrain acrial
pholagyuph hagmcnl (b). a terrain landscape acrial photograph
fmgmen

of images: the result of a masking technique with binary GT for
a processed picture For the quantitative comparing of masking
techniques, the offered objective metrics of quality were used
These metrics n comparison vith subjectve valuaton methods of
quality ppl video
informiation resource, including acrial photographs

Fig.1 Fragments of realistic images

‘The quantitative results of estimates of masking techniques averaged according to processed images are
provided to tab. 1-for brightness components, and to tab. 2 for color pictures.

T
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Result of comparative assessment of quality of masking
techniques for an average brightness component according to processed images

Masking techniques

Parameters T

Sobel |Prewitt | Sharu Lap;ace Lapzlace Hg:h Lc?g:]a | Canny
|

Time of processing, | 4 244 243 242 | 241 591 585 " 592

Assessment of the T
correct pixels 150723 | 146976 | 112435 | 138912 | 138367 | 138876 126618’117055

Assessment of the
wrong pixels 2078 5825 | 40366 | 13889 | 14434 | 13925 | 26183 ' 35746
RMSE 0,1166 | 0,1952 | 0,5139 | 0,3015 | 0,3073 | 0,3018 0.41395’0.4836
PSNR 18,6648 | 14,1883 | 5,7811 | 10,4145/ 10,2474 10,4033! 7,6611 I 6,3089 !

I
error of the Istkind | 0,00567 | 0,0034 | 0,2920 | 0,0128 |0,05677 |2,893E-5| 0,1658 | 0,1847

specificity | 09943 | 0,9965 | 0,7079 | 0,9872 | 0,9432 | 0,9999 |0,83414 | 0,8152

error of the 2nd kind | 0,0887 | 0,6329 | 0,001 | 0,8313 |0,45184 |0,95506 |0,22345 | 0,7005

sensitivity | 0,9112 | 0,3670 | 0,999 |0,16863| 0,5482 |0,04493 | 0,7765 “ 0,2994

Table 1
Result of comparative assessment of quality of masking
techniques for average color images

Masking techniques ‘

Parameters T T i
x Laplace |Laplace | Hryash | Lapla
Sobel | Prewitt | Sharu = l 5 oy cem \Canny

| Time of Erocessing‘ 241 242 243

210 | 240 & 583 | 583 l 591 l
\

Assessment of the | oo | oo | o T T
oot | 150878 | 147565 | 112427 | 139864 139101 | 139714 | 127242‘ 117272

Assessment of the | i T
wrong pixels 1923 5235 | 40374 | 12937 “ 13700 \ 13087 | 25559 l 35529 .

| |

RMSE 0,1122 | 0,1851 0,51403'1 0,29097| 0,2994 1 0,2926 .40899~U,AEZZD
RMSE 19,0015 14,6521/ 5,7802 | 10,7229‘ 10,4741 ‘\10,6729 i7,76582l G,3354J

|

| | | I
specificity 0,99202| 0,9957 | 0,7098 | 0,9877 \0.94333‘0,99996‘ 0,8363 %0.81401

T T T
error of the 1st kind | 0,00798 | 0,00427 0,29021 0.0123‘0.05667 ?3,595E-5‘D,1636510,18590
764

I I
error of the 2nd kind | 0,05922| 0,3381 | 0,00087 0.8175‘0,42388‘0.95294 0,2036 ¥0,704

| il |
sensitivity 0,94078| 0,6619 | 0,99913| 0,1825 ‘0.57612"0,04706 0,79640'10.29524
1 1 1 1 R
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‘The main merits and demerits of masking techniques by results of testing are provided to tab. 3.

Table 3

The main merits and demerits of masking techniques by results of researches
of separation quality and localization of images semantic information

Name of a : £
method Merits Demerits
The method possesses simple The operator represents quite rough approximation
Sobel hardware implementation, of an image gradient
smoothes noise
8 kemels corresponding to different | Big complexity of computation (in 8 times more, than
: directions that increase delimitation | in the Sobel method - in case of complete
Prewitt accuracy are provided in an algorithm | implementation, rotating coefficients of one of the
kernels of a convolution written in a matrix look it is
possible to receive up to 8 different kemels)
Selects the maximum quantity of Increases quantity of circuits in the image (adding of
Sharu circuits (in a mask of weight of the false circuits).
central pixels exceed weights of: Rounded derivatives suppress noise, but blur edges.
extreme pixels by 3,3 times) Boundaries of edges is at different "scales"
Laplace 1 Uniform of band filtering of acute angles are designated very
the source image (one-time inaccurately, there is a thickening of lines of a circuit
processing of the image, a parcel of
Laplace 2. | operators is executed in advance)
The relativly high accuracy of Insufficient speed of operation and simplicity of
Hryashchev. computation of a gradient (only implementation, sensitivity to noise, high probability
boundary pixels are selected) of appearance of gaps in circuits, is necessary
preliminary image processing
The method increases marginal Itis sensitive to change in brightness in the parallel
sharpness and fine details on the direction that reduces a ratio signal/noise, besides
Laplacian of | i \ appearances of gaps in a circuit, and also their
Gaussian | Invariance to the rotation. doubling is possible.
Parallel components of the filter are inclined to react
to noise, and not just to edges.
ngn accuracy of computation of a | Insufficient speed of operation, complexity of
Cann! gradient compu(a(lun sensll\\/lly to noise, moorrecl
Y of g, need of of
coefficients
3. Conclusions The considered metrics of the quaniitative assessment

The quantitative metrics provide rather all-round
assessment of character of errors and distortions, namely gaps,
local offsets, spreads and thickenings of circuits which are shown
for binary masks in the course of use of methods of scparation of
aerial photographs planimetric information on onboard complexes.
Therefore the considered objective metrics (formulas (1) - (7)) the
quantiative assessment of the qualty of scparation of planimetric
information in an aerial photograph are admissible to be used
the course of automatic processing of distant video information
resources on onboard complexes.

quality on the basis of processing of brightness components and
pictures not significantly differ from each other. Therefore for
lowering of time of processing it is admissible to carry out masking
of acrial photographs on their brightness components.

of quality of planimelric information separation in an aerial
photograph are admissible to be used in the course of automatic
processing of acrial photographs on_onboard complexes. It
restricts uses of this method in case of automatic processing for
distant onboard complexces of systems of acro monitoring of crisis
situations

4. For lowering of processing time it is admiss
carry out masking of acrial photographs only on their
components

5. One of the best masking techniques in the conditions
of support of the required semantic integrity (support of detection
of planimetric information the greatest number, are Prewit’s
method. Application of such approach together with an estimated
metrics, concerning the importance of semantic contents, gives the
best effect in the case of separation of segments with the greatest
interpretive informational content.
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Cryptography is the most important part of the ission of it ion in the i ion system. It
prevents fraud attempts in any field, especially in the areas of national security and defense. Therefore, it is very
important to study and analyze cryptology methods to perform this encryption algorithm, which will be much
more stable than those algorithmic are used today.

2 Dobrioing Srss, siress dsord )

6060 3HIdI
3@WHE03IG 9300




3603630 0)d3©IB30L S35V

THE IDENTITY OF A PRISONER OF WAR INTHE
PSYCHOLOGICAL ENVIRONMENT OF “CULTURAL
TRAUMA® DURING A HYBRID WAR

Yurii SHYROBOKOV
Kharkiv National University named after Ivan Kozhedub Air Force

he article deals with the problem of military captivity. The basig istios of
of “cultural trauma’ have been reviewed. The main types of modem miltary captivity duﬂng hybrld war such as “miltary
unit', which consists of the field force of i : d "gangs” which are formed
from members of the criminal community and local residents has been determined. The sludy of the types of psychological
characteristics of the modern military captivity has been conducted. The article describes the characteristics of psychological
environment of “cultural trauma” during a hybrid war: psychological stress; realization of loss; feeling of being left out; crash

of roles, role expectations, identity problems;
environment; feeling of inferiority.

feelings of absolute hopelessness and despair, inability to cope with the new

( Key words: serviceman, prisoners of war, the psymtnmusl anvlmnment ofenul
operation, hybrid war.

AR

Formulation of the problem.

To characterize the contemporary confrontation that tak
in Ukraine such concepts as “unconventional warfare”,
‘warfare” or “compound warfare” can be applied. They all point out
1o “blurring” of the boundaries of military conflict and involvement
of the non-military means, which have no direct elation to the classic
military confrontation in the regular state. The nature of the war was
most clearly demonstrated during the annexation of the Autonomous
Republic of Crimea, in 2014, that is submission of a territory by
means of information, electronic, cyber operations, combined with
the actions of the armed forces, special services and intense economic
pressure. B. Horbulin believes that concept of “hybrid warfare” was
used against Ukraine, and that it is unique in many from the structural
and functional point of view, its form is “hybrid” and its contents are
“asymmetric” [1]

Combat operations, which g0 on in the course of the antiterrorist
operation in the Donetsk and Lugansk regions, show all signs of
“hybrid warfare” [2] and have negative consequences that arc.
characteristic of the armed conflict. The most serious of these are
the loss of life among military and civilians, that is, the killed, the
missing and the prisoners. The problem of using illegal forms of
treatment of prisoners of war during an armed conflct has attracted
attention of both domestic and foreign scientists [3]. But the aspects
of psychological injury of al prisoners of war at once during & hybrid
war remain insufficiently explored [4]. While exploring the signs
of difference between the trauma that affects the whole group or the
entire socicty and the trauma that affects the individual, Sztompka P.
determined that they meet the concept of * cn!m(al trauma” [5]. The.
issuesof
captivity environment are not paid enough nucnnon to [6]. Pahalyuk
K. A. indicates in his studies that captivity environment consists of
the institutional environment, capturing goals, regime of detention

and forced labor of POWs. [7] We believe that while a soldier is
being held captive, an institutional environment of significant social
changes is created, that is characterized by the transformation of
living conditions, which creates a psychological environment of
“cultural trauma”, which leaves negative impact on the identity of
those detained

Thus, the problem of captivity environment remains relevant
today, the features of deformation of individual prisoners while
being in the psychological environment of “cultural trauma” in the
hybrid wars are not determined, creating basis for carrying out an
independent study.

Methods: analysis of scientific literature, legislative and
regulatory acts, polls among the soldiers who survived war captivity,

‘summarizing the received information and interpretation of data.
est

During armed conflics different manifestations of personality
deformations, which happened in the psyche of prisoners, have
differentcharacteristics based on the features of subcultural
psychological environment, which the prisoner got into. The vast
‘majority of prisoners in a psychological environment of “cultural
trauma” faced the conditions that they could not even imagine in
their life environment before war (another level of living, restrctions,
humiliation, bullying, violence, beatings, torture, etc.), which
encourage them to strive to achieve a common goal - to survive:

Describing the deformation of individual prisoners, only a
small number of researchers mark them as positive. For example, A
Oknynskyy’s memoirs about the POWSs who have retumed to their
places of residence after the First World War describe former workers
of German farm properties, who came home with the knowledge
of a foreign language, concepts of order, respect for other people’s
property, with thoughts about better, more cultured life and with the.
intention to apply what they saw in Austria and Germany at home. [8]

However, most researchers indicate regressive personality
changes of prisoners. That happened because military life in captivity
was characterized by uniformity (the place of detention, clothing, diet,
behavior, etc.), had severe limitations in meeting the needs and was
constantly threatened. Al activity of the prisoners was directed only
1o one goal: survive that day

Thus, describing changes in the behavior of prisoners of war,
J. Hendricks notes that it has the following features: indifference to
‘one another, suspicion, confiet, abuse of companions. [9] According
to Lehmann A., the main law of life behind the barbed wire is the
e i all costs.” In his opinion itis the staying of

individual in the camp for POWS, which results in the destruction
of mral baundaries of an individual. [10], Smehnov RY is certain
that captivity exposes human vices. Among those he points out the
ones that in his opinion become a residence standard in a camp for
prisoners of war: betrayal, theft, selfishness, rudeness, cruelty and
indifference. [11]

According to'S. Karera the so-called “hungry culture” s formed
inPOW camps [12] A former prisoner of war Shippmann G. describes
this: “Hunger was the main torment of the camp lfe. Not the captivity
by itself, not the barbed wire, not the work, not the tightness, not the
heat or the cold were the things which we suffered the most from. It
was hunger... “{13].

Hunger resulted in the degradation of personal values: a prisoner
was willing to sacrifice everything for a piece of bread. R. Rupert calls
it “the hungry madness” in his memoirs [14],
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Recorded cases of cannibalism in certain camps for prisoners
prove the degradation of the individual in conditions of hunger
[15]. These facts are not rare in the history of warfare, one of the
participants of the War of 1812 described the position of wounded
Frenchmen, who were captured by the Russians, in his diaries: “Cries
in the streets became worse when hundreds of them were collected
together in a pile, thrown into the cold, locked in empty rooms at

t. Few people got crumbs for food,
which they could not chew with their weak jaws, still ate human
flesh of their dead companions, nibbling it from bones like dogs
“ The same pattern can be observed among captive French soldiers
from the army of Marshal P. McMahon in 1871; among Spaniards
capturcd by Napoleon, among Russian shooters of govemor Vladimir
Sheremetyev captured by Polish hetman . Pototskiy in 1660 [16]
hus, the psychologicalenvironment hat consists ofthe secifics
det

their exposure impossible by causing serious damage (o a prisoner.
of war. As it is shown in Picture 1, the feature of a hybrid war is
shifing responsibility from the criminal actions of troops on to the
‘mercenaries. According to 36.2% of prisoners, military men who kept
them captive, engaged mercenarics during interrogation, because of
a desire to not act as executioner, unwillingness o use torture, even.
against the enemy and removing responsibility from themselves and
‘war crimes of their subdivisions.

11.7% of respondents noted that in a hybrid war there also exists

Pt P
“gang”, which is characterized by the following features. the purpose
inthe areas of

il d vlolen::

chamber

interrogation, of! and
a sharp change in relation ovard priseners e FecoRvng bfyout
guarantees or agreemens on the exchange. Among the features of the.
detention all respondents point out tough negative attitude to POWs

of capturing, o, interrogation

prisoners of war, creates environment of “cultural trauma’’, which is
limited to personal growth on the one hand and regressive behaviors
on me n\htr

ofkcepmg prisoners o war canbe een, depending on the type of unit
that captured soldier belonged to and his professional identity.
‘The survey among the 94 soldiers who survived captivity while

which were the of the police and the National Guard
of Ukraine, they were mistreated even after receiving guarantees of
buyout

‘Thus, being in the psychological space of “cultural trauma’” in
various kinds of captivity during a hybrid war is characterized by
different purposes; the need to cease resistance of the enemy is the
main one for military units, They were characterized by beatings
of prisoners during interrogations 1o prevent escape and induce.
cooperation. Professional mercenaries were intending to intimidate

B Gangs

c:;m.nng

participating in anti-terrorist operation in eastem Ukraine, concerning
the psychological types of modern military captivity (pic. 1) indicate
thatd

types: “military units”, which consist of the soldiers of field force of a
neighboring country, “professional mercenaries” and “gangs” that are.
formed from members of the criminal community and local residents.

Most respondents (76.6%) indicate that captivity according
o the psychological type of “military division” is the main type in
a hybrid war, and is characterized by capturing of prisoners to end
the resistance. Farms and factory hangars were used for detention;
they were tumed into POW camps, nearly 300 people in each. Life
support system was close to the one which was characteristic of the
‘military units in the field: routine, nutrition, hygiene only with certain
estrictions. Camp administration used different measures 10 prevent
escapes and riots: officers were separated from the soldiers, and
those who showed courage were kept on the premises of the chamber
type alone or transferred to representatives of illegal armed groups.
According to 45,7% of the respondents that were interrogated in a
military unit, interrogation was based on the brutal beating of a POW.

In addition, in a hybrid war there is a kind of military captivity,
which can be distinguished by psychological type of “professional
mercenaries” which was survived by the 9.6% of respondens,
according to them, the features of this type are: 1) the purpose of
capturing soldiers is demonstration of strength, skill and intimidation
of others; 2) use of pits for keeping prisoners, which reduces the
number of guards and creates a possibility for quick elimination of
those detained, 3) interrogations, characterized by torture, violence,
murders of prisoners; 4) during the exchange mercenaries make

|merm¢nlnn

the enemy and demonstrate the strength and skill. The interrogation
carried out by professional mercenaries was characterized by brutal
torture, violence and murders of prisoners of war. Soldier exchanges
T S e el 5 BN s e R o
he gang isoners and
ackaling t accdlersc his buyont o exchange fist {0 S roft

Investigating the problems of understanding, dlﬁcmnccs between
cultures by a person, confusion in values, social and pers ntity,
G T 0 P ot ot
and determines its psychological characteristics: loss of friends and
status, discomfort caused by entering a new culture [17] . While
researching this problem Fumham A. highlights the main aspects of
this psychological environment: 1. Tension which is caused by the
effort needed 1o achieve the necessary psychological adjustment.
2. A sense of loss or deprivation (friends, status, occupation and
ownership). 3. Fecling of being left out by the representatives of
the new culture. 4. Crash of roles, expectations, values, feelings and
identity. 5. Unexpected anxiety, even disgust and indignation as a
result of awareness of cultural differences. 6. A sense of inferiority
because of the inability to cope with the new environment [18),

Respondents who experienced this situation during a hybrid
war believe that exactly those aspects characterize psychological
environment of “cultural trauma” the features of which are determined
depending on the type of unit that detains POWS.

Most respondents (80.9%), note that the mental state of POWs
in the environment of “cultural trauma” is characterized by a strong
psychological tension that was caused by: feeling constant fear
of being Killed or remain in captivity forever, waiting for physical
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and psychological pressure from representatives of the enemy
party, and also spent effort required for psychological adaptation to
captivity imposed by the various divisions military units, professional
mercenaries and gang formations.

Realization of loss (friends, status, profession, property, elc.)
differs depending on the type of unit which a prisoner was etaincd at
according o the respondents: Thus, 45.7% of soldiers who survived
captivity according to the psychological type of “military unit” note
that the loss of friends due to death during fighting, transportation
and detention of POWSs was the most traumatic event. Starvation and
brutal beatings of POWSs were the obligatory conditions of detention
by a military unit according to 39.4% of respondents. This together
with deprivation of sleep, clothing, food, drinking water, led (0 the
realization of loss of confidence. The soldiers, who were held captive
by professional mercenaries (36.2%) and members of gangs (18.1%)
report that sense of oss of faith in themselves was caused by constant
death threats, deprivation of food and water. Bullying of prisoners in
the detention by the members of thesc units was aimed at intimidating
soldiers, as 43% of respondents indicated that artillery shells were
thrown in the pit which they were detained in once an hour every
day, and the prisoners had to constantly hide from the shell, s soon
as someone stopped to show fear, he was publicly tortured and killed.
Feeling of being left out in prisoners was caused by the various
jons of the warring parties with the help of force impacts. 17%
of respondents who experienced captivity and were detained by the
‘military unit note that the beatings were rather senseless, sometimes
they were not even followed by asking questions. According to the
respondents, in most cases it was done to intimidate prisoners and
1o persuade them into further collaboration, for this purpose, they
used such methods of influence as undressing and interrogation
without clothes, deprivation of food and sleep: torture drowning
was applicd to 1.1 % of respondents. According to the soldiers, who
were held captive by professional mercenaries massacre of POWSs
greatly suppressed psyche and behavior if a prisoner witnessed such
actions, 26.6% indicated that they had witnessed the murder of their

terrogation, and later always e :d simulat
executions before interrogations when they were led away to the
wall, announced the intention of execution, even shots into the wall
wwere made to demonstrate the full power over the lives of prisoners.
7.4% of respondents who were held captive by the representatives of
‘gangs confirmed that violence was used against them. These effects,
according to most respondents, resulted in a steady sensc of sham in
the military after returning from captivity.

Crash of roles and role expectations was pointed out by 97.9%
of respondents who experienced captivity. Captured officers and
commissioned officers felt the problem of identity particularly
strongly. Those who were held in POW camps (45.7%), noted that the
system of security and residence was built 50 as to disrupt the existing
among prisoners structure of military subordination. Prisoners were
taken o do chores, street cleaning, pick up debris, collect shells and
other items. Mercenaries and members of gangs treated officers and
Sergeants worse than ordinary soldiers. All respondents indicated that
sense of loss of control over the situation, their own incompetence
and crash of expectations were expressed in anger atiacks, aggression
and hostility against the cnemy and as well as against other prisoners.

According to 23.4% of respondents, unexpected anxicty was
caused by the fact that prisoners were often transported from place to
place, transferred 1o other pits and cellars, promised to be killed cach

that they “broke” and had to cooperate with representatives of ule‘ (il

parties, noted the absolute sense of hopelessness and despair, ee|
of inferiority, according to respondents, are characteristic of Pow;
who were held captive by the professional mercenary gangs, torture,
ape, blindness, amputaton of fingers or whole limbs and even
perienced by them resulted in feclings
and moods, committing suicides.

“Thus, the main characteristics of psychological environment of
“cultural trauma” are: psychological stress, which was caused by: a
sense of constant fear of being killed or remain in captivity forever,
waiting for physical and psychological pressure from represenuum
of the hostile parties, spent effort required for psychological
adjustment to captivity conditions imposed by the Ve s
‘military, professional mercenaries and gangs units; realization of loss
was experienced by the POWs of the military unit because of their
comrades’ deaths, starvation and brutal beatings; those who were held
captive by professional mercenaries and gangs were characterized
by the sensc of loss of faith in themselves due to constant threats
and simulated violence, which led to the realization of the loss of
confidence; fecling or hcmg Ief out i prisoners vas caused by the

p of force impacts;
the mmury \ml(capﬂvyty was characterized by beatings, interrogation
without clothes, food and sleep deprivation; professional mercenaries
and members of gangs used violence and reprisals against prisoners
which led to the fecling of steady shame among the soldiers after
retuming from captivity; crash of roies, role expectations and
problems of identity, caused in & fecling of loss of control over the
situation, their own incompetence and failing to meet expectations
of captive officers and junior officers, which was reflected in anger
attacks, aggrossion and hostility against the enemy s well as against
other prisoners; uncxpected anxicty was caused by the fact that
prisoners were often transported from place to place transferred to
other pits and cellars, promised to be killed every time; such events
have caused such reactions as iritability, insomnia, anxiety and a
fecling of cxhaustion among the prisoners; feelings of inability to
cope with the new environment are characteristic of the respondents
e el b with representatives of the hostile

T

dcspmr. a sense of inferiority was caused by injuries, loss of vision,
amputation and castration, leading to feelings of severe depressive
‘moods and suicidal behavior.

Conclusions:

1. Being a soldier in the psychological environment of “cultural
trauma” leads to deformation of the personality of a prisoner, in some
cases it can result in personal growth, in others it leads to regressive
behaviors and degradation that could be considered as boundaries of
this psy:holnglca\ environment

2. In a hybrid war capturing of soldiers has psychological
charscterstis depending onth type oFunit tat iy ar held capive
atand has different purposes, for military units it is mainly the need

enemy, and skill
and intimidate the cnemy, beatings of prisoners and depriving them
of sleep and food was common among them, interrogations werc
carried out to prevent escape and induce cooperation. Professional
mercenaries intend to intimidate the enemy and demonstrate the
strength and skill, interrogations of professional mercenaries were
characterized by bruval ) violence znd mumm of prisoners of

time, they experienced simulated executions, during
they were not fed, forbidden to sleep, engaged in transportation of
arms, ammunition, digging trenches and doing other work. According
10 18.1% of prisoners who were held by representatives of the most
powerful gangs, outrage and disgust were caused by abuse and
violence against prisoners 10 speed up buyouts, specifically, sexual
perversion, forcing to cating facces, recording the process on video
and the following blackmailing of prisoners by the possibility of
posting these materials on the Internet or sending them to family
and friends through social networks. These events have caused such
reactions as irritability, insomia, anxiety and a feeling of exhaustion
among the prisoners.

The feeling of inability to cope with the new environment is
characteristic of respondents who experienced captivity according to
the psychological type of “military unit”, most of them felt strong.
shame and guilt after the comeback, and 2.1% of those, who said

war.
fealre of nterogation, conducted by m gang e
prisoners for profit

The main characteristics of psychological environment of
“cultural trauma” during a hybrid warfare are: psychological stress,
which was caused by: a sense of constant fear, waiting for physical
and moral pressure, spent effot required for psychological adaptation
to different types of il “military units”, “professional
mercenaries™ realization of loss oxperienced, by
those captured by the mllllary unit, the loss of comrades, starvation
and brutal beatings of those who were held captive by professional
mercenaries and those captured by gangs had the sense of loss of faith
feeling
of being left out in prisoners was caused by the various divisions of
the warring parties with the help of force impacts: beatings, Stripping,
deprivation of food and sleep (military unit), violence and massacre
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of prisoners (i ies and gangs), which led to the devel and cellars,th imitability, insomnia, anxiety.
of steady sense of shame after rewm from captivity; crash of roles, and a feeling of exhaustion among prisoners; feelings of absoluie
Tole expectations and problems of identity, resulted in a feeling loss  hopelessness, despair and inability to cope with the new environment
of control over the situation, their own incompetence and failing to  were characteristic of the respondents who were forced to cooperate
et expectations which was expressed in anger attacks, aggression  with representatives of the hostile partes, the fecling of inferiority
and hostility; ‘was caused by mutilation, loss of vision, amputation and castration
were often transported from place to place, transferred to other pits that caused severe depressive feelings
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Abstract

Georgian Immigrant press about the 1924 uprising

SALOME KAPANADZE
David Agmashenebeli National Defense Academy of Georgia

Bolshevik occupation of Georgia in 1921 was followed by protests, which turned into the organized plot
in 1924. It was defeated and the new wave of immigrants expelled from their homeland to join the banished
government. Most of them remained faithful to the idea of a necessity of the uprising. Georgian Emigrant
Press has been publishing many interesting details of uprising, which were deliberately concealed by the
Communists. In fact, the immigrants press has preserved a lot of important facts that are valuables of our
history and need special investigation. Some of them are presented in our work.

LOWMBI 303060d

43



JO036ID0 0)630IB30L d33©IB0S

P
2000beH9Rb, Gmd

BLOIO®MB0IG0 CI>GHOB0630

©9 bISGIM@O LOGILO

003000 L

630005 Md330da

930009800

bpGgbob

Gob3gdo > Eddagol aBgdo. dgaGo 3pmagd

Gerambi b

60b 93996300 3 bBoMow bd3hmBohzal

0B393b. oBab, Bgogdbo
©9GgBE0l boby, Geodgmos Goan6E

INAYSCY
Bobrgg

3500088. Aotz BoB6or 0bsbogh boGobolbs \ bode
bpemob33gd0b godkmngthdo.
13335600 bagy3gd0: 1Gobo, 3¢ bgbymo =
beGgb © 29360 Ubgormabb; oab. b o6y
o e

3 . o0,
364090000 49GHA6RL,ImbodHoaBama’ o bdhdmem
bGgbo". bBoor  agabogb obogn  08dgddn.

36magbo,
2339 303beoatho dﬁgmabo S5 Bogepgb, 085 301 ok G

8mgBorogdoda, bbgorobbgo dnbgdeoogn

doemoggodds Bosbgd Bo000ob Smt2gt. dhgenn Bydbassane

ab gBagd0, Goy badoGms
Gbaugbo bogogonh  boBoGonogoro.  dbgag  dogaabael
6o

3 g Bl iobbomg o

an63 3060060 3gBomdab @0

oBagab @63  qbogozn

960 ©odemggnb Logengbob bagzgmgber

306
Goiicans) 30003 baGnbyco gougtmn doseogts
G036

36mpgbo, GmAgeng odemoaGodl. agbiob,
6dgemba 96mop Mmogh aosbs 3m639GETEN dnaeabs.

G s o
36 8ooob gGmBoggemn babosmn LodoGm>  obeGabol
3063b30 o 3haghiano. sBobocrgol 30 BgBrBoaEd PG
abogmemmaago aamds

36mpgbe, Gmigmop  ogdmadgdh  bdgHOm  bogeb >
4

139508y
Beoug

> boBbgEBmONE 4. 33. 5-10].
©93G0eBa0b bbgorbbgo am3zdo dofnmoroor Bynzsgh

bogoemom 096606 330860
B @nbanlmm Godgmog gbgds boGbaeo  asBmuaemadl
heﬁgbgmn ogematn

LomBatn

B g bothorefis Seboloboggde oboegds
beGobamo  dramdohamdodal  33630m0Gg0b  Gnibans.
9Gmab 36603, Sn0gdImas bEmGaw dmbogh aaamnmbm
o 6o gogemgho ogab 06

oBgdob conbzgbo bogbom,

380000 Gn3non:  BygogmocoE,  ©9dGNm0Ba0  dgademgdd

Bodotrogh  dgabogore beGgbama Lodgognab Bgdeta.

o6 3mB3GIOIme ©GmAb gobarmab Bgdmgan bdGdmmm
o

gbogog;
e S G D ey O
BoGry30b ©0393330.

5 30BBoro abobogregh BmemaBbnmmD
b38bgEBO  Ambodbobfiob  dGdmemab ggmoEs  mybIn
ao3o00b (3]; [11].

93995950
260G o6nob Raonembo o8 3Hmgban. dodrnboamdl
336093900 Ubgoelbgo 6agbo3gdob

133 doGomore AnBoBBy:
o6og0pmo  dmgangbob  abogmemmang®o  Bydmddowmadod
B33gatogdo, ook Lol

oroagBob dnB0o.

qlogomman®n ©RGIGbE oGl 96 - gbon
Pobagmabo Aogd, GmAgmng  Gobregdd  bodbdmmnm
3gdgrogd900b  abGEodb Bdamd ndnbomgab, Gemd
o306 0bgb ogomadyen (6o33aEn Apandshymigo
J6mbozpen 3ob300aGgd ©> o> dberemE Ladbdmemem

@ 26obodmogBmdn mek60BIEI0 HHLIImO Bnaamgbos
(oo

069
369396305 @ 03 3oGoogbydgdol
Ubgo

3EomgbamBomgdeb abwagamyseatn Akaas [8].
300306390 33930080 36006300
9399626mdob Bgbabgd 6ygo60am0 Bargagdo ohggho. OGS
030b>, Gm3 6 @ocgogbtres BBaBzbymmadBo 3o6UbZID
03 303096693 3ol 306G 30006 EIENE0630 > b3
6 3530 030, b9y 33303 Shagd, HB EVH06EL
698560360 9B99h0 Imbos > 3mbhdH3dxmo bEGgbamo

L3906

2060 Bgbor 32005353,
1997 Bgeoly 336000 odBgGmdnl 3bYmGITT0
18 oogootio Boﬁ:ganb 9930000 B0bgrogec, 03 I0gHATRB0.

o6obyen Bo6omgob.

Bogborogore 0B0bo, GmA owbnBEIEm BgrmEn GGINE
353m04gB3d, Bnbo 9233900G0mdob bogoambo o063 3nmbsnb
60360b 9390 030b. o0b3o bogombo

100069L. 9dM0x0b30, Jgmbrooon
3obooHoadgmo baﬁgbnh Bﬁnﬂgsgqmabﬁo 3085303000, 300009
B0 3063 o6 abno(m) 8133300 G0 9b 0y 306390

Sboghl oy 960 bgtagbob Lndemagdnl Bgbpbisdeb, o
Dba6agdenms o Joogon, Bgbodemdgemas Bnsbob dmdobog
ogmb?

ogdhognban,  Gmanéy  Ggfante

33930, ﬁnamﬂu

96300 Bmogogms (U

o 133
ﬂhbsﬁasmn) © ﬂomo 3ooBoBogngdo  $3pcgdd0 dbred
33mbggggocn ghogoos [1].

b3930g096 o dghaa® 36Gmgbb,

ozl bogho6es -):gom

bogBom AbbageH3em RogoBhdae

44

650005 M6350d9

@@W

a




9603630 0)53©SB30L S350I0S -

,///

ofigotoob 3aemaelis. 03 3ogbogd,
3006 ©IG0x06E0 Agebosn Bg6oGRYBgBIE 653.:33@

Soogmghob, o0 goB6igendals 6
(66oadymo  dmawmgbob  bodgbowwmaobo  L3gdegdol

08 3560966986, GrBgmNL 36 33m0sm dGBIGY ﬂn@gaa
BAgoGOggeee 3bosm basabo bod3emagdo [2].

2u6o6mds, BgroBozn @0 aoodHdREo
6oaedonlin HEdgH> > AmepmEan Ld3V!AG N ©
30693bonk Bodobmgdata), dgeBogo 630600G0 JBENIG0

9360030631 o3 g00bage08n gmade Ijmbiod, BoaGod  BpamABHIMdD  (30Bo, 360>, IPMEGY, LoEbgemo),
by bgoroolbgs 8080607 0bhGgbab
BBty bagdsGa Goygemns. 8, 0030633, 8003900, mBogono

Qogezgd anbiogtniy oo dopgrons bt @

900pogdab 8o6G0b pbaGms. msqasmm 0334magdo
b

byl pdmor

BoBronBatgmdol, G33op JBH® nﬁogvuum 30boeo (60330
Bmaemgbob 306bocmgo. 9b93) Bnbodemadawmns AOGARI0GRN
Godgmody L3gEBIG QOB JEGM LRI 3q|adon

Y
398006397¢m b3 [5. 33. 214 24] [15 2. 24-28]; [19].
babﬁdm@w boGgbo, 3o6bbzoggdem  ImbhdHagdymo
s

Igomboorga. o
oBbgdmd. obggy EgdGOxIBa0L dgdorpagbgen Euﬁnm,
b95

baddem Bebodn ymezbob
o aoSng@noE oz dmnnﬁ begbly
306mdy:

Godeonb oGebog3000g66db  oybmdy
O,  Bgadgm:

eD0eDIdd,
aagh. bomdso ﬂm:jaa@aéabn, ubgwnu @a&mﬁgbb © 0.3)
603 o0 Igmbirogon beGgbdy

o0
B6ooggh o8 UnﬂBoﬂﬂsbﬂl\ 83mgenghol oemdo0mddb.
gy, BrgogGaobagob bl o030l Bgo6aBans o Pabe
306026 bgdotib gedmsobaGmgemadab dbgdfing 3Gmagbdy
Bbadengdgenns Bgaatou®o 900d60u 30 3gmbrogh.
©0dG0ogg0bgab  9agbuGmdd 30093 uﬁmbmm o6
(4

Uaaobobey. Godaogao. | smoRBpmn Gaodaoson oo
em0bondo, GmamGy 830900 JoBo (303, Bd0E
b3389), BaBa0 bogzGonboemg (29 b o80s6n dyedngore
ododymn 0 32300 Gognddns), PhoGabber docn, aBab
30836000, [14]. 96o-g600 dmagn boGgbo badGdme
b 260l bogawonemob 330, 306> o30bo,

3300
G0B0GbO @  HhoaAbend o303ABIVEo odacmmdgbal

6ol
@0 bodbgGem  Ambadbobythgadn  BbG0@I6  Smagdgd,
¢

30603080 (BogGemabogda) BapoHadam 3amaadBa, bowoy
BeoboBogmgndn aobemiobab 5oadab Abbggm3mo bodmgommage

60a06s 0dsmogthob o>
300mpra [21].

ﬂnnbggcgocp oBabd, Gma Y39 Bgdmo ﬂcawmzmm
bod 56 dm

3n6ogho. ombadbyemo
u@uanb d0bobo oy Bogbogmom  odoantand
) ©

oo b
e R e

0, 98mp
B o s L
00680650 bo3mBGGHED 3nc0bIM0D, GrBmBs o6
336bmGR0gerd 9HI60G0 A9, Bornagddd gy, Gd
God3mBgdn Bgdntios bodogy 3380 6 r30b goBoaEmmdIB,
6oBgbacmgabo 3obbaoagdgdb ao6oRg. boay, 9OmBOIH
©936G0g063b 3gmbros 9399Bg60: 03 353096080, HmBgERG
3obioon dndosgdumo 0aBbgd0b owGIamo boddomagdo,
30003 9@Gm  3;madddy  3mbdGogdnmmo  bGgbagmo
aamm-mb 8oggbydgends [7].
B3

30birmob odemngh o gbBaGIRd badGdmene dmgdgadgdab
6D - LodEdmemm boabo goagEmegb boBoskm o6 S6ob.
bodderenm bithgbn ofholb 3aod30mN Goodans HHoFIE
Bmaemgboby. oy 6odbogh 0dob, GmA oo dgbgEgad
bogozp®o oamm«uenn U3l (3060, g3oghos,
Ggdomo bal 12. 33. 4].

bad6doem uwguou 060 bTbaeO dnbadbobyhagdad
BoBogmo 9 B6ore oJh0aHne © JeHm dgt bodBdmeEe
byenbazgmgdsh abgb, odes GaBncmb pdeGb Babohgbmb

acibgoegteos bdgee aammmngm @b, 633 o
3330mg3b paEgdh G Bgrogandnb 306BmBOEIR Bmbregh
badGdeme  boGgbob  B38mbagasddy. mab  dgubogtado
BgonobbAEos, (o3 gb ™o g0t

mby, Grdgmdon dg0demgdo
obsbgy 33mgob 133 obigdBo: 9dmEaaGo, 3maboDEn
© 9633000, 93mG0RH EBIBy bodBdmenm  beGbob
6b $oGalsogn doodeosts gtomonats bl

BroamBaGymdoh  omBob. dogbgogo 0dobo, G 0B

BroamBHImIgRy  boghown  bod3pmagdo  odgon.  oBobmd

Bpagodeod  gogoGoDEOm,  Gmd  Rotogeb  dgonmrens

306b30395050 T6od 0l oo BoliodoBbooee, gggﬂggﬂnu
3obaoGoadomme bbby oBemagmmds

- b by gabobocmods, Gmany ﬁuc@aﬁﬂ 6

20gmG0b.  3mabobe
mEA O o

3506339300B0b, 3gbbogydob 3063300 96 Ynomadl
©g30000800. 4093007 BBy - dgodemndo gonBotorrly
oaGgbopemdol oy, o6 aodmgmobregb  Lyooato
43935 2300069 Lopo0sdn badGdmem beGabob LG
1330906 AmbabsbYGID Bgodemgdo Bodmagemabem babsbozy

bogbgoemno  demooeido) 5gamgsgmm 115. 33.181-18
[17]. 030 abgon demngo 0 ymaemabdmAasoca biyGgbagme
maenghob Bre0ao Gxsndgeds HENMNRDS, a0, dT6IB30
300206G0@0, bybgemato domopmds © o3, Abaogbe
660380 dmgemgbadn 0dpgbo SHIMGRIBDIMD @0
030600, Gmd Bgdabdngo  oadnobabocngab tonbygbob
3mBeoboo.  3mbhoGodgomme  bogboemn  odemoemeds
Bumobbdmdb @68 gdma0® $Hoemmdab. Bob bobnomogbo:

100 643230b 803060 [6].
Hopob bogds byBdbm badGdmmm bGHabo? 35305,
Gopgboy

bomdotio
LGOIl Igdandos,  LadGdmenm gl mogabo
633560060 3020390 Bmogab oo ormaBntl By Byrodogore
Bogr G0g 69320096 g0mBod06 3od3moggdo. bloGor
3060wt 06ygdd, Gexoghoy Lodborotem Ambodbibyy
bobendo d6mbogds. 98 b momgaey $9Gnb3EL IBgab

6909 @0

63000 dgenghb Bybobgd, 3063 wobOGoLYED

boBaGgde,  Gmdgy  ©o303ERImNs oG
Ggodgnad

Gmemob oy 0B0grn 033930 ©> 3360GE0b, M0mdmb

Boborgob 7339 TRagUE™ GbmaBIYD Bgbenss.
obbo 0630296 B30cmab, BBmdemob, dgumemab  GHememb,
BugbyrooGac2 030y, Hmd g bibnodemgtio dmgemgbos, 3sb 0ob
Sbemagh @00 93MEIYGN boGorneggde. $oGabash o6y
0391006 o1y G040 Tnstghs. b A0 Gog

buc:mbm bogdmgb HHagdgme dmgmagbs,
ol

69ab Grdemgbog Y3bmo 356330

@abggbo,
anﬁoaQSn o6 _gagadbo dodgboos, Grdoemog

1.
boBby

0oz Bmaegbobonsh, dpdige  Apmgmmde  moge
a6hogomb abgor bhodgemgdlh (og6in, Bmambodo, 336G
@300, oreadnsbota), Gdgeon 73adGRY GGG

ogbs 3330500, goboneab ImbixbogdaEn GBI
SBoemds ool b3G0c30u60 bogoodonemn  0sabmBo,
b by beHgbn amzEgds bisbrobhsp.

630005 (3350d3

8OWM3360 / 2017 3

45



JOO30ID0 0163306 335©AT0S

©90G0xm0630b dnGagdk badbaeGm 3gfbmBomBy 6ob
29000 3300930,

psychological debriefing). 80 pdkeagds by J06,

dmbombab 306003300

s6oing PAdGrdS Abidadobn biogengds, oy
6ot sdonghnb bGbamn dRaNABIN © Hosne

Aogotios 33030 03
133borH 0GB, 3obegndn

g 6930690, 9660285 0936030630l lﬁuanwmu

b33BgoER®  Bnbonn, 6 cogol  3o6BoGEmBOB0.  dabnob
AbGYDgHREY 1 M3 oEGY EgIEdY

36 gdod o6 AmbaBincmgmdl 03 I6mgLB. ©gOGoxERAl gb
Sonl:

B30b3g30000 Bg6hags IGobiE0300 bod $3m0: 1. Fbeoepemr
agmmoe ooy (wgmbeocm  sgyan), 2. sayan,

@ Bgd6deemnb dbdmemob ggmby odGYBIRL. Grmaney
2339 2326036900 Bobo boBo goGnogeo Bagds, 3306y
odoroob, o Go A0BEGRL gBbobY®IBY ©OBHOBEL. Y

3. gbogmema0go EadHR0BE0L 3370 3330l oz,  IIG0gABE0  adBmoygbgds  Bbmmmm  ©d  Bbomnn
B0 o6 bbgo 960, 36
BpamBobymdal 3ogeGglgds abgzg, Gmamey o6GRgE
o6 syt o amrzoso@gganb 2096 ga6o_dgoe 6 byHgbob by
Q6D 3 6o6hg6 BoGongemo ageb gBo30b bbgs Bgmmrendo o
of0. fagh>  Lbgo 8.
3obeHogdgemn hoﬁabnh © da6gbonls WO 39360 B0k @

. 339300
Bggeom @bngmemman®o ©gdGogabanb Lodo goBoB>
90865, GmAgemams Fmnb 3o6bbgagId 260 e, o Henconls
69630980 ob: 1. Gg89em0 dngemgbolb BgBroga, dyabghore; 2.
Baoa baddmme dmgdogddabsb 33633a9m0 M
3obgemaby Bgdpga, GmAgEE B0daHongyemnd badGImEML
Vool poa6gamn 638360060 gmndgdot |

8530038

LaAbgEBH® 39BLmBMmS6 3nM3gemn RaGgzd hnﬁuog@@yh

LBmGIE  ©9dH0gbaol  boByagmgdaon. Boggd 30

2B0m9dgmd, 636 LoBbgH® 336hmﬁa@nh 00

BoBogmn  boddmemem  mgdggdadob Bdreamd  dqngbomdl

@bogdozth 3Gmdmadgdh. nﬂubomaob ﬁmﬂ o6 Jdmﬁpgh bﬁ
:m:1

©3. Gmdgeong byen 3 3ol Bobggo, Gmagent: o 'mmﬁ@c ag;u
bobemBo otoo3onols (9] [20.

23960300 cbngoosmo  sbouooges >  oBgngab 360go, 3303000 SEAGIOIRE H®D boddmeae

ool gpefuton b 06000 LGkl EGEb abodnmman®o ©EeEIBs sBsdtIto

Botogged,  306baogadom  3mbbbogdomo  bigbuern

a6 Bangaﬁn domgbumo

2oa 3
badbyoe ﬂmbaﬂbabuéggmbamam @ o Goan6s
8686y 3gorego.

Bﬁmdongaa Bopmb 6930 d399b9d0b Mog30L LobihgBada.

30
2960030630 o6 260 H93mBgBRaGILYN [10]. Bagmb Egato
5 gagybob grogagdol

o6, Godgmog  badbgebn
3g@nmamaga s Loy, i o
6o

3 baBbgGe 3pEbmBommd bbGabgmn

33030
BmgBorogdodediog, dmgdgadeb ML o 3g3amd) 96D
960 39 3gbden gbado @Uodmemay®  adHNBGEL.
byongy g30906> 33030989 EAYGEEMBD ghbBD PIGL
28dmdb qbngmenmany® adGoabady 03 0bgBo, Ged
83 6330600 9Badh0 dmoggh LdGdmmn LGgbobs ©>
Ubgo LpGgbaemo BamBatymdgieb M. dob Bopamop
g BgBeoconls

@b 030 oI 353w dbogh.
g, 98539 3303080 bodaabmns, G, EOdEGBE
99960 odgb bg bobob Botbgande gmor 3mBepgdbEn
> dobn B0Ba60> 3mbeGogdem bGgbol 3sBaNmHIb
36039605, magpmob  9Gomnabmdal o boddomm

gboem  BgBormdn  ENdGP6RPRS > LadbobyHgmdGnge

bodbam

@0hIBIGIHS

1) JI Bisson, PL Jenkins, J Alexander, C Bannister (1997). Randomised Controlled Trial of Psychological
Debnerng for Victims of Acute Burn Trauma. The British Journal of Psychiatry 171: 78-81

Mayou, A. Hobbs (2000). Psychological Debriefing for Road Traffic Accident Victims. Three-year
lol!o uo of a Random\sed Controlled Trial. The British Journal of Psychiatry 176 (6) 589-593; DOI: 10.1192/

bjp 176.6.589
Greenberg N. A Critical Review of

Debriefing: the of Health

Aﬂer Traumatic Experiences (2001). 87(3):158-61, PubMed PMID: 11974426
Beverley Raphael & John P. Wilson (2003). Psychological Debriefing: Theory, Practice and Evidence.

4.
Cambridge University Press.

Iraq War Clinician Guide (2004). National Center for PTSD and Walter Reed Army Medical Center.
6. BretA. Moore and Greg M.Reger (2006). Combating Stress in Iraq. Scientific American Mind.
e Marit Sijbrand, Miranda OIff, Johannes B. Reitan, Ingrid V.E. Carlier, Brenthold P.R. Gersons (2006).
Emotional or Educational Debriefing after Psychological Trauma/ Randomised Controlled Trial. The British
Journal of Psychiatry 189 (2) 150-155; DOI: 10.1192/bjp.bp.105.021121

650005 Md330dd




3603630 01530630l 686(9{)605;*

8. MAJ Marshall, H. Smith (2006) Changing the Face of Abu Ghraib Through Mental Health
Intervention: U.S. Army Mental Health Team Conducts Debriefing with Policemen and Iraq Detainees. Military
Msdicine 171, 12:1163, 2006

Amy B. Adler, Carl Castro, MAJ Dennis (2007). Battlemind Psychological Debriefing. US Army.
Medlnal Research Unit — Europe/ Walter Resd Army Inslltule of Research.
10. Tail i (2007) for a Medical Team Debriefing after a Stressful
Event. Military Medicine 172, 6:581

11 Amy B. Adler, Carl Castro, MAJ Dennis (2009). Time — Driven Battlemind Psychological Debriefing: A

Group — Level Early Intervention in Combat. MS USA, “Military Medicine”.

Combat and Operational Stress Control Manual for Leaders and Soldiers (2009, 18 March).
[ D the Army. i DC.
13. Glenn R. Schiraldi PHD (2009). The Post-Traumatic Stress Disorder Sourcebook: A Guide to
Heallng, Recovery, and Growth — second edition. (E - Reader Version).

Kennedy C. (2013). Combat Stress And Posttraumatic Stress Disorders.
15. Sargent PD, Campbell JS, Richter KE, McLay RN, Robert (2013). Integrative Medical Practices from
Combat - Related ic Stress Disorder, Psychiatric Annals. Volume 43. Issue 4: 181-187
16. Matthew J. Friedman, Terence M. Keane, Patricia A. Resick (2014). Handbook of PTSD. Science and
Practice. The Guilford Press, New York.
17. R. Barman, Mark B. Detweiler (2014). Late Onset Stress Symptomatology, Subclinical PTSD.
or Mixed Etiologies in Previously Symptom Free Aging Combat Veterans. Journal of Traumatic Stress &
Treatment.
18. Neil Greenberg, Manon A. Boeschoten, Roos Delahaije, Rakesh Jely, Carl A. Castrl, Alexander C.
Mcfarlane (2014). Deployment-Related Mental Health Support: Comparative Analysis of NATO and Allied
ISAF Partners. European Journal of 5: 10.3402/ejpt.v5.23732.
19.  Wimalawansa S.J. (2014). Mechanisms of Developing Post-Traumatic Stress Disorder: New Targets
for Drug Development and Other Potential Interventions. CNS & Neurological Disorders — Drug Targets
13(5):807-16
20. Josefin Sundin, Richard K. Herrell, Charles W. Hoge, Nicola T. Fear, Amy B. Adler, Neil Grinberg,
Lundon A. Riviera, Jeffrey L. Thomas, Simon Wessely, Paul D. Bliese (2014). Menthal Health Outcomes in
US and UK Military Personnel Returning from Iraq. The British Journal of Psychiatry 204 (3) 200-207; DOI:
10.1192/bjp.bp.113.129569
21.  Margaret Zychlinski, Michael Zychlinski, Peter Siemontkowski (2016). Clinical Aspect of Crews Naval
Combat Stress. Journal of Polish Hyperbaric Medicine and Technology Society. Vol.55 Issue 2pp. 29 — 38

Abstract
Psychological Debriefing and Combat Stress

NATIA OBGAIDZE
David Agmashenebeli National Defense Academy of Georgia

This paper discusses combat stress simptoms, risks and possxblc solutions. Rezserches show that
psychological debriefing as amethod of intervention is not effecti

Nevertheless, a special form of psychological debriefing, which is used as the primary intervention returning
from combat zone was developed for military personnel. Intervention s aimed to prevent posttraumatic stress
disorder and to strengthen platoon’s cohesion.
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Abstract
SITUATIONAL LEADERSHIP AT THE ARMED FORCES AND THE JUNKER’
BATTALION OF NATIONAL DEFENCE ACADEMY OF GEORGIA

KETEVAN CHIABRISHVILI
David Agmashenebeli National Academy of Georgia / Associate Professor

NIKA ZHORZHOLIANI
Lieutenant, Listener of School of Infantry Junior Officers

Human resources are considered as a key element for successful fulfillment of organizational objectives.
Finest supervisors apply the entire energy and time of their subordinates to achieve managerial goals. There are
plenty of policies and approaches for leading followers. Thus, concepts of leader and leadership remain to be a
matter of discussion throughout the whole history.

The following essay attempts to expose The Situational Leadership Theory and it’s features. Furthermore,
work also defines situational leadership circumstances in Georgian perspective.

‘There are two essential intentions of the essay: - Explaining the impact of the Situational Leadership Theory
on Georgian Armed Forces and Junker Battalion of National Defense Academy of Georgia;

Essay is based on models which appeared in XX and XXI centuries according to western Authors of
leadership theories. In addition, it conveys considerable assessments of leadership in Georgian Armed Forces,
including Junker Battalion.
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Abstract

THE JEWISH STATE OF ISRAEL IN THE MIDDLE EAST

LTC KONSTANTINE PETRIASHVILI
Head of Administration
LEPL - Davit Aghmashenebeli National Defence Academy of Georgia

When discussing the Middle East Policy it is impossible not to mention Israel’s strength and self-
preservation. More than 70 years Israel, surrounded by Arab and largely Muslim countries, has been on the
irreversible path to strengthen and reinforce its statehood. Since the foundation of the State of Israel, the
country has been involved in great religious, ethnic and political conflict with its neighbours. Despite of the
severe and painful conflict, the Jewish people were able to avoid the threat of state destruction and create a
solid foundation for the unity of the nation. On the Middle East political map Israel represents a clear example
of democracy. However, it still faces conflicts on religious and ethnic grounds, but the impact of religious and
ethnic disagreements on Israeli’s foreign and domestic policy is decreasing. In the Middle East, Israel plays an
important role in the peacekeeping process. However, in order to reach peace, Israel must establish relations
with its neighbouring Arab states and with its main rival - Iran because the peace can only be based on mutual
understanding between the involved states.
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Abstract

Soft power factor in Russian foreign policy

LTC KONSTANTINE PETRIASHVILI
Head of Administration
LEPL — Davit Aghmashenebeli National Defence Academy of Georgia

When discussing the modern world order it is important to identify the role and impact of the “soft power”
policy implemented by the Nations. The most powerful countries in the world prefer to use “soft power” over
“hard power” when it comes to solving internal and international problems. Throughout its history, Russia has
been known for implementing the strict and hard foreign (as well as internal) policy. However, during the last
few years the impact of the “soft power” on Russia’s foreign policy has increased significantly.

Russia is actively trying to show the International Community that it is adopting the “soft power” when it
comes to implementing country’s foreign policy. In recent years, the term “Russian World” (“Pyccxkuii Mup”)
has emerged in the political dictionary. The term suggests that the “Russian Speaking” population should
unite against common pathetic enemy. The control of the masses with massively saturated notion of “Russian
‘world” is the obvious manifestation of “soft power” of Russian politics. Russia is trying to use the elements of
the “soft power” that includes economic, social, cultural and sport achievements in order to reach the foreign
policy outcome that cannot be achieved by using hard and military power. However, it is worth mentioning
that Russia still retains the possibility of using “hard power” when it comes to implementing its vital interests.

Georgia, as Russia’s neighbouring country, whose relationship is longer than three hundred years, must
understand all the threats and challenges that might come from Russia, especially, the outcomes of the “soft
power” policy.
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Lepl-Davit Aghmashenebeli
National Defense Academy
Collection of Scientific Works
,Proceedings”

The Scientific Works collection ,Prcceedings” is an aninual edition of
scientific articles of Georgian and foreign authors on the issues of defense
and security, military science, management, informatics and other
related fields.

The mission of this miscellany is to develop and promote scientific
research in the field of defense and security, academic programs,
research and research studies in those fields as well to present and
convey scientific researches and achievements of researchers and
practitioners to the general public.
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For the attention of the authors

- The articles sent for publishing in the compilation must comply with the
journal’s mission;

- The articles sent for publishing pass through a minimum of two
reviewers. Reference anonymity should be protected. The reviewer may be
selected both within and outside the country;

- On the basis of reviews, the editorial decides to publish the article;

- Articles are available in Georgian and English languages and are
published in the original language;

- Publishing the article is free;

- Scientific article entry:

- The article is to be printed on an A4 format sheet (areas - 2 cm,
spacing - 1,5);

- The article must be done in doc or docx file format (MS Word) on
any magnetic capacities;

- Sylfaen font should be used for Georgian text, size 12;

- For English and Russian texts - font Times New Roman, size 12;

- Information about authors (presented in Georgian and English
languages);

- Name and surname of all the authors in full, academic degree,
e-mail and contact phone;

- Name of the organization - the place of work of each author,
country, city;

- The work must have a list of literature used, resume and key words in
Georgian and English;

- Drawings or computer versions of the graphics should be done in any
graphic format with a choice of 150 dpi;

- Mathematical formulas must be typed using the editor Eguation;

- The article should be drawn up in terms of theory and terminology,
without stylistic and technical errors;

- Author / authors and reviewers are responsible for the contents and
quality of the article.
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