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ABSTRACT: The analysis of the conduct of wars and armed conflicts shows that confrontation in
the military sphere is increasingly moving into the verbal, i.e. informational space. Information
warfare implements asymmetric solutions and involves special measures. Destructive influence on the
object is also achieved by carrying out informational and psychological operations directed against a
person, a group, society and the state and affect their moral and emotional stability, as well as
decision-making motives. Such influence is achieved through modern electronic means of
communication and mass information. Based on the example of Ukrainian-Russian relations, the
article examines the goals of information and psychological warfare, as well as the methods and
models of influence used today.
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Introduction

The modern world is characterized by systemic instability, imbalance and chaos. Qualitatively new
dangers and threats of a global scale were added to the challenges and threats of the "Cold War" era.
Almost all military conflicts of the late 20th and early 21st centuries did not develop and proceed
according to the classical schemes of military art. Military actions in the East of Ukraine and the
analysis of the situation preceding these events allowed us to conclude that Ukraine was faced with a
sophisticated form of war, in which informational aggression via informational influence takes place
before the capture of territories.

The analysis of the conduct of local wars and armed conflicts shows that confrontation in the military
sphere is increasingly moving into the verbal, i.e. informational space [1-4]. Information warfare
implements asymmetric solutions and involves special measures. Destructive impact on the object is
also achieved by conducting informational and psychological operations (IPO), which are directed
against a person, group, society and the state and affect their moral stability, emotions and decision-
making motives.

Modern war (hybrid war) is increasingly becoming a war to defeat and destroy the enemy's
consciousness and consolidate the consciousness of the population of one's own state. Ukraine,
unfortunately, became an example of such a situation. It is the object of a well-organized and planned
information war on the part of the Russian Federation. Therefore, the issue of identifying and
counteracting the informational-psychological impact (IPI) on the object (person, group, society and
state) is relevant right now.

It should be taken into account that even before the full-scale invasion of Ukraine, Russia tried to
occupy the Ukrainian information space and did everything to distort information about the European
Union, about the European integration and NATO, in order to bombard Ukrainians with false
historical facts about Ukraine and Russia. In fact, it uses the Ukrainian space to divide society and
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implement the Kremlin's plans for Ukraine, namely political and cultural expansion. At the same time,
the Kremlin used such methods as follows [5,6]:

- imposition of opinions about the inability of the current military-political leadership of

Ukraine to manage the country and make rational decisions, which leads to unjustified casualties
among the forces of the operation of the joint forces;

- creation of the idea that business interests are more important for the Ukrainian elite than the

interests of the state and events in the East;

- dissemination of the views that the Ukrainian armed forces in the East of Ukraine are

demoralized and unable to conduct combat operations, and their personnel do not trust the military
leadership;

- imposition of the idea that that Ukraine cannot survive without Russia, its economic and

industrial potential;

- support for the topic of Malaysian Boeing with the accusation of Ukraine in concealing the
facts, shelling by the forces of the combined forces operation of the area of the airplane accident.

The target audience of the Kremlin's IPI was the internal population of Russia and Russian-speaking
diasporas abroad, the population of Ukraine (including the audience of the occupied regions of Donbas
and Crimea), the audience of Western countries, and the audience of states close to Russia in terms of
political views.

Therefore, it is very important to take into account Russia's intentions and its information potential,
which consists of very powerful mass media.

In addition, the authors remind the readers that the history of relations between Ukraine and Russia is
a history of a constant struggle, which has been going on for many centuries. For Ukraine it is a matter
of protecting its independence, whereas for Russia it is a matter of making slaves of Ukrainians

Main part

In the era of globalization processes, the mass media confidently occupied a prominent place among
the means of communication. Globalization itself is a phenomenon, which would not be possible
without the activity of modern electronic means of communication and mass media that cover the
entire planet.

Mass media play almost the most important role in the modern political life of most states. They act as
the main subject of forming public opinion in society about events and phenomena occurring in the
world and in every country. At the same time, a reverse pattern can be observed: the more developed
the information network of the state is, the fewer opportunities remain for using information for the
benefit of any one entity, and vice versa - with a less developed network, there are more opportunities
for its monopolization and the provision of information in a distorted or incomplete form.

Now everyone understands that we live in the information sphere and we will never escape from it.

It is safe to say that in such a short period of time, the process of reprogramming society took place
very quickly.

Before, certain difficulties could have been experienced, inasmuch as it was necessary to somehow
convey information to a person, as people did not always understand it. Today, by connecting to the
Internet, you can get any information. The web helps translate any text you have into any language.
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It should be noted that information and psychological warfare is not an action of today. Many methods
of information warfare arose thousands of years ago with the emergence of information systems - the
history of human learning, this is a kind of constant information warfare.

It should be noted that the main goals of informational and psychological warfare (IPsW), which
includes IPO and IPI, are:

- ensuring decision-making and prompting the authorities of the victim (object) country to take

actions that would satisfy the needs of the aggressor country;

- undermining the legitimacy of the political power and international authority of the victim

country;

- destabilization of the situation in the victim country, provoking political protests, social

conflicts, undermining the moral and psychological state of the population of the victim country;

- undermining the defense capability of the victim country and the combat capability of its

armed forces;

- supporting the actions of internal forces aimed at destroying or harming their state, including
by corrupting the authorities and political elite;

- replacement of the socio-cultural identity of the entire population or part of it in the victim
country, altering the national values and foundations of state formation.

At the same time, active participants in these actions are the military and political leadership of the
Russian Federation, its armed forces and special services, as well as pro-Russian forces of Ukrainian
society and pro-Russian political figures of some countries of the world.

A full range of communication channels are used to achieve important goals: mass media (electronic
and printed), television, the Internet, and social networks. At the same time, all methods and means of
IPI and IPO are used.

IPI has two methods of influence [7,8]: law and speech. The influence of the word is not in the
victorious use of weapons and in terrorist acts. The word itself shows that this type of influence is a
painful phenomenon, exciting, thrilling, and affecting the nerves of the people. Nevertheless, IPI
should be considered one of the main means of hybrid warfare: offensive propaganda helps to weaken
the enemy, defensive propaganda strengthens the morale of the country that has become the object of
the attack.

It should also be taken into account that the sources of information danger can be natural (objective)
and intentional.

When considering the theory of IPI in the political sphere, it should be taken into account that the
danger occurs at the strategic, operational and tactical levels.

Basically, the political elite should act at the strategic level, and the information units of the political
clan - at the operational and tactical levels.

According to experts, IPsW consists of actions taken with the aim of achieving information advantage
in providing national, military, strategic and political ways of influencing the information and
information systems of the enemy while simultaneously strengthening and protecting one's own
information and information systems and infrastructure.

Further development of hybrid warfare with the advent of cyberspace was developed in the form of
cyber warfare and IPsW.
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Conceptual questions and foundations of the theory of the network -centric system of management and
organization of combat operations and cyber operations and the actual consideration of military
operations and their organization from the standpoint of military cybernetics were formulated for the
first time by N.V. Ocharkov (1977-1984 chief of the General Staff of the USSR Armed Forces) in the
late 1970s and early 1980s of the 20th century.

Consecutive, typical component stages of a hybrid war were defined in this concept as follows:

- innovative aggression (cyber war, economic pressure, information and psychological attacks,
etc.);

- the use of irregular armed formations or private armies (separatist movement, Cossacks, self-

defense);

- official military action or show of force (identified uniforms, weapons, official identification

of participation in the conflict).

The IPO of the Russian Federation in Crimea was planned according to Ocharkov 's concept and the
system model of the enemy based on Warden 's theory. The basis of this theory is the concept of
"centers of gravity". An object with a critical cybernetic infrastructure ("center of gravity" according
to Warden) is the point where the object or subject of influence is most vulnerable. According to this
theory, if we consider the object or a subject of influence as a system with a critical cybernetic
infrastructure, it can be presented as a system consisting of five rings (Fig. 1) [7, 10].
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Fig. 1. The influence model is built according to Warden 's theory.

At the heart of Warden 's model is the military-political leadership and national leaders, who form a
critical component in the architecture of the national security system and the system and are protected
by the other four rings. Thus, the second ring is the life support system, production, electric and
nuclear plants, enterprises of various purposes, oil supply plants, banks, which during the war are vital
for ensuring the functioning of the military-industrial complex.
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State infrastructure - highways, railways, power lines - create the third ring.
The fourth ring is the population (society), and the fifth outer ring stands for the armed forces.

This model implements the "war from the inside - outside" scheme. It should be taken into account
that Warden's model works well in conflict zones, when the armed forces are considered by the local
population as an external aggressor.

In contrast to this model, Russia for a long time had the support of the local population and significant
military formations of the Black Sea Fleet on the territory of the Autonomous Republic of Crimea,
which were not perceived by it as an aggressor or enemy (Fig. 2) [7]
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Fig. 2. The influence model used by Russia in Crimea

Russia exerted a long-term, planned and intended influence on the population of the Republic of
Crimea with the aim of perceiving the servicemen of the Russian Federation as defenders of the
population and correcting the "historical mistake" regarding the accession of Crimea to Ukraine in
1954. With the beginning of the Revolution of Dignity, a powerful influence on the leadership of
Crimea and the city of Sevastopol began, and along with this, a massive influence on the personnel of
the Armed Forces of Ukraine. It should be taken into account that the IPI of the Armed Forces of
Ukraine was carried out constantly, for example, the housing issue of Russian servicemen was
resolved, and the material support of Russians was an order of magnitude higher than that of
Ukrainian servicemen. In addition, every second resident of Sevastopol was connected with the
Russian Black Sea Fleet. 24,000 military personnel permanently lived in the city. The military and the
Black Sea fleet for Sevastopol are enterprises, work, wages, social infrastructure. The fleet seemed to
grow into the city. Therefore, the introduction of the Russian armed forces into Crimea and Sevastopol
went without opposition and had the signs of a prepared and planned TPO, aimed primarily at Russians
and, on the other hand, at Ukrainian and Western communities. At the same time, the main objects of
the transport infrastructure, life support systems and military objects of the Armed Forces of Ukraine
were first taken under control.

The annexation of Crimea showed that it was a well-planned and organized operation. It should be
noted that pro-Russian organizations in the Republic of Crimea have been used as the 5th column of
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the Kremlin in Crimea for years. They were financed by the Russian government, and their leaders
were agents of influence of the Russian special services and actively conducted anti-Ukrainian
activities.

All this created comfortable conditions for Russian information and propaganda activities. On the
territory of Crimea, television channels and radio broadcasts of Russian channels were rebroadcast by
Crimean television and radio channels, and Ukrainian versions of Russian newspapers were
distributed among the residents of Crimea.

Through the mass media of the Russian Black Sea Fleet, the Russian side continued to actively
influence the information space of the Republic of Crimea. Under the guise of defending the interests
of the Russian-speaking population of the region, the naval mass media organized an information
company aimed at shaping the image of Russia as the only reliable guarantor of stability in the region.
The capabilities of the fleet's information support bodies were widely used for the distribution of
relevant materials. With the active support of the Russian Black Sea Fleet, Moscow administration
created the most powerful urban cable network in Sevastopol.

Numerous Russian figures actively spoke in the pro-Russian mass media: political scholars,
philosophers, religious preachers, who conveyed relevant ideological references.

The Russian Orthodox Church and its controlled Ukrainian Orthodox Church of the Moscow
Patriarchate, as well as various brotherhoods of the Ukrainian Orthodox Church of the Moscow
Patriarchate, were actively involved in inciting the ideas of autonomism, separatism and Russian
chauvinism.

For many years, Russia conducted subversive activities in Crimea and carried out anti-Ukrainian
propaganda. Moreover, almost all pro-Russian organizations in Crimea cooperated with various
special services of Russia. The Main Intelligence Department of the General Staff of the Ministry of
Defense and the intelligence units of the Black Sea Fleet, the Foreign Intelligence Service of Russia,
and the Federal Security Service of Russia had the greatest influence on the socio-political situation in
Crimea.

The tactics of the hybrid war used by Russia in Crimea were also used in the East of Ukraine with
some changes (Fig. 3) [5]. Thus, the main influence was concentrated on the population of Donbas.
The next objects of IPI were state infrastructure and the life support system. The fourth and fifth rings
of influence became the Armed Forces and the military and political leadership of Ukraine.
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Fig. 3. The influence model used by Russia in Donbas

Tools and/or means of influence

A feature of Russia's IPO in Donbass and Ukraine was and is the constant search and use of relevant
information sources capable of forming the necessary public opinion. At the same time, the main
influence was exerted on the spheres of revision of the history of Ukraine and Russia and inter-
confessional relations.

To solve these problems, Russia used the methods as follow: [11,12]:

1) groups of special journalists (3-4 people), who have clear instructions on how to cover events
in the East of Ukraine and work directly for Russian information channels;
2) operative groups of psychological operations, which numbered 2-4 people and performed the

following tasks on the territory of the occupied Donbass:

- oral propaganda, including work with the local population;
- dissemination of propaganda literature and other information;

- creation of local propaganda groups in annexed settlements, organization and coordination of
their actions;
- favoring the work of the Russian mass media, gathering information and identifying the most

pressing problems of the population in order to use this as an informational opportunity;

- monitoring the current moral and psychological state of the local population.

3) psychological operations unit, located near Rostov-on-Don together with the command post of
the intelligence center of the Main Intelligence Directorate of the General Directorate of the Armed
Forces of Russia.

Its tasks are as follows [3]:

o collection, processing and analysis of information regarding the current moral and

psychological state of the population of Ukraine and units of terrorist and military formations;

o management of units of psychological operations performing special tasks with IPT;
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o development and implementation of IPO on the territory of Ukraine;

o the use of agents of subversive psychological work in unoccupied regions of Ukraine, who

will perform the following assignments:

- to create sabotage and propaganda groups in unoccupied regions of Ukraine:
- train local groups to conduct subversive propaganda campaigns;
- to provide groups with the necessary material and technical property;

- direct holding of rallies, protest actions and distribution of propaganda materials.

The information situation in Ukraine worsened after the tragedy with the Malaysian Boeing. It was
during this period that the Ukrainian media space was able to create a rather powerful information
barrier to Russian propaganda. The Kremlin tried to create an informational noise with a huge number
of versions around the liner disaster in order to distract the attention of the audience from the real
causes of the tragedy and to find the most plausible option for Russia. However, Ukraine has won in
this information struggle.

The hybrid war has reached a new level. Information influences are applied more powerfully and
purposefully. Thus, Belarus under the leadership of Russia conducted an information operation in the
countries of the Middle East (Syria, Iraq, Afghanistan) to attract residents of these countries (mainly
Kurds) to "employment” in Germany. The migration crisis on the border of Belarus with the EU
countries actually began in 2021, after Lukashenko promised to loosen controls abroad for migrants
due to EU sanctions against his regime.

Thus, Poland, Lithuania and Latvia faced a large increase in the number of migrants from Belarus.
Belarusian travel agencies issued illegal migrants from the countries of the Middle East with visas for
entering Belarus, travel permits, and provided them with plane tickets for a flight to Minsk. Migrants
were transported to the borders with the European Union in an organized manner by Belarusian
security forces. Thus, with the hands of Lukashenka, Moscow tried to destabilize the situation in the
EU and provoke a new migration crisis. At the same time, the mass media of Belarus and Russia
carried out directed propaganda about the inhumane treatment of Polish border guards towards
migrants.

In November 2021, the situation worsened, when migrants without permission to enter Europe tried
several times to break through to Poland from the territory of Belarus.

Numerous investigations confirm that migrants were purposefully invited to Belarus with the support
of the Minsk authorities, although Minsk denies this. According to the estimates of the special services
of Germany, 800-1000 migrants arrived in Minsk every day. At the same time, Lukashenko said that
he will not protect Europe from the molasses of illegal migrants. In turn, the Belarusian Ministry of
Defense threatened to involve Russian troops in "ensuring the country's security".

At the same time, it should be noted that Putin is ready for the escalation of the so-called hybrid
conflict - a combination of military and other means for the purpose of destabilization, in particular, in
the use of humanitarian crises, similar to the situation on the Polish-Belarusian border.

This migration crisis, along with hacker attacks and Russia's ultimatum regarding their security, has
greatly strained relations between the West and Russia.

The activity of Russian special services and propagandists in social networks, at least in Ukraine, has
long been known. The "trolls" hired by them began their active work during Euromaidan in 2014.
After the seizure of Crimea and the outbreak of the war in Donbas, which has been going on for eight
years, they waged an active and powerful information war against Ukraine, and since 2020, the IPI
and IPO have increased.
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Russia 's cyber war became the escalation of the situation around Ukraine with the accumulation of
troops near the Ukrainian borders and the threat of further escalation of aggression. The accumulation
of Russian troops near the Ukrainian borders has become an element of blackmailing the world
community and putting pressure on it in order to fulfill all the Kremlin's demands. At the same time,
the Russian Federation and its mass media declared on all state channels that it was in danger and that
all states and NATO personally wanted to attack it. Therefore, it is unclear what kind of danger Russia
can be in when the federation itself is the aggressor and attacker.

And on February 24, 2022, Putin launched a special operation against Ukraine, that is, a large-scale
aggression against a sovereign state. It should be pointed out that the information war reached a new
level. The mass media, as the mouthpiece of the aggressor, focused on the following topics: the
defense of the LNR and the DPR from the attack of Ukraine, the de-Nazification and demilitarization
of Ukrainian society, namely the protection of the Russian-speaking population.

On the night of February 23 to 24, Russian hacker groups (ART 28, ART 29, Vermin, Sandworm and
others) carried out a number of powerful cyber attacks on the websites of state institutions and mass
media of Ukraine. These actions echo the actions of Russia, the aggressor in the war with Georgia in
2008, [3] when they carried out cyber attacks on Georgian state websites. But Ukraine's cyber defense
worked powerfully, which made it possible to protect most websites and, first of all, mass media.

According to the Russian plans announced by their mass media, they were supposed to capture Kyiv
in twelve hours, and completely occupy Ukraine in ninety-six hours. But these plans failed.

Therefore, the Russian mass media began to manipulate the population of Ukraine and the world
community that their plans are the liberation of Luhansk and Donetsk regions in full and the creation
of the Kherson People's Republic. At the same time, Russian "mouthpieces” falsely cover the situation
at the front. They are engaged in praising the Russian military, which inflicts only pinpoint strikes on
military targets. And not a word about the bombing of civilian objects and shootings of the civilian
population (elderly people, women and children).

They are silent about the fact that the army has a direct instruction regarding the genocide of
Ukrainian citizens (Bucha, Irpin, Makariv and other cities). In addition, they abuse and torture the
population of the eastern regions, which have been captured and where hostilities are taking place, and
are mostly Russian-speaking. Therefore, the thesis about the protection of the Russian-speaking
population from the so-called nationalists remains unclear.

Moreover, Russian mass media compromise and discredit themselves. For example, they showed on
television how they prepared a mannequin for filming and declared that it was preparation for the
falsification of the events in Bucha. However, the film worker, who participated in shooting the film,
claimed that it was preparation for the filming of a Russian TV series, where this mannequin was
supposed to be thrown from a high-rise building. And this is a repeated situation.

And what can be said about the statement of the Russian media regarding the creation of American
biological laboratories in Ukraine, which develop various viruses, and also developed Covid -19 and
where the pandemic spread from?

In addition, the Russian mass media put a lot of fakes on the Internet, which the Russians themselves
refute. And what are the statements of their television "mouthpieces" about nationalists, humiliating
the Russian-speaking population and other lies, that the Russian army does not have a direct order to
shoot Ukrainian civilians and that only Ukrainian nationalists do it. At the same time, the " telekillers "
of federal Russian TV channels are brainwashing the population of Russia and zombifying their
citizens about the tasks of the war in Ukraine. Kremlin propagandists accuse Ukraine of all mortal sins
and more acutely present the image of Ukraine as an aggressor and a Banderiv - fascist entity. In our
opinion, this is an IPO and IPO against the citizens of Russia and the world society.

Taking into account the methods and means that should be carried out primarily by the anti-IPI units
of Ukraine during the period of hostilities on the territory of the state, it should be noted:
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- generating content and counter -information operations that will work for the unification of

Ukrainians,

- carrying out a quality check of this information and combating fakes,
- campaigning and propaganda that would highlight the real intentions of the aggressor,
- clarification of the goals of foreign policy and actions to establish peace in Ukraine,

- informing the world community, influential foreign, political, governmental, business and

cultural circles, as well as foreign media about actions to establish peace and end the war in Ukraine,

- discrediting the military and political leadership of Russia.

In today's environment, it is very important to study and take into account the mental state, political
attitudes of society. Research of public opinion makes it possible to take into account not only the
moods that lie on the surface, but also the hidden psychological tendencies of political processes, and
accordingly choose such measures that would be adequate to the situation that has arisen. Knowing the
state and dynamics of public opinion means fulfilling the basic requirement that is necessary for
making the right political decision. [thirteen]

Public relations play an important role in society. Initially, mass media were created to inform the
public about key events in the life of the country and power structures, and they gradually began to
perform another equally important function - influencing the consciousness of their audience in order
to form a certain attitude to the facts, phenomena and reality that are reported. This influence is carried
out with the help of methods of propaganda and propaganda agitation developed over more than one
thousand years. [14]

To achieve the influence of mass media on modern opinion, people actively use them to satisfy their
needs. Therefore, mass media is very versatile and is expressed in [14]:

- informativeness of the public;

- instructions to society, determination of society's behavior;

The results of media influence can be:

- changes in society's behavior;
- changes in society (because behavior and instructions cannot be equated);

- changes in society's knowledge as a consequence of its simple informativeness.

It should be noted that mass media have a great influence on society as a whole and on an individual
person.

The influence of mass media can be short-term and long-term. The reaction to a specific message,
news, event is fleeting. The complex and constant influence of various channels of information affects
the deep layers of public and human consciousness.

Global mass media form a universal, global system of values. For a developing society, building,
maintaining and protecting a symbolic system is one of the main tasks. If the symbolic system is
destroyed, then the society drastically changes the traditional patterns of behavior, which can have
unpredictable consequences. Symbols that form a society into a nation and a people may be under
threat.

Destructive influence on the existing system of values in society is carried out primarily thanks to
information and mass media as universal channels of its transmission, it can be stated that mass media
are not just subjects of influence on mass consciousness, but also a tool through which it is directly

10
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formed. Mass media create their own reality by forming new myths and stereotypes, often detached
from life. At the same time, since such a reality is perceived by millions and even billions of
consumers at the same time, it becomes the one that deserves trust [14,15]

So, we can distinguish three main channels of mass communication: television and the Internet, radio
and the press. Each of the mentioned types of mass media has its own characteristics that determine
the success of its influence on the audience.

First of all, mass media cannot be considered as equally effective tools of information dissemination.
Radio, television (Internet) and the press answer three fundamentally different questions and,
accordingly, each of them covers its own aspect of a certain event. The radio answers the questions:
"What?", "What happened?". Television and the Internet provide an answer to the questions "How?",
"How did the thing that the radio already reported happen?" The press explains: "Why?", "Why did
exactly what the radio talked about and how it was shown on television and the Internet happen?"
Such is the objective "division of labor" between the main communication channels. And only a
systematic approach, based on three complementary answers, can give a comprehensive picture of
what really has happened.

Condusions

Currently the information war between Ukraine and Russia has reached its peak, while it should be
taken into account that a full-scale war is going on. Everything that appears in the mass media, in
social networks, in Russian information resources, must be carefully studied, analyzed and filtered. In
the age of the Internet, it is simply impossible to completely secret certain actions. The information
policy of any state should be such that there is no underestimation of the possibilities of informational
and psychological weapons, and measures to counter influences that would satisfy the aggressor.
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AHHOTAIMS. B HaydHoii cTaTbe pelleHa 4acTHas Hay4HO-TEXHHWYecKas mpodiema I1o
HEOOXOIMMOCTH BBIOOpa BO3MOKHBIX MOKasaresiell 3((GeKTHBHOCTH (YHKIMOHHPOBAHUS CHCTEMBI
3amuTel  MHQOpPMALMU W KHOepOE30macHOCTH OOBEKTOB KPUTHYECKOW  HMH(POPMALUOHHON
uHppacTpykTypbl. Hay4dnas HOBH3Ha MOJYYEHHOTO pe3yibTara 3aKII04YaeTcs B TOM, YTO BIIEPBEHIC
MPEJIOKEHBl  HEMPOTHBOPEUMBHIE TIOKA3aTel M KPUTEPUM OLEHUBaHUSA 3()(HEKTUBHOCTH
(YHKIIMOHUPOBAHMS CHCTEMBI 3alIUTH HHPOPMAIUK U KUOepOe30macHOCTH 0OBEKTOB KPUTHIECKOM
WHPOPMAMOHHON HHPPAacTpyKTyphl. [IpakTHueckoe 3HadYeHHe padOThl 3aKI0YaeTCs B TOM, YTO Ha
OCHOBE ITOJTYYCHHBIX MTOKAa3aTelleil 1 KpUTEepUeB B TabHEHIIEH paboTe Ha MX OCHOBAaHHUH pa3paboTaTh
YaCTHYIO METOAWKY OLECHKH 3P (PEKTUBHOCTH (PYHKIIMOHUPOBAHUS CHCTEMBI 3alIUTHl HHPOPMALUH U
KnOepOe30IacHOCTH 00BEKTOB KPUTHIECKOH HH(DOPMAITHOHHON HHPPACTPYKTYPEI.

KIIOUYEBBIE CJIOBA: noxasamenu, Kpumepuu,  oyeHku,  3¢gexmusnocmo,
@yHkyuonuposanue, cucmema 3awumol UHGopmayuu u Kubepobe30nacHocmu, 06veKmMvl KpUMu4eckou
UHDOPMAYUOHHOU UHDPACMPYKIMYDEL.

ABSTRACT. The scientific article solves a private scientific and technical problem of the need
to select possible indicators of the effectiveness of the information security system and cybersecurity
of critical information infrastructure facilities. The scientific novelty of the obtained result lies in the
fact that for the first time consistent indicators and criteria for evaluating the effectiveness of the
information security system and cybersecurity of critical information infrastructure objects are
proposed. The practical significance of the work lies in the fact that, based on the obtained indicators
and criteria, in further work on their basis, to develop a private methodology for evaluating the
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effectiveness of the information security system and cybersecurity of critical information infrastructure
facilities.

KEYWORDS: indicators, criteria, assessments, efficiency, functioning, information security
and cybersecurity system, critical information infrastructure facilities.

BBEJEHUE

IlocranoBka 3aJa4un M CBSI3b €€ € BA)KHBIMHM HAay4YHBIMH 3agadyamMu. CucTeMa 3alIHTHI
uHpopManuu 1 KuOepOe30MacHOCTH OOBEKTOB KPUTHYECKOH WH(POPMAMOHHON HH(PACTPYKTYpPbI
(C3UKB OKHNH) — 3T0 CIOXKHBINA KOMILIEKC IPOrPaMMHBIX, KpUITOTPahUIECKUX, OPTaHU3ALUOHHBIX
U JpYTUX CPEICTB, METOJOB M MEPONPHATHH, NpeTHA3HAYCHHBIX UL 3alUThl MH(OPMAIMU U
kubepOezonacioct  [1]. Ot ypoBHA oOecriedeHuss 3aBUCHT 3HadYeHHe A(PHEKTUBHOCTH
¢yakmonupoBanust C3UKB OKHU. be3 mnpeyBennueHuss 3aBUCHT O€30MACHOCTH  JIHOOOTO
rocyaapcrBa. B cBsi3u ¢ 3TUM BO3HHKaeT Hay4yHas 3afada KakuM o0pa3oM M 10 KakUM HOKa3aTelsiM
OIICHUTB AP PEKTUBHO JTM PYHKIIMOHUPYET MmocTpoeHHas u HactpoeHHass C3UKb OKNN.

OTtcyTcTBUE eMHON MeTononoruu oueHuBanus 3¢ dexruBHocT ¢pyHkuuonuposanuss C3UKb
OKMUM npuBoIMT K HEpaUMOHAIBHBIM IIaraM IO MOAEPHHU3ALMM M YCOBEPLICHCTBOBAHMUIO,
Ype3MepHOH HEOOOCHOBAaHHOH 3aKyNKH «HOBBIX» IPOTPAMMHBIX, HPOTrPaMMHO-aNMNapaTHBIX
KOMIIJIEKCOB, KPUNITOTPpahUUECKNX, OPraHU3allMOHHBIX U IPYTUX CPEICTB, METOJIOB U MEPONPHUITHH,
NpefHa3HAYCHHBIX JUISI 3aIUTHl MHPOpPMANUK ¥ KHOepOe30ImacHOCTH. ODTa HAyYHO-TEXHHUYECKas
1po6JeMa BO3HUKIIA BCIEACTBUM IIPOTHUBOPEUHS:

B Heooxonumoctu umerb C3MKb OKHWH, oTHOCHTENHHO HOBOW CHCTEMBI, KOTOPOI paHee He
CyIIECTBOBAJIO IIPOTOTHUIIA;

B OTCYICTBUM €AMHOIO MOAXOAa M  METOJOJOTMU  OLleHUBaHHUA 3(P(HEKTUBHOCTH
¢ynkunonuposanusi C3UKB OKHMU.

Jlns penieHns: MPOTHBOPEYHUBEIX COCTABIIAIOMNX 00MIeH mpobiieMbl, chopMyIpyeM HaydHYIO
3a7a4y HCCIICIOBAHUS: ONpENeNInTh M OOOCHOBAaTb BEPOSTHOCTHO BO3MOXKHBIE IOKa3aTeNH, IO
KOTOPBIM BO3MOXXHO OOBEKTHBHO OINpPEHEIATh HEKyI0 3(P(eKTHBHOCTh (YHKIHOHHPOBAHUS
C31Kb OKHNMU.

AHAJIN3 UCCJIEJJOBAHUM U ITYBJIUKALIAN

B paborte [2] msa ouenku 3 HEeKTUBHOCTH CUCTEMBI 3aIIUTH MHPOPMAIIMOHHOM CHCTEMBI, aBTOP
MIPUMEHSIT TOKa3aTenb £ CTeneHb TOCTIKEHHS LU STONH CHCTEMOM.

B pabore [3] aBropom st oueHKH 3(Pp(HEKTUBHOCTH MOIpa3AeNeHnd 3aliuThl MHPOpMaIUn
MPUMEHSIITUCH MTOKA3aTeNIM SKOHOMUUECKOH (D (PEeKTUBHOCTH.

B ycnoBusix HeolpeneneHHOCTH [4] aBTOPbI NPUIEPAKUBAIOTCS €JMHOTO MHEHHS U UCIIOIb3YIOT
MaTeMaTHYECKyI0 MOJCIb OLCHKH S(P(PEKTUBHOCTH (YHKIMOHHPOBAHUS CHCTEMBI IO KPUTEPHUIO
npenorBpaiienus norepb. Ilo cytu, 3B sBisercs pasHuLed moTepb JO M IIOCIE peanu3aluu
MEpOTPHUATHH, HATIPaBJICHHBIX Ha MOBBILIEHHE YPOBHS HHPOPMAIMOHHON WM KHOepOe30IacHOCTH, U
B LIEJIOM OTpakaeT Ty 4acTh NPUOBLIM, KOTOpask MOTJIa ObITh MOTEPSIHA.

[Tpumenenue JaHHOTO MOAX0/A 3aTPYAHEHO BCIEICTBHE OTCYTCTBHS MOAXOJ0B K pacuery Bl u
B2. B cBs3u ¢ 3TUM aKTyanusupyercs chopMylupoBaHHAsA HOBas Hay4Has 3a/1aya.

[pennoxennas B padbote [5] MeToMKa 0OECIICUNBACT BHIYMCICHHUE U OLICHKU 3(PPEKTUBHOCTH
BBITNIOJIHEHUS ~ MEpOIpUATH  obecneueHuss  KuOepOe30macHOCTH  OOBEKTOB — KPUTHUECKOH
HH(OPMALIMOHHOM HHPPACTPYKTYphl OpraHU3aLUiil.

B aBtopckoii padore [6] 3¢ dekTHBHOCTh ()YHKIMOHUPOBAHUS CUCTEMBI 3aIUTHI HH(POpMAIHN
U KuOepOe30macHOCTH, ONMpEeAeIUIACh MO TOKa3aTeNsIM: KHOep3alluIIeHHOCTH; Koddduimenrom
YKOMIIIEKTOBAHHOCTH CPEACTBAMH KPUNTOrpadueCKOr 3aIUThl HHPOPMALIUH, TEXHUYECKOM 3aIUThI
uHpopMarn W KUOEp3aImuTH;  KOIPQUIMEHTOM  TEXHHYECKOH  TOTOBHOCTH  CPEICTB
Kpunrorpadu4eckor 3ammTbl MHQOpMANU, TEXHUYECKOW 3aliuThl MHQOpMAUU M KHOep3alluThl;
K03()QUINEHTOM YKOMIUICKTOBAHHOCTH HCHPABHBIMU CPEICTBAMH KPHITOIPa(MUeCcKON 3amuThl
uHopMay, TEXHHYECKOH 3amuThl HMHGOPMAIMKM H  KHOEp3amuThl;  KoddduImeHToM
YKOMIIIEKTOBAaHHOCTH IITATHBIX JOJDKHOCTEH CHCTEMHBIMH aJIMHHHCTpaTopamy; KoddduimeHToMm
YKOMIIEKTOBAHHOCTH IITATHBIX JOJDKHOCTEH OOCITYKUBAIOLIMM MEPCOHAIOM; KHOEP3aXUIIEHHOCTHIO
0 pe3yJibTaTtaM penetration testing.

Taxum 006pa3oM ¢ aHaTU3a MOCICAHUX UCCIISOBaHUN U My OIMKALUI 0 JAHHOMY HaIlpaBJICHUIO
WCCIIEIOBAHUI MOKHO CJIEJIaTh BHIBOJIH:
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1) pemaemasi mpoOiiemMa He SBJIAETCS HOBOIA, a BOT pe3yJIbTaT UCCIEA0BaHUS MOKET 0TOOpaKaTh
HOBOE PEILCHUE;

2) pelieHHe HAY4HOW 3a/la4yd SIBIISIETCS MPHOPUTETHBIM HampaBlieHHEM uccienoBaHuil [1] He
TOJIBKO 111 Y KpauHbl, HO JUIsl MHOTUX Pa3BUBAIOLIMXCS CTaH.

HEJIb CTATbU

OxapakTepu3oBaTb MaTeMaTHUeCKHe II0Ka3aTeIM ¢ KPUTEPUH TaKoro OLICHUBaHMS
3¢ GeKTHBHOCTH (DYHKIIMOHUPOBAHUS CHCTEMBI 3aIUTHI HH()OpMaLUU U KHOEepOe30MacCHOCTH 00BEKTOB
KPUTUYECKO MHPOPMAIIMOHHON HHPPACTPYKTYPHI.

OCHOBHOM PE3YJIbTAT UCCJIEJOBAHUSA

Hox «ddexrunocteio C3UKB OKUM» (Ec3uks) B TaHHOM HCCIIEIOBaHUM Oy/ieM MOHUMATh
CTeNeHb COOTBETCTBHS JOCTUIHYTHIX PE3yJIbTaTOB IIOCTaBIEHHBIM LIEIAM I10 3aLuTe UH(POPMALIUY.

Onenka 3(GQGEKTHBHOCTH MOXKET OCYLIECTBIATHCS B TIpOLECCEe CO3[aHMs, NPUEMKH U
sxcrtyatauuu C3UKDB. KnroueBbIM HOHSATHEM SBISETCS KPUTEPUH OLEHKU — IPU3HAK, OCHOBaHUE
MPUHATHS PELeHUs MO OLEeHKE d(P(PEKTHBHOCTH Ha COOTBETCTBUE BBIABHHYTHIM TpeOOBaHHUAM. J{iis
OCYILIECTBIICHHUS TAKOI OLIEHKU HY>KHBI OObEKTUBHBIE MTOKa3aTenu 3()(GEeKTUBHOCTH.

[Tokazarenb >(QQPEKTUBHOCTH — 3TO HEKOTOpas BeIUYMHA, XapaKTepU3yroIlas CTENeHb
JIOCTHMXKECHUSI CUCTEMOM 10001 U3 MOCTaBJICHHBIX Tepel Hel 3a1a4.

K noxkasarensm 3 peKTHBHOCTH BBIABHUTAIOTCS CIEAYIOIINE TPEOOBAHNUS:

HUMETb OIPEeeTIeHHbINH GU3MUECKUH CMBICI;

OBITh IPUTOJIHBIM JUIsI KOJIMYECTBEHHOI'O aHANIN3a;

HUMETh IPOCTYIO U yI0OHYI0 (hopMy;

OTpakaTh OJJHY M3 3HAYMMBIX CTOPOH (PYHKIIHOHUPOBAHHS CUCTEMBI;

oOecrieunBaTh HEOOXOIUMYIO UyBCTBUTEIBHOCTb.

Enunnunble (4acTHbIC) IOKa3aTel 3P PEKTUBHOCTH, OTPAXKAIOT KAKyIO-TO M3 3HAYUMBIX CTOPOH
(YHKLIMOHUPOBAHUS CHUCTEMBl (BEPOSATHOCTh OOHAPYXKEHUS HApyLIUTENs WM BEPOSTHOCTh €ro
HEeUTpanu3aluy CUIaMy OXpaHbl U T.I1.).

CoryiacHO IPUHATOTO HaMH ompeneneHus d3PPeKTUBHOCTH (Erc3uks)) B MOATOTOBKE PEIICHUS
3a7a4l ObUIO W3YyYEHO JOIMOJHHUTEIFHO MUPOBOU OIBIT U PEKOMEHIAIMH PYKOBOIALIUX JOKYMEHTOB
[7-17]. Pe3ynbraToM CHHTETHYECKOH MepepaOdOTKH HAMU TMPEIIaraloTCsi MHOXECTBO IOKazaTelei
s dexrrBHOCTH. X YnCIOBBIE 3HAUCHNUS BEITMYMH, IPAMEM JUTS XapaKTePUCTUKH (OIHCAHUS ) CTETICHU
JOCTYDKEHHST UCCIEIyeMOH CHCTEMOW 3amuThl HH(QOpMAaIu U KuOepOe30ImacHOCTH, IMOCTaBICHHBIX
nepesa Hew 3a1ay.

Cucrema cBs3u mokazatenell E(cauxs) ddexrtuBHocTn C3UKB OKUM cocraBieH mis
HArJSTHOCTH B TaOnn4HOM Gopme (Tabi. 1).

Tabmuua 1. Cucrema cBs3u nokasareneit Ecsuxs) 3pdexrusnoctn C3MUKB OKUU

Ioka3zarenu YacTuuHble OKa3aTeNu WHaukaTopbl YaCTUUHBIX MTOKa3aTeneit

Enczuxs) Euncsuks) (Ayc3uxs))

ID. AM-1. ®usnueckoe 000OpyIOBaHHE W CHCTEMBI Ha
OKU uneHTH(GUIMPOBAHEI M 33J0KYMCHTHPOBAHBL.

ID. AM-2. IIporpammHOe oOecriedeHne, UCIOoIb3yeMble
OKU 1151 mpenocTaBiIeHUs KU3HEHHO BaXKHBIX YCIYT U
(byHKUMH, nAEHTHOUIUPOBAHBI U 33JOKYMEHTHPOBAHBI.
ID. AM-3. TenekommyHHKawu ¥ ToTOKH AaHHbIX OKU
MAEHTU(UIIMPOBAHBI U 33 JOKYMEHTHPOBAHBI.

ID. AM. Ympasnenue [[D. AM-4. Buemnue WHPOPMAIOHHEIE 7|
AKTHBAMHU MH(QOPMAIIMOHHO-TEIEKOMMYHUKAIIIOHHbIE ~ CHCTEMBI,
MPOMBIIUIEHHBIE CHCTEMBI, KOTOPBIE B3aUMOACHCTBYIOT|
C  WHPOPMAIMOHHO-TEICKOMMYHUKAUOHHBIMH |
impyrumu cucremamu OKU yureno.

ID. AM-5. Kpurtnuaoctp  akTUBOB  (00OpYAOBaHUS,
ImaHHBIX, TporpamMmmMHoro obecrieuenust) OKU onpenenen
COITIaCHO OLEHKE MX BIIMAHUS, Ha IPEJOCTaBJIECHUE)
PKIM3HEHHO BakKHBIX ycayr U ¢pyHkumii OKU.

ID. Unentndukanys
[PUCKOB
KrOepOe30MacHOCTH
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ID. AM-6. O6s13anH0CTH 1TatHOTO Nepconana OKU u
MapTHEPOB OpraHW3anuy (HAapUMep, ITOCTaBIIUKOB,
KJIEHTOB, U T.I1.) o0ecredeHusi KuOepOe30macHOCTH U B
OIIPENCIEHHO ¥ 3aKPEIUICHO B COOTBETCTBYIOIIHX|
ITOKYMEHTax.

ID. BE. Cpena
MPeIOCTaBICHUS
PKA3HEHHO BayKHBIX
YCIYT U (DYHKLUHA

ID. BE-1. Pors OKU B 1ienu nmocTaBK# TOBApOB M YCIYT
ONpeleNeH0 M COOOIIEHO BCeM  IOCTaBILUKaM
OpraHU3aLuy.

ID. BE-2. Mecto u ponms OKU B cucreme oxazaHus|
PKH3HEHHO B@XXHBIX YCIYr ¥ (QYHKUOMHA CEKTOpY|

(TIoacexTopy) KPUTHYECKOH HHPPACTPYKTYPHI
OmpeneNien0 ¥ COOOIIEHO BCEM  MOCTaBIIUKaAM
OpraHU3aLuy.

ID. BE-3. IIpuopuTteTHOCTD Lenew, 3aaa4 u

MeponpusTHil 1Mo obecnedeHuto KudepOe30macHoOCTH|
MPEAOCTABICHUS XU3HEHHO BaKHBIX YCIYT U (DYHKIUHA
[YCTaHOBJIEHO U COOOLIEHO.

ID. BE-4. 3aBucumMocTy U Ba)XKHEWIIIHE TMPOIECCHI IS
oOecriedeHus] MPEJOCTAaBICHUSI JKU3HEHHO BaXKHBIX|
YCIYT U YHKIHIA yCTAaHOBJICHO.

ID. BE-5. TpeboBanust k ycroiuuBoctu OKHW 1o
00ECIIEYEeHNI0 MPEIOCTABICHUS JKU3HEHHO BAXKHBIX
YCIIYT ¥ (DYHKIIMH YCTAHOBIICHO.

ID. GV. Ynpasnenue
0€3011aCHOCTBIO

ID. GV-1. IlpaBuna (monuTukn) KnOepOe30MmacHOCTH,
OKU ycTaHOBIIEHBI U 33/I0KyMEHTUPOBAHBI.

ID. GV-2. O0s13aHHOCTH 1o o0ecre4yeHuto
kuoepbezonacnoctu OKW  ckoopAMHUpPOBaHO |
cornmacoBano ¢ oOs3anHOcTsAMH TiepcoHana OKU u ¢
BHEITHIMH TapTHEPaAMH.

ID. GV-3. [IpaBoBble U HOpPMATHBHBIC TPEOOBAHUS TIO|
obOecnieuenuto kubepoesomacHoctn OKHM, B Tom umcie
o0s3aTenbCTBA IO 3alIUTE  HENPUKOCHOBEHHOCTH|
YacTHOM  JKM3HM  (NIPUBATHOCTH), OCO3HAHO U
YIIpaBlieHHE MU OCYIECTBIISIETCS.

ID. GV-4. Tlpotiecchl  yrpaBieHus 0€30MACHOCTHIO U]
yIIpaBlieHHEe pUCKaMHU HAIPaBJICHO Ha pelleHne BOIpPOoca
00pabOTKN pUCKOB KHOEpOE30MacHOCTH.

ID. RA. Onenka puckoB

ID. RA-1. Ya3Bumoctu aKTHUBOB OKU]
MpOaHAIN3UPOBAHBI, OBLIO BBISIBJIEHO U
3aIOKYMEHTHPOBAHO.

ID. RA-2. Undopmarms 06 yrposax 0O€30MaCHOCTH H
ySI3BUMOCTH ~ monydyeHa ¢ (opymoB  oOMeHa
mH(DOpMaIHeil 1 OQHUIHATEHBIX HCTOYHHKOB.

ID. RA-3. Yrpo3sl kubdepbe3onacHOCTH (MOJCIb YTPO3)
Kak BHYTPEHHHE, TaK M BHEIIHHE ONPEACICHbl H
3aJ0KyMEHTHPOBAHBI.

ID. RA-4. Ilorennmaneupie  mocienctBus — (YpOBEHH)
yiep6a), KoTopble MOI'YyT HAHECTH YTPO3bl B CIIEJCTBUE]
X pealu3alid Ha HENpepbIBHOE IPEeA0CTaBIEHUE
PKH3HEHHO Ba)KHBIX YCIYT W (DYHKIMH, ¥ BEPOSTHOCTH
WX pean3alyy OnpeeseH.

ID. RA-5. It ompenenieHUsl pUCKa TPHUMEHSIOTCS]
TaHHBIE OTHOCHTENBHO YIpo3, YSI3BUMOCTEH, HX

BEPOSITHOCTEH M YpOBHs ymiep0a MCIOJIb30BAHO JUIS
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ompeeNeHus prUcka KuoepOe30macHOCTH.

ID. RA-6. Mepsr pearupoBaHus Ha pHcK
KnOepOe30MacHOCTH ONpeAeIeHbl U KX TPHOPUTETHOCTD
[YCTaHOBJICHO.

ID. RM. Crparerus
yIIpaBIIEHHUs] PUCKAMH
OpTaHn3aIiu

ID. RM-1. Ilponeccht YIIpaBICHUS puckamu
OIIpeIeNIeHbl, COINIACOBAHbI C IapTHEPAMU OpraHu3aliuy
W YIPaBIIAIOTCS.

ID. RM-2. JlomycTuMBIN YPOBEHb pHUcKa
KHOep0Oe30MacHOCTH OIIPEESICHO U YETKO BBIPA)KEHO.
ID. RM-3. Onpenenenue IOMyCTUMOIO YPOBHSI PHCKa
ocHoBbIBaeTcsi Ha ponu OKM kak cocraBHOH 4YacTy
CEeKTOpa KPHUTHUECKOW HWH(QPACTPYKTYpbl M aHau3e
[PUCKOB, MPUCYLIMX COOTBETICTBYIOLIEMY CEKTODY|
KPUTHYECKOW HHPPaCTPYKTYpBHI.

ID. SC. Ynpasnenust
[PUCKAMH CHCTEMBI
cHAOKeHHS

ID. SC-1. IIpomeccs yIpaBIeHUS puckamy
KnOepOe30MacHOCTH CHCTEMbI CHA0XKEHHS OIIPEeeHO,
COITaCOBAaHO C  IApPTHEpaMH  OpPTraHM3allHd |
YIIPABIISIOTCS.

ID. SC-2. [TocraBumku (pacriopsimures)
MH(QOPMAIIMOHHBIX CUCTEM, TOBapoB u yciyr st OKU
MACHTU(OUIPOBAHO, YPOBEHb HMX  KPUTHYHOCTH
OLICHEHBI B COOTBETCTBUH C IOJUTHUKON YIpaBJICHHS
puckamMu KHOepOe30macHOCTH € Y4eTOM PHCKOB,
NPUCYIIHX CHCTEME CHAOKEHHSI.

ID. SC-3. [locTtaBuIMKM TOBapOB U YCIyT, MAapTHEPHI, B
COOTBETCTBUM C  JIOTOBOPOM, MOTYT  BHEIPATH
MEpOIIPUATHUS, HANpPABICHHbIE Ha JOCTHKCHUE IIEJH
MOJUTUKA UH()OPMAIIMOHHOH
be3omacHocTr/kubepoesomacioctn  OKW  u  muiana)
YIIpaBJICHHS] PUCKAMH OCTABKH.

ID. SC-4. C IIOCTaBIIIUKAMU OCYIIECTBIISIETCS
IUIAHUPOBAHHE W TECTHPOBAaHUE PEarHpOBaHUS IO
COOTBETCTBYIOIIMM  ITIOUTHKAM pEarupoBaHUs Ha
KUOCPUHIUACHTEI W BOCCTAHOBJIEHHE  COCTOSHHS
KnOepOe30MmacHOCTH.

IPR. Kubep3amura

PR. AC. Ynpasnenue
uaeHTuuKanuei,
ayTeHTH(pHUKamen
KOHTPOJIb AOCTYIIa

PR. AC-1. Unentudukatopsl U JaHHBIE Uil IPOBEPKH
MO/UIMHHOCTH ~ aBTOPM30BaHHBIX  IOJIb30BATENeH,
AQIMUHHCTPAaTOPOB M MPOLECCOB  HAa3HAYAKOTCA,
BEPUPHUIIPYIOTCS, aIMUHHCTPHPYIOTCS, OT3BIBAIOTCS
(OTMEHSIOTCSI) ¥ TPOBEPSIOTCS.

PR. AC-2. ®u3nueckuii poctyn k OKII 3ammmen u
YIIpaBIIsSETCA.

IPR. AC-3. OcymecTBinsieTcsi KOHTPOJIb M YyIPaBJICHUE
yIQJIEHHOTO IOCTYIIA.

HPR' AC-4. [IpaBa JIOCTyIIa YCTaHOBJIEHBI c

MPUMEHEHUEM MPUHIIUIIOB MUHUMAIBHBIX TTPUBUIETUN
W pactpeeseHus 00s3aHHOCTEH.

IPR.AC-5. IlenocTHOCTh TEIEKOMMYHUKAITMOHHOW CETH|
BaIUIIeHO (HanpuMep, CETMEHTAIINS CETH).

IPR.AC-6. Aytentudukanus TIOJIb30BaTENEH,
AQJIMUHHUCTPAaTOPOB, YCTPOWCTB M JPYTMX aKTHUBOB
OCYIIIECTBIACTCS (Hanpumep METOJaMH
0THO(haKTOPHOIA, MHOTO(aKTOPHOM MIPOBEPKY]

HO,I[J'II/IHHOCTI/I) B COOTBCTCTBHMM C YCTAHOBJICHHBIM]
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HMCKOM HapylIeHHs 0€30MacHOCTH.

PR. AT. OcBegoMIIEHHO
cTh 1 00yUeHNE

IPR. AT-1. Bce corpyaanku OKW 3HaKOoMBI U Mponuy|
MOJATrOTOBKY IO BOIIpOcaM KnbepOe30MacHOCTH.

IPR. AT-2. Tlons30Barenu (aaMUHUCTPATOPBI) C
MpEeuMyLIECTBAMU JocTymna MTOHUMAIOT CBOH
00513aHHOCTH TIO BOIIPOCaM KHOEpOEe301macHOCTH.

IPR. AT-3. [lapTHepsl opraHu3alii IMTOHHUMAIOT CBOH|
00513aHHOCTH TI0 BOIIPOCaM KHOEpOEe301acHOCTH.

PR. AT-4. PykoBonctBo OKWM  moHumaer  cBoH
00513aHHOCTH 110 BOIIpOcaM KHOepOe30MmacHOCTH.

PR. AT-5. ITepconan mo obecrnieyeHuto (HU3NUECKOU U]
MHQOPMAIIMOHHOW  0E€30MacHOCTH TIOHMMAaeT CBOM
00sI3aHHOCTH.

PR. DS. be3onacuocts
ITaHHBIX

IPR. DS-1. JlanHbI€, KOTOPBIE XPAHATCS, 3AILUILIECHBI.
IPR. DS-2. Jlannsie, nepegaBaeMble 3alUIICHbI.

PR. DS-3. VnpaBieHue akTUBaMu OCYILECTBIISETCS
COOJIIOZICHMEM  IIpaBW  ylIaJeHus, Iepeladyd MU

[pa3MeIIeHusl.

IPR. DS-4. Heo0xoauMmeble CIHOCOOHOCTH IS
oOecriedeHus]  TOCTYITHOCTH aKTUBOB  CO3JIAHBI H
MOJIIEPAKUBAOTCS.

IPR. DS-5. 3amura oT yTeuku JaHHBIX BHEAPEHO.

IPR. DS-6. MexaHu3msI MIPOBEPKU LIETIOCTHOCTH|

MCTIONB3YIOTCS  JIJISl  BEpUPHUKAIMK  HPOTPAMMHOTO,
oOecrieyeHus, NPOrpPaMMHO-ANIapPaTHBIX CPEICTB |
[EJIOCTHOCTH WH(POPMAIIHH.

IPR. DS-7. Cpenpl pa3paboTKu TECTUPOBAHHUE OTACICHbI
OT ITPOU3BOJCTBEHHOM CPEJIbI.

MPOTICTY P
KrOep3aIuThI

PR. IP. [Iponeccel H

IPR. IP-1. ba3oBass koH¢urypauus HHOOPMALMOHHO
TEICKOMMYHUKAIIMOHHBIX CHCTEM/CHCTEM YIIPABIICHUS]
MPOU3BOACTBEHHBIMU  IIpOIlECCAMH  CO37aHa ||
MO 1ePKUBAETCS.

IPR. IP-2. J)Ku3HeHHbI# UK pa3paboTKH, SKCILTyaTaluy
n yrpasnenus cucremamu (SDLC) BHenpeHa.

IPR. IP-3. Ilponieccet  (MepomnpusTUsl)  YIIPaBICHHE
M3MEHEHUSIMU KOH(DUTYpaIK BHEIPEHO.

PR. IP-4. PezepBHoe ~ konmpoBaHue  HH(pOpMaLuy]
MPOU3BOAUTCS, MOJAECPKUBAECTCS U IMEPUOAMYECKHY|
TeCTUPYETCS.

PR. IP-5. IIpaBuna (mMOMUTHKA) U HOPMBI (PH3HUYECKOH]
0€30I1aCHOCTH OIEPALlIOHHOM cpeabl U 000pyroBaHUs
opranmzauuu (OKH) BeIMOTHSAIOTCS.

IPR. IP-6. JlaHHBIE YHUYTOXAIOTCSI COTJIACHO TIOJIUTHKE
0€30MaCHOCTH.

IPR. IP-7. ITponieccht KHOep3aInuThl IIOCTOSTHHO
COBEPILLIEHCTBYIOTCSL.

IPR. IP-8. IImansl pearupoBaHusi (pearupoBaHUsl Ha
KHUOCPUHLUAEHTBl W 00OeCledyeHus HeNnpepblBHOCTH
Ou3Heca M IUIaHbl BOCCTAHOBJIEHUsS (BOCCTaHOBJIEHHE
nocine KUOEpUHLUAEHTa ¥ BOCCTAHOBJEHMS IIOCTE
ABapUH) UMEIOLIHUECS U YIPABIIIOTCS.

PR.IP-9. Ilmanbl pearupoBaHUsi ¥ BOCCTAHOBJICHUS
TECTUPYIOTCS.

IPR.IP-10. Ilnan YIpaBJIEHUs YSA3BUMOCTSIMY|
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a3paboTaHO U BHEJIPEHO.

PR. MA. Texandeckoe
0OCIyXKIBaHHUE

PR. MA-1. Texanueckoe O0OCITY)KMBAaHHE M PEMOHT
AKTUBOB OKH1 BBITIOJTHS FOTCS CBOEBPEMEHHO
ITOKYMEHTHPYIOTCSI C UCIIOJIb30BAHUEM ONPEIEIEHHBIX 1
KOHTPOJINPYEMBIX CPENICTB.

IPR. MA-2. JIlucTanninoHHOE OOCITy>)KHBaHHUE aKTHBOB
OKU on00peHo, 3aJOKyMEHTHUPOBAHO U BBIIOIHAETCS
crroco0oM, 4YTO Jienaer HEBO3MOJKHBIM
HECAaHKIMOHUPOBAHHBII TOCTYII.

PR. PT. Texnomoruu
KrOep3aIuThI

PR. PT-1. 3anmucu  ayaura  (OKypHaJIOB  COOBITHIA)
ONpeleNneHbl, 3aJ0KyMEHTHPOBAHbI, BHEIPEHBl U
MPOBEPEHBI B COOTBETCTBUH C MOJIUTUKAMH, TIPABHIIAMH,
MporeaypaMu o 6€30MacHOCTH.

IPR. PT-2. CMeHHbIE HOCHUTEIM 3alllMIIeHBI, a HX
MCIIOJIb30BAHUE  OIPAaHUYEHO B  COOTBETCTBHU C
MpaBUIIaMH, TIPOLIEAYP MO O€30MacHOCTH.

IPR. PT-3. Kortponbs mocTyna K cucreMaM U aKTUBaM
OCYILIECTBIISIETCS c MpUMEHEHUeM  TPUHLUIA
MUHHUMAaJIbHBIX IPUBUIIETUH.

IPR. PT-4. TenekoMMyHUKAllUOHHBIE CETH M  CETH|
YIIpaBIIeHHs 3aLIUIICHBI.

PR. PT-5. Buenpeane wmexanm3moB ©Ha OKUW s
ImocTHXKeHusT TpeOOBaHUM K yCTOWYHMBOCTH B CIydae
Upe3BbIYAMHBIX ~ CUTyallMii M  MHIMJOEHTOB B
KHOEpPIPOCTPAHCTBE.

DE. BrrsiBaeHus
KHOEPHUHITU/ICHTOB

DE. AE. Anomanuu n

IDE. AE-1. DTaioHbl ceTeBBIX ONepanuii U 0XKHIaeMBbIX
[IOTOKOB [JAHHBIX [JIA IIOJIb30BATCIIE K CHUCTEM
[YCTaHOBJICHBI U YITPABJISIFOTCS.

DE. AE-2. CymectByer MpaKTHUKa aHaIu3a
BBISIBJICHHBIX COOBITHI.

DE. AE-3. JlanHble 0 KMOSPHUHIIUACHTHI arperupyroTcs

KHOEpUHLIUAECHTHI M KOPPENUPYIOTCA C HECKOJIBKUX MCTOYHUKOB M
IMaTYUKOB.
DE. AE-4. CymectByer Tporecc OTIpe/IeTICHUS
BO3MOJKHBIX BO3/ICHCTBHI KHOCPHHITHICHTOB.
DE. AE-5. Iloporn ormoBemeHns 0 KHOSPUHIUACHTAX
BCTAHOBJICHO.
DE. CM-1. TenexoMmmynukanuonnasi cerb (OKUN)
OTCIICKUBAETCA Ul BBISBICHHS IOTEHIHAIbHBIX|
KHOCPUHLIUICHTOB.
DE. CM-2. ®usndeckast cpeia OTCIEKUBAETCS s
BBISIBJICHUS TIOTCHIUAILHBIX KHOSPUHIHICHTOB.
IDE. CM-3. AKTHBHOCTb MT€pCOHala OTCIICKUBACTCS 151
DE. CM BBISIBJICHUS TIOTCHIUAILHBIX KHOSPUHIHICHTOB.
: ) N DE. CM-4. BpennoHOCHBII KOJi OOHApy>KUBAETCl.
HenpepsiBHbII . N
DE. CM-5. HecaHKIIMOHMPOBaHHBIN IIPOrpaMMHBIH
MOHUTOPUHT
krOepOe30macHoCTH NPOJLYKT 0BHAPY>KEHO.

IDE. CM-6. AKTUBHOCTH BHEIITHETO MOCTAaBIIHKA
TOBapOB U YCIIYT OTCJIEXKWBACTCS C LIENbIO BEHISBICHMUS
MOTEHIUATBLHBIX KHOCPHHIINICHTOB.

DE.CM-7. MoHuTOpUHT HEaBTOPU30BAHHOIO)
MepcoHaa, COeUHEHHUH, YCTPOWCTB M MPOTPAMMHOTO]
oOecrieueHus OCYIIECTBIISICTCS Ha MOCTOSIHHON OCHOBE.

IDE.CM-8. CxannpoBaH#€ ysI3BUMOCTEH BBIITOIHIETCS
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DE. DP. Ilponeccht
0OHapYKEHHS
KNOEpHUHINACHTOB

E. DP-1. O6s13anHOCTH o BBISIBJICHUIO
KHOEPHUHITUIEHTOB YETKO OTIPENEIeHO It oOecrieueHus]
OTYETHOCTH.

DE. DP-2. Mepst BBISIBIICHUS KHOEPHHIIUACHTOB,
COOTBETCTBYIOT BCEM MIPUMEHUMBIM TPEOOBAHHUSIM.

DE. DP-3. [Iporecchl  BBISBJICHHUSI KHOCPUHIIUICHTOB]
MPOTECTUPOBAHBI.

DE. DP-4. Madopmanus 0 BBISIBJICHHBIX
KHOEPUHIUICHTaX COOOIIeHA MapTHEPaM OpraHU3alHH.
DE. DP-5. [Ipoueccsl  BBISBICHUST KUOEPHHIUICHTOB]
MOCTOSIHHO COBEPIIEHCTBYIOTCSI.

RS. RP. IlnanupoBanue
earupoBaHus

RS. RP-1. [Inan pearupoBaHus BBIIIOJHSETCS BO BpeMs
WIK T10CJIe COOBITHSL.

RS. CO.
KommyHukammm

RS. CO-1. Ilepconan 3HaeT cBOM OOS3aHHOCTH U
MOPSIIOK IEHCTBUH B CHTyalHUsX, Korna HEoOXOIMMO
[pearupoBaHie Ha KUOEPHUHIUACHTHI.

RS. CO-2. ®akrel 0 KHOEpUHITUIEHTaX
3aJ0KyMEHTHPOBAHBl U COOOINAIOTCS B COOTBETCTBHH C
YCTAaHOBJICHHBIMU KPUTEPUSIMU.

RS. CO-3. Ocymiectnsiercas oOMeH uH(popManmein o
KHUOCPUHIUICHTaX B COOTBETCTBUM C  IUIaHAMH
[pearupoBaHMsL.

RS. CO-4. Koopaunamusi ¢ mapTHepamMH OpTraHW3aIlnf
MPOBOJUTCS B COOTBETCTBUH C IUTaHAMH PEarUpOBaHMUSI.
RS. CO-5.C wuenpto poctwxeHus Oonee MIUPOKOH]

RS. Pearnposanue
HA KUOCPUHIIUCHThI

RS. AN. Ananu3

CHTYaTHBHOI1 OCBEIOMJIEHHOCTH OTHOCHTEIIHLHO
COCTOSTHUSI KHOEPOE30MaCHOCTH OCYILECTBIISETCS OOMEH
mH(pOpMaIHe c OCHOBHBIMH cyObeKTamMu
HAIIMOHANBHOW  CHUCTeMBl  KuOepOe3omacHOCTH |
BHCITHUMH ITaPTHEPAMH OpPTraHU3alnH.

RS. AN-1. Coobuienue oT cucTeM OOHapyKeHUs]

KHOEPUHIINICHTOB HCCIIETYIOTCSL.

RS. AN-2. Bnusinue KuOepruHIINIEHTOB OCO3HAHO.

RS. AN-3. KubepuHimaeHTsl KiaccH(GHUIUPOBaHbl B
COOTBETCTBUY C TIAHAMHU PEarnpoBaHus. JJIEKTPOHHBIC
IMOKa3aTeNbCTBa COOMPAIOTCA B PUKCUPYIOTCS JOIDKHBIM|
oOpazom.

RS. AN-4. Co3gano npoiiecchl 1151 IOJTyYeHHs aHaIu3a
M pearnpoBaHUs Ha  (DaKTOpPBl  YSI3BHMOCTH,
0OHAapyKEHHbIE OpraHuM3aleld W3 BHYTPEHHUX W
BHCITHUX HCTOYHHKOB.

RS. MI-1. KubepuHINACHTH! YCTPaHEHBI.

RS. MI-2. ITocnencreus KHOEpHUHIINICHTOB
RS. MI. MunnMuzanusMUHUMH3UPOBAHO.
MOCJIEACTBUH. RS. MI-3. Boepele ~ oOHapyKeHHbIE  YS3BHUMOCTH]
YCTpaHEHbl WJIH 33JOKyMEHTHPOBAaHO KaK IPUHSTHIC
HCKU.
RS, IM. RS.IM-1. B nyianax pearupoBaHusi YUTE€H MOJyYEHHBIH
'Y COBEpILIEHCTBOBAHHUS OTbIT.

RS.IM-2. Tlansl pearupoBanusi OOHOBJICH.

RC. BoccraHoBieHue

RC. RP. IInanupoBanue

RC. RP-1. [Inan BOCCTaHOBJIEHHUS BBIIOIHIETCS BO

oCTOSIHIS BOCCTaHOBJICHHSI BpeMs WY 110cJie KUOSPHHIUAECHTOB.

RC. IM. RC. IM-2. [Inan BoccTaHOBIIEHHS OOHOBJIEH.
KnOepOe30IIacHOCTH

'YcosepmienctBoBanust [RC. IM-1. [Tnanbt BOCCTaHOBJICHHMS YUYUTHIBAIOT
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MOJTy4YEHHBIH OIBIT.

RC. CO.
KommyHukammm

RC. CO-1. IIporiecc  cBsizeid ¢ OOIIECTBEHHOCTHIO|
OpraHU30BaH U SIBJIICTCS YIIPABIISIEMbIM.

RC. CO-2. Pennytanus nociue KHOEpUHLIUACHTOB
BOCCTaHABJIHUBAETCSI.

RC. CO-3. Meppl 10 BOCCTaHOBJICHHIO COOOIIECHB]
BHYTPCHHHM W BHCIIHUM T[apTHEpaM OpraHu3aluH, a|

TaKKe PYKOBOJCTBY.

Kpurepuu onenku 3¢ dexruHocTr pynkunonuposanusi C3MKB OKNU.
J1s OLeHKM WHIMKATOPOB YaCTHUYHBIX TMOKazatenedl Humcsuks) PEKOMEHIYEM TPUMEHSTH

clexyrolye Kpurepun tadi. 2.

Tabnuma 2. Kputepuu olieHUBaHUsI HHIUKATOPOB YaCTHBIX MOKa3areneit Murcanks)

Kpurepnit Hun(csuxs)

YpoBeHb

Huancsuxsy= 0

HE PeaI30BaHo (QYHKIHIO

Hancauxs) = 1

peanu3oBaHa QyHKIHS

Jis OLeHKM YacTUUHBIX TMoKas3arened FEurncsuks) PEKOMEHAYEM HNPUMEHATh CIEAYoLHe

KpuTepuu Tadm. 3.

Tabnuna 3. Kputepuu orieHUBaHMs YaCTHBIX ToKa3aTeneil Eurcanks)

Kputepuit Euncauxs) YpoBeHb
0 < Eun(csuxs) <0,25 HeyznoBieTBopurensHoe (H3)
0,25< Euncauxs) <0,5 umskuii (H)

0,5< Euni(cauxs)<0,75

cpennmii (C)

0,75< Euncanxs) <0,9

BBICOKHH (B)

0,9< Euncanxs) <1

BeIcokuii (HB)

i oueHky nokasareneit Ercsnks) peKOMEHAyeM IPUMEHSTh CIeayonne Kputepun tadm. 4.
Tabnuna 4. Kputepun orieHuBaHUs MOKa3atenen Ericsuks)

Kpurepuit Erncsuxs) YpoBeHb
0 < Encsuxs) <0,25 HeyznoBieTrBopurensHoe (H3)
0,25< En(canxs) <0,5 Huskuit (H)

0,5< Encsuxs<0,75

cpennuii (C)

0,75< En(csuxs) <0,9

BBICOKHH (B)

0,9< Enc3uxs) <1

BeIicokuii (HB)

Kpurepun ouenkn s¢dexrusoctu pynkumonupoBanus C3UMKB OKHWHM mo ob6obmeHHOMY

MOKAa3aTeIo NPe/ICTaBICHbI B Ta0M. 5.

Tabnuua 5. Kpurepun onenku spdexruHocTr pyHkunonupoanus C3MKB OKNN
10 00OOIIEHHBIM TIOKa3aTelIeM

Kpurepuit Erncsuxs) YpoBeHb

0 < Ecsuxs <0,25 YacTUuHbII

0,25< Ecsuxs <0,5 Puck opueHTHpOBaHUIA
0,5< Ecauxs <0,75 [MoBTopstonMiics
0,75< Ecsuxs <1 AnanTuBHBIN

Jlunzeucmuueckoe onucanue

yacmuynozo  yposensa. IlpakTnka  KuOep3amIUTHI.

HpaKTI/I‘IECKaﬂ ACATCIBHOCTh IO peanM3aliud MeEp KI/I6ep3aH_II/ITH n  YyIOpaBJICHUIO PUCKAMH

knOepOe30MacHOCTH HE  SIBIISCTCS

(dbopManuzoBaHHOW. JIESITENLHOCT, MO BHEAPSHHUIO MeEp

KHOep3aliuThl ¥ YIOPaBIEHHIO PHCKAMH HOCHT IPOMU3BOJNIBHBIH M CHUTYaTHBHBIA XapakTep.
IIpropUTETHOCTD BBHINOIHEHHSI MEPOIPUATHH KHUOEp3aluThl HENOCPEACTBEHHO HE YUUTHIBAeT LIEIU
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OKHMU no ympaBieHUIO pUCKaMHU, XapaKTEPUCTUKU Yrpo3, 3aJa4dd MO MPEJOCTABICHUIO KU3HEHHO
BaXKHBIX YCIYT U (QyHKLUIL.

HoauTnka ynpasjeHuss puckamu. OrpaHud4eHHOE TTOHMMaHie pUCcKa KHOepOe30nacHOCTH Ha
OpraHU3allMOHHOM YpoBHE. MH(OPMHUPOBaHHOCTH PYKOBOJCTBA U MEPCOHANIA OPraHU3alMK O PUCKax
KubepOe30omacHOCTH — ABHAETCA HenocTarouyHod. OOmMH HoAaxol K yHpaBlIEHHIO PHCKaMHU
kubepbezomacHocTn B Macmrtabe Bcero OKMUM He ycranoBieH. Mepbl KHOEp3aluThl BHEAPSIOTCS
HEperyJasipHO, CUTYaTHBHO, MCIIOJb3ys Pa3HOOOPa3HbIM NPaKTHYECKUH ONBIT WM HH(OpMAalHIO,
MOJYYeHHYI0O W3 BHEUIHMX MCTOYHHUKOB. [IpoleccoB, oOecneuuBarOIMX BHYTPEHHHW OOMeH
nH(pOpMaIHei 0 COCTOSTHUN KubepOe30nacHOCTH, He 3aUKCUPOBAHO.

B3aumopeiicrBue ¢ gpyrumu OKMHM. Opranuszaiys He IOHMMAET CBOIO POJIb B 3KOCHCTEME B
OTHOILLIEHUU CBOMX COOCTBEHHBIX 3aBUCHUMOCTEH HWJIM 3aBUCHUMBIX OT HEEe IpPYTrMX CYOBEKTOB.
Opranmsanuss He 00pa0aThIBacT WM IIOMy9aeT HHGOPMAIMIO (MCCIEIOBAHUS YIpo3, JydIIHe
MPaKTUKH, TEXHOJIOTUH) OT APYTUX OpraHu3aluii (MOTpeOUTeNH, MOCTABIIMKHY, 3aBUCUMbIE OT HEe UITN
OpraHu3aluii, 0T KOTOPHIX OHA 3aBHCHUT, OpPraHM3alUil aHajaM3a W paclpocTpaHeHHus UH(OpMAaIHy,
HCCIIeIOBATEIH, TOCYAapCTBEHHBIE OPTaHbl) M HE pacpoCcTpaHseT Takyro HHdopmanuto. Opranuzanus
BOOOIIE HE OCO3HAET PHCKOB KHOEpOE30MacHOCTH, CBSA3aHHBIX C YyCIyramu, KOTOpbIE OHa
IIPEJOCTABISAET U KOTOPBIMU IOJIb3YETCS.

Jlunzeucmuueckoe onucanue puckopueHmupoeannozo yposeua. Ilpakruka kuéep3aumTbl.
IIpakTuka peanuzanuu Mep KuOep3alllUThl U YIPaBJIECHUs PUCKaMH YTBEPXKAAeTCSd PYKOBOJICTBOM
OpraHu3alyy, HO MOXET HE YCTAaHABIUBATHCS Kak oOMas TOJWUTHKA JUIS OpraHu3alyH.
[TpropUTETHOCTD NEATENBHOCTH MO KUOEPOE30MacHOCTH U MOTPEOHOCTH 3alIUTHl HAPSAMYIO 3aBHCAT
OT LieJIe OpraHU3allMOHHOrO PHUCKa, CPelbl Yrpo3 WM TPeOOBAaHUM IO MIPENOCTABICHUIO KU3HEHHO
BaXKHBIX YCIYT U (yHKLUH.

IoauTuka ynpasjeHust puckamu. CylIecTByeT OCO3HaHME pHUCKa KHOepOe30IacHOCTH Ha
OpraHU3allMOHHOM YpOBHE, HO OOIIMH TOAXOJ OpraHU3alMd K YNPaBICHHIO PUCKOM
kuOepOezomacHOoCTH He ycraHoBNeHO. MHbopmanus o kubepOe30macHOCTH paclpoCTpaHseTcs B
paMKax opraHu3auuu Ha Heo(HIUaIbHON ocHOBe. PaccMoTpenue kubOepOe30MacHOCTH B LENAX H
MporpaMMax OpraHU3alul MOXKET IPOUCXOINTh Ha HEKOTOPHIX, HO HE Ha BCEX YPOBHIX OpPraHU3aIHH.
OneHka puCKOB KuOepOe30MacHOCTU Ul OPraHU3aLMOHHBIX M BHEIIHUX aKTUBOB IPOMCXOIUT, HO
00OBIYHO HE TIOBTOPSIETCS] WIIM OJIMHAKOBO HE IIPOBOJUTCS.

BzaunmoneiictBue ¢ apyrumu OKHU. B nienom opranu3zaiiyisi IoHIMaeT CBOIO POJIb B 9KOCHCTEME
B OTHOLICHHH CBOMX COOCTBEHHBIX 3aBHCUMOCTEH HMJIM 3aBUCHMBIX OT Hee APYTHX CyOBEKTOB, HO HE
o0oux. Opranuzanus o0padaTeiBaeT ¥ NOJIy4aeT HEKOTOPYIO HHPOPMAIMIO OT APYTUX OpraHU3alMH,
cO3ZlaeT Ha OCHOBAaHMM Hee COOCTBEHHYIO HMH(OpMALHUIO, HO MOXKET HE PacHpOCTPaHATH TaKYIO
HHPOPMAIMIO MEXIy IpYrMMH OpraHu3zainusMd. Kpome Toro, opraHu3anusi OCO3HAET PUCKHU
K1Oep06e30acHOCTH, CBA3aHHbBIE C YCIIyraMH, KOTOPbIe OHA MPEOCTaBIIsIeT U KOTOPHIMH IOJIb3yeTcs,
HO HE JeWCTBYeT MOCIIeJ0BATEeIbHO WM 110 YTBEPKACHHBIM IIPaBUIIaM.

Jlunzeucmuueckoe onucanue nosmopawuiezoca ypoensa. IlpakTuka KuGep3alUThbI.
IIpakTuka peanu3auuu Mep KUOEp3alMThl M YIpPaBIEHUS PUCKAMU B OpraHU3allUM SBISIETCS
ouLIMaATBEHO YTBEPXKACHHONW W OIpeeNieHa KaK MOJMTHKA. Pe3ynpTaTel KHOEp3aliuThl PeryisipHO
OTCJIEKHBAIOTCS U MEPbl KHOEP3alLUThl PEryJIipHO OOHOBJIAIOTCS HAa OCHOBE IIPUMEHEHHS IPOLECCOB
yIpaBJIeHUsT PUCKAMU K M3MEHEHHMAM B TpPeOOBAHUSAX IO IPEAOCTABICHUIO JKU3HEHHO BaXKHOM
(YHKIMH, MEHSIOIIIXCS YTPO3 M TEXHOJIOTUIECKOTO JTaHamadTa.

IHouTHKa ynpasJjieHUusl puckaMu. B opranusanny cyiecTByeT 00U MOAX0 1 K yIPaBJIeHHIO
puckamu kuOepoOezomacHocTH. [lomuTHKM MHGOPMHUPOBAHHMA O PHCKaxX, Mpoleccax M Mpolexypax
OIpeeNieHbl, PEATU3YIOTCS 110 HA3HAYCHUIO U mepecMarpuBarorcs. CylmiecTBYIOT MOCIe0BaTeNIbHbIE
MeTo/ibl I(P(PEKTUBHOTO pearMpoBaHUs HA W3MEHEHUs pucka. [lepcoHanm oOiagaer 3HAHUSIMH W
YMEHUSAMU BBINOJIHATh Ha3HaueHHble MM 00sA3aHHOCTH. OpraHu3anus MOCIEN0BaTeNbHO U TOYHO
KOHTPOJIMPYET PUCK KHOEpOE30MacHOCTH Ul aKTUBOB opraHu3auuu. CBs3aHHbIE M HE CBSI3aHHBIE C
K1Oep0Oe30MacHOCThIO INIaBHBIE UCIIONHUTENH PETYJISIPHO O0IIA0TCS O PUCKe KNOepOe30acHOCTH.

BzanmoneiictBue ¢ apyrumun OKMW. Opranuzamusi MOHMMAaeT CBOIO pPOJb B DKOCHUCTEME B
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OTHOIICHUHU CBOUX COOCTBEHHBIX 3aBUCUMOCTEH MM 3aBHCHUMBIX OT HEE JIPYTHX CYOBEKTOB H MOXET
croco0CcTBOBaTh Oosiee IIMPOKOMY IMOHMMAHMIO COOOLIECTBOM DPUCKOB. OpraHusauus peryyisipHO
oOpabaTeiBaeT ¥ TONydaeT MHPOPMALUIO OT APYTHX OpPraHU3alWi, YTO JOMOJHAET COOCTBEHHYIO
CO3JlaHHY0 HMH(OPMALMIO U PaclpoCTpaHsieT €€ MEXIy APYIMMH opraHuzanusmu. OpraHuzanus
OCO3HAET PUCKM KHOepOe30IacHOCTH, CBS3aHHBIE C YCIyraMu, KOTOpbI€ OHa IPENOCTaBISET U
KOTOPBIMH OJIb3YETCS.

Junzeucmuueckoe onucanue adanmueno2o ypoensa. IlpakTHka KHOep3alINTHI.
OpraHuzanys aJanTUpyeT CBOIO MPAKTUKY B 001acTH KHOepOe30NacHOCTH Ha OCHOBE MPEABLIYIINX U
TEKYLIX MEPONpPHUATUIl 0 KHMOepOe30MacHOCTH, BKIIIOYAs MOJyYEHHbIE PEe3yNbTaThl U IPOTHO3HBIE
nokasaresu. biarogaps nporeccy HenpepsIBHOTO COBEPILIEHCTBOBAHUS, UTO IIPEIIONaraeT epeioBble
TEXHOJIOTMU M MPAKTUKU KnOepOe30MacHOCTH, OpraHu3alisl akTUBHO aaliTUPYETCs B MEHAIOIIUXCA
KHOEpyTpo3 M CBOEBPEMEHHO M d((PEKTUBHO pearnpoBaTh Ha KHOEPYTPO3bl, KOTOPHIE Pa3BUBAIOTCS U
YCIOXKHSAIOTCSL.

IHoauTnka ynpasJjieHusi puckaMu. B opranuszannu cymecTByeT OO TOAX0 K YIPABICHUIO
pUcKOM KuOepOe30MmacHOCTH, KOTOPBIH HCIMONB3YeT MOJUTHUKY, MPOLECChl U MPOLEIyphl C Y4eTOM
PUCKOB Ui pEIICHUS TOTEHUUANbHBIX KHOEPUHIMICHTOB. B3aMMOCBSI3b MEXAYy pPUCKOM
K1OepOe30macHOCTH M UMMM OpraHM3allMi YeTKO OCO3HAeTCs M YUYMTBIBAETCS IPU IHPUHATHU
pewieHui. [ TaBHBIE HCIOIHUTEIHN KOHTPOJIUPYIOT PUCK KHOEPOE30MacCHOCTH B TOM K€ KOHTEKCTE, YTO
1 (PUHAHCOBBIN PUCK, U APYTHE PUCKU Ul OpraHU3aluy. YIIPaBiIeHUe puckaMu KubepOe30macHOCT!
SIBIISIETCS YACTHIO OPTaHU3ALMOHHOM KYJIBTYpBI M Pa3BUBAIOIINIICS HA OCHOBE OCO3HAHUS IIPEABLTyIIeH
NESTeNBHOCTH M TIOCTOSHHOTO ~ OCO3HAaHWsl  JEATENIBHOCTH B CBOMX  CHCTeMax U
TeJIEKOMMYHUKALMOHHBIX ceTAX. OpraHusanus MOXXeT ObIcTpO U 3((EKTUBHO YUUTHIBATh H3MEHEHUS
B TOM, KaK MOJIXOJUTH K 00pabOTKe U COOOIATh O PHUCKE.

BzanmoneiictBue ¢ apyrumun OKMW. Opranuzanus MOHMMAaeT CBOIO pPOJb B DKOCHUCTEME B
OTHOILICHWU CBOMX COOCTBEHHBIX 3aBUCHUMOCTEH WM 3aBUCHMBIX OT Hee JIpPYrux CyOBEeKTOB,
cnoco0cTByeT OoJiee MUPOKOMY TOHUMAHUIO COOOIIECTBOM pUCKOB. OpraHu3aius NoIy4aeT, cO34aeT
U TIepecMaTpUBaeT IPUOPUTETHYIO MH(POPMALIUIO JJISl MPOJOJDKEHUS aHaIM3a STHX PUCKOB MO Mepe
pasButus naHamadTa yrpo3 U TexHosoruidt. OpraHuzalys pacnpocTpaHsieT 3Ty HH(opManuo Kak
BHYTpPHM OpraHM3allud, TaK M CHapyXW Ui jAanbHeilmed npopa®orku. OpraHusanus HCIOJIb3YeT
HHPOPMALMIO B PEXHUME DPEAIbHOIO BPEMEHHM MM IOYTH B PEXUME pEalbHOI0 BpPEMEHH U
[I0CJIEI0BAaTEIbHO pearupyeT Ha pUCKM KuOepOe30I1acHOCTH, CBA3aHHBIE C YCIyraMH, KOTOpbIE OHA
MPEOCTABISET U KOTOPBIMH HOIB3YETCS.

BbIBO/IbI

Takum 00Opa3oM, Ha COBPEMEHHOM OJTalle Pa3BUTHS HAyKH pelLIeHa HayYyHO-TeXHHYecKas
pobiemMa ¢ HeoNpeIeeHHOCTHIO 10 KAKUM I10Ka3aTessIM IIPOBOAUTH POLIEAYPY OLIEHUBAaHUS BbIOOpa
3 PeKTHBHOCTD (PYHKIMOHUPOBAHUS CHCTEMBI 3aIUTHl HHPOPMALIUH 1 KHOepOEe30IIaCHOCTH OOBEKTOB
KpUTHYECKOH MH(pOpMaLMOHHONW UHGPACTpyKTyphl. Ha qaHHBIH MOMEHT ycMaTpUBaeTCs IIPU OLIEHKE
3¢ GeKTHBHOCTH (DYHKIIMOHUPOBAHUS CHCTEMBI 3aIUTHI HH()OpMaUU U KHOEepOe30MacHOCTH 00BEKTOB
KPUTUYECKOW MHPOPMAIIMOHHOW WHPPACTPYKTYpPHI JBa KIIOYEBBIX MMOKa3aTeisd Mo (GyHKIUOHATBEHON
CHOCOOHOCTH M TEXHUUYECKOW HAJIKHOCTH.

B pabore paccMOTpeHO TIOKa3aTeNW OIEHWBAaHHMS IO IIOKA3aTeNio  (YHKIIHMOHAIBHOM
CIOCOOHOCTH.

HAYYHASI HOBU3HA

BrepBbie  mpenyiokeHBl  MMOKa3zaTedM M KpUTepuu  oleHuBaHus  dddexkTuBHOCTH
(YHKIIMOHUPOBAHMS CHCTEMBI 3alIATH HHPOPMAIUK U KHOepOe30macHOCTH 0OBEKTOB KPUTHIECKOM
WHPOPMAIOHHON HHPPACTPYKTYPHI.

IHNPAKTHYECKOE 3HAYEHHUE PABOTBI

Ha ocHOBaHMM MONY4YeHHBIX MOKa3aTeJded W KPUTEpHEB B JabHEHIINX paboTax BO3HUKAET
BO3MOXKHOCTB pa3padoTaTh METOJUKY OLEHKH 3PPEKTUBHOCTH (PYHKLIMOHUPOBAHUSA CUCTEMBI 3aILUThI
nH(opMamy 1 KHOepOe30ImacHOCTH 00BEKTOB KPUTHIECKOH HH(DOPMAITOHHON HHPPACTPYKTYPHI.

HEPCIIEKTUBBI JAJTBHEUIIINX HAYUYHBIX UCCJIEJIOBAHAM

IIpencraBieHHoe uccielOBaHUE HE MCYEPIBIBAET BCEX AacleKTOB YKa3aHHOH IPOOJIEMBI.
Teopernueckne pe3yabTaThl, MOJYyYEHHBIE B MPOLECCE HAYYHOTO TOMCKA, COCTABIISIIOT OCHOBY MJIS
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JaJbHEeWIero 00O0CHOBAaHUS METOJUKH OLEHKH 3()(EeKTUBHOCTH (HYHKIMOHUPOBAHUS CUCTEMBI
3amuTel  MHQOpManMu W KuOepOe30macHOCTH OOBEKTOB  KPUTHUYECKOW  WHGOPMAIIMOHHON

HHPPACTPYKTYPHI.
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0683mMH 35300 MisBOHPHBMGOOL MHolggdoL JoMm3s: LGObEIMEGHIOO S
3000393000

INFORMATION SECURITY RISK MANAGEMENT: STANDARDS
AND CHALLENGES

83930 8gg4gmady, bagdoeoggmml ¢gdbozm®o Mmboggdlodgdo
Akaki Shekeladze, Georgian Technical University

36m@530s:  30dgMLOZM 0D  dMIOBsMy  LogzGmbggdols s AsmEPoml  Lbgsaolbgs
FaOdowdo p56:fig390@0og 808@obaty 30890dx(Hg3900L 35MILNOQ, BOM ©d YBOM
QO©O 3609369amdo 960390 0bg3m®ds300L QO(339L. 0683 3sz00bmgol
394960cologmmbggdols s MoLIgdIOL FsMmZs dgwydergdgeros dgbsdsdolbo doymdobs o
09MEMEMAool  asdmygbgdol  as09gdg.  dm3gdmee  BEIG0sdo  dodmzobowogm
0683mMT530990 MLsRODHMIdIOL MHolggdol FosOM30L sOULL, Job bsFoMmadsl s 3MmEgLol
503060LEHMOMGBOL TgLodgdeMmdgdL oligmo LogMHmMsdmGmolm lEsbEIMEHYOOL gsdmygbgdoom,
MHmam®0390 ISO, NIST, COBIT s Ubgs. sbggg, 9939b9000 dglsdsdols gsdmf)3939dL o dosmmsb
2503053900L dgloderm b5doengdgdL.

153336dm Bo@yzgdo: 0bgm@mdsgorcro #bsgGobegds, 0bxmGdsgosemo lsgGobmgdolb
®030, 0630H053049¢70 S7(H030, 30890U55G0bg980, ISO27005, NIST RMF

ABSTRACT: ALONG WITH CYBER THREATS AND CYBER ATTACKS CONTINUOUSLY
OCCURRING IN ANY PART OF THE WORLD, INFORMATION SECURITY GAINS MORE AND
MORE IMPORTANCE. THREATS AND RISKS REGARDING INFORMATION CANNOT BE
ADDRESSED WITHOUT ADEQUATE APPROACH AND STRUCTURED METHODOLOGIES.
THIS PAPER WILL COVER INFORMATION SECURITY MANAGEMENT CONCEPT, ITS
NECESSITY AND MANAGEMENT OF THE PROCESS VIA USING INTERNATIONAL
STANDARDS, INCLUDING ISO, NIST, COBIT, ETC. WE WILL ALSO COVER CHALLENGES
IN THIS REGARD AND WAYS TO TACKLE WITH THEM.

KEYWORDS: Information Security, Information Security Risk, Information Asset, Cyber Threats,
1SO27005, NIST RMF

d9lbsgo¢mo

bsbdsMo, gseoMmds, daogmo 4obgs, 55390dgds s 3993960l s0mxu™mJ393s 08 Imgagboms
3651600 BoIMBOmMZ9¢05, M3 LBov)3699d0L 456853emdsTo 353MdMOMBOL JogM BoBoZMMO
06g3M5LEMIBHOHOL Hobsdg M Logmmbggdo© Boohbgms. 0vgdizs, 21-9 Lovyzwbgdo,
000Mg Jomysbl ©9339 0bxm®Boz00Ls s 0bFMMTs30mwo LobEIgool Lsgmmbgss
000Rb9396 @5 0LObO 2obasdol Lsg3mdzgEliog bdoMo@ J3bosh. 95l gsGds “YdwsErm©
300960b0gMgd0  sMLYdo  bagmmbggdo,  OHmamMogss  d30mbsgo,  Bobsblymo
050W0mMIYO0, LEdME 50, 0BBMMTo300l IM356M135, 3935 s bbgo.

FoOOs3, 06830MHIs300l 36093600 mdsd EL MBswegl Bodbmeel doswfos, Gomsg ob

29bs 439wy 3M0GH03M0  99BH030, HMIGEbog MMRB0BoE0s 0gdL, $9v985390L, 33wl
Q5 0bsbogl.
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™mO0b0bsgool 0bxgm®dsgomer  LobGHgdgddo  sOLYOMEo  3gOLmbosMo o
3Mbx0Ib300e M0 0bxMm®Ts30s dmfyzarsos MHmymOE Bgdmombodbmwo gobozmeo,
31939 3009MLIBOMHYdOL [0obsdg, MOl gsdma 0bgm®Iszowo MLsgMmMbmgdol MHol3gdol
05038 MROM ©O MROM oo 360d36gwmds 9boFgds OHmamOE 39Mdm, s1939 Loxsem
LgdBHmGdo.

0b6g3mMH 353090 MLORMMbMgdoL MHolgdol oMMz MOl MLsgdmbmgdol §obsdy dwysdo
LogMmMbggdol  0IbE0TBoEMGdOL, Tgxslgdols s oMzl MhyzgBo  3MmEgbo. ob
§o00m5a bl MmOAB0B3E00L Joge MHOLIGdIOL JoMMZ0L bymager, 360d36gwm3zs6 bofowl,
306500096 ol Loxywydzgbg Mbs 0yml Fgme35H9do  MBsBOMbMYdOL 50933930
2900509393900 06x53MMTs30mwro LolGgdgdols s Bmbsigdgdolmgob.

Lbgoalbgs  LoghmasdmMolem  LEbsmEId0, Gmam®mogss ISO, NIST §omdmyz0wa9696
0bgz3m®mds3omwo  MLORODHMIOOL  HobloL  JsGM30L  IGDMEMEIMYOSL,  OMIGEWMI3
ALbmREwomdo GoOOM® 04gbgdgb s Jomysh Jowgdnw LoMmygdgEl IIIOMOE 973519d96.
099935, 59 LEBIOGHIO0L ©BgMy3sL BFoMPGdS 2903390 MYLWOLO s dogrolbdggs,
©509gdo  3Tommzggero  GHMEol  IbsMEIFIOom s ELOHWGdIEo  Bobsblvydo
0bggbBogooom.

9m39999 LEBSEGH05d0 B03mMmz30boEsgm 06x3MMAS30M0 MLSGFMPLMadOL GHOlZgdol Jstrm3zol
LoFoMHMgdol  JobyHBgdL, ol  LEMRYJIIL, GOLIJIOL TsOMZOL  3MMEILL  SWOSMYOMEO
LBobIMEHJdOL J0bgE30m s 58 3OHMEgLAO FoMTMBMdON 450M{39390L JoMI0I O MYoMdOL

3Mb39du@do.
5 500L 06g3MT530v9E0 MBIBRGMbMYdOL Hol3o?

0b6g3m®mAs30wo  MBegO®mMbmgdol  MHoL3o, LsYOMITMMOLM  bEHBEIMEHJOOL  bsbs,
239608563905 MHMam® 3 Tglodegdemds 0dobs, H™A 30630M9EHwIo bLEOHMbY, ObFMEOIs30mEro
393H03(g0)ol LobliEol A5dmygbgdom, Bosbl T0oygbhgdl od@EHogl 96 59GH030s XaMIBL ©o
50608600 Dosbo 8050yg0s MEYR60DsEO.

3b900s5, 00 93mgsdo, MMEILSE JOBIODIVWOMMONL MsdMsz0 AbzgMdwo 3yogl, 9o,
3009M393935L 30 8999905 MOB0DBIEOL SO sTMBOM EMEWHGHOL BsGIOEO TMYEIBMU,
931G5305 99MEsbml s, MROM 9BH0E, 06BOILBEHOMIGHWOS BoD0JMMI® Po5bsYMO™U,
LOX O™ 5MHJMEMdS 25dmof30mU, 56 ghHmzbmwo Mlsgmmbmgdols Lsgombo 3ombgol bodbol
9399 ©o5ygbml, LagMmbggdol 3609396300l LoFoMmmgds®y gwMmoe®gdol  gsdsbgzowgdols
L5 F0MHMYdS 5V YSL.

FOOW3,  d9Mdegdgeros  21-g9  Lovyzwbgdo  39Gdm  mvy  Loxs®m  ©sfiglgdwergds
5369306060539l glsdsdolio LagMmbggdol 0gbEon0EEMIdOLS s MOLYdoL Fga3slgdols
390909,  0bgmMT5300L @ 06xmMIsgome  LobGgdgdl Ggodwgds  Log®mby  8gmJabsl
530b03MMT> Bosbds (babdsmo, byMgzs, gobgs), dmbadMogzds 3HM3gLgdds (Hgswromds,
dofioldgms), doMomso LgMzolgdol Tgxgmbgdsd (3mboo®mgdol LobEgds sBosbgds,
33900L  990Y39%0),  0bxmE®Tsgool  3mIZOHMIgEH0MGD  (830mbogo,  ©IHBObBMMTsE0o,
305L56g30M9do dgmfgzs LobEYIgddo), GH9dbodmMBs 2omBs®mmomMdgdds (Imfigmdowrmdol
239935O0Mds, 3OMYMsTol  9xngMbgdom 3MTomds), 0glsdy 0G0l  5M053EHMMOBYdNETs

48900909035 0¥y Lbgs.
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0bg3m®mds30mwo  MLsgGmMbmgdol  Molzgdol ToGmzs 30 gmEolbbImdl  OHmymME 50
Logg®Mbggdol, g3y 0 LoxGmbggdol Tglsdsdolbo Imfyzmrsmdol 0IHEHORBOEOMYBL.
052500mobmM30L, Mv30 Loxg®mbg doz0Bbg3m F30mbogl s MMYBOBoEosl  Jugarols
©9339¢0  90JoBgdBHes  9Jal, o0 dgdmbggzsdo, Tob  ogol, MHmd gl 3OMdEgTs

99369303 goolsFMHgeos.
580 33306M Y05 06RMBGIE30IE0 MisBHNbMdOL Mol doL JsMHm3s?

068mMT53099¢00 MLOFHNbMGOOL HOLZGdOL ToHMZoL 593b Mogo Latygdgwo, 39Gdme [1]:

* 0L MmMRB0BOEOL MBIBL 363M96E M MB30GMSEHILMBL, BOHOL Job Mg3E30L S
3ol 3030 BbmdL, Mo LEdMEMME dBoBbILOL TgEIa)dbY S0LIYDS;

e 0l 59306090l 0683053090 MLsBMMbMYdOL 0b30EIBEHOL IMbEIbOL sEPdsD MBS,
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080bm30L, MHMI MHoliggdol JsM™MZol 3OM3gLMD ©s39300MFd0M LwydogddEo 6 dgbawgl h39b
0096 256boEye 3OMdEgdgdlL, 3sb Lsfyol g@Eed3bg 89odwrgds goomgswolfiobml ISO 27001
Academy-U 9096 §om3mp960¢0 HoL3gd0L do®mzgoLmeb 353806053 ww MBgzqd0 [9]:

o UfmMo IgoomEmyool s®hBgzs - LoFo®ms ULmMo dgomemyool s0bggs s
15F0MHMYOOLHTGIM JOLO YodoMBH039D;

o LfmOmo bosdmomgdol s0Bg3s - Gob3gdol FoMmgzgol dMmaglido Mg3mIgbgdreos
360 myM59o 1M MB3gwymaol 498mygbgds. BmyogMom dg8mbggzedo, Bobwotor e
30585 bixmdl Microsoft Office Excel-ob 530630l 5090mygq6gds;

o LoFomm 3gOLMbsEol Bs®mzs - LoFoMmms 035OMZ39wMBOMO MMl RsGmgzs o3
360Hm39L9dd0, 306506 LBEMWYIEBHIOHMO IBIYMBIOOL MROMLYOTs 03096, MOL 396
095¢0905 3OHMdE9Iq00;

o 30Bsbo 56 5HOL LEOIYMBOEWYdS - HOLIJOOL JsMMZs YFY3gBHO dMMELOS. 30O e

93539, 99v99g09e0s 439ws LogMmbOL yodmgzuabs s s©fgs.
53 d99bgds 30mb63M9EME BEBBIMEHIIL, Fbmem© MOYIBODsE0sBYs ITMI0YdMWOo o,

0¥y Mmdger 8omadsl 50MBg3l 0bxzmMIsEomwo MLsx®mbmgdol GHoblgdol dsMmzolmgol
©5 0ob 033wgds Lsddosbmdol LygMmb, doldEHedgdol, sdmEsbYdOL, LoFOMMYdIdOLS S
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d9L5dEgdgEMdgdol  dobggom.  d3s,  960836gwm3zsb60s  BEIG0sdo  obbormo
0900mEOMEMR0q00L  Fom3z5¢0bHobgdsE, 30bs0b  ImE3gdmeds  LEGBEIMEYdTS 339
965350560 530MBS305 3505MHgL s G500 JBIJHNIOMdOL boMolbo 3ombzol bodbol J393d
30096 MLBOMbMYOL 9Ju3gMEIBL B5830WO® 56 ©sIYgbgdosm.
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bodMmhg36m 3MMEgLgdal 30096bdRMOMbmgdd - bdJzgmgbm
3M3gdH03o
ELECTION CYBER SECURITY - BEST PRACTICES

36Mm gmpndady, 300960303030 Mbmgdal 3MbLYmHIb@H0. 60869b0b O
03946memmangdal 360390LodhgHo-0hY

Andro Gotsiridze - Cybersecurity Consultant, Business and Technology University -
BTU

bHMmIHo: obhg3bgdn, Mmambi  ydmzMohogmo Bymool dotomowo dshM0dyho
Oybywmo  dodbopygmo  mdob  gho  gbhmo  3bodzbgemmazobo  LodnBbge.  g3am3nl
bobgemdboggmms 0y odd-ab boobhgzbm 3dbmiEgbgdn, G9a39egboydn ob dmbobgmgmodnl
6gool godmbohzol bbzs  dMmEgbo dMozomgt gobo GILYMO 30090 Mm3gEdE0 00l
badndby.

o6hg3b900Lb  dg09ag9000  dobodymobgdel  Gybgmo  Gmgmbdy  hgdbogndo,  aby
gbodmmmgoyto 9o39dhob dgmbg  300gHM3gMs30g00m  BogmmAL. hgdbognt gi3gdnHL
0dmg3d  LEVbLbHymo  30dghdghgzs, bmmm  gbogmmmaoyt  83dmddggosl:
0dmdmhgzmol oddol dg33emal, dobodymopnol, 3dmEgbobodo bomdal dghygzsl 3o
369dmob dogh dboabodgboman ofhmtdgon banbggmMdsgom ™m3dghopngdolb d9d39mdnm
dbmb g g09b.

30090dgh 930 bdoMo benbMGTonm M3ghoinal habshemgdgm bgcomdymm nbbhGndgbhL
Bo6dmoagbl o 0bym®mdoEnnmo dncmangbmdnl dmdmazgdsl obbogb dodbop. Bmazgh,
30090dghg3d LONbaMMAsEnMm ™M3ghoEnal 36 gENME bmGENgMELS. TogITINMC,
300963909300 dg93000 bgod gmgdhembymo Rmbhood b bmgosmybo Jugemab
0bgotndnod  0bgym®mdsgnol  9GdLObJaMgonmo  dmdmggds,  bmewm  dgdeamd,
dmdmggdnmo  do3mddbmdghodmgdgmmo  dobogms ™mGmognbogmal b g3sdMozopnol  Labom

36BEIEI0s 0bhaebyHdo.

bhohnodo gobbogmyemns bodbhgzbm drmEgbgddn bdobo godmygbgdyema 30dgMdghg3goolbo
o bLonbgymMdsgnm ™m3gMaingdal (H9gdbnzgdn, Logbmbggdn, LowGmbol dghmbgdo
0obg3gdolb dobmzolb  LoY3gmgbm  3GMdghHngs. ©obabGL, dmyzobogmns  Modgbndy
36dghogymo  Mhgzs  Losbhgzbm 3GMmEgLbgoal  vdnbobhMotgdsdn hobmym  dobms
300903030960bm30L.  bodGmdn  doGomopo ™G doBobl  gdbabytgde:  obhg3bgdal
3009670003 mbmgonl,  30090dg(hazgoobs O  bonbxmMdsgnm  mgdaMsingdol  dgbobgo
36m3096 g0l 8domemgdsl bodthgzbm dmEgbdo hotmyma bgdabdogho dbotobomzal o
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bodMhg3bm ddnbobhMdEN0L Mebsddmmamgdabomgal Mabzgdalb dgdzntgonl Lnbohganol
39003089000.

Lo 3396dm bLopyzgdn: 30096 JboyGcbmgds, HboozMMbMmgds, 01390900 360FMH030,
0936900, 300600

ABSTRACT: Elections as the core attribute of democracy is one of the main target
of Russian hybrid warfare. Lately, elections, referendums, or other process
expressing free will of a society appear as a target of Russian cyber operations.

Russia attempts to manipulate elections with cyber operations having technical and
psychological effects. While standard cyber-attacks achieve technical effects,
Kremlin backed actors using information operations achieve psychological effects,
such as alter of perception, manipulation, and distrust.

Cyber-attack often serves as a serious tool for information warfare and is used to
take advantage on adversaries. Sometimes, cyber-attack is implemented parallel to
psychological operation. For example, the one can use cyber-attack for
unauthorized gathering of information from target's email or social media. Then,
the attacker can use this information as an authentic or fabricated and
disseminated to denigrate the target.

The article discusses cyber-attacks and information operations, threats, threat
actors, techniques and risk mitigation best practices. At the end, it delivers practical
cyber hygiene advises for election administration staff.

KEYWORDS: Cyber security, security, best practices, elections, warfare,
hybrid.

06hg3b900, bogmbalb dogh bogymotn bgdol odmbodgs, gdmzbohnalb oydydgdemydn
3606330300. bogmbol  bomdsl dbmemme  96hg3bgdolb  gdoom  dmbobemgmdalb  dogh
dbododghogmn dmogzhmds 0dbobymgdl, dgbodsdobo, 13bndzbgemmaobgbne o&hg3bg00lL
36mEgbobs o dobo dggago0l dodobm bomdal dopowa bobobba. bLbmGMgw ododmd,
0bhg3bgdn, Mmambi  ©gdmgbopogmo Bymdogmgdol dotMomswo dHM0dHo Gybymo
300GoEymo mdob gho ghmo dbod3bgemmzoab LodnBbgL Bobhdmoagbl. 73obsbbgem
dghompdo  Oybymao  30dghmadghopngool dggagol  hadbogn®d, 30b90h0gad  93399Hmsb
960mo  gbogmemmanymo  89dmddggde  ogdode o  Lobgmdbogymms  Lookhgzbm
bobhgdgdn, Mgxgtgboydn ob dmbobgmgmdal bgdolb godmbogzol ULbgs  30mEgbo
6030296 gobos OyLym 30dgbm3ghaizngonl bodndby.
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bdobo, o6hg3b900L  3009MMLORMMbMgosdg bLoydodo bdob doggdob gegdhmbyem
36OmE90n6g00b  3odotmmymmosdy  ong30bgds,  ®mydge gl dbg  ob v,
300900003 mbmgdal  3gMb3gdhngnsb, Lodkhgzbm  3GmEgbol  bgdobdogho  ghodo,
mdgemog dmoEogh gmgdhembymo dmbymoommdnl ob boghEol godmygbgdsl, Gobgzol
d99339%00. 3mddoyhgtymo Lobhgdgoo o Ihmamedymn PBGOB3gmymas Lboothgzbm
36mEgbob gzgme 3mddmbgbhdns Botmdmeagboemn, GMog od 3OmEgbgodo Lobybhggdal
0GbgOMASLOE  3Yemolbdmol.  30dghdghazol dmbgbgondo 39dhmbo  dgbodemms  ogmb
hmambz  (9dbognto, obg3g 9wodnsbyto vdhmbo s dM0Ee3Egl MOmaM©OE 0300
bONbMGIdEom LobHgdob, obg3g dom, 3063 Jdbolb ob dotomogh od dob. Labgdbooym
bgdhmemdy,  608bgbls ™y  0bybh®osdy  obbmMiEogwmgdym mozobbdgodo,
30096063000906(hg00b  pdghgbmod  dodomoo, 3036y  dHmMgonl dogh  dddnsbyMo
godhmeal  godmyggbgdomos  @obdnbmdgdnemon.  3mddoyphgdymo  bobhgdgdobs o
36hmamodymn P8Myb3gmymaol 39bmMgdn dbg3g bBobdmoagbgb dgho dmbyzmoc
bodoBbgl. o3 dbGog @odmbogwabl oby bLodkhgzbm Labhgdgdol 3Zodghybonytmbmgds
Bokdmoaqbl.

3Mhg36900b 3009M3L0RMOMbMgdal 3mbhgdb@dn, 30dg@ABgha3zeb' Ro3MEgm™gdEO
bobggond 930dnbgn, DDoS dghggzs, Defacement, MITM o bbgs. 300960dghgze bdoMog
banbggmMasgnm m3g@ogaab? hoboghomgdge dbnd3zbgrmm3zab nbbhMydgbhl Bobdmawagbl
o 0bgmMadsgnymo J3oM@ahgbmoal® dm3mzgosl obobogl dodbog [1-4]. LonbamMdszom
™m3960o30900L  300960gmmgdgbho  dmoEogb  ©onbhghgbgdol  mongdhgdolb  Jbgemgdal
30336Omaghogosl obgmo  0bxm®dsgool  dm3dmzgdol  doBbom, GMAgmoy  dgbodemmo
303dmygbgdyem 0960 adnbgdal, dobhozal, abzmgoobheinal ob ogogmbnggnzainol dodbom,
obg39 dobdgnnl badyemgdgddn 3mbhhmemndmgdown o3k Egmgdabmaanl.

1 4bgembg mo3albdalb gho ghmo xmbds, Mmdmal dodobl 3mddoyhghob ob jmaddonhatnmo
Jbgemal  dBgmobnab  godmyzdbs,  dgmghbgd,  @oboayntgds,  dobBg  aMsbobgnkgdyemo
30bhBmmol  dmdmggds, dobdo  abbgoymo  Jmbhomeotmgodsn  0bggmMddEgnal  doemodbmonl
0363930 86 dobo 36VO3HMM0Bg070 YR gdd Batrdmoagbl.

2 0bhggbgdol  30dgbybombmbmgonl  Jmbhgduhdo  LonbyymGdognm  M3ghogns  Bokdmoagbl
bonbxmGdszom  3mbhabhol  ozkiEgmgdol  LoBmgswmgomozn oMol  dobodyemognal  ob
bOBdMSEMIdNL J393909 303e9bal dmbgbol dodbom. 3mb@gbdo My o bodwznemn nbom®dsinol
boBo300, Gmdgemor dodsGoyemnns bodoBby onndmm0nl ©odbg30l, ©gdmeoenndognolbs o dobBy
303960l dm3dmzg00l396. bdAN8bY d3EOAMGNS 83296 bosnmodn dmbobemgmds o J39960b dno
3memndngnmn  gemodos, 03dge, oGEmY 0d3nomo, bodoBbgl  bbzo F3996900L dmlbobemgmdnl
8003399¢em0 23793900,  gmbogyto,  Ggemngon®o  Jdpotgbemds o deemodngato  gemodo
bo&mdmoagb.

3 Gybye Lodbgbm o dmemohngyd b6ggddo od3300Mgdmn  Hghdobos o @Yeobbdmob

0b3m®ddE300L doggonl, ©8d1ddg900Ls o 3o3mEgemgdol dgbodmgdmmodl, Mmdgmog bgemb ydemal
dmbobooedgagh ndogg o3nbdinnl gobbmingemgdado.
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30936mo  hgdbmenmangdal dydds, dgdhgze  30dgeAdgbodemgdemmdgdal  gobznmaMgosd
bobgedboazmyodl 1369396c090¢)™ dobdhoool bONbRMETdEM ™396530900b
30bbmmEngmgdal  bodyomgds dobEs, MoEedb ddg30Mhn  ™m3ghoEngdobomazal  bogobm
300960bbHMYIgbHgd0 330096 gbo 00930 o  bgemdobobgomdns.  Lonbgm®mBozom
3960309000 Hogdhogs 3nmobbdmolb dgwoto b dgzmdodo dgdyzebo 0byymGdsEnol
303039 g00L, dmdotymo  0bggmMdsgnal  Imbhtmemotmgoo @ozgmbzol  0bihghbghdo,
bogosgymo  Jugmmgdal 3odmygbgodl obhogmbobinmo aabbygmogdal gobogmzngzgoma,
30 aM0doEnnlb gobom®madaggdma o dmemahnldndo 3mbayemoaghol gobohomgdmaco.

OmamOE 1339 owobadbs,  300963ghg3d, bdodo,  bonbgym®Mdsgom  ™m3ghognal
13b0d3bgemm3obglbn  0bbhGNIgbHns.  dogomomo,  30dghdghgzol  dggaem  bgogdo
9emgdhmbymo  g3mbhoodb 96 bmgosgmybo  Jugmol  9bgocodoodb  0byymGdsznal
06dbObJ30Mgome dm3mzgds, bmemm dgdamd, dmdmazgdymo dozmddbmdghomgdgemn
dobogmy mMngnbogmal ob adMnzonal bobom 3MEgmEgds 0bhgbbghdo, bowog, 0bgs
30096 hggdbmemmangonl - hhmeabaal ob dmpgdal dgdzgmonm bggds Labybzgmo ddMab
ammdodgoo[5-8].

30090d9h93900b 06 LObRMEToE0M ™M3ghdENgdal bodyemmgdom dMhg3bgddg Bgzoezemgbol
dmbgbal,  gdmgbopogmo  3bmEgbgool  abibgoohogool  dobbGooggds o
dgbodemgoegmmds 0936 dghmmb dgodemgds 3gmbeogl Gmambs J399bob dogbom, sbgzg dob
0306amgol gokgm. gbgboo:

bobgedboagmygdn

mMgobndgdyma 30396 36M0dnbdgmo 9b Bogm3gymo do3ghgon
H9bmMabhymo mbadbodsgngdo

0bbonghgdn

3mE0h03g6oo 3mHnznddgwn 33323900

3o9hn30bhgo0

3ghmE900bdm30L dmbnzoE0dl dhgzbgddo hakgznbomzgal dgbodenms baGdmaagbogl:

bobgemdbogzmb ghrmzbyemo db ggmadmeoagngnto 0bgggbgdo
030006b7600 dmggde

939hoE0olb 3odyscmgod

0606900l o Jombol dmgmEntgds

dyéobdogos

3mem0h 0300 m3mdoiznol bynozghlng

009dm 360007 3hmEgbgdabs o Bymonbopdo bomdal dgbnbhgds
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303960900 0 mMRobndgdymo 3009630M0dnbognmo ©o2an3g09d0 byGomdym bagydmbgl
Bobdmoagbgb  oMhg3bgdobmznl.  300g00dbodogggon  Bobdshgonm  sbmbEngemgdgb
bogogmm 608bgL0bY o B0bIbaLYGN 0bbhHadHIoEL Jugemgdda dgmbgzol, Goms dmndmzmb
030606LM0 0byym®Mdsns, 39Mbmbogmyda dmboigdgon, bogbmztgdgmo my gemgdh®dmbyema
a3mbhol  dobodobmgdn o Ladgognbm Hobobgtgdn, Moy BotmBmowagbl bodddabm
0b3m®do3nol  300dobogmyMn  ™m3ghoEngdabom3anl. 330b0L3bgm  dghomedn 3o3g6gdal
30090dghg30mo 39dhmGdd  Loskhgzbm bobhgdgonbigboy @oonboEames, boSE oo
omEgbmdnm d30Momatgdnmo 0boym®mddEnsd gdmbamgdyma. dg30tn mo3wobbdgonl
doh03030 dMd30mma30M0d:  03000b6LYG0 Latkggdgmon, ™30l gadmhgbol bLyGzomo oy
10M3mE boZNmotn dgbodemgdemmdgdal godme.

09330, 00hg36908g Bga03emgbal dmbrgbol dbytzgmms dméal y39emodg o bagybmbgl,
hmambi  30090390h930L  dmpgbanommal,  obg3g  onbhghglgdol  dbog,  donbg
bobgedboogmydn S dommsb dg3nmdgdymo 30dghadhmbgdn Bobdmopagbgb. dgdhgzn
300903m(H9bE30dgal 133mbodGabom, Mybgmo gho gho dmbnbozg dmBoignol 0303900
dbmgmomdo o  bodobmzgmmmbowdn  dpdymo  obbgmdogm  ghmowghm  J3990bdb
Bokdmoagbl. 3hgdma Lodobmzgemmb dobo gogemgbol Lozgbme dmnadMmgdl, Mol gedmy
h3960 g39940bs GLYMOL dndboEymo ™dob LodeBbgs, od ™dob obgowmo 3o oM
©03mdohoyeo, g3mbmdogyda, bedbgdm, dmmoholdnho, Fmbycywo, LmEosmydo,
0ge0g036 07 Lonbggmmdsgnm boyghmgdabs, dmboboswdogag 93996900L dmozc™Agdal b
0bbhodhyHgdalb  gmgaadndodogns, ©gdmiGonhoma  3MmEgbgdol  dobasdmdmbdgemo
bOgdNbMOVEYY.

o6hg3b900Lb  dg9agd0m  dobodymobgdel  Gybgme  dmgmbdy  dhgdbognbo,  aby
ggbogmmmaoyho gugddhob ddmby 30dgbm3dghoEngonm  EommAL.  Hgdbognt gx39dhlL
0dmg3d  LEdbobymo  30dghdghgzs, bmemm  gbogmmmaoyt  83dmddggosl:
0dmdmhg3zmol oddol dg33emal, dobodymopnol, 3dmEgbobodo bomdal dghygzsl 3o
369dmab dogh dbabodghoma sfhmtdmgon banbogmMdsgom ™m3ghozngdolb dgd3gmdom
obmM30gemg09b6. 13060030690 dmMbgEal dobdogmdy, 936m3nby ™y 8d3-0b Loskhgzbm
36m39Lbgd0 dbv30m2gh Fobro vda30tMn dgdmddgwgdal bodndby.

Oybgmal  30dgboghogmogdol  dobdpodn  dBobod,  GOmambE  LoMoymol,  oby
3603003960 M3069000 M30eLBMNL0m. goths dmbnbodmdogaal Jugmmol dBgmocnsb
303dmy30b0b b dobo ggbdemmataEnal dndbom Batdmgdymo 3009Mma30Lbbdgdnby, Mybgmo
30096003639 0g4gbg0b  g3bogmemmaoytmo  93gdhob  dobombgzo, Moy 3gdemal
bOLAMEGIEME 30dnsbgoal Ji3g30L ob 3bMANgMgdal dgi3emal d3gmmdgol gneabbdmob.

0060gom, GOYbymo  300gMhm3ghogngool  dgwgan, gbhmoal dbMog, dgodemgdd  aygmb
dbnd3bgemmazobn  Bobogmo o dbbzghdemog 3o, dgmbgl  dbéoz 3o, 36990l
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babOGRBgOTME 3bMdNgMgoal dgEgems, dMMmMyLymoe gmoahol Kmcddatgds-gadmmoghgds,
Mo3 3mb39630y6n dmgdggdgdal Bobodntmds dgndgngds gobgl.

Oybye 3009Mm396030903d0, Lb3s ofhmMgomob ghmow, 3b0d3bgmmzob Mmemlb medodmol
bogotgm aB396Mm30L LodbobyGoby (Cnyxba BHewHen Pa3Benkn) ©O 0030093300
bdobobEHOML ggbghowyMa dhodol dmogzobn LOEd3gM3m Loddobmzgmml (MnasHoe
Pa3seabiBaTeNbHOe YnpasneHue) 3009Moabogmagdn. gb 1bggdgon bzs G9BmbabLym
3009009h9390m0b ghmo, 3obybobdgagdgmbo 9Mnob o33 bLodbgdogbhm okhg3bg00l
36 mEgbdo gdmaMabhonemo dahmool bgezgcgdood nbrm®dsEnol oyREgdedy.

bodbgdm  B39M30L dmazothn Loddobmzgmm, Mmdmolb  30dgMEsbdgman  dmemm
oh™noy3nadg APT 28 -ab bobgmmom ogm 3bmdogma, 3obybobdgagdgemos dbg3g 936™30b
939969000 mo3000330L LYJHMEOL LonbrymMAdznm LoLEH3gd0b NbMETdEN0L dm3dM3Ld
0 bagdobm3zg9mmb babgemadboagm bhGIHMgdal o FYMbogmabhyho B0ggonl Boboswdoga
2008-14 begmgodo gobbmbngemgdym 3009620dydmonl 3od30bnsdg. Mog dggbgds APT 29-U,
bogotgm  aB396M30L bLodbobymalb 30dghobogmal, dobo Labgwo 33ozdobgds odd
bobgemdboozm gdahdhodgbhnl, mgmboa Labgmol, 3gbhogmbol o bLbgo Labgdbooym
16990900L  LobhgdgonEod  dMsbonEydmm  0byym®mddEgnol  gogmbzdlb.  8Mhg3bg0mab
003030069070 3hmEgbgodn mM039 23123900 00aYM0MgoL: sGbgdywe dmboiggdgdom
bogotgm  od39M30L  Lodbabydb  momddob 1 Bgemo  3Jmbo  B3omds  odd-0b
©09dmzbohogmo dobhool 3mdnbogogool LOdYOmgdgodg, 9gwgdhdmbyr BMLEBLY
hohob 3mbhgbhdy.

06dLOLYO39  3oboEodms dogmadMmaghnMgdgmmo 0bogmMdsgnol ob dom Lodoobme
0900603mGddE00l 303G E3Ig0d ©ed396M300 bystmgdal ob Fmbhmemobgdswo dgwnal
bOdYOEgdnm Lomozgl 296 3093 (3030 ™AoL EOMOESD 0wgdl. 3306003690 Bemgdal
dm3mgbgdds 30 3boym, Gmd 30dghbogtig Gybgmal dogh bdoMow oMol godmygbgdnemo
dmbnboowdgag 93996900L dmagzhmdgdal ob 0bbhopnhgdol wgmganhndodozool dodbom
00 300d0g3d dodmaodmdmbhgemo bogddndabmonl dbdomgdow: shg3bgddn hotgzal dndbom
30090m396Mmo30900L  @odmygbgool  3Mgigogbhn  GRLgmds  2gh  30g3 P3Monbob
30ba3emogdhobol dgddbs, Gmgbsg 2014 bgemb 130s0bolb bosbhgzbm nbyydobdhMydhncody
30bobmMEngmo dobokgdyemo dghgao.

36980cgb)  00693m30h0L  3od3g30L  dgdamad  P3Gonbodn  Aohobs  Ladhgdowgbhm
06hg3b900. 06hg3b900009 4 @M dMg dMmMLymds ©ogN3900d , 300960960 3NHAS"
dmaobghby 3960 Moyt Loskmhgzbm 3mdnboal dhma®madalb bobhgdybo ggonggdal Bodgme.
3030b00d dgdemm bobgdghzm sbemgdnob dobogmgdal opmEagbs, ™mydEd 0bEngbhds
™3bOdMNbn dgx3gebgde @odmnbzns O 83000 d6hg3b9d0L dgwgagdal godmiboggdo.
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0603M3LHMYdHMalb gjLdmmopegnal* dggaom 3009Mdgh3yhds dMhg3bgdodpg mmbo
0300 d©Mg dmndm3zs 630m3dd bodbhgzbm 3mdabool odnbobhGosnnm dmbaEgdgdbs
dod  gmgdhembymm  g3mbhedg.  Lathgzbm  3mdoboolb  3mddbmdghodgonmo  Loodo
oh39690000  @30MO3o3ndl, momgmbs oMmhg3bgddn  gondoMz3zs  YmbHMdgdotz3gby
3900ohds. dojbgozem MmA0EnsYGo Yohygmazolbs, GMILnmo 390 93MEIMIOE
0mb0dbyem 0bymGdoEndl. P3Monbol 3mddoyhgbnmm 0bzngbhgddyg Ggogntgonl 23y930l
dmbogdgdnm, 0bigngbhol godmdbzgz dogmzgatl® sy Mybymo bodbgobhm ©od39M3e
099690000.

2016 bggmb, 033-0b bodtgdogbhm LdMAY36m Tobommbaldl ML 0dghadhmbgdol
dogh  gobbmbngmes  dMo30emadbMnzgn  30ddebod  gdmgtanogmon  dhmEgbgdabodo
bogmbol  ©6dgbol dgbotygzee, LodMgdowgbhm  3obnomol bogddosbo  MgdydoEnnl
dgbogmabo o LBddMhg3bm dmhgbznagal dgbodgntgdemo. od 30330bnsdn godmygbgonem
0g6d Gmgmt banbamMdsgnm ™mIghogngdo (dmemohnldnto 3G mEgbolb gmganhndodsgnal
dodbom LmEoowyMo dgool gogmon 8bgotndgdol d9d39monm dmemaMndagnol gadtonb
2014 Bgmogob obygdymo 30d30600), abg, 30090 ma3obbdgon, GmIgmms bodyemgodomsy
m®ds MYbyemds ofhmedds, badbgohm adzghzal dmozatds boddobmzgemmad s Logahgm
0003960300 LOALObYMTS  9GVO3HMMNBgONe B3mds dmdnmzs ©9d3bann o dothnal
L0390 goLy O gEgdhHO ™Mb RMLEHEBY. dm3m3gdymo abyymGdogns “Guccifer 2.0”-0b
bobgemoo 3odmg399bo dmehRmbddgodg DCLeaks.com o WikiLeaks, IRA-b® dogh
dmbo 83900300  dmgogagdggonl  dmobmdnm gogmdn obgaotndol dgddbo, MmAgmmmd
0b3nL0gddoy dmobobgb gokgdmlb P307Mgbo dmmomndsigns, odo3MmMIMoE, 33939
MmM3obdoEnod 3osaghEgms gommon 3mbhgbho, GmIgmog momgdmbos dbhgzgmo 3obonad
3m0bhmbl  d96moBol  0bzngbhobol  0dghnggemgdol  dbbgzgbdmBg  ©30L69d
30Lbobdagdemmdsl. @boos, o6 3MLdMOL doModomo dh3nE3gdnengdgdo Losbhgzbm
bdgoom dobodyemodgdnbs odzodobgmmo 36980 gbhol bobahagdwmmeo, mydge MyLymady

* 300963909300 96 30096I30mbdz0L 8909300 LdNbRMETdE0M d6bgdnEb bwadzghzm
0b3m™Madi3n0b dmbbbol o dgatmzgonl ogpo. aabdotgdnmas Office of the Director of National
Intelligence, Cyber Threat Intelligence Integration Center. Cyber Threats to Elections - a
Lexicon.

> 3036 3OmaMadymo IBMY63gymed - Malware, dogm3zgo60; mddonHgeImo  30mamads,
mdgmog 3odmnygbgods 0bamGmdszogem bobhgdgody obobbdgntgdyma dgmbgzal, LgbLogoyto
0bymMddEnol dgabmagdal, dmdobzal, goboantgdol, dgagemol, 3Modhognol ob Jmddoyhghdy
130bmbm B300m3nb dmbedmzgdema.

¢ Internet Research Agency 03039 Trolls from Olgino. ULob3h-390h9cdytado
00806900 Mybymo 3mddsbos, hmdgmog hobmymos oz gbol m3ghogngddo Gybyemo d08bgbobo
0 dmmohoggbo  0bhgtgbgdol  Lobobagdmmme. dobo  €Modpgbodg Bgzbn  Mmx0ENYM©
dbogmgdnemnd 0dd-0b 2016 bgmob bdtgdogbhm d6hgzbgddo 3okg3z0l dzgemmdgddo.
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ho6g30d  3o0Mdszs  LmENdEYMm-3memohngndo  Nmobbdmgds, dmobpnbs  bosbhgzbm
30Mgdmb 3matndoEnd o 3dbadndmds dmbobemgmdal ®BIgbal dghygze obhgzbgdal
390093900bddn. DNC hack gobobogngds, dmami Gybgmal bgmmobyogmgdol ydomengl
mbgdg LabJMgdyma hotgzs odd-0b oehg3b90dn, gdmzMabhnyem dhmEgbgoal MBIgbol
dgbybhgdol o 3mbiMghymo 30bwopadol jmddtmdghognol dodboom.

2017 Bbemal 5 doobl, LOxMSbagmolb 36gBogbhol o6hg3b9d0dg Mo Eom dbY
dodobdndobmyemo  030dobgol @Bno dm3m3zgdyem 0dbo dozbmbol  bLodbhgzbm 3ybonl
39m3bogmo ©odgbndyg gngodsnhn 0bxmmdszns, G®Imal 93mgbhyH™Mod ob Fomboby
bogogmog  Goywo  oboagbns.  dobomms  L3gEnowyMo  dgddbogn  demohamMdoady
303mJ394b ydyomme obhgzbgonl 60b, ©odoE goammyms dozbhmbal dhodal dbMoab
90306900, 33030OMYmo©, bmEnomy®d Jbgmdo obozhEgmgdmo o bgaodhoydo
30b6gm0900L g3oboddonydmgdmo d0mAgdal dogh BoGdmgonmds 30d3sbnod oo MmNy
d90Lb6ymo. hokgzalb dodobo  MPLbgmobodo 3dmBogoyMow gobbygmdaogmon  3obongodnl
dbobodgho ngm, Mmdgmog 03 d9dmbzgzedn 3dg9amE LMYM..

39Mdobool 07bgbhogal o6hg3bgdal B0b, 2015 bgmlb obbmMEngms gemgdhembyemo
a3mbhob 3mbhgbhol dmdotzs 09bwgbhoaol LbyM396m 9000 o Jobpmmgh dghzgemol
J60bh0ob-gdmzmohogmmo  dobhool  bonbmGadozom  LobRgdgdoeb, ®Hdge  od
0bgym®mdognal godmd3gybgde o6 dmdbomo. ddozbmymam, bggohnydo gobbymdgdnl
303039000 dodbom, 3gcdobymgbmgobds GLEAdd godmEgdgdds LmEndwyd Jbgemdo
dmhgoobs o  (Hhmegdol  habhomymmdnm  goshomgl  dbdobondogMmognm  od3906hgdy
000377db9dem0 30330600, Mm3gemnE dodboE 0bobogws dmemohndn®d dmeamodainsl, o
bodthgzbm  3GmEgbobodn  boomdal  dgdgnmgdel o  obhg3bgool  dggagonl
©09m930h0dndoEnsl.  JoMomgmymom, bgdmes  ygommon 3mbhgbhol 3ozthEgmgoy,
mdgmog 9dgomgdmmo g3ghdobgmmn gmambol otmado dogkobdolb dogh gondodnyhgonl
30dmambogm  9dd03L.  ggMdobymma  b3gELbodbabyMgdal  MBGom, MyLbgmalb  dbMHosb
obhg3bgddn hHotgzs, dgboademms, oM ogm  Mmdgwmodg  30booohol b Jobnob
dbodsbodggMo gobbmtngemgdnmo, 96adge, Moy ya3tm Latbdybms, dodboo nbobogs
©09dm36oh0mo 3OhmEgbgool o Bmaoam 96hgzbgonl abbdhonnhol abiMgoobainsb.
0033000  hotgzol dmogabo dobBobo  gdmzMohogma  abbhobyhgdol ghdgemzonobo
©obgbgoohogns o  bgdobdogho  dmdogomo  dddmzgemmonbodn  dbdbodghol
dgbybhgdes, Moy GYLymo ggmdmeohndndo 0bhghgbgdol MgogmndaEnsl Pbgmadl bgemb.
ombodbymal  obhyto ol ggodhog godmeagds, Mmd mydge dghgzgmal  3obbhnod
06hg3690d0 3ondoMz30, dogMod dsb dnomm bogymot abhmMosdn y3zg9eedg bogemgdo bdo.

0060go, dgdmombadbymo  Lookhgzbm  0bzngbhgdal  obogmndo  boymal, GOmd
dmddgogol  bggds, Mmdmolb  dobgzomoy  3009Mmo30Lbdol dggaom  bgds
bonbymGddm bobhgdgool 396ghEoEns, dMbgdymo bgbbohoyd 0bogmMmdsnsdy B3madnl
dm3m3god o dgdeamd dmmogngyto 3030gdol 96 0bbhdyhgool obiMgwoadainol
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dodbom dobo 3mbhbmemokgdon oz3hEgmgod. bggohnyda obbymdgdol gommdsgzgonl
dodbom, Ombgdolbs o  HPmegool dogh  gogmon IMmazsngmgdols ob  dgmmagdal
303dmygbgdnm 3o3ME3gmgdmo 0bym®mdsEnol 3m3gbhotgoom bogds Gybywa babsbhnzal
003330000700, 303 0603mMIdE300L 3ozMEgmgds s BAbYGM39o bedmasmydtnzn ddMal
hodmyogmndgdo.

0930 M3bgmab dbGoob badobmmzgmml doodmeaboidntho 3hmEgbgdom anbhghglbgonl
bokabblb, Jobomymo Lobgmdbogym my 3gbdm bgdhmMab Jugemgdol dmbyzmomdsl o
Oybywmo  abhOJzonmoe  300g6ddhmMgool  dogh  3gbgdhtrogool  obdhedgdl
3930030¢00606900, 3bons,  Jobmye  Lookhgzbm  30ddoboodo  Gybymo  Hatgzel
OmIsmMAd  (30mbobo  gMobomgons.  3bmdogmo  ggogdhne,  Mmd  36O9dmmsb
00303006900 ofhmtgol,  bobgbdwmozn Mmob  gobdogmmosdn  3Jmbooo
06obobgntgdnmme  b3omds  Joboynem  Lobgmdboggm,  Lagmdnbogozom 3  d0dbgL-
Jbgegdmab, Mol 39930003, LogaMdYEME oo dMEYEmds bgbbogomo nbgymtmdsinabs
Bomgool dobdogmBg b3gdmes Mybymo b3gEbedbabyMgool bgemdn’.  h3gbl sMhg3bgddo,
30MEo  0MdmMYaemYMo  dmdmzgonmo  dodmddbmdghodgdgemo  dobogmgdabe,
30L03M39mgoge0 3Mbhabholb 3093 ghmo bysbme 0g3930 bmendy Moo Ggbydbgdbsy o
bogoomy®d Jugemgodo dMLYdYmo  ods 3 0d Joboodol ob domo dbobodsgto
3domohogyho  dogmgdal dmbodtgdgdn oy @odmbomd3zadgdo LgbLoghoymd mgdgoly o
36m39Lg0dy.

dgbododobo, 330Mgbo dbnd3bgrmm3zsbos dmbgl othg3bgddo MyLymmo  hHabgzal
dogomomgonl  @obbogmgal dgogae dghg3gdol bdoMow  godmyggbgdymo  (hggdbnzgonl,
30096b003Ombggdnl, dgomEnggool  Jmobogngopns o  Mabzgdol  dodoadznobsmzgal
6930396c0030900L d9dydoggoe.

©mgdeg 9OLgoymo dmboggdgdom, Mybgmo oMhgzbgddo hoboMgze y39mady bdots
300960030030bdg00b0 O LEbRMETE0M M3ghsEngdal dgdoga dgmmgol nygbgol:

bmgosmyMo 0bgobgM@os - obhghbgh-mommommonl ghom-ghmo hHgdbogs, GMmIgmog
0b3930L dobodnmotgdol  gdom  dmdbdobgogmolb  dogh  @oynEbmdnghgdemoc
3060300096300 y60 dMboEgdgdal 303900bm3zalb 3odsmazbgdsl, dob nbogngndgdyem ¢ab3dy
3000b3mal 96/ 3mddnyhgéadn dozbg dhmamodyema PBGYb3gmymazal nbLdEOENSL. gb

7 Fire eye special report, 2014. APT28: A WINDOW INTO RUSSIA’'S CYBER ESPIONAGE
OPERATIONS?. bgemdobobzomadns
https://www.fireeye.com/content/dam/fireeye-www/global/en/current-threats/pdfs/rpt-

apt28.pdf
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dgomeon Bokdohgdnm aodmoyggbgds 0d dmdbdobgdemol dodobm, 3063 Odmemmdpg 396
d36mM0096M g0l 39Mbmbogmyto dmboigdgdnl 3bndzbgemmool ob dobo oE30Lb bgtbgdb.

0030630 - 30090 3600d0bogmal gozkgmgonmo a3mmds, Gmdwmol dodobos dbbggt3dml
dohyngdolb gdoom dmdsbmb bgbbogonmo 0bym®mddE0d 06/ dmobnbmb 3mddoyhgcab
333G maghogns.  3odmoygbgds dgogmo, Gmdgmog badmhgbogmos Mmambi bobom
Bgotrmbaob doggonemo dghymdnbgds, magmMogss 00630 96 bgdabdngho bbgs mGasbodsgns
0y 3060 30bm0bog dbbgghdml dgbodemms Jmbggl yhmoghommds. dgogno dgbotoemnd
hmagmbg  LobBMonym  dghymdnbgds, MmAgmmdoy  odshgdomn  0bagmGdsEnobm3nl
dmmozbgdymns  390-03egdn o6 dodogMgdyemo  m3ydgbhgon. ndoby  dgogmdo
dmmo3L907em 0d9emdy 3oabzmal, 8b g3sngal goblbbol dggas dgbademgdgemos dmbgogl
dbbggbdemal 3mddoyhgtdo dgmbgzo ob dobasb odohgoom LYbLogoyto 0baymEmddE0L
dommbmzbo (3obmenn, dmdbdotgdeal babgmoa, dotMomal nbogm®mdsgns o bb3s). 030dnbg
dgoemgon 03d036900 doboyMoco, dogdLodomydmae dgd oGmgbahmab, Moy doma Botdshgonl
3MO3MMISL Mgdgmyel beonl.

030d0630b  @obbognmbgdye ogmmdsl Babdmopagbl 7.6. Spear-Phishing, ®©mdgmog
30037m3b60em0d  dmdbdotgogmol 3066m o b3gznRonmo BEELOM30L (ddIMMZIIIMAY,
30033990 3mEbal, 0byym®dogool  dohotgdgemo  23nan).  LogoMmgdl oo
dmd800907e 30b(hggdbHL bromdnl dmbadmzgdme. goMEs 03060bLMe dmbnznMgdymmo
30090 36030bogmals,  030d0bgol  Lbgoolb3zs  oym®3ds  dgpoyto  godmoyggbgds
bobgedboggmmodm®mal  EgbhGyJone  3009Mm3ghongddo  dmboboomdwganl  Jugal
303360mdghognnbomaab.

SQL-injection - dghg3z0L hgdbogo, Mmdgmag dmahsdym 18hnbggmmymazsda vbbgdymo
bobyLAH9gdalb odmygbgoonm  gbom PBOYOb3gMYMARL Mol ,,0b9930dL" o dmboEgdmo
008009  960bObg30Ggde  b3c0mddl  ob  dobodyemorgosl  (dogzbg  3molb  ogdezbe,
dmbogdms badgms, babynbo gzgtal dgEzme).

dmd@pgool 13II60MYOd - mozodbbdgemgdal doglh bdobo odmygbgdymo (Hgdbogd
bododbg  LoLhgdgdolb  Lobybeggdol  odmbogmgbow,  doMomoo  odmnygbgod
060bOMObdPME O Lghzgghgoly o  Jbgmgddg dEBOZ3HMENBg0Ymo  B3zomdal
dmbodmzggdmoc.

MITM (Man in the Middle)- dgphg3ob Loby, GmEgbsg  mogzedbbdgemo
06333(HMmM0dg0xmo 9Mhm3900 MG b Modwpgbody dbotol 3mdybogzosnsdo o dmodmzggol
6300m30L dom dmbob dodmEzmmoem 0bam&ddE0dy.

DDoS (A distributed-denial-of-service) - 3md3Gmdghobgdygmo 3maddoyhgcgdol
dgd3gmonm 3gbghoMgdymn oo MemEgbmdnm dmboggdmoe  dmmbmzgbal  bagonl

44



Scientific and Practical Cyber Security Journal (SPCSJ) 6(3): 35-49 ISSN
2587- 4667 Scientific Cyber Security Association (SCSA)

dodotmgo Lghzghabigb, Gmdgmog dodsbmymad Jugemal gadhotmonl s Mm3ghohoyemo
dgbbogMgdol go@obogbgdoe, Mobog dgbodemms dgwgase dmadygzgh bLododby bobhgdol
dbymonob godmyzebs s 308b9L-3mmEgbol dmdms.

0bbongbyma dghHg3zs - Jdghgzd, Mmdmal  Ebmbdy ymayommo b dmgddgn
moboddbhmdgemo,  39bmbo,  3mbdhoghmbo  dob  Lb3zs  93¢hmM0dgoymo  dobo
103¢900dmbogmgdsl 0ggbgdl dozbg B89dmddggonbomaab.

bonbgymMAdgnm ™m3gMopngdo - 3MM3dadbE, ©g8nbamMMIdEnd o Lbgs bLodysgmgdgdo,
Mhmdgmond  addmygbgdoy  bgds  vdmddhgzmol  sdMalb  dobodymmatgoobom3al,
30096b036EoL  od  dodboo  @odmygbgded  BaMAMYRbMOE  godmIMhmmze 3333060
™390o30900L dgbademgdemmdgon Mmamg dobdhodol, dbg39 99399Hob Mm39embadGLMmYg.
06hg36900L 3mbRhdbhdo 9333060 M3gkdEngdn godmnygbgds othg3bgdal dgwgagdobocdo
16MOgmdnl abomgba, 9ds 0 0d dmemahogyto dogmob abikhgoodhoznnbomanl, dbg39
©09dm3Moh oo bymool o dmoghmdgdal pgmgandhndodsznobomagab.

06gmmdsgool 3mbhOmmomgdoo gozmbzs - moz30dbbdgmagdn, obpgbgb Mo Lddndby
Jbgemal 39bghtroEnol, 3obsmogbgdgh dmdotyem bLgbbogoyné 0baymGddEnsl LbmEosgmyk
Jbgemdo b b3gEnoge demoh3mmadndg. Lodthgzbm bdngddhgdol donzghol, LAMbLmEONL,
bodthgzbm LobHgdal LobyLHggdabs s bgbbopoymo dhmEgbgdal dgbabgd nbamGdsEnal 8b
03006030300b g3ozmbgo 96hg36900L dgga900bsdn YbMmogmAsl 06393L.

g6y 96 dggmdodn dgdyzobo 0bgymGmAdsgoob Fogzmpgmgds - Lmgoowybo Jbgwob
0300030bdgemal dogér dodoEgonemo Ma30E308eMYM0 db3e60dnwdb 8b bmEnsmyto dgwonby
00 08030606L909em0 Gg3emodal d9d39monm dEaMo ob dgmdsdn dgdy3zsbo nbaybdoznol
303039 gds  0Mhg3bgdal  hmal, danmoelb, dgwgagoolb  dgbobgd,  3obowoab,
3mmoh0gyto 2310300 obzmgoobhoigns ob d0hgzbgdol dggagonm dobodymodgds,

3603 mbabh Mo 3ob66ymdgdal gowm3zn3zgds - bdodop dmmotmndognalb goboddontgdmaw
303dm0ygqbgde oML Jmobbdmgdgdn, Lodgdmdmm a39d0, gmbogyton, Mgmognyto b
bbgd Lobol PIZoGgbmdgdal dmdmgdodngs. owaomo 393  HMaponymo, bldoMoo
gmaomn  bedgdmomm  ©ogz0l  bobgmdbogmmadmMabo Yhmoghmmogdol  3mbhgdLhdo
3000(hobol, b  ghmadmbabo  hmoghmmdol 1300096gLd  bggohoyld  §Mogmdo
BoGdmhgbol, BHboognymow bgbbohoyd bogombgddg odugbdhotgdol, bggobhoyé 30oddsdo
boh3gbg9d0 3Gmdgmgdohngol dhodogotgdol bmioowyMo Jbgmgodom o d9damd 9dsdg
0b3nboolb godobmzal BHhmengoal, ,,bobabhagdemm aomibgoab”, oy bbgs Ladyomgdgonl
hoboyemmonm, ®o3, bLodmmmm  2ddo  ghmodmbobo b Labgwdbogmmadmbobo
160009M0MIg00L Mobadn vsny30690s.
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doybgoogo 06hg3b9000 (h0dnbo, 306mbdgdgmmdnbo 0y bobhgdgdol
3603003960 M3b6900b0, 9GOLYHIMOL  LOYZgmgbm  dMogdhngs, Mmdgwoy PBMYb3gEygMAL
36mEgbob  3009Mybogymmbmgdsl, dMhg3bgdal dgwmgagonl dmemnsbmdnl o Labpmmdnl
O3YMOdL, Gmagmdi hgdboigndo sbg3g doboocbmdtmngn m3zoembadhabom. gobznbogmm
83096 m0 domasbo o dom ©obd33000MgomaE g3abbobmMEngmgdgemo mmboldagdgdo:

1. 3009603bog3Mmmbmgdal IOMIJHogmo I meHyGal ©ibgMazs. Bomdonhgdymo
3009639939000 o0 P3M3mgbmds 8ddndbyM RVJHMMO™MIb - dmdbdebgommal
39300Mmddbmsb G0l d303d0Mgdyman, ddodhmd 300gMPbarymmbmgdal Fydntol
03690339, ,090Mb-939dmm*“ ROIQIIGIED 60bggdnl dgdzntgodol
1360d3bgemm3obgbn  0bLbhGNAgbhns.  30dghpbogyGdmbmgdal  939L339RTY0
by, dmdbdotgomol  300gM30gngbal  gopbmongtgonmma  h3gzg0n dbg39
©0bommoE  3obodnmmogdh  mo3zodlbdgmmoal  dbboob  Lobhgdolb  LodeBbg
dgbhggab NNl batabbl, 33bbmbngmgdnmo o300Lbdol
BoGdohgdnemmonl  dobododognol o6  ggbogmemaoyto  Bgdmgdgwgdol  dodboom
Bokdohgonl oggdol dggdbol dgbademgdenmdsb.

0o (H™3-39b92d96h0b habmymmods 30dgbybogzdmbmgdal boznmbgddo;

0 0b3nybhgdal dobmznl ghowyMo ggadolb d9dydoggde/nddemgdgbhoins

0 okhggzbgdol sdnbobhtodgdsedn dmbobogmg dobms Lobmmdnl dgdmbadgos

0 3okg Mgbydbgdolb godmygbgds bygdomadmbabo o  Lozsbm-3ghdm
0b0ddMMmAmmonl iaMagmgddo

2. bobpgdol 30dgmyboROMbmgdabodo 3mAdmgdbyma doEamds. LodMhHg3bm
bobhgdol  bgdobdogbo  bLgadgbdholb Jmaddtmdghognod dgbodgms  godmabznmb
dogmndbo Lobgdob 3gbghoins. mo300dlbdgemgdn gdgdgbh Lybe Bgbbhoemgol,
Mhmdgmons  dgdzgmoomsy begds bobhgdedo dgmbgzs. 0bhghbghmeb 30330600l
06dgmbg bobhgdol 3mddbmadghopnos 30 dgboademgdgmons gokyg dgbboghgdolb o
bbgd dmdngydo dmbymdogmmdgonl badyogmgdom.

0 3MmEgbmob dgdbgdemmodsdn ddmby yzgme 3maddnyhgcol o dmbymdngnmdal
00339, dnbgoze domo 3m3bogmgonlo
0 30d96boxbmbmgdal dgbgzdgbhol m3¢hndndoins o 39bhEocndgds

3. demogMo 3abgmMealy ©d M3z 33mgbmagznzsgnal dmemahnzob abgMmazs.
o3000dbbdgemgdn  bobhgdol  gmd3m3ghotgdobomzal  bdobo  0ygbgdgb
dmdbdotmgoemol  LodgHMGmEBognm  dmboggdgdlb. Moasdb 3dsbzmbmal  gohgbzol
dobomon dgmmeon od Jdobgmbeol 3mddmbgbhms  3m3dnbognoms  dgbodemm
o3b3dgo odmznEgdymn, dndobdgbmbogmns 8 ob dghLoddmenmnsbn, Lomabopm
Bgbom dgagbogmn dobgmMoal bogawEgdYmm g3odmygbgds. obg3g, 99390
MR HMM0sbo 93hmE08s300b dmemapngol obghago.

4. b30mdob 3mbhMmemo s  dgb692d96¢hn.  bgooLdogho  d3¢h™MEMNBgdYmo
dmdbdotgdgemn  Badmoagbl mo3modbbdgemms Lododbgl o bdoMop, ghmo
dmdbdobgogmol  gmddbmdghond  Logdatobos  Jbgmbdg  boywmo  Bzomdol
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dmbodm3zgdemo.  dgbooddobo, Moy Nudm  dgh  0ododblb  og3b  b3mds
LOLHYIOLESD O M3 PYROM RoMMNMs doma B3mdal ségowma, dom dghno bobhgdal
303360mdghognab bogybmby.

o Lobhydedy 93¢h™mE0B7d3m0 B3mdal dmbg dobms Momegbmdal dgdmyoss

0 030mM08g0ym  Jnbmom3ol b3cmdal  dobodgds dbmenm  oyE0Egdgm
dmbo;3939089, ,,d0b0dogmyMo Y3egdgdal” 3Gabizndno.

0o dmdbdotgoemal B3omdal d3¢hmdstydo goyddgds 3mBogoal, 3mddghgbinal
boggrmb d933e0LOL 06 LEALAbYMNESD omMbm3zbalsl

5. 3360dbmdndkmyg dmboggdgdol o LobBgdgdal godozzbs. Lobhgdolb bgdobdngho
b9adgbho 3bnd3zbgemmzobny, ®MNTES 9YEOgOgENd dMomMohghgdol aobbodmzgts
dmboggdms  LgbbogoyMmdal  ™m30wbEdMAbNm, MoEasb o330l  adodhgdomo
0mbobdngdgdo dmombmalb obobatzgdl o Lamdghognm dMhmEgnmgdl.

o Lgbbohoyto dmboEgdgdol d9dp3gemo dmbymongmdgdol 3mbangnMobgds
dbmenmo 3mb3Gmgnhnmo §3900900L gobbmbngemgonl dgbodemgdemmdnm

0 dmdngmyko dmbymdngmmdgdal godmygbgdal bobhgdndo o3bdogmgs

6. dmbo@dmM@nbzol, mmaznMmgdnol s LIGMYBgMzm dSbemgdol Lob@gdolb dggdbe.
dombodhmMobgn, magool  FgMbowmo s Labgdgtzm  sbemgdal  Lobhgdd
dgbodemgogmmdsl 330demg3l dmgobnbma 3d9(h930L ©9hgdEnd o 0bzngbhol
d9d03md Lobhgdolb dagbe.

0 dmboggdmo 388900L bgd0bdngho 33eogngdal gmman®gds o dmbohmdobzo
0000300060 Mgbydboo oy  9bmdogool  owdmdhgbo  3maModymo
9867963920 gmB00m

0o bobgdgbzm dbgmgool Gganmobmo  dgddbol  ozhmdsdydo  dmEgbol
0d3emgdgbhoEns. sbemn dgddbol dmdgbhnob 7Hbs ogmlb Read only o
dobgob dmboggdms LG deMEagbal dgbodemgdemdnl hHgbhncgds b
bgdmal Hasmyms.

7. 396mGmab/3mbhmoghmbab 300963bs3Gmbmgdal bo®abbab
39m33mabb06g0ds. Loobhg3bm  3mEgbol  dhmamedyma  PBMb3gmymanl,
bomdghogom bobhgdab, Lb3sobbzs LBytzabol dmdbmegdemal ob 83hmEMNdgdywo
b30mdolb  dJmby  3MbHGOJHMMOL  3GOLIMIbdEM  EIEYmMmIs  Bgogmydo
0bbongtymo  bogybmbgs Lobhgdobomznl, GMoasb bBobdmopagbl dmboggdmes
300000310 g00l, 393350l 36 3ozmbznl ghm ghm gyMobomgd dndotmyemgdsl.

ababMYmb, Modgbndg dMogdhngymo Ghgze 0dobmob ozogdodgdom, oy Mo 3bd
03mql  6900bdngkds  Lookhgzbm  3mEgbol  dEdnbobhtnmgdsbmeb dgdbgdemdsdn
dymads 306dy. 30dgmm3gmopgngdol oo 3dGMI3mMabmds, donbgoozo 0dabs, Mmd
obobo dpeymo  Lobgmdbogymb  LHMohgaomn 8dmEsbob - dMhg3b9d8g Bgzozemgbal
dmbgbal gobbmbngemgdol gdbobycgdnsd dwednsbyzdmo xgadomGom, dmdbdomgdemal
dgmdnmod 3gabdnmmogdymoa. 9ndobgnl, LmEnowyMo 0bsgobgboob bb3zs dghgzgdnl
30300000310 g09em0 dg 939000 00300000 d3nemgds dmadbdotgdemal 300g03ngangbal Bgbgonl
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00330000 dgbodemgdgemn. 30dg@3nagngbs 3ol Loyzgmgbm 3GdJHnge O dgHn3zmdgon
3009003 mbmgdal  sbodomemgdma,  Gmdgmog gdysMgds dmadbdomgdemaly
3936md0gMgdyem hzgzgol:

+ 300903bogGmmbmgdal  IOMOmMgdogozol LygMomdymoe spdds bLosbhggzbm
30dnbobh®mogool dbMoeb. oj30mgogmnY,  dEdnbabhMmognol y3gms ©mby
08000 g0cqb  3oLybobdggdemmosl  Mobzgdolb dgdgntgdody, bmenm  dgbgzrdgbho
09330067 dbgbgl Maboddermdemgdnl 36mdnghgdal odogemgdsl, Mmagmb
300900 mbmgdal  bLHMohgroyw  mgdohnldodg,  obg3g  300903ngngbal
0306mbodG0bomy.

+ 06003690mm30600 Gmymo 3sb3mMEAb dmmoadngzs. 3ob3mMEo Pbos dgngeswmal
dobndyd 8 LOFdMENML, JOPOEMO S 0N MgaabHmal dbmgdl, 30wMgdbs
b3gE0oYG  LEddMEMYdL. 3093 INROM PLeRMOMbmo 3sLeMBIL odmygbgdo.
(3089 0M000: Don’twoRybeHeppyl, We@rethechamplons!,
Callmelshm@el). dommmab dgbogdbgmoc 300 ™36900bmo6
00303000903m0 bohyzgdob godmygbgds, HmagmMoios, dogomomaw: babgemgoo,
0000000900b @ggoal mebomgdo s bbgs. 36 skl dodobdgbmbogmo.

+ (0303390900 3mddoyxhgMob P3sbzmMmEmE ©IH™3g0d 36 doMmeab, Lbgd
booghmMmadogom dmboggdgdal ULbzobmzob gobpmds, dojbgwpogzowm ddbmob
J000ghnmdal bddabbabs.

+ mM3dgo 930H96h0xnzognal (2FA) 3godmygbgds 0d0d06d96mbagmas y3zgemaob:
bodbabyMgohog  8bgokndgddy, Jdoboe gmgdhGmbym  mbhedy, LmEnswmyda
dgonol  3396adbs oy  dmboggdmo  dgbobgolb  LgMzoLgddg.  ™G3Togo
03h9bhnagngonol  dgdoboddo  obgokoddy  dgbobzmmgmo,  93hmMddEnal
3obogmgmo dmombmzlb ™M ob Modgbndg, bLbzoabbge bLozkmEgdo oMbgdm
3033mbgbhl: Mo3 30300 (dog. 3ob3mbEo, mEn), Moy 33093L (dog. (Hm3gbo,
©00203000) Mo obggbl h390L 0gbhnxgogntgdol (dog. domdghtns) o o. 4.
03hmM0ddEn0l dgmbg mbobom3znl dndobdgbmbagmns SMS dghymdnbgdal bogzmoc
dmongymo ddemnzdEnol (3og.Google Authenticator, Duo, Authy) ob %30dogyto
dmbymdngmmdnl godmygbgde.

£ 0J60g090d  wopgbBodgdyme 1  GI3aWIMImIE  3dbobergdymo
®m3gmogogmo  bob@gdob, 3MOMmagMmadgdal, d3gmozogngdal, dbhogzodylbymo

7866 3639mymaab godmygbgods.
+ Gobzob dgdpzgmmoo dhmImoe babgmdbogmlb GoMdmgdgmo 3GMaMadgdabs o

33m0n3zopngdnolb  3odmygbgds.  o3mogopnol  hodmdznbmzobol,  gmzgwmzal
db0nd3bgemm3zabny, GO 0bxm®doEndbs o  Mgbydbdy (30090, doibnambo,
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dgbboggds) ombmglb 0gn B3mddL o ®ddEgbo Logobms gl b3mds dobo
1370mm 03169300L 3obbabmGEngmgdma
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3U3)-3356¢ M0 bgedmfigmols oBsobols bsfyolo 3mbisgnsogdo Verkle-ol
bobs g99mygbgdom

THE INITIAL CONCEPTS OF POST-QUANTUM SIGNATURE DESIGN
USING VERKLE TREE

05Jb0d 053080, LET9EBoYMM 30B9HYLIGMMBMYIOL SBEFOSEOS, 39335U00L MbozgMLOEYEO
Maksim Iavich, Scientific cyber security association, Caucasus University
5307560 2596009, LogEbogMHM 303gMHLSBMOBMIBOL SLCEFOLE0s, 50TMBEZErgo g3Mm3ol
"BoggMOLoGG0

Avtandil Gagnidze, Scientific cyber security association, East European University
3000 058300, BAgEEYMHM 3009MHNMLIROMLMYOOL SbM(305EOS, 39335800L MboggdloGgGo
Giorgi Iashvili, Scientific cyber security association, Caucasus University

69B0v99: 6506380 S0fgM0wos 398 ©x8dbgdMEOo 3mbE3Z6EHMOO 3083GMEo Ldgdgdo.
399650Bg0E0s 301300 bgwdmgigdo Merkle-b bgbg ogMHbmdom. bsdGmdols
933)MM900 230535HDMd96 308300 bgedmfigmol oBs0bol FgmmEmermaosl sboero
&9gbmemyool, Verkle-l bols 498mygqbgdom. oliobo 515939 2300535DMdgb 3mbE)-3356HMo
b9wdmfgMHol oBsobolb 3mbi39533093L Verkle-ols bols godmygbgdoo.

153396dm Lo@Y3900: 3mbE)-3356¢MG0, Verkle-b bg, Merkle-b by, gogGwwo bgadmfig®s,
33339630 bgedmfig®ol oBs0bo, Jolswgdol 39bgGs0s, bgwdmfgmol a9bgcsisos,
b9 dmfgMHob 3960033035300

ABSTRACT: The paper describes post-quantum hash-based digital schemes. It analyzes digital
signatures based on Merkle tree. The authors of the papers offer the methodology of designing the digital
signature using the novel technology, Verkle tree. They also offer the concepts of post-quantum signature
design using Verkle Tree.

KEYWORDS: post-quantum, Verkle Tree, Merkle Tree, igital signature, post-quantum signature design,
Key generation, Signature generation, Signature verification

dglsgsemo

oMM OB dbmgwonl 5394360 993609 gd0 s 0bg0bMYIdO  IMMIEsgs  FMTomdgb
3396360 3m330993H9MgooL 89JdbsBg. 900sMmYOMWO WoEYHYd0 33506GHWOO 3330 EIMYOOL
396300560905d0 Google Corporation, Universities Space Research Association, federal agency NASA oo
D-WAVE, 9339 5@ 56056 3000939308 mbiobgbs 3356360 gdbmewrmyools bggg®mdo. 2019
ferol  md@maddgmdo  Google-0s  obsgbos, MM Josefios 3356EGHMO  MBgbsglmdal, 533
LYHOMBMEO 350530 453M0f)300, ToaMsd 019 2530m35¢olfobgdm 00 FoJBL, MmA Fgdbozmeo
30396900 00633056 306390 3356¢3¥HO 30330993HJMYOOL FgLoddbgrs s s I60T36gEM356
006853 gd90Ls3 dosrfogl 98 d0dsGrmnmgdom, dbmaom dgodwgds syl sbowo g3dmgols
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B03560%bg. Google ®3w0l, ®md dobo 5375d0bgwo Bodol EoDsobl Fgmdwos 2sBsGIML
d9blogmgdol dmEwemds 100-sb 1000 399303s3g. IBM 3ol g39boggb dmboggl, ®oysb
59%30390L, ®md 2023 ol dmmbmgol dgddbol 1000 399903HBg dg@o LoddEsgz®mol s
Q9bEMmgdom 10-sb 50 wmyo3me 300G LoddEs3MOL 33956 3OMEgLMGL. dsb 2021
09l ¢339 HomBmoa0bs 127 37md0@ 0560, brmewm 2022 gl 433 39900@960 30mEglmo. Bobgwo
3936096900 59%3039096, @A  "Zuchongzhi 2" - 66 3830&0563s 3356w 3Or39LMOTs,
5350905 Google-ob 3OmMEgLMEO™MB Fgsmgdom 1 Jowombx g MRMM LHMs8s© FolBrmws. g
3639060 99094365 Bobgmol dg3bogMgdsms 53509300l 3356¢BO 0bZMMT5300Ls s 3356¢B¥GO
30B030lL dmfobsgg 498m300w9d0L 396@®0L 333wg35Mms 4mbol dogh dsbbool Hgdbozmemo
30B030L 0bLEBHOEMGHMD s Fobbosols dozMMLoLEBHIOLS s BLobgMMIszom GHgdbmermaogdols

0bLEGHOGHMEBHB ghms [1-5].

©OMMb, 3356@MEM0 30330993 )Md0 dgdergdgb golsm30L SOBYIMMO 3MHO3EMYMIBOEO
3Mm©I00L A5 9bgol,  OMIgdoE  39dmoyabads  3m3bozs3ogdols s  gobsblwmGo
G6obBog(30900LmM30L, SBg MMI, 5955050 A5dMY)bgdero 3010 bgedmfig®ol LolEgdgdo
wd©05 3356GMO0 3083099390 JO0m 2BBMM309EgdMo Ms3slbdgdOL d0dsrm, sdoEH™a
ALbmxBwomd bs J00MMmb 3356@M-M9BoLEIBEGHMEO 3O03GHMYMR0s. 505505 Fodmygbgdmewo
3OBOMo bgedmfig®ol LolEgdgdol MLOsBOHPBMIds 9dysergds OLIMYGHMEO WMYRSOO0TJdOL
3006256000900l 3OMdEgdsL @S OO  MoEbzgdol  BodBHMOmODsEosL. BMYogMHMO
36033HMboLE TS, Foaooms©@ RSA - mombo s0sbo  d0@0sb0  QoLO®gdom,  godmlivgaos

3Wsbogmeo  3md3omGgMom  asbbmOEogwgdgmo  FgBg3900l  (oboswdwgy,  dogMsd
BLMWNBHMOHI©O  MBIMRJIWMS 330G MO0  3mIZ0MEBIMHJdoL  Foge  gobbmME0gwgdmEo
39%93900L jobsswdwgy.

@OoLsmMOL RSA 3003@™LoLE)3s 00000gddol ymzqe bsdox By godmoygbgds, Moysb sl 0ygbgdls
36535¢00  Abbgowo  mERB0BE0s, BoQ90mo©, LdMzMMIM  IFILYdIMGdgd0, d63900,
3063065309008 MFYGHILMBS, LsFMHZOMOM  WIdMOIGMO0JO0 s b039MOBOGHYEHJO0. JSOIS
530bs, 9B 3003GHMLOLEJTS 35M0Ygbgds 3MTIMEOME 3MIMEIGJdT0, M3gMsEoe LobEgdgddo,
Ethernet-8o, Juge® d565mgdd0, LAsME BoMIMIdT0 s g3 PodM0Yqbgds 3M03GHMAMBOW
335M5¢MEMsdo. RSA  BSAFE  ©s8033600L  39dbmemaost  @osbemgdoo 500 dowwombo
9 dbdom909e0 394s3L, HMIgEms HoEb30 LHMSTBI 0BMHYdS. RSA s5¢rymc0mdo 560l ghHm-9Hmo
g439wsHg 293039 gdMYo  Boxs®mm  golomgdol  3M03@MLOLEYds. s80GH™Md RSA-U  godgbgsd
d90dgds  LOMWo  Jombo godmofjzoml.  gabogMgdo M3 BMYs35  FMTomdgb RSA-U
3@ gmbs@o3gdol  dglsgdbgams,  OmIgroa  3396GM0 30830993 IMJdOL  053sLbIYOL
23999 qdL. RSA-I sen@g®bs@ogs h396 dgag0dwos as630bowmom  30M03GHmaMsx0mw 399
3bddosty  @oxwdbgdmwo  gogOwo  bgwdmfigdol 398 UJgdgdo. 398  gmbizool
300B00bsdo 9gMds 5MHOL 53 bgerdmfigMol MLsFOHPOLMIOOL JoGsbE0.

1. 390%9 ©sxmdbgdvmo 30860 bgwdmfighol liggds:
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Lamport-Diffie-ol dog 899mms35D9dmmo 39dbg ©oxnwdbadmewo gMmxgMoo bgwdmfgemols
Udgds, obobowgds, OHMAMEOE 0BOMEo bywdm{gHol seGIObsGHOMwo bdgds 3mbE3356¢ Mo
93mgdolomgol. B396 3bgegzm, MMI golivwgdo s bgwdmfio@Mol 2969M06M9ds 9n9ddGmeos Lamport—
Diffie-ols g®ox9gMo0 bgedmfig@ol bdgdsdo, Fogsd bgedmfg®ol bmds Mol n2-b, Loss
39006900 05OL BMAs SGMOL n, M3 b3TsMm© OEOos. Winternitz-ols JogH JdMMs35HYdYO
9ONOXIM50 bgardmfgdol Lggds 860d369cmgbo 9930693l bgwrdmfgMol Bmdsl, Grosb od
bdq3sd0 F9a30de0s 9HMo LEMOJMb0sBO olowgdol 2sdmygbgds 39doMgdero 99EYmdobgdols
500096009 d0@0oL bgwdmbsfgMs [5], oa6sd, 58 9gdmbgzgzsdo 3GrMmdgdol fobsdg 3wagd0m,
MOmbsg 30Y9bgdm  gMMX M0  bgedmfgmol bdgdsls 2olvmgdgdol oo  MmoMEIbMdOL
239533 g5, M5 Y6 0l 04g690L Lb3oILBZS AoLEMYdOL Y30l ymgzgero dg@ymdobgdolmaol.
59 3MMdgIob 2o0bdFMgws Merkle-ob 308360 bgwdmfigHob bdgds 0ygbgdls mMHMdoo by,
om0 0530056 5030Ml 390033035300l JoBOWYdGOOL OO MoMEIbMdOL 58mygbgds gMc
Loy 56 QoBoGIMB. Loy st golivsggdo o sG0b 53 bol Bqligo [6-12].

3°L50900L 39bgM530s: bol Log®™dg s®BgmMwos Mmym®mE H>=2. 5g 9001 Loy st 25l509gdl gwderos
bgwo dmsfigmmb 2H Hom©gbmdol m3odgb@l. 0gdbgds 2H aobomqdol fyzowo Xi s Yi, Losg
Xi 560L bgadmfjgmol aobomgdo s Yi 3900x8035300L 20Ls0gd0, h (Yi) 499momgwgds ©o
399009496905 bob BMmgds. bob 100MYo gobdEmgds 5oL dolio F30¢gd0l 3mb3o@gbsgools
390 9609369 ™ds.

a[1,0]=h(a[0,0] || a[0,1])

Merkle-ob 30033™ Udgdol Loxsmrm golowgdo 5oL mOmdomo bol gglgo, dob dgboddbgers
LoFodms 2H (930000 9Hromx gm0 2olomqdol godmmgws.

bgadmfig®ol  3gbgMoMmgds: M9bmdNwo Bmdol TgBymdobgds m, 2s6s0gdbgds n bmdol
399md069d50 3990L BbJE300L Lsdwswgdom. h (m) = 39d0, s 0ddbgds MK MO bgerdmfgMs
96MIM0 9OHNXIMS0 QoLogdoL Xarb-ol 459mygbgdom, m3dgbEol bgwdmfgms 0dbgds:
9ONX M50 bgdmfgMol, 9gOHmX IO 390-08035300L JoLsgdo Yarb, 0bgdlol arb s yzgas
"authi" dmbomgliogg GHm@ob 8990 mqds Yarb- 056 dods@mgdsdo.

Signature= (sig||arb|| Yarw|lautho,...,authg1)

b9wdmfgMol oaliGmeMgds: Merkle-ol 3003@GHM-LobEgdol bgardmgMol sdsali¢Mgdgen
bgwdmfgMsdo, sig-ol gemx MO bgerdmfgMs »bos gosdmfdgl Yarb-ob as9mygbgdoom, 0d
3900bg935d0 ) gl LHimMo 0dbgds, y3ges 3356d0 a [i, j] godmomgergds "authi”, 06gdubol arb o
Yarb 250mygbgdom. o) bols 3930 GOl Lok MM FoLogdL, 35906 bgedmfg®ms LimMos.

2. Verkle vs Merkle

Verkle-b bggdo s6ol Merkle-b bggool derog®o gobsbargds, Mo 0dwgzs 8930 MRGM J306M9
Bmdob  3900x8035300L  453mYgqgbgdol LM gdL s MBO™  9BgBMos.  Verkle-bL bols
LEHOWYJEHOS doeosb 3936 Merkle Patricia bgls [13, 14].
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bm@ombg 1, 0390mwos Verkle-b bg 9 5300eoligeb, Losg gobd@mgdol 3m95303096¢0 6ol 3.
$350gd0b k =3 Dm0l J39x3IBIVQ ©ogmBoL 8980Ja, MONMINE J3IXIIB Y 39dm00m3gds
399HMM0L  35¢gdgds dgLodsdolo 93mMmdol 33303901 g0gdMb ghms. gb g35deg3l
350909 q09gdl VCI, VC 2 s VC3. 399@Hm6OH¥eo 35¢090vegds VC4 250mom3zegds 59 Bsd

3593 gOsLmb  ghmo  §9360Mmdol 9330390 gdgdmb  ghmo p9, pl0 s pll
350909990930l 30L VCI, VC2 s VC3 9gbodsdobo VC4 35¢09dwergdols dodston. Verkle-ls

Hob LsdME MM 25sfY393)> 3MH0L J0MYMEO 35CEYOIEYdS, O™ 53 99dmnbggz5d0 sGol VC4.

Root Commitment

V(Cs, P11

VC2, P1o

fo, Po f1, P1 fz2, P2 f3, P3 fa, Pa fs, Ps fs, Ps f7, P7 fs, Ps

Figl. Verkle Tree

Merkle-b bgdo, 3603369cmdol ¢30390wgds Gpqds frlattern 3356d900L dogaro 6536 9d0Lysb:

9()30(3999gds Mbs 99o3s3wgLb Bgdo sMLgdM gzges 3396dL, GMIGELsE 9ozl LogHmm
d9mdg0o bgdolidog® 3356096 00 3BsbY, HMIgEroE ool aLdILEMMId e 3356d5000].

50 30DgBom bgerdmfgms dsgrosb 4Mmdgeo 4sdmob. B39b Mbs dogzsfimpmo frlattern 3356d9d0
000MgME ©Mb7HY, Moysb B396 2330609 30 MdoEo 3356dol dogero Bs3Mgdo 59 3356dol
36009369 ™d0ol godmbomzuges® s B396 Mbos 29358Mdgamo gls 8sbsd, Lobod o6 dogowmfgzm

bob 539b359¢9.

dgmMgl IbGog, Verkle-l bgdo Bz9b 56 g3306mqgds flattern 3356d900L dofimqds; 30650096 o9, B396
dbmEmE 8003l 390mgdm. sdo@Emdss, Mmd Verkle-b bggdo 6oL asbogMo, bmerm Merkle
Patricia bggdo 565 Mx®OH™m oo boasbol by mMmogg 99dmbzgzsdo WRGMMm Mg d0Er03500]
doobl, dsy™msd Merkle Patricia bgdo gl 9539JB0 290oobvEos dmgero bogsbol dofimegdols
Lo F0MHMgdOL 5o 0MYdMEgdom. - 1 flattern 3356do momm 33303909 gd0L 4563BHMYdSDY.
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Verkle-b bgdo 56 33543L abgogbo 9839dGHWIOMBOL 3OHMdIWYTs, M3 Tob 09309 MBOM JR9JGHWIOL
bob.

3. sbaewo liggdo

Verkle-b o690 35009090 5M0L Lok s golowgdo. obowrgom bab. 2

Public key

VCi, P11

VCz, P1o

Mo, Po m, P1 maz, Pz }n‘la, P3 ma, Pa ms, Ps ma, P& mz, P7 mas, Pa

Fig 2. Verkle Signature Scheme

3°L50900L 39b9gM5305: bol Log®dg s®Bgmwos Mmym®mE H>=2. 59 9001 Loy st 25l50gdl Ggwyderos
bgwo dmsfigmmb 2H Hom©gbmdol m3dgb@l. 0gdbgds 2H gobomqdol fyzowo Xi s Yi, Losg
Xi 560L bgadmfjgmol aobomgdo s Yi 3900x8035300L 20Ls0gd0, h (Yi) 499momgzwgds ©o
398009496905 bols Zmmgds@. boll mommgmero 3356d0 560l Jobo gobd@mgdgdol dgg@mgdols 393
8603369 mdo.

a[1,0]=h(a[0,0] || a[0,1])
Verkle-b  30033™  Udgdol  Loxstm  gobomgdo  sG0oLb  doMgMEo  35¢0gdvengds,  dol
053969006 900LmM30L MBS A5FMOMZ5¢ML 2H Mom©abmdols iy30w0o ghmxgMoo goliswgdo.

bgedmfio®ol 49bgMoMgds: Mbmdmwo Bmdol Gg@ymdobgds m, 3sMHs0ddbgds Bmds n 3gdols
a3bdi300L  Lsdmogdom. h (m) = 3900, s 0gdbgds gMOXIM©O baedmfgMs MgbmdMwo
9OOXIMO AdLsMgdol Xarb-ol 45dmygbgdom, ©™IMdgbEHol bgwdmfia®ms 0dbgds: ghmxgMswo
bgedmfaeo, 9eXINOO  29sAm{HAgdoL  golowgdo Yarb, obgduol arb 9330390gds @
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d0MYAO ZHEYJOTBs. bgerdmfg®s= (sigllarbl| Yarb|[8@3030809egds, doMgMo 3oe@gdregds)
bgdmfomol 9sdmfdgds:  Verkle-do 308690 bgandmfjg®ol  g5sdm{jdgds39000900
9990092650650, sig-0l gMHmR MO0 bgedmfoes »bos 4osdm{jdql Yarb-ob qodmygbgdom, 0¥y gl
LHmM0 508mBbgds, Y39ws ©oaliGmegds VC [i] asdmomgergds "authi”, obwgdbol arb s Yarb
299mygbgdom. 09 bols ggligo Yol B9LZOL FoerEIdWYEGdL, bEgds bgedmfgMol 39M0G035E0s.

4. ©sb33bgd0

Verkle bggds s®ob Merkle-ob Lggdols dgrogo qobsbengds, Mmdgwog 0derg3s 89360 MBRGM J3069
Bmdol 390093035300 LFMSEgdL. bokgers yzgws "auth 33s6dol" MBOMB3gEyMma3ols mommgmen
©mbgbg, 390083035305L BFoMGds FbMEME 9GMMO FBI0EJOMEGDS, IGO0 OISIBEMEOIOL
g39es  3mdge0-99933000609 OMOGOHMMOL - Y39d 39OIOIGOl PDODMGYO RMOEOl
3396d0sb g39lig98Y. gl LM gdSL 0dE93d 39M0F035300L HBMBgdO F9d30MEIL obLEMYd0 6-
8-%x96, 3eabio g Merkle-U lsggdobosb 99s6193000.

9L 3m0mbM3L MBOM GO 3003GMAMIGB0L, FoaM53d $5853MMWYs gb 2435degal JolidEsdoMmgdol
29HMOL F9odgdEMBIL. bsdwsEM350056 39Ml3]EH03580, SNARK-9dL 89130500 300093 BO™
2395099 Md9LMb dyMmToMgmds: B396 F9a30de0s 258m3099bmom SNARK 9339 9939dEHMo Verkle proof
Verifier-o, Goms 3900830353006 Bmds 93503060Mmm  0000gddol  69e0sdg, 96 ©s39dMmMbogm
SNARKed Merkle-ob 9¢30(390vg090L, 00v/Om3s SNARK-930 3936050 9390090 29b9ds.

09000pddo,  336GMOO0  30mmM3wgdol BOHEs 3900 gdl  goozogo  STARKed
0330390 9093%Bg  399900m, MY i 3965L36go bsBM3zE 3MIMEOROBIPL, MMIEgdby3
Verkle-b bggdo 50056 0590300090160 ©o)339e0L bool. doa®ed xgMxgOMd0m, gl 04039 Jmagdsls
339993l olidEod0Mgdol AbEM03, Mroliss 30300900 MBMM Imfobszg GHgdbmemaogdom. B39b v339

392398605 gggams  0bLGHOWMIPEGHO,  OHMIgoE  33FoMEIds 98 Y39WRGOL  9BgIGHMMO
296bmGE0gEgd0Lm30U.

30mobmdonMo  35¢©gdMEgdgdol  3396@m0  MBOMBlgwymBol Bdgds  bs oz ™l
30B3390GH1M ©5939090Dg RIbgOMO 1idgdgdoo.
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