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ABSTRACT: Browser extensions are popular additions to web browsers meant to enhance the online
user experience by providing customizable options to meet the individual needs of users. In the wide
variety of extensions available on the market, spanning from ad blockers to password managers, some
of these software modules have proven to be a double-edged sword. As a matter of fact, in the past few
years we have witnessed an alarming increase of malicious extensions available for download, targeting
unaware victims relying on their apparent functional nature while hiding a world of illicit data thefts
and sharing practices to the consumers’ detriment. In order to examine whether the trade-off of privacy
for functionality might still be an ongoing issue, this article follows two different approaches where
theory and practice go hand in hand. The first one consists of a technical state-of-the-art analysis of
different browser extensions available for download on the Chrome Web Store, while the second
comprises a study of the questionable risks posed by those technologies from a privacy perspective.
With regards to the latter, the author acknowledges the worldwide reach of browser extensions, while
understanding the existence of a vast regulatory landscape around the globe. For the purpose of this
paper, the analysis solely focuses on the European privacy framework, consisting of the General Data
Protection Regulation (hereafter referred to as the GDPR) and the Directive on Privacy and Electronic
Communications (the ePrivacy Directive). The conclusion drawn is that, despite all the efforts to
counteract malicious browser extensions, some of them are still perpetrating harm and breaching
privacy principles in a way which might not seem evident to users.
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INTRODUCTION

A browser extension is a small module added to web browsers with the purpose of giving additional
functionality to users in relation to many subjects, including, but not limited to, third party websites,
native applications, browser appearance and browser security. Browser extensions can ask for
permissions to gain access to specific browser data and control of the browser, while having the ability
to send and receive information from arbitrary external servers. In some cases, all browser data,
including login credentials, financial and health information, can be accessed and collected by the
browser extension, and network requests can be intercepted, modified, or blocked.

In the circumstance that an extension has been granted the ability to interact with requests, it is possible
for a malicious browser extension to deceive users for the purpose of phishing by forcing a redirect to
a malicious site or attempting to get the user to download and execute malware [25]. Their documented
success in tricking users should come as no surprise [26]: browser extensions interface with a broad
audience which seems to be anything but wary. According to a survey conducted in 2021, users are
confident that developers for both default browsers and browser extensions reliably ensure the safety
of user data [27]. Moreover, while a large portion of those trusty users does not read browser extensions’
privacy policies [11], others do not take further steps to ensure their privacy and security once those
extensions are installed [27].

TECHNICAL METHODOLOGY

The overall purpose of testing was to determine if any browser extensions on the most popular internet
browser per market share in Europe, i.e., Chrome [28], violated the European privacy legal framework.
The sample examined consisted of twenty randomly selected browser extensions sourced from the
Chrome Web Store in May 2022 [5], with all extensions tested on a device running Windows 10 (20H2)
operating system using Google Chrome version 101.0.4951.54 . The browser extensions were analysed
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manually and then automatically with the assistance of the online tool CRXcavator [7]. The extensions
were tested with the aim of enumerating permissions, external communication with remote servers and
defined privacy policy in the light of the GDPR [10] and the ePrivacy Directive [9].

RESULTS

It was observed that twenty percent of the browser extensions tested were in breach of the GDPR, as
they did not have a defined privacy policy and externally shared collected information from the user
without fulfilling the information obligations [18,19]. Moreover, they also had excessive control of the
user’s browser via permissions to access the chrome.webRequest API [4], allowing for traffic
interception, blocking and modification.

It was also noticed that another twenty percent of browser extensions tested did have a defined privacy
policy, but was insufficient to meet the requirements under European law due to, for instance,
inappropriate legal basis [15], illegitimate re-use of data for secondary processes despite their
incompatibility with the pre-defined utilization and retaining data beyond the originally stated purpose
and for an indefinite time [14]. Also for the scenario in question, the browser extensions were externally
sharing collected information from the users without informing them, while having excessive control
of the browser via permissions to access the chrome.webRequest API.

Lastly, the remaining sixty percent of tested browser extensions met the requirements of the EU privacy
legal framework, including compliant privacy policies referring to, inter alia, the collected data, the
purpose of collection and correct legal basis, third party data sharing, security measures, individual
rights and cross-border transfers outside of the EU/EEA, with specific reference to safeguards for third
countries not providing adequate protection [18,19].

Concluding, sixty percent of the inspected browser extensions fulfill the requirements, while forty
percent do not only neglect the considered data protection framework, but also collect personal
identifiable data to an extent which cannot be assessed due to lack of information from the developers’
side. Whether data is collected following the least intrusive approach or not is left to the imagination.

DISCUSSION

The sample in analysis is not large enough to draw any firm conclusions from the research conducted,
as this paper primarily exists with the aim of raising awareness and stimulating more research and
debate on the topic. There is a possibility that, although the European privacy legal framework
requirements are not met by certain extensions tested, their security and privacy posture could be greater
than what immediately visible to the author conducting this research. All things considered, the presence
of forty percent potential non-compliant browser extensions appears to be a significant number that
cannot be ignored: according to this study, critical data safety pitfalls take place on a common basis,
with extensions spying on users and stealing their information for unknown purposes without them
being aware thereof. This unlawful and unrestraint access to data also seems capable of deceiving
Chrome’s revision processes [2]. Hence, the small test carried out in this paper could not only serve as
a wake-up call for cybersecurity practices, but also for privacy compliance. In an intangible borderless
yet impacting world such as the Internet, technologies like browser extensions might attempt to escape
the application of provisions and principles to which they are indeed subject to, and the interconnection
between cybersecurity and privacy could turn out to be the winning cocktail to duly grant the security
and rights of data subjects. Instead of considering them separately, it is of pivotal importance that
privacy becomes the beating heart of technology when designing and engineering valuable and efficient
products.
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Starting off with the GDPR, the latter finds its application regardless of where organizations are
established in the world, as long as the processing of data for the offering of goods or services or to
monitor individuals is carried out by European-based organizations or relates to individuals in the
European Union [12]. Therefore, not only can browser extensions not shield themselves by invoking
the place where they are established, but they cannot rely on the nature of the processed data either, as
the GDPR leaves the door open to a wide definition of personal identifiable information [13]. Unless
disaggregated and anonymized [23], kinds such dynamic IP addresses and logged HTTP requests, for
instance, are sufficient elements to directly or indirectly identify an individual, leading to the creation
of an extensive user profile entailing patterns where even highly sensitive information could be exposed
[6, 24]. The processing of personal data is not, however, forbidden per se under the GDPR, as long as
it is happening in a lawful, fair and transparent manner [14]. The cost for respecting those principles is
less hefty than what might be expected: for forty percent of the extensions analysed, having a compliant
privacy policy to disclose data practices upfront could be the right starting point.

While notices’ format might have different nuances, their content should invariably correspond to the
requirements as outlined in the GDPR. Google Chrome also provides guidelines to help developers in
drafting notices to be published on the extension download page [3]. Privacy policies should
unequivocally document the collected data and the ways in which such personal information is intended
to be used by the controller according to the business objectives, including its disclosure to third-parties
[18,19]. The processing of data needs to be justified with a legal basis [15]: where the GDPR provides
for six different bases to choose from, picking the right one for a lawful data processing appears to be
a sweet spot for many developers, either because they fail to demonstrate that the processing of personal
data is indispensable to achieve the stated purposes (i.e., such collection of data is not justified, and
therefore violating the privacy-by-default principle) [21], or because they choose to rely on the wrong
one. The Chrome guidelines set a strict requirement to request consent when browser extensions
simultaneously meet two conditions: they collect personal or sensitive data, and the processing of such
data is not “closely related” to its functionality [3]. At the very same time, some browser extensions
rely on legitimate interest even when collecting those types of data, justifying the latter by assessing
their own business interests against those relating to their consumers and declaring the former as
overriding. The prevailing confusion on the topic is however no wonder when no clear rules and
consensus regarding browser extensions have been defined. While the GDPR requests consent when
the processing of behavioural data or preferences might reveal individual sensitive attributes [17] or
when data is inferred as the result of probabilistic assumption and constructed profiles can be used for
automated decision-making [20], the ePrivacy Directive would require it in the event of access to or
storing information on the user’s terminal [8]. As a matter of fact, by looking at the current regulatory
framework and ongoing legal debate, it is undisputed that consent is the required legal basis for similar
technologies to cookies such as device fingerprinting [1]. Even though no clear-cut reference to browser
extensions has been made, in this author’s opinion browser extensions with access to powerful APIs
such as the chrome.webRequest API are able to fingerprint devices by several sources such as user
behaviour and analysis of overall network traffic, where such actions are executed covertly without the
acknowledgment of the end user. The technical method of device fingerprinting by browser extensions
would likely not fall under the exemptions defined in Article 5(3) ePrivacy Directive, and therefore
users’ consent cannot be avoided.

All things considered, compliance is more than a mere piece of paper. Notices might collect consent by
users actively agreeing to a clear and unmistakeable request on the product’s front-end interface through
consent dialogs, disclose international data transfer, refer to the use of accurate data and grant data
access rights [16, 18, 19], and that might still not be enough. In fact, browser extensions should
effectively observe what they promise to their consumers, implementing data sharing practices which
do not only live up to legal standards, but also to users’ expectations. Even when authorized, the
collection of large datasets for analytics personalization and profiling by an extension to increase
productivity, for instance, can hardly be justified in the users’ eyes.

CONCLUSION



Scientific and Practical Cyber Security Journal (SPCSJ) 6(2): 1-5 ISSN
2587- 4667 Scientific Cyber Security Association (SCSA)

While multiple browser extensions are still lagging behind in aligning their products to the European
privacy requirements, these technologies could unleash much more potential than what they are
currently doing by not being compliant. When adopting a consumer-centric view, transparently
disclosing data practices to individuals, and refraining from intrusive tracking, profiling and data
exfiltration, developers could demonstrate they are far away from merely serving their economic
interests while caring for individual rights. Not only for the Data Protection Authorities, which have
been particularly attentive and prone to fine for failure in fulfilment of information obligations and legal
basis for the processing of data over the past years [22]: this change would also be an act of
responsibility towards consumers, who would be capable of understanding to what extent browser
extensions operate, while being empowered to make informed and autonomous choices regarding their
own rights. If it is true that technology cannot be avoided, a conscious and ethical use of it could make
the real difference.
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ABSTRACT: As of late, 'Digital protection' has arisen as a generally utilized term with expanded
reception by experts and government officials the same. Be that as it may, similarly as with much in
vogue language, there is by all accounts next to no comprehension of what the term involves. Albeit this
is may not be an issue when the term is utilized in a casual setting, it might conceivably create impressive
issues with regards to hierarchical technique, business destinations, or peaceful accords. In this work,
we concentrate on the current writing to distinguish the principle definitions that accommodated the
term 'Network safety by legitimate sources. We then, at that point, lead different lexical and semantic
examination methods trying to all the more likely comprehend the extension and setting of these
definitions, alongside their importance. At long last, given the investigation directed, we propose another
further developed definition that we then, at that point, show to be a more agent definition utilizing
similar lexical and semantic examination methods.

KEYWORDS: Cyber Security, Logistic

1 Introduction

Cyber security is the act of shielding basic frameworks and touchy data from advanced assaults. Otherwise called
data innovation (IT) security, online protection measures are intended to battle dangers against arranged
frameworks and applications, regardless of whether those dangers begin from inside or outside of an association.

In 2020, the normal expense of an information break was USD 3.86 million universally, and USD 8.64 million in
the United States. These expenses incorporate the costs of finding and reacting to the break, the expense of vacation
and lost income, and the long haul reputational harm to a business and its image [1]. Cybercriminals focus on
clients' by and by recognizable data (PII) - names, addresses, public ID numbers (e.g., Social Security numbers in
the U.S., monetary codes in Italy), charge card data - and afterwards sell these records underground advanced
commercial centres. Compromised PII regularly prompts a deficiency of client trust, administrative fines, and
surprisingly lawful activity.

Security framework intricacy, made by unique advances and an absence of in-house skill, can enhance these
expenses. In any case, associations with a far-reaching network safety system, administered by best practices and
robotized utilizing progressed examination, man-made reasoning (Al), and Al, can battle digital dangers all the
more successfully and decrease the lifecycle and effect of breaks when they happen.

Delivery and coordinated factors are, in numerous ways, the foundation of our lives and organizations. What
business doesn't profit from new food or a convenient conveyance? Tragically, this industry is available to
cyberattacks very much like any other person. Fortunately, bunches in the shipping and planned operations industry
aren't feeble to address these difficulties.

2 Methodology

What is cyber security?

In recent years, 'Cyber security' has arisen as a generally utilized term with expanded reception
by specialists and lawmakers the same. Be that as it may, likewise with numerous popular languages, there is by
all accounts almost no comprehension of what the term involves. Albeit this is may not be an issue when the term
is utilized in a casual setting, it might lead to extensive issues with regards to hierarchical methodology, business
targets, or peaceful accords. In this work, we concentrate on the current writing to distinguish the principle
definitions that accommodated the term 'Network protection by legitimate sources. We then, at that point, direct
different lexical and semantic examination strategies trying to all the more likely comprehend the degree and
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setting of these definitions, alongside their pertinence. At last, in light of the examination directed, we propose
another further developed definition that we then, at that point, show to be a more delegated definition utilizing
similar lexical and semantic investigation techniques[2].

It is being ensured by web associated frameworks, including equipment, programming, and information, from
digital assaults. In a figuring setting, security includes network protection and actual security both being utilized
by endeavours to save against unapproved admittance to the server farm and other electronic frameworks. Security,
which is intended to keep up with the secrecy, honesty, and accessibility of information, is a subset of network
safety.

Auanbagy ypaeas aaneay

= computer security m information security it security m cyber security m Cybersecurity

Figure 1 Google search trends for security 2004 — 2015

Why do we need cyber security?

The scope of activities of network safety includes shielding data and frameworks from major digital dangers. These
dangers take many structures. Thus, staying up with digital protection methodology and tasks can be a test,
especially in government and undertaking networks where, in their most imaginative structure, digital dangers
regularly focus on confidential, political and military resources of a country, or its people[3]. A portion of the
normal dangers are:

. Cyber terrorism intimidation It is the inventive utilization of data innovation by fear monger gatherings
to additional their political plan. It appeared as assaults on networks, PC frameworks, and media transmission
foundations.

. Cyberwarfare It includes country states utilizing data innovation to go through something one more
country's organizations to cause harm. In the U.S. what's more numerous others who live in the general public,
digital fighting has been recognized as the fifth space of fighting. Cyberwarfare assaults are executed by
programmers who are very much prepared in the utilization of advantage the nature of subtleties PC organizations
and work under the good and backing of country states. Rather than shutting an objective's key organizations, a
digital fighting assault might power to place into a circumstance into organizations to think twice about
information, debase interchanges, hinder such infrastructural administrations as transportation and clinical
benefits, or intrude on business.

. Digital undercover work It is the act of utilizing data innovation to acquire privileged intel without
authorization from its proprietors or holders. It is the most normal used to acquire vital, monetary, military benefit,
and is directed utilizing breaking methods and malware.

Who are Cyber Criminals?

It includes such exercises as youngster printed sexual organs or movement; charge card extortion;
cyberstalking; criticizing another web-based; acquiring unapproved admittance to PC frameworks; overlooking
copyright, programming authorizing and brand name protected to ensure; superseding encryption to make unlawful
duplicates; programming robbery and taking one more's character to perform criminal demonstrations.
Cybercriminals are the individuals who direct such demonstrations. They can be arranged into three gatherings
that mirror their inspiration.
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Type 1: Cybercriminals — hungry for recognition:

*  Hobby hackers.

» IT professionals (social engineering is one of the biggest threats)
*  Politically motivated hackers.

. Terrorist organizations.

Type 2: Cybercriminals — not interested in recognition

*  Psychological prevents

*  Financially motivated hackers (corporate espionage)

. State-sponsored hacking (national espionage, sabotage)
. Organized criminals.

Type 3: Cybercriminals — the insiders:
. former employees seeking revenge.
. Competing companies use employees to gain economic advantage through damage and/or theft.

How To Maintain Effective Cyber Security?

All things considered, associations and states have taken a receptive, "point item" way to deal with fighting digital
dangers, creating something along with individual security advances — one on top of one more to save their
organizations and the significant information inside them. Not exclusively is this strategy costly and complex, yet
insight about harming digital breaks keeps on ruling features, delivering this technique insufficient. Indeed, given
the space of a gathering of individuals of information breaks, the subject of network protection has dispatched to
the highest point of the need list for sheets of chiefs, which they appeared similar to a safer way. All things being
equal, associations can consider a locally incorporated, mechanized Next-Generation Security Platform that is
explicitly intended to give steady, counteraction put together insurance — concerning the endpoint, in the server
farm, on the organization, out in the open and private mists, and across Saab's surroundings. By zeroing in on
avoidance, associations can forestall digital dangers from affecting the organization in any case, and less in general
network protection hazard to a reasonable degree.

Types of Cyber Security Threats

The utilization of staying aware of new advancements, security patterns and danger insight is a difficult errand.
Notwithstanding, it ought to be to shield data and different resources from digital dangers, which take
many structures.

. Ransomware is a type of malware that involves an attacker locking the victim's computer system files
typically through encryption and demanding a payment to decrypt and unlock them.

. Malware is any file or program used to harm a computer user, such as worms, computer viruses, Trojan
horses, and spyware.

. Social engineering is an attack that relies on human interaction to trick users into breaking security
procedures to gain sensitive information that is typically protected.

*  Phishing is a form of fraud where fraudulent emails are sent that resemble emails from reputable sources;
however, these emails intend to steal sensitive data, such as credit card or login information.

What are the consequences of a cyber-attack?

Cyber-attacks will cause more harm monetarily and reputationally even to the most enduring association. The
association which experiences a digital assault should confront losing resources, business notoriety, and possibly
the association needs to confront administrative fines and making a legitimate move and the expenses of
remediation. A study taken by the UK government about digital protection in 2017, observed that the normal
expense for an enormous business is £19,600 and for a little to medium-sized business is £1,570.

What does a security analyst do?

A data security examiner ensures to safe the organization's frameworks and organizations by arranging and doing
proportions of safety. They make problematic answers to keep basic data from being taken, harmed, or
compromised. Their essential obligation is to keep a business or association's information, customers,
representatives, and any virtual put away data protected from digital assaults or hacking of any kind.
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What are managed cyber security services?

Numerous associations presently try to re-appropriate parts or all of their online protection capacities to a confided
in security supplier. Overseen security administrations (MSS) is an assistance model or capacity given by network
safety specialist organizations to screen and oversee security gadgets, frameworks, and even programming as-a-
administration (SaaS) applications
An oversaw security administrations supplier (MSSP) offers nonstop (frequently 24x7or 8x5 help) data security
checking and the executives. A worldwide, proactive assurance conveyance model identifies emergency
malevolent security occasions.
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3 Recent Cyberattacks on the Logistics Sector

In the year 2020, shipping and logistics businesses were hit by a large number of digital assaults. A flatbed
shipping organization in the United States reported in October 2020 that one of its running organizations had been
assaulted by ransomware. They declared later the Continental ransomware bunch delivered documents on the dull
web professing to be from the functional organization.

A shipping and cargo transportation strategies organization experienced a Hade malware contamination in
December 2020. Accordingly, the organization had to take all of its IT frameworks disconnected while it managed
the attack [4].

The COVID-19 vaccination inventory network has additionally been focused on, with phishing messages being
utilized this time. A dangerous entertainer accessed a German biomedical firm that is indispensable to the COVID-
19 virus chain. They then, at that point, sent phishing messages to the organization's accomplices who were
engaged with shipping the inoculation.

IBM Uncovers Global Phishing Campaign Targeting the COVID-19 Vaccine Cold Chain

IBM Security X-Force formed a hazard talent task pressure centred on searching down COVID-19 cyber threats
in opposition to companies that keep the vaccination provide chain going at the beginning of the pandemic. Our
team has discovered a world phishing try concentrated on corporations involved in the COVID-19 cold chain as a
phase of these efforts. The cold chain is a thing of the vaccine grant chain that ensures the safe storage and shipping
of vaccines in temperature-controlled stipulations.

According to our research, this projected operation started in September 2020. The COVID-19 phishing
marketing campaign cantered groups likely linked with Gavi, The Vaccine Alliance's Cold Chain Equipment
Optimization Platform (CCEOP) program, which we talk about in more detail in this blog. While unique attribution
for this marketing campaign ought to not be established, the targeted targeting of leaders and sizeable global
companies ought to be hallmarks of nation-state tradecraft.

Some details from IBM Security X-Force’s analysis of this activity include:

The Cover Story — The foe mimicked a business chief from Haier Biomedical, a valid and genuine part
organization of the COVID-19 immunization production network and qualified provider for the CCEOP program.

9
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The organization is purportedly the world's just finished virus chain supplier [5]. Masked as this worker, the foe
sent phishing messages to associations accepted to be suppliers of material help to address transportation issues
inside the COVID-19 virus chain. We survey that the reason for this COVID-19 phishing effort might have been
to reap qualifications, conceivably to acquire future unapproved admittance to corporate organizations and delicate
data identifying with the COVID-19 antibody conveyance.

The Targets — The objectives incorporated the European Commission's Directorate-General for Taxation and
Customs Union, just as associations inside the energy, producing, site creation, and programming and web security
arrangements areas. These are worldwide associations settled in Germany, Italy, South Korea, the Czech Republic,
more noteworthy Europe, and Taiwan.

The How — Spear-phishing emails were sent to select executives in sales, procurement,
information

Technology, and finance positions, likely involved in company efforts to support a vaccine cold chain. We also
identified instances where this activity extended organization-wide to include help and support pages of targeted

organizations [6].

IBM Security X-Force has followed responsible disclosure protocols and notified the appropriate entities and
authorities about this targeted operation [7].

4 Cybersecurity Challenges Abound

A few advanced difficulties face shipping and coordinated operations organizations simultaneously. One of the
most vital is joining security with contemporary innovation. Sensors and other Internet of things (IoT) gadgets are
utilized by most endeavours in this area to help them to screen and deal with their production network activities

[8].

From one perspective, these devices yield helpful associations. On the other, they confuse things by adding savvy
items into the organization that frequently need security by the plan. Malevolent entertainers could mishandle
programming defects inside those gadgets to upset business.

The inventory network is likewise in danger. Numerous strategies and shipping organizations, similar to firms in
different enterprises, give their sellers, accomplices, and providers network access. This choice lifts network and
productivity, permitting these associations to adhere to their timetables. Be that as it may, it likewise builds the
assault surface. A hurtful entertainer could utilize this admittance to think twice about those outsiders. They would
then be able to exploit their organization admittance to think twice about shipping and coordinated factors
accomplice.

The Human Element

In conclusion, many shipping and operations substances come up short on the ability to protect themselves against
these kinds of computerized dangers. In a 2019 report, for example, Eye for Transport (EFT) saw that less than
half (43%) of shipping and coordinated operations associations had a central data security official (CISO). That
didn't trouble most respondents, nonetheless, just 21% of them told EFT they believed they required a CISO's
aptitude. These discoveries feature two issues. In any case, an organization without a CISO is probably not going
to have an unmistakable arrangement set up for managing assaults. Second, most associations verifiably disregard
the need for a decent safeguard since they accept they needn't bother with a CISO. Y ou will not acquire a specialist
to manage it on the off chance that you don't accept that you want it in any case [9]. Nonetheless, protecting
themselves in any significant way is not a feasible choice. It permits vindictive entertainers to enter through any
window or entryway.

Best Practices for Cybersecurity in Logistics
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Adopting an essential strategy incorporates searching for suppliers who approach the security of their shrewd
products seriously. Assuming that they disperse firmware updates from a distance and let customers adjust the
default administrator accreditations, you'll know they're not kidding. To isolate IoT gadgets, you ought to likewise
consider utilizing network division. Subsequently, an expected trade-off of one of these shrewd things will be more
averse to spread to the remainder of the IT network [10].

Continuing to store network security, substances need to painstakingly pick their sellers and construct a stock of
their chosen accomplices. They would then be able to utilize administration level arrangements to necessitate that
sellers complete a danger evaluation to keep up with their business organization. With those outcomes close by,
shipping and coordinated operations elements can remediate specific shortcomings by drawing on the strength of
their associations with their sellers, providers, and accomplices. This will empower them to execute information
encryption and other security best practices just as to form an episode reaction plan if and when an inventory
network security occurrence happens.

At last, shipping and coordinated operations associations can achieve these ideas and more by working with a
believed oversaw security administrations supplier. Doing as such won't just guide your online protection program
yet will likewise assist with building a positive security culture inside the work environment. You probably won't
have a CISO, however with the right supplier, you'll have the security aptitude your business needs to adjust to the
changing danger scene and limit advanced security hazards going ahead.

Navigating Rising Cyber Risks in Transportation and Logistics

Transportation and logistics (T&L) companies have embraced digitization, which has improved the industry's
upstream and downstream operations. This method has resulted in previously unheard-of efficiencies aimed at
increasing revenue sources.

The good news is that this is the case. The negative is that digitization has revealed several flaws in T&L firms,
making them very vulnerable to cyber-attacks. Every aspect of the industry is affected, including maritime, rail,
trucks, logistics, and package delivery. The expense is high, operations are disrupted, and there is the possibility
for additional liability, especially if sensitive customer data is compromised.

The increasing threat is due to several factors. For one thing, the increased usage of operational technology
(OT), which provides new communications and wireless channels that are directly related to the digital ecosystems
of T&L enterprises, is a soft target for hackers. Furthermore, the T&L business faces a lack of cyber legislation
and standards, as well as a lack of cybersecurity knowledge and cyber-defence personnel.

In the T&L industry, cyber assaults used to happen every few years. There appear to be one or two each month
now. Some are well-known. For example, in May 2021, a cyber-attack successfully shut down the Colonial
Pipeline, which supplies gasoline to about half of the US east coast, for about a week. According to the corporation,
the ransom and business disruption might cost upwards of $50 million. Other cyberattacks, including those aimed
at major shippers who have been repeatedly targeted, are less well-publicized, but they frequently impair email

and logistics systems [11].

The cost of a break-in has decreased dramatically as the potential cyber-attack surface in the T&L sector
expands and the nature of risk continues to spread. (As an example, see Exhibit 1.)

11
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Exhibit 1 - Cyber Attack Complexity Increases as Difficulties and Cost
to Break-In Decreases

Where the weaknesses are?

The easiest way to look at the dilemma facing T&L companies is to separate their cyber vulnerabilities into
three categories: technology, regulation, and people and processes. Each of these categories needs to be considered
carefully to address the emerging threats impacting the broader industry.

Technology. In every segment of the T&L industry, the widened cyber-attack surface is evident. For instance,
among maritime companies, relatively simple distress-and-safety systems have been replaced by full-fledged,
cloud-based, local area networks, like the International Maritime Organization’s (IMO) e-navigation program.
These networks are a tempting target for hackers because they collect, integrate, and analyze onboard information
continuously to track ships’ locations, cargo details, maintenance issues, and a host of oceanic environmental
considerations. (See Exhibit 2.)
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Exhibit 2 - Cargo Ships Are Increasingly Connected To
Communications Systems That Leave Them Vulnerable

ﬁ Satellite

Vo ata
Integrated
c tion
IT bridge ystems
systems or
communication
P Wireless networks
Communication WLANS
systems i
Satellite
V. 1 communication
esse
Cargo Voice over Internet
systems Dovibn o
Operational Water ingress
tech systems
i On-t d load
0 Power con rs
managem
Equipment Terminal Office governor
management Emergency respons Container-sensing
repair vendors SITSESTILY TESPUTIS® systems

Source: BCG analysis

Similarly, traditional wire-based train control and management systems (TCMS), which had limited
communication with external systems, are losing way to wireless standards such as GSM-Railway, a rather large
network linking trains to railway regulation control centres. (Exhibit 3 is an example.) T&L companies, like all
mobility providers these days, use vehicle infotainment services and other equipment that add another layer of
internet-connected communications to their operations.

Exhibit 3 - Wireless Network Connectivity Is Making Railroads Easy
Targets for Hackers
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5 How To Address Cybersecurity Risks

Companies withinside the T&L area have to begin riding a cybersecurity schedule with the aid of using analyzing
the extent of cyber safety of their OT and IT gadget and programs. They can then place safeguards in the vicinity
withinside the maximum important and inclined apps and networks. Models and methods, including cyber danger
control and quantification program, can assist in map publicity to cyber threats and set up a portfolio of shielding
efforts. Companies have to prioritize the possibility and effect of safety threats on vital belongings whilst sorting
their vulnerabilities through the use of a danger-primarily based approach. Companies might also additionally then
compare initiatives primarily based totally on their capability to grow resiliency vs. cost, letting them effectively
optimize their cybersecurity funding budgets [12].

T&L companies have to recognition on adopting extra complex cyber safety concepts, including zero-agree with
architecture, after taking those preventive measures. Every device, user, or software trying to talk with the
community is taken into consideration a likely chance beneath neath this paradigm. DMZ (demilitarized zone)
technology, which offers tightly regulated surroundings that video display unit’s connections inside and out of the
business, may be used to create a zero-agree with approach with the aid of using segmenting and segregating
networks. When possible, the identical idea must be implemented to inner procedures, including confirming the
identity of people, programs, and endpoint gadgets earlier than granting get admission to statistics or belongings.

6 Conclusions

In the past years, we observed important shifts in the threat landscape. We observed new malware variants
and new versions of well-known legacy exploits. We observed many security breaches due to misconfiguration
errors, and we saw this trend extend further into cloud-hosted software and services. Cloud services offer nearly
instant access to a wide variety of scalable platforms and services, but with that speed comes a rapidly expanding
attack surface, and more opportunities for human error.
The logistics industry has introduced digital innovations at a slower pace compared to other industries that are
revolutionized by digital technology. In such a scenario, early detection of vulnerabilities and the ability to monitor
systems will help to have a quick and efficient response to breaches, Cybersecurity should be a strategic decision
that organizations must implement to maintain high safety standards across the T&L industry.
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ABSTRACT: The functioning of infrastructure facilities in such a specific environment as cyberspace
associated with vulnerability and threats, therefore, requirements are put forward for the development
of new tools for ensuring cyber resilience in the face of cyber attacks. The management of the
cybersecurity stability of the functioning of infrastructure facilities is based on knowledge of the state
of both the protected objects and the technical system of cyber protection of the objects themselves.
That is, the technical state of the cyber defense system has become the dominant threat to industrial and
important infrastructures. The paper considers the possibility of using Petri nets to assess the technical
state of the object's cyber protection system. The presented method, built on associative principles,
makes it possible to predict the technical state of the technical assessment system with a given accuracy,
which makes it possible to provide the required level of object cyber security.

AHHOTAIUS: OyuxunonupoBanne 00beKTOB HHOPACTPYKTYPHI B TaKOU crieruduuecKkoit cpene,
Kak KuOepIpOCTPAHCTBO, CBSI3aHHOE C YA3BUMOCTBIO M YIPO3aMH, TI03TOMY BBIJIBUTAIOTCS TPEOOBAHUS
Mo pa3paboTKe HOBOTO HMHCTPYMEHTapHs 0OecreyeHus: KHOEPCTOMKOCTH B YCIOBHUAX KHOepaTak.
VYupaBieHHe CTOWKOCTBIO KnOepOe30macHOCTH (YHKIIMOHAPOBAHUS OOBEKTOB HH(PACTPYKTYPHI
0a3upyIOTCS HA 3HAHUAX COCTOSIHUS KaK 3allUIIACMbIX 00BEKTOB, TAK U CAMOM TEXHUYECKON CHCTEMBI
KHOep3aIuTEl caMuX OOBEKTOB. TO ecTh, MOMHUHUPYIOUMIEH yrpo3 Uil HMPOMBIIIIEHHBIX W BasKHBIX
HHPPACTPYKTYp CTal0 TEXHUYECKOE COCTOSHHE CHCTeMbl KuOep3ammThl. B pabore paccmorpeHa
BO3MOXKHOCTh IpUMEHEHHs ceTedl [leTpum s OLEHKH TEXHHYECKOTO COCTOSHHS —CHCTEMBI
Kubep3amuTel 00bekTa. IIpecTaBIeHHBIA METO I, MOCTPOCHHBIN HA ACCOLMATHBHBIX PUHIUIAX, 1AET
BO3MOKHOCTH MPOTHO3UPOBATh TEXHUYECKOE COCTOSHUE TEXHUYECKOH CHCTEMBI OLEHOK C 3aJaHHON
TOYHOCTBIO, YTO MO3BOJISIET 00ECHEUNTh TPEOYEMbIH YPOBEHD KUOEP3aIUINIEHHOCTH 00BEKTA.

KEYWORDS: Petri models, cyber security technical systems, cyber resilience
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BBenenne

CoObiTst koHIa XX- Havana XXI BekoB mpoxoasT Ha GoHe TpaHchopmaruu olIecTsa OT
MOCTUHAYCTPUABHOTO K  HMH(popMauuoHHOMY. B  wmupe mpoucxomur OypHOe pas3BUTHE
WHPOPMAIIOHHBIX TEXHOJOTHHA M MX NMPOHUKHOBEHHE BO BCe CQephl JIesATeIbHOCTH 4enoBeka. [Ipu
9TOM, K OCHOBHBIM XapaKTEpPHCTHKaM Mpolecca HHpopMaTH3auuu o0IecTBa HA COBPEMEHHOM dTarie
CllelyeT OTHECTH IIIOOATHM3AIMI0 W HMHTCHCH(UKANNIO WH(POPMAIMOHHEIX IPOIECCOB, M3MCHEHHE
COBPEMCHHO KapTHHBI MHPA.

CornacHo peBOIOLUH, B 00JIaCTH HHPOPMATH3ALUH U KOMMYHUKAIIUH POUCXOSAT U3MEHEHHUS
B YNOpaBIeHWH TOCYJapCTBa, OTpaciedl d3TOro TocylapcTBa U OIpPEIENIeHHBIX OOBEKTOB

UHPPACTPYKTYPHIL.

Ha coBpemeHHOM »5Tame pa3BUTHA TOCyAapcTBa, KOTAA YOpaBieHHe HWH(opMaru3anuei
CTaHOBHUTCS (PYHKIMEH, KPUTHYHO BAXKHOW Iuia OusHeca, a 00beMbl HH(MOPMALMHU MOCTOSHHO
YBEIMYIHUBAIOTCS, BCE OCTPEE CTAHOBSITCS BOIPOCH WH(OPMAITMOHHON OE€30IacHOCTH, B IIEIOM, H
kuOepOe3omacHOCTH B yacTHOCTH [ 1,2].

[Ipu 5TOM QyHKIHOHHPOBaHKE OOBEKTOB MHPPACTPYKTYPHI B TaKOH crenuduyeckoit cpene,
KaK KHOepIpOCTPaHCTBO, CBSA3aHHOE C YSI3BUMOCTBIO M YIPO3aMH, BBIABHTAIOTCS TpeOOBAaHUS II0
pa3paboTke HOBOTO MHCTPYMEHTapHsi oOOecreyeHuss KHOEPCTOMKOCTH B YCIOBHSX KuOepaTak.
VYnpaBieHne CTOHKOCTBIO KHOepOe30macHOCTH (PYHKIMOHHPOBAHUS OOBEKTOB HH(PPACTPYKTYpPHI
0a3upyIOTCS HA 3HAHUAX COCTOSHUS KaK 3alllMIIaeMbIX OOBEKTOB, TAaK U CAMOW TEXHHYECKOH CHCTEMBI
KHOep3aluThl caMuX OOBEKTOB. TO €CTh, JOMHHUPYIOLIEH yrpo3 IJisi MPOMBIIUICHHBIX U Ba)KHBIX
HHPPACTPYKTYP CTANIO TEXHUUECKOE COCTOSIHUE CUCTEMBI KHOep3aIuuThI [3].

PaspaboTka ¥  uUCClieIOBaHME  MAaTEMaTHMYECKOM  MOJIENM  TEXHUYECKOH  CHUCTEMbI
kubepOesonacioctn (TCKB) TpeOyer 3HAuMTENnbHBIX 3aTpar BpeMeHH. Kak MOKa3bIBaeT OIIbIT,
npumenenue cereil [letpu (CII) mma Takux weneil yckopsieT mpouecc ux co3ganus. OmHako uX
MaTeMaTUYeCKUi anmapar HecKOJIbKO TPOMO3IKUH U npu peanu3auuu Ha [I1DBM 3aHumMaeT Gosnbline
00beMbl mamATH. J{J1s perieHns MpakTUIeCKuX 3a1a4 TpeOyeTcs KOMIAKTHAs OTpakarolasi CylIHOCTh
noBeneHust ¥ pynkumonupoBanus TCKB mopens. Oco0EHHO OCTPO ATOT BOMPOC CTOUT Jis
MO/ICITMPOBAHHUS B PEaJIbHOM MaciTabe BpeMEeHH P IKCIUTyaTallii CHCTEM.

W3BecTHBIEC HA CETOAHALIHME IeHb UHTEPIIPETAIIMH PacIIupeHus u Moaudukanuu cerei [letpu
[4,5] nO3BONSIOT B OCHOBHOM MOJENMPOBaTh MapajljielIbHble MPOLECCHl B  IMPOrPaMMHOM
(aTropuTMHUYECKOM) 00ECIIEYEHNH BBIYUCITUTEIBHBIX CUCTEM (Ha Pa3HBIX YPOBHAX — OT CHCTEMHOTO /10
MHKPOIIPOTPAMMHOT0) T.€., JUIA BBIIIOJIHEHUs ABYX M Oojee pa3iudHBbIX alTOPUTMOB Ha OJHOM W TOU
K€ BBIYHCIIUTEIBHO-YIIPABIIONICH crcTeMe TPeOyeTcsl MPH M3BECTHBIX MOAX0/AaX CO3JaHUE IBYX U
Oonee cereil [letpu mist u3ydeHus anroputmoB. Kpome TOro, B TakMX CiydasX TPaIdllMOHHO
IIPUCYTCTBYET TpeOOBaHHE OTCYTCTBHUS KPUTHMUECKHX CBOMCTB B IIOCTPOEHHBIX Mozeisax. B ciyudae
0oOHapyXeHusI KaKoro-Tu0o KPUTHUECKOTO CBOWMCTBAa JEJaeTcsl BHIBOA O HEpabOTOCIOCOOHOCTH
paccMaTpuBaeMoOro aaropuTMa U BBITIONHSAIOTCS ACHCTBHSA 1O TAKOMY M3MEHEHHIO aJlTOpPUTMa, YTOOBI
BO BHOBb IIOCTPOEHHOI aIeKBaTHON MOJIENIM KPUTUYECKHE CBOMCTBA He ObUTH 0OHapyskeHbl. OCHOBHOM
HEIOCTAaTOK TaKOro IOJXOJAa 3aK/Irouyaercs B OOJBLIOH TPYJOEMKOCTH IPOLEcca MHOI'OKPATHOI'O
MIOCTPOEHUs MOJIeJIeH aJIrOPUTMOB U1 U3YUEHUs UX PabOTOCIOCOOHOCTH.

ean paGoTsl.
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Ienbto pabOTHI SBISETCS PACCMOTPEHUE BO3MOXKHOCTH MPUMeHeHus ceteid [letpu asist oneHKH
TEXHUYECKOTO COCTOSHHSI CUCTEMBI KHOEep3aluThl 00bEKTa.

OcHOBHAasl YaCTh.

Takum 00pa3oMm, OMBIT UCHOJIB30BaHUs Momudukanuu cered lleTpu aiast MOJEIUPOBAHUS
CJIOKHBIX CHCTEM U OIICHKA TEXHHYECKOTO COCTOSHUS HX TO3BOJISET yTBEPXKJATh, YTO CPEICTBA
MOJIETUPOBAHUS TOJDKHBI 00J1a1aTh CIEAYIOUIMMH cBolicTBamu [6,7,8]:

®  HepapXUuecKoe NPEICTaBICHUE MOIENIeH;

€IMHbIE CPENICTBA IIOCTPOEHUS U ONUCAHUS MOJIEJIEH Ha BCEX YPOBHAX HEPAPXUH;

MPOCTOTA JIETATU3ALUN MOJIENICH;

JIETKOCTh MALIMHHOI'O NIPEICTABICHUS CO34aBaEMbIX MOJIENEl;

BO3MOXHOCTh KOHIIEHTpAllUM BHHMMAaHHSA TOJBKO Ha HEOOXOAMMBIX (aHAIN3UPYEMBIX)

COCTOSIHUSIX M PeKHMaX PadOThl CHCTEMBI;

BO3MOXHOCTb MCIIOJIb30BaHUs OJHOM MOZEIM B Pa3HBIX LEJNIAX;

BO3MOXXHOCTb MOJICTTUPOBAHUS IO YPOBHS JIOTHYECKUX SJIEMEHTOB;

UCII0JIb30BaHue (POpMaIbHBIX METOI0B ONTUMH3ALIUH IPOLIECCOB MOJEIUPOBAHUS U aHAJIN3A;

HaJIM4ue CIOCOOOB KOHTPOJIS KOPPEKTHOCTH MOCTPOCHUS MOJIENIN U MCCIIEI0BAaHHUs CBOMCTB

MOJIEIH;

e BO3MOXKHOCTb NPEACTaBJIEHHs BCEro MOJEIMPYEMOrOo M aHAIM3UPYEMOro Ipouecca B
JUHAMUKE;

e [IPOCTOTa M HAIIAJHOCTb HpU (POPMYIMPOBaHMM HPOOIEMBl MM AITOPUTMA OLEHKU
TEXHUYECKOr0 COCTOSIHUA 00beKTa uccienoBanus (B HameMm ciaydae TCKD).

B pesynbrare mpoBeneHHs aHajM3a M3BECTHBIX MOMBITOK MCIOJIB30BaHUS ceTeil [lerpu s
aHanmm3a TexHuueckoro coctossHusi TCKB Obuta pa3zpaboTaHa OpUrHHajbHAs MOJU(DHIUPOBAHHAS
cucteMa — amnmnapaTtHsie cetu [letpu [8].

Hns o dexTuBHOrO MCHONB30BaHMUS HMIMPOKOTO CHEKTpa BO3MOXKHOCTEH anmapaTHBIX CeTel
[Terpu (ACII) Heobxonumo Ha 6aze ACII-cucTemsl CrieMaIbHOTO MaTeMaTHYecKoro odecreueHus ¢
HAObOpPOM CpEICTB OMKCAHUs, BBOJA, BBIBOJA, TPAHCIAIMU, KOMIOHOBKH, WMUTAIUU MOJCIIH,
00pabOTKH pe3ysbTaTOB MOJICTMPOBAHUS U aHAJTM3A.

B mHacrosmiee Bpemsi HW3BECTHBI psJ CHOCOOOB OMUCAHUS HCXOMHBIX MOJEIeH W
BHYTpHUMAIIUHHOTO npeacrasienus moaened TCKB mist mpoBeaeHus] HMUTAITMOHHBIX DKCIIEPUMEHTOB
Ha 6aze CII.

[Ipu mocTpoeHNH CcUCTEMBI MMHUTanMOHHOTO MonenupoBanus Ha CII cymecTBeHHYIO poIb
WTpaeT BBIOOD:

croco0a OMUCaHus UCXOAHBIX MOJIENEH;

cnoco0a BHYTPUMAIIMHHOTO TMPEACTABICHUS OMUCAHHOW MOAEIM W Ha €ro OCHOBE —
OpraHU3alyyu aJrOPUTMa MOAETHPOBAHHS.

Buyrpumanmnaoe npezacrasieHue CII MoxxeT ObITb OpraHM30BaHO B BHJE MaTpHl, JHOO B
BUJIE CIIUCKOB CTPYKTYD.

B Hamem cirydae BHyTpHMAaIIHHHOE IPEICTABICHHE OpraHn30BbIBaeTcs MaTpull. [loaromy CIT
MOXKET OBIT OIFCaHa ABYMsI THIIAMH MAaTPHI]: MaTpPHIEH HHITUICHTHOCTH E pa3MepHOCTRIO N X m, rie
N — YUCJIO BEPIIMH MECT, M — YHCJIO BEPIIUH MEPEXOI0B MOJEIH, U MaTpHUIEH IBIKEHHS MeToK F
Pa3MEepHOCTEI0, KOTOPBIE ONPEAEISIOTCS CISAYIOIUM 00pa3oM:

1) E(,j)=1ecmP; €Plj; E(i,j) = 0,ectn P; & PY;;
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2) F(i,j) = a+p,raea = 1,ecmu P; € P;
a=0,ecmu P, & Pfj; B = —1,eciu P; € P}
B = 0,ecmn P; ¢ P).
O6o3naunm A’ - j-it cronber Mmatpuibl A. Torna MOXHO yTBEPKIATh:
a) mepexo1 tj MoxkeT OBITh 3amylieH, ecin E/ — mg, (k);
0) nmoceayrolnas pa3mMeTka fociie cpabaThbIBaHUs t BBIYUCIACTCS IO POopMyIam

mg(k"'l) — m;(k) +FO,

[ —ms®] =[] - 1, 0]

CrenoBarenbHO, YCIOBHE 3ayCKa IIEPEXOJIOB tj COCTOMT B BHINOJIHEHHH yciaoBus E/m

0, a mocnenyromas pa3MeTKa BEIYUCIAETCS CIEeAYIOMINUM 00pa3oM:
—(k+1) _

) _

o m; UC)@ BY), rne ® - o6o3nauenne onepanyn, uckirovaronieir MJIW; B(i,)) =1,
ecimu F(i,j)#0; B(i,j) =0, ecim F(i,j)=0.

3/ecy BCe omepalvy BBIMONHIIOTCS HaJ BEKTOpaMu OyJIEBBIX MEPEMEHHBIX, UYTO MO3BOJIIET
JIOCTATOYHO 3P (EKTUBHO PEATU30BBIBATH 3TOT cr1ocod Ha [IDBM.

HenocraTok yka3aHHOTO crioco0a 3akiirodaeTcsi B HEOOXOAMMOCTH MPOBEPKH Ha KAKIOM LIare
MO/IEITMPOBAHHUS PA3METKH BCEX BXOAHBIX MECT Ka)/I0TO U3 IIEPEXO0JIOB, UTO IPUBOJIUT K 3HAUNTEITLHBIM
Hed(PPEKTUBHBIM 3aTparaM BpPEMEHHU. boljiee BBICOKOE OBICTPOACUCTBUE JIOCTUTACTCA IMyTEeM
TpeCTaBIeHNs KakIOro M3 MEpeXoioB ty, oaHMM u3 MecT PE € P},. Jlna zamycka mepexona ty
Heo0xoauMo (HO HeZ0CTaTouHO) Bhinoiuenue m(Pg) = 1.

OmnpenennM BeKTop OyNeBBIX epeMeHHBIX D pasmepHOCTRIO m X 1, a Taxoke MaTpuubsl A u C
pPa3sMEpPHOCTHIO M X M:

-D(j)=1,ecnum(Pf) = 1, P} € P};;

- C(i,j) = 1, ecu tj u t; mpeACTABICHBI OMHUM H TeM K¢ MecToM P ;

- A(i,j) =1, ecxu tj mpeicTaBneHo Mectom P € 0.

Torma mocie cpabGarbiBaHusi t MOCIEAYIOMAs pasMeTKa Bbraucisiercs mo ¢popmyne Dt =

DOA’@®C’ v MoxyTMpPYIONIHii aTTOPUTM BHITIINT CIEAYOIIAM 06pasoM:

DATA INPUT
FOR j: = 1 TO m DO
IEDG) =1

THEN IF m; ®E; = 0

THEN < renepariusi AeMCTBHI, COOTBETCTBYIOIIUX t; >
m;(kﬂ) = mg(k)(@ BW
D* =D@L.

31ech L} = AJ@®CJ nosBonsier 5KOHOMUTE 06BEM ucronbp3yemoit namsatu. [lpu Takom nmogxoae
MOXHO COKPaTHTh BpeMs BBIIOJHEHHS NPOTpaMMbl C OJHOBPEMEHHBIM YBEIHYCHHEM OObeMa
3aHMMaeMoi aMATH (3a cueT marpuubl L u Bextopa D). [l cHuxkeHus: o0beMa 3aHHIMaeMOi naMsaTu
nenecoo0pa3HO BHYTPUMAIIMHHOE MTPEACTAaBICHIE MOJENEH B BUIE CTEKOBBIX CTPYKTYp, Tak Kak E, F,
L — paspexxennsle marpuiibl. B pesynbTare pa3Mep HCHOJIB3yeMOM MaMATH JMHEHHO 3aBUCHUT OT
3HA4YE€HUH M U N, TOrAa KaK B Cly4ae MaTPUYHOIO MPEACTAaBICHUS ITOT pa3Mep INPONOPLHOHAIEH M X
n.

OpHuM U3 croco0OB AOCTMXKEHHS KOMIIPOMHMCCA MEXIY CIO0XKHOCTBIO M JIOCTOBEPHOCTBIO
MaTeMaTU4YeCKOil MOJENH SBISIETCS YNPOIIEHHE SKBUBAJICHTHOW OOBEKTY CETH NPOM3BOZSIIESCS C
IIOMOIIbIO MapIIPYTOB (PYHKIIMOHUPOBAHUS CHCTEMBI [4] Ha OCHOBE ammapara HeYeTKUX MHOXECTB U
HEYETKHX OTHOUICHWH B MPOCTPAHCTBE, OIpeelieHHOM paciupsieMoi 6a3oit genumbix TCKbB. B sty
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ke 0a3y JaHHBIX 3aHOCSATCSA CBEISHMS O MOBEICHUU CUCTEMBI IPU BHEIIHUX BO3ACUCTBHsAX. Moneny,
MOJy4aeMble TaKHUM CHOCOOOM, HWMEIOT YIPaBISIEMYI0 pPa3MEPHOCTh W Ha OCHOBE CTPOTHX
MaTeMaTU4YeCKUX TMpPaBHJ INpeoOpasyroTcs JIMOO B KOMIIAKTHBIM, JU0O B pACHIMPEHHBIA BUI.
Hocroseprocts Monenu TCKB sBisieTcst He BRIXOIHBIM, a BXOJHBIM ITapaMeTPOM JUIsT MOJCTHPOBAHUSL.
OTcrofa ¥ TJIaBHBIM JOCTOMHCTBOM TaKOTO IOAXOJa SIBIIETCS MapIIpyTHash MOJENb C 3apaHee
3a/1aBacMOH JTOCTOBEPHOCTHIO, TI03BOJISIONIAS TPOTHO3UPOBaTh tuHaMuKy coctosiaust TCKB.

PaccMoTpuM mpUHIUITEI TOCTPOCHUST MApIIPYTOB, MaPIIPYTHRIX MOJAENEH U MOJCTUPYIOLIEH
6a3pl maHHBIX. [Ipumem 3a X yHHBEpCcalbHOE MHOXKECTBO BO3MOXKHBIX COCTOSIHHUH MOZAEIUPYEMOTO
oowekra. [lycte X Momenupyercs ¢ TpeOyeMoil JJOCTOBEPHOCTBIO (P MHOXECTBOM OMHMCAaHUU M.,
COCTOSIIIINX U3 SIIEMEHTOB 11,

[Toatomy

Mo < x;
Mo={M/z € X, u() 21~} ()
rae (M) — GpyHKUMS MPUHAIEKHOCTH onucanus M MHOxecTBY X.

MapH.IPYT, KaK 0TO6pa)K€HI/Ie MapKOBCKOFO nponecca ¢ HCUCTKUMU HavaJIbHBIMU YCIIOBUAMUA
110 OTHOLICHHUIO K HCYECTKOMY MHOXECTBY OIMMCaHUM M(), SIBJISICTCSI MHOXKECTBOM YPOBHSA @ + 1- Q;

M= {M /y,» 1) > o, )

OnHako y4uTHIBas MpaBUia YIOPSIOUCHHUS dJIEMEHTOB B Mo MapIIpyT MOKHO IPEICTaBUTh B
Buge APN = (P,T,K,S), rne My orobpaxaer xapakrep komroHenTa APN.

Bynem cuuTath, 4TO MHOKECTBO OTHOLICHH, COOTBETCTBYIOMIMX «HOPMAIBHOMY» MapLIPYTy
M,, onpexnensieTcs Kak:

M, = {M/5; € Mo, u(¥) > g}, 3)
rae [ — napamerp 3agaBaemoit yctoiunBocti TCKD k BHEITHUM BO3/ICHCTBUAM.

B Toxe BpeMs AN <«OKCIEPUMEHTAJIBHOTO» MapulipyTa M, CHpaBemIMBO CIIEAYIOLIEe
YTBEpI)KICHUE:

M, = M/ € Mo, (M) > '}, (4)
e B! — mapamerp 3amaBaemoii rpannisl Heycroitunsoctn TCKB.
Ilpu pacumpeHrnr W CYyKEHHMH MHOXECTB MOJCIHMPYIONINX OTHOIICHUH  Cleayer

PYKOBOACTBOBATLCA CICAYIOIIUMHU NPHHOUIIAMUA PACIHUPEHUSA HOPMATHBHOI'O MapupyTta C y4€TOM
OKCIICPUMCHTAJIbHOI'O MapuipyTa:

M; = {M/M € M,, M1(1\7[)} , (5)
e

0, ecnu {u, (M)Xp, (M)} < B

M, (M) = {max[ya(l\_/l)] ecut [, (MV (M) = B

C}’)KGHI/IC SKCIICPUMCHTAJIIbHOI'O MapuipyTa ¢ y4H€TOM HOPMATUBHOTO MapIIpyTa OIMMCbIBACTCA:
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My = {M/\ € Mo, My(WD)} ©
rae
M, (M) = { 0, ecmm [M,(M)V i, (M)] = B
: max[M, (M), M, (M)] eciu [M,(M), M,,(M)] < 8’

U3 ycnoswii (5) u (6) cnenyer

};IE(I)MI = };ILIE)MZ = Mo. (7)

CKOpoCTh IEpEeXOJI0B M JOCTOBEPHOCTh paszMelleHuid i no3unuit moaenupyromend CII
SIBIISIETCS. MEPOH MH(OPMATUBHOCTH COOTBETCTBYIOIIUM UM OTHOILICHHH.

[pu = 1 B CII, cuHTE3UpYEMYIO Ha MapIIPYTHBIX MHOXKECTBAX, BOWAYT HaHOOJIee «KUBBIE
nepexonsl CII, moctpoennsie Ha Mo [8]. Ilo mepe pocra kommyectBa y3i0B CII dyHkums
MIPUHAICKHOCTH IIePEX0a MHOKECTBY <OKHBBIX» MEPEXOI0B YObIBacT. 3aMEHUB MOHATUS CKOPOCTh
Ha SKCIIEPTHYIO OLIEHKY MIPUHAUIEKHOCTH IEPEX0a MHOKECTBY (GKHUBBIX» IIEPEXOIOB, YAAETCSI OTONTH
OT HENOCPECTBEHHOTO PEIICHISI BOIIPOCA O BO3MOXKHOCTH CPadaTHIBAHUS TOT'O HIIM HHOTO ITEPexXo/Ia.

11 MHOXKeCTBa COCTOSIHUI THIIAa MapLIPYTHBIX MHOKECTB HCXOJHOE COCTOSHHE 0003HaYMM
yepe3 M, , a JOCTI)KUMOE U3 HEro Kak M; . Torna nmporHo3 Kak JMHEWHBIM OMEpaTOp OMUCHIBACTCS
CIIeIYIOIIUM 00pa3oM:

F=M, =M;, ®)
rae F - nuHelHbli onepaTop MporHosa:
My S uMy S M.

[Iporuo3 xak GyHKIUS onpenersercs B 6azuce Mo kak (pyHKIHUS TPHHAISKHOCTH COCTOSHHS
M, wmuoxectBY oueHOK TexHudyeckoro cocrostiust TCKB [9]. AcnekTbl mporHosa MMET CBOH
nporHo3bl B APN u opmanusyeTcs kak TUHEHHBIN OomepaTop B MPOCTPAHCTBE, MOPOXKIAeMOM My,
KakK ()yHKIHMOHAII, ONpeAessieMbIld JINHEWHOU (OpPMOii B pocTpaHCcTBE M.

U3 coorHomeHust (8) BUAHO, YTO MPOTHO3 KaK JMHEHHBIN omepaTop M Kak, (HyHKIIMOHAT
00pa3yroT 1epeBO BO3MOXKHOCTEH, TaK Kak MO OMpeeNieHnio 3 BhIpakeHui (5) u (6) cinemyer, 4To
MoUIHOCTE M; Oosbuie, yeM M. Ilpu MalmHHOM peann3anuy 3TO NPUBOJUT K PELICHUIO 3ajad
KOMOHMHATOPHOTO THITa M K IKCIIOHCHIHATHHOMY POCTY pasMEpHOCTH MojenH. BcienctBue 3toro
MPOBOJMM OTCEYEHHWE BETBEH, T.e. MPUHUMAaEeM K pPACCMOTPEHHIO TOJNBKO T€ BETBH JepeBa
BO3MOKHOCTEH, (DYHKIHS MPUHAIIICKHOCTH KOTOPBIX Mo MeHee 5. OCHOBOM [UIsl peai3aiiy TaKoro
noaxoaa Ha [I9BM cnenyeT BeiieTieHHE U aHATN3 TaK Ha3bIBaeMbIX cTannoHapHbix coctossHuit TCKB.
[To oTHOMmEHNIO K Mo MHO>KECTBO CTAIlIMOHAPHBIX COCTOSIHUN ONpenessieTcs: Kak

M, <M.,
MAM/M € Mo;M (M)} =1,

rae M. — MHOXKECTBO CTAallMOHApHBIX coObITHH. Bce oanmemMeHTHl M. SBISIOTCA KOPHAMH
HOPMHUPOBAHHOTO MaplipyTa IpH OTCYTCTBUM BHEUIHUX BoO3AeHcTBUH. BremHue Bo3neiicTBus
00pa3yloT NMPOCTPAHCTBO BO3MYLIEHUM, 0a3McOM KOTOPOIO SIBIISETCA 3JIEMEHTapHOEe BO3JEHCTBUS
[10,11]. Kaxmomy »smemeHTy M. COOTBETCTBYET HEUYETKO OTPaHWYCHHOE MOJIPOCTPAHCTBO
IIPOCTPAHCTBa BO3MYILEHUH. VIHBIMU ClIOBaMH, 3JIEMEHTOM M. NpUCBaUBaeTCsl YyBCTBUTEIBHOCTh K
JJIeMEeHTaM 0a3uca MPOCTPAHCTBA BO3MYLICHUH, TEM CaMbIM JaBajia Hayajlo SKCHEPUMEHTAIbHOMY
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Mapmpyty. OS  KaxIOro CTAalMOHAPHOTO COCTOSHUS BEAET CBOE HAYall0 MHOXECTBO
AKCIEPUMEHTAILHBIX MApIIPYTOB, 10 OJJHOMY Ha Ka)Iblil HyJIEBO# 21eMeHT 0a3uca MoAIpOCTPaHCTBA
Bo3MylieHUH. OTHOIICHUS MEXIy MapIIPYTHHIMA MHOXXECTBAMH W MHOXKECTBOM CTAI[MOHAPHBIX
COCTOSIHUM TIOJIS

I[pyrI/IMI/I CJIOBaMu, 0a3ucHEIE BO3JICHCTBUS MIOPOXAAT CUMBOJIBI ACPEBLEB BO3MOXKHOCTEH.

Anamm3 cranmoHapHbeix cocTossHuil TCKB nomkeH BBIIBUTH BO3MOXKHOCTh MEXITY HUMH. B
ciyyae OOJIBIION  CIIOXKHOCTH  OOOpYJOBAaHUS NPUMEHSIOTCA  3KCIIEPUMEHTAIbHBIE  OLIEHKU
B3aMMOCBSI3aHHOCTH 371eMEeHTOB My. Pesynbrar ananuza — CII cranimoHapHBIX COCTOSIHUH, SIBISIETCA
OCHOBOH Il OCTPOEHUS 0a3bl JaHHBIX M MPOTrHO3UpOBaHuA TexHudeckoro cocrostuusi TCKB.

Tak kak CII cranguoHapHBIX COCTOSHMH BKIIIOYaeT B ce0s  y3JIOBBIE MOMEHTHI
¢ynkumonupoBanus TCKbB, To oOHa oTpakaeT XapakTep IOBEAEHHUs OOOPYHOBaHUS COIJIACHO
3aJ0)KeHHOMY anroput™my. Takum ob6pa3zom, CII cTaunOHapHOrO COCTOSHHS SIBJISIETCS. MOJEIBIO
mraTHo paborsl TCKB. IIporHo3upyeMocTh TEXHHYECKOTO COCTOSIHMS CHCTEMbl OIUpaeTcs Ha
MapKOBCKHH XapakTep (yHKIMOHHUPOBAHHS 00OPYHOBAHUS, C OJHOW CTOPOHEI M Ha CHCTEMY OILCHOK
TCKB — ¢ n1pyroit CTOpOHBI.

Hns xoppektHoro ompenenenuss TexHuueckoro coctosHus TCKB neoOxoanma cuctema
OILICHOK, KOTOpasi yAOBJIETBOPsJIA Obl clexytonmm TpedoBanusM [11]:

1) cuctemMa OLIEHOK TEXHMYECKOI'O COCTOSHMS JOJDKHA COJEepXkaThb INPUOPUTETHI (Beca)
COOTBETCTBYIOUINX BBIXOAHBIX BeTBel CII cTanmoHapHBIX COCTOSIHUM, BBIPAXKAIOLIUXCS B
Busie QYHKIMH MPUHAIIECKHOCTEH COCTOSIHUHA BBIXOJHOW BETBH MHO)KECTBA TEXHUYECKHUX
cocrosinnii TCKb;

2) rmyOuHa paccMmoTpenuil (neranmzanmm) TexHudeckux cocrosHuit TCKB onpenensercs
3a71aBaeMOi TOCTOBEPHOCTBIO (.

C y4eroM 3TuX TpeOOBaHUI MOJIENIb CUCTEMBI PEaIM3yeTcsi Ha OCHOBaHMH BhipakeHHi (1)-(8)
U TPEJCTABISET COOOW MOJIENb MOCTPOCHHYIO HAa aCCOLMATUBHBIX MPUHIMNAX. B 3aBucUMOCTH OT
TpeOyeMOoi TOCTOBEPHOCTH MOJCIUPOBAHMsI NTyOUHBI IOWCKA B 0a3e TaHHBIX U TOJKIIOUCHUS Y3JI0B
cerelt [leTpu MOXKET U3MEHATHCS B IIIMPOKUX MpEIeiax, TaK KaK JaHHbIC B 0a3¢ JaHHBIX YIOPSAI0YCHBI
B BHUJIC MHOXXECTBa IEPECEKAIONIMXCS JepeBbeB. [lepecedcHue NepeBbEB CIEAyeT MOHUMATh, Kak
HEYETKOE OTHOIICHHE. Y3ell TepeceycHUs] MpPEeACTaBiIseT COOOH HEeueTKHe MHOMKECTBA, KOTOPHIM
npujiaHa Mepa B Buje (QYHKIMH TMPUHAIICIKHOCTH y371a JepeBa y3iy accoluanuu. B 3aBUCUMOCTH OT
MePEXOIHBIX TPEOOBAHUIT accoMAIMU TPEOOBAHMS K MOJICIIA MOTYT PACIIUPSITCS, PACTIPEACIATHCS UITH
00pa30BbIBATH C JAPYTMMHU aCCOLUAIMSIME HOBYIO, OOJiee IIMPOKYIO MOJENb cucteMbl. CBelleHHbIE B
0a3y JaHHBIX MaplpyThl OPraHU3YIOT aCCOIMATUBHBIA JAOCTYN K XapaktepHbiM coctosiHusM TCKB,
OJIHOBPEMEHHO JIOTIOJHSISI COIEPIKaIIytocs B 0a3e JaHHBIX MH()OPMAIUIO HOBON HEOOXOAUMOMN U IpU
9TOM YIS CTAPYIO HEHYKHYIO.

BriBoabl

[pencraBneHHbid B paboTe METOJ IMO3BOJISIET IPOTHO3UPOBATH TEXHUYECKOE COCTOSHHE
TEXHUYECKOW CHCTEMBI OIICHOK C 33JaHHOH TOYHOCTBIO, YTO JaeT BO3MOXKHOCTH 00ECHEeYHTb
TpeOyeMblil ypOBEHb KNOEP3aLIUIEHHOCTH OOBEKTA.
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A SURVEY ON KNOWLEDGE AND COMMONSENSE REASONING
FOR NATURAL LANGUAGE PROCESSING

Aliyu Ahmed Abubakar Kaduna State University Wuhan University

ABSTRACT: People use knowledge and commonsense reasoning for daily activities and survival.
However, providing machines with such humanly knowledge and commonsense reasoning experiences
has remained a vague target of artificial intelligence researchers for years. This report surveys
knowledge and commonsense reasoning for Natural Language Processing with the aim of providing an
overview of the benchmarks, knowledge resources, state of the art and inference approach toward
knowledge and commonsense reasoning for natural language processing.

KEYWORDS — Commonsense Reasoning, Knowledge Resource, Natural Language Processing
(NLP), Artificial Intelligence (Al)

1. Introduction

Knowledge and commonsense reasoning is the cornerstone of the application of human intelligence
according to (Razniewski, Tandon, & Varde, 2021). Knowledge and commonsense reasoning in
artificial intelligence (Al) is a human-like ability to make assumptions regarding the kind and essence
of normal situations humans encounter daily. These presumptions include decisions regarding the
nature of peoples' intentions, physical objects and taxonomic properties. Knowledge and commonsense
reasoning is relevant for several applications of current interest and such applications include robot and
human collaboration, transparent machine-learning systems which will be able to explain their
conclusions, dialogue systems, social media and story understanding software.

With the speedy improvement of Human Computer Interactions engines (such as chat, dialogue systems
and QA), making use of knowledge and commonsense reasoning in natural language understanding has
become a very important area in NLP, as they are necessary for conversation engines or other sorts of
HCI engines to comprehend user queries, manage conversations, as well as generating responses (Zhou,
Duan, Wei, Liu, & Zhang, 2018). Knowledge and commonsense reasoning have acquired repeated
consideration from the natural language processing (NLP) community recently, resulting numerous
exploratory research directions into automated commonsense understanding (Maarten, Vered, Antoine,
Yejin, & Dan, 2020). Devlin, Chang, Lee, & Toutanova, (2019); Liu, et al. (2019), have lately, made
lots of advances in large pre-trained language models where they tried pushing machines nearer to
humanlike understanding capabilities, making researchers wonder if machines could directly model
commonsense through symbolic integrations.

Davis & Marcus (2015) however, explained that notwithstanding these outstanding performances and
advances in a multiplicity of NLP tasks, it’s still imprecise whether these models are performing
complex reasoning, or if they are simply learning complex surface correlation patterns (Marcus, 2018).
Ye, Chen, Wang, & Ling (2020) have proposed a pre-training method for integrating commonsense
knowledge into language representation models where they built a commonsense-related multi-choice
question answering dataset to be used for pre-training a neural language representation model. Tandon,
Varde, & Melo (2017) believe that mining knowledge and commonsense from huge amounts of data
and applying it in intelligent systems, in many ways, seems to be the subsequent edge in computer
science where they briefly presented an overview of the state of Commonsense Knowledge in Machine
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Intelligence offers insights into Commonsense Knowledge acquisition, Commonsense Knowledge in
natural language, applications of Commonsense Knowledge and conversation of related issues.

A very good survey on NLP was carried out by Gupta (2014) where he concluded that recent research
in NLP shows more interest on learning algorithms which could be either semi-supervised or
unsupervised in nature and available tasks of NLP are mostly: morphological separation, discourse
analysis, natural language generation and understanding, machine translation, tagging of part of speech,
recognition of named entities, optical characters recognitions, recognition of speech and analysis of
sentiments etc.

Davis & Marcus (2015); Marcus (2018) have done an excellent job in providing a detailed account
ranging from troubles in understanding and framing knowledge and commonsense reasoning for
definite or general domains to difficulties in various forms of reasoning and their assimilation for the
purposes of problem solving. Another interesting survey on commonsense knowledge reasoning for
natural language understanding has been carried out by Storks, Gao, & Chai (2019) and the survey
categorized commonsense knowledge and reasoning from the NLP community into three areas:
benchmarks and tasks, knowledge resources, and learning and inference approaches as shown in the
below figure.
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Storks, Gao & Chai (2019)’s main research efforts in commonsense knowledge and reasoning from the
NLP community in three areas: benchmarks and tasks, knowledge resources, and learning and inference
approaches.

2. Overview of Existing Benchmarks
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The NLP community has an extensive history of forming benchmarks to simplify algorithm
development and evaluation for language processing tasks such as question answering, coreference
resolution and named entity recognition (Storks, Gao, & Chai, 2019). Storks et. al. (2019) gave a review
of broadly used benchmarks, presented by the subsequent groupings: textual entailment, question
answering, plausible inference, multiple tasks, coreference resolution and psychological reasoning.
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Fig. 2. Benchmark tasks between 2005 to 2021 geared towards commonsense reasoning for Natural
Language Processing by (Storks, Gao, & Chai, 2019).

Ruder (2021) has defined a benchmark as it is used in NLP normally with numerous components: it
entails of one or multiple datasets, one or multiple related metrics, and a means to aggregate
performance where he stated that in order to continue making improvement, there is need to update and
refine the metrics, to replace efficient simplified metrics with application-specific ones. The recent
GEM benchmark, for instance, explicitly includes metrics as a component that should be improved over
time, as shown in the figure below.
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Fig. 3 Circle of challenges and opportunities of benchmark evaluation by (Gehrmann, et al., 2021).

A typical example of benchmark is the Rainbow Commonsense Reasoning benchmark. Rainbow is a
worldwide commonsense reasoning benchmark spanning both social and physical common sense that
brings together six existing commonsense reasoning tasks: aNLI, Cosmos QA, HellaSWAG, Physical
IQa, Social 1Qa, and WinoGrande (Lourie, Bras, Bhagavatula, & Choi, 2021).

3. Knowledge Recourses

To understand human language, it is important to have linguistic knowledge resources that allow
computers to identify syntactic and semantic structures from language and these structures in several
cases need to be augmented with commonsense knowledge and common knowledge in order to reach
a full understanding (Storks, Gao, & Chai, 2019). Chklovski (2003) has estimated that a typical human
has accumulated numerous million diverse axioms of commonsense by adulthood. Baud, et al. (1996)
have published a paper aiming at reviewing the problem of feeding Natural Language Processing (NLP)
tools with convenient linguistic knowledge in the medical domain were he explained that a syntactic
approach lacks the potential to solve a number of typical situations with ambiguities and is clearly
insufficient for quality treatment of natural language.

Baud, et al. (1996) concluded that all the knowledge sources mentioned in his paper - together with
others of course - are useful for NLP and when mining knowledge from various sources one is
confronted with the problem of multiple or incompatible representation and one way to apparently solve
this problem is to add another representation at the risk of augmenting the confusion for future users.

Some of the linguistic knowledge resources are:

I.  Annotated linguistic corpora (Marcus, Santorini, & Marcinkiewicz, 1993)
II.  Lexical resources. by (Miller, 1995)

Some of the common knowledge resources are:

i.  YAGO by (Suchanek, Kasneci, & & Weikum, 2007)
ii.  DBpedia by (Auer, et al., 2007)
iii.  WikiTaxonomy by (Ponzetto & M, 2007)
iv.  Freebase by (Bollacker, Evans, Paritosh, Sturge, & Taylor, 2008)

Some of the commonsense knowledge resources are:

i.  Cyc by (Lenat & Guha, 1989)
ii.  ConceptNet from (Liu & Singh, 2004)
iii.  AnalogySpace (Speer, Havasi, & Lieberman, 2008)
iv.  SenticNet by (Cambria, Speer, Havasi, & & Hussain, 2010)
v.  ATOMIC by (Sap, et al., 2019)

There are several approaches to creating knowledge resources ranging from manual encoding to web
documents text mining and crowdsourcing collection (Davis & Marcus, 2015) (Storks, Gao, & Chai,
2019).

3.1 Knowledge and Commonsense SOTA

There are several recent commonsense reasoning datasets that motivated researches in several aspects
and domains which include: temporal, abductive, physical and social (Bhagavatula, et al., 2020).
According Brown, et al. (2020) SOTA for most of them have achieved the close to human accuracy of
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over 80%. Conversely, their success is said to be due to larger pre-trained corpora as well as much more
parameters, which would be challenging to be followed for most researchers.

4. Inference Approaches

Subsequently, Natural Language Inference is considered a benchmark task for testing the natural
language understanding ability of the model by GLUE, Natural Language Inference has been well
researched, and the language models have attained performance beyond humans on some Natural
Language Inference datasets (Huang, He, & Liu, 2021). Additionally, by influencing transfer learning
from large Natural Language Inference datasets, great performances have been achieved in numerous
tasks, like in story ending prediction Li, Ding, & Liu (2019) and intent detection (Zhang, et al., 2020).

Huang, He, & Liu (2021) have proposed a framework that converts various commonsense reasoning
tasks to a common task, Natural Language Inference and used a pre-trained language model, RoOBERTa
in solving it. By influencing transfer learning from large Natural Language Inference datasets, QNLI
and MNLI, and adding vital knowledge from some knowledge bases like ATOMIC and ConceptNet,
and their framework achieved state of the art unsupervised performance on the two commonsense
reasoning tasks: CommonsenseQA and WinoWhy. Results from the experiments show that knowledge
from QNLI and extracted from either ConceptNet or ATOMIC can complement one another to improve
the model’s performance on commonsense reasoning.

5. Conclusion and Recommendations

This survey explores the impact and importance of knowledge and commonsense reasoning in NLP.
The survey provided a synopsis of the benchmarks, knowledge resources, state of the art and inference
approach toward knowledge and commonsense reasoning for NLP. Devlin, Chang, Lee, & Toutanova
(2019); Liu, et al. (2019), were the researchers who lately, made lots of advances in large pre-trained
language models where they tried pushing machines nearer to humanlike understanding capabilities,
making other researchers wonder if machines could directly model commonsense through symbolic
integrations. Ye, Chen, Wang, & Ling (2020) have also proposed a pre-training method for integrating
commonsense knowledge into language representation models where they built a commonsense-related
multi-choice question answering dataset to be used for pre-training a neural language representation
model. Storks, Gao, & Chai (2019) categorized commonsense knowledge and reasoning derived from
the NLP community into three areas: benchmarks and tasks, knowledge resources, and learning and
inference approaches as shown in the below figure. According Brown, et al. (2020) SOTA for most of
them have achieved the close to human accuracy of over 80% but their success is said to be due to larger
pre-trained corpora as well as much more parameters, which would be challenging to be followed for
most researchers. Huang, He, & Liu (2021) have proposed a framework that converts various
commonsense reasoning tasks to a common task, Natural Language Inference and used a pre-trained
language model, RoOBERTa in solving it.

There is need to revisit many implicitly accepted benchmarking practices such as depending on
simplistic metrics such as BLEU and Fl-score to keep up with improvements in modelling through
taking motivation from real-world applications of language technology and considering the constraints
and requirements that such settings pose for the models as recommended by (Ruder, 2021). Another
emphasis should be put more rigorously in the assessment of models and rely on multiple metrics and
statistical importance testing, contrary to present trends.
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AHHOTAILIASA. AKTya/lbHOCTb T€MbI UCC/Ie[JOBaHHI 00yC/IOB/IEHO HEOOXOJMMOCThIO 00ecTieueH st
CTaOMIBHOCTBIO (DYHKLMOHUPOBAHUST OOBEKTOB KPUTHUECKOH MHGOPMAaLMOHHON WHPPACTPYKTYPHI B
YCTIOBUSIX TIOCTOSIHHO BO3pacTarollell ys3BUMOCTH. [l 3TOro cjieflyeT TPOBOJUTH PaboThl C
TIOBBIIIEHHs] YPOBHsI KHOEpOCBeJOM/IEHHOCTH BCeX YUYaCTHHKOB KuOepripocTpaHcTBa. OCHOBHbIE
acrekTbl paboTel. B paboTe wu3y4yeHbl HWCTOKM BO3HWKHOBEHHs TPOOEeMbl JMYHOCTHOM W
Be/IOMCTBEHHOUW KuOep0Oe30macHOCTH, UCTOUHMKOM KOTOPOW SIBMISIETCS PacrpOCTpaHEeHHasi WTPOBast
3aBUCMMOCTU 4ejioBeKa. HayuHasd HoBu3Ha. [loATBep)K[eHO IpeAIo/IoKeHue, YTO WUIPOMaHUsl C
ICII0/1b30BaHKEM TEePMHHA/I0B COTOBOW CBSI3W U Te0JIOKAaLM sBJISIeTCSl OHUM U3 (DaKTOPOB, KOTOPbIE
BBI3bIBAIOT HapYIIEeHVs JINUHOM 1 BeJOMCTBEHHOH Krubepbe30macHOCTH.

K/TFOUEBBIE CJIOBA: uepomaHus, 2eonokayus, uepbl, KubepbezonacHocmb, 00seKm
Kpumuueckoli UH(OPMAYUOHHOU UHPPACMPYKMYPbl.

ABSTRACT. The relevance of the research topic is due to the need to ensure the stability of
the functioning of critical information infrastructure facilities in conditions of constantly increasing
vulnerability. To do this, work should be carried out to increase the level of cyber awareness of all
participants in cyberspace. The main aspects of the work. The paper examines the origins of the
problem of personal and departmental cybersecurity, the source of which is the widespread gambling
addiction of a person. Scientific novelty. The assumption is confirmed that gambling using cellular
terminals and geolocation is one of the factors that cause violations of personal and departmental
cybersecurity.

KEYWORDS: gambling addiction, geolocation, games, cybersecurity, critical information
infrastructure object.

BBEJAEHUE

WccnepoBanust [1] mo3BosiwiM yCTaHOBUTB, UTO JIOAW €XKeAHEBHO TPOBOJAT Oojiee yeThbIpex
yacoB co ceoumH cMapTdoHamu. CornacHo otuety comScore 2017 Cross Platform Future in Focus,
cpegHUM B3poC/bid amepuKaHel] (18+) e)xeZHeBHO MPOBOAUT 3a CBOMM cMapTdoHoM 2 yaca 51
MUHYTy. JTO mipuMepHO 86 uacoB B Mecsl. B [gpyrux crpaHax I10/ib30BaTe/id CMapT(OHOB
TIPOBOJW/IH, B CPeJHEM 10 KpaiiHeli Mepe uac B JieHb, IPHUK/IeeHHbIe K CBOUM YCTPOWCTBAM — U 4acTo
ropaszo gonbiie [2]. 3T¥ UuQprl BapbUPYIOTCS B pasHBIX CTpaHax, HO B CPeJHeM UesioBeK yZessieT
CBOUM Ta/[ykeTaM oueHb MHOTO BHUMaHHUSI ¥ TI0POii JoBepsieM UM YacTHYr0 uH@opmauwuto (puc. 1) [3].
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PucyHok 1 — 3aBUCMMOCTB JIFOZIeN B Pa3HBIX CTPAHAX OT CPe/ICTB COTOBOM CBsi3v (CMapT(OHOB)

CrneayeT KOHCTUTYHMPOBAaTb TOT (hakKT, UTO CMapT(OHBI CTAaHOBATCS BCe Oojiee MOIIHBIMU U
CTIOCOOHBIMU [efiaTh OoJibIlie Belled, M Kak C/Ie[CTBHE 3a/I0XKeH TI0/ICO3HATebHO CMBIC/, UTOOBI
JIFO/TA TPAaTW/IA Ha HUX BCe OOJIbIIIe TMYHOTO BpeMeHW. HecMOTpsSl Ha BO3pACTAOI[yI0 OMAaCHOCTUA OT
WCKYCCTBEHHOTO WHTE/UIEKTa, [OIOJHEHHONH peanbHOCTH W JAPYTUMH  (YyTypHUCTHUECKUMH
TeXHOJIOTUSIMHM, MHOTHe JIFOAW He 3aJyMbIBAlOTCS Haj Mpo0jeMolo, BCe elje >XUBYT B MHpe
cmapTdoHoB. CMapTdoHHasi 3aBUCHMOCTh, KOTOPYH) WHOT/Ia HAa3bIBAlOT «HOMOQOOUEr» (cTpax
ocTaTbcsi Oe3 MOOWIBHOTO Tene)OHA) YacTO BLI3BIBAETCS MPOOJIEMOM Upe3MepHOTo MCIO/b30BaHUS
ViHTepHeTa WM PacCTPOWCTBOM HHTepHeT-3aBUCHMMOCTH. CaM Tesie)OH WM TJIAHLLIET He CO3ZaeT Y
ye/iOBeKa OLIYIlleHWe TPUHY)KAEHHsl. 3aBUCHMMOCTb BCe 4Yallle BO3HMKAeT OT WIPhbl, WIPOBOM
TporpaMMbl, OH/IalH-UTP, C KOTOPBIMU OH CBsI3bIBaeT ToJb30BaTe s [4]. B camux cmapTdoHax HeT
HUYET0o OCOOEHHOro, YTO BBI3bIBA/IO O 3aBUCMMOCTb, HO HACTOSsIIeH [BWDKYLeW CWIOW Harei
TPUBSI3aHHOCTH K 3TMM YCTPOWCTBAM BO3HUKAeT BC/IE/[CTBHE T'MIePCOLMAbHON Cpefibl B KOTOPOM
ripeObIBaeT yesioBeK B COBpeMeHHOM mupe [5].

Urpomanus — 6oe3ub XXI Beka, UTo Mpe/IoaraeT HeyrpaB/isieMblli Ype3MepHOe BiieueHre K
asapTHBIM urpam. Urpa Takke siBjisieTCsi CpeCTBOM TICUX0JIOTUUeCKON Pa3rpy3KH Mocjie JIUTeTbHOTO
o0yuenusi. OZJHAKO 3TO CPEICTBO 3a4aCTYIO TIPEBPAIIIAeTCs B CAMOIIe/ib, M TOT/Ia Pa3BUBAETCS UTPOBast
3aBUCHUMOCTb. 3aBUCHUMOCTh OT WID HCYepIibiBarolijee OmMucaHa AMepUKaHCKOM ICHXUaTpUUecKou
acconaly B PyKOBOACTBe MO JUAarHOCTHKe W CTAaTUCTHKe TMCHXWYeCKWxX pacctpoiictB (Diagnostic
and Statistical Manual of Mental Disorders DSM-5), K0TOpoe HCIONB3YeTCS CHeLdaIuCTaMu JIJist
[IWaTHOCTUKU TICUXUUYECKMX PAaCCTPONCTB M TICHUXUUYECKOTO 3/10pPOBbsi 4YesoBeka. Ha MomeHT
ony0/iMKOBaHMs pykoBozacTBa DSM-5 B 2013 rogy He ObUIO [JOCTAaTOUHBIX [JOKA3aTE/IbCTB, UTOOBI
OTIpefie/IuTb, SIB/SIETCS /M 3TO COCTOSIHAE Ye0BeKa YHHUKAJIbHBIM IICMXWYEeCKUM pacCTPOMCTBOM.
OpHako B pa3sfiesie WHTEPHET-UTD 3HAUWTCS WUIPOMaHUs KaK PaCcCTPOMCTBO, KOTOPOE TIOJJIeXKUT
JaabHeRIIMM MeJULIMHCKUM UCC/ieZiloBaHueM [6].

Ony6siMKOBaHHBIE UCC/IejoBaHue [7] CBUIETeNLCTBYIOT, UTO TIO CTaTHUCTHKe, OKOJO 75
TIPOL[EHTOB UTPOKOB — 3TO IIKOJBHUKHU U CTY/IeHTHI (pUC. 2). Y 3TO He MOXKeT HaCTOPaKHUBaTh.

31



Scientific and Practical Cyber Security Journal (SPCSJ) 6(2): 30-37 ISSN
2587- 4667 Scientific Cyber Security Association (SCSA)

75%

&% 6%

%

50%
60%

0% 33%

a0% 28%
30%

20%

10%

0%  KoudwmaHoe Yenoeex Geper Mompoctku  [leTw, Kotopble De, KoTopbie

OTHOLLEHME c coboimt OLLyLLRIOT NPOBOJATCO NPOBOOATCO
pomTeneu C DeTLMMU TenedoH B 3aBUCMMOCTBL O1 aMgeTHOM aMapTdDHOM
Mpo YpesMepHoe Tyaner avgprgoHoB  Goneed4 yacoB B Gonee 8 yacoB B
noJb30BaHNe CyTKMN yTKH
rampeTaMmn

PucyHoK 2 — 3aBUCUMOCTE JIeTell OT Cpe/iCTB COTOBOM CBsi3H (CMapT(OHOB)

AHAJIN3 ICCJIEJOBAHMI U ITYBJIMKAITUN

Pabora [8] yka3biBaeT Ha TO, UTO KOMITbIOTEPHbIE UTPbI BCE Yallle CTAaHOBSATCS COBPEMEHHBIMU
ckaskamMu. OnacHOCTb KOTOpBIX 3aK/0YaeTcss B MacCOBOM 3MOLMOHAIbHOM, ICUXOJI0IMYeCKOM
BOCIPUSITUM UTPBL. ITO OZIUH PaKypcC NMpobieMbl oApoOHO M3yUeHO CieIyOIMX HayuHbIX paboTax u
B pe3ysbTaTe (OPMUPYETCs LieJIOCTHAsI KapTHHA MUpa.

B pab6ote [9] ycTraHOB/IeHO BMsiHWE KOMIBIOTEPHBIX WIP, KaK HOBOro (hakTopa KyJ/bTypbl Ha
CTaHOB/IeHUe TMUHOCTH. [Tpy upe3aMepHOM YBIeUeHUH MU MOJKET MIPUBECTH UesioBeKa K arpecCUBHOMY
niposiesienuto [10]. B panbHeNIMX WccaefoBaHMSIX CUCTEMaTU3WPOBAHbI CUMIITOMbBI KOMIIbIOTEPHOM
3aBucumocty [11]. Yrto mnpumeuaTensHO, OHM KOPPEIUPYIOT C pe3yJjbTaTaMM HUCC/Ae[0BaHUM C
Kosneramu [4]. Ha ocHoBanum 0030pa ocobeHHOCTeH I1IeHHOCTHBIX OpPHEHTAL[UM I0JIb30BaTesiei
KOMITBIOTEPHOU TEXHWKHU aBTOP MCCieioBaHus [12] MpUXoAUT K BBIBOAY, UTO PAaCTpOCTpaHeHVe HOBBIX
KOMITBIOTEDHBIX TEXHOJIOTUH MNPUBOAWUT K TIOSIBJIEHHMIO HOBBIX CJIOEB peajlbHOCTH — BUPTYalbHOU
peanbHOCTH. BupTyanbHOe NPOCTPAaHCTBO — S5TO HOBBIA TUI KY/JBTYPHOIO IPOCTPAaHCTBA, UTO
XapakTepu3yeTcsi CBOOO/ION TBOPUECTBA, W/UTFO30PHOCTH, JMHAMHUUYHOCTHIO, BO3MOXKHOCTBIO YCKOPSITh
Wi TioBopaurBatk Bpems [13]. Ha ocHoBe 3TOil BHUpTyanbHOW peasibHOCTH IOSIBUIMCH HOBast
cyOKy/bTypa — CyOKy/bTypa — reifiMepoB. OCHOBHbIE YYaCTHUKU CYOKY/IbTYpBI reliMepoB — MOAPOCTKH
U CTyZleHTbl. JTO TOT BO3pacT, JOMHHAHTON KOTOPOro SBJsieTCS BbIOOD CYOBEKTMBHO Ba)KHBIX
LIEHHOCTel, TOCTPOeHWe CUCTeMbl IieHHocTed. Co3jaHa Ha 0ase I|EHHOCTEH cucTeMa MPUHIUIIOB
TpeBpalllaeTcs B JajbHENIIeM B )KH3HEHHYIO cTpaTeruio. [103ToMy 0CO6€HHO Ba)KHO M3y4daTh CHCTEMY
LIEHHOCTHBIX OpHeHTaLi IMEHHO MOJIO/IbIe — UITPOKOB B KOMITbIOTEPHBIE UTPBL

B pabGotre [14] mpeanokeHO COLMATBLHO-TIEATOTUYECKYH) TIPOQUIAKTHKY WTPOBOM
3aBUCUMOCTH. OnucaHbl MeTo/bl M (POPMBbI IPOPUIAKTHYECKON JiesTeIbHOCTU COLIMa/IbHOIO Mejarora
M0 TMpejyIpeXXleHUI0 WUrpoBOM  3aBUCUMOCTH. l3yueHue yKa3aHHOIO OIbITa COLIMA/JBHO-
Tre/larornyeckou MpodUIaKTUKN UTPOBOUM 3aBUCUMOCTH SIBJISIETCS MHTEPECHBIM C TIO3ULIMHU TIPOBEPKU
TUTOTEe3bl O BO3MO)KHOCTH TIPUMEHEHHs] aHaJOTHUHOM TNPOGWIAKTUKM pPabOTHUKaMH OOBEKTOB
KPUTHUEeCKOW MH(PacTpyKTyphl. Bo3aMo)kHO 1oTpebyeT KOPPEKTHPOBKY COL{a/IbHO-TIe,ar oruueckoil
NpoUIaKTUKH, OCBEIOMJIEHHOCTH.

Pe3ynbTathl uccienoBanus HarmoHameHoM accormaipy CIA 1o mpob6iemaM a3apTHBIX WIP
CBU/IETENIbCTBYIOT, UTO CPeAHECTaTUCTUIECKHIA KUTe/b 000 CTPaHbI MUPa MOXKeT CTaTh YTOJIOBHUKOM
C ToCTOBEPHOCTHIO 6%, HapKoMaHoM — 32%, anKkoromkoM — 34%, urpomadom — 48% [15].

O Hanmmuuu npoOIeMbl UTPOBOM 3aBUCUMOCTH OT WMrphbl B Pokémon oTMeueHO B MCC/ieI0BaHUN
[16]. Ocoboro BHUMaHMsI TmproOpeTaeT mpobreMa WrpOMaHWM Cpefud BOEHHOCTY)KAIUX U
pabOTHMKOB 0OBEKTOB KpPUTHUYECKOW MHGPacTpyKTypbl. K coka/leHHro, CTaTUCTUYeCKUX JAHHBIX O
WTPOBOM 3aBUCUMOCTH BOEHHOC/TY>Kall[UX U PAOOTHUKOB 00BEKTOB KPUTHUECKOW MH(PPACTPYKTYPHI B
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OTKPBITOM /IOCTYTIE OTCYTCTBYIOT, TI09TOMY 00 ee ypOBHe MOXKHO CY/IUTh JIMIIb KOCBEHHO, HAallpuMep,
W3 OTKpbLITOM TyOnmukaruu [17]. CriegyeT OTMeTHTDb, UTO C TOSIBJIEHMEM WP yCTaHaB/IMBaeMble Ha
TepMUHA/IBl COTOBOM CBSI3M W /IOTIOJTHUTEILHOW pealbHOCTH B KUOEpPrpoCTPaHCTBe MpHOOpeso
pa3BuTHe WrpoMaHuH. Wrpomanusi cpefu pabOTHUKOB OOBEKTOB KPHUTHUECKOH WH(PACTPYKTypbl
TpeBpaTWiIach B TOTEHL[MAJbHYIO OMACHOCTb, CBSI3aHHYI0 C YTeukod KOH(uAeHLHaTbHON
MH(pOPMAI[MK OTHOCHTEILHO MePCOHABHBIX JAHHBIX «UTPOKOB», MECTa UX MOCTOSIHHOM [JUC/TOKAL[AU
U MHOroe apyroe o0 0ObeKTax KpPUTHUECKOW HHPpacTpykrype. O mpobsemMe TOBODUTCS U B
CpeAcTBaX MacCOBOM MH(OpPMAI[MH CO CCBIIKOM Ha MuHucTepctBo oboponbl CIIIA, KoTopoe
3arpeTU/I0 CBOMM BOEHHOC/IY)KAIlM I10/1b30BaThCsl (PyHKLIMEN reosioKalliy B TPUJIOXKEHUSIX U Ha
MOOBIX YCTPOMCTBAX B MeCTax MPOBeZieHHs BOEHHBIX orepariuii [18].

ITocraHoBKa 33/|Jaud U CBA3b €e C BAXHBIMH HAYYHBIMM 3afiaHUAMH. 3a pe3y/bTaTaMH
aHanusa pabot [8 — 18] ycraHoBieHO, uTO K3 0OLeil KapTHHBI YIyL{eHO BHUMaHUS W3yYeHHOCTH
pelileHysi TipoOieMbl TIpeAOTBpAILeHUs, BO3MOXKHOW OMACHOCTA JIMYHOHM W BeJOMCTBEHHOMN
KrnOep6e30macHOCTH, KOTOpas TauTCs B TeOJOKALMOHHBIX Wrpax. 3HAuMMOCTh TPOOJIEMBI
YCHW/IMBAeTCS B CJIeICTBUM yBeNIWYeHUs] UMC/Ia 3aBUCHMMOCTH PabOTHUKOB OOBEKTOB KPUTHUYECKOW
WH(PaCTPYKTYPBl OT UTPOMaHWX Ha CPeICTBaxX COTOBOM CBsi3v. [103TOMy, yUUTBIBasi MOTEHL[UATBHYIO
OTAaCHOCTb WIPOMaHUM CpeAr PabOTHUKOB OOBEKTOB KPUTHUECKOW WH(PACTPYKTYPHI, CUMTaeM 3a
HeoOX0/MMOCTb, TIPOBeJieHUs] [JaHHOTO MCC/Ie/OBaHUsl 10 M3y4yeHHI0 (eHOMeHa IICHXO0JIoro-
rejjaroruyeckoi  rpobsembl, KOTOpasi HamnpsiMyl0 WM KOCBEHHO B/USeT Ha JIMYHYI0 U
Be/IOMCTBEHHYIO KHOep6e30macHOCTH.

IEJIb CTATbU

W3yyeHne mnpobseMbl JIMUHOCTHOM U BeJOMCTBEHHOM KuOepbOe30macHOCTH B C/IefICTBUU
pacrpocTpaHeHust UTPOBOM 3aBUCUMOCTH pabOTHUKOB 00BEKTOB KPUTUUYECKOH UH(PACTPYKTYPhI.

OCHOBHOM PE3YJIbTAT UCCJIEJJOBAHUS

B HacTosieii pabote paccmotpuMm TpobieMy KubepOe30rmacHOCTH BO3HUKIIYIO BC/IE[CTBUE
WTPOMaHWM C  HCIIOJb30BaHWEM  TeJIOTAliOHHBIX ~WIP  [JIONOJIHEHHOM  peajibHOCTBI0 |
TpYBJIeKaTebHOCTEIO0. JloTo/IHeHHast peaJbHOCTh — 3TO He ToibKo Google Glass u BUpTyasibHBIE
MEepCOHAXKH, TaHLYIOLIMe Ha peajbHbIX OOBEKTax BOKPYr Hac. B Oosiee IIMPOKOM CMBICTTE
JIOTIONIHEHHAsT PeaslbHOCTh — 3TO Jitobasi MPOEeKIUsl BUPTYaJbHBIX OOBEKTOB Ha peasibHbIA MHUP.
MonynspHass urpa Pokémon Go, kak u ee TMpeAllecTBeHHUK Ingress, sIBIseTCS TPUIOKEHUEM,
OCHOBaHHBIM Ha TeXHOJIOTHH AOTIOHEHHOM peanbHOCTH. Co3[aTeny Urphl HaL|e/TWId CBOUX UTPOKOB
Ha TIOMCK BHUPTYaJbHBIX TIOKEMOHOB B peajlbHOM Mupe. A utoObl Bce 3T0 paborano, cMapTdoH
JI0/DKeH HeTpepbIBHO IPOBEPSITh CBOe MeCTOMO0JIOXKeHHe M CUHXPOHU3UPOBATh €ro C KapToi.

Hapsi3biBaHMe paboTHHMKaM OOBEKTOB KPUTHMUECKOM HMH(PACTPYKTypbl I'€0I0KAalOHHBIX UID
MMeeT OdYeHb OlacHble TIOC/eJCTBUS, KOTOPbIe CKPBITBI 107 SIPKUM TICHXOJIOTHYEeCKUM
yZOBOJbCTBHEM. BO BpemMss Wrpel ue/ioBeK TIOTPy)KaeTcs Kak Obl B HACTOSIMe CIIOPTHUBHbIE
COPEeBHOBaHUS. JTO TIOTPY)KeHHe HalleJIeHO Ha BCKPBITHE CHUCTEMBI TMYHOCTHOW W BeJOMCTBEHHOU
Krbep06e30macHOCTH, W YTeUKW TeouH(GOPMalUuoHHONW WH(OPMAalMyd W3 pacrioyiokeHWsi OOBEKTOB
KPUTHUECKOW MH(PaACTPYKTyphl X HaTypasbHbIA BUA. [1JIs1 3TOTO yCIOBHBINA NMPOTUBHUK HUCTIONB3YeT
L[eJIyI0 CHCTeMY KOMIIbIOTEPHBIX U UTPOBBIX MPU/IOXKEHHH, YCTaHAB/IMBAeMbIX Ha CPeJiCTBAa COTOBOM
cBsizu. [Ipexxge Bcero, JaHHble WIPbl aJpecoBaHbl M pacCYMTaHbl HAa WIPOMAaHOB, KOTOpble He
TIPe/ICTaB/ISAIOT TPaTUTh CBOe CBOOOJHOe BpeMsi BHe Urpbl. OH/IaliH UrPbl PAaCLIMPSIIOT BO3MOXXHOCTb
yTeukl TreouH(OpMalMOHHONW WH(OpMaluyd W3  pacroioXKeHUs] OOBEKTOB  KPUTHUECKOH
MH(PACTPYKTYpPbI 110 CPaBHEHUIO C WUTPaMM yCTaHOBJIEHHBIX [JIsi aBTOHOMHOM WIpbl, TO ecTb 6e3
BbIXO/]a B ceTb IHTepHeT.

PaccMOTpUM HECKONBKO OT/e/bHBIX Harbosee OMacHBIX 00pa3loB TeO0I0KALMOHHBIX HIp,
uHTepdelic KOTOpbIX N300paXkeH Ha puC. 1.

Wrpa Nel «cdororpadupyit mokemoHa» (puc. 3, a). JeBu3 urpsl «chortorpadupyii mokemMoHa —
CTaHeIllb YeMITMOHOM». A3apT UrPbl HACTOIBKO BOOAYIIEB/ISET UTPOKA, UTO TOT U HE 3a/yMbIBasiCh
¢bororpadupyror Bce 00beKThI KpUTUUYeCKOH MHGPACTPYKTYphL. Janee 3t hotorpaduu u3 tenedoHa
C JIETKOCTBIO aBTOMATHUUeCKH OTTIPABJISIIOTCS Ha BPayKeCcKue CepBephl.
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PucyHok 3 — [Ipumep oTAenbHBIX 00pa3joB reo/0KalMOHHBIX UTDP

Urpa Ne2 «choTorpadupyii 3aaHve, yuily, TIO3UIUIO WK Apyrod o0bekT» (puc. 3, 0).
MoOTHBaLMOHHBIH JI03yHTOM «coTorpadupyi 3aHuve, yuLly, TTO3ULUI0 U APYroil 0OBeKT» — CTaHb
MEepBBIM KTO CO3/la/l MHTEPECHYI0 KapTy. AHaJOTMYHbIM 00pa3oM, TpUIOKeHHe aBTOMAaTHUeCKU
HarmpaB/seT Ha HEW3BeCTHIM cepBep dororpaduu 0OBHLEKTOM KPUTHUYECKOH WHGMPACTPYKTYPHI,
KOTOpbIe UTPOMAHHI € a3apToM (hoTorpadupyror.

Urpa Ne3 «Ingress» — Google cpenan 1ward B HarpaejieHWe K TIOMyJ/sipU3alvd
r€0/IOKalMOHHbIX urp. CumTaetcs, uto «Ingress» — 3TO He Wrpa, a 3aMaCKUPOBaHHBIA COOPHHK
«TPOM» — MyTel, 10 KOTOPHIM TlepeMellatoTCsl JIF0U e3/T, CO3[aHHbIN /i HaBUTal[MOHHOTO rpada
Google maps (puc. 3, B). IIpunoxenue Ingress the Game Obu10 3aryiieHo pa3paboturkom Niantic
Labs B Hosibpe 2012 roga. V3Haua/ibHO JOCTYN K WIrpe TMPeAOCTaB/S/ICS TIO TIPUTJIALLIEHUSIM.
[TproOpén MMpPOKYI0 3aBUCHMOCTH Yy WIPOKOB co3zarten ¢ OKTsbps 2013 rozga gocTym K urpe
ciesiau OTKPBITHIM. B urosie 2015 r. urpa HacuuThiBasia 12 MiIH nonk3oBatenedt [19]. 3agaua urpoka
— B pEXKUMe peasibHOrO BPeMEeHH Tiepe/IBUTaThCs 10 TOPOAY, TOAXOAUTE K JIOKALWsiM, KOTOpbie Ha
KapTe Tropoja BHYTPU IIPWIOXKEHUs-CKaHepa OTMeueHbl KaK «IIOpTajibl», 3axXBaThbiBaTb UX,
TrepekpalivBasi B 1IBeT CBOel KOMaH/Ibl, TIO/Ty4asi OUKU U apTedaKThI.

Urpa Ned «Shadow Cities» MoOU/IbHas OHIAMH Wrpa MPO 3axXBaT peanbHBIX ropofioB. CHOXKET
WIPhI, CaeAyromwuii. B Mupe nger KOHGIMKT ABYX CTOPOH, MOCTOSTHHO TMO/AePKUBaeMblii BHYTPeHHe
WTPOBBIMHM COOBITHUSIMH, TYPHHUPAaMH U SMUUECKUMU 3a7lauaMi. OUeHb CTUIbHBIA BHU3YyalbHO TPOEKT,
MepBbIM U3 BCEX TIe0JI0KallMOHHbIX Wrop CZefial XOpOLIyl0 TpexXMepHYyr0 KapTy (Ha OcCHoBe
OpenStreetMap) (puc. 3, ).

Ocobyro OracHOCTh MMEIOT TE0I0OKAI[MoHHbIe Mrpbl Tuma «Pokémon Go» 0T 00bneguHeHus
komranuii Pokémon Company, Google u Nintendo. OmacHOCTb 3aK/OUaeTCs B MacCOBOM
5MOL[MOHA/ILHOM, TICUXOJIOTUYECKOM BOCIIPUSITUM WTPhl U TOTEHL[MaJbHOMY YTeUKU HHGpOpMalu
OTHOCHUTE/TBHO OKPY>KEHUSI UTPOKOB, MECTHOCTH U 0OBEKTOB.

Ob6rmas KOHL[ETIIVSI reo0/I0KAlMOHHBIX urp rpeyCMaTpUBaeT TpUMeHeHHeM

34



Scientific and Practical Cyber Security Journal (SPCSJ) 6(2): 30-37 ISSN
2587- 4667 Scientific Cyber Security Association (SCSA)

reoMH()OpMaLMOHHBIX JJaHHBIX 110/1b30BaTeIs U NpeciefyeT CAeYIOLIyO Lefb:

1. Co3fiaHue y uyeioBeKa 3aBUCUMOCTU OT «UTPOMAaHWK» Ha OCHOBE KaK Obl eCTeCTBEHHOTO
CTIOPTUBHOTO COPEBHOBAHMSI;

2. CokpbITh 3ambic/ia cOopa KOHpUIeHIManbHON uHpopManuu (dortorpaduit) Moz rMouck
CKpBITBIX, Harpumep, Pokémon, KOTOpbie OTOOpa)kalOTCS Ha TJIABHOM HYKpaHe CpeJiCTBa COTOBOM
CBSI3Y;

3. ®opmupoBaHUWe 1Ie/I0OCTHONW T'e0I0KAl[MOHHOM KapTHWHBLI MPOCTPAHCTBA, mMyTeM cbopa Ha
TepBbIN B3IJIs YUCTO CJTydaliHOM OTKpBITON nHpopmauuu (dhotorpaduii);

4. @opmupoBaHMe L[eJIOCTHOW TIeO0JIOKallMOHHOM KapTUHBI IIPOCTpPaHCTBa OOBEKTOB
KPUTHUECKOM HH(PaCTPYKTypbl OOBEKTOB IyTeM IIpUBJIEUEHHs] WIPOMAHOB K cOOpY Takoii
KoH(UeHUMansHoN nHpopMauyu (dotorpaduii).

Pa3paboTuriku Urpbl Bce OOJbIIIe CTPEMSTCS CO3/laBaTh albTePHATUBY PeabHOCTH, MOJ00HYI0
npobsieMy KOMIbIOTepHBIX Urp [20].

Beugy onacHocty reonokaiuuu  MwuHucTepcTBO oboponbl  CIITA  3ampetusio  cBOMM
BOEHHOC/TY>Kall[iM TI0JIb30BaThCsl (PyHKI[Mel reo/ioKaliy B TIPHIOXKEHUSIX M Ha JIFOOBIX yCTPOMCTBaX
B MeCTax IpoBe/ieHHs1 BOeHHbIX onepatiyii [18]. ITockoabKy reosioKarjyisi MOKeT pacKphITh HE TObKO
MUYHYI0 MH(OpPMAaIUio, MeCTOHAXOXK/eHHe, TTOBCeHeBHYI0 aKTUBHOCTb M UMC/IEHHOCTb BOEHHBIX, a
TaK)Ke MOTeHLMa/TbHO CO3/1aTh HerpejHaMepeHHble PUCKHU [Jisi 6e30MacHOCTH U TOBBICUTh OMAacHOCTb
JJisi 00beHEHHBIX CHJI U MUCCHI. B mepeueHb MOTeHIMANbHO OMACHBIX MPOrpaMM U YCTPOMCTB,
pykoBogcTBO IleHTaroHa, fo6aBuny, pUTHEC-TpeKepbl, CMapT(OHBbI, TUIAHIIETH! U CMapT-4achl.

YunrteiBasi 0eCriepCrieKTUBHOCTL CYIIECTBYHOLIMX Mep 10 0Oopnbe ¢ wurpomaHueidd cpeau
BOEHHOC/TY)KallluX TI0 JaHHbIM HCTOYHMKa [21] B MunucrepctBe o6oponsr CIIIA pa3paboTaHsb
yKa3aHus 110 6e301acHOMY 0XOTbl Ha TIOKEMOHOB CpeJii KOTOPbIX PeKOMEH/J0BaHO:

3arpy’kath TOJMLKO oduIianbHyo Bepcuio Pokemon GO ot pa3pabortunka (Niantic), ¢ Google
Play Store i Apple App Store;

st BocripousBefeHus1 npuMeHsiTb GPS U coesuHeHue s nepefaud AaHHbix (Wi-Fi wum
cotoBotli (3G/4G));

u3beratb Wrpbl B Tex 00/1acTsAX, TAe 3ampelieHo, uToObI TMOJb30BaTesisi 0003HaYaIu
reorpauyeCKUMHU Terammu.

Takum o6pa3oM, MCXO[si M3 BhIle PAaCCMOTPEHHOrO CJielyeT PeKOMEeH/[0BaTh BK/IIOUMTh
WIPOMaHMUIO C UI0/Ib30BaHUEM Te0JIOKAL[Ui Y TEPMHUHAIOB COTOBOM CBS3U B IPYINY (DaKTOPOB PUCKA,
KOTOpBIe BbI3bIBAIOT HAPYIIeHWs KakK JIMUYHOM, TaK ¥ BeJOMCTBEHHOU KOep6e301acHOCTH.

[ns nipeoponenyst pakTopa, HEOOXOAWMO CHUCTEMHO TIOZOWTH K €ro pelleHHI0 Ha OCHOBe
0CO3HaHUS K&K/bIM Ue/I0BeKOM IIPUUMHBI ¥ MeXaHK3Ma BC/le/ICTBHE KOTOPOro BO3HUKAeT HapylleHus
JMYHOW W BeJOMCTBeHHOW KubepbOe3oracHoct. Hapymienusi kubep6e30macHOCTH BO3HUKaeT B
pe3sy/bTaTe [eHCTBUN Ye/lOBEKOM 3a KOHLENL[MeM Wrpbl, B KOTOPYIO 3a/IOKEH MeXaHH3M YTeuKd
KoH(UAeHIManbHOU nH(OopMaIiu.

AreHThl KrOepyrpo3 urToObl He BBI3BAaTh CpabaThIBaHUS CHCTEMbI KHOEp3allWuThbl, CO3[AI0T
yrpo3bl, KOTOpPble MCII0/b3YIOT Ha UTPOBbIE IPUIOKEHUSA-TPOsIHBL. B pe3ysibTaTe yCTaHOBKU UIPHI C
TIOMOLLbI0 TIPUJIO’KEHUSI-TPOsSIHA He OCO3HaeT Kakod PUCK HeceT MMeHHO 5Ta urpa. [locse yzpayHoit
VHCTa/VISIOMK  (YCTaHOBKW) WrPbl Ha TePMHHANbI COTOBOW CBSI3M, B aBTOMaTUUYeCKOM WM B
M0JTyaBTOMaTU4YeCKOM DeXXUMe TMporpaMma JiesaeT 3arpoc Aoctyna K (oTrokamepe, KapThl MaMsTH,
(dororpaduii ¥ BakHOe YCIOBHEe ee pabOTOCIIOCOOHOCTH SIBMSIETCS BK/IIOUEHHE Te0JIOKALUU C
JocTyroM K cetd ViHTepHeT. ECTh MCK/TIOUeHHs], KOrJja JOCTYI K CeTU HHTepHeT He TpebyeT. OHaKoO
TpY TIepBOM JKe TIOAK/IIOUeHWH K CeTH Bce (ailyibl (aKTUBBI) aBTOMATHUECKH OTTIPABJSIIOTCS Ha
cepBep. ITonb3oBaresns BClo paboTy 3a INMMOHA cfenan cobcTBeHHOPYYHO. [1o HalleMy MHEHUIO,
UTrPOMaHUs SB/ISIeTCSl YaCTUUHBIM MeXaHU3MOM BCeM BE/MKOW CTpaTeruu Urpbl ee y4aCTHUKOB B
KuOeprpoCcTpaHCTBe, UTO NPUBOAUT K HapylleHHI0 K1ubepbe3onacHoCTH (yTeukyd KOHGbU/eHI{MaTbHON
vHpopma 06 oOBeKTax KpUTHUeCKOW wWHOpacTpykTypel [22]. KTo Ha Kakoil CTOpOHe
TIPOTUBOCTOSIHUSI B KMOEPIIPOCTPAHCTBE BCE 3aBHCUT OT MOTHMBALJMOHHBIX MOPTPETOB MX YYaCTHUKH
[23]. DTOT MOTHBALMOHHBLIM TOPTPET HEOOXOAUMO TIePUOJUUECKd U3y4yaTh JAabbl TIpeceub
TIPeANOChUIKA HapylieHus: kKubepbe3omnacHocTH [24].
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BbIBO/JbI

Taxkum 00pa3oM MOKHO CchOpPMYIMPOBATE CIeYIOIIEe BBIBObI:

1. CpenctBa COTOBOM CBSI3M TIPEJCTAaB/ISIIOT HAaWOOJBIIYI0 Yrpo3y B  HCIO/b30BAHUM
paboTHMKaMH OOBEKTOB KPUTHUECKOW HH(PACTPYKTYpPhbl, a UMEHHO CIIOCOOCTBYIOT CIEXEHHUI0 H
PaCKpBIBAIOT MECTOHAXOX/[eHWe T0/ib30Baresiss. MoOunbHbIA TenedOH faeT 3aWHTEPeCOBAHHOMU
CTOpOHE MPOTUBHUKY HAMHOTO 0OJIbIlIe BO3MOXKHOCTEH KOHTPOJIS, YeM KOMITbIOTEp Wiu HOyTOyK. Ha
MOOUILHOM — TenehoHe TpPyJHee W3MEHWTh OMNEpPALMOHHYH) CHUCTeMY, UCC/IeI0BaTh —aTakH
BPEZIOHOCHBIX TIPOrpaMM, YAajsiTh HeKesaTeslbHble TPUIOXKEHUs, TOMellaTh MOCTOPOHHUM JIML[aM
(HarpyMep, oreparopy CBsI3W) CIeAWTb 3a TeM, Kak I10J/Ib30BaTe/lb HCII0Jb3yeT CBOE YCTPOMCTBO.
Bonee Toro, npou3BoauTens TeneoHa MOXKeT 00BSIBUTH MOJIeNTb YCTapeBILel U repectaTb 0OHOBISTh
nporpaMMHoe obecrieueHre, B TOM UKC/Ie TO, KOTOpOe OTBeyYaeT 3a 6e30macHOCTb.

2. TlpsiMoii 3ampeT OTHOCHUTE/JBHO MCIO/Mb30BaHUS pabOTHHKaMU OOBEKTOB KPUTHUECKOM
WH(PACTPYKTYPbI KaK CBUZETE/HCTBYET COBPEMEHHAasi MUPOBasi IPAKTHKA He SIBJISIETCS 1eMCTBEHHOMH,
a Hao0OpOT CTUMy/NMpyeT K TpaBOHapyuleHHt0. [TosTromy TpeOyeT Bce OOJbILero IpHBIeUEHHUS
BHUMaHMsi K W3yUEHHIO OTHOCHUTESBHO HOBOM  TICHXOJIOTO-TIeJJarornyecKor  MpoOsieMbl
COBPEMEHHOCTH.

3. TlocTosiHHO BK/IOUeHa (YHKIMsI OTIpeZesieHHs Te0/I0Kallud — 3TO OTPOMHBIA MUHYC [ist
Ge3omacHOCTY ¥ KOHQU/EHIIMATBHOCTH JIaHHBIX, TI03TOMY ee HY>KHO OTKJ/II0UaTh il 6e301acHOCTH U
KOH(U/IeHL[MaIbHOCTH JIaHHBIX.

4. Heo0x0A¥MO MaKCHMa/bHO MCIIOMB30BaTh TOJBKO Te CPeJCTBa CBSI3W, B KOTOPBIX He
TI03BOJISIIOT TIPOM3BOJIUTENIEM, TIOMHUMO T'OJIOCOBOM TeyiehOHHON CBsi3u (GYHKIWH, (OTO- BUJEO-
3BYKO3aIlMCH, T1epefiauy JaHHBIX yepe3 ceTb MHTepHeTa. CoBpeMeHHasi KOHLIEILUsl TIPOM3BOAUTe el
MO>KHO YCJIOXKHUTD BBITIOJIHEHHE 3THX TpeboBaHUM, HaBsI3bIBaHUsI BCErO U Cpasy.

HAYYHASA HOBHU3HA

[ToaTBEp)KIEHO TPeATIooKeHHe, UYTO WIPOMAHHsS C HCIO/Ib30BaHMEM TepMUHAI0OB COTOBOW
CBSI3M U TeOJIOKAL[UU SIBJISIETCS OJHUM M3 (PaKTOPOB, KOTOpbIE BBI3bIBAIOT HAPYILEHUS] JTUYHOW M
Be/IOMCTBEHHOM Knbepbe30rmacHOCTH.

TIMEPCIIEKTUBBI JIAJTIbBHEWUIIINX HAYYHBIX UCCJIEJIOBAHUN

[pescTraBneHHOe UCCeZOBaHUE He HCUEPIIbIBAET BCEX acleKTOB 0003HaueHHOM MpobsieMsbl.
TeopeTnueckre ¥ TpaKTHYeCKHWe pe3yJsbTaThl, TOyYeHHbIe B TIPOIleCCe HAyYHOTO IIOMCKa,
COCTABJISIFOT OCHOBY /151 Ja/IbHEMNIIIero ee U3y4yeHus B Pa3/IMUHBIX acleKTax.
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ABSTRACT:The main aim of the study is to give the reader the basic meaning of an “Internet of Things” itself,
evaluate its main concepts, types, trends, and areas of application, as well as challenges.

The study is a basic and fresh literature review from general sources and researches on the topic that has been
done recently by the scientific community. Qualitative and quantitative methods of data collecting have been
used. As a result, this paper can offer new interpretations, theoretical approaches, or other ideas. Mendeley
referencing application was used to cite and give credits to the authors of a raw material used in this study.

This term paper will give an excellent understanding to other researchers who are trying to build basic concepts
within the topic, or to those who wish to begin their researches on “IoT” furthermore and will provide effective
and accumulation knowledge. Also, can be useful as a raw material to the introductory courses regarding “IoT”.
KEYWORDS - IoT; Internet of things; IoT security; IoT vision; Internet of nano-Things; IoT architecture;
Layers of IoT; Smart Planet; Smart Home; Smart Transport; Smart Healthcare; Smart Transportation; Smart
City; Smart Energy Grid; Internet of People; IoP; IoE; Internet of Everything

INTRODUCTION

The Internet of Things — (IoT) is a new concept in which the Internet is evolving from the unification of computers and
people to the unification of (smart) objects/things (Gubbi et al., 2013). With the continuous advancement of Internet of
Things technologies, potential innovations are "crashing down" on us, growing to a global computing network where
everything and everyone will be connected via the Internet. IoT is constantly evolving and is a hot topic for research at the
moment. The usual form of the Internet is moving into its modified and integrated version. The number of devices using
Internet services is growing every day and connecting them all with wires or wireless technology will give us a powerful
source of information at our fingertips. The concept of empowering interactions between smart machines is cutting-edge
technology. But the technologies that make up the Internet of Things are nothing new.

IoT is an approach to connecting information received from various sources on any virtual platform or existing Internet
infrastructure. The concept “Internet of Things” appeared in 1982, when a modified soda machine was connected to the
Internet and was able to report the presence of drinks in it and their temperature. Later, in 1991, Mark Weiser was the first to
give a modern assessment of the Internet of Things.

Moreover, in 1999, Bill Joy gave a hint about the connection between devices in his Internet taxonomy (Said &
Masud, 2013). In the same year, Kevin Ashton proposed the term "Internet of Things" for connected devices. The basic idea
of IoT is to provide the possibility of autonomous exchange of useful information. These devices are equipped with the latest
technology such as radio frequency identification (RFID) and wireless sensor networks (WSN) and in the ability to get the
opportunity to make independent decisions depending on which automated execution is being performed.

CONCEPT

In 2005, the International Telecommunications Union (ITU), heralds an era of pervasive networks, the main hallmark of
which is connectivity networks among themselves. The main concept of the Internet of Things is the

environment in which things can obey control, and data about things can be processed to perform the desired task by
training the devices (Alam et al., 2020). Practical implementation of IoT is well demonstrated in Twine, compact and low-
power hardware that works melting with real-time network software and allowing make this concept a reality (Arndt, 2017).

However, different people and organizations have differing concepts of the Internet of Things. In connection with the
rapid development of packet-switched networks, and above all the Internet, in the early 2000s, the global telecommunications
community first developed, and then it began to implement a new paradigm for the development of communications — next-
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generation networks (NGN). NGN technologies have already passed the evolutionary path of development from flexible
switches (Softswitch) to multimedia communication subsystems IMS (IP Multimedia Subsystem) and long-term wireless
networks evolution of LTE. It has always been assumed that the main users of NGN networks will be people and, therefore,
the maximum number of subscribers in such networks will always be limited by the population of planet Earth (Singh et al.,
2020). However, in recent years, RFID (Radio Frequency Identification) methods, WSN (Wireless Sensor Network), short-
range communications NFC (Near Field Communication) and M2M (Machine-to-Machine) communications have received
significant development. integrating with the Internet, they make it possible to provide a simple connection between various
technical devices ("things"), the number of which can be huge.

Thus, there is an evolutionary transition from the "Internet of people" to the "Internet of things" (Miranda et al., 2015). In the
general case, the Internet of Things is understood as a set of various devices, sensors, devices connected into a network
through any available communication channels using various protocols of interaction with each other and a single protocol
for accessing the global network. The Internet is currently used in the role of the global network for the Internet of Things.
The common protocol is IP.

ARCHITECTURE

Cisco believes that in 2020 there will be more than 50 billion connected objects with a population of 7 billion people
(Cisco, 2015). The existing Internet architecture with its TCP/IP protocols cannot cope with such a large network as IoT.
Therefore, there is a need for a new open architecture that can send reports on the safety, quality, and class of data
transmission services with quality of services (QoS) provided, while at the same time supporting existing network
applications using open protocols. The Internet of Things cannot be implemented without proper security guarantees.
Therefore, data protection and privacy are key tasks for IoT.

World

Population 6.3 Billion 6.8 Billion 7.2 Billion 7.6 Billion
Connected 555 milli 12.5 Billi 25 Billi 50 Billi
ke .n ion : .r ion ‘on .on
connected
Connected devices
Devices 0.08 than 1.84 3.47 6.58
Per Person people - - .
2003 2010 2015 2020
FIGURE 1

TIMELINE OF CHANGES IN THE NUMBER OF PEOPLE AND OBJECTS, CONNECTED TO THE INTERNET (Evans, 2011)

For further development, IoT offers several multi-level architectures. The Internet of Things conceptually belongs to the
next generation of networks, so its architecture is in many ways similar to the well-known four-layer of NGN architecture
(Singh et al., 2020). IoT consists of a set of various information and communication technologies that ensure the functioning
of the Internet of Things, and its architecture shows how these technologies are connected. The architecture includes four
functional layers (Figure 2) described below.
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FIGURE 2
FOUR FUNCTIONAL LAYERS OF 10T (RAD ET AL., 2015)

The level of sensors and sensor networks. The lowest level of the IoT architecture consists of smart objects
integrated with sensors (sensors). Sensors realize the connection of the physical and virtual (digital) worlds, providing the
collection and processing of information in real-time. Miniaturization, which led to a reduction in the physical size of
hardware sensors, made it possible to integrate them directly into objects of the physical world. There are various types of
sensors for specific purposes, for example, for measuring temperature, pressure, speed, location, etc. Sensors can have small
memory, making it possible to record several measurement results. The sensor can measure the physical parameters of the
monitored object/phenomenon and convert them into a signal that can be received by the corresponding device. Sensors are
classified according to their purpose, for example, environmental sensors, body sensors, home appliance sensors, vehicle
sensors, etc. (Ratnaparkhi et al., 2020). Most sensors require a connection to a sensor aggregator (gateway), which can be
implemented using a Local Area Network (LAN) such as Ethernet and Wi-Fi or a Personal Area Network (PAN) such as
ZigBee, Bluetooth, and Ultra-Wide Band Wireless (UWB). For sensors that do not require a connection to the aggregator,
their connection to servers/applications can be provided using wide-area wireless WANs such as GSM, GPRS and LTE.
Sensors, which are characterized by low power consumption and low data rates, form the well-known Wireless Sensor
Networks (WSN). WSNs are gaining in popularity as they can contain many more battery-enabled sensors and cover large
areas.

Gateway and network layer. The large amount of data generated at the first layer of the IoT by multiple
miniature sensors requires a reliable and high-performance wired or wireless network infrastructure as a transport
medium. Existing networks communications using different protocols can be used to support M2M machine-to-machine
communications and their applications. To implement a wide range of services and applications in the IoT, it is necessary
to ensure that many networks of different technologies and access protocols work together in a heterogeneous
configuration. These networks must provide the required values of the quality of information transmission, and above all
in terms of delay, bandwidth, and security. This level consists of converged network infrastructure, which is created by
integrating heterogeneous networks into a single network platform. Converged Abstract Network Layer in IoT allows
multiple users to share resources on the same network independently and jointly through appropriate gateways without
compromising privacy, security, or performance (Divarci & Urhan, 2018).

Service level (Analyzing). The service level contains a set of information services designed to automate
technological and business operations in the IoT: support for operational and business activities (OSS / BSS, Operation
Support System / Business Support System), various analytical processing of information (statistical, data mining and
text mining, predictive analytics, etc.), data storage, information security, business rule management (BRM), business
process management (BPM), etc.

Application layer. At the fourth level of the IoT architecture, there are various types of applications for the
respective industrial sectors and spheres of activity (energy, transport, trade, medicine, education, etc.). Applications can
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be "vertical" when they are specific to a particular industry, as well as "horizontal" (eg, fleet management, asset tracking,
etc.) that can be used in different sectors of the economy.

INTERNET OF “NANO” THINGS

Nanotechnology has led to the development of miniature devices, the sizes of which range from one to several
hundred nanometers. At this level, nano-machines consist of nano components and represent themselves as separate
functional units capable of performing simple measuring, regulating, or controlling operations. Coordination and
information exchange between nano-devices allow the formation of so-called nano-networks. In the case of connecting
nano-devices to existing networks and a new network paradigm is emerging on the Internet, called the “Internet of Nano-
things”. The interaction of nano-devices with existing networks and the Internet require the development of new network
architectures (Nayyar et al., 2017). Figure 3 shows the architecture of the Internet of nano-things in two different
implementations — a network on the human body for monitoring health indicators and sending them to a medical centre,
and a modern office network connecting many different devices.

= Nano node . .
. Nano-micro interface

@ Gateway

2]
5 Nano Gateway

-—— Nano link

Gateway
~I™~ Micro link

FIGURE 3
INTERNET OF NANO-THINGS EXAMPLE ARCHITECTURE

The network on the human body consists of nano-sensors and nano actuators that can send information through an
external gateway to a medical facility. In this case, at the nano-level, molecules, proteins, DNA, organic substances, and
basic components of cells. Thus, biological nano-sensors and nano-actuators provide an interface between the human
biological environment and electronic nano-devices that can be used in a new network paradigm - the Internet of Nano-
Things. The intraoffice network connects many even the smallest devices with nano-transceivers that provide an Internet
connection. As a result of this interaction, the user can track the status and location of things, without any effort and time.
When developing new miniature devices, the most advanced energy-saving technologies can be used to obtain mechanical,
electromagnetic, and other types of energy from the environment.

Regardless of the field of application, the main components of the architecture of the Internet of nano-things are:

1. Nano-nodes are miniature and simplest nano-devices. They allow us to perform the simplest calculations, have
limited memory and a limited signal transmission range. Examples of nano-nodes can be biological nano-
sensors on or inside the human body or nano-devices embedded in everyday things around us — books, watches,
keys, etc.

2. Nano-gateways - these nano-devices have relatively high performance compared to nano-nodes and perform the
function of collecting information from nano-nodes. In addition, nano-gateways can control the behaviour of
nano-nodes by executing simple commands (on/off, sleep mode, transmit data, etc.).
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3. Nano-micro interfaces are devices that collect information from nano-gateways and transmit it to external
networks. These devices include both nano-communication technologies and traditional technologies for
transmitting information to existing networks.

4. Gateway — this device monitors the entire nano-network via the Internet. For example, in the case of a network
with sensors on the human body, this function can be performed by a mobile phone that transmits information
about the necessary indicators to a medical institution.

DIRECTIONS OF THE PRACTICAL APPLICATION OF 10T

Based on the Internet of Things, all kinds of "smart" applications can be implemented in various spheres of human
activity and life (Figure 4):

e  "Smart Planet" - a person can literally "keep his finger on the pulse" of the planet: respond promptly to
omissions in household planning, pollution, and other environmental problems, and therefore effectively
manage non-renewable resources. Individual large-scale projects in the direction of creating a "smart"
planet, a kind of "Intranet of things", have been developing vigorously in recent years. Thus, the US
National Aeronautics and Space Administration (NASA), with the support of Cisco, is creating a system for
global data collection about the Earth - the "Skin of the Planet" (Planetary skin) (NASA, Cisco Partnering
for Climate Change Monitoring Platform, n.d.). It is planned to develop an online platform for collecting
and analyzing data on the environmental situation coming from space, air, sea, and ground sensors
scattered throughout our planet. This data will be made available to the general public, Governments, and
commercial organizations. They will make it possible to measure, report and verify environmental data in
near real-time, to recognize global climate changes promptly and adapt to them (NASA, Cisco Partnership
on Climate Change Monitoring Platform | The Network, n.d.). The development of the platform began with
a series of pilot projects, including the Rainforest Skin project (lit. - "the skin of the tropical jungle"),
during which the process of destruction of tropical forests on a global scale will be investigated. Individual
large-scale projects in the direction of creating a "smart" planet, a kind of "Intranet of things", have been
developing vigorously in recent years. Thus, the US National Aeronautics and Space Administration
(NASA), with the support of Cisco, is creating a system for global data collection about the Earth - the
"Skin of the Planet" (Planetary skin) (How NASA, Cisco, And A Tricked-Out Planetary Skin Could Make
The World, n.d.). It is planned to develop an online platform for collecting and analyzing data on the
environmental situation coming from space, air, sea, and ground sensors scattered throughout our planet.
This data will be made available to the general public, Governments, and commercial organizations. They
will make it possible to measure, report and verify environmental data in near real-time, to recognize global
climate changes promptly and adapt to them. The development of the platform began with a series of pilot
projects, including the Rainforest Skin project (lit. - "the skin of the tropical jungle"), during which the
process of destruction of tropical forests on a global scale will be investigated (Juan Carlos Castilla-Rubio
& Simon Willis, 2009).

e "Smart City — urban infrastructure and related municipal services, such as education, healthcare, public
safety, housing, and communal services, will become more connected and efficient. In recent years,
information systems have been intensively created in cities to automate certain areas of urban life: urban
environment security, transport, energy and housing, healthcare, education, public and municipal
administration, etc. The principles and technologies of IoT make it possible to create a fully connected
integrated solution necessary for the functioning of the urban and accessible to all residents of the city,
employees of city services, officials, and managers of different levels (Javed et al., 2020). The most
effective U-systems (connected based on the Internet of Things) are municipal, transport, parking services,
as well as the service for combating street and domestic crime. These are, in fact, the key problems of
urban life that can be solved based on a unified monitoring and control system. So, in a Korean city,
Yeonpyeong New Town effectively operates a U-system in the field of trade in the form of a portal with
information about shops, cafes, etc., as well as a system for monitoring the location of children, designed
for parents.

e  "Smart home" - the system will recognize specific situations occurring in the house and respond to them
accordingly, which will provide residents with safety, comfort, and resource conservation. "Smart home" is
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designed for the most comfortable life of people through the use of modern high-tech tools. The principle
of operation of the smart home system is to automate everything that a residential building consists of
lighting, air conditioning, security system, electricity, heating, water supply and sanitation, and so on. The
main subsystems of the "smart home" include climate control, lighting, multimedia (audio and video),
security systems, communications, and others (Al-Mutawa & Eassa, 2020).

e  "Smart energy" — reliable and high-quality transmission of electrical energy from the source to the receiver
will be provided at the right time and in the required amount. Currently, the most developed application of
IoT technologies is "Smart Grids" in the energy sector (Abir et al., 2021). The operation of such a network
is based on the fact that the supplier and the consumer get an objective picture of the use of energy
resources through monitoring all sections of the network and, as a result, get the opportunity for operational
management. In case of accidents, such networks can automatically identify problem areas and, within a
short time, direct electricity through backup circuits, restoring the power supply. For consumers, "smart"
networks mean opportunities for flexible regulation of electricity consumption, both in "manual" and
automatic mode.

e  "Smart transport — moving passengers from one point of space to another will become more convenient,
faster and safer. Intelligent transport systems (ITS) based on IoT technologies allow for automatic
interaction between infrastructure facilities and a vehicle V2I (Vehicle to Infrastructure) or between
different vehicles V2V (Vehicle to Vehicle) (Dey et al., 2016). V2V systems exchange data wirelessly
between machines at a distance of up to several hundred meters. V2I systems carry out the exchange
between the vehicle and traffic control centres, road operators and service companies. The data transmitted
by infrastructure objects are integrated into a common system and transmitted to nearby vehicles.
Technologies of both groups can significantly increase the safety and efficiency of transport (Gupta et al.,
2020).

e  "Smart Medicine- - doctors and patients will be able to get remote access to expensive medical equipment
or electronic medical history anywhere, a remote health monitoring system will be implemented, the
delivery of medicines to patients will be automated, and much more. "Smart medicine" based on the
Internet of Things is usually implemented in practice in the form of human health monitoring systems using
a variety of biosensors and sensors and remote medical care systems. Possible applications of sensor
network-based monitoring systems in medicine:

1. Monitoring of the physiological state of a person: physiological data collected by sensory networks
can be stored for a long period and can be used for medical research. Installed network nodes can also track
the movements of the elderly, disabled people and, for example, prevent falls. These nodes are small and
provide the patient with greater freedom of movement, while at the same time allowing doctors to identify
the symptoms of the disease in advance. In addition, they contribute to providing a more comfortable life
for patients in comparison with hospital treatment.

2. Monitoring of doctors and patients in the hospital: each patient has a small and light network node.
Each node has its specific task. For example, one can monitor the heart rate, while the other takes blood
pressure readings. Doctors may also have such a node; it will allow other doctors to find them in the
hospital.

3. Monitoring of medicines in hospitals: sensor nodes can be attached to medicines, then the chances of
issuing the wrong medicine can be minimized. So, patients will have nodes that determine their allergies

and the necessary medications. (Farahani et al., 2018)

Computerized systems have shown that they can help minimize the side effects of erroneous drug administration.
One of the stages of improving modern medicine is the personalization of data and increasing communication between
doctors. Easy access to the medical history, allows you to prescribe timely effective treatment. The management of medical
records may gradually move to the network. "Cloud" solutions are used to store large amounts of information on the Internet.
Thanks to the Internet, doctors from different clinics get access to patient data. Electronic medical records make it possible to
find out about the patient's health promptly, prescribe effective treatment. Linking the equipment of a medical institution into
a single network will allow you to receive the necessary data on portable devices of doctors, which receive information about
the patient: what medications are prescribed, test results, etc. The introduction of Internet technologies saves time for the
patient and the doctor. There is no need to get to the polyclinic, it is only necessary to turn on the computer and you can
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contact the medical institution. Video calls make it possible not only to make a survey but also to make a general
examination, which is often enough for a general idea of human health. If you still need to see a doctor, then you can also
make an appointment via the Internet. Pressure measuring devices, scales and other portable equipment are equipped with
wireless transmitters that allow you to immediately transfer data to a computer and keep records of your health. A "smart

clothing" is being developed that collects data on a person's condition: heart rate, body temperature, respiratory rate. Chips
are sewn into such smart clothes at the development stage, which not only carries out measurements but also allows

transmitting data to a mobile phone (Espinosa et al., 2021).
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SMART APPLICATIONS ON THE BASE OF THE INTERNET OF THINGS
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PROBLEMS OF 10T IMPLEMENTATION

The widespread adoption of the Internet of Things is hindered by complex technical and organizational problems, in
particular, related to standardization. There are no uniform standards for the Internet of Things yet, which makes it difficult to
integrate the solutions offered on the market and largely constrains the emergence of new ones. The vagueness of the
formulations of the concept of the Internet of Things and a large number of regulators and their regulations hinder global
implementation the most.

The factors slowing down the development of the Internet of Things include the difficulties of the transition of the existing
Internet to the new, 6th version of the IP network protocol, primarily the need for large financial costs on the part of
telecommunications operators and service providers to modernize their network equipment. If technological platforms for the
Internet of Things have already been practically created, then, for example, legal and psychological ones are still only in the
formative stage, as well as problems of interaction between users, data, devices. One of the problems is data protection in
such global networks. There is also a serious problem associated with the invasion of privacy by the Internet of Things. The
ability to track the location of people and their property raises the question of who will have this information at their disposal.
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Who will be responsible for storing the information collected by "smart things"? To whom and under what conditions will
this information be provided? Is it possible to collect it without a person's consent? All these questions remain open for now.
Also, for the full functioning of such a network, the autonomy of all "things" is necessary, i.e., sensors must learn to receive
energy from the environment, and not work from batteries, as is happening now. In addition, with the advent of the Internet
of Things, there will be a need to change generally accepted and proven business processes and strategies, which can lead to
significant financial costs and risks (Kao et al., 2019). The main drivers and problems of implementing the Internet of Things
are given in Table 1. However, all of these disadvantages are not significant compared to what opportunities the Internet of
Things can provide for humanity. Therefore, sooner or later humanity will inevitably make extensive use of IoT technologies.
But to successfully implement these technologies, we need to know them. As a present future scope, it is highly
recommended to develop italicized ideas and answer the questions.

TABLE I
DRIVERS AND BARRIERS OF IOT (INGLE & GHODE, 2017; PADYAB ET AL., 2020)

Drivers Barriers

The rapid development of info-communication technologies The need to adopt common standards

Fashion for smartphones, tablets, and other mobile devices Slow transition to IPv6

Logistics and supply management Risk of closure of private networks

Improving the safety and convenience of vehicles Incompatibility of several components

The need to preserve the environment and reduce energy costs The problem of personal data protection and security

Development of the sphere of control over counterfeit products and protection against Relatively high cost of implementation
theft

State support and actions of innovators

CONCLUSION

The Internet of People (IoP) that exists today brings real benefits to many individuals, companies, and entire
countries. The web drives economic growth through e-commerce and accelerates business innovation by fostering
collaboration. The Internet has helped improve the education system by democratizing access to information resources
(Siegfried, 2015, Siegfried, 2014). Almost all of our daily life (work, education, leisure, entertainment and much more) is
already unthinkable without the Web. But today we are entering an era when the new Internet of Things (IoT) can radically
improve the lives of everyone on our planet - to help solve climate problems, heal serious diseases, improve business
processes, and make every day of our lives happier.

Cisco predicts that we will inevitably move to the Internet of Everything (IoE), where all sorts of inanimate objects
will begin to take into account the context and take advantage of wider computing resources and sensory capabilities. Cisco
defines IoE as connecting people, processes, data, and things that add value to network connections to unprecedented levels.
IoE transforms information into concrete actions that create new opportunities, enhance the user experience, and create an
enabling environment for the development of countries, companies, and users.

This definition highlights an important aspect of IoE that distinguishes it from IoT - the so-called "network effect".
As we connect to the Internet, more and more new items, of people and data, the power of the Internet (as a network of
networks) grows, according to Matcalfe's law, in proportion to the square of the number of users. This means that the value of
the network is a higher arithmetic sum of its components. Because of this, the possibilities of the Universal Internet IoE
should become truly limitless, and this is currently the biggest challenge for IoT, to become IoE.
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dmbymdnemmdnl dg086Hgm0osLbmsb s3e3dn g0 byt mbggdnl
d99350900 5G Jugemal dogogmomBy
ASSESSMENT OF LOCATION BASED THREATS FOR DEVICES- A

CASE STUDY OF 5G NETWORK
300030 3bamany, 30330L00L PYb03zgxOLOBIBo. 3. Loszedol Jabho, mdomolo, LoJodmggemm
309b0d nd30h0 30330L00L YbogzgaOLOBIHBO. 3. Loszedolb Jybho, mdowolo, boJoOmgzgmm
bgMmao gbahnyzn, gMm3b3ma badznogom 360zgmbopghn, 3303060, 30930
Giorgi Akhalaia , Caucasus University , P.saakadze stl. Tbilisi, Georgia
Maksim Iavich, Caucasus University , P.saakadze st1. Tbilisi, Georgia
Sergiy Gnatyuk , National Aviation University, Kyiv, Ukraine

30LAH®OJBH0:d0mmm Bemgdns 5G Hggbmemmans bagmadybozopnm byghmb gbhm-gGmo
13b0d3b9em30bgb0 gobbogmgal myds gobs, goblognmtgonm 30096 YLanbmbmgdsdo
dmdydogg LEdMROEMgOELmM30L. 3 dobomoo 3MbEgdhom (3endzmogbgdyma dmdogmyMo
d6MY0096000; Yo HES-bd03JOM O OO0 EOYM3690; ddbJobgonl doboymo MomEgbmdnm
d0g6mg0v), 5G (Hgdbmemmand 3gds dmdngymo Jugeal g3mbobhgdal s 9dnm nbygds dbagmo
93m90 93009 m 3mdybn3030903d0. 67690600300, ™A dbogmo Hggdbmemmangdn, 03nbdzombagmo
B06dmg3bob dbogm LaRMmMbggdl - Eebygdymo dbhmakodygmo NBMYb3gmYMARNELD, donbabs
00 033¢939b¢oEnab 3MhmEgbob homgmom. gadmdpnbsty ngnab, Gmd 300 bhnowndoEnd
096900 5G byl ghm-gbhrmo doboman gemgdgbdo, dgbymg memoanl Jugemo 0gbgdo yR3bm
dghogo dmbyzman 3hmamsdyem 38Mmbzgmmymanl boathmbggdol dododm. gendzmoglgdyemo
b3 mbmgdal doybgaza, 5G Jugedn donbiy Mo Y3390 babogngdn, Ldnwoboy
0030003bb3geb dgydemns ot 33gemo dobndyeaEngonl hogamgds. MITM (Man In The Middle -
3930 d30d0) (hndab dghgz0b godmygbgdom dgbodemgdgemn brogds dmadbdamgdemaly
dmbymongmdnl dmbdgbs o bbgoalbgs dobobnamgdemgdnl, do6adghtgonl dgzgmes. 33930l
dndabo ngm 33903000 M3dgbac dodHhnzns MITM ab 3obbmMm309emg0d o 3393M30
390006939006 909, Jb0x3MmMbm 0dd0b0, Mmdgmoi dgodgncgds MITM_ab ©abzb. sbg3g
39339930090000 MITM 0bgsb g3admb3gyemo dmbymdngnmonl dgdotgmdsbmsb ©s3e3dntgonm
06900 LorOMbggd0 O 33eg30L FoadTMBg P8R3930bs, HMTgemo bdgMmbge

3900069000 3936 M domagmo Mobob dgdizgmmn. 33emg30b 030Maemgodo, 303Mm390
30063930 3oabyzghoemgds, hmdwmomsi dgdznogds Mabzgon. 33eg3nl dgmtg
bobogmo memngbhntgonmmns 3gdstgmdsbmab s 303d0kgdnmao bartmbggdal g93960ndgbhyem
d9930090009.

bo3396dm bogyzgdo: 5G Jlgcmob JboozHmbMYds, JboaGMbm 30376030300, ¢PM0300bMVH
V39300090700 boog@mbggdn

ABSTRACT: Over the last years, 5G technology has become one of the most significant topic for people
working in network security industries. With the 3 key concept (enhanced mobile broadband; Ultra-reliable
and low-latency communications and Massive machine type communications), 5G network will overcome
the limitations of telecom and will arise o new era of wireless communications. Upcoming functionalities,
protocols, standards and services, as always, arise new vulnerabilities: starting from software, design,
architecture and implementation processes too. Being virtualization a core component of 5G network, makes
it more vulnerable to software-based attacks. Despite of some improved security mechanisms, there are left
some weaknesses, that gives ability attackers to conduct various cyber attacks. Using MITM (Man In The
Middle), attacker is able stand and sniff the traffic shared between user equipment and cell-towers. The goal
of our research was to assess chances of making MITM in 5G network and find the solution, new design to
minimize the risk. The second main goal was to determine location based threats in terms of user equipment,
raised after MITM and analyze which of them is more dangerous and has the highest probability of
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happening. In the framework of research, we have found conceptual solutions, that will lower the risk of
MITM and it results. The second part of our study is oriented on experimental work.

KEYWORDS: 5G Network Security, Secure Communications; Location-Based Threats

1. dgbogogmn

H996mmmmanMom 3obz0motgdmds o dgmogho g3mbmdngol dgmbg 939969030 1339
©o0bygl dgbymg momdalb Jugmol obgkazs. 2021 Bemol 14 0063060, 5G  Jbgwmol
70003 Mbmgdobmab a3o3dntgdnm vdghonzol dgghmgdnem dhohgobs o bogobmazgmmb
dmMob gonm®madEs JOm0ghmasggonol dgdmeoboydn. MHmdmalb mobobdom §394bgol ddnMmm
30316030300 9969000 o ddgtnzol dggbrmgdyemo ddhohgdo agbdotgds bogotmagmmmlb dgbymg
M0 Jugemal abghazobs s dobn Jbagmbmgdal yBGnbzgmmymasdo.

300300006900, d0mndgnhab Hgdbmemmannmo g3memyEns dMdbMmbss Bhongn. dobo
3030607900 O 3OMakgLol batobbo odminwgdymns dbogm Ladobhmyosdy, 3oegogm
OYB30Ngoemm008g.  bgmmzbybno  0bhgmgdhol  3obznmahgded 3093 IRGO®M  ©oohgokmo
03h™dohndogonl, m3z0mdobmzao s  Lbgoalbzs  dHodob  abEHIbEeMo  byhzabgdol
3396300060 g0d. dgbooddoboE, 1339 390M0339000 3MmMogmgds, MmEs 0baym®mdsgnolb bbMogo
390003939(dnbnddgmyMo ogm3bgdo - Extremely Low Latency) 0gm dgdoa3g6mbgdgemo, dogomomam
0bhbgnyho 3GmEgbgonl Mgy Mmdo Lobdbmbodsgnabomgal, sbgzg dbodzbgemmazbo
300806s  Jbgmdy doghmgdymo dmbymdngmmdgdol (dog: IoT ) Gomegbmds ddopbm
3960390609, Mog dMLgdmo bobhgdgdobmzol d0rmoggdal Botmdmopagbms.  dgbsdsdoboc
o0bgglb dgbymg momdal Jugembg dydomds. 5G (5" Generation) Jbgemo oG0OL d6MSTobH™
dmoogmydo 0bhghbgholb gobznmokgdal ghm-ghmo Loxggbybo dModgo P3odgmm Jugeab
obogmo  g3mdol  obobyobo. bgmmszbybo 0bhgemgdholb godmygbgdoms o 5G  Jugmal
bodydgd0m bobdhmbadn 0gbgde dgbademgdgema dmboEgdms dbogmndo o Foabyzghngngdgonl
LEGMSN0 doeydY, 3ocdEgds O BNbYMMbNdYENS Lb3oobbgs Lobhgdsal dmbab.

dgbymg momdol Jugemo moz30L0 N30cshgbmdnodb gedmdonbotg dbnd3zbgemmabog
300030m06q0L/dggdbol  obogm  ToT  g3mbobEHgdol, o3dhm3ngmmibnabo  93hmdmdngmgdol
0bybH™OsL, 206003306 LOLEHgdaL byezoLgdlL (dog: abEHbENYM M3gMOENY00); hHMboNly
0 bbgoobbge 330000 dmbymdngmmdgdol o3nbdiznmbagmal godtad/ogdhmadsdndsiEnol. byl
dgybymol obgmo bgkzobgool dggdbol, Gmdwabmzabsg 3boghoidnmaw  dbodzbgemmazabos
0bggmMmdogool LbGOORVE, dnbodogmytn oym3bgdom BooEgds o/0b Lb3d Lobhgdobmab
bHOONEIYM0 O LBEOVRN 3mTbngoEne.

5G JLgol 3ob300060gd0dg ddomol 3GPP (3rd Generation Partnership Project). 6mm39¢0(3
Bo6dmMoagbl Lbgoobbgs ™mMaobodognal 3mbLbmiaydl. Jdghomeymop bpgds Bgzho
MmMasobndd3ngdal dg3égde o bodmddgom 9adol obobzs. ITU_d dgbymg momonl Jugeal
KPI_go ©0ddbobgemo:

e >10Gb/s - 30bo3emgd 10 3ngsodncy/bsdn 303y6a bohdobg (eMBB)

49



Scientific and Practical Cyber Security Journal (SPCSJ) 6(2): 48-60 ISSN 2587-
4667 Scientific Cyber Security Association (SCSA)

e > 1M/km? - 9606030 1 dogmombo dmbymongmdnl o3d3d0tgdal dgbodgmgdemmds
33906M3hm 3oemmdgh™dg. (mMTC). sbgmo boddoMmazg dmgonmad IoT
dmbBymo0gmmdg000b godmdnbaty.

e < 1ms Latency - 969739090 1 30¢»065d0 0oym3b90s.(URLLC) [1]

o3 dggbgdo 5G_ob bddydom LB3ggdHeU, dgdgabonMo dMal oggadngmo:

1. Low-band -- <1 GHz
2. Mid-band -- 1 GHz — 6 GHz
3. High-band(mmWave) — 6 GHz — 100 GHz

Low-Band - dmo@o3b 1GHz dg L3gdh®UL. dobo 3dodobgbmdss ddoMme ©obsbmgdnmo
930mb0l 003063, bd3ggd 3rmbeMgdd 1gdbol dgbmdo/boggdmdgon. dogtod Peak Data Speed
33bgmmgo0m 100 Mbps_0o.

Mid-Band - 037¢m0bbdgod 1GHz ob 6GHz dg 1B3ggdh®UL. Low-band 0bgseb 3oblb3azgdom yn3bm
dgho 3odhomybom0obmds o bozmgdo oygm3zbgde ogd3b. mydizoe dgotgdom dgd odkZmemgosl
193600 boggomdgdn 3006g Low-band_b. 303960 bohdabg adbenmgdom 1 Gbps_ne.

High-Band - do©00d©o© 0d b3gdhedb dmosdmgdgb Gmzd 5G Jugmbge boygdedoa. od b3gdhtal
bodyoemgdnm dgbademgdgemn bggds dnbodogyho ©ogm3bgonm, d03nMo Lohdotal somdom
Gbps_09 300Mo. bdoMo dmoblgbogdgh Mmagmbi mmwWave ¢Hgdbmemmande. d9dmm
hodmmzmmogmo  b3gdhenmo EoboymagonEsb, bbmMgw High-band Bd0dMoagbl dmogzebd
hameb 5G Jugemol 033¢gdgbionsdn.[2]

56 dbgemal  gho-ghmo  dmozdbo  bddodby  3ohgamtdns ToT  dMBYMONEMMO90N..
dbndbgemm3zabn 3GhmaMgbo 1bs agmb Jbgemol obg dydomosd, Gmd IoT dmbymongmogdal
96963m dmbdotmgds dnbndndodeg ©o3009gL(Ms mJds 3bs Jugmal ymbom). mydgs 5G
099bmemmganal  dmdbdotgdemobmzol  ghm-gbhmo  g439modyg  dgdhbggon  dGmogmgds
dmbygmdngmmdnl 9emgdgbhol LBGORN o, §.6. Battery Drain_nd. CNET ol hgbhgthgdds
hoohotgl 3c0d: 90¢gb 5G dbotgadgmal djmbyg mbo dmodagmybo, Hmdemgdog 2960 83dog9L dg_5
om0l Jugemdg o dgdwga dob gatgdg. dob3zgem dgdmbzg3zadn MOTO Z3 ob gemgdgbho 5G
Jbgemdg aooddyemoE ddomonl dggae 4 LddmMdn dMeMAEY EONEIS. My dggbgds dgmbrg
H9bEL, 3odmnygbgl Galaxy S10. 8d dgdmbggzedn, 5G 89 dydomdnl dggao 4 bosmdo gengdgbiol
0d1b(h300L 3OME9bM0 3abobgzhs, dodnb MmEs oaddymo Hgmgambo odybhzal gotgdyg
18 LOdM0 ddnbE Nbv dydomdgl.[3]

0mbodbygmo 3mdgmgdol dgbobgd bgblb Samsung_og. dodgdo 3o, bb3zs g993gbpgdal
dbaosboE, aoadmm3gmb 9.6. switch_ b sbabgemgol. 5G dugemo od ghoddy @odmoygbgdo
dbmemme  dmbogdmd  3ooEgdobmaznl, IPRGm  Lddmdbdotgomm gbodg Mmd 3md3dm,
0bBh9Mbghobm3znl.[4] 9dgdb @odmdnbatyg, dmongmyc H9mgRmbl dotsmgmyt Mgsg0ddo
16930 4G 96 3G/2G Jbgemmasb 3o3d0otn, Goms dg9939Mbgdemoe donmb ©o/8b gobobmbEngemmb
bOMHYEgRMbm Botn, dmzmmg Hgdbdhndo dghygmonbgos - SMS. Lhoahnodo bomdzodns obog, tmad
9emgdgbhol  LBGMON oEgmal  gobs, odsb dgndemgds  dmbygmongmdnl  dgbodhbg3oc
393bgmgde gddmnbzomb. sbg3g db0dbgemmzobo g3oghm®mns Jugeol dwdnzn osbmzs 5G
b 4G/3G 8. @odmdEnbodyg 0dosb, ™I semambomdal dobgzom Hgmganmbo dyodozo
300gmoL bhsdommydo abhghbgd Lohdotmal dgbabmhnbgdol, bmemm 5G Jugmal EexaMzs oM
060b 3oMan o 3bndzbgemmzgbaco adm3ngdnemns 9bdnbo admbgdyem dobdogmdy, ob&mol
390bgdg(sbdoby o dodwgd dmbygmdngmmdsl dmbal) dmodogmybo (Hgmmgambo 0bhghbgd
bgb30b0L BoOEgdol dPdnzdE MMO3L 5G ©ob 4G/3G Bg. 99000 @odmdwnboty bdoto
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39000M130/3900dmMmM3d dmobddmb ©odshgdnm 9bgtmanol, Moy badmemm 29ddo gemgdgbiol
LBGVO3 oEmadn dnbobgds. gdbdghHgdol dBGMom  Hgdbmemmans M 3093 bl gbab
36mE39bdnd o EOMMS obdogzemmosdn @oydzmogbgds gootmzal (Switch) dgdebobddo.
09930, o6 3bo 033030094gl, Mmd ghm-ghmo dmozdmn 3hmdmgds, Lagbmby MITM
399309, MmMAgoE 3oMs 0bggmMdsgnol ozmbzgabs, dgdwmga Lbgoabbgs Hndol dghgzol
bodyomgdsboE ndemgae.

2. 5G_b 3box3bombmads

dgbymg  momoolb  Jugmmolb  PLlambmbmgos 3oy PRdm  3mddwmgduybos  dobo
06 dohgdhycoob godmdeoboty. dmboggdms  39bdhEgdnl, cloud @Hggbmemmangdabs o
000MJ7e00 endpoint 0b OE30 3000030 obod Mo Jugmal Eebghazal gbhm-gbhma core
3033mbgbhno 306Ho0doE0d o Jbgmol 031bgEnsms 300dHondognal 0bg3GIbEHMYIHM..
303md0boty ndoob, Gmd 5G Jugmdo honbmmzgos bb3oslbzd ohgambanl, dbathdmgdemal,
dgbo0ddobog firmware 0bO O d33GWVHYOYMa dbdohgdhndal dgmby Lobhgds/dmbymongmmds,
mdemgdog 3oblbzoggdyem hggdbmemmangdl 09gbgdgb domo Eogm-gomm3g 9bbgdyemo Lobybdg,
30dmy3g0s  bobhgdodo o 3339 @obgds  Lobegdolb dgdoagbgemo  Lobybeyg. b3y
gu6obomgdns LBS(Location Based Service) dhodob Lbyhzobgdn, dmdbdotmgdemal d9Mbmbogmyba
0603m®3d30089, dmbymdngmmdnl Lbbzoobbzs Lgczobol godmygbgdabol goggdyemo doMswo
0636 3oE00 LddMEMME ALOE30 ddmhbEgds. 5G Jugmal dgdmbggzadn hbgdnsb dbogmo
dghHmMgo0E3, 3039M0m - 306mHyeemYGo dmdngmyho m3ghodhmMgdn, 3mdnbogoEngdol Lgtzol
3630000960900 8 Jbgwolb 0byyksbhGIhyeol 3hmzonghgdn, MMIMgdNdE 003000m
30bbb303907m0 YLOROMbMgoel dmemabgdo od3zm. dgbododobo domo Loghmm bobhgdado
dmy30b0 096900 d930gdgmo. ob 03ogdo, emad 5G Jugeo B0bs MaMdgdmMab dgsadgdom yo3trm
dghog software based o cloud-based 09, 33909b0 dmbohmMabgal Lobhgdolb 0ddemgdgbhoiEnnl
bodyoemgdsol odemgzs. Jbgmalb  bgadgbhnbgdd (Network Slicing) ob  bodyogmgdom 3o
d9bod9dgmNd  39h93™MMNgd8E ingML S momMmgE domasbdy dmdmagdymo ©oE30l
d990b608dg00 gondotmmb.

dobmogmnd  4G_baob  @obbbgezgdnm 5G  Jbgemo  dmdbdotgogmol LM mbmgos
3900069000 obzgbogmns, dogkod donby Mhgds nbgymMdsznal bobogmo, Gmdgmog 9.6. clear
text_0@ d0dmoE3gds  Jbgemdo  0000bmOb 030330 go0bol.  Gmdgmmog  dgdwga  Lbbzod
0603m®ddE00b dmdamzabmgal dgodemgds 3odmaygbmb mogzadbbdgemds. gb ohgbl g.6. Fake Base
Station Attack 0b bO3GMMbgL. 03 MML dgbedg dotn dmadbdaMgdgmb mogl 9h39690L momdmb ol
360l Mgogmydo cell tower, G0ob 3909300003 FobMSb 3030060700L BOEMOL dbbggMdemo.
bodmEmmE 30 mogsdbbdgmmn dgdemgdl  (Hoogngol dmbdgbol o dobdg Lbgoalb3zd
dobodyemognol. dbaogb ndogoMgdymm dghg3d0g Black Hat 2019 ob “New Vulnerabilities in 5G
Networks” UgbooBg  0bopdts Altaf Shaik. domdo 23y3ds d9Jdbo fake base station 0o
933000090mbgb  dMbymdngmm0Ogdnab @oadogboem  0bggmMdsinsl, Mmdgmms  babogmo
001300365300. 00330603900 bgdmms dgdgy 3ohgammagdem: dbocdmgdgmn, dmgmo,
m3gMogonmma bobhgds, 396GL0d o Gobmgalb godmaygbgdo(use case).[5] odol dggao dom
Jombom 3339 LGOI bybomo, Gz 7y LOEID Mo dmbymdogmmds Mo  WbJ0m
ohH300mmo  3303d060g0m©d  Jugmb. gl o6ol MNmap (Mobile Nmap). 0909390
03000dLbdgemlb  093b  JugmBg  doghmgdymo  dmbBygmongmdgool  bemo  bybomo o
dgbododobog d9dgmgol 3mbiMghneo LOdnBby 3Johgameoobmgol  ©oggadmL Lb3d, YRk m
domogrhadbmmmang®o 8ghaso.
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dobodg Lobod Device_ob base MOb gogdogbogmo nbagymddsins 296 3093 clear text 0o,
067 ondogozns dgbodgmgdgemns dobo hijack(go(oEgos) o dobo bytzomobodgd® dgizgame.
dogomoma 3ogdomal dgbgemgds, device ol ngbdhoangognnl dgggms, MIMO 0336930mbagmal
hodmdmtgds, battery drain o ULb3s. MITM_om PSM  306ddgh®ob  mo30L 900009000
dgbodgmgdgemo. Gmdgmolb 390930003 dmbygmongmmds dywdngam Liobokgdal GMgsg0ddos o
9d90L obo303d06 9090 hosts. 49009300 30 9e0gdgbhn asbenmgdnm 5 296 YRbm LEMIRV
000200900. byatmgoddo gb dgihgze dmbbgbgdyemns MHmamM3 Battery Drain.

d33em93069000b LEOMOMOgh db939 5G Downgrade dghg3089(dmag Byotmdn Bidding Down
Attack 63600). 03 EOML B8ddby dmbymdagmdnl 3o3doM0l hodmdzgomgds (Downgrade) bogdo
3G ob 4G gLggmbg. dgdgy 30 o0 (Hgdbmemmangddg aMbgdnmm LobyLHggddy H3nGOHLMONL
dm3dm3goo bmbEngmmgds.

obg39 3b0dbgemmzobns od Hgdbmemmangdol LEmGo 033¢mgdgbhogns. Moy o6 Pbo
306300 30dobmmb 5G_8g dmdydezg ™mMadbndoEngodd Pboscmbmgdal dhmbpmzmegdo
bhobabdgdn, oy bghzab 3Om3000g6Odd/M3ghohmGmdd  bhobwotbdol  obghazaolol
36dLbmMa dgobtyms dobmdgon db dbsbbmam(dobn bdbrowob godmdpnbotyg) dodob
bobhgdol PbogGmbmgds 0bgg Mabs 9390 ©agds. dbaogbo dgobgdo go Logdome oygm 4G
H99bmemmzngdal godzgdnbol, MmEs m3ghobhmgdds babzol dgdncgoal dodbom 3ot 3zgnemmo
36mE90960 900 36 dgobymgl. dbgosbo dmdgmgds ©ag0d 5G_b dgdmbggzadonis. mndiEs dbassbo
hodob 3GmEgbo dgodemgds Lobgedbooymd odMgaYatmb Lbgoalbge LOZobmbdgdgnm
d9dobnddom. dogogmomo USA do, FCC (3031603030900  93900960¢mybo  3mdoboo)
39030b(hM Mol bihoboothnl obghazol.

g3gemo (hgdbmemmanal, Bge30blb 0y 93ybdombogml 8g3L LogMmbmgdal oM 3zgyemo
36mOmgdo. 5G Jugemb, 3gtdme 306 bhyomadsznol bobogmdo og3b YLagbmbmgonl Logdomeo
dbnd3zbgemm3abo 3Gmdemgdgdn. Jugemal 3mEgbgonl LadoMmazdm godmaygbgds Al Jugal
dobdhooybmonsb godmdpnbatyg, Al Operator Hijack dghggzobolb dgegagon 0gbgos gegnemgdom
dobdhodyton, 30bg h3gnemgddog dgdmbzgzedn. oy 306mdow0dsEol  dEmomamMmdady
30bobmM309 9096 dghg30b, MmBgemag core dgdobnddnd Jugemab, dmozamo badsbmagn 3obgema
dodnb BoMdmoanbgm My ogdobmgds Lbgoobbgzs IoT dmBYMINEMOdL, Tdgonma
063gmabhg0UL, ydngmmipm dobgobgol, Mo dmbgds abhebinyko m3ghozngdabsb.

3. YoM mbm nbonbal 3mbigdho

06Lgonmo  odsnbo, mgmboymo  33emg3zols o  dMsgdhodywo  ggdbdgthndgbhgdal
0obobdo dmbyzmownds MITM hodob dghg39dolb dodobm. GMmdgwmog doohbgze ghm-gbhm

9439eadg 8deogh, 9139dhu® Jugwaé dghgase. H3gbo 33eg30L dgwgaswe domgdgmo sbago,
70003Mmmbm  ©0dsnbol  3mbzgddn, dbnd3bgemmazbo  vdnbgdl Jugemdo 9.6, 36y obdgdab

989JHgOMAL.
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oemybh®ogns 189 dmEgdywos 3mbagddgowmydo ©odsnbol dobgzom Mmamé dmbgogde
4bgemdo dmbymongmonl habmzgs, m3ghshmmol dbdobmsb ogo3dnkgds. dbgobg Loddmemmmon
ombodbymons  93(mGm0BgdYmo 8bdgdn, bmemm Bommop dmEgdymo 36y obds, Mmdgemog
dbbmgdb MITM (odob dghgzelb. h3gbo ngol dobgzom, ob6dgdb 1bs Jmbeogl BobobboMm
300L0dM3Gmn  semammomdn, bLoo, Gmdwomsy dgdemgogd ghmdsbgmal  83m9bhM™ONL
39000dmBdgdsl, od dgdmbggzadn Lghzoblb dgobtngmgdgb dmdbdotgogmal dmbymdngrmonbmzab.
33bbogmyemns dgdmbzgzs, MmEgbog dmbygmdngmmadsh 3339 od3L oddhoyto 303doka engandndyd
0b6dobmab. Jugemolb dydomdnl 30nbigndnob godmdwnbobmyg, dydnzde gdgolb yudm dwogho
bogbdgmal ddmbg 8bdob. dgbododobo GmEgLbsEg N3mM30L BENEMAL sbogm 8b6dddg gootm3db.
h3gbo 0do0bol dobgzom, Lododby obdobmb o30330600900L dmmbm3zbol goadogbody
000bm3L do0gbh0x303060909em 0ba3mMdsEnsl, G™Igembog 9dmbagolb 339 9dbhonc 8bdobmab -
odgboE 930™MM0d0oens bddndby 8bdy Jugemdn. ™7, odhoyto 9bds YLEHYEOL bodndby
obdol  93m9b¢nG™MAsL, dodob  dmbygmdogmmds  onbygdl  obogm  0bdodg  gootm3znl
36mEgMmg0b.

00 ©08o0bal ghm-ghmo dbnd3zbgemm3zabo dgdemynwzos ol dgdmbggzs, Gmogbag ok
330930 odhoybo 3mdybozons Moy obdobmob ob 330d3L dogtad  sMbhodogmybo
bogbogmns. 3dofzggemo  dgodemgds dmbegl  dodob, Mmgbog 9.6, Rbgbob Mgz0dngsb
3900030003500 h3gmgdtog 0970389 o 30694900 Jugemdo hotrmzol, ob dogagoma MmEgbos
dmdngmym dmbymdngmodl bgmabems 3thmogm. stdbdhedngmyMo bogbogmo 3o dos Gmydabaal
bhmb dgndgmgds dmbgl. dogomomoE, GmEgbsg 30Man oxraMm3s 30 d93b m3Ighopmmb.
dgbooddobo od EMmML 3960 dmbEgds aoodmbBdgds bLododby obdob ©3mgbhycmdnl. o3
d9dmb3zg3ddn dgndemgds ngmb B0bsbbab, dmbymodngmdsdn nbhgabotmgdyema bny, asbemgdom
bgbmogzngohol dbaesLo, MMAWomSE Mo300037 003000 BooodmBdgdlb bododby sbdob
[CHMWHICIVIN S

9b  0dd0b0 ®mo30L  dbbog 30dgh  Logbmbggool  GobiL @edbolb  dmongmydo
™m39MohmEqool obdgdolb dodobmb. gl 07bgdMnznEos, MoEadd ygmzgmo sbogmo ©oE30L
d99ob08dn 0dobodabmmgdlb dghgzolb 399HmEgdL, bb3s dgwotgdom Lybho bgbogmal dododo.
01939 boemgdo 99399bhnto dgadgngdd ngmb baghmodmGabm Mmydobanl hmb.

3.1.99b3960d9600 3339

336m9300L0b 3obz0makgdyemo mgmMoymo 0ggdal 3oblbabmeEngmgdmo, hagopotgm
99b396039b¢0. dogbm oddo, dozbm 3maddoyhaMgdolb - Raspberry Pi_L  godmygbgoom
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33b30bmbngmgm  dmbymongmmool  Jugmmeb  dogbhmgool  bodygmogoe. 36mEgLob
LOFIMMO300 Fodm30ggbgm 3MmA3nyhgto, Kali OS ob m3ghogonmo Lobhgds o Lbgoalbge
36maModymo 3039h0. Raspberry Pi_b bobogmo Boédmaagboo dmongmymo m3ghobmtdmal sbdol
bodyoEnal, bmem bobogma dmadbdoMmgdemal dmbymdngmdsl. (3bbogma 1) MmEgbog
dmdbdotmgdgmolb  dmbymdngmmogdh dogymomgm, Mmd  Bobobbom  googdmbadgdnbs  dodob
0309066 mds, dhE3ghmo d93mbzg3d oMM gmangms “fake base station” 000 00303d069000.
00ghmdc03000, dmbymdngmmogdn oot  93dd3b0bgb 36y  9bdgdmob o 333060700l
dommbmgbsl. gb dgndgmgod honmzammb Mmambi hggbgymo gosbyzghoemgdol ©ogdom
d90093000 0 dma33gb  dmBogoyMo  dmgmmobo  dgmgmMomdol  Mgogyd  dgdmbggzedo
d3930md0bmgab. dogkod, 9939 YuMowbomgdns ab ogogdo, Mmd Mgogymo bobhgdds 09360
©3H300mmnd  dmbymongmmogonly o  9b6dgoal Gomgbmdal  3om3zamabbnbgdom,
dgbo0030bo 8930 gdgENd Mgacmy® Lobhgdedgs habhotgds. odmdpnbamyg ndowab, Gmd 5G
Jbgema od dgdmbizgzodo o6 g309, Habdhotgds dndnbdMgmod 4G Jugal dogowomdy. mydso,
00303069000 3mEgbo dbaesLos, sdohmd gb 33mg30L dgYa9089 NOMYMa30m ozemgbal ok
dmabgbeo.

996396039000l dgmbg  bobogmdn  @obzobogmgm, obgmo  dgdmbzgzd  GmEgbLE
dmbgmongmmds 9.6. “Roaming”_dno. 067 Gmgbog odhondo 3o3dodo 0080bmob ob d93b ob
309380600 36dLHVdYGMNS. od dgdmbzgzedo Bnbobbotzy dnzobmmgm bLobm dbdgdal boo.
3900939000  dobgzom, ™Mozg dgdmbzgzd dgodemgds  @admznygbmm ghmo, Mmamb
003003930 LoLEHYdo, Mmdgmoy PBOOYb3gmymab Jugemdo dgdy PLoWGOMbmgdsl. dgmbg
d9dmb3zg30dn, 30039emmab dgamgdnm 3MmmEgbo yo3dm bbMsggs dndEnbdMgmol, ™mydEe
d60dbgemmzabo  3m33mbgbho 0gbgdd  obogmo  obdgdol dgbobgd 0bxmGdszool  dobmegdo
dmbygmdngmmdnbmzol o/ob 3339 9Mbgdgmo  0baymG3ddEnal  dognnsbmdnb/yz3zcmgemmonl

00(339.

dmbymodogmmdd M3mEYbmdd ©0360067em 300
20 - 9bdob
bodyemedhmbo,
. 5 - 36y obdol
Raspberry Pi (LTE 3mq@em00) 40 boaz]qu ozgi)m(‘o(:)
15 - dmdbdatgdemaly
dmbymdngmmdo
36mEgL0L
2 bOdoGMO300,
3m3309hgbn Kali OS_om bodymoEnobmzal
391093900
6o®mdo¢gdy/
dmammondal ¢odo hogzoMmbo 3mdgbpodo
3gh0yto 9bdosb dmgbmngnzdgns | Botdsgds 15/15
dogod 3bdogmngoob
090960003030300 Botdohgde 15/15
bodmemmm dgzabgds 54
dMam&00dg0do 0373039, M7d30 3o0ddMS aYm3bg0o
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3b®ogmo 1. 99b3g60dgbhdn 3odmygbgdyemo 0ba3debh®ydHms

4. ¢™359308008b 83033069090 bagyhmbggon

dmbygmdngmmdnl 9a0emdgodMgmonl oagbal 2 doMomswn dgommoon sGmbgomdb:
GNSS (h99bmemmgngdol godmygbgdom ob A-GPS dgmmeom. 306390 3yemobbdmdl GNSS
bahgahgool odmygbgonm dmbymongmdnl dgdotgmdal gobladmagtal, o3 o9ebgdnmo
d900mg0008b y39emadg Bybhos, bmemm dgmbyg (A-GPS) dmongmyho mdghodhmMal sbdgonl
dobgco30m dmdbdatkgdgmal dmbymdngmmdnb 90030¢ 39000 gmonl
3900003e0b/d0bgdM0dgool. mMozg dgommeb od3b me30b0 P3oMobhgbmds o d98myo3goo:
GNSS ol dgdmb3zg3adn, o930 gdgmnd  dmbygmdngmmosl  doMadndo  bgozs  Jmbgogl
bohgEnhgomob, 96y 9.6. oo 3ol 3G0bigndn Tdomadlb, dogtmed yzgmodg domagmn LodybdhgL
0dmggze (3-5 0 gomdogngdd bodmdbdabgdemm dmbymdngnmdgodn), bmemm dgmbyg A-GPS,
dmongmybo m3ghohmbolb dobndyd 3 obdolb LOAYOEMgo0m 0m3eal ™30l dgdabgmadsl. gb
bogemgdo Bybeny, dogtod dgndemnd obyhm  bogzMEggodoy, dogomomoe dgbmdgddog
390000035¢mmb dmbymdngmmdnl 3mmbEnboggdn. (30360 1, 2)

GPS A-GPS

(@) )
x A A

\\ - :/
N p “ H »
~ K
N s w
~ » Locating .. N
. E . ((«?))
~

Locating ...

]

02033969 1. GPS 9000 02083960 2. A-GPS G900

30dmdnboky ndoob, Gmd A-GPS ab dgdmbzgzadn dmbymongmmod 0ggbgol dmdognyto
™m3gMohmeal 9b6dgdolb ghomgol, 3mmmEnbodhgdl mezabn dgdatgmonl ©obodybhgdmoc,
MITM ob dghggob dgdmbggzadn, Mmgbog 9.6. “Fake Base Station“_ob dg(hg3d bmEngemgodo,
00008 bogbhmby, Mmd dmbygmdngmdnl M 3oE0d 3GLEMEMSE FdEINMZdMML, Moadd 0
dobmydnmo(gadmmzmabsl godmygbgdnemn) 0bagmcmdsins sGobbméa ngbgds, dddnb dggaLbog
363LBmMEML dng0gom. gb 30 o 3OMdgdolb dgnddgbol g.6. Location-Based Lyé30LgdL, dom
dmbob 911/112 byehz0Lgo0bmzal bogobm 3GmEgLgdl. obg3g, BdLOMZdNLBNbgdgmns b
00dhog, Gmd GNSS b dgmmeolb dgdmbggzadn o330 gdgmnd dmongmyé dmbymongmmosdn
3009H0y6 oo 0gmlb GPS dmywmo, bmemm A-GPS dgomeo, Jugemal ddomonl 360bgndnob
30dmdnbody dmodngmym dmbymongmosdo d3¢h™AdHMo© dghoyhns (gobs 9.6. 93tgbol
69300d0bs). gb 30, Adgbodemey, MomoE dgdmbggzgddn sdathnzgowglb LBS 89 dghgzol. 33e0930L0L
bbgogalbzd bodymsoymo ggdbdgthndgbho hogodotgm, Mmadmal ghemmgdoy dgdwogad 03d0d
omBghngmo.
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4.1. 93b3g60dgbhyeo 3339

33em930b0L  hogodotgm Modwgbodg gdbdghodgbho, GMOmS 39000 MMmAgmo
dgomeon, @Bod dgokgdnm dobhnzgn, GmImomog Ladgomgds 33996900 O300306Mm
dmdbdoamgdemol dgdotgmos domo ,,bgdsbmzgal gokgdg®. (3bMoagma 2). 3oM3zgwm dgdmbggzado
30dm3099690 3o bgembobym, Storm-braker (308960. 9, 10). [6]

rok.io -= https://localhost:8767 O vela 0 4:;

Google Map Link : |

[!] Ha Ha Ha (:

0208760, 9 0903960. 10

ob oMol dBo 3hmaModymo PBMYb3gmymAy, Gmdgmog  bodyomgdol g3odemgsl
dmdbdotmgdgmolb dmbygmongmmdnab Bodmznmmm GNSS mmbEobshgon. mndEe, 33eg30od
oh3960, Mmame 3 dmbagmmbgmo ngm, Mmd b3ddm ,,bddnMmnobns“. Mywaeb dmdbdotydgmo
Bobobbot  gobLodmzhnem  ddymbdy  oobgwobsl  Mgdymmol  godogbmbogmgdgem
d9hymd0bgdsl, Mmad d3gmn3oEnd/bgmznbo 3ammolb dob gnmgsEnsdy B3mdol dmdmggosl o
3d0bm30L 0mbm3L 6gdabM3sb. (33089600 11)

020339690 11

30dmdnboky 0doob, Gmd dmbymdngmmds dydng Mgz0ddn o6 0m3zwolb mo30b
dg000gmdsl GNSS (hggdbmenmangdal godmygbgdnm(bandotnd mabadadogthgodyg), sdemnzdEnom
30900 0bxym®mdsEnnl dmdak3zobob, dmdbdadgdgmo 0gommoL dghymonbgodl, MHmad 03030300

30MmoL dmEmol 3odmygbgdol o dgdotgmonl oagbsl. od dgmmmol Jobymanmo
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dbotygd 0bog, m3d my GPS dmEymo 3edmmmymns, 0b dmbymdogmmds abyhym boghigdos
(@ogomomo  dgbmoodn) dodob 39 0dndogb. o3 dgdmbggzsdo  Iwdm™  9939dhc0o,
dmdbdotmgogmolb  dmbymodngmmonod m7 A-GPS ol dmboggdgdlb Bodmznmgdm. Go©adb
dmongmybo dmbymongmmonl o ™m3ghohmmgdal dydomonl 3Mnbzndneb odmdopnbabg,
dmbymongmmds ddnzom 0dmbdgdl ogge®azalb obgogmdn dgmay dbdgdlb, dgbademgdgemns o3
0bgymmdognom, dmboggdgonm o (HM0obaymoins/hMamapgmoznoll dgmmonm ©a©anbogl
dmdbdobgogmolb  doobgmmgdomo  dgootgmds.  ots  abgmozg dbho  Gmambi  GNSS
H99bmemmgangdal dgdmbgggzedn, dogMed dbog3bgdemac bazdotabn.

((( ,)) Phone Location

Tower 1 Tower 2

0203760 12. H0e30900300 0903900 13. 606379300

06LgdMmOL dBo bgmbobymgdn, Mmdgmog Lodyemgool a30dwg3l ™m3ghohmbolb obdgonl
3obmoggdol  My3e  dg3ddbom, Gmdgmbog dgdgy  dmdbdobmgdgmol  dmbBygmdngmmonl
d9006gmdnl 3obLodmgGobmgal godmznygbgom. dogogmomo OpenCelllD dMmgdho. hH3gb
30dm3099690 sbobmagnl dok3ghdg dMLgda 3bhmamsds: “Tower Collector”. (0303360 12, 13)

Tower Collector ot Tower Collector =t Tower Collector . t
LAST SAVED STATISTICS MAP
LAST SAVED STATISTICS MAP 3 Sl LAST SAVED STATISTICS MAP
GPS status. 0K (12 m)
Battery optimizations enabled -
el stied e t Battery optimizations enabled
Toda;
Network type: LTE T @ i
Long Cell ID: 891651 B Measurements: 2
Cell ID/ RNC: 3483 /3 —: h s Cells (discovered): 2(2)
TAC: 1006 - 0 Local since 2021-08-03 18:42:16
e o Ee Measurements: 16
MNC: 2 2021-11-28 18:43:35
LFE: 2821125637664 (22022.32) Cells (discovered): 5(5)
Signal strength: 93 dBm TE: 282-2-1006-891651 (3485.3)
Total since 2021-07-10 21:04:52
Network type: LTE M
2 ts: 16
Long Cell 1D: s Il A ! BT . § 0020202020 ||Meewnwnen
80 d cells 5
Cell ID / RNC: 22022/ 32 Diocyemacere
TAC: 12 To upload
Mce: 282 OpenCelliD.org 16
MNC: 1 Mozilla Location 16
Signal strength: -99 dBm Services:
Main / neighboring: 2/0
Latitude: 41.72247198°
Longitude: 44.71949151°
Accuracy: 32.00 m @
Save time: 2021-11-28 18:43:35 LT ] o
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hmammz 5303Modg Hobl, Bd3domE EgHOTM 0bagmGddENsL 30mgdm dbdgdal dgbobgd, dom
dmbob Gog dmozotmnd ID, jommbeobshgdo s Bogbsgmal Lodwoghy. dmbsbodbogzns a3oddn,
mad bogdom Abzgemmonl bgoebod bogbogmal bodgagtyg, 3339306 M bobogmo m3zwmab, GmAd od
3060390 G0m dgbodemgdgmmns 8L dmbymonemmonl 8andgdotgmonl ©oagbs. m3d3o,
0309 h09, ©md 0dgboe 3Mmd3ggdbyto doboboomgdgns, GmYmod Eombobaw Gondgl mddo.
0oaob dogndb 99360 qdgdhmto dbgblb ogmgbol Logbogol Lbodemoghgdg, dom dmbal
6909930 o dgbmdgdn. Mo y3zgeoedg dbnd3zbgemmazabno, 5G Jugealb dgdmbggzado ndobom3znl
md dmbymongmood godmaygbmb High-Band bdgdhto, 9.6. mmWave, 8330¢0909e0d Gmd ogmb
dogmnab sbemmb, doGodnmo bgwznm dbdobmob. Mowasb 8d Lobdo®mggdal Hogmgol yzgmaedy
(6060 2 00b dgodgdom) dg¢hom 9dabnbzgdl dgbmdgdon. dgboedsedabac, gb dgndemgds gobggl 0dol
dodgdo, Mmd 1 9bdomog oENbegl dmbymongmmonl dgdaMgmod. Mo ©oE 3Mmoggdal
Bo6mdmoaqbl dmdbdamgdemal ybogycmbmgdnbmaab.

339300b0b 3odmygbgdnemo 0bgymbhtnghnmo:

M3mEgbmd
dmbymdncmmbo b ©360367m 900
. 10 - LodoBobm boayho,
Raspbggy bi (Lﬁg’)" GPS 13 15 - 36 bodeBobm bowaIGO
R 5- 303b3e6rgdgm0
GPS dmymnobo dmongmybo
dmbymongmmdgdon > dedb306909500
) 99b3960396¢h 0L dmboghmE0bzo o
Laptop (Kali OS) dobm3zo
491093900
6oad/
dmammondab ¢ndo hogz0Mmbd 3mdgbhomoa
Success with noise if GPS module was
GPS (GNSS 3mmtMnbo¢goab Bo0do(hgdyem | enabled. User interaction was needed. As
dmbymdngmmdnab 9¢gds) 0 they were alerted by the system
A-GPS (0bggm®mdsgnnly Boabrdohgdyem
dmbymdngmmdnab Badmemgdo) 0 10/10
NOLMORN W
MITM by Fake BS 0 10/10
obdgdnb
0bggmG3doEnab(bobdotggonl, Boédogonm
oghoy6o 9b6dgdal) Badmegds 0 8/10
b&oemn 2
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339m930b0b o300, mad A-GPS ol dmbogdgdol Bodmegds bogemgdsco bdoyMnsbos, 3oy
GNSS dmboggdgdob. obgsg, 3 GPS dmymo godmmoymos ob dmbymdommmos ©obyhyem
b3ME800, 3MVYHNINEOE FodMmYLOEIROMNS GNSS ol dgmmeon. 5G Jugwal dgdmbggsado 3o,
megboy High-Band 89 0gbgds dmbymongnmos, dgbodgmgdgemnd 1 dbdom oanbogl dobo
doobgnmgdomo dgoohgmds. obg3g gutopbowmgdns ob o3ogdhn, Gmd Fake Base Station ool
d9dmb3z9303d0, HmEaLag dmbymongmdsl 8bdal stsbbmta 3mmMoabsdo dgndemgds dngbmeomb,
dobo LSB bgh3z0bgo0 3ondotmmoge 0ddoggol. Godoy Bmg dgdmbggzado dgodemgds bogagmamm
39009353009 d0330943906m0.

5. ©3b3300

dgbymg momdnb Jugemol ebgkzzs o gobznmatgds 3bndzbgermzseb Mmel nmododgdl
393M0M0moolb  LOdMAd3mm  obgnmotgoodn. Mo mo30L dbMoz osobobgds g3mbmdogye
00Jh™mG90893. doLAH0900OD gdmdnbodg 3gds Hgwgidmd 3mdnbnzdngdal nwgol o
9dbol sbagm 93mbaLHgdsl, bosE aegMmnabgdnma 0gbgds bbzaalbzd nbybdhMmns, dom dmbal
30ohogymo bghzabgon. 0990006 godmdenboty 3y3obmdme dbnd3bgemmazobos LEboIMEHNL
JbogMmmbm  033¢mgdgbhogns. 5G  Jugemlb  og3b  Mogo  3Mmomgdgdn, Mmambi  Babo
bbb HNEeb  godmymemogo  sbg3zg  obommo,  330gmgdg0008b/3nbdombagmacoab
30dmdnboky botdmgdbogmo bagybmbggdn. 33emg30L gb bdbogmo dmoEesh Jugwob ghm-ghma
y39emodg ddgmagho dghgzolb - MITM ab 9bsgmodl dgbymg momdol Jugemeb dodobmgdedo o
39009390 330h39690L 80 3GrmMdemgdal dma30mgdalb ghm-ghm gdsl, 3mbgdhyomyt dmgmb.
339m930L dggas doggonmo 390939000 dobgznm, my Bobalbat dg0030b90L dmbymdngmmads
36Lgonemo  obdgdnl obdotgonm Lodndby obdol 83090 YEO™ISL, dodob dbndzbgemm3zbac
daotgds 36y 0bdgdol 3Gmomgds. obbLgdYmo  0donbl, Gmambi bb3zs bgdobdogh
0336930mbogmb, 9930 ma30b0 LobLHggdn - Bogsmoma Gmydnban, Mmagmbi dos sbg3g oty
Jbgemdn. 83 gymbom, Mmam addmagzn dgdoboddo dg30dydezgm BobobbBot gobbadmamymo
03hMmG00907em0 96dgonl Loo, Gmdmol 9939ddhytmodE oELbdhMos H3gblbogg hopabgdymm
99b39600dqb¢dn. 0769060300, gb 96 dILEHYMIOL H3gbo NBSNbAL LMY ga3gdhnGOMOdLY O
10003Mmbmgdol. 8dob dobombgzoE  OPEogdgEnd 339308 oakdgmgod Y MHgorM
LoLHYAEBg EIHILAHZS. Mmambdy 9du3gMndgbhnmdd 33emg30d ohgzgbd, MITM b godm o0
bogybmbol g39d0d LBS Lbghzobgdn. obogmo sbJohgdbhycowsb godmadpnbobyg, dgbodemgdgemnd
High-Band 89 003030069000 dgdmbgggzodn 1 9bdnm oanbogl dmbymdngmmdnl degdatgmos.
MITM ol 3odmyggbgoom 3o  A-GPS dgmmeol  ©6Omb  dgdobgmds  dMdbBmMao
300M3003eMg300mm dmbymongmogol, Modsg dgndgngdd dbndbgemm3zabo Bnobo  dnoyggbmb
36000039 0603GMbHGOYIHNOL o FoEenmgdgem bgh3z0bgol. dgbodedobop, 5G LyhzoLob
03060 dobdhodgonbmzal dnbmgdsdwy, 3930 gdgens bagghmbggonl dgdiotgds

6. 03OLHM905/000560900
330m930 PHDE-21-088 3obbmMngmos dmmo  Mpbmozgmal  bogobmzgmmmlb  gthmazbnemo
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3006030L domgob LobFgdgoo o Ybogg®MNbmgodo

CLINIC MANAGEMENT SYSTEM AND SECURITY
™odo do®3g0dodyg; LoJodmzgmml BgJbozndo YboggdLoBgBo

Lasha Sharvadze Georgian technical University

ABSTRACT: For the correct management of processes in modern medicine, as well as in all other areas, the
development of electronic services is very important. We can say that it is especially important and relevant
for the field of medicine, because it consists of many connected systems and components, the main goal of
which is the health and life of people. This field requires maximum accuracy, correct functioning, reliability
and safety of any information about the patient in relation to this type of system. In 2019, the Ministry of
Health of Georgia issued orders and instructions obliging medical institutions in the country to have any type
of medical record of a patient in electronic format and these records should be uploaded to the portal of the
Ministry of Health of Georgia. In Georgia, state requirements for electronic processes and data are quite
decentralized and include physical carriers as well. The article describes a new software inpatient module that
integrates inpatient care, treatment systems, devices, portals, and medical records. The system has a web
interface and is adapted to various mobile devices. The system provides security features such as password
policies and user role management. The system operates in a secure network environment. Experiments have
been conducted in a test environment and it has been shown that the new system increases the efficiency of61
receiving medical services and reduces service time.

00LFHMoJB0:30mEgLgo0L LEMGo JoMmzobmgol Mmobsdgodmgg Igoinbodo, 0bggg
M0gmdE yggme bLbgoe dododmygmgdsdo gemgd@®m®mbymo Lgmgobgool gobgomomgoo
dog00b db0dgbgemmgebos. 390dmgds omd3zoL, ®mAd dgooiobol dodod®myemgoobmgol ol
30bLoggm®mgoom dbodgzbgemmgebo o odEPocgMos, ®owgob 030 dg9wagds Yodmago
©0030330M909m0 LobBgdgooLgob o 3mI3MbgbEgoolgob, ®mAwmol dmogo®o doBobo s®mol
000d00b6900L RobIOMYMMOS o LogmEbemg. ®og gbgmo Eodolb LobiEgdgool dodoMm
dogbodomy® LoBYLHgL, LHm® ybdogbomgosl, 3o30gbE 0L dglobgd bgdoldog®o 0bgmL
LobEMMOOL o YLogOMBMYOSL ImoMB@ZL.

2019 Hgeols, LodJodmggmmmb xobogol LodobolEmmad godmbze 0Mdobgogoo ©o
0bLEHYJ30900, OMIomoE J399060d0 sMLYOYE LodgEoEbm sFglgoyemgogdl
309h0bo gom©gdymgos, MmAd 3030963 0L bgooLbdogmo Eodob Lodgwoobm hobohgmo ogml
959JEOmbgmo Lobom s Yoo 0330MHMIOMEIL LogoMmgzgmmml xoboogoL
LodoboLEFHMML 3M®OEHOMYOTY. Jog®mod Lodommggmmmdo gegdE®Mbymo 3MmEgLgdol o
dmbogdgool dodo®mom LobgmdFogml dmmbmgbgoo Logdemo ©9BRIOEHMOMOBOMYOYEO0O
©o doEogL o1ggg B0Bo3YM JoBoMgomgol.

LEoB00d0 00fgmomoos sbomo 3OMgModymo B Ybzgmmymazol LB ogombo®dymo
dmEPgmo, HMdgmoy 0g9M@m00bgol LEogombo®ado dmmeglgdymo 3o13096H 0L dmgmo,
d396bocmool 3Omglobmgol Logo®m LobiEgdgol, 030MoEgolL, 3MMEOMIOL o
LodgwoEobm Hhobohgmgol. LobEgdol goohbos web 0bBHIORIoLO o MYOYMOO
Lbgoolbbgo dmoomy® dmhgmoommogosy. LobEgdedo gomgomobobgdymoo
9LboPOMBMYO0L BYbJi0goo0, 0LgmMgoo MMaMME doMmMEOL 3ME0E03900 O
dmdbdomgomols dmemgool doMmmgo. LobEgds IHTomol YLlogdmbem Jugwmyd go®gdmdo.

hoBo®mgogmos gJbdg®odgbigoo LoEgLEm go®gdmdo o bohgzgbgdns, MmMA sbowo
LobEgdo EOEOL Lodgoobm LgdzoLgdol dowgdol gx3gdEgOMOsl o 6dEoMYOL
dmdbobymgmoolb M.
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boggobdm LoEygggoo: HLoagdmbmgds, LodgwoEobm 3MMgMednmo YBOYb3gmymRo,

KEYWORDS: Security, medical software, software in medicine

dgLogommo

LodgEobm ohgbgonmgool dodmgs 3oMzgem M0gdo gymolbbdmol, Lodzymdbomm
©003bLB0ZYM 3OMEgLYOLy 3MbHOMWOL  gobbmdEogmgodsl. IMmEgLgdol
LHmMo JoMmMZzoLM30L Mobodgmdmgag dgooEobodo, obgzg MmagmdE yzgmo Lbgo
dododoygmgoodo  gmgddmbymo  bg®d3z0Lbgool  ZobgzomoMgos  dogmosb
dbodgbgemmgoboo [1-4]. dgodmgos omdgol, ®md dgooioboly dodoMmygemgdolbmgol
ob gobLoggmdgoom dbodgbgmmgobo ©o oJEgocy®dos, Mowagob 030 dgwggodo
9030030 ©030300M909mo LobEgdgoolgob o Zmddmbgbgoolgob, ®mAmol
dmogo®mo doBobo oMol 0©od00bgool RobIMMgEMOs o Logmibmg. Moy gbgmo
®030Lb LobEgdgdol dododm doJbodowyg®d LobyYLEGL, LEm® 0ybdogbo®mgool,
303096E0L  dglobgd  bgooLdog®o 0b6xxmL  LobEmmdsl o PYLogOMbmgdol
dombmgl. glogdmbmgool bofomdo ghm ghmo ygzgmoy dbodgzbgenmgeboo,
M™md yggmo dmgmgbgoo o 30mEgLlgdo Yboo bmmdiogmogomwogl oblg, ®md domo
®0bd0dggtygmo bobgol dglodmgommos g3dmbogl. LobBgdodo oM Ybwo ogml
obgmo M009JB0, hobofgmo, dmnddgogods, HMobTodzoo o 0bgm®Mdoiool bobgos 3o,
Mmmdol mmaomgoog oM Pbo dmbogl [56]. dgoEobol dodoMmmYemgoom
909dH®mbymo  3MmEgLlgool gobgomomgods Ly ®edmegbodg Hgmoo Moy
©000Yym ©o 29 300093 YodM0300 Lo33eMY30 o obLogomomgdgmo. Abmgmomdo
o dom Jdmmol Lododmggemmdo dgooobol dodmgol dgmmEgdo dowoob
©0b0§g3mg09xw00 o 030 bohommomog dmoiegl gegd@dmbye 3MmEgLgol.

bgooldogm Lygdhmdo gwgd@®dmbymo 3OmEgLbgool gobgomomgdsdo dogmosb
©0©0 MMmo oggl Lobgmmdhoxrml hodmYmmMosl o dmmbmgbgol. 2019 Hgml,
LoJo@mggmml  xoboogol  LodobolE®md  godmbge  0Mdobgogoo  ©o
0bLEHYJ30900, OMIomo J3990bodo s®LGOYe LodgwoEobm ofglgdymgdgdl
3oghobo  gomgoymgos, ®md 3oogbEol bgooLdogdo Bodol LodgooEobm
hobohg®mo 0ymb gemgdE®mbygmo Lobom o Ybwse 0E30MHmMgomEgL LodoMmggmml
2obogolb  LodobolFdmmL 3mOBFomgdsy.  dogmod  Logodmggmmmdo
909dH®mbygmo  3OmEgLgdool o dmbopgdgool dododm Lobgmdhogml
dombmgbgoo LozdomE ©gi3gbE®mem0Bomgoyymos o dmoioegl obggg R0BoZY®
doBomgdmgol. Moy 0dob b0dbogh ®mA gl IMmEgbo od oMol dmEmdEy
30doMMY0 O 30©gg domoob 093M dPdomdl dmombmgl, mydys 3gnoJdhmo gL
3m3gbo Hh3gbmob Lozdomo LHMMo© 30moMEos. o3 9FEodYg LE