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39D03900L dglfogers Fgdbmemaosdo 259myqbgdobmgzobl. 53 Imbsoigdqdol bogmdzgunby
bgds MBOM gamdMr Mo s bbgs dmdbds®mgdwobmgol Madm gologgdo 39ds60Bdgdol
5696M39. 53335600 IMYo F9odergds Lbgzsslbgs 398Ls0@Bg 96 IM935¢ IMAbAsGM9d9w By

390030 bobEgdgddo 0ymb sbgeyowo.



2.4 MLsx3MMNbMgd0L LY EGH0R035EHJOOL BH03900
090Lsm™30L, ®MI JooM® 390L50EOL BHMIBL3MOEH0MGOOL Bgbol MLsRMMbMgds (Transport
layer security — TLS), 8m3bds69gdgends ¢bos so®boml TLS LgMmogozs@ol Liim®o @odo.
©@OoLM30L  sOBYOMDBL  Bb3sILBZS FHO30L LgMMORO35BHJO0, MMIGEms SMBg3s b
dmbgll  390L50GHOL  393)JaMmMO0L  FobgE3z0m.  Y39wsHg  BIOMME  Q5TM0Y9)bgds
Do60mBopqbwgdo TLS g mogo3s@gdols:

bogowo @sbodbryamgbol TLS Ughoroozsdgbo - 0930609 s bosdmsem  30bbglol
390L50900LM30L godmygbgdmwo LgM0B035EHI00;

35%5(098-9¢cm0 35¢mosgool (EV) TLS bgkhororno3s53980 - 4590m09ygbgds »86mm ©o©o
36MMm9dBHgoolbomzol,  OGMmIwgdBg3  LoFoMOms  MmOaobobogogdol s L3309 EO

©M3M996¢3)5300L 390m{dgds;

95535¢m0 m89bols EV TLS U9%030%035¢9980 - 900 LyM@GH0g035¢0 d90degds 459mygbgdmen
0g65b 36535000 390 — 23960 ©OL EMIgbolimzol;

Wildcard TLS bg(000%0359980 - 2500m0949bgds 390 Loo@gdol Jzgomdgobgdolbmgzol;doMmso
33096(90%0.35600U / gew.gmlBob b9kho0R03539980 - 350m0Y4gbgds 30650 96 g.gmbEol
30963900L sdoxrzmobmgzob.

2.5 Mbog®mbmgdol LgMEHoB03sBIO0L 396930
AOBL3MOEHOL BBl MLsgOMbMgdol (Transport layer security — TLS) yggws Godo vmbos
04mb  ©0BLEGHIWOMPRMWO s 39RO  3mBR0YMNOHOMIdMEo  bgMzgmol  dboGgl.
B30m906M03 30963900 094969396 bogeolbdgy 3565993HMgdL TLS LyMHmozozsdgdol
306309 5300LmM30L, M3 bMMTsemMos ©IA[YgdmMomM30L. MBOM IEGHIWIMHO 330930
090009y 092300005 30g35m, MM bmyoghom Fgdombggzsdo, 3wogb@gdo  0ygbgdgb
Bogmeolibdgy 350089390l TLS LgMmogozs@ol 99Jdbol Mml, Moysb dsm Ls3zdsmolo
3065 56 59300 O 96 89050 0dob 252905, M) M5 bgds Lobsd30egdo S MoE™a
65 bl 53 3OMELOL 35MRSE FoFIOMZS. OMYME3 99339 30300, BHEBL3MOEOL 53960l
MBogOMbMgdoL  LYOEHOR0IIGOL  BHYIdmEMma0sdo  2sdmoygbgds  Lodg@momwo s
Sb0dYGHOOMO 3M03EHMYMR0s. SB0TYGHMOEO 3MHO3BHMAMB0S 358Mm0Ygbgds ymzgwmazol,



Lo bgds 3ogb@ol dog LgMzgemsb 35306MH0L ©sTYsMgds. 306039 @3By
399m0yYgbgds RSA 360033 MyM55300)m0  sepamMomdo. sl 3909y, 53 3939060 56Ol
539450900 5593995 B39309 MO AoLOMGO0, MHMIGELSE 9imEIds bgbool goliswgdo
(session key) o Lodg@®0Mo 3O03GHMYM3R0s 0fjygdl 3MFomdsl. TLS Lodwmdsm 3Gm3qldo
399M0ggbgds 300600 ©sd0R3EMHOL FJNMEIO0 S gb 2sdmf39Wo MmOO BMZ5M0
30DgBom - MLIRODBMYGOS S 9BIIGHIO M.

2.6 3590y9b9d500mdols sGLgdMEo damdstmgmdols 9gesligds
Bgdo LomdGHmOm BsdMMAol Bobywgddo dglfogeol 3MmEglidos EIoLMZ0L  HOLYdMEO

36033™ LoLEBHYFGd0. MbEs Pobgzobowmm [o63sEH o000 FobbmeM309wgdo Ms3HLLAYdO
5OLYIM 3M03GHM LBoLEYIGODY. MsbsdgEMM3g 3M03GHM LoLEJIgdol brbGo TbsMggdol
39903w9bols 565¢r0Bo 33eg30L 9HM-gMmo bsfowos. 8080bsergmdL sG®LYdME 3G03GHM
LoLBHYIgOBY 36574EBH03MNWO S MJMMOE oMo 6558Fg30d0L obboergs. Jglfogurowos
3OL9dME0 godxmdgLgdOL FgoMPYOOL 9RIJGHIOMBS S FoMO 36153(3035DY Fodmygbgdols
3960U39d3H035. JogdMmo  F99gagd0 046935  293M(39gOMEo 300960  MLsBMMbMYdOL
99b3960GH9ddo, MMAMOE 306050  FodM[gMol, sxMgm3g LEMEOSWMEMO  KAMBJOOL  ©
13mOHMIGo0oL LTS Gd0m. F0MGOMEO MBY3900L O B0 VMBS HbsEOBOL Boxgwdzguw by
d9L5dgdgE0 046905 LOLEBHYIOL QoBXMIJLIOOL s 9BIJEHIOMDOL FOBOEOL YogMdgErgds.
doMoms  33c0g30L  Logombgdl 30 FoMmBmoygbgb;  9MLYdIMO  MLIFOMbMYdOL
399960D039d0L  g98mygbgdomdol Lo  HghBHowgdol  godmzobgds s oy
$o6053 90w 49bbmM309gdMo  M93oLLAJGOOL goBg3s. 0ol gosboroBgds, mw
000 56MH0L 259M{39Mo gl 259myqbgdsEMdOL 3MMdEGIYd0, 33000 LoLBHYdgdol Mo
9w99963H90bg bgdm®s doMmOoMOI©O  9§39BGHO0 s MMAMMO  2odx™mdILYdOL  3BgdoL
89000359985 560U LoFoMmM 58 3OIMdGTYIOL 4508 FMHOLIMZ0b.

MBogOMbMgdol  39JoboBagPMb ghmo©,  2odmyggbgdomds Mol gPm-gMmo
9600369cmgobo  3033mbgbGo  BmdbIsMgdol  LoliBgdolomsb MG mMmogHmdggdsdo.
3990ggb9ds@MdOL 3900  Mbom 39360  FoMEH0305  LEdMEMmm  dMIBTsMYdIOl
MB5gmMbMGdOL EMBOD 2sbM©G.



0530 3. 303538DY 869D BowE®MSE00L LoLEHYIYdo

3.1 300053Ub9 59967090 BOWEHMSFOS
5659900M™39 30096 LodYgsmMTo LyMY3mAgbszom LobGHdgdo bgmabmMmo 0bdgugd@ol

9995603900l y39wsBg 35¢LsBObMm  Bogoomos. B39MEgdcm03, Slgmo  3MHMYGs3gd0
0436905 9mabAsMgdolmM30L  39m9LO  A9TMEFEOEGOOLMZ0L  Lb3sELLB3s  LoliEgdgddo.
dsgomomsq Facebook, ®mdgwog 890393 ,00058056900, GrMm3gandlsg 890degds obmdogm”
9o s YouTube, ®©m39wog 2000350Md0m 89L58530b 30009Mmb 06@&g6M9Lgd0L dobgwgom,
53 306 ds M350 gMHYdoL fobs oLEBHMOMOooL LormdzguDdy. gl yz9esRgMO JgodeEgds
Bosomzsml 9mabdsM9d9wbBg Mm6H09bEH0MgdMwo Bocg3:mdgbozom Lbolidgdgdol bszdsm
396 359W0mYds©. 390 3eoGBMOMIO0 IMIHBToMGOgOL Lodw)oEgdsls 5393l Joowmls
9309960530900 bbgzssLb3s 3M0EIM0TgOOL bog3mdzgEDY. SERMOHOMIGIL, HMIgdo3
3990ggbgds sbgmo 3MMYGMSIgOL Joge MHmEadgb Lo®g3mIgbosgom LolEgdgdl. w9l
SO0 mIJO0  259m0Ygbgds Lb3oslbgs Lo®g3mdgbogom LobEYds, o™ Fobssmliby
539996900 8990Mm535H90900L  FgMEO  JOM-9MMO  Y39esDg MmM09bEGH0MGOM0s
dmdbdoM9gdgbyg.  Bo693mIgbosgom  LobGHYIgdo  BsOOM®  2odmoygqbgds  Jobss®lols
BOWGHMS300LM30L  Bb3sILb3s 390 3WOERMOIGOT0, MMAMMOEBSS Mbsob FomsBogdo,
5303990l 96 IMYBoOmMBdOL IMboEdms 0B, Logsbdsbsmwgdem JodsMHMMEGdgd0
dMogoo  bbgs.  0bssdbol  gow@®mogool  LolEgdgdo  (content filtering  systems)
9mdbdoMgdgdl gbdotgds FoduodorIMmOE 3905 03m3mb dglsdsdolbo dobss®lio, dsmo
15306MHMJ09d0ID S 0b63YMJgd0b 45dMIObIMY. Il Bgdoldogmo msbsdgM™m3zg
LobGgdobomzol IMIBAsMOEOL MBsROMBMYDSS MoMEglo 36033bgarmgzsb60s. 353969d0
SbEOM9d9g6 J9@935L  Lb35sLB3S 39dbozols @s JoEAMAoL godmyggbgdom. 535M5EEOE
MBOHM6390YmBsHY ©oxdbgdo LobEgdgdo bdoms bgds Lbgzsabbgs mogalibdgdols
1530B67900. 339MO0MO sGbo (side-channel), (396&O MO 3OMEILODY MOHOI6EOMIOMEO
(central processor unit) s B0H03MMHO 9393900 2956MBg30L b6 3M0EH03Mwo 0bRMGOIs300l
900900l EEIL 53OLBIOL FMPIEEOL JOM-gOMO Y439wsHY 3MIMWHOHVIO FJNMEOS.
50LB0dBs305, MHMI Lb3gsILLIS 3OMYMsINwo F9doboBdgdo LsdMdsme ML 09ygbgdgb
33565G O Lol gasb.



3.2 302053UPg 5539369090 BowEHM3o0l 3M0b303900

MBogOMbMYdoL  BEgbsMoL  9bseroBOLM30L Jobss@lby (content-based) s53w9dbgdME0
693039605:30980L LolEgasl bFoMmgds Mmdbscgdeol doge dmfirrgdIero dmbszgdgdo s
139(3090M0 Bs®RMYdO, MHMIGEoE 0bsbgds Imbsgdoms d5BsT0, Bogowoms dobssMliby
55399969000 356589@HM900, 8998351905, 133530060 s IMIHT>MgdOL bbgs 5@EH03mdgdo.
50 99dmbggzsdo  3009H MLoBOMbMYdsDBY s FJJb035Pg ©oxdbgdme  LolEgdgddo,
dmbo3gdgdo  3m63M9gAHMIwo 0933963000  Qobo0BgdMos  LolGgdolb  dog.
9mb5(399900L 993565 bgds  L3gEosw MmO  0bGgModBHomwo BsIgbgdmwo  Rm®Iol
399mygb9d00.

3.3 30655MlMdM0z0 GHgMdobgdo s dsmo 360dgbgenmds

©90Lm30L Bo6930mTgbEI30M LOLEJIGdTO SHOL FodMYgbgdsEO MO JoMOMIO TgdsboBbdo.
9L 5G0ob B9®dobo Lobdo®mol (TF — term frequency) s 0b3gOLOYEO ™IMIGBEHOL LobdoMols
(IDF - inverse document frequency) 994s60%3900. d9330dc0s 2ob3LsBO3OM™M Lb3sILLIS
90655MLOL  390L50EJOOLMZ0L  2odmygbgdmo  Lo@yzgdol LobdoMyg. bgdo  33wg30L

3969030 533535 99900930 MMHR60BE0gdOL 390 — 43960 9dO:
1. Bsd9g3b0gem 30096 MLSROPBMYGOOL SLM(3053008 MGBOFO0SW MO 390339MO0;

2. Utoweb LEvy00b m330305)OH0 399 — 43960;
3. Lod5333M 30896 MLOBOHMBMYIOL 1b03gOLOEIEHOL MBOEFOSW MO 390 — 24396O.

3.4 BoEMs300L 3M0b303g00L 353mygbgds 30dgM MLIFOHMbMYd530

90b50OBBY  ©oxdbgdmwo  M93mdgbo3ogool  LobGgdol  dmEgo 93000
399m304gbmm MBsiMmMbMadol d9JsboBdgddo. Bgdo 33w9g30L BoMygddo 89dw9dsggdmeo
390 Lol gds 04gb90L B539690E BoWEGSE300L 8goboBal dmdbTsMgderols Jog dgyzsbowo
9mbs(399900L  LobJoMOL  FSTMBOIMZEGEIE© @S “4g399bgdL  LEdMEEMM  dMIbToMGdgls
d9L535d0b H93m39bs309dL.



LoLBHYIS MOO0Y6EH0MGOMEos IMIbTsMgdols JoghH Tggyzs60o IMbs(3999d0L  sbseroliBy.
dmdbdsmqools  doge  dggzsboero  dmbs(399900L  Lodmogdom, Lol@gds  9HoedMgdL
300mm3wgdl  TF-IDF  g3m®dmerols dobggom, 6oms  5@0dmoBobmls  dbasglngds  Lbgs
9mdbdoM9dgdols doge sMg 8993560e dmbs(3999305b.

90536%D9 537136900 Bo G300 9J560BAYdO ML FobdsbmEmo Lfsgargdols gbHom-
9OM0 253039900 FGOMEO, MMIJOE F0MOMIIE A5dM0Yghgds LoMg3mdgbsgom
LobBgdgddo, dolo  0bFHIYMOsE0s  MLIRO®bMgdIOL  3M0B3039000  0dEg3d O
d9LodErgdMdIdl GmameE  49dmygbgdomdol  sbg3g  MLIFMDMBMGdIOL  mbols
239BOOLM30L.

0530 4. 33eg30L BoMpEgddo Jorgdrwo Bygagdo

4.1 899x935390v9emo LolsEgds

LosMdBHmOm B5IOMIOL BsMRwddo oym  gobbowwo @y Fgbfagroo  sMLYdIMO
MLBogOMbMgdol LoLEJIIGO0 @S S3MINZg 0gm 9B DYOMEo oo bLLGo dbsGYgdo
399g9g6905MdOL 3MMbom. 0ym F5565¢00HGOE0 5MLYIMWO MLOBOMLMIdIOL LobEgdgdols
LoLMLEAHJJOOL  goBMbMOYOOl  Tgmogz5HgdMEo  qBgdo s dvbY3g  Fglermers
3990g969050MdOL IMEYEd0m godxMdgLYdME0 LoLEGHYIOL 3OMAMITME MGoE0DOEOs.
33w930L BoMYgddo J0Lgd0s 259mYyqbgdsMmdol Qomdxmdglgdolbmzol 8909agd0 S
090905305 M93m©9gb0dg 035 0oL MIMBsDY, v MMAMO MbEs obbmM30g gL
3OMyM5dM0  symMomdo. ©s  dobo  30BPwmEGo  FboGy.  oym  dglfogerowo
L59OMSTMOOLM  WOBHYMOBHWOS s bsIMMITo 30035¢oLobgd Bs3356dm  3GObE039dL,
63903 094 50HgMH0wo s YD 30096 MLOBOHPBMYdOL 9Ju3geMEgdoL oge. ©9339
do@gdwo 0©IIPO > 3bEIBEEgdo oy bbowrwo  MYBAHYO  XFIBIOLS  ©>
RMOH993d0 QM3 063gMHbYEHOL 5360039 30650 T9b390Mgd0L 89039Mmd0m. B0 OO
35bbgdol/MB939d0L  Logrmdzgedg gobbmemEogws 3OMAGHMEG03900l  AomTxMdIBYdS ©d
93069 306M9dBH0M9gd0L FgBobs LogMomm ©oBsobdo. LymdGmOm bsdemdby dmTsmdols
3Gm3gbdo ogm Ms8mEabody MMEs© 9dmMsblbgwo  53m3sbs, MMIWOL  A9OFMsdos
d9bdocdms Bgdo 3Mmgd@ob bgaddmgsbgwro.



4.2 9m3b3sm9xd9ge0o s BLoLEBgds

9mdbdo69d9wHg MmMH09gbEH0MJdo LolGdol 9OHM-9H ™ Y39wsBg 360d36900M356 BodEHMOL
0o63moygbl  ImIbsMgdEol  ©@s  LolEgdol  MOMoghmddggds.  89wdegdgEr0s
2499mygbgdoo LobiEgdol dgddbs 59 3mbEgBE00L omzseolobgdol gotmqgdy. HCI (Human
Computer Interaction) - dgolfjogeroll ®v) GMam® MOD0YONJdggdL dmdbdsMgdgwo
39960 myoslbmsb. gl d90degds  ogml  LEsEombse® 30330993 9HDY,  W9dG™M3BY
00993539 5530560 96 IMdoEMMO  BHgwgnmbol ©s  3wsbdgEmo  3m33049EgeMOoL
9mdbdomgdgwo. MBGMm  dgBoE, dgboderms  dmdbBocmgdgends  Asdmoygbml  Lbgsslibgs
30O GG IfYmdoEMmds, MMM 5MHOL 3330060 Bosm0, Lo MO0 s bb3S.

4.3 boliBgdol g56300056M9ds

LosMdBHMOM 33930l BoMRWddo  F0PYIMWOS  MobsTIOOM3) @S O3 8035605
9mdbdoM9dgdol s L3956 BIBOOL IMPMBM3b9dDg IMEYJOIMWO LobEGHYTs. MMM
500b603dbs, 3309308 BoMEgddo 89949353900 LobEgdol gOHM-gMM0 FMez35MG0 doBIb0s
30096 MLsxOPbMgdoL d9JsboBagdoLbm3z0L 3909L0 #odmygbgdsmdol mbols d9ddbs, Mo3
9000935 99gddbocr LoliEgdodo @odmyggbgdsmdol 8mazsm0 3606303900l sbgMygzom.
9 db3oM93olm30L MROM golivggdo s JoMEH030 J09gd9gdol JguMvIergdols Logwdzguw by
LolEgds sbEYbL Lodsdolo M93mIgboE0gdOL 4o3gdsL. 98 gBEHo3obmzol LomdEm®m™
332293580 533960 39390705 3163MIGHNO© 39b7967)M0 Lfjagergdol gergdgbBHgd by, 396dme
30 80bssdly  ©oxmdbgdwo  BowEHMs300l  3Mmb3gBE0sDY, Mg MsbsdgM™mgy
L5693md96530M LoLEGdgdL g3l LogMdzws.

4.4 5693mIgbs30M JoEamdgdo
L5693 d96530M LoLEGIoLMZ0L, FIBLSIMNPOMGO0D HMES BYdsMO FoEOL dMIbTMYdg DY

@5 3ol MLOgOHPBMYGdSDBY, JOM-9OMO Y39wsdg 3609369wm3zs60 Fog@mMo 6oL LHimeo
dogamdol JgMbhg3s, M5z  @odmobsdgds  LoMg3mdgbsgom  sEramMomdol  dgMbggzsdo.



oLM30L sOBYOMOL Modgb0dg Lot30mTIbIEFOM SEPYMMOOMTO O MOMIGME F50PbL
399Bb0d 15390 OBHZ0MMZs. BxBmM30L LoEMdBHMEmM 3309308 BoGRRGOITo 0ym dog0sb
960083693560 LHMMO 5eMOM0mA0L 93mygbgds s sdols 9989 dolio sboero 356056E0L
090035990, H©™MIge03 I6Mgd0s 30096 MLOBOHMbMIOOL B MOSL.

MOmgbss bgds Bs693mIGBIG0M 5YMOHOMTJOOL A5MBg3s, YD, MMI Momgwmw
900MAsL go5Bb0s 30L0 IWPIIOPDO WS LI9OYMBOMO TB5JJO0 S LHMOO SEYMOOMTOL
d96B3935> B30l 0gm gMm-9Mm0 3M0MOmOGGGH0, oYL dmgwo LobEgdol dwgdsmdol
Lobfmeg s LoLMLRg 983dbgds JgMBgrIEo SEPMOOMTOL Bodwdsm 30M0B3039dL.

4.5 95630056Hgdol 3g9MlidgdEH0g9d0

LosMdBHMOM 3309308 BoMREgddo  259M0339000 ©XJOLMZ0L  sOBYOYIEMO  BsbdsbMo
UHo3egdol 98gbodg doamds s SEAMMOmMTo. sSLIBOTBsZ305, BMI  MOoMMGN)O

3o Fo6MHIMoA9bL 3mb3M9EM 80O gdL O 4o9Bb0s Lo3MM0 Bodwgdom
M0. B396 J9d8mbzgzsdo oym dgmBgmwo Fobss®liBy ©sxgmdbgdmemo doymds, Mowysb
33w930L BoMRgddo godmo33zgms M589bodg 3GObEo3o o3 930 gdws© Mbs oyml
30096 LOBOPBMYOOL Locrg3mBgbsiom LobEgdsdo. gMm-gmmo 360d3zbgwrmasbo 3Mobiodo
560l ob, ™A 1933960530980 3mb3M9EHwo LEggbs®ol dobgwgzom Mbos ogml goggdmwo
1339 56B9YdI0 459MmEEOWGdOL Loxd39w DY, 5699 SbgmMO G030l oEYMABs FMOMbM3L Moz
d90dwgds 993 d9935b0¢w  Bmboizgdl, MomoE  LEIMTSZME  HMOL  FIB30MHMDYIMWO

9339605:300L LOBMLEJ s MY G35DEHOMDdS.

F0bs0mLBy  ©oxMdbgdmeo  gow@GHMsgool  394sboBdgdol  0bGgatsgos 30096
MBogOHMbMYdOL  459mygbgdo d94960Bdg0do ML 93 LFIOHMBMZ0L LBEOIEP0SE  SHIEO
doamds, o3 LOYOAbMOOE  FoHBOOL  LobEHYIGdOL  godmygbgdomdol ©mbgl s
d9L58530L5 MLOBOMLMGILS(.

sl336900



LoMd@GHMmOH™ 339308 d9Ia9© FoMgdeos  0bEIMsIBHoMwo  LobGgds, O®MIGEbos
L5533 B9 ™ 85674560960 Logegdol gHo-9gHmo Mgg356¢) M0 30063030 - Fobssely

537936900 Lot93mIgbO3oMm  SERMMOMI0, OMIGWOoE doosh  39Ms  SbbL
L5693 39bI30M  3OM(3JIOIMOJOOL  QoBbMOE0gEgdsl  0lge  IMRJOTO  OHMYMOOEFSS
9525W0mo@ BM305MO Jugergdo, Lbgzsslbgs gowdgdol 56 GHM@OBAOL 3ers@Rm®mIgd0,
Logobdomgdem  LolEgdgdo @s ULbgs. dsbgmo  GHodol  seam®omdo  godmoygbgds
9dboM9gdol;mzol ©39mglio dobos®lols d9ms35Hgdolm30l s 9yMHEbmds Msdwgbody

39 BHMOU.
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Secure design in cryptography
Abstract

Cryptography is one of the most important fields of cyber security today. Very frequently
the modern security mechanisms rely on this direction. With the development of technology, the
issue of cyber security is becoming more and more relevant today. Without the proper
distribution of cyber security processes, system users can face serious problems. The usability of
cyber security system is determined by the ease of use of the security mechanism. The simpler the
mechanism to use, the more actively the user is involved in system processes. Problems with



usability also lead to security problems for one simple reason - if the security mechanism is not
usable, the user will do everything in his power to avoid this security mechanism. The aim of the
research is to create a system that will help the users to increase their cyber security level by
means of corresponding security recommendations. The system is focused on the highest possible
level of security, including the best usability methods. One of the most relevant areas in cyber
security today is user-oriented attacks approaches. Every day new vectors are created to break the
systems managed by the users. And very important aspect here is to protect users with their
minimal involvement. The system offered in the frame of the research relies on machine learning
algorithms, concretely on content-based filtering mechanisms, that are made for better
optimization of user-entered information and provide the users with relevant security
recommendations. The innovative approach offered in the frame of the research is content-based
filtering algorithm built specially for cyber security recommendations. Before that, concretely
content-based filtering approach was used for another directions like social networks, movie
recommendation systems etc. Another area of work is usability that is very important aspect for
user security. If the user cannot understand the security mechanisms, or this mechanism is too
complicated, the user will try to not use it at all. Than fact may make serious security problems
for both, the system and the user of this system at the time. Content-based filtering algorithm is
used to offer better content to the user and relies on several factors. As part of my research, a
completely new approach to the recommendation algorithm was developed, which is used in the
direction of cyber security recommendations. Until now, this type of algorithm has been used to
make recommendations in other fields. In the frame of my research, | have created a new direction
of the recommendation algorithm, which is aimed at providing appropriate safety
recommendations in a user-friendly and understandable way. As security mechanism mainly are
complicated and not understandable for the end users, the system build in the frame of my work
will significantly increase the usability of the system used by the end-user and will help in
providing better security of the systems by means of appropriate recommendations. This fact
makes the developed system unique and very modern based on the market requirements. For the
future I am going to create hybrid system and add mechanisms of another machine learning
algorithm to my system to make it even more flexible and user-friendly.



