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Abstract

Cryptography is one of the most important fields of cyber security today. Very frequently
the modern security mechanisms rely on this direction. With the development of technology, the
issue of cyber security is becoming more and more relevant today. Without the proper
distribution of cyber security processes, system users can face serious problems. The usability of
cyber security system is determined by the ease of use of the security mechanism. The simpler the
mechanism to use, the more actively the user is involved in system processes. Problems with
usability also lead to security problems for one simple reason - if the security mechanism is not
usable, the user will do everything in his power to avoid this security mechanism. The aim of the



research is to create a system that will help the users to increase their cyber security level by
means of corresponding security recommendations. The system is focused on the highest possible
level of security, including the best usability methods. One of the most relevant areas in cyber
security today is user-oriented attacks approaches. Every day new vectors are created to break the
systems managed by the users. And very important aspect here is to protect users with their
minimal involvement. The system offered in the frame of the research relies on machine learning
algorithms, concretely on content-based filtering mechanisms, that are made for better
optimization of user-entered information and provide the users with relevant security
recommendations. The innovative approach offered in the frame of the research is content-based
filtering algorithm built specially for cyber security recommendations. Before that, concretely
content-based filtering approach was used for another directions like social networks, movie
recommendation systems etc. Another area of work is usability that is very important aspect for
user security. If the user cannot understand the security mechanisms, or this mechanism is too
complicated, the user will try to not use it at all. Than fact may make serious security problems
for both, the system and the user of this system at the time. Content-based filtering algorithm is
used to offer better content to the user and relies on several factors. As part of the research, a
completely new approach to the recommendation algorithm was developed, which is used in the
direction of cyber security recommendations. Until now, this type of algorithm has been used to
make recommendations in other fields. In the frame of the research, we have created a new
direction of the recommendation algorithm, which is aimed at providing appropriate safety
recommendations in a user-friendly and understandable way. As security mechanism mainly are
complicated and not understandable for the end users, the system build in the frame of the work
will significantly increase the usability of the system used by the end-user and will help in
providing better security of the systems by means of appropriate recommendations. This fact
makes the developed system unique and very modern based on the market requirements. For the
future we going to create hybrid system and add mechanisms of another machine learning
algorithm to the system to make it even more flexible and user-friendly.
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3999905 59 3945603900l 00835 s BEBHIBIOEME Tgbzerol Mg:10dbYg Fooligens.



9mdbdoMgderol 3OhmBowdo dgligerol asMs, 860036gwm3s6 MMEL ™sdsdmdl, 939,
3063950 5 Y39eoHY, 9OHmo dbE03Z, bgerdolsfi3mdo MBsROmMBMGOOL BMds — sMmo,
059650 5453 96 3OOl Y39esx8IMO by BoLIBIE. MOE MROM FoMEH035 LHTIBLMZMYdgE
350Mb 3049bgdm, dom MROM JoMFH0305 Jolo SIS, bmwm o3 MBROM Mol
50L5965 — Jom MROHM MMYWOS SBYNO 35Ol ETobLMZMGds s dobo dgdymado
2409myqbgds.

OoLM30L sOBYOEO MMM FEWHGHBRMMTJO0 S 53003530900 094gbgdgb 9. §.
MLOFOOOM  J5OMgdol  ImEgl, M™IgEoz 0035¢obfiobgdl  FbmwmE ,OHMMEO®
356MHMgdol  godmygqbgdsl. MMM oMol dmEIwo  0mzs¢olfjobgdl  JsGmerdo
09053500 LOBdMEWMYdOL 256339 MOMOYbMBLL, DBgs @O  J39s  MYFoLEBHMOL
LOFIMEMGOOL  25dMmYggbgdsl @, 9TobMb  GOHMO©, ITsBHJdOMO  LOTdMEMIOOL S
6oEb3900L 459mygbgdsls.

50935605, (36mdoo bgds, HMI MLIRODBMGdOL 9]oboBagdols godmygbgds, mwmzo gb
99956090980 459935605 IMIHT>Mgdolm30L, BdoGms 0fj393L 699G A9B6FYMdSL o
9ol g98mygbgdsbyg ool mgdsl. gb BogBo, b9, MOMYMBROMIE FMmJdgEIOL DmYsI©
9mdbdom9gdeols  J3gzsls @ MLIROHOLMGIOL  ™bgHY. 98 LoEeEosd,  Tglsderms,
390m0f300mL  LgMomBMEo  MLIRODBMGOOL  3MMdEGIGd0.  FgLsdsdobos, gOHM-9Mmo
360083690m™3560 s 9GO mO Bsgombo MLsROPbMIdoL MBOL A5BOOLMZ0L sGol
9003500 35¢sblol dgddbs, GMAgeoiE 0099853908 MLsROMBMGOOL BMYs ©E™bILS
3990g9g69050MdOL Mbgl ImEMOoL. LobEgds obg Mbs 0gmb OEMWO, GMT 5O ASGIMMU
bbgoolbgs  GHodolb  dmdbdo®mgdgebg  mM0gb@G0omdMEo  m3slbIgd0,  Toa®sd,
50530OMME5©, U MLsBOMbMYdOL 3MIM(39LYd0 O Fo0 MOG3N oBMmYggbgds oG
65 0gml MM A5L53gd0 LOdMEEMM IMIHBT>MHGOIOLM30U, fobsswdwgy F9dmbggzsdo
9mdbdoM9gdgwo o0 MOMICOIM® MM 45FM0Ygbgdl. s80GMTog LyFoMmms L3gEoswMo,
RO bgrdolsfzomdo MLsx®Ombmgdol d9JsboBdgdol dgddbs, MHMIgEms 4s9mygbgds
0946905 MBOM FoMOGH030 s AdoLoYYd0 Lbb3osbbgs 3WsBHRMMIoL FIMIBAsMYOXOLMIZ0U.
05250005@,  OIOLMZ0L  3gdLLOGHIOO0 @S 3909303530900  dmgw  Abmgeromdo
0b6x3m®3o300l 439eoBg Abbgowo Fysmms. myo3mmos, GMmI gl JodsOMMEgds bd3doMm©



300039005 dOMEGHIMJIgEoLMZ0L, SOLYdIMOL 390MM0IBEH0MGdIMWO  M3LbTGdIOL
390 M0Q0.

2.2 . BogesEools 89dsbobagdols 399mygbgdomdols dggsligds

56599000m39 LoLEYGOTo 36M9dBH03MWs© F919dwgdgEos Fo®dmzoA0bmm dobbglo,
09> 56 00050 Mgds, GMIJGol 0630z 96  sMoL  dgddbowro  39dLsoGHo b
3903o@GBRMOTs. gl F0FoOrMMEgds FMoMbMgl 29603397 3M©bLLy s A9TIMEEOWGdSL
MBogOMMbMYOOL s 00 9Ol gob30m5Mgd0l IbMO3Z. ghm-gMmo YzgwsbHg 9609369 m3zs60
Qo LoFoOHm MLBsgOHMbMgdOL dgdobobdo 3909L5BOPBMYGOOL Jmobom
393H536000/80090wo Imbs(399930L MLsBMMbMYdss. g 3MMEgLo HoMmdmgdl Mdgbody
9900mEom, do0m ImEMoL, LYM39eLs s JmIBAsMYdYEL GOl dmMbs39d9d0l 5330l
FoxM5300m.  BNLBGHI©O  IMbs399900L  FogEmsE305Dg  3oLIbolidgdgEos 39RO
LYOGHO0R035GJO0, OMIWIO0E RGOS LYM39MOL Abstgl. om, siggg, SSL (Secure Sockets Layer),
36 MBO™ 5HEr0 M>MdOoL TLS (Transport Layer Security) bg®Eoxg0353900 9hmgdom. LHimemgo
9B MLsBOMbMYdolL 99dsboBdgdo 3sbbolidygdgwros ImabAsMgdgEls s BYM39gMl dmGol
3900539900 dmbs39d900L  FoxgcMs305BY.  LYMEGHOB03ZHBHIOOL  FMTomdols  dgdsboBddo
Bomeos  ©53gbodg  Foxkgdszool  swrgmmomdo  GMmamMOE  sLodgGMomwo  (RSA
Seam®omdo — Sb0TGGHOOIO, MBOM OGO, FoMsd FgsMgdom bgwo), sLg3g
LodgBHMoo (AES senram®omdo, Lszdomm BHGsx0). SSL/TLS bg®Eoxgo3zs@gdol dmogeo
300600 doxgcms3zool LobEgdol gmom-gmmo bsmgwro dsgswomos. MH™mEs 29b9Msgools
@OML 3063900@ 28Mm0yg9bgds 99s09gdom 3dodyg, 356509 MLsOMbM RSA scrgm®omndo .
0. LoboolL AoLOMIBOL oLOEYTI®, brerm 53 396513690l gooEgdol 8909y M339
963905 MRO® LHOIG0 s Is@g AES scrgm®omdo, MHmAgrols d9d39mdomss bgds 9339
5394569390 3530060l BoGergddo 3m3Mbo3sE00l oxMsE0s.

MBogMmMbm 3396035305 30 ©OIOLM30L F0BOME LsdYsemdo gOHM-9MHMO  Y39wsHg

360083690m™3560 §oJ@MM0s. Ym390OO0M© 0bEIMHbyEOL dmdbIsMmgdergdo 009d9gb ©o



525536056 MBsMToBG IMb(39990Bs O 0bFMMTS300L. 9FLB gHMO, O o039 s
139305EMM0  5MBYO0m, 3bMdOEs, MMM mddgdo. 0bGgMbg@ols s  Jugwreo
Lol 99990l 95891900 DO IMIBTsMGIOL  LodwmoEgdsls 5deg3L, MBM@ bdoMow
39339WMb 9MM3sbgmMb Bb35slb3s FHo30L Fmbs3)dgd0. EILEEIMBdOm, dMbs3gdms
390053995 36035t xRgMHM35b0s  bbgoolbgs  ©@sbodbmwgdol 3GMMEHMIMEgdom.
2LOBOHDHMYOOL 39mqLO EMBOLMZOL 3m36035305 3600gbGL (06EIMbYE dGIMBYMO) o
1gMH39ML  JmMoL  Mbs  TJuOIWEIL  ITOFOMO  IOMGHMIMEOL  —  MLIFOHOM
3039639J4bEOL LYo gdoom (HTTPS). ¢dgdgl 999mbggzsdo bobidgdgdol dmdbdsmgdargdo
153056M0LS 96O 5939390 YOI PGds Fo0  MLOFOMbMGASL.  33¢093900L  Logmdzgaby
0633939, M3 G000 IMIHA>MYOGE0 56 03bMBL LOLEYIJOOL MLIROMBMGdOL Lbgsslbgs
993560D3L @ 56 glidols Fom0 Fodmyqbgdols 3608369 Mds. g Bod@Eo LogMAbMdEsE 30609l
dmdbdoM9gdgwms  MLogmbmgdol  mbgl  Lbgoolbgs  Lolidgdsdo,  asbLo3MmEgdom
390L503H90bg 96 Bbgslbgs dMs35¢ dMIbTsMgdgwbY domawow LoliEgdgddo. 06O
0b6x3m®3>300L s IMbs399ms IMPZY39, B0T0bYo S BBZsILBIS LME0sW MO LyObgOBOHM
9900900 —9mIbToM9d9Bg MH0gbE0MOME0 F9393900 — ML doe056 3M3MW OIS
9mIboM9gdgwms 5M5l53850M0B0 3EbOL AoTM.

Qb 3006905, o939,  39IMf3gME0s  BMYogHmo  49dmYgbgdomdol  3GMMdEgIom
MBogMMbMgdol d94sb0BdTo. ImBbAsM9dGEL 56 9 0s 2o0dMb, MoBHMI s MHMYME Mbos
3990099bmb MLOsBOHDHBMYOOL 8MmEYErgdo 36odE03580. 53 b5dMMAT0 F90535H9dwo 0dbgds
Q05¢3blgdMo, BmIbTsMdgbg dmMygdmo (user-friendly) 3HmEglbol go»-9MDO
439D bdoMo 2odmygbgdeo MLsgOmbmgdol dgdsbobdo — Transport Layer Security
(TLS) bgdoogozs@ol HTTPS 3538060l ©sdys@gdolomgol 3¢0096@bs s bgggdl dmemob. gl
90gmds goBOmoL TLS-0l bLYMOTB0IZoEJOOL 25dMYgbgdoll 390L503YdOL dFEMdYgdOlL
doge, gbsdsdolo®, 39033900 DY  FMIBIsMOOL  MLOBOMbMgdOL  ©mbg  sLg3g

239999x Md9L9ds.

535bmsb  9hmo, 8603369 m3560 BodBHMmM0s godmyggbgdomdoll mby s Bmyswi
39909g9b69050Mds, M3BY3 OHOsE HTIMINWIIYW0s 15350 MLORONbMgdOL 3OHMEgLo



@5 dobo 365dBH03Mwo godmygbgds. 58 3MM3gLOL godsGmM30Lm30L LoFoMms LobEgdsdo
dmdbdoM9gdeols 0bEgMgligdol 4om35¢olfjobgds [5,6].

2.3 3cdbsMgdge by mH0g6GH0MmgdMEo MLsgmmbmgdol 3gdsbobdgdo

LYOHOMHBMWO 331093900 BoGoMs IMIbTMYdgDY MOH0gbE0MmIdMEo LolEgdol d94dbols
05Mmd5DY.  sbgmo  LobBHYds  Mbs  0yml  NBOM  JMIBGMOEGHMWO s Pobgdo
9mdboM9gdolomgol. 5da3500  33eg3900L doBsbos  FMIBTMGIGW™S  MLOBOMbMGdOL
@Mbol 5350 gds Bbgoalbgs LoLEYdsdo. L3gEosW MmO 33wg3000 bBBIOHM, MMIgEos
5965¢0Bgdl  ImIbToMdEol  Ji3939L,  GHgdbmemyome  LobGHgdgdls s  3M330vGHYMHTo
MBOBODHMYOOL  LHFGsGMB — 5530560l s 3MB309BHYMHOL MO0 gMmJdgrgds (HCI)
90™@9ds. gl 0o MEgds, 51939, (36MBOWO0, HMYME[ 499MYgbgdsO MBOROMBMYDdS.

50 800500 gd0m  BoBHIMJOMWO 330093900 dMIbToMYdgDgs MmOO9bEGH0MIdMEo ©d
d0Bbs 0bObs3L, BIMI IMIBTsMYOYETs 35RO o0 LoLEBIIOL 3MM3gLYdO. Y39WsBY
96008369em3560 bsfoemo HCI-8o s60L dmdbds®gdeols 356589@M900l, dgLsdergdemdgdobs
@5 99B0m©3900L  dgbfogems oo BHgdbmermaosdo  obEbgMPs©. 58  BMbs(3999d0L
Log3mdzgerdg bgds MRO® JgamdOHIro s bbgs dmdbIomgderobmzol MBM™ golisogqdo
399560D039d0L  godmygbgds. 5333500 dm@Iwo Fgodwrgds IbgMrowo ogmlb Lbgsslbgs
390L50@LS 56 FM635¢0 BMTbToMGdg DY o3 0 boliEgdgddo.

39909969050 MdoL 3Mmboo sMLGdMBL 9dIR0 356589GMYd0:

boBYsg — LsBMAo, 0 Mod9bs® LGSR Fgmderos ImdbIscmgdgwl LobEgdsdo sdm3sbol

d9LErmEgds.

IBATOIBS — 0DMIds 0530960 T30 Td5 5939090 5TM3560L FglryegdoLLL.

bpsgarol #9bsGo — Dmdogl ©59gbo LHMsxs dgwmdwos dmdbdocmgdgels dgobfogarml
LobEgdol 36Om3gLgdo.



@©@305bbm3(9850MBs — 58965 oLHTbLMZMGIG0s LobEgds dmTbTsMmgdEolm3oU.

0m8b0s698¢mol 3s8mbds98s — 3mabsgdols godmbdorm@gdol bsgdzgubg dgag0deos

©5350006m0 B3960 LobBHYIoL LLBO HIOEGHOWGdO s B539d® A5TIMVBIIA0 bYadgbBgdo.

LobGgdol  M3909Lbo  2odmyqbgdsmds  Bodbsgl  LoLEGHgdsdo  BmIbIscmgdol  MBOM
3008mOGM  39dsmosls. 3 d0yMAsl, 3bo0s, 15305MP WIPIOOMO 453egbs 9db9gds
96535 dMmIbTsM90 0560 LolE9agdoL MBsBOMbMYdOL Mbgby.

2.4 #lss83GNbMgdol LB EHOB0ISEBHJOOL BH03gdo

030L5mM30L, HMI J0300Mm 393L50EOL BHMBLIMOEGH0MYOOL B9bol MLsRGMbmgds (Transport
layer security — TLS), 9m3bds6gdgeds «96qs so®boml TLS Lgdmnogozs@ol LHmMo @odo.
©O9oLbmM30L  sOLYdMBL Lb3sLb3s BHo3ol LYMMOEB03sGHJo0, MMmIgmwms sMBJ3s Mbos
dmbgl  3908L503HOL  39¢)JamMool  dobgz0m. Y39wsby FoMmmmE  Qsdmoygbgds TLS
19OH053035@gd0l Fomdmdogbergdo:

brmgowo  ©sbodbryemgdols TLS U9g®0ox0359980 — 0306) ©s bsdmowm  dobbglol
390L503)g00LmM30L A53mygbgdIro LgMmM0T035EH00;

35%5(098-9¢cm0 gserosgool (EV) TLS Ugkho30%0353900 — 350m0y4gbgds matmm oo
36093dBHgdobm3zol,  MHMIWgdolm3oLsEg  LoFoMms  mMysbobsgogdol s  B3gEosw&o

399635300l 390m{dgds;

d5335¢m0 mdgbols EV TLS 0030353900 — 961000 Lyt GHono35@0 d90dgds 4o8mygbgdmem
0g69L 36535¢00 39023960©0L MIgbolmgols;

Wildcard TLS 903090259980 — 359004gbgds 390L503H900L J3900mdgbgd0Lbmazol;

3065000 530996(90%035300l/9¢n-BliHol LgH00R0I5BHIE0 — 350m0yYgbgds 306150 b gar-
a3mbEob 3e0096¢39d0L d0x3MOLMZ0L.



000MgM  BIOMO0BOZIGHL  9J3b  o30L0 60BN gds o QBLY MGG
9sboliosmgdEgdo, MHMIGdoE IIM30WJOIMWOs 399339OOL 03Dy, 0bEMLEGHMOLS ©
3 Md0B305DY. IBWMdYgdds Mbs o0gMb, GMIgwo GHodob TLS LgMmoxozs@o

b5 3Jmbgm s MHMIgEo Mbs 259m0Ygbmb 3mb3M9E M 99dmbggzsdo.
Rsb0s60 s #3562 LgtH0%035¢9980:

3OLgdMBL, 51939, LIOEGHOR0IGHJOOL MO BH030: BLOSBO s WBsLM. M30LMdIMOZ50, obobo,
MHmymO3 Habo, 9OHmBsbgmoligeb 96 goblbgoggds, MwdiEs Bobosb LgMEH0x0353GHIOL 530
3903390 300HM0gd0, MMIgwoi  ImAbIsMgOOlmM30L  MBOM  3MIBMOEGHME0S.
3529W0m9@, MBBM LYOEHOTBOZOAL gooBb0d 35e0OEOOL MROM 6530gd0 35S, MMYMOF
fgbo 3-6 ™39, OMEILSE FBoBOBO BYOEGHO0T0IBHJOOL 35S A96OLIBMIMYdS 1-2 Fersdy3 30-
35000 25L3¢0l 8999y Lo FoMmMs BIMEGH0B035GHOL bawrsboo g9gbgMsE0s, MM dglsdergdgwo
0yl dobo 259myqbgds, BogMsd 5do3 9GOl M8Yb0dg bomsblio: 330930l 89y oYObs,
6md Dmaoghmo Lgmzgmol Jgdmbggzsdo (goblogzmm®mgdom gl dxdsmdl 9. §. LsboseHm
3bBHoba®g (shared hosting)) dglodegdgeros RSl LYOEHORBOISGOL  gobobengds
533™35@M5, BYMZ9MBY L3305 MO dGA67BOL Yofgcoom.

535bmob  ghmo,  BoLosbo  LgMEGHO0R03SGHO  FMIBTsMOIL  LOgsDPMdL  BHgdbozm®
dbsMH5FgML BIOGHOR0IIGOL 49696300, 2o8sOHMZ0L s IYghgdol Ls30MbgdTo, M3
#Robm  BLYOGH0R035GJOOL  49bgMoEool s 3mbxoyMMsgool  dMmiEgbo  LEWWwos©
593000909905 dmdbTod9gw By (LSoEOL G MdGDY).

b9(00%0,359980 350590900:

©0LM30L 5MLBYIMBL 13050 B3¢0 LYMN0T0353Jd0L 353900 MEOYRIBOBS30s, HMIgEoa
535390005 bbgosbbgs  3Hodol  Lgd@oxgolzs@gdol 89ddbom  ©@s  gog3mEgwgdom,
BMa09OHM0 — 363093, MLIRODBMIGOOL Lo30Mbgdoms3. G ghmgdscm Trusted
authorities — LSbM MEMYHODS30900, MMIGW™MS LIOEGHORO03IBJO0E IROGH0TMNM0s ©
50056M93M0s  b3solbgs 0b3HgMbgd dM0mBgmol dogk. bBgdoldog®  ™msbsdgd™mgg
0M5MBHYMHT0 5OLYGOMBOL L3305 MO LYIOEH0B03ZOBHIOOL 459399900l BMbo39dms B3BS, o3



3960539005 50b0dbMo LsbMm MMYbOBsE30gd0. Loo@GBg gligrrolsl bLyMEHOBR0ZSEO
9mfjogds, ™) oL 25399Mwos Lobm ™mGmYBOBsEooL Togm, T5dob dGMOMBgmo sl
"3MMOGINE  5GHMYOL. dobo Fgdm[dgds bgds LooGdg 2593900 LM EH0BOZSEHOL
0M5MBgMTo B539690e d5BILID FgoMgd0m.

Trusted Root Certification Authontes Trusted Publishers  Untrusted Publishers $1°

Issued To Issued By Expiratio... Friendly Name A

—qa/AAA Certificate Se,,. AAA Certificate Services 01.01.2029 Sectigo (AAA)
_plActalis Authenticat... Actalis Authentication... 22.09.2030 Actalis Authentic. ..

—n AddTrust External ... AddTrustExternal CA... 30.05.2020 Sectigo (AddTrust)
—p/AffirmTrust Comm... AffirmTrust Commercdal 31.12.2030 AffirmTrust Com...
—p/Baltimore CyberTr... Baltimore CyberTrust... 13.05.2025 <None>

o/ Baltimore CyberTr... Baltimore CyberTrust... 13.05.2025 DigiCert Baltimor...
—p/Bitdefender Perso... Bitdefender Personal ... 01.02.2028 <None>

—a/Certum CA Certum CA 11.06.2027 Certum

—alCertum Trusted N.., Certum Trusted Netw... 31.12.2029 Certum Trusted ... V

bsb. 2. 902303503980l 359598980 352960 8sbs

2.5 MbogOmbmgdol LghEoBo3sEIdoL 39bgMsios

AOBL3MOEHOL BBl MLsgOMbMgdol (Transport layer security — TLS) yggws Godo vmbs
094l 50bLEHI0MGOI0 S 39050 3bBOYMOOMGIMWO 1YMH39Mmol FbBsMYL. 3e0gbEgdo
09969096 b53olbdgg 3565993HMgdL TLS Lgm0050353900L 3mbz0aMGMs300bM30L, Mog
59049005330l Logligdom bmMTse M. MBOM IEHILMO 331930l J909y 99330de0s
300J35m, M, BMyogeo 990mbz935d0, 30gbEgdo 09gbgdgb bogmewrolibdgg 3o6r1599EHM9OL
TLS UbgMomogo3zs¢ol 99ddbol Mml, Goysb dsom 1y305M0Lo (3m©bs 56 5d300 @S 96O
399990500 0oL 259905, Y] M5 bgds LBobsd30¢gdo s MOEGHMI Mbs ImbEgl 53
36M39LOL 39O 2oToMOMIs. HMYMO S 1339 30300, BMIBLEMMEHOL G3gbols MLsROMbMgdOL

LYIOGHOR0IIGHOL  BHgIbMmEMA0sdo  AsdM0ygbgds  Lodg@®mowo s  SLOTYGHMOIEO



3603@MyM5x305.  SL0TYGHOOMWO  3OO03GHMPMIR0S  250M0Yghgds  Ym3gmm30L, MHMEILL3
3096¢0  LgM3zgHmab  353006L  58g4sMgdl. 306039 9BHI3BY  @odmoygbgds  RSA
3603GMYMORB0MWO  S5EMOO0mTo.  393d0M0L  ©TYoMgdol  Tgdgy ol googEgds
139305 MM0  2oLOPYd0,  OMIGLSE  gPMm©Yds  bglbool  golomgdo  (session  key) o
09BN 3OO3GHMYMORB0S 0fjygdl dmTomdsl. TLS bsdmdom 3Mm3gbdo o9m0oygbgds
300600 ©sd0x3MOL  JgmEGdo, o3 390Mf39Mos MmMo dmszsmo  dobyboom:
2LOBODHMYO0S O 9JBIIGHIOMOO.

SL0dYGHOOMWO 3M03EGMYM5GR0s MBOM MBOsBODBMS s 5d0FGHM™I gl FgmMEO o8m0ygbgds
Lgbool golsgdoll HTORZMOLMZ0L, FogMsd ol B0 LoBRJsEg 543L. WROM FoMswo
LoBRJsM0l MHOMB3gWlogmRs©, Fgme9g 93e3BY, HmEs BLYLOOL AOLOMGIO ©9339 FIW(39TIO0Y,
50 6mmb TLS-80 gsdmoygbgds AES seoym@omdo. Lodg@®mowmwo oxg®me3os 25dmoygbgds
4m390xgHdg 080l bozmo, MH™I gsdmz0ygbmo 3dody sbodgGHMHomwo 3MH03GHMAMIGB0s
9mbs399ms d0dmE3eobm30U.

2 Pubkc key RSA (2048 Bits

_|Public key parameters 0500
ﬂ Enhanced Key Usage Server Authentication (1.3.6....
i |Subject Key Identifier fabd6d 2eb9fadd 30 760038975, ..
(&) | Authority Key Identifier KeylD=a84a6a63047dddbaesb. ..

0l 8uthanty Infarmatinn dcrees  [118tharity Infn Arrece: 80 >

J082010a028201010090fd1d2734fad077e4532ce1 b206 A
T62be7Tb1a3c648a311b7bbca1817197a%  dc 083073 14
0209d44fa0 38 ch 9% 9% 3b539d3dbBS327c 448040 ce Tc bl
9107 1c15248ed0db49Sc2d692bb 2038 O 0708 7b 83 23 71 Ge
4aefc12a518390621de3cBab624731195158fcB883 119053
T42061bcb7 3164491 c6724657a 0 0f87 fc 755134 4a a2 3¢
10585Sa76d981 77 a7 37 7291be cl 27 6¢c ea 5138 2b 00 3 56 Je
9eSe40669d7e8d128850d1 el ccBab7Be14cdc799d52c

e e L L L e A s o~ -

bsb. 3. bsrGobm9Bol by®Bd0x035%50 bso@dol dbstgls
305530300 459mbobMgdBHg (bob. 3) 3bgsgm, MH™A 3gdLooGo 094gbgdl RSA ©sdoxgzdsl.

3EaMmMOoMI0 S LOXIOM AoLoMgdol Log®mdg sMol 2048 do@o, GMIgEoE JowgdEos
LGobsMEJOOL gHM3bmwo obbEoEMEoL (NIST) dogh. 3mbEobyol Dmyogdmo 3835600



MBOHM6390gmBL MBLM BYOEHOR0IEJOOL FofmEgdsl s sLg3g FoemM30L LobEgdsl TLS
L9gOEH0580353900L bgwom 3mb830yMSE300LM30L. Fo49E0MOE, gho-ghom B39l 33erg35d0
396boEmwos 49Mm3s60sdo dgmago Hetzner Online GmbH 3635000960, 39wz 4008bos
9mbs3gdms Lbgoslbgs 396GHM0o. gl 36MM3500gMH0 IMmIBIsMdGL LxogsDMdL Mgsum TLS
LYOGHOR0IGOL FoMdMmgdol dmEgugdl BmYogHDO 3539GHOLMZ0L 3060306 3mbE0baols
005039 3569 do. 8mdbIscmgdgel 9deros bgeroo sfo®mdmml Ly Eozozs@ol d94dbols
Q5 395MmM30L 3OHM39MES.
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Wta = 0, otherwise
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d9L5656BMbgdWS, Foo FmMol:

- 635 LFogEgds;
- bemEosw®o 6930396 s309d0;
- 6560l Logwms;

- 3963500 9905650930 dMOMETMJIgq00 (AgLHogers/gdudeys@ocmgds);



- 39BBMOOL  BodBHMOOBIEo0Ls O BodBHMOODOEo0l  835M0BHd0  (3mbEHYJLEOL
3°0350bobgdmo M93mbs30900).
b 9mfobsgg o 9MOEGHMIOEOYIEO  FJNMEYI0  39MR0s 093960 69396 E™MMJdOL
bs6obbol 9909 LoRgbIOBY 4oLOLZW WS, FogMd B53egdSE Folidagdos S SGF 0y
390250 960l FBIOIFIOHowo  LaMg3mIgbsgom  0blEH®Mdg6Egddo.  3Mog@035d0
3990y9gb900l 99999 Boors 259mPBBEYBY, oML g 5615 mfiobsgg Igmm©gdol sbgMags,
3903 1bs 0Yymb go30wgdom 3900980 JoM0MSE J0EYMTJOME TgsMIGdOm.

39630bowgm  ©93m39bIGHMO™MS  IMEOl  FM35¢0  SEYMMO0MTo, o  FmGOL
9mdbsM9d9Hg ©sx39dbxdO 3MEdMMH30E0 BOWEGMO, B03mMdBY IRIbgdMwo
3MOMEMISEFOI0 BOGHMS305, F0bssOLBY 9336 gdIO BOW G305 @S 30dHOEYIEO
9900 900. 98 98399GH0 91939 89Ol O, MJoEIME LsdgsGMTo dm399)e JMbozgdgdDY.
5303™3d 0oL 4905(Y39d3)d, 09 OMIGEO S5ERMOOMT0 Q5dIM3094gbmm, Asbbowrmwo Mbos
0969L 85000 ©SEJOOMO S “JoMYMR000 FBIMYJBO O M5FI6S© 39O SLEOMWdIb oliobo
domo dgx35LgdoLsls [25-27].



o336

Do00mygboe Lomg@mmm b5dGmddo dobbogrmeos 33¢930L d9EIRd© FoMgdMEo
06@96MsdGHomo LobGgds, MHMIGELsE LBoRWMAZ3EOE IJEM 35bJsbMMo Lfsgwrgdol gMm-
gm0 Mgg356GHMGo  30Gobgodo -  FobssdlBy 3 dbgdmo  Gowr@EHMogool
L5693 I9bO30M seam®omdo (content-based filtering). 58 5MmMOMIoL EIbTsOYdOM
bmO309w@gds  Lo693mIgbsgom  3MM39EMMJd0  0lgo  IMRQdT0,  OMYMMGIOEBS,
3525W0mMO, BLMEF0SEMMO JugEgdo, Bb3sOLBZS BoTgdOL 56 GHMHODIOL dersEBRMGMIYdO,
LoBFBsMEGdM LobBHYFgdo s Bb3. SBgmO FH030L SEYMMOMA0 JYyPEbmds M5dgbody
39JAHMOL 5 Bodmoegdsl 435deg3l, dMIHTsMgdgl J9300935BMmm ©39mglio FobssMlo.
3900806569 0Josb, MM 3M03GMYOIROMWO  MLOBOHDOMYdOL  gdsboBIgdol
3653w qlMds  IMIHIsMGOOLMZ0L CHOVIESE SOOL JoBOYG0, 500 25dmyqbgdsmdols
©Mbg 15305ME BSOS, D53 0393V Lb3sslbgs 3903WoEHBRMEMIGODY 58 gdoboBagdols
3905609300 093050 BHMMO 365302 M300m godmygbgdsl.

33w930Lol 89999353 LyMY3MIgbszom 5o mdob sboero doqgamds
30096OMLIROObMGdOL  O93mT9bs309d0L  B0TsOMMgdom. 5498y  SLgmo  BHodol
503930 b0 2odm0gqbgdmes Lb3s acygddo 093m89bs30gdol aolofhgzsw. 396
3939396000 Lo6rg3magbsgom LobEgdol olbgmo FJodsOMMEgds, BHMIJEOE IA39HTMGdS
9mdbdoM9gdolomzol 3mIRMOEGHMWO s JoLORJO0 BMOT0m TgLosdsdoLO MLOIFOMbMYdOL
69339605(30900L 45(399580.

535bm9b  9MHMo©, 33 930LsL  AomM35cobfiobgdMmo  oym @y  LEdMEEM™  3GMmEMd@do
3935600 MLsRMMbm  O0Bs0bol s  godmygbgdsmdol  doMomso  3MbEIR30gd0:
Ufo3e0gdsmds (Learnability), M5 9mdbds®gdgel gbdsegds bLolidgdol 3900 5330L9d5d0 S
535blMm3gMHgdsmds (Memorability), H©mdgerog 9mdsgswdo dmdbdoMgdgenls dbgogbo Godol
LoLFYIGOMSD  FTomOL 259530 OL.  5FoLMD  ghHMo, LoLEYIsd0  dMIBA>MGdYEOL
3999905 90mbdom®mqdols (Feedback) @o@m3gds, M3 ©o©Id0mMo© 03mJdggdl LolEGgdol
3963005609d0LmM30L  25dmMmYqbgdsEMdOL  JMmbom.  g9dmygbgdomdol gl doMdgdo
©o0bgMgs,  Momd  LoLEGYTs  @odbodoym  IMIHTsMHGIOLM30L  BY3MOO  MBRO™
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03 35645660 Bogergdol seam®omdgdo @mgolmzol Msdwgbody dods@rmnmergdoom
93993539 bdgdgdos s FglodEgdgEos M58Ybodg seraMm®omMTol 3GOBEO30L 4ogMmM056gds.
9ugbos: M3 BHogegds, LmEoswwemo  693m39bo30900, Msbyol  LHogas, oMo
3900650900 dmOHMGHINJdgo 3060930  (gbfogars/gdudes@ogds),  GHbBmMol
39dBHMO0B300LS S BoJBHMOMODBIFOOL 535053Jd0  (3MbABHIJLEOL  Fom35¢olfiobgdmwo

93099605(30900), M53 LMoz M YBROM EIb39How s MYEg356EIO Tggal IMoEbL.
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