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ABSTRACT:The availability of the Internet, cheaper data tariffs, and easy way of using the mobile
phones made the effective use of Android mobile phones for availing Electronic Commerce (e-
commerce) mobile Applications (Apps) by the people for purchasing the daily needs and regular
household items. The success of the e-commerce platforms is based on their availability to public as
web and Android mobile Apps. Further, their success is based on the trust and security that they
maintain regarding users personal and payment data. But the poor design and development, unnoticed
mistakes in coding of the e-commerce Android mobile Apps lead to many vulnerabilities and thereby
becomes the simple target for the hackers. Along with conventional security testing methods,
application dependent methods need to be applied on the e-commerce android Apps. To this end, this
paper presents various possible practical security methods followed by penetration testers along with
countermeasures that can be applicable for avoiding vulnerabilities in e-commerce Android Apps.
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1. INTRODUCTION

Nowadays every Electronic Commerce (e-commerce) company, from early stage startups to rising
unicorns, has their Android application (Apps). There exists variety of applications like shopping
Apps, dating Apps, gaming Apps, educational Apps, medical Apps etc. Only internal applications of
the company cannot be found on Google Playstore due to privacy reasons other than this nearly every
application can be found on Google Playstore. According to android.com there are around 50 billion
android applications on Google Playstore as of December 2020 and the count is increasing day by
day. Out of which around 80% of the application owner does not take any measures for the android
security. Taking the example of big giants like McDonalds, its android application is so compromised
by the attackers which allow anyone to buy burgers and fries for free from the Android App.
According to the one of the leading Indian news agency Times of India [27] report, a company named
ixigo’s data was breached by the attackers and around 18 millions users' personal data was went to
dark web. In this way, there are many of such examples [18, 19, 24, 26].

1.1 Contribution and Paper organization

As the number of e-commerce Apps are increasing exponentially their security concerns are also
increasing rapidly. Since android penetration testing is the most underrated thing but it is as important
as web application penetration testing. Also it is sometimes more important than web application
since generally companies have more number of applications than a single main website. Therefore,
Android App security must be the prime focus of companies and this is paper will address Android
vulnerabilities in practical ways and countermeasures to protect them [7, 8, 11, 12]. An Android App
will be designed generally to run on various Android operating system versions such that the presence
of bugs in operating system design or patches, and the permissions used by the App may lead to new
vulnerabilities and will become exploitable target. This may lead to any of the OWASP top 10
security vulnerabilities of mobile applications [1-6, 17, 18, 19]. To this end, this paper focused on
practical Android App security checks to be made to get started with android security testing. This



Scientific and Practical Cyber Security Journal (SPCSJ) 5(3): 1-10 ISSN 2587-
4667 Scientific Cyber Security Association (SCSA)

paper articulates the Google Playstore security and privacy policies, what hackers can do with the
presence of vulnerable App, the vulnerabilities hackers try to exploit, sensitive data exposure, static
and dynamic analysis etc. In this way, this paper is focusing on important basic bugs that have low to
medium impact to check during App security testing.

There exist two ways of analysis during security testing: 1) Static and 2) Dynamic [20-23, 25]. The
static security testing is the testing of internal structure of App program and will be performed without
running it. This will be done by code inspections, code walkthroughs. On the other hand, dynamic
testing is the testing of program during its runtime. This paper focuses more on the static analysis and
few concepts of dynamic analysis. In the Section 2, a short description the App structure and the
Google security policies for Android Apps are explained. Section 3 focuses on Android Apps security
testing. In this section, we present reverse engineering an App, debugging the App apk, stealing
information from shared preferences folders, OAuth API call back locking (SDK testing), Hardcoded
secrets, and weak logouts. Section 4 concludes the paper with future work. List of abbreviation used
in this paper are illustrated in the Table 1.

API Application programming interface
APK Android application package

APPS Applications

Pen-Testing | Penetration testing

POC Proof of concept

OWASP Open Web Application Security Project
IDOR Insecure Direct Object Reference
Burp Burpsuite

RCE Remote Code Execution

ADB Android Debug Bridge

GUI Graphical User Interface

Table.1. List of abbreviations

2. ANDROID PRILIMINARIES AND GOOGLE PLAYSTORE SECURITY

Before finding vulnerabilities in Android Apps, it is important to understand basic information about
its structure. This section presents the preliminaries of Android Application structure and the security
scanning method of Google Play store [14, 16].

2.1 Basic structure of the Android Applications
The basic structure of the Android Apps includes the following components:

Activities: It is one of the most important things in an Android App. Since every screen on which the
user interacts is an activity, when the user starts an application then the function onCreate() is
launched and it may also start more than one activity. In other words it is the UI screen with which the
user interacts. Security tester main focus should find hidden information and check for the exported
status of activity.

Intents: It is a way of telling an activity to perform something or intent is a messaging object that
allows communication between different application components such as Activity, Content Providers,
Services, etc. It can be used for communication between application components of the same or
different applications. Intents contain three items: action, data and category.

Web Views: Android allows developers to display web content directly into their application through
Webviews. Security testers can consider Webview as a dedicated web browser of an application. If
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the web view is not implemented properly then the attacker can open its URL in the webview of the
application. To check for Web Views in application the following sequence to be followed in App: Go
to manifest file [Jsearch for loadUrl or Webviews [] details of webview to view the details.

Broadcast receiver: Tt helps to send and receive the system's event notification. For example if the
battery is low, downloading is complete, no signal then the Android system sends broadcast messages
which are received by application for their functioning like during offline the YouTube App shows no
internet. The attackers mainly focuses on changing the message and makes the application behaves
inappropriately.

2.2 Description of Google Play Protect

Google has developed Artificial Intelligence based systems to detect malicious applications on their
platform. It can be on Google Playstore as ‘Google Play Protect’. Every application that is
downloaded is scanned by the Play Protect, if it is found to be malicious then Google will not allow it
to be installed. Also the Play protect scans the installed applications for security threats. Fig. 1 shows
the Google Play Protect after scanning Apps for security threats.

<« Play Protect =

e Harmful app removed

le Game Pro

HIDE

Recently scanned apps:

49
e 9 ¥ O =m .
Apps scanned at 8:00

Play F

for h
dete:

ecks your apps and device
u'll be notified of any

LEARM MORE

- - =

Fig.1. Result after Play Protect scanned the Apps

Play Protect regularly scans Apps for any sign of malware, it also monitors installed applications for
any unintended behavior and Google play protect also helps to track the mobile phone when lost and
wipe data if needed. Apart from playstore Apps there are non playstore apps i.e., internal Apps of any
organization which is not published on playstore. To scan these types of Apps, users should scan it
from virustotal.com for any traces of malware or loggers present. The virus total scans the item
(Android apk) with 70+ antivirus scanners and also looks for presence of any blacklist URL. Security
tester need to do is upload the apk to the virus total before installing and see the score and results of
every scanner present as shown in the Fig. 2.

Now the question arises is why the Google play protect or website like virus total is not sufficient for
scanning Apps. The answer is that it is because they work on phone security level i.e., scanning the
apk for virus, malware, loggers, privacy etc. But to find vulnerabilities like authentication bypass of
any application, sensitive data leakage, parameter tampering while payment from any application,
code tempering, insecure data storage, insufficient cryptography, reverse engineering etc, and to get
application level security proper vulnerability assessment and penetration testing is needed. Further,
these tests cannot be performed by either by Google play protect and any other scanning website like
virus total.
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3. ANDROID APPLICATION SECURITY TESTING

In this section, the basic and medium level vulnerabilities that appear in the Android Apps were
explained. For this, the tools we will be using are frida, drozer, jadx-gui, android debugging bridge,
mob-sf and the Burpsuite. From which frida and mob-sf is used for automated vulnerability scanning,
drozer for interaction analysis, adb is used for debugging, jadx-gui is used for reversing the android
app and Burpsuite is used for dynamic analysis [9, 10, 13, 15].

F 1g2 Result dfter Virus total scan
3.1 Reverse engineering and Debugging Apps

Reverse engineering is one of the important steps in any testing also known as back engineering with
the help of it attacker can do source code analysis of android application, manipulate the raw data,
reconstruct the application, extract the knowledge from the data, and present this repackaged apk to
end user to initiate attacks such as personal information stealing, server side information gathering
etc. Now the most important part is how to decompile an android application. To do it, we use the tool
named jadx-gui which is graphical user interface tool to decompile android application. Run the jadx
tools and load the apk such that it will do rest of the things for analysis of the application. Fig. 3
shows the manifest.xml file generated by jadx-gui after decompiling apk file.
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Fig.3. Manifest.xml file in Jadx-gui after decompiling
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After the source code analysis, the debugging is done in android studio to analyze the working of
functions, intents, actions, data storage details etc. For this first decompile an application using jadx-
gui and save it then import this file as grade in android studio and can debug at any specific section of
the code. Also the testers need to understand the working of application using debug option in
Android studio. As a precautionary step, it is recommended to turn on the anti debugging flag in the
code so that the attacker cannot debug it. This anti debugging does not allow injecting garbage data in
the communication channel of manually set breakpoints to confuse the debugger.

3.2 Stealing sensitive information from shared preferences

In general, Apps write sensitive information in shared_prefs files which can be anything from access
token to some credentials. To this vulnerability, tester need to check MIME type in android manifest
file, MIME type must be application/pdf, application/*. Navigate to the activity in which MIME type
is defined in the jadx-gui and look for functions named onCreate(), onResume(), onNewIntent().
Remember that whenever tester will trigger these types of exploits using apk it always comes via the
intent function. Once it is done, analysis to be conducted in the above mentioned functions which is
sending intent with some data as stream and to which destination path and file name is set. For this
two types of exploitations are possible: 1) using a rogue app and 2) using adb (Android debugger) to
access the shared_Prefs folder. The second method is used for explanation. To do this, try to find the
access token in the shared_prefs using ADB for MIME type. Setup adb in the system terminal and use
the below commands to access the shared_prefs to see the data as shown Fig. 4.

# adb devices

# adb shell

# cd data/data/com.package_name
# cd shared_prefs

# cat prefs.xml

<string name="app_token">ech363a7-a9ch-4a67-b874-al63aaBdd29a</string>
<int name="operator_id" value="2" />
<string name="user_name'">9355098542</string>

<string name="fcm_token_old">eibJc3KcSnKgInfNoSIMAE : APAILBE 3euxmledPLtNrt19g1 jyUpz6Fwle7 JkiOKkvzr]
<string name="operator_name">Pankaj Sharma</string>
<string name="user_code">WE25622</string>

<string name="fcm_token'">eibJc3KcSnKgIwfNoSIMAE : APA91bE3euxBmle4PLtWrt 19T ylpz6Fwl e71kidkkvzNrIsktt

<string name="email">mayankatulkar@gmail.com</string>

Fig.4. Secret data and access tokens in shared prefs

From Fig.4 it can be seen that so much sensitive information can be found in shared prefs which
includes fcm token, access token, user code, email, phone number etc. To get protected from this
never ever store sensitive information in the shared prefs folder because it is the main target of
attackers. Further, it is recommended to place the data in an encrypted format to avoid data theft.
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3.3 OAuth API call back Locking (or SDK Testing)

Oauth is token based authorization used commonly by every application to authenticate the user to
access their account without entering password using Google, Facebook, Pinterest, Yandex etc. For
example, if the user is using an e-commerce App X, and there is a provider which connects with your
application say Paypal for payments. Paypal provides a dashboard where user can define redirect uri
in android application there is a “scheme” to redirect uri is the url for the web domain similarly
scheme is the url for the mobile application. And if user does not define it then the App X become
vulnerable and it can be used to hijack the sessions in the App X. To exploit this vulnerability, an
attacker needs an rogue apk installed on user device so that it can capture the token and hijack user
session. We have made an apk token catcher and defined the scheme name praskhar to capture it as
shown in Fig. 5. The countermeasure to get protected from this vulnerability is to define ‘scheme’ in
intent filter and filter out the url that is passing any unwanted content.
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Fig.5. Rogue apk capturing token with scheme praskhar

3.4 Hardcoded Scerates

This section focuses on sensitive data exposure, in which we will look for the hardcoded tokens, api
keys, keys, Oauth tokens, jwt tokens, username and passwords etc. There are two types of
exploitations one is SDK based, and other is API as a service (mostly Google maps). We focus on
API as service and find some secrets and try to exploit them practically. Starting with the point where
to find these hard coded secrets, for this need Jadx-gui tool used to decompile application. After
decompiling the following three paths for any hardcoded keys with proper filters to be checked as
shown in Fig. 6.

1. Resources.asrc [] values [] strings.xml
2. Resources.asrc [] values [] Array.xml
3. Code analysis (also androidManifest)

After obtaining the hardcoded api key (AlzaSyDHfC0q0Ahujq9Pduvjs-757ffUtd), tester need to
check whether it is exploitable or not. For Google maps api key, a command line and Python based
open source tool called gmapapiscanner is used. To launch this tool use the following command

$ python3 maps_api_scanner_python3.py AlzaSyDHfC0q0Ahujq9Pduvjs-757ffUtd
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Output of the above command is shown in the Fig. 7. From Fig. 7 it can be observed that the API key
found is vulnerable to two paid services. To get protected from this, user need to do following things:
1) try not to hardcode any secret keys; 2) if it is necessary to hardcode then always put the url white
listing and referrer check to ensure that only these api keys must be called from App but not by any

other anonymous user.
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Fig.6. Harcoded google api key in strings.xml

3.5 Weak Logouts

Fig.7. Google api key is vulnerable to two services

This vulnerability is known as authentication bypass which arises due to not implementing proper
logout functionality of OAuth clients like login with Google, LinkedIn etc. With this the attacker can
login to the victim's account through any of the above client api without entering the login credentials.
This vulnerability arises when an application logs out but the application token does not expire or
logout the access or session token taking advantage of it. Then the attacker gains unauthorized access

to your account.
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We present this vulnerability check using Brupsuite. To check this vulnerability, trigger the
application login using Google, Facebook or any other client. Turn the intercept on in the Burpsuite
and logout the application. Now check for the response at the Burpsuite, if tester observes that there is
only app token which is logging out and no session id present then this vulnerability may exist in the
application. To have cross verification, logout the application after logging in from third party client
then login again. Click on login with Facebook don't put any email and password in the fields as
shown in Fig. 8 and press the tiny close button and check for will be logged in automatically in the
application or not. It can be observed from Fig.8 that login with Facebook API call is giving success
response in the Burpsuite. It is because user was not properly logged out from the application as
session id or token is not expired.

As a countermeasure to this vulnerability one must need to properly implement logout functionality
both access token and application token must expire after logout. And each new session will be
assigned a new session ID which should expire after logging out an application.
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‘Fig.7. Finding weak logout functionality
4. CONCLUSION AND FURTURE WORK

This paper presented the method of starting with the Android mobile Apps security testing. It covered
the topics such as the description of Google play protect, how to perform malware analysis of non
play store apps using virus total, static analysis of Apps using reverse engineering, API key
exploitation, digging hard coded secrets, weak logout functionality, and sensitive information
disclosure. This paper also discussed how to find these vulnerabilities, what attacker can do with these
vulnerabilities and countermeasures. In this paper, we have limited our research to basic important
vulnerabilities present in android applications which have a severity level of low to medium.

As part of the future work, we attempt to perform dynamic analysis (both manual and automated) with
the help of open source tools with main focus on advanced critical bugs related to android
applications such as Broadcast receiver exploitation, broadcast sniffing, IDOR in android
applications, remote code execution, content provider exploitation using drozer and deep link
exploitation and others.
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ABSTRACT: The article is based on the model of information warfare and the methods of
psychological influence on the consciousness of people and society are considered. The influence of
Russia's aggression on Ukraine through the three-level network concept, which combines all
permissible types of influence on the enemy and represents a comprehensive strategy of influence, is
proved. The concept of informational and psychological confrontation of society is developed,
attention should be paid to the manipulation of information in a society, which aims to change the
behavior of the object in the right direction for the subject as well as influence of information and
psychological action of mass media on young people, expressed in violence, unmotivated aggression,
hostility, cynicism.
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Introduction

At all stages of the historical development of human civilization, information has been both the
most important object and a means of struggle between peoples, nations, states, military-political blocs
and alliances. Some facts of informational influence on a wide audience can be found throughout
human history. It is clear that in different periods the intensity of the application of certain methods of
influence, as well as the perfection of its organization, differed greatly.

As a result, information and information technology in general have become extremely
important for national security and particularly for military security. A number of countries, most
notably Russia, have been intensifying the study and resolution of information and information
warfare since the 1990s. Thus, the information war has turned from a futurological ghost into a real
military discipline, which is being under development and study [1,2,3].

Thus, the geopolitical authority of the state in the international arena and its ability to influence
world events today depends not only on economic and military power. Informational factors rather
than the power ones are becoming increasingly important, i.e. the ability to effectively influence the
intellectual potential of other countries, to disseminate and implement in the public consciousness the
relevant spiritual and ideological values, to transform and undermine the traditional foundations of
nations and peoples. A new stage is coming in military affairs, which is the transition from a strategy
of nuclear deterrence to high-precision counter-force information weapons [4,5].

The role of information struggle are constantly growing in the system of national security of the
states. The leading countries of the world, first of all Russia, the USA, France, Germany, Great
Britain, Japan, that possess powerful information potential, are constantly increasing it on a scientific
basis and at high culture of management.

In these and other countries, the scientific basis for the creation and application of means of
information confrontation is the achievement of two main branches of science: cybernetics and
computer science, which have been able to integrate many provisions of not only natural but also
humanities.

Information is a terrible thing. Now it is indeed the fourth element of state power, which very
often comes to the fore in the 21* century. It is enough to take a look at the influence of information on
the electorate of such countries as France, Germany, and the United States. And Russia uses it very
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well: it creates an artificial world, and if the real world brings it up all the time, it’s very soon that the
real world begins to believe in the unreal one.

Therefore, information confrontation is the rivalry of social systems (nations, blocs of countries)
in the information sphere over the impact on certain areas of social relations and the establishment of
control over the sources of strategic resources, as a result of which one group of rivals gets the benefits
they need for further development.

According to the intensity, scale and means used, the following stages of information
confrontation are distinguished: information expansion, information aggression and information war
[6,7].

Information expansion i.e. the activities to achieve national interests by the method of conflict-
free penetration into the information sphere in order to:

- carry out gradual and planned change in the system of social relations on the model of the
source of expansion invisible to the society;

- displace the provisions of national ideology and national value system and replace them with
their own values and ideological attitudes;

- increase the degree of its influence and presence, establish the control over strategic resources,
information and telecommunication structure and national mass media (mass media);

- increase the presence of their own media in the information sphere of the object (system),
penetration, etc.

Information aggression can be defined as illegal actions of one of the parties in the information
sphere, aimed at inflicting specific, tangible damage to the enemy in certain areas of its activities
through limited and local use of force.

Information warfare is the highest degree of information confrontation aimed at resolving socio-
political, ideological, as well as national, territorial and other conflicts between states, peoples,
nations, classes and social groups through the large-scale implementation of means and methods of
information violence. (information weapons) [4,5].

Information aggression in the information sphere is assumed to escalate into war if one of the
parties to the conflict begins to use information weapons widely against its opponents. This criterion
makes it possible to distinguish from all the variety of processes and phenomena occurring in the
information society those that pose a danger to its normal (peaceful) development.

In addition, it should be noted that currently there are no international and national legal norms
that allow in peacetime (in the absence of an official declaration of war by the aggressor) to legally
qualify hostile actions of a foreign state in the information sphere, accompanied by damage to
information or other security such, as actions of information aggression or information war of
material, moral, other damage. This allows to actively use the most dangerous and aggressive arsenal
of forces and means of information warfare as the main means of achieving a political goal in
peacetime.

Main part

In information warfare, information weapons are widely used, which represent devices and
means designed to inflict maximum damage on the opposing side during the information struggle
(through dangerous information influences) [4,5]. For the widespread use of information weapons (as
well as any other) it is necessary that it:

- as quickly as possible in comparison with other types of weapons could be applied to the
object of influence;

- caused the object of influence the necessary damage in a given time interval;

- was quite simple and cheap to manufacture compared to other weapons of the same class of
influence.

At the turn of the XX-XXI centuries. there were conditions that allowed us to speak of
information weapons as the most important weapons of the modern era. These include:

- a sharp decline in the cost of data production due to the advent of computer technology. And
the production of information is put on the assembly line;

- creation of automated tools for obtaining knowledge from data;

- a sharp reduction in the cost and reduction of time for delivery of messages to almost
anywhere in the world due to the development of telecommunications and the Internet;
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- a sharp increase in the effectiveness of information impact, due to the emergence of
advanced theories in the field of reprogramming of self-learning information systems: the theory of
programming for computers and NLP;

- programming for social systems, including a large number of methods and techniques of
information and psychological influence.

Objects of influence of information weapons can be:

- information and technical systems;

- information and analytical systems;

- information and technical systems, including service personnel (operator);

- information-analytical systems that include people;

- information resources;

- systems of formation of public consciousness and opinion based on mass media and
propaganda;

- human psyche.

In cases where information weapons are not directly or indirectly used against the human
psyche (or social group), it is practically possible to name only three objects of influence, each of
which belongs to a certain type of information confrontation (in its pure form). These are information-
technical and information-analytical systems (which do not include a person) - information-technical
confrontation.

Sources of information hazards can be natural (objective) and intentional.

Considering the theory of information confrontation in the political sphere, it should be borne
in mind that it occurs at the strategic, operational and tactical levels [1,2].

Basically, the higher political elite should operate at the strategic level, and the information
unit of the political clan should operate at the operational and tactical levels.

According to experts, information warfare consists of actions taken to achieve informational
advantage in ensuring national, military strategy by influencing the information and information
systems of the enemy while strengthening and protecting their own information and information
systems and infrastructure.

Information advantage is defined as the ability to collect, process and distribute a continuous
flow of information about a situation, preventing the enemy from doing the same. It can also be
defined as the ability to assign and maintain a pace of operations that exceeds any possible pace of the
enemy, throughout its conduct, while remaining unpredictable, ahead of the enemy in its respective
actions.

The information advantage allows you to have a real idea of the combat situation and gives an
interactive and highly accurate picture of the actions of the enemy and their troops in real time. The
information advantage is a tool that allows the command in critical operations to apply a wide range of
different forces, to ensure the protection of troops and the introduction into battle of groups whose
composition best meets the task, as well as to provide flexible and targeted logistics.

Previously, information weapons in terms of efficiency / cost were significantly inferior to any
other weapon. The value of this parameter (efficiency / cost) in turn depended on the climatic
conditions, the development of science, industrial production, the level of relevant technologies.

Currently, a classification is proposed, which has two subgroups of information weapons, the
first subgroup includes: mass media; psychotropic generators; psychotropic drugs.

Information weapons of this subgroup are designed to have a negative impact on people. In
particular, this influence can be exercised through various media. According to the Law of Ukraine
"On Mass Media", these media mean periodicals, radio, television, video programs, newsreels, and
other forms of periodic distribution of mass information.

Mass media means printed, audio, audiovisual and other messages and materials intended for
an unlimited number of persons. The chronology of many military conflicts in recent years has
included, as a rule, at the beginning of their development the stage of psychological treatment of the
world community through the media [2, 9].

Psychotropic generators are devices that affect a person by transmitting information through
unconscious perception. It has long been established that various human organs have their own
resonant frequencies, using which you can influence the mental and physiological state of an
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individual or group of people, causing them fear or other feelings. These and other features of the
human body are used in the construction and selection of parameters (frequency range, radiation
power, duration, etc.) of psychotropic generators.

Psychotropic drugs are drugs that can cause a state of dependence, have a stimulating or
depressant effect on the central nervous system, causing hallucinations or impaired motor function of
the body, under the influence of which there is a violation of thinking, mood swings, behavior.

The second group includes [7]:

- means of electronic warfare;

- complexes of special software and hardware influence.

Electronic warfare (EW) means systems for detecting and electronically suppressing enemy
command and control systems and electronic weapons of the enemy, its reconnaissance and navigation
systems, as well as systems for ensuring the stable operation of their systems.

Complexes of special software and hardware (CPT) - software, hardware or software and
hardware, which can be used to make unauthorized copying, distortion, destruction of information, its
transmission outside the controlled area or blocking access to it.

Currently, in addition to land, sea, air and space, the information sphere has been added to the
number of areas of hostilities. According to military experts, the main objects of defeat in the new
wars will be the information infrastructure and psychology of the enemy (there was even the term
"human network").

The main objects of influence in the information war are [10]:

- communication networks and information and computer networks used by state
organizations in performing their management functions;

- military information infrastructure, the crucial task of which is the management of troops;

- information and management structures of banks, transport and industrial enterprises;

- Mass media (primarily electronic).

There are now many definitions of information warfare. Let's focus on one of them. In August
1995, the US National Defense Institute published Martin Libiki's work "What is Information
Warfare?" In it, the author identified 7 types of information warfare: command and control,
intelligence, psychological, hacking, economic, electronic and cyber warfare. [11].

Command-and-control war as the main object of influence considers the channels of
communication between command and executors. By cutting the "neck" (communication channels),
the attacker isolates the "head" from the "body". It is said that this is better than just killing the "head".
It is believed that the Internet was born as a defensive version of this war ("scattered neck").

Reconnaissance war aims to gather militarily important information and protect one's own.

Electronic warfare is affected by electronic communications networks - radio, radar, computer
networks. Its important component is cryptography, which allows you to close and open electronic
information.

Psychological warfare is carried out through propaganda, "brainwashing" and other methods
of information processing of the population.

M. Libiki identifies 4 components of psychological warfare: undermining the civic spirit;
demoralization of the armed forces; disorientation of command; war of cultures.

The purpose of the hacker war is total paralysis of networks, interruptions of communication,
introduction of errors in data transmission, theft of information, theft of services due to unauthorized
connections to networks, their secret monitoring, unauthorized access to closed data. To achieve these
goals, various software tools are used: viruses, "Trojan horses", "logic bombs" sniffers.

Economic information war. Martin Libiki distinguishes two forms of it - information blockade
(directed against the United States) and information imperialism (the method of the United States
itself).

The world is changing rapidly and raises many new questions for humanity. The capital that
plays a major role in the "digital revolution" is intellectual capital, especially in the field of
information technology.

Finally, the main product of this sector - information - has unique properties that are not
unique to other sectors of the economy. Information, unlike all other resources, is reusable and for
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many users, and the more it is used, the more valuable it becomes. The same can be said about
networks that connect different sources of information.

This is one of the approaches to determining the nature and content of information warfare.
Among the first official documents on this issue is the US Department of Defense Directive T3600.1
of 21.12.1992 entitled "Information Warfare". In 1993, a directive of the Committee of Chiefs of Staff
Ne 30 already set out the basic principles of information warfare. Finally, in 1997, the following
definitions of information warfare were given: "Actions taken to achieve information advantage in the
national interests of the country and carried out by influencing the information of enemy information
systems while protecting their own information and their own information systems."

Since 1994, the United States has held official scientific conferences on "information warfare"
with the participation of prominent representatives of the country's military and political leadership
[12]. To this end, the Center for Information Strategy and Policy was established in the United States,
the task of which is to study the possibilities of using information technology in military conflicts of
the XXI century.

In all conflicts involving the United States ("Desert Storm", the operation in Haiti, Panama,
against Yugoslavia and others), various types of information weapons were tested. To date,
information warfare officer positions have been introduced in the U.S. Army, Navy, and Air Force.
One can trace the evolution of the views of the top US leadership on the formation of the concept of
"information operations". There are two periods of their origin, formation and development [11,12].

The first period (1950 - 1985) In this period there are two stages: at the first stage (1947 -
1973) the basic approaches to future information operations have arisen. The content of the second
stage (1974 - 1985) was a comprehensive study of the experience of information components of
hostilities during local wars and armed conflicts.

The second period consists of four stages.

The first stage 1985 - December - 1992 - the use of the latest information technology,
psychological operations, electronic warfare at the strategic, operational and tactical levels.

The second stage of December 1992 - February - 1996 - is characterized by active theoretical
development (with a great variety of approaches) of a single concept of information warfare on the
scale of the armed forces, as well as the corresponding types of their contacts in the land forces, navy
and air force.

The third stage, February 1996 - October - 1992 - completion of the development of the
theoretical foundations of information warfare, preparation and conduct of information operations.
These years clearly showed the limitations of the forms and methods of information warfare used,
which prompted the further development of its theory, including in peacetime, as well as in the whole
range of hostilities and in so-called military operations other than war.

The fourth stage, October 1998 - to date - the adoption of the view of the information struggle
as a strategic means of achieving the goal of the national military strategy and the strategy of national
security of the United States through information operations.

Many definitions of information warfare are associated, apparently, with the complexity and
versatility of such a phenomenon as information warfare, the difficulty of drawing analogies with
traditional wars.

If we try to transform the definition of war into the concept of "information warfare", it is
unlikely to be constructive. This is due to a number of features of information warfare. For war in its
usual sense, the subjects (different sides) are clearly defined, there are notions of the beginning and
end of the war, the front line. Different sides are usually described by the same models. The outcome
of the war is largely determined by the ratio of military capabilities of the parties.

For information warfare, defense is usually clearly defined, the concepts of beginning and end
can be applied only to individual operations of information warfare, the front line is not defined,
defense and offensive are described by different models. The success of the information operations is
not directly related to the ratio of military capabilities of the parties. Ensuring information security in
the field of state and municipal government (SMU) is based on a detailed analysis of the structure and
content of the SMU, as well as information processes and technologies used in management. In this
case, the determining factors in the development of information weapons are the individual
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characteristics of the elements. It is clear. In order to model the behavior of the basic elements, it is
necessary to know the individual characteristics and preferences.

The time interval at which systems try to win the information war, in this case can be
compared with the lifetime of the elements (their time in the control system), which means that we are
talking about insignificant in terms of generational changes in the time interval. Therefore, for a
specific situation for a while it becomes permissible to talk about the victory of a particular algorithm.
However, it should be remembered that the lifetime of the system and the training time are constantly
changing. New learning technologies appear and the characteristics of the information environment
change. This means that comparing the lifetime of the elements with the time interval of active
information warfare is not entirely correct. Here it is necessary, first of all, to note the following: the
intensity of modification of the surrounding world often does not leave the information system the
opportunity to get out of the proposed scenarios of behavior [11]. It should also be noted that in
modern models and methods of protection of man and social group from influences are used, as a rule,
only the personal characteristics of a particular person, which distinguish him from others. Moreover,
it is promising to create such a set of information and psychological characteristics of man, which
would be characteristic of a broad and correct definition of the circle of persons. Moreover, it is
desirable that such characteristics be objective in nature, that is, describe the real nature of man, rather
than his subjective representation.

Based on what is stated about the simulated basic elements, we can formulate a statement: the
greater the power of the set of basic elements and their relationships, the more resistant the system to
targeted information.

In conditions when the time of information counteraction between the systems is small (for
example, does not exceed the average lifetime of the system element) and the enemy system has
simulated basic elements, we can offer the following algorithm, which should "always win":

- definition of basic elements of the information space of the enemy system;

- study of individual features and potential capabilities of basic elements;

- modeling of different variants of behavior of basic elements at different input influences;

- selection of the best scenario of basic elements;

- preparation of the environment in which the basic elements (public opinion) function, and
themselves;

- implementation.

Given the above, the general scheme of information warfare can look like in Fig.1.

The given scheme, certainly, does not reflect all possible approaches and receptions to the
organization and carrying out of operations on information influence. The human mind is more refined
than any possible projection of the thoughts generated by it into the plane of practical algorithms.

The typical strategy includes only what is obtained from previously proven theorems,
statements and consequences. From here we have: if the information system has influence against
itself a complex of receptions of the scheme of fig. 1, it may mean that this information system is in a
state of information warfare.

Many methods and techniques have changed, they have received a scientific basis. There are
whole scientific disciplines on how to manage human behavior, team, society. These include:
sociology, psychoanalysis, advertising theory, suggestology, NLP programming, dianetics, etc.

Hypnosis has been substantiated, attempts have been made to transfer the methods of hypnotic
influence from the individual to groups and to entire human societies. Production and dissemination of
information is put on the assembly line. All this was not even in the last century - there were not
enough effective media, there were no scientifically sound algorithms for managing society, and these
algorithms could arise only with the advent of programming theory for today's computer technology.
Because to carry out an information operation means to select the input data for the system in order to
activate certain algorithms in it, and in their absence to activate the algorithms for generating the
necessary algorithms. The current theory of algorithms allows us to explain how automatic writing of
programs can be carried out for certain subject areas, which is very important for the management of
the individual, group and society as a whole.

In the conditions of information war a special place is occupied by information and
psychological influence. It is a type of psychological influence, which is defined as a way to influence
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people (individuals and groups), carried out to change ideological and psychological structures, their
consciousness and subconscious, emotional transformation, stimulation of certain types of behavior
using different ways of explicit and implicit psychological coercion.

Currently, which is characterized by intensive use of various methods of information,
psychological pressure, which is especially associated with the development of modern technologies
that can affect the consciousness, the psyche of many people simultaneously without influence and
direct contact with them. The problem of psychological influence on people's consciousness becomes
relevant, especially in the conditions of information warfare in various spheres of society.

Information warfare strategy

Study of the enemy Defining the purpose of
system programming (standard)
(Proposition 1) (Corollary 1.2)

Standard - own advantages

locti fi
Selection of input data (Corollary 5.1)

corresponding to the standard
(Consequencel.l)

Organize the transfer of
emotional material (their
spheres of art, culture)
(Proposition 2)

Organize the submission
of material "with your
own eyes"
(Corollary 2.2)

Orient the input influences on Identify the basic elements and
the activities of society model their behavior

(Corollary 2.2) (Allegations)

Chaos all areas of the

system Consequence 4.1.) Focus input influences on
structures and elements that are
most susceptible to

programming and interference
(Corollary 3.1)

Fig. 1. A typical information warfare strategy

Of particular concern is the impact of information and psychological action of the media on
young people, which is expressed in violence, unmotivated aggression, hostility, cynicism, legal
negativity, rejection of traditional social values, etc. Information and psychological influence affects
the following areas of the psyche of an individual, social group of people and society as a whole [10,
11, 12]: consumer-motivational sphere (values, desires, desires, beliefs, knowledge); intellectual and
cognitive sphere (feeling, imagination, thinking and memory); emotional and volitional sphere
(moods, emotions, feelings, will); communicative-behavioral sphere (nature and specifics of
interpersonal perception and interaction).
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Thus, only taking into account the features inherent in these areas of functioning of individual,
group and social consciousness, information and psychological influence gives the most real effect.

It should be noted that any influence that aims to change the behavior of the object in the right
direction for the subject, even if this influence is carried out for the benefit of the object, but without
his consent, is considered a manipulative effect.

Regarding the consequences of information and psychological impact on objects, there are two
types of information and psychological impact: positive and negative. In information warfare or
confrontation, negative informational and psychological influence is of paramount importance.
Experts distinguish a significant number of types of negative impact: [8,10] falsification (fraud) and
misinformation; zombification or targeted programming to perform certain actions, including negative
ones; introduction to a hypnotic state; harm to life and health; astro-terfing, which is defined as a
deliberate centralized manipulation of public opinion on the Internet for the purpose of
misinformation, distortion of statistical information, their use by public opinion; trolling - posting
informational messages in order to persuade users to discuss a certain direction or create a conflict
situation, etc.

Among the facts that determine the tendency to negative information and psychological
influence are psychological factors, which include situational and non-situational [11,12].

Situational factors are due to a specific information and communication situation
(psychological state, various stressors, extreme conditions, etc.). Non-situational factors include a
person who is exposed to negative information and psychological influence, which affects his
propensity to psychological manipulation, etc.

The information environment, acquiring the character of the second, subjective reality, in the
part that contains information that adequately reflects the world around us, and its characteristics and
processes that complicate or hinder the adequacy of perception and understanding of the world and
himself, despite his illusory, becomes a significant external source of threats to information and
psychological security of the individual.

The process of bringing a hypnotic state to a particular society in the context of information
warfare can, for example, look like this [11]:

1) to relax society - to instill through the media that there are no enemies, while discussing
individual historical periods and the interests of individual peoples (the body as a whole must
disappear as an object of consciousness);

2) to force society to listen only to the enemy, not paying attention to any other thoughts or
feelings, for example, to focus the media exclusively on any one paradigm of social development (eg,
Western), excluding any other experience: China, Japan, the Muslim world (goal - the process of
loading the public consciousness and the action of the forming forces are weakened);

3) to force the society not to think about what the opponent is saying, for this purpose to
exclude from the mass media serious analytical studies of problems (the goal is to help slow down the
continuous flow of opinions);

4) to focus society's attention on something other than the incoming information flow, such as
internal cataclysms, wars, acts of terror (the goal - the protection subsystem responsible for processing
incoming information, is unable to perform its function and as if disconnected);

5) constantly inspire that society itself and everything around it is getting better and better (the
goal - such a suggestion weakens the historical memory and sense of self-identification, which
characterizes the normal state of society);

6) the media at the same time must convince members of society that caused the state - this is
not exactly what it should be (the goal - to create a passive state of consciousness, which retains the
possibility of dependence on the informational influence of the enemy).

Today, the number of channels of information influence on people and society is growing.
And mostly the number of those channels and factors that affect not only the rational but also the
emotional perception of reality by man.

Thus, people and social groups are under increasing informational and psychological
influence.

The above algorithm generally reflects the work of the media in Russia from 1990 to 1997. In
addition, it should be noted that this algorithm is used in the Ukraine-Russia confrontation.
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Management of human behavior is one of the primary tasks of the state. It must be understood
that the state is created by its citizens in order to reconcile their own interests, but state or political
power finds its own interests and its primary task is to manage those who have chosen and maintained
the goal of trivial self-preservation.

If citizens begin to express dissatisfaction with the current policy pursued in the narrow
corporate interests of the ruling elite and its proxies, then to avoid violence against the people, this can
be countered only through the use of tools used by the media.

Noam Chomsky, a professor at the University of Massachusetts Institute of Technology,
identified 10 ways to control the masses in his book, Silent Weapons for a Peaceful War.

Method Ne 1. Distraction.

The main element of public administration is to distract people from important problems and
decisions made by political and economic circles of the country, by constantly saturating the
information space with insignificant messages. The method of distraction is very important in order
not to give the citizens of the country the opportunity to receive important data and knowledge in the
field of modern philosophical currents, advanced science, economics, psychology, neurobiology and
cybernetics. Instead, the information space is filled with sports news, show business, mysticism, and
other informational components based on relict human instincts from eroticism to brutal pornography
or from household soap operas to dubious ways to make easy and quick money.

Method Ne 2. Create problems and then suggest ways to solve them.

This method is also called "problem-response-solution". A problem is created, a kind of
"situation" designed to provoke a certain reaction among the population so that it itself would demand
the necessary measures to be taken by the ruling circles. That is, to cause some kind of economic,
man-made and terrorist crisis in order to force people in their minds to take measures to eliminate its
consequences, even in violation of their social rights, as a "necessary evil." But it is necessary to
understand that crises are not born by themselves.

Method Ne 3. Method of gradual application.

To achieve any unpopular event, it is enough to implement it gradually, day after day, month
after month, year after year. This is how fundamentally new socio-economic conditions
(neoliberalism) are globally imposed. Minimization of state functions, privatization, uncertainty,
instability, mass unemployment, wages that no longer provide a decent standard of living. If all this
happened at the same time, it would probably lead to a revolution.

Method Ne 4. Delay execution.

Another way to push through an unpopular solution is to present it as "painful and necessary"
and to obtain at the moment the consent of citizens to implement it in the future. It is much easier to
accept any sacrifices in the future than at present.

First, because it will not happen immediately. Secondly, because the people in their mass are
always inclined to cultivate naive hopes that "tomorrow everything will change for the better", that the
sacrifices demanded of them will be avoided. This gives citizens more time to get used to the idea of
change and humbly accept it when the time comes.

Method Ne 5. Address the people as small children.

Most propaganda speeches intended for the general public use arguments, characters, words
and intonations, as if they were school-age children with developmental delays or mentally
handicapped individuals. With this link, someone is trying to mislead the listeners, that is, to a greater
extent he is trying to use infantile language expressions. If a propagandist addresses a person as if he
or she were 12 or younger, then due to the suggestion, response, or reaction of that person, there is
also a certain degree of probability that there will be no critical appraisal, which is typical for children
12 years or younger. Pre-naive reasoning and capitalized truths embedded in political speeches
designed to be perceived by a wide audience, which are already used in the described methods of
manipulating consciousness.

Method Ne 6. Works that focus on emotions to a much greater extent than on reflection.

Influence on emotions is a classic technique of neurolinguistic programming, aimed at
blocking the ability of people to rational analysis, and ultimately to the ability to critically comprehend
what is happening. On the other hand, the use of the emotional factor allows you to open the door to
the subconscious state in order to root there thoughts, desires, fears, fears, coercion or stable patterns
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of behavior. Spells are not as brutal a terrorism as an unjust government, as the hungry and humiliated
suffer, who bring to the fore, while ignoring the true causes of what is happening. Emotions are the
enemy of logic.

Method Ne 7. Keep people in ignorance by cultivating mediocrity.

To make people unable to understand the techniques and methods used to control and
subordinate them to their will. The amount of education provided to the lower social classes should be
as meager and mediocre as possible so that the ignorance that separates the lower social classes from
the higher ones remains at a level that the lower classes cannot overcome. This includes the promotion
of so-called "modern art", which is the arrogance of mediocrity, claiming popularity, which is unable
to reflect reality through those works of art that do not require detailed explanation and agitation for
their "genius". Those who do not recognize innovation - are declared backward and stupid and their
opinion is not widely publicized.

Method Ne8. Encourage citizens to admire mediocrity.

Introduce into the population the idea that it is fashionable to be stupid, vulgar, and rude.

This method intersects with the No7 method, because everything mediocre in the modern
world appears in large numbers in all social spheres - from religion and science to art and politics.
Scandals, yellow pages, witchcraft and magic, dubious humor and populist actions - all good to
achieve one goal - to prevent people from being able to expand their consciousness to the vast
expanses of the real world.

Method Ne 9. Strengthen guilt.

To make a person believe that he alone is to blame for his own misfortunes, which occur
beyond his mental capabilities, abilities or efforts. As a result, instead of rebelling against the
economic system, man begins to engage in self-destruction, blaming himself for everything that causes
depression, which leads, among other things, to inaction. And without action there can be no talk of
any revolution! Both politicians and scientists (especially psychotherapists) and religious figures use
fairly effective doctrines to achieve the effect of self-flagellation of patients and "flocks" to manage
their life-affirming interests, directing their actions in the right direction.

Method Ne 10. Find out more about people than they know about themselves.

Over the past 50 years, advances in the development of science have led to the formation of a
growing gap between the knowledge of ordinary people and the information possessed and used by the
ruling classes.

Thanks to biology, neurobiology and applied psychology, the "system" has received advanced
knowledge about man, both in physiology and psychology. The system has managed to learn more
about the average person than it knows about itself. This means that in most cases, the system has
more power and controls people more than they control themselves and their actions and deeds.

It should be noted that currently there is a strong negative information and psychological
influence from Russia. At the same time, the terms "Russian-speaking population”, "Russian world"
and others are actively used by Russia in order to exert a negative information and psychological
impact on people and social groups of Ukraine. These terms are not clearly defined - they are used
solely as metaphors or analogues. The purpose of such use is to make a person or social group feel
their "unity" with others. Psychologically, it is possible to reject the individual and come into conflict
with himself, which dramatically reduces the threshold of suggestiveness and practical perception of
information about the surrounding events [13]. It should be noted that the hybrid war was invented by
Eugene Messner - a White Guard colonel who was chief of staff of the Kornilov division. He
developed the theory of the rebellion of the war in 1967 in Argentina published a book "Theory of the
Third World". However, elements of the "hybrid war" were already used during the First World War.

Realizing that fighting on two fronts was extremely exhausting and dangerous, Germany in
1914 turned its back on subversive activities in France, Britain and Russia, funding the so-called fifth
column, ie various organizations, political forces and newspapers, campaigning for the defeat of its
governments in war. That is, the "hybrid war" that the Kremlin is waging against Ukraine today is far
from new. Its elements were used by the German General Staff in the fight against Russia and its allies
100 years ago.

By the way, the German and Austro-Hungarian governments provided material assistance in
organizing Ukrainian political emigrants - the Union for the Liberation of Ukraine, whose members
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conducted propaganda and agitation in the camps among fellow prisoners of war and tried
unsuccessfully to organize resistance to the tsarist army in Galicia. This fact led to the spread of the
myth that Germany allegedly financed the Ukrainian People's Republic - to split Russia. The General
Staff of the Soviet Union began to develop and implement this concept in the early 1980s. Russia has
adopted this concept and is now using it.

This concept is to create three levels of the network [13]. First, the territory of the enemy is
covered with a very dense network of Russian broadcasting, the necessary history is introduced (it
does not matter whether it is true or false). Then cultural societies and circles are created that support
politics and ties with Russia. Organizational moments are superimposed on the cultural basis, ie pro-
Russian parties are created.

Building a level 2 matrix are people who sympathize with Russia without recruiting. There are
those who studied in Russia. The apologists of the Russian world, those who have come to this
themselves and say: "They have a layer of culture more interesting than ours" - they become
information nodes. Without realizing it, such a person is already conducting information intelligence.
Moreover, all this is open, everything is legal [13].

Then, the so-called combat platform is inserted into this territory - from one person to a
division. You are told to create a fighting cell of people who will be ready to side with Russia in case
of force majeure. At the same time, they ask to create a combat group that will protect against the
fascist coup or Bandera. This is what happened in Ukraine in Donbass. Donbass "feeds all Ukraine
and Ukraine lives at its expense".

Any system responsible for processing the input data must be "fed", ie must consume energy
in order to activate the algorithms embedded in the processing of input data and generate new ones.
The basic elements of each system have a certain physical nature, which largely determines the
reaction time, and hence the choice of a particular algorithm for solving a particular problem [8, 11,
14].

When considered as information self-learning systems of the states under "other kinds of
influence" in the light of the above it is necessary to understand first of all economic war. But in a
narrow sense, related exclusively to economic sanctions such as "it is impossible and it is impossible",
and in a broader sense, which includes "economic interventions" in the form of goods and products at
dumped prices.

The time of information and economic wars has come also because today's world is no longer
characterized by a shortage of information and industrial goods, on the contrary, it is distinguished by
their excess. This means that as in the case of information warfare, when the system must think more
not about the protection of information, but about protection from information and the promotion of its
vision of the world, and in economic warfare should be about protection from other people's goods and
news. their own.

Competent combination of all permissible types of influence on the enemy is a comprehensive
strategy of influence.

Permissible types of influence here are those actions that "grossly" do not violate the currently
accepted norms and rules of conduct in society.

Adherence to the principle of complexity in the formation of a common security strategy to
influence the enemy can enhance the effect of the use of information weapons and thus may be
another sign of information warfare.

In recent years, the information war has increasingly turned into a geopolitical information
confrontation. This is well illustrated by the example of Russia, which is conducting active advocacy
activities in the global information space.

Not only ordinary people in Russia and the world are exposed to these propaganda influences,
but also many of those who define, create and influence public opinion. Moreover, Russia has in its
arsenal many different developments aimed at propaganda and manipulation of public opinion and
consciousness.

It should be borne in mind that the purpose of geopolitical information confrontation is to
violate the information security of the enemy state, in certain cases - the integrity (stability) of public
and military government, effective informational influence on their leadership, political, public
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opinion and decision-making, and also providing information security for gaining (providing)
information superiority in the world information space

There are two types of information confrontation (struggle): information-technical and
information-psychological [15].

In information and technical confrontation, the main objects of influence and protection are
information and technical systems (communication systems, telecommunications systems, data
transmission systems, electronic means, information protection systems, etc.).

In information and psychological confrontation, the main object of influence and protection
are the psyche of the political elite and the population of the opposing parties, the system of formation
of public opinion and consciousness, decision-making.

The confrontation includes the following stages:

- forecasting and planning;

- organization and incentives;

- feedback;

- regulation;

- performance control,

as well as the stages of testing decisions during the information confrontation:

1) assessment of the situation:

- determining the composition of indicators and criteria;
- assessment of the reliability of data receipt;

- analysis of the state of the control object;

- analysis of the state of the subject of management;

- analysis of deviations.

2) goal setting;

3) definition of the plan and decision;

4) the formation of solutions (there must be at least three).

Information confrontation (especially in the political sphere) has three components:

- strategic political analysis;

- informational influence;

- information counteraction.

Strategic political analysis is a set of measures to obtain information about the enemy in the
conditions of information confrontation; gathering information about their political allies; processing
information and exchanging it between members of their political clan in order to organize and
conduct information confrontation. The information must be reliable, accurate and complete, and the
information must be selective and timely. It is logical to call the solution of the listed tasks information
maintenance of management of material and financial resources.

Information impact includes measures to block, retrieve, process and exchange information,
and introduce misinformation.

Information counteraction (protection) includes the action of blocking the information needed
to solve problems of political process management, and blocking misinformation disseminated and
introduced into the system of formation of world public opinion by political competitors (opponents).

Levels of information confrontation are divided into: strategic, operational and tactical.

Basically, at the strategic level of information geopolitical counteraction, the highest state
authorities of the country should act, and special services and large capital - at the operational and
tactical levels.

The world's leading countries (primarily the United States, Russia, China, Britain, France,
Germany, Israel) currently have a powerful information potential that can ensure them achieve
political goals, especially since international legal norms of information warfare as such are absent.

Conclusions
At all stages of the historical development of human civilization, information has been both

the most important object and the means of confrontation between peoples, nations, states, military-
political blocs and alliances. Some facts of information and psychological influence on a wide
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audience can be found throughout the history of society. It is clear that in different periods the
intensity of the application of certain methods and methods of influence, as well as the perfection of
their organization, differed greatly.

At the present stage, science has such theoretical constructions, on the basis of which the
technology of information confrontation, ie the relevant governmental and non-governmental
structures involved in such activities, develop and test new information technologies, techniques,
methods of implementation, information and psychological impact, technical means necessary for
such activities. Such changes could not but affect the growth of the effectiveness of information
technology, which can lead to radical changes in society, economic, political and other areas of a
country, or globally.

The uncontrolled spread of the use of information space, along with the significant benefits of
their use, has led to the emergence of fundamentally new, related problems. The main one was the
sharp intensification of international competition for ownership of information markets. At the same
time, in order to ensure information confrontations and conduct certain operations during local
hostilities and armed conflicts - the so-called information confrontation, the countries of the world
began to actively use the information space (Internet), a vivid example of this was the events in Iraq,
Yugoslavia, Libya. Chechnya, Georgia, Ukraine, etc. This state of affairs, as a consequence, in turn
led to the strengthening of integration processes in the infosphere, gave rise to information
confrontation, ie information wars.

In today's world, interstate conflicts are fraught with excessive losses for each of the warring
parties. Therefore, the technique used is only half-truths, half-cooperation, mutual competition in
development, in the pursuit of moral leadership. Activities in information confrontation and
information-psychological influence give opportunities for the use of this approach.

It is proved that information war is an element of information confrontation, a political
conflict in which political struggle in the form of information-psychological operations with the use of
information weapons.
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AHHOTAIIAS. AxTyansHOCTb TeMbl HCCIeA0OBaHWII 0 HeobxopumocTu obecrieueHusi Krbepbe3ornacHOCTH
WH(POPMALIMOHHLIX CHUCTEM W TEXHOJIOTWH B 00pa3oBaHWM O0YCIOB/IeHa TIOCTOSHHO BO3pAacCTalollell ys3BUMOCTBIO, a
TaK)XXe CKPBITBIM PHICKOM IMOTEPH aKTUBOB YUeOHBIX 3aBe/IEHUM.

OCHOBHBIX acmeKThbl padoThl. B cTaThe MOAHUMAETCS BOMPOC O HeOOXOAUMOCTH PAaCCMOTPEHHUsT obecrieueHust
KrubepOe30macHOCTH MH(OPMAIIMOHHBIX CHUCTEM M TEXHOJOTHH B 00pa3oBaHMH. YCTaHOBJIEHO, UTO B JIaHHOE BpeMs
UCCefoBaTe/IIMA ~ He TIPU/e/IaHO — HaJyIeXKalllero BHUMaHUS BOMPOCY obecrieueHusi KubepOe3oracHOCTH B
MPOEKTUPYEMbIX MH(POPMAITMOHHBIX CUCTEMAaX U TEXHOJIOTHSAX B chepe oOpa3oBaHUsl.

Hayunass HoBu3Ha. HayuHasi HOBM3HA TeMbl 3aK/TFOUaeTCsl B TIOCTAaHOBKe 3aZlaHUM O HeOOXOAMMOCTH pellleHue
HAayYHO-TIPAaKTMUEeCKOW 3afaun obecrieueHusi KrOepOe3omacHOCTH WH(GOPMAIMOHHBIX CHUCTEM U TEeXHOJIOTHH B
obpa3oBaHuU.

K/TFOUEBBIE CJIOBA: kubepbe3zonacHocmb, 06pa3zogaHue, UHGOPMAYUOHHAS cuCmemMd, MmexHo/02Us,
decmpyKmugeHoe UH(OPpMAYUOHHOE eausiHUe, Kubep3aiyuijeHHOCMb, MemooUKa.

ABSTRACT. The relevance of the research topic on the need to ensure the cybersecurity of information systems
and technologies in education is due to the constantly increasing vulnerability, as well as the hidden risk of losing assets
of educational institutions.

The main aspects of the work. The article raises the question of the need to consider the provision of cybersecurity
of information systems and technologies in education. It is established that at this time, researchers have not paid proper
attention to the issue of ensuring cybersecurity in the projected information systems and technologies in the field of
education.

Scientific novelty. The scientific novelty of the topic lies in the formulation of a task about the need to solve the
scientific and practical problem of ensuring the cybersecurity of information systems and technologies in education.

KEYWORDS: cybersecurity, education, information system, technology, destructive information influence, cyber
security, methodology.

BBEJEHUE. B HacTosiiiee BpeMsi HabmofaeTcss BBICOKWN HMHTepeC MCC/Iel0BaHUM, KOTOPBIA OTOOpa’keH B
JUCCEepPTAlIMOHHBIX Pab0Tax YuYeHbIX TI0 HamnpaB/eHHWI0 pa3paboTKu Mogened W WH(POPMALMOHHBIX TEXHOJIOTHH
obecrieueHusi TapMOHHU3aLMK BhICIIET0 00pa3oBaHMsl. AHAIM3UPYs OJHY U3 TaKUX paboT, HampuMmep, [1] Ha yauB/IeHUE
HaMd He ObUIO BBIBJIEH aKTya/lbHOTO acreKkTa, a WMeHHO, KakuM o0pa3oM obecrieunBaeTcsi KrbepOe30macHOCTh
yKa3aHHOM MH(OPMAL[MIOHHOM CHCTeMbl. B CBs31 € 3TUM BO3HHMKAIOT /iBa OUEBHU/JHBIX BOIIPOCA:

1) mouemy NpoeKTaHThbl MHPOPMAILMOHHBIX CUCTEMBI ITpeHeOperaroT Kubepbe30racHOCTbIO?

2) OCO3HAKT /M TIPOEKTaHTbI HMH(OPMAIIMOHHBIX CHCTEMBI KaTaCTPO(MHUECKOW OMacHOCTH B pe3yJbTare
HapyllieHus: Kubepbe3omacHOCTH?

[TosToMy, yuuTbIBasi BbIllle H3/I0’KEHHOT'O, 110 HallleMy MHEHMIO, BO3HHK/Ia HeoOXOAMMOCTb B JaHHOI pabote
pPaccMOTpeThb OT/e/bHbIe AaCMeKThl, KOTOpble CBSI3aHHBI C HEOOXOAWMOCTHIO obecrieueHre KubepOe30rmacHOCTH B
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MH(OPMALMOHHBIX CHCTeMaX U TEXHOJIOTHSIX, UTO NIPe/ijiaraloTcst B 00pa3oBaHUM.

AHAJIN3 IIOCJIEHUX UCCJIEJOBAHUN U ITYB/IUKAITUI 110 JAHHOMY HAITPABJIEHUIO

ABTop pabotel [2] mpHBOAWT TepeuyeHb TPOOJiEeM, BO3HMKAIOLMX TPU HCIIOIb30BAaHMM WH(OPMAIMIOHHBIX
TEXHOJIOTMHA B 00pa3oBaTelbHOM KOHTekcTe. Takke OH [aéT XapakKTepUCTUKY TOTeHLIWalbHBIM  yrpo3am
KnbepOe30MacHOCTH: HECAHKIIMOHUPOBAHHBIA ZIOCTYN K [JaHHBIM, OGWIBTPALUs HeXXe/laTelbHOH WH(pOpMAaLWH,
kubepreppopu3M. Ho K coxkasieHuro, He pacCMaTPUBAETCsl TAKOW BayKHBIN M aKTya/IbHBIN acrieKT, Kak KnbepOe30rmacHOCTh
WH(POPMAIMOHHOUN TeXHOoJorHi B obpa3oBanuy. Ho B oT/iMunu OT 3ToM paboThl B cTathe [3] 3aTparuBaercs mpobieMa
obecrieueHusi Kubep6e30MacHOCTH CHUCTeM JMCTAHLIMOHHOTO 00yueHWs] 0Opa3oBaTesbHBIX yupeXXAeHWH. Pe3ysibTaToM
paboThI CTano M3BeCTHO 00 HAa/IMYMK OCHOBHBIX ()aKTOPOB pHCKA 0€30MacHOCTH, a TakKKe BU/bI M UCTOYHHUKU YTPO3
CHCTeM JMCTAaHLIMOHHOTO 00yueHUs: 06pa3oBaTebHBIX yupexjeHuil. [TomyueHHble HOBbIE 3HAHUS TIOZIBOJSAT HA MbIC/Ib O
HeobxozuMocTH obecrieueHusi KubepOe3ornacHOCTH B 0Opa3oBaTe/bHbIX MHGOPMALMOHHBIX CHUCTEMax U TeXHOJIOTHSIX,
00BEKTOM HCC/Ie[JOBaHHUs KOTOpasi BEICTYTIAIOT B JAHHOM MCC/IeI0BaHHM.

IEJIb CTAThAU

PaccmoTpenne Borpoca 0 HeobxoguMocTH  obecrieyeHue KriOep0e30rmacHOCTM B CYIIECTBYIOUIUX U
MIPOEKTUPYEMbIX MH()OPMALIMOHHBIX CUCTEM M TEXHOJIOTHSIX B 00pa30BaHUM.

OCHOBHOM PE3YJ/IbTAT ICCJIEJIOBAHUSA

[l TOHWMaHWS BOMpoca O HeoOXOJMMOCTH pelleHWs TpobieMbl  obecriedeHusi KubepOe3omnacHOCTH
MH(OPMAIIMOHHBIX CUCTEM U TEXHOJIOTHH B 00pa3oBaHKH, 00YC/IOB/IEHO PACCMOTPEHHE CYIITHOCTH C METOZ0/I0rMYeCKOo
TOUKM 3PeHUsi TOJIKOBaHWe eUHUALMH “UHPOPMALMOHHBIX ccTeM” U “UH(GOPMALIMOHHON TeXHOIOTUHU”. 3aTeM U3yUuTh
VCTOYHHKM BO3MOJKHBIX KMOEpyrpos, a Takke BO3MOKHbIE YSI3BUMOCTH MH(OPMALMOHHBIX CHCTEM W TEXHOJIOTHH B
obpa3oBaHuU.

[MTockonbKy AeduHULMIO “UHPOPMALIMOHHBIX CHUCTeM” MM TIOIPOOHO paccMaTpuBasu B TyOiukaimu [4], rhe
C/le/laHbl  COOTBETCTBYIOIIME BBIBOJbI, TIO3TOMY C TOUKH 3DeHMsI TOHHUMaHWs YSI3BHMOCTH K KuOepyrpo3am OyzayT
MHTepeCHb! CJleflyIoliye [Ba Olpee/leH sl

cornacHo [ICTY 2392-94 [5] «uHbOpMaI[MOHHAsi CUCTEMa» — 3TO KOMMYHHMKAIIMOHHAsl CHUCTeMa, 00ecrieurBaeT
cbop, OUCK, 06pabOTKY ¥ TIepeChIIKY WH(POPMAaLUH;

ISO/TEC 2382:2015 [6] «uHpOpMaI[MOHHAas CHUCTeMa» — CUCTEMa, TpeJHa3HaueHHas A7 cOopa, XpaHeHwUs,
00paboTKy, Tiepeaun U UCTIOMb30BaHKUs MHPOpMan”.

Hcxonst w3 oTuX orpefe/ieHUHd DPe3IOMHpPYsl TIOHATHSI «MH(POPMAL[MOHHAs CHUCTeMa» — 3TO COBOKYITHOCTb
TeXHUYEeCKUX, BBIUMC/UTE/IBHBIX CPe/ICTB, KOTOpble 00ecrieunBaroT cOop, MOMCK, 06paboTKy U repecbuKy MH(GOPMAaLWH.
Kak rokasbiBaeT coBpeMeHHast TIpakTHKa OHY B OOJIbIIIeH CTeneHu 1oJBep>keHbl Kubepyrpo3am.

Llenecoobpa3Hasi He0OXOAUMOCTb ObecrieyeHus KMOep3alUIlieHHOCTH WH(OPMALIOHHBIX CUCTEM U TeXHOJIOTUH
OCHOBBIBaeTCs Ha C/IeIyIOIINX MOCTy/aTax:

1. He cymjectByeT abcomoTHOM Knbep3alyilieHHOCTH CUCTeM YIIpaB/IeHus..

2. Uem 6osiee cy10)kHasi cuctema, yeM 0oJiblile 3a/lau OHa BBITIOJTHSIET, TeM HIDKe ee Kubep3aluiljeHHOCTb.

3. HeoOX0AuUMBIM yC/IOBHEM TOBBIIIEHHs] KMOep3alUIlIeHHOCTH CHUCTeMbI SIBJISIeTCS BBeJeHHe W30BITOUHOCTH B
CcoyeTaHWU C opraHu3anyeii 3hHeKTUBHOTO KOHTPOJIS.

4. Kubep3allMiileHHOCTb CUCTeMbI yTIpaB/IeHUsl 10/DKHA 00ecrieurBaThCsl Ha BCeX Tarax )KU3HeHHOT0 LiUK/Ia.

5. YpoBeHb  KWOep3al[UILIEHHOCTH CHACTEMbl  OrpaHWuUeH SKOHOMWYECKMMHM  DUCKaMH  3aKa3uhka |
3KCIUTyaTUpYIoLiell opraHu3aLyu.

Takum o6pa3om, abcoOTHON KuOep3alMilieHHOCTH HEeBO3MOXKHO [OCTHUb, IIOCKOJIBKY yCTpaHeHHWe OJHUX
ysI3BUMOCTel B CICTeMe He WCK/IH0YaeT BO3MOKHOCTH TOSIBJIEHHsI HOBBIX, UTO CBU/IETE/ILCTBYeT COBpEMeHHasI IpaKTHKa.

Llenbto MpUMeHeHHUsT eCTPYKTUBHBIX MH(POPMALIMOHHBIX BIUSHUN (KnOepaTaky) Ha WH(OPMALMOHHYIO CHUCTEMY
sIBJISIeTCSl HapyllleHue OJHOr0 WM KOMIUIeKCa I1epeurCc/IeHuM, a MMeHHO: KOH(UJEeHI[MaJbHOCTH U 1]eJIOCTHOCTH
vH(bopMaliH, ZOCTYITHOCTH UHPOPMALIMOHHOM CUCTEMbI WK COZiep KalliuXcsl B Hell JaHHbIX (puc. 1).

C yueToMm 3TOro, Karteroputo Kubepbe3ornacHOCTH WH(OpPMALMM, KOTOpas LMPKY/IUPyeT B HMH(MOPMAIMOHHON
cucteme o6pasoBanus Kis (S), MOXKHO NpencTaBUT caenyoLwmm BblpakeHnem (1):

- = = om

— - === me ———

)

AAA
vy
AAA

LR
nap

rje K — KoHbUeHLMaNbHOCTD;

LI — 1es10CTHOCTS;

I — [OCTYITHOCTS.

YunrteiBasi Bblpakenue (1) kubepGe3omacHOCT cucteMbl Kis(S) MOXHO TIPeACTaBUTbH 4Yepe3 TIOTEpIO
KOH(DUIeHIIaTbHOCTH, 1[e/I0CTHOCTU WU/IU JOCTYITHOCTH JaHHBIX [7, c. 36] (2):

K (S) =1- - P )A- P, )(A- Py) 2
rae P, P]_[’ Pﬂ — COOTBETCTBYIOLIIKME BEPOATHOCTU HapyLI€HUA KOH(l)I/I,ELEHLII/IaHI:HOCTI/I, LeJIbHOCTHU U AOCTYIIHOCTH
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UHpOpMaLK B MHQOPMALIMOHHOW CcrCcTeMe 00pa30BaHusl.

Kareropuu Kuéepbe3onacHocTa
KoHduaeHHaIbHOCTD JLoCTynIHOCTB IMenocTtHOCTH
XTIeHue bokupoBanue Moaudukanus
-~ L < L - L
YTpara YHuuTOXKEHHe Onpenenerie
NOA/IMHHOCTH
4 L
Hagsi3bIBaHuUe JI0)KHOH
uHpopmanuu

Puc. 1 Kateropuu kubep6e3omnacHocTu

Hapyiiennsi kubep0e30macHOCTH, TO €CTb TIOTEPH KOH(MUIEHIMAIBHOCTH, I[eJIOCTHOCTU WM JOCTYITHOCTH,
nopobHo paccmatpuBaeTcs B pabote [8, c. 110 — 112] yepe3 MexaHH3M CMOCOO0OB WX peanu3anyu. I103ToMy HeT CMbLIa
MIOBTOPHOT'O PACCMOTPEHHUSI.

IepetigemM K pacCMOTpeHUIO AeUHUIMK “UHGOPMAIIMOHHON TexHonorun”. MIHPOpMalMoHHass TEXHOJIOTHST — 3TO
COBOKYITHOCTb METO/IOB, IIPOM3BOJCTBEHHBIX TMIPOLIECCOB, TMPOrPaMMHO-TEXHUUECKUX W JIMHIBUCTUYECKUX CpeJICTB,
WHTETPUPYEMBIX C 1[e/ibl0  cOopa, 00paboTKW, XpaHeHWs, pACIpPOCTPAHEHWs, OTOOpaKeHWs U WCIIOIb30BaHUS
vH(bOpMaIK B UHTEpecax ee Tojb30Baresei. [9, c. 61]. Bosiee B ynpoménHoM ciyuasi nHGOpPMAI[MOHHAS TeXHOIOTHS —
3TO COBOKYIHOCTb METO/IOB, CPe/ICTB, TIPUEMOB, 00eCrieurBaloT MOMCK, cOOp, XpaHeHue, 0O6pabOTKU, Tpe/ICTaB/IeHMS,
nepejaud uMHpopMalMd Mexzy JioAbMu. Kak BHAUM, B OCHOBY WH(OPMALIMOHHOM CHUCTEMbl 3aK/ia/ibIBaeTCs
vHGbOpMaIMOHHas TeXHOMorusA. [pyruMu cjioBamMM, (GYHKIIMOHUPOBaHWE WH(MOPMALIMOHHOH CHUCTEMBI, KOTOpast
obecrieunBaeT cOOp, TOMCK, 00pabOTKy U TiepecbUIKy HWH(OpMAIMKM OCYIIECTBASETCS MO pa3paboTaHHOU
vH(GOPMaIIMOHHOW TeXHOJOTUM, KOTopasi W OmpefiefisieT Kakie WMeHHO TPUMEHSTh MeTO[bl, Cpe/iCTBa, TMpPHEMBI,
obecrieurBalOT TMOUCK, cOOp, XpaHeHWe, 00pabOTKH, Tpe/CTaBleHMs, TepeAaud uHpopmaimu. Mcxonas w3 3TOro u
CBU/IETE/TLCTBA COBPEMEHHOM TIPAaKTUKU MH(OPMAI[MOHHBIE CUCTEMBI YSI3BUMBI K [€CTPYKTMBHBIM WH(MOPMAIMOHHBIM
BO3/IeHCTBUAM (KUOEPBIUSHUSIM).

PaccMoTpyM  pexkumbl  paboThl  MH(MOPMALIMOHHBIX CUCTEM: AaBTOHOMHBIM (3aKPBITHIN);  0OIIeAOCTYIIHEINA
(OTKpBITHIN). VIcX0/a U3 PeXKUMOB PaboThl MH(OPMAIIMOHHBIX CHCTEM BLITEKAIOT BO3MOXKHBI BaPUAaHThI KUOEPBIUSHUN
(tabn. 1).

Tabma 1 — Bo3MoXHble BapUaHThl KMOepBIuaHUS C YYETOM PeXUMOoB pPaboTbl MHPOPMALMOHHbBIX
CNCTem

Ne PEXHMBI pabOTHI CUCTEMBI
VICTOYHUKY KUOEPBIHSHUS = = v
/1 aBTOHOMHBIN OTKPBITHIH (00111eJOCTYTTHBIH)
1 BHYTPEHHUE + +
2 BHeEIIIHHE - +

Ecim MBI paccMaTpuUBaeM 3aKpBITYIO OT BHELTHEr0 MUpa MH()OPMALMOHHYIO CUCTEMY, TO UCTOYHHUKOM HapyILEeHHUs
Kubepbe30macHOCTH, KaK MPaBUIIo, SIB/ISIETCS TOIBKO YeI0BeK-UHCAlep 3TOW CUCTeMbI, TIOCKOJIbKY BJIMSIHUI C BHELIHel
He Oyger.

B OTpBITOM pexriMe MCTO/Ib30BaHMsT MH(OPMAIIOHHasi CUCTeMa B 00pa30BaHUM K CYIECTBYIOIIUM BHYTPEHHUM
WCTOYHHMKAM KHOEpBIUSHUSAM MOTYT TIPHUCOEJUHATHCS W BHelHHe. VICTOUHMKOM BHENTHWX KHOepBO3[eiCcTBUM Ha
o0pa3oBaTeslbHYI0 CHUCTEMY MOXKeT CTaTb KTO-IM00 YrofHO WMEFOLIMH /I0CTaTOUHbIM OIBIT B NMPHUMEHEHHUH CPEe/ICTB
KUOepB/IMSHUI U COOTBETCTBYIOLYIO MOTHUBALHIO.

PaccMoTpuM KiacCHGUKALIMIO HapyIleHHi KnbepOe30macHOCTH CBSI3aHHOMW C UesioBeYeCKMM (PaKTOPOM, KOTOPYIO
TIpe/ICTaBIeHo B TabI. 2.

[Tpy KOMOMHUPOBAHHOM CJTy4ae UCTOUHUKAMM SIB/ISTFOTCS HAPYLLIMTEJTH BhIIIIe PACCMOTPEHHBIX C/Ty4aeB.
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YuurteiBasi JjaHHble KpUTepuu (KOH(UAEHLMaNbHOCTh, L|eJIbHOCTh U JIOCTYIHOCTb) He0OXOJMMO OCYIIeCTBUTh
JIeKOMITO3ULIMI0 MH(OPMAIMOHHOW crcTeMe 00pa30oBaHUs S, TO €CTh PA3/IOKUTb ee Ha COCTAaBJSIOI[He — CPeJCTBA U
KOMITOHEHTbI, KOTOPbIE ySI3BUMBI K BO3ZIeHCTBUIO ZIeCTPYKTUBHBIM MH(OPMALIMOHHBIM BO3/1eHCTBUSIM.

IMocne storo, HEOOXOAWMO OCYIIECTBUTb MOHUTOPWHT KHUOep3alUil[eHHOCTH KOMTIOHEHTOB WH(OPMAIMOHHOM
cucteMe 00pa3oBaHUs Ha MpeJMeT UX YSI3BUMOCTH. [[j11 9TOTO J0CTaTOUHO BOCIIOJ/IB30BAaThCsI paHee Ipe/10KeHHBIM
MEeTO0/J0OM MOHUTOPHHIa KMOep3aliiieHHOCTH NHPOPMALIMOHHOM CHCTeMBI, TTpeZIJIoXKeHHbIN B paboTe [10].

Tabmia 2 — Knaccudukaims HapylleHud KubOepbe30macHOCTH — CBSI3aHHOW €
yesioBeYeCKUM (hakTopoM
Ne . YpoBeHb N0/b30BaTenel CUCTEMBI
Yenoseueckuii hakTop > v

n/n [Monb3oBaTe b (00y4yaeMbiid) Apmvunnctparop (00yJaroiuii)

1 HeJ/IOBOJIbHbIE COTPY/IHUKU + +

2 LIMHUOHAXK + +

3 XaJaTHOCThb + +

4 HU3Kasi KBaMbUKaIys + +

5 HIaHTaK + +

ITo ero urore Krbep3amyieHHOCTH HH(POPMALMOHHON CHCTeMbl HE0OXOUMO OLIEHUTh YPOBEHb 3allUIeHHOCTH U
3a He0OXOJMMOCTH OCYILIeCTBUTH COOTBETCTBYIOLIYIO KOPPEKTUPOBKY KHOep3allyilieHHOCTH.

TexHuueckre cOOl MbI OIyCKaeM C pacCMOTpPeHHe, TIOCKOIbKY OH 0oJiblile CBSI3aH C TEXHUUECKOH Ha/|e)KHOCTBHIO
TEeXHUUECKUX CPEeJCTB, peajr30BbiBaeT MH(YOPMALMOHHYIO cucTeMy. [IpakTvKa IOKa3blBaeT, UTO y>Ke uepe3 5 JieT
9KCIUTyaTallii KOMIIbIOTEPOB, B C/Ie[CTBHE MOpPAJbHOIO CTapeHMs, lielecoo0pa3HO 3aMeHATb WX Ha HOBblE, XOTS
(husnueckoe cTapeHUs WM U3HOC WX JlalieKue OT Tpe/ieIbHOTO COCTOSIHUSL. JTO CBSA3aHO C TeM, UTO KPHUBasi MOPATbHOTO
cTapeHusi OObeKTa TIiepeceKaeT W TIPeBBIIAeT TIpe/ie/IbHO [JOMYCTUMBIM ypOBeHb TIOKas3aTesisi IieHa/KayeCTBO U,
cefioBaTeNbHO, JabHENIIas ero YKCITyaTaluys HepentabensHa [11].

O rpsayuiedi mpobieMe Krbepbe30macHOCTH B 00pa30BaTe/IbHBIX MH(MOPMAIMOHHBIX CUCTEMaX M TeXHOJIOTHSX
BCeoO11jasi U1e0/I0TUsl MaKCUMabHOTO BHEJPeHUs AWCTaHLMOHHbIX (opMm o0yueHusi. B JaHHOM ciy4aid MCTONb3yeTcs
TOJIBKO OOII[e/IOCTYIHBIA PeXUMbI PabOThl MHGOPMAIMOHHONH CHUCTEMBI JUCTAHIIMOHHOTO OOYYeHHWs TpPaHCIIOPTHOM
cucTeMoi KOTopoii BeicTymaeT MHTepHet. [Ipoiio To BpeMs, Koraa o0ydyeHe MPOUCXOUIO TIOCPeCTBOM BhITIOTHEHHST
JOMAILHMUX KOHTPOJIbHBIX 3alaHui C TIOC/IeIyOLLel WX OTIIPAaBKOM T10 ToyuTe.

PaccMoTpyM Hanbosiee ysi3BUMbIe CTOUKHU 3peHHst Knbep6e30macHOCTH YacTy MH(OPMAL[IOHHOW TeXHOJIoOTUu. [17ist
3TOr0 TpeJCTaBUM IIpPOLleCcC, KOTOPbIM IpOTeKaeT B WH(OPMAlMOHHOM TEeXHOJOTWH B BHJE 3TarlloB CleAyOLIero
a/iIropuTM™a:

sTan 1 nouck nHpopMaLuu;

sTan 2 cbop uHbopmaly;

3Tan 3 xpaHeHUe WH(pOpMalLH;

yTan 4 obpaboTka HHpOpMAaLIUK;

Tan 5 npe/cTaBiIeHre UHpOpMaLy;

sTan 6 rnepegaun WHGOPMAIUN.

Kakaplid 3Tan mpoiecca WHPOPMALMOHHOW TeXHOJOTHM BaXKeH [JIsi TIPAaBUIBHOCTH (PYHKLIMOHAIBHOW pabOThI
TIPOEKTHPYEeMOU MH(POPMALIMOHHOM cucTeMbl. EC/iM HapyIIUTh JOCTYIMHOCTh K MH(OPMALMOHHOM crcTeMe 00pa3oBaHus,
TO OYeBU/IHO, UTO U HapywIaTcs (MMPUOCTAaHOBSITCS) MPOTEKAoIIe B Hell npoLiecchl MHGOPMAaLIMOHHON TeXHOIOTUU.

BbIBO/IbI

Taxkum 06pa3oM, CTPOUTH TIOTHOLIEHHYIO KOMIIEKCHYIO cUCTeMy 3auuThl nHpopMariuu (KC3U1) B MpoeKTHpyeMBbIX
WH(POPMAIMOHHBIX CHUCTeMax 00pa30BaHUsA BO3MOXKHO He CTOUT, HO Heobxoaumo cobmozath (obecreunBaTh)
NIpeBeHTHUBHYIO0 KubepbOe3ornacHocTh  (KubOeprurveHy) He TO/NBKO KOIZla OHAa CONPUKAcaeTcsi C  BHELIHUM
KOeprpoCTpaHCTBOM, HO, KOTJJa HAXOUTCSI B aBTOHOMHOM PeKUMe.

sl TIOHMMaHMsI B3aMMOCBSi3e OueHb YA00HO I0JIb30BAThCS MOJIE/IbI0 OCHOBHBIX TIOHATHI 0€30MacHOCTH U
XapakTep CBsizeil Me>kay HUMH paspabotanseii B DUS ISO/IEC 27032: 2012 [12]. Drta mMozens M0o3BOJIsieT HArJisifiHO
TIPe/ICTaBUTh [Ijisl TIOHUMAaHWsl B3aUMMOCBSI3U MeXXy KrubOep0e30racHOCThI0O M UCTOYHHMKAMHK YTPO3 /ISl JajbHEeHIIero
MOZIe/TMPOBAaHUs MEPOTIPUSITHIA TI0 MPeJ0TBPaLieH|I0 KHOepyrpo3.

Heobxo1Mo0 peKoMeH/[0BaTh UCC/IeZ0BaTesIsIM B TIpe/ilaraeMbIX UMH HH(OPMALMOHHBIX CUCTEMAaX U TeXHOIOTHIX
OMKChIBAaTh MEPHI 00ecreueHyst Kubep6e30macHOCTH.

MEPCITEKTUBBI JAJTBHEWIIINX HAYUYHBIX UCCJIEJOBAHUN

Pa3paboTka MeTOJWKM TIJIAHUPOBaHUSI KuOepOe30macHOCTH WH(OPMALMOHHBIX CHCTeMaX W TEeXHOJIOTHSX B
o6pa3oBaHuU.
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ABSTRACT: Key distribution is one of the most important problems of cryptography. This problem
can be solved by different approaches — QKD is one of these methods. Today there are many QKD
methods and systems, most of them is used in complex with traditional cryptography. In this paper the
analysis of quantum technologies was carried out. It was declared that QKD is most implemented
quantum technology in both laboratory (experimental) and commercial sector. Modern QKD
protocols were analyzed as well as advantages / disadvantages were defined. Also it was declared, that
QKD protocols can be used in complex with lightweight encryption for data privacy in modern
information and communication systems (for example, IoT). To provide high security level
lightweight algorithms can be changed on secure post-quantum algorithms.

KEYWORDS: ICT,cybersecurity, QKD, data privacy, encryption, IoT, lightweight cryptography.

1. Introduction

The main features of information security are confidentiality, integrity and availability (CIA-
Triad, Fig. 1). Only providing these all gives availability for development secure ICT[1]:

= Confidentiality is the basic feature of information security, which ensures that information is
accessible only to authorized users who have an access.

= [ntegrity is the basic feature of information security indicating its property to resist
unauthorized modification.

= Avadilability is the basic feature of information security that indicates accessible and usable
upon demand by an authorized entity.

" Unauthorized access
" is prevented CONFIDENTIALITY

T - Data cannot
(-‘Data cannot  /, be modified
(be unvai!ub!k\;»— "

~

Figure 1. CIA-Triad

One of the most effective ways to ensureconfidentiality and data integrity during transmission
is cryptographic systems. The purpose of such systems is to provide key distribution, authentication,
legitimate users authorisation, and encryption. Key distribution is one of the most important problems
of cryptography. This problem can be solved with the help of the following approaches [2]:

= (Classical information-theoretic schemes (requires channel with noise; efficiency is very
low, 1-5%).
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= C(Classical public-key cryptography schemes (Diffie-Hellman scheme, digital envelope
scheme; it has computational security).

= (lassical computationally secure symmetric-key cryptographic schemes (requires a pre-
installed key on both sides and can be used only as scheme for increase in key size but not as key
distribution scheme).

=  Quantum key distribution (provides information-theoretic security; it can also be used as a
scheme for increase in key length).

= Trusted Couriers Key Distribution (it has a high price and is dependent on the human factor).

In recent years, quantum cryptography (QC) has attracted considerable interest. Quantum key
distribution (QKD) plays a dominant role in QC. The overwhelming majority of theoretic and
practical research projects in QC are related to the development of QKD protocols. The number of
different quantum technologies is increasing.

The first of all quantum technologies of information security consist of [2]:

= Quantum key distribution.

= Quantum secure direct communication.

= Quantum steganography.

= (Quantum secret sharing.

= Quantum stream cipher.

= Quantum digital signature etc.

QUANTUM . R QUANTUM QUANTUM QUANTUM
DIGITAL ngATifgngg; STREAM SECRET SECURE DIRECT
SIGNATURE CIPHER SHARING COMMUNICATION
9] ) SN i) o "

= 8 o = B = o 8 3 2 2
= =] = - =1 a =]
-5 on @ 3 3 s 5 @ =] on 3 g 7 =
[Z I E‘: = v G =l Eﬁ “ o g » 2, 8p @ j}
on & B o on = 8 by on = v g = = k7
B 5 g g g R s = £5 =3 = Z 5 28
28 | 22 | 22 | €% 85 55 | 8% g | 2% | oF
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5 | 8| ] |8 FlE s |8

Figure 2. Quantum technologies of information security
The main task of this study is...

2. QKD protocols
2.1. Review of the modern QKD protocols
QKD includes the following protocols:
= protocols using single (non-entangled) qubits (two-level quantum systems) and qudits
(d-level quantum systems, d>2);
= protocols using phase coding;
= protocols using entangled states;
= decoy states protocols and some other protocols.

=" QKD System e

Classical Channel Bob Y

Alice
3 Quantum Channel | B /

Shared Key K e i

@ Plaintext m
-

Figure 3. Scheme of QKD system implementation

Shared Key K

Ciphertext Exfm)

Encryptor

Encryptor Plaintext m @

The main task of QKD protocols is encryption key generation and distribution between two
users connecting via quantum and classical channels (Fig. 3). In 1984 Ch. Bennett from IBM and
G. Brassard from Montreal University introduced the first QKD protocol, which has become an
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alternative solution for the problem of key distribution. This protocol is called BB84 and it refers to
QKD protocols using single qubits. The states of these qubits are the polarisation states of single
photons. The BB84 protocol (Fig. 4) uses four polarisation states of photons (0°, 45°, 90", 135°). These
states refer to two mutually unbiased bases. Error searching and correcting is performed using
classical public channel, which need not be confidential but only authenticated. For the detection of
intruder actions in the BB84 protocol, an error control procedure is used, and for providing
unconditionally security a privacy amplification procedure is used. The efficiency of the BB84
protocol equals 50%. Efficiency means the ratio of the photons number which are used for key
generation to the general number of transmitted photons.

Alice 0'“ «-f”z”/@
O % | ]|

Keybits 1 1 0 0 0 1 0 0 1 0 1 0

Photons &” Pd 7 2

+|- Wﬁnu {L] Bases

01 1 0 0 1 1 0 1 0 1 0 Result

X v & v F X X ¥V X v &
1 - 0 0 1 - - 1 0 1 0 Keybits

Figure 4. Scheme of BB84 protocol realization

(v

Six-state protocol requires the usage of four states, which are the same as in the BB84 protocol,
and two additional directions of polarization: right circular and left circular. Such changes decrease
the amount of information, which can be intercepted. But on the other hand, the efficiency of the
protocol decreases to 33%.

Next, the 4+2 protocol is intermediate between the BB84 and B92 protocol. There are four
different states used in this protocol for encryption: “0” and “1” in two bases. States in each base are
selected non-orthogonal. Moreover, states in different bases must also be pairwise non-orthogonal.
This protocol has a higher information security level than the BB84 protocol, when weak coherent
pulses, but not a single photon source, are used by sender. But the efficiency of the 4+2 protocol is
lower than efficiency of BB84 protocol.

In the Goldenberg-Vaidman protocol, encryption of “0” and “1” is performed using two
orthogonal states. Each of these two states is the superposition of two localised normalised wave
packets. For protection against intercept-resend attack, packets are sent at random times.

A modified type of Goldenberg-Vaidman protocol is called the Koashi-Imoto protocol. This
protocol does not use a random time for sending packets, but it uses an interferometer’s non-
symmetrisation (the light is broken in equal proportions between both long and short interferometer arms).

Another type of QKD protocol is a protocol using phase coding: for example, the B92 protocol
using strong reference pulses. An eavesdropper can obtain more information about the encryption key in
the B92 protocol than in the BB84 protocol for the given error level, however. Thus, the security of the
B92 protocol is lower than the security of the BB84 protocol. The efficiency of the B92 protocol is 25%.

The Ekert protocol (E91) (Ekert, 1991) refers to QKD protocols using entangled states.

o (asl 1= (18 an)
Entangled pairs of qubits that are in a singlet state |¢' ) =Y val |0"I| b |l" | 0 are used in this
protocol. Qubit interception between Alice to Bob does not give Eve any information because no
coded information is there. Information appears only after legitimate users make measurements and
communicate via classical public authenticated channel. But attacks with additional quantum systems
(ancillas) are nevertheless possible on this protocol.

The SARGO04 protocol does not differ much from the original BB84 protocol (Fig. 5). The main
difference does not refer to the ‘quantum’ part of the protocol; it refers to the “classical” procedure of
key sifting, which goes after quantum transfer. Such improvement allows increasing security against
photon number splitting attack. The SARGO04 protocol in practice has a higher key rate than the BB84
protocol.
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Figure 5. Scheme of SARGO04 protocol implementation

Another way of protecting against photon number splitting attack is the use of decoy states
QKD protocols (Fig. 6), which are also advanced types of BB84 protocol. In such protocols, besides
information signals Alice’s source also emits additional pulses (decoys) in which the average photon
number differs from the average photon number in the information signal. Eve’s attack will modify
the statistical characteristics of the decoy states and/or signal state and will be detected. As practical
experiments have shown for these protocols (as for the SARGO04 protocol), the key rate and practical
length of the channel is bigger than for BB84 protocols. Nevertheless, it is necessary to notice that
using these protocols, as well as the others considered above, it is also impossible without users pre-
authentication to construct the complete high-grade solution of the problem of key distribution.
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Figure 6. Scheme of decoy states QKD protocols

2.2. Advantages and disadvantages of QKD protocols

As a conclusion, after the analysis of the first and scale quantum method, we must sum up and
highlight the following advantages of QKD protocols[2-4]:

1) These protocols always allow eavesdropping to be detected because Eve’s connection brings
much more error level (compared with natural error level) to the quantum channel. The laws of
quantum mechanics allow eavesdropping to be detected and the dependence between error level and
intercepted information to be set. This allows applying privacy amplification procedure, which
decreases the quantity of information about the key, which can be intercepted by Eve. Thus, QKD
protocols have unconditional (information-theoretic) security.

2) The information-theoretic security of QKD allows using an absolutely secret key for further
encryption using well-known classical symmetrical algorithms. Thus, the entire information security
level increases. It is also possible to synthesize QKD protocols with Vernam cipher (one-time pad)
which in complex with unconditionally secured authenticated schemes gives a totally secured system
for transferring information.

The disadvantages of quantum key distribution protocols are following [2-4]:

1) A system based only on QKD protocols cannot serve as a complete solution for key
distribution in open networks (additional tools for authentication are needed).

2) The limitation of quantum channel length which is caused by the fact that there is no
possibility of amplification without quantum properties being lost. However, the technology of
quantum repeaters could overcome this limitation in the near future.
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3) Need for using weak coherent pulses instead of single photon pulses. This decreases the
efficiency of protocol in practice. But this technology limitation might be defeated in the nearest
future.

4) The data transfer rate decreases rapidly with the increase in the channel length.

5) Photon registration problem which leads to key rate decreasing in practice.

6) Photon depolarization in the quantum channel. This leads to errors during data transfer. Now
the typical error level equals a few percent, which is much greater than the error level in classical ICT
and systems.

7) Difficulty of the practical realisation of QKD protocols for d-level quantum systems.

8) The high price of commercial QKD systems (€ 120K +).

3. IoT Cybersecurity and Lightweight Cryptography

It was defined a lot of QKD challenges as well as many advantages for modern ICT. Most of all
advantages relate to the only key distribution part and the security of encryption process is open
question that depends on encryption algorithm [5]. Up to date secret key ciphers have key length of
256 bit (min) and cannot be implemented effective for example in IoT systems to ensure its security
and privacy (Fig. 7).
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Figure 7. Principles of IoT cybersecurity

Encryption is an effective countermeasure, and the IoT is now required to apply encryption to
sensor devices in environments with various restrictions that have not previously been subject to
encryption (Fig. 8). Lightweight cryptography is a technology researched and developed to respond to
this issue. The biggest security-related threat of IoT systems from the traditional IT systems is that
even using devices for data collection from the real world can become a target of cyberattacks. For
example, the purpose of applying IoT to a plant is to significantly improve the productivity and
maintainability by collecting data from a large number of sensors installed in production equipment,
by analyzing it and performing autonomous control in real time. If sensor data should be falsified
during this process, incorrect analysis results would be induced and erroneous control would result
due to such an occurrence having the potential of leading to major damage. Moreover, since
measurement data and control commands are trade secrets associated with the know-how of
production and management, preventing leakages is also important from the viewpoint of
competitiveness. Even if there is no problem at present, it is necessary to consider the effect of threats
that might become evident in the future. Applying encryption to sensor devices means the
implementation of data protection for confidentiality and integrity, which can be an effective
countermeasure against the threats. Lightweight cryptography has the function of enabling the
application of secure encryption, even for devices with limited resources [6].
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Encryption is already applied as standard on the data link layer of communication systems such
as the cellphone. Even in such a case, encryption in the application layer is effective in providing end-
to-end data protection from the device to the server and to ensure security independently from the
communication system. Then encryption must be applied at the processor processing the application
and on unused resources and hence should desirably be as lightweight as possible (Fig. 9).
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Figure 9. Lightweight encryption in [oT

The symmetric key cryptography uses the same secret key for encryption and decryption. With
the processing that is relatively lightweight, it is used in data encryption and authentication. On the
other hand, public key cryptography uses a secret key in decryption and a public key different from
the secret key in encryption, and it is quite difficult to guess the secret key from the public key. The
computational complexity of the public key cryptography is typically as high as more than 1,000
times that of the symmetric key cryptography, but this technology is used in sharing the secret key
used in symmetric key cryptography and the digital signature, thanks to the asymmetrical property.
With a system such as a plant or car- control system, it may be possible to embed the secret keys
shared by the devices in advance. In such a case, secure and efficient data protection can be
implemented using symmetric key cryptography alone. On the other hand, with a system that
performs encrypted communications dynamically with unspecified parties such as an inter-vehicle
communication system, the use of public key cryptography is effective. Symmetric key cryptography
can be widely applied to devices that are subject to severe resource restrictions. The symmetric key
cryptography consists of core functions such as block or stream ciphers (cryptographic primitives) and
methods to apply the core function to a packet called the block cipher mode of operation for
encryption and/or authentication.

Today there are many standardized algorithms of lightweight cryptography:

= [SO/IEC 29192-1:2012 Information technology — Security techniques — Lightweight
cryptography — Part 1: General

= ISO/IEC 29192-2:2019 Information security — Lightweight cryptography — Part 2: Block
ciphers

= [SO/IEC 29192-3:2012 Information technology — Security techniques — Lightweight
cryptography — Part 3: Stream ciphers

= [SO/IEC 29192-4:2013 Information technology — Security techniques — Lightweight
cryptography — Part 4: Mechanisms using asymmetric techniques
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» JSO/IEC 29192-5:2016 Information technology — Security techniques — Lightweight
cryptography — Part 5: Hash-functions

» ISO/IEC 29192-6:2019 Information technology — Lightweight cryptography — Part 6:
Message authentication codes (MACs)

» JSO/IEC 29192-7:2019 Information security — Lightweight cryptography — Part 7:
Broadcast authentication protocols

4. Conclusions

In this paper the analysis of quantum technologies was carried out. It was declared that QKD is
most implemented quantum technology in both laboratory (experimental) and commercial sector.
Modern QKD protocols were analyzed as well as advantages / disadvantages were defined.

Also it was declared, that QKD protocols can be used in complex with lightweight encryption
for data privacy in modern information and communication systems (for example, IoT). To provide
high security level lightweight algorithms can be changed on secure post-quantum algorithms [7,8].
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USING SNA VISUALIZATIONS TO DEPICT SUSPICIOUS SOCIAL
MEDIA USERS: A FORAGE FOR LAW ENFORCERS

Dr. Lamek Kiprutto Ronoh, Rongo University,School of information, communication and media studies
Department of Information Science and Informatics

ABSTRACT: The evident increase in the sophistication of cyber criminals has a significant impact that
can threaten the national security if it goes unabated. Presently, use of social media in mining crucial
digital or forensic evidence by law enforcement bodies in Kenya is a novel idea that needs to be explored
and implemented. The study’s objective was to demonstrate how Social Network Analysis (SNA) can be
used as an investigative tool to mine, analyse data from selected online social media users and present
digital forensic evidence to aid law enforcement in Kenya. Particularly, the study aimed at identifying
high degree nodes in the network and profiling them using visualizations. NodeXL software was used to
mine and analyse data. Computation of centrality measures, network clusters, cliques were presented
using both infographic visualizations and centrality metrics of the respondents on egocentric networks
focal communication paths through which information flows in the network were also depicted. The
discoveries of this study indicated that Social Network Analysis is an essential and supplementary tool
that can be employed by law enforcement agencies and related stakeholders to mine, analyse and present
court accepted digital forensic evidence. The findings presented in this research illustrates how social
network analysis can be used to determine the interpersonal connections, importance of actors in a given
social network and detect communities of people and principally how law enforcement agencies can
utilize this technique in identifying and tracking suspicious characters and ultimately help in
maintaining law and order. SNA ought to be embraced as a supplement of conventional investigation,

not necessarily replacing it.

KEYWORDS: Social Media, visualizations Social Network Analysis, actor(s), node(s)

Background of the study

Social network analysis regards social interactions from the perspective of network theory comprising of
nodes and links (also called ties, edges, or connections). Nodes in this case are the persons within the
social networks, whereas the ties are the associations between these persons. The resultant graphical

structures are mostly quite intricate(Passmore, 2011)

The increasing availability of large-scale, real-world sociographic data derived from social media, web

pages and datasets has led, among other things, to a renaissance of Social Network Analysis and its
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application in new fields of enquiry. Social network analysis allows one to measure, map and explain
everything pertaining social network and its elements (Gupta & Brooks, 2015).

According to a report by PewResearch Center (2014), social media include the various ways and means
people hook with one another through online interactions. Mobile devices, social networks, email,
texting, micro-blogging and location sharing are just a few of the many ways people engage in computer-
mediated collective action. As people connect, like, follow, friend, reply, retweet, comment, tag, rate,
review, edit, update, and text one another they form collections of connections. These set of connections
develops into network formations that can be mined, investigated and the results depicted using various
ways and techniques. The result can give a new understanding of into the structure, size, and key

positions in these networks.

Latent Social Security Information
Nouh and Nurse (2015) corroborated these findings by observing that not only does social media
platforms provide a new unexploited fountain of mining intelligence for law enforcement community,

but it also gives an insight of understanding behavioural patterns of covert groups.

According to Global Justice Initiative report (2013), various social network platforms are progressively
exploited to initiate or carry out unlawful acts and therefore law enforcement agencies ought to
comprehend the idea and purpose of these platforms. They also need to understand the way social media
forensic apparatus and resources can be used to thwart, lessen, act in response to, and probe illegal
actions. Although the advent of social media has created new investigatory opportunities for law
enforcement, it also presents ethical, legal, and technical challenges. Depending on the country in which
the investigation takes place, it may be illegal to gather information on social media if a user’s profile is

not public (Rice & Parkin, 2016).

Social Network analysis in law enforcement

In his quest to find out how law enforcers utilize social media platforms to covertly examine unlawful
movements, Wyllie (2015) established that law enforcement agencies are employing the use of popular
social media platforms such as Facebook and Twitter in various ways to assist in combating offences and
give services to their societies. More significantly is the fast growing application of social media
investigating means to uncover evidence of criminal activity which the lawless individuals on their own
volition frequently place to the online network habitually paving way for swift apprehension of
themselves and impending likely sentence. Detectives can use social media platforms as an investigative
tool by creating undercover pseudo accounts in order to use to harvest intelligence on crimes and

suspects or get the identity and movements of suspects (Murphy & Fontecilla, 2013).
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Statement of the Problem

This paper revolved around an ego. The egocentric analysis entails the examination of a single node
within a given social network platform including all the actors the node is linked to. Social theorist
postulates that influence between social network friends goes up to three degrees or three intermediary
levels. In criminology and law enforcement, Social network analysis has been proved to be a powerful
tool to learn the structure of a criminal network notably in social media platforms. It allows researchers
to understand the structural relevance of single actor and his/her connections amongst members of a

given social network by defining the key concepts to characterize network structure and roles.

Purpose of the Study

To perform experiments on real life social networks available in commonly used types of popular social
services such as Facebook and Twitter in quest to demonstrate how Social Network Analysis as an
invaluable tool can be employed to extract latent knowledge or information from networks encountered

in nature, especially networks formed by people.

Specific Objective of the Study
The objective of the paper was to visualize social networks and clusters to uncover the patterns of the
social relationships of people in investigating crimes committed over selected popular social media

platforms in Kenya.

Research Design and Methodology

Social Network Analysis experimental research design was employed in this study. Initially, selected
respondents treated as focus groups were subjected to a brief interview and thereafter persuaded to create
pseudo-online accounts in specified social media platforms which were used to perform online mining
of the selected respondents to obtain data that ultimately aided in social network analysis.

Discussion and Evaluation

From the initial seed of 94 respondents selected for the study, the social network expanded exponentially

to 29295 over the three months of study.

Unearthing Key Social Network Actors Using Visualizations and Clusters

NodeXL was employed by the researcher in the analysis to visualize and identify subgroups (clusters),
generate set of graph metrics using various actors’ interactions using either force directed algorithms
such as Harel- Koren fast multiscale or Fruchterman —Reingold or using geometrical algorithms such as
spiral, vertical, grid, horizontal or circle. Therefore, social networks was depicted differently over time

due to structural changes as a result of increase or decrease of network membership
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In essence, ties between actors was analysed and visualized using various social network analysis

metrics.

The researcher employed the use of visualization and clusters so as to aid in focusing and identifying
individual nodes that exhibit important network properties to the rest of the network. Use of network
visualizations is crucial because it reveals patterns that are otherwise invisible by other means of

analysis or investigations of a network setup.

Egocentric Seed Network

Figure 1 depicts the egocentric network of the seed actor whose pseudo-name was “samsonpeter9252”
(this name has been by truncated as “sams~"in this study ) is visualized and positioned at the epicentre
of the social network. The seed actor’s initial connections to the selected respondents are illustrated by
the arrows pointing outwards and inwards the main or seed node. Hence it is a directed graph. The
graph's vertices were grouped by cluster using the Clauset-Newman-Moore cluster algorithm while the
graph was laid out using the Harel-Koren Fast Multiscale layout algorithm. The findings illustrates that
at a 1-degree egocentric network comprising of the initial 55 seed correspondences out of the targeted

study sample size of 94.
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Figure 1: Initial Seed 1-Degree Egocentric Directed Network

Source: Researcher

Identifying Communities
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The visualizations result in Figure 2 shows how respondents have regrouped themselves into three
distinct communities (labelled C1, C2 and C3). This is an important findings which was achieved by
employing the force directed algorithm in the visualization so that the connected actors draw to every
other while non-connected actors are separated. This means that the highly linked actors are drawn
towards the epicentre of the graph. Evidentially, the findings clearly portrays that in the three
communities detected, there is one main influential node in each community. Their pseudo-names are
velo~(velodiek), wilf~(wilfredkipkos) and deno~(denokisaka). The results are closely related to study
done by Staudt, Marrakchi and Meyerhenke (2014) on detecting communities. In each community, the
primary distributors of information were identified. In conformity, Yang, Liu and Sageman (2006)
underscores that identifying groups such as this assists a detective to quickly unearth the associated

criminals when a small number of suspicious characters are known.

Markedly, in these aforementioned detected communities, respondent velo~ has the highest degree
centrality, followed by respondents wilf~ and deno~ in that order. This means that the three actors are
not only powerful in the network, but it also shows that have great access to information in their
respective communities. These findings are in conformity with that of Wu, Carleton and Davies (2014)
which advises that in a terror network, investigators usually go for actors with the highest degree
centrality scores because they are the most connected and possibly the most influential nodes in the
entire network and that one can easily identify a subgroup of a network communities that particular
nodes belongs to by visually assessing the links amongst network actors. In a rejoinder, Perliger and
Pedahzur (2011) stressed that discovering the communities enables the investigators to identify the
various roles of the nodes in the network such as leadership or brokers and how information flows in the

entire network.

Besides examining the roles of several members of the network, investigators ought to concentrate on
specific subgroups in order tell their particular duty. Usually, network members come together with an
obligation of accomplishing their heinous acts and therefore identifying the subgroups who are
interconnected could enhance the chance of detectives comprehending the intention of the entire
network. In an investigation scenario, the objective of identifying communities in a suspicious network is
to detect their groups and social structures they belong. In Faustand Fitzhugh (2012) Social Network
Analysis technigues helps to comprehend network communities by mapping the relations that link them

as a network and thereafter determine key players or groups and ties between the nodes.
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Figure 2: Identifying Communities and their Main Actors

Source: Researcher

Community Densities

The findings in Figure 3 shows varying densities of six communities or subgroups densely connected in
one network, each identified by label codings Di to De. Necessitated by the need to portray the insight
phenomenal of how information visually diffuses amongst the actors in the network, researcher
employed the Wakita-Tsurumi algorithm to generate the network densities of the detected communities.
A similar approach was employed by Waskiewicz (2012). The research findings indicates that as the size
of the network exponentially increased over time, the density of the network expanded but not uniformly

for each community.

More specifically, the study results in Figure 3 revealed that relationship or links exist between the

detected communities. Notably, the densities of D, Dz and D¢ communities are visually more or less
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equal which implies that members of these three aforementioned communities communicate more
frequently about an issue(s) they are all familiar with and probably know one another most. However, the
density is slightly higher for the D1 community in the entire network and visibly has a node with the high
degree centrality score.

Borrowing from Krebs (2002), a dense cluster having numerous interactions is suspicious and warrants
investigations to unearth or discover more information about the group. Last but not least, the D4 and D5
community members are scattered and also depicted the least density in the whole network. These results
closely relates to the study done by Staudt, Marrakchi and Meyerhenke (2014) on community detection
in quest of revealing structures or patterns of interactions between nodes in a network. Furthermore, the
findings conforms with (Hansen, Shneiderman & Smith, 2011) comparative analysis on determining
communities that are highly related or sparsely connected. Density metrics helps to predict the flow of
information between nodes of a given network and it indicates homogeneousness of a community and
nodes’ interactions with one another (Martino & Spoto, 2006). By employ the density measure,

detectives are able to a holistic understanding structure of the entire network under scrutiny.

A\

N Y

D1
Figure 3: Network Density Isolation
Source: Researcher

Therefore, the visualization of network community densities has not only helped to portray the
interconnections of individuals and subgroups in a social network, but also it has also aided to expose
communities who possibly dominate several ranks in the network are likely to be influential or close and

bonded than others in the network. These illustrations concurs with Mulazzani, Huber and Weippl (2012)
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that visualizations can be a very effective tool in law enforcement agencies  investigating social
networks because it enables them understand the behaviour of social media users and they can predict
criminal activities by monitoring connections between suspects, understand the dynamics such as
discovering the leaders, followers and new individuals being integrated into a group. The techniques of
detecting and identifying communities helps to know groups of nodes densely connected than other in
the entire network (Tayebi & Gléasser, 2016). In a rejoinder, Faust (2006) outlined that the density of a
network is proportional to the probable number of connections in that network. A conspicuously dense
community is susceptible and exposed to law enforcement officers for further scrutiny and identification
of the main actors who are most likely to be the leaders of a particular cohort of felons (Xu, Marshall,
Kaza & Chen, 2004).

Detecting Clusters of Communities

Figure 4 shows the generated visualizations results of six distinct interconnected clusters equivalent to
the number of network communities (the clusters are labelled S1 to S6). The size of the visuals indicates
how active a node is in the cluster or the entire network. Evidently, S4 community cluster density is the
highest and its members are seemingly well connected and active too, hence the tight bonding visuals.
Voigt, Hinz and Jansen (2013) outlined that the characteristics of clusters presenting high density scores
are usually attributed to few interrelated or connected nodes. The cluster labelled S6 is the second highly
active group in the network although it slightly scattered to vaguely overlap S5 cluster in the network.
Except for one isolated member, all members of S3 cluster are dependent on one actor who connects
them to the rest of others in the network. By employing such Social Network Analysis visualization
techniques, there is a possibility to detect clusters, identify the most important actors and their roles and
unveil interactions between nodes (Mena, 2003). The findings can be related to Hoppe and Reinelt
(2010) observation that clustering helps to unearth important communities of a network that were not
known previously. This was corroborated by Xu et al (2004) in cluster analysis as a way of detecting not

only network subgroups but also the central actors and how they interact with other communities.

If a network community depicts a strong connection between its members, then it can aid to know the
associates that belong to that network community Krebs (2002). This way, detectives can narrow down
the list of suspicious characters under investigation. Moreover, identification of gatekeepers connecting
to a particular subgroup (community) is also important in unearthing specific dubious characters. In
Zhu, Watts and Chen (2010), network clustering helps detectives to narrow down their investigations to a

specific subgroup or community.
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Figure 4: Clustering Network Communities

Source: Researcher

Degree Centrality Distributions

Betweenness Centrality Visualizations

Figure 5 shows the corresponding degree distributions of the network actors under study. It clearly
illustrates that actor wilf~ has highest degree and betweenness centrality and therefore is the most
influential person in the entire network. This implies that respondent wilf~ probably knows what is going
on in multiples social clusters of the entire network. Identifying the actors with the highest betweenness
centrality in a suspicious network helps detectives to focus their attention and resources in profoundly

investigating those nodes in the entire network (Kirchner & Gade, 2011).

The research findings further portrays that respondent wilf~ act as gatekeeper by connecting the cluster
that he belongs to the entire network because communications emanating from other clusters from the
rest of entire network must pass through him. This means that actor wilf~ is capable of influencing the
entire network but he is more susceptible to detection. Besides node wilf~ other actors namely
2279837eb26d4al, velo~, nico~, deno~ and kiptal~ scored considerably higher degree and betweenness
centralities after wilf~ from second to sixth positions respectively in the entire network but first in their
clusters. This implies that these main actors are leaders or hubs of their respective subgroups in the social
network. Intuitively therefore, the six actors act as intermediaries in their network subgroups because

information must flow through them. The findings concurs with advice of Xu, Marshall, Kaza and Chen
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(2004) that while carrying out an investigation, one needs to know which nodes other actors have to
connect to in order to link to the entire network and gather other valuable leading information. Nodes
acting as bridges to their subgroups create structural holes which help investigators to easily detect
friends of the influential nodes (Hanneman & Riddle, 2005).

Boundary Spanners Visualizations

It was also necessary to establish the boundary spanners in the network. By doing so, the researcher was
able to know the actors that connect several other clusters as this will imply that they are more central in
the entire network. Accordingly, Figure 5 further reveals the boundary spanners as actors wilf~,
2279837eb26d4al, velo~, nico~, deno~ and kiptal~ who bridge their respective clusters and therefore are
strategically placed to get information from other clusters. Furthermore, these actors are able to integrate
concepts and information from other clusters. The results are closely consistent with Long, Cunningham
and Braithwaite (2013) that the boundary spanners act as conduit of information flow between network

nodes or individuals who cannot communicate directly or have no or little trust to each other.
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Figure 5: Degree Distributions

Source: Researcher

Closeness Centrality Visualizations

Figure 5 visualization results also indicates that actors sams~,wilf~, deno~, velo~, kipatal~, ntvk~ and
2279837eb26d4al had almost equal and similar pattern of closeness centrality measures in the entire
network. Connections with nodes having high closeness scores when put together with nodes having low
degree centrality values can have indirectly impact on the behaviour of the other nodes in that network
(Wasserman & Faust, 1994). This implies that the aforementioned respondents were highly connected to
other individuals in the network. It is important to note that the thicker the edge the higher the frequency

interaction between any given actors in a network.

Regarding structural similarity, the researcher attempted to depict and find actors who are linked to
more other nodes connected to the influential actor in the network. This implies that if two or more actors
have similar friends, then this implies that all of them are friends in real world. Actors
2279837eb26d4al, velo~, nico~, deno~ and Kiptal~ was found to have structural similarity because they
largely share a number of friends as shown by the edges in the diagram and also they are leaders of their
respective clusters too. This agrees with McPherson, Smith-Lovin & Cook (2001) similarity yields

interconnections between nodes with structural similarity.
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Information Flow between Network Actors

It was also imperative for the researcher to visually depict how information flows in a network between

actors/respondents under study.

Figure 6 was generated using geometric spiral algorithm. It clearly illustrates the flow of information in
the entire network between actors. At the epicentre of the information flow is the subgroup members
labelled As, spreading to the second layer. It is densely surrounded by the A; subgroup members. This
implication here is that the network members of both A1 and Az could be sharing similar information or
have same interests with each other. The A, subgroup members are somewhat spreading to the hub of the
communication flow of the network and also found at the periphery of the communication labyrinth. The
results resonates with Nagl, Amos, Sewall and Petraeus (2008) reasoning that nodes on the periphery
receive very low centrality scores and are often connected to networks that are not currently mapped but
they are important links since they may be resource gatherers or individuals with their own network
outside their isolated group. These characteristics make them very important resources for fresh

information not available inside their isolated group.

Equally significant is the As and A4 subgroups, though a little blurred, they are also similarly positioned
at the hub of the communication flow and spread heavily to the second layer after epicentre to the
periphery. Cluster As is diminutively encircled halfway by subgroup As which spreads heavily to
periphery. This conforms with Arnaboldi, Conti, Passarella and Pezzoni(2013) observation that the
innermost circle signifies a more stronger social relations of the ego while the outermost circle are

typified by fluctuating level of friendliness (also called sympathy or active network groups).

48



Scientific and Practical Cyber Security Journal (SPCSJ) 5(3): 37-55 ISSN 2587-
4667 Scientific Cyber Security Association (SCSA)

Figure 6: NetworkConcentriclnformation Flow

Source: Researcher
The A; clusters, on the periphery of these visualisations are the isolates in the communication flow.
Heeding the advice of Granovetter (1973), that the important channels of communication to be closely
monitored are the ones that are rarely utilized and usually located at the network’s periphery, cluster A7

members elicits more scrutiny.

They seem to be recipient of the information from the entire network or they only share information
specific to themselves and their interests. This visualization results correlate with Sharma and Strategy
(2008) that although nodes at the periphery have less interactions with the entire network, they may be

having links beyond the network and as result they can be a reservoir of new information.

Drawing and concluding from Figure 7 therefore, it is apparently evident that Al, A3, A6 and A5
subgroups are the most influential actors over others in this network. This concurs with Ferrara, De Meo,
Catanese and Fiumara (2014) that by analysing the flow of information pattern in a given network, one
can unearth actors that play key role in a criminal network or have connections to different clusters.
Visualizing and identifying subgroups of a network enables investigators to unravel rich information
pertaining the nodes, network recruitments paths, operational characteristics and patterns of flow of
information (Bonacich, 1972). Hence, an investigator can narrow down his/he probe to those

aforementioned subgroups to gather more valuable information and reveal their activities.
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Network Communication Channels

The visualization results in Figure 8 shows the channels of communication between the various
subgroups of the entire network under study. Notice that group one (denoted G1) and some members of
group 4 (G4) have two major common communication links between themselves. This implies that some
members in G4 who may not be prominent in that cluster knows each with the most influential member
of G1. The two groups (G1 and G4) also share some influential or common actor in cluster G5.
However, the influential node in G1 is conspicuously in touch with periphery members of cluster G6.
Noticeably, G1 has the most members while G6 has the least. Nodes that are located at the terminals of
the communication channels are likely to influence others whereas those found in-between the channels

of communication paths are likely to be information conveyance belts (Waskiewicz, 2012).

In Figure 7 the findings also showed that nodes in various clusters frequently communicate with actors
within their clusters than with those outside their clusters. By deriving such information, investigators
can easily identify cohesive clusters and ultimately establish part of the network where information

moves faster and also which cluster(s) closely keeps information to themselves.

50



Scientific and Practical Cyber Security Journal (SPCSJ) 5(3): 37-55 ISSN 2587-

G1: rongounichartered ntvweekendedition ntvjioni thenasadeal G2: ivolunteer newsdesk konneclgany africald heathrow G4 @
power C subuhi daymotivation healthcrisiske ntvatone B s, o L nagraeric
myprowebsite " . )

shargnune gty o

a medacour
&2, L W
xoows =

a G3: gainwithxtiandela cofekst
** whoarewefightingfor

ibandas

E

ising-alcoholismo howtoruinafi

Wt

. B W
PRI SANY | o P20 2R
\g s

0
\ sorkist cveni ph

LAy

Figure 7: Network Communication Charifiéls.b. . . -2

gat.

Source: Researcher

Network Cliques

In quest of gaining deeper insight into the network, the researcher generated a complex network
visualization shown in Figure 8 depicting how actors of a network over time, can ultimately fragment
into interesting groups called cliques. Thus Figure 8 shows the visualization findings of network cliques
generated from the now complex network. Notice that the network has now fragmented into subgroups
of cliques ( denoted as GI, G2, G3,...... up to G23) and each clique is labelled with the topics they
frequently discuss. The Clauset-Newman-Moore grouping algorithm identified 23 cliques within this
network. However, some cliques such as G1, G2, G3, G4 and G19 have further but minute fragments
within the respective cliques. These findings indicate the nodes in the entire network are highly diverse.
This implies that as time elapses, network users tend to slowly degenerate into fragmented interactions
and eventually form their own cliques according the nature of information exchanged between

themselves as well as interests.

Stemming from these findings, the results are consistent with Bonacich (1972) on the painstaking
examination of characteristics of such cliques for homogeneous ideologies and the strength of their

cohesion with that network, as well as how this influences the activities and development of the
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unlawful network. This way, such information can assist an investigator to tell if they are still an healthy
communication or leadership roles have been changed and splinter groups emerged. Thus, the graph was
generated not only to depict the number of cliques in the network but also to utilize the visual properties
to map the attributes of the network showing the interaction of the actors.

The network visualizations depicted in the findings so far discussed above, underscored how important
Social Network Analysis visualizations is to law enforcement agencies in unearthing leading information
from a large set of data, which could otherwise been difficult or impossible to tell using conventional
methods of investigations. While backing up the use of Social Network Analysis, Rahim, Amalina and
Sulaiman (2015) emphasized that visualisation methods are crucial because it helps scholars to
comprehend social interaction or patterns of online relations and who communicates with who more or
less frequently. Hence cannot comprehend the trends and concepts of social networks without employing
the use of computerized visualizations as presented in this thesis.

In an investigation scenario, the detectives ought to concentrate their probe efforts to specific actor under
scrutiny then traverse the network as they examine for crucial leads. Visualizations makes this
investigation process much forthright because it enables the discovery of unknown interactions and

relationships that exists between actors.

Social media network connections among Twitter users
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Figure 8: A 2.5 - degree Network Cliques
Source: Researcher

Identifying Significant Actors in a Network Using Centrality Metrics

Besides using visualisations to depict interesting patterns of interactions between respondents (actors) of
the study, the researcher also employed use Social Network Analysis metrics as buttress of visualizations
findings. In this section therefore, centrality measures which are be used to identify crucial actors with
the values of closeness, betweenness, degree and eigenvector centralities were computed and tabulated.
The network metrics generated has been used to describe either whole network or specific nodes within
the network. It is also important to note that the number of vertices and edges kept on growing over

time.

Conclusions
The study sought to answer and demonstrate how data obtained from individuals from specific social
media can visualized or graph metrics computed as well as harvesting their demographic and related
information can aid law enforcement agencies in mining forensic evidence that ultimately lead to arrest
of the suspects or arraigning them before a court of law. Through analysis, study noted that there exist
numerous ways and measures of determining people that have particular online prominence or influence.

Visualizations and graph metric scores supplement one another in the study findings.

The visualizations were used to show fluid relations between nodes in the network and establish the
structures of social network connections that exist instead of depending on theoretic or numeric values
only. The use visual displays also aided in knowing that a community or network breaks into subgroups
based on their interests and other information that captivates specific cohort(s). Thus, Social Network
Analysis helps not only to investigate the suspicious characters, but also assist to unearth other dubious

nodes that not under probe.

The findings of the study have indicated that the visualizations employed by social network analysis
alongside its appropriate software can depict interesting information about the social media users
interaction. It is believed that ways and means in which patterns of particular nodes were discovered
using visualization will aid the law enforcement officers with ways and techniques of investigating and

possibly apprehending online criminal.

Thus, when law enforcement officers employ Social Network Analysis automated tools or techniques to

visualize and expose the nature of interactions or structures of suspected criminals using reliable online
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information, they can remarkably help to stop them from unleashing their heinous acts to the
unsuspecting populace. Thus, graph properties of the visualizations employed in this study helped the
researcher to know not only the most central nodes in the network but also nodes that were most
influential, popular and those who acted as bridges between subgroups of a network.

Recommendations made in the study are hoped to be of great help to the law enforcement agencies in
understanding how to can mine, analyse and unearth concealed network elements and patterns between
individuals in question. The study has broadened the knowledge on how to apply some Social Network
Analysis techniques that is hoped to be of great help to the law enforcement agencies. Kenya’s law
enforcement community ought to be challenged to keep abreast both procedurally and legally by the
findings of this study. Advanced degree of mining or harvesting data is significant with regards to the

forensics evidence from social media users

In Kenya, the majority of members of law enforcement seems to unfamiliar with Social Network
Analysis techniques and its associated tools for investigating online suspects. Kenya’s law enforcement
agencies should embrace the use of social media and social networking in various ways or applications,
including recovering evidence, locating and apprehending suspects, conducting intelligence collections
using social networking to conduct crime analysis and intelligence trend analysis. Hence, an enabling
technology and trained law enforcement officers will help mitigate or thwart crimes about to be
committed in real world. The outcomes of this thesis could influence law enforcement community by

providing them with a new insight of investigation and analysing crimes from a large dataset.

The study also established the limitations of Social network Analysis which comprised of incomplete
datasets, not knowing in advance whom to include or exclude and the fact that social network is dynamic

and transcends geographical boundaries.
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ABSTRACT: Despite its short period of development, cybersecurity has occupied one of the vital places in
both international and national security; it has become an influential component and integral part of our lives.
In fact, all these circumstances have been driven by the rapid evolvement of the Internet and Internet
technologies, as well as the increasing global demand for e-services in the face of the pandemic. All above-
mentioned determines the necessity for Internet stability and security with involvement of individual
countries as well as international and regional organizations. It can be said that the cybersecurity of individual
countries has become as important as the protection of the country land, air and sea and in turn it becomes an
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integralTimes New Roman part of international and regional security. In fact, the more society relies on
modern technology, the more vulnerable it is to cyber-attacks. According to the World Economic Forum
2021 Global Risks Report, cyber risks are still among the global risks. The COVID-19 pandemic has
accelerated the implementation of technology, however, it revealed cyber vulnerabilities and unpreparedness.
At the same time, it has exacerbated technical inequalities between societies both externally and internally.
According to the same report, "next year, it is influential to consider cybersecurity as a strategic business
issue and to develop close partnerships between industries, business leaders, regulators and politicians. Like
any other strategic societal challenge, cybersecurity can’t be solved separately in isolation." The paper offers
the analysis of international indexes of cybersecurity and analyzes their correlation to Georgian ones.

KEYWORDS: Cybersecurity, Global Index, National Index, Education, International
Telecommunication Union, e — Governance Academy, Cyberspace
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