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R G 08Y 6T

bo@ga9g3mdMbozoom 06l ®mos 3609369m3bs 30msM9ds 5G Jugugdol alsbyMys.
obonds LB EHTs Mbs 53859MmFBOMU 535590bEIEP0 S FMTog35¢0 FMIHBT>MYdgdOL
9mmbm3zbgdo. dmdbIsMgdgdls s 300096@gOL glsFoMmMYdsm IMALEbYMYdOL  M390mglio
bs6oLbo s MBsBOMbMYGOOL o0 MBY, MM MBsBOMLME 9W59390MmEIL dmbs3gdgdo
5 MbsM39HBmE ddomdgl bbgs dos LyM3zoLgdo. Fqlsdsdols, §odyzobds dmdowrmEds
M39653HMmMg0ds Mbs MHBOMB3gymb 893 M3gmglo LsdmdbTsmgdm boMolbo ©s
MBOBOMbMYDS, S939 b PoIxMdJLgl o0 JogH Fgdmmsz5bgdMEo LgMzolgdo. 5G-b
39000535H90me  sboen gm0zl BFoMmgds  Jugwmo, LYM30LoL  bgMY30Ls s
0mbs3gdms  ©3M3s3900L  sbsro  JoEMId0.  50bodbe  FoyMIgAL  SHsLosMdM
MBOBOObMGOOL 963390 bogrm3zsbgdgdo, Mog  dg3g  3Mo@03Mwo  odbgds  5G
B9 9dolm30L. 53 3MMbom IMINdsgg AbmeEromls §sYz3:6ds 933¢09356M90Ts 49339 Lox SO™M®
239b653bogl 5G Jugegdol 5355806 ger 3OHMdEYG0DY. B396 09 HomBmygbowo sBsbowo
3bs©Ygmxzl 5G-I sOLYdMWO 3OHMIWYIJOOL ©IBHIYOH Jobgbgdl, o3 d99BHI3L 5dwg3L
Lodoegdsl LobEgdsdo Bssdgbml o369 3m©o s FoMds@gdoom gobsbm®mEogwml d9dgao
99%939%0: MiTM, MNmap s Battery drain.

B306 89300853900 sbowo LobiBgds 99393900 5dmbsEbmds, GMIgEoE IEMdbydEos
0564560 o 6> oLzl »Mobargl  IgmEadHy. B396  3ez5BMdm  IDS-ob
06393653058 5G-b sGJogd@Eesdo.
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The telecommunications industry is evolving significantly to implement 5G networks. The new
standard must meet the requirements of current and future users. Customers and clients need better
quality of service and a high level of security in order for data to be transmitted securely and other
internal services to work flawlessly. Consequently, leading mobile operators need to ensure much
better customer quality and security, as well as improve the services they offer. The new methodology
proposed by 5G requires new approaches to networking, service deployment, and data processing.
These approaches are characterized by certain security vulnerabilities that will also be critical for 5G
networks. The world's leading researchers working in this field have already publicly stated the
current problems of 5G networks. Analysis presented by us reveals the detailed causes of 5G
problems, which allows the attacker to install malicious code in the system and successfully carry out
the following attacks: MiTM, MNmap and Battery drain.

We have developed a new system for detecting attacks based on the latest methods of machine and in-
depth learning. We propose the integration of IDS into the 5G architecture.

153396dm LoEY3900: 5G Jbgero, 5G HbsgGPbegds, BoFGo Jbgengbo

KEYWORDS: 5G network, 5G security, cellular networks

1. 8glogsewo

MBogbm JUgEgdom oo3EJIFMYWO GHMOB030L M5M©IBMBS s IMBOWMHO FMFYMOOEMdJdOL
650096005 (IoT-0b Bsm3wom) 500 doe0sb BHGIRs FBsMO, Mo3 FodMf3gEos Msdgbody
39dBHMO0m. LoGgeg3mdMbogzszom 0bMlG®mos 2sbooll doMmoms  EGHGMmbLBMmMIsgosl 5G
JB9gdol LD s TMIbsMYOYMS LYo S Bodmdsgerm  dmmbmbogdgdols
Q©51530594MBOEGOSE. JGUsdsdoLs®, MLoIbm 5G Jugero FMosBOYds dMbs3gdms FowsEgdols
doe0sb domocro LobMogol dJmbgo s 3gmglo bsMolbol dJmbg, Mog 9dg4sMgdyEos
Logbsgroll  F00Pgdo Loy MMgdol  dFoEmm  2obarsygdol  3MbrgBEoom,  IMALILYYMHYBOL
239999x Md9gLGdMEo  boolbboo (QoS) s M3oEMOgLo 3oty  dgymabgdom.  ym3z9wozg
B9 gdMeol  goblobm®m309wgdws© LsFoOHMs vebeglio  BHgdbmemaogdol sbgMazs s
23990myggbgds  Jugergdol, bg®m3zoLgdol, dsMoggdols s dmbszgdms sdMdsgqdol dbGmog. gL
3996mmy09d0  FoMIMAmdL  sbogw  998mf39390L 5G  3009H  MLOROMbMgdOL  LoliEgdgdol
3369 30mboermdsdo.

5G ©5535380690L 3030E03ME 0bBOILBEHMMIGHMOIOL, HOLMZOLSE LOFOMMS FYEO WIEMEIMDS 565
dbmmE  06x3MLEGHOWINEGHMOOL  dogbom, M99 Fger  LEBMYSMYDST0.  ToYPIWOMS,
MBOgOMbMgdol  bsMzgbo  gargd@BHmmgbgdaool  33930L  LoliBgdgddo  0gbgds  LoHosbm
3WMBSIMSE S S Fbmem© M50 39MdM BYJBMOOLIMZ0L. FGLodsdols®, SYE0LGOIE0Y,
6OMd  250Mm3033oMmm s 5©dM3z5R0bmm  360d3bgermgsbo  3GMdwgdgdo 5G  Jugargddo o
dmg0domm 99339 sOLYOMWO 350(Y393H0wgd900, MMIWId0oE SdxMdILIOL MLsBO™MbMdOL
boMolbbl. 933903560930 ©O ©I39CM3JMHJO0 93O DBMYPs35  FMTomdgb 93 Ly3zomMbgdOol
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2309053309350 s 0dobsm3oL, MM 5G gobosmb MGFOH™M EsE3MEro. J390mm dm3z0y356m 339
36mdow bs639HgdlL, GMmdwog 593l 5G-b.

2. 5G-b MbO@ANbMYdOL 36MdEdgdo

033093569005 583969, M 5G-U x9M 300093 9J3L MLBOBOMbMYGOOL 3GIMdgdgdo[1-4]. Bggb
3939965¢00Bgm s Fodmzs3c0bgom Moo JobgBgdobs:

5G Jugwo 6oL Y3390 3MMAMTNMo M HBOWMBwYmzom  gbbmGmEogwgdwo
39%93900L J0ToM™, 593L 3936M0 LYLEO SO, MMIWGILs3 04gbgdgb 35396 9d0. 530l
30bgbos ob, MMI dowosbs LoLEJS oo IRMIBIOME0s 3OHMYM TN
PO YmBDY.

040sb  2o9md0bsg, ™I 5G-b JugErmE®Ts SMJoBJJHWMSd Toorm MBPOH™M OO
3bdgos,  Jugwol  LEAHOWMJGHMOOL 2903390 Bofforgdo  0dbgds  Ao30Egd0m
33MmdbMd0sMY  89393900L  F0FoMm.  LEdSBM  LoAMMgdo s Jugerol  Fobowgdols
39650 gdol g3mbd0gd0 d90degds gobgl 353960900l Lsdobby.

ol ®od@BHo, MHmI IMdoEOO  Jugegdol  M3gMHOGHMMIO0  ITMI0EIOMEO0 50D
033505890 gdbY, 990degds 2obgl Logm®mbol 8993390, gsBsMEML F93930Loy96
3809496900 Bosbo.

093600 360030310 IT 53w035305 399m0g4gbgdl 5G  Jugaml, sdoGHmd 53035300l
b9wdobsHzomdmds s JNE0BMBS  MBOFOPBMYOOLIMZOL  Bogm@MoEgdm  Lszombo
0gb9ds.

5G Jugwdo BsGOHMo 393600  Imfiymdomdol  asdm, dgodergds 3603369mmaboco
290D ML DoS s DDoS ¢o3dol 99¢3939%0.

Jugwol  IMggdo  ogmaxs  (Network  Slicing)  sbg3g  LogmEoegdm  Lsgomboo
MBOBOMbMgdol IbMH03Z, Mosb Tgodwgds 9993H930> 0dgdom  259Mg9bgdobmls

39633999 InfiYmdoEmdsl 69,53 oL 56 593L SZ39d0L WRWIGDS.

0mm fiergddo, 5G-b 933193560903 50dMabobgl LoLWLEJJdO, HMIgems sdmyqgbgdomss
d90dgds 35369 3000l Boygbgds LolEgdsdo s dobo gosdmyqbgds dmabdsMgdgermsmzol
LoB0sbMm J0BOJIOLHMZ0L. BodE0MS:

1.

MNmap

933935005 29965 Lb0xggHom dm03mzs 0bxm®Ts30s, MHMIgeog Jugedo gsd390wo
04m  ©30xMs35®0, ©0s  GH9JuBHoL Lsbom. sdob  Fgdzgmdom, o  SPAObIL
9fymdoEMdsm 09357, MMIWgdoE 809gOHMYIMEo 0ym 53 Jugumsb. 893bogcmgdds
9999l 59030650 8mfigmdowmdols 8fs®dmgdgwo, dmgero, m396Ms30wo Lobigds s
bbgs 396Mdm dobsliosmgdergdo.

MiTM

obobge  5G-Bg 9godegds sbgzg MITM  993930L  gobbmGEogargds. MiTM-ob
398myg9bgdom dgodegds sbg3g obbm®Eogarqls bidding-down qosbattery drain 99393900.
399393L 9905 3080gd0 LOYIMOEID sdMmoml MIMO. gl 5ol Bsffoero, Gmdgwos
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35Lmbolidygdgeos 5G-U dogr0sh oo LoBJoMgBg. MIMO-U go6gdg 8godegds 04039
39(%93900L 56bmGE09Wgds, Mo B39 gdmog begds 2G/3G Jugargdby.

3. Battery drain attack
053 5M9g0L 209mB0E30L 993935 J005MEr0s NB-IoT dmfiymdowmdgdby. qu
9fymdoMmdgd0 OHMYsdMI39300 53H536056 Logboergdls s Im3zarg bsbdo dgodergds
QbR Mb 08 Mom©YbMdOL 9bgMyos, Mo doGIMIL gymams 10 fgro PSM
900356 gMdT0. 353961 9999905 0bY MY odml PSM, Gmd dbbggmdwo
909990mIL 353960BsM30L LELM39gE Jugel s 4dMm0Ygbmlb dolio Imfygmdomds
LoBosbMm.

4m39e039 H9800Jd ol 350035¢00lHobgdom, 59930egdgos sHsE0 s0Jo@gd@Eol 894dbs SG
@5 9mdsgomo 6G  Jugegdolomzol, Msms 0bGHIRMOMEIL Mobwgl AI/ML  3mb3gnEogdby
53393693990 SEMM0mTGO0, B3 ,0930L IbEO3Z, YBOHMb3 YRl MLsRMMbMGdOL MTomergls
©Mbgl yz9ws dolo IMIbTsMGOOLEMZOU.

3. 9900MEOMEMY0d

B396 300535BMdm, O™ 5G-U MoMMYNM LyEYMOBY Bsggbgl 30d96 MBsBOMbMYdOL BW6J309,
MmO 3 ©935GJP0MO bYMH396m0. 53 LgM39ML 9d69ds Firewall s IDS/IPS. 0©gs 36M9x3039ws©
23090bobE0s Bob.2-Bg.

Authentication
Server Function g
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Access ml Maagemenl i
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Bob. 2. 30096 MLsgOMbMmgdol gmbJaos

3960 33009300056 BsBL, HMA 5G Jugerobom3zol LogOmbol 899:339w0s Probe, DoS s 3G:myMsdv)e
MBOHMB39YMBILMD 53930060930 F9B93900.  IDS-0ob 3530300390 39Ol
©539369de0s 356496mMo Lfagargdols seam®omdgdbg. 0dolosmgzol Gmd IDS gswd3arszgl
50b0dbm 8939390L 0L 203535009 89393900l bbgoslibgs dmbs3gdgdols dobgwzoom.

306390 d5Bos KDD99 [5-7]. baBgoliolidgeos ol gsgd@o, Gmd s3509domé (6ggddo IDS-ob
360GHMEG03900L d9dabolsol dowgdeos KDD99-0ls 4s8mygbgds.

KDD99 560b g439wabg 3bmdowo dmbszgdms Bs30gdo s6m3swogdol slisygbsw. gl 05%s
d9Jdbogros DARPA’98 IDS 360 6500L g3o6e09dd0. Bgdmblighgdwmemo 500l ssbarmgdoo 4
3035050@0L Bmdol 30639wso dmbo3gd900, MHMIgEoE d0wgdMEos 7 33060l gsbdsgwmdsdo
TCPDump-qs6. 2 33060l dgbodsdobo dmbs39dgdo 990393l @osbermqdoo 2 dowromb Bsbsfgml.
3000560 GFooo dmoEs3L osbwMgdom 5 Jowromb 60dMaL, HMIOE IYMBOWDS OHMYMOG
399939 96 OHMYMOE MLOFODHM BHMR030. Y39 93935 04mi3d 4 JOMOMIQ KX AIBIQ:

1) Denial of Service Attack (DoS): 893935, &m©qbsE 0g4H536905 doe0sh 39300 Immbm3zby,
239005038905 3330993 9MOL MHLOLYDdO S 5 TJMA0S H53TIYMBOL MU
dmdbom9deols dmmbmgbgdo.

2) User to Root Attack (U2R): 993930l 3e0sbio, GmqgLsg 999393L bgero dofggds
ddboM90@0l Wga0E0dME sb2M0dbg s G9deros 53 ABom dgsmfoml dos
LoLEGQTsd0,MH0lL F9YSE F00LgdL LMY {3 Mol s A9TM0Ygbgdls Joaboom sGLGdY
LobwyliEggoL.

3) Remote to Local Attack (R2L): 99@&930L 3¢05b0, Hm@gLsg 999393l 96 593l sbgs00do
303303960, oaM53 OLEDE0MS® T9MAE0s o93BOgbML 35393900 s JooMML
LOHYo §3Mds HMYMOE IMIHTMIOIWO WMIsEE 30330193 9MHDY.

4) Probing Attack: d9@&935 30356009905 Jugerols dgLsbgd 0bgm™mdsizool d9amm39d0Lozgb,
505 239O0 5915OML MLOFOPHBMYdOL 3ggsboBIGIL.

KDD-U 000560 3mbs399900 gogmaz0e00s goliogatmx08dgdger s 4obs@gbd d9¢930L (03995,
99L50580b5 24 s 14 FoboliosmGdYom.gL FobolinsmgdEgdo Fgodegds o3YmMo 3 X AIRS:

1) do6r0m5@0 Fobolinsmgdergdo: 439 06g3mMAsi305, GMIgEroE 890degds 30300M
TCP/IP 3538060l 565¢00B0l 890093500. 35000 50dmBgbolsl Ggodergds 0gm 35@96S
d9ym3690ds.

2)  G6ox5030L dobolosmgdgdo 0ymRs 2 XyINRS:

2.1) “Same host” dobsllosmgdwrgdo: dm{jdgds dmerm 2 (sddo dmdbEs®o 353806900,

OMIYD3 99300 03039 B0dsMMMgds (destination) Mo og3b 363OMYEHWE 353006, ToEHIOOM
9L 35bsliosmgdEgdo 030l LYM30LOL, SOMEMIMOLS s bb3s LESGOLE03gL.
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2.2) “Same service” dobsloomgdgdo: Im{idgds dmeom 2 5880 dmdbsdo 353806900,
OHMImE 59300 02039 LgM30L9d0 Mro3 3M63MYGHME 393d0OL. SGBYOMBL 89(393900L 256 339ME0
303900, LoSE 90 09gbgdgb 0bEYMH3ses 2 Hodl s 09gbgdgh ogooms 1 fmob. sdy3500
36390l 25l FMIWs, “same host” o“same service” doboliosmgdgdo dm(jdgds ymager
100 353806 %y.

3) 3m6@&9gbG0L Bobalosmgdengdo: DoS s Probe 89393990 dmombmgls 36sgse 3038061
939 OMOL 25635300Mmd5d0 gembs s 03539 3MbEGMb. I35, R2L s U2R Eodob 99393900
505L 56 LoFoMmMgd9b. R2L s U2R 99393900 02536905 8mbo3900ms 35398700056 9010050 o
L5F0MMYOL FbMEME JHM 353006MYOL. 53 FH030L T93939d0L 50IMbsRgbs®, 396 »bs

3990303300 559330 §8909393930 dmbs393ms 36309 3539390T0. BoROWOMS:
303LimM0 35MmMeol 9g3560l (30090 MdsMS MomEgbmds.

MHmamO3 3bgegm, KDD99-0l dmbszgdgdo ogmas 4 doMoms 3s@gammosw: DOS, R2L, U2R s
PROBE. DOS 35393605 8903530 890009y J393°393Mm®™09dl: APACHE2, PROCESSTABLE,
UDPSTORM, BACK, LAND, NEPTUNE, POD, SMUR, MAILBOMB s TEARDROP. U2R
39393™M05 890353L 8990099 J393°393MmM09dL: BUFFER_OVERFLOW, PS, SQLATTACK, XTERM,
PERL, LOADMODULE, s ROOTKIT. R2L 35&gam©0s 89035306 9990093 J3939393MM0gdL:
FTP_WRITE, GUESS PASSWD, HTTPTUNNEL IMAP, MULTIHOP, NAMED, SENDMAIL,
SNMPGETATTACK, SNMGUESS, WXLOCK, XSNOOP, PHF, SPY, WAREZCLIENT o
WAREZMASTER. dmom 353930005, PROBE, 30 99033938 999009 9393°393Mm6M09dL: IPSWEEP,
NMAP, PORTSWEEP, NMA, MSCAN, SAINT s SATAN. R2L s U2R 89393900 d085s6:0099c000
36OHMaM539wo M HOMbzgwymaol LobvlGggdobswdo. dglsdsdols, IDS-0l s@Mgbobygds KDD-
b dmbs39390000 5G-Lom30L ML doer0sh bgwliogMgeo, Mob s0bodbmaro 9393900 Foeogls

5G-Lomn3z0L 3M0EH0320 9393900l SOLMEYEWE ©IMHZEGIMDSL.

31939, P390 5353000 WI35BHMIB0bYgm B3gbo IDS DOS-0l 99393900l MmO dsBsbY. 30Mm3go
3903938 0683MM5300L 99009y 9939390Pg: 'LDAP', MSSQL', 'NetBIOS', 'Syn', 'UDP', 'UDPLag' oo
dolo Dmdss 380 MB. 95l 50360865300 DOS1-0m. 3gmeg 30 9903936 dbmewm ,,Portmap* 89¢93sL
Q5 5oL 85 MB, 9sL 50360365300 OHmamM 3 DOS2. 50sb0dbsg300s, GMI dmbszgdgdo 560l Lozdsm

QOO M3MEMB0L.

B396 393953000 KDD99-0ls 3mbs39d900 Lo@gb@m s 3olegs@x0dqdge bafowgds. La@dgb@m
Bsfoamo 560L B 0sbo d5BoL 10%, 4oLog56MX 09090 30 - 90%. 03039 3OIM(39EMS Bo3E Mg
DOS1 s DOS2 gs0gdbg, 993953000 20%-80% 8gLsdsdolo 05bs850@mdom. sbgmo obsfowrgds
3359936 99(3930L 53mboEbMd0 LOBNLEHOL doEr0sb Towsen 3sB39690gel. KDD99-ols
d90mbggzsdo s®obl 0.9611049372916336, DOS1-0b 998mbgggzsdo seols 0.9937894736842106, bmerm
DOS2-0l d90mbggzsdo 3o - 0.9998956703182055.

39356 00930L 89999, 890 GEmE9ds Imbs39990L Jugerols LboggEmoliysh.
053053003905, 365399900 dmfjdgds 9ol mvy 565 KDD99-8o. vy 893939
0963050306070, 35593905 IPS-b (9909300 L3 LOLEHYISL). vy FgBY3s 58S
00©96¢0x30306090w0, 99999 93GMIoGHWIMS© #ows939ds DOS1-0l dmbs3gdgddo
d9L50mdgdEs©, 0bEIBEHO0BOE0MGdOL F9dmbggzsdo 4o939ds IPS-U. fobsswdwgy d9dmbggzsdo,
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93¢MA5GH1Mms dmfjdgds DOS2-0l dmbs3999830 s 00096E0B0E0MGIOLSL gowag3gds IPS-b.

099 IDS 35063 396 0950099bL 9939350, 5060360 GM953030 Bo0mM3gds MBsBOMbMO ©
399363990l 89890 8mbo399900L ©sdPs39d9L BgImsmbodbmwmo 9@s3gdom.

4. 513365

B9dmm  sofigdowo 5G-U 30396 MLsRMMbMGdIOL  BMBJ30s, 390K 0GOS FgEg39d0L
SBLOEEHWYO MIMOZEglbdsBY, HMIGEbss 9w9deos Fo@gbmb sbwsbogeo 5G Lol@gds. B3gbo
doaMds  sOLYdOMOE  goblbgoggdmwos 98  B0dsMVMEgdsdo 339  9OLYOIO
90Mdg00Lb. Lbgs LESEH09080 IDS-I JoMHOMsOE 9350X 039096 dbMewmeo KDD99-0l
dmbs3999%0m, mmdis B396L dmgwrdo KDDY9 g5dmg9gbgdwemos gmo-90om dmbsggdoms
05DO, 29O 5doby 30949bgdm Lbgs FHodob d9@93900L 899339 dMbs3gdoms doBGILSG.
B3gbo Bo@oMgdmwo 9Ju396MH0dgbEgd0sb Bsbl, MHMI s0bodbmer Imgwls dgwmdwros
59m03bmb 256bm® 309w 9dmEo 993H93900L SOBMEWWYEHVIMHO MIMOZEGLMDS.

59 @MHMoLsm30L Joegdmewo 94L3gModgbEswmemo Tggagdo 6oL Lsfyobo s Bz9b
309935030 BoBgLAM dMEOSEMOO0L 2563056905 BY, Moms 993ddbsod dodlodsr o
BB s 3m3egduMo d9EH930L 39dGHMM9do. 530l 8909y, B39b0 BoBsbo 0gbgds
39(%939000 1539M0 FMbH399930L sR9BIM0MGdS B3mBL BoBJUEHM WHOMEOSEHMM0STO
IDS-0b  g9356%08905 sbosewo dmbszgdgdom. bmwm dqdgy 30, ©930(ygdm IDS-ob
AILEGH0MGOL Moo 5G gogdmdo.
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ABSTRACT

Practitioners of network forensics often employ automated software and hardware tools for
the collection and preservation of data, however, the process of performing a forensic
examination is not well defined. This has resulted in the emergence of various digital forensic
frameworks, which determine the correct course of action during an investigation, separating
the process into autonomous stages and suggesting appropriate tools and techniques for each
task. Even though many forensic frameworks have been proposed, existing solutions give
emphasis on acquisition and neglect examination and analysis. Privacy is also a key element
in maintaining the confidentiality of data in forensics as it may lead to exposure of personal
identifiable information. Furthermore, accountability is one of the IoT forensics challenges.
The widespread adoption of an estimated 30.9 billion IoT devices by 2025 (Statista, 2021), as
well as the increasing interconnectivity of those devices to traditional networks, not to
mention to one another with the advent of fifth generation (5G) networks, underscore the need
for IoT forensics. This work proposed a novel low cost IoT forensic framework to tackle: (a.)
the examination and analysis phase of IoT forensics using genetic-fuzzy expert system (b.)
the issue of guarding the privacy and chain of custody of IoT forensics data using hyperledger
fabric, private-permissioned blockchain that is both free and open source. The framework will
be implemented and evaluated with related works using BoT-IoT dataset. The BoT-IoT
dataset includes Distributed Denial of Service (DDoS), Denial of Service (DoS), Operating
System (OS) and Service Scan, Keylogging and Data exfiltration attacks, with the DDoS and
DoS attacks further organized, based on the protocol used. The genetic-fuzzy loT forensics
framework will be compared against related work and Network Forensics Analysis Tool
(NFAT) to evaluate the performance and accuracy of the proposed framework. The private
permissioned blockchain IoT forensics framework will be compared against a related work to
evaluate the security and cost of the proposed private permissioned blockchain framework.
The genetic-fuzzy blockchain-enabled IoT forensic framework will be compared with, related
works and NFATs to evaluate the speed and accuracy performance of the proposed
framework. The result of this study is a low cost genetic-fuzzy blockchain-enabled IoT
forensics framework.

KEYWORDS: o7, forensics, blockchain, genetic-fuzzy
INTRODUCTION

Internet of Things (IoT) will soon be present in all areas of our life. While it is true that this
development makes the lives of humans easier, said development also gives rise to numerous
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issues related to digital forensics and security (Atlam er al., 2020). Computer or digital
forensics is the practice of investigating computers, digital media, and digital communications
for potential artifacts. In this context, the word artifact indicates any object of interest
(Messier, 2017). Network forensics is one of the sub-branches of digital forensics where the
data being analyzed is the network traffic going to and fro the system under observation. The
purposes of this type of observation are collecting information, obtaining legal evidence,
establishing a root-cause analysis of an event, analyzing malware behavior, and so on (Jaswal,
2019). Unlike other areas of digital forensics, network forensic investigations deal with
volatile and dynamic information (Datt, 2016). [oT forensics comprises three digital forensics
schemes in total: network forensics, device-level forensics, and cloud forensics (Atlam ef al.,
2020; Zawoad and Hasan, 2015). As the majority of the loT devices are characterized by low
storage and computational capability, any data which is produced by the IoT network and IoT
device is kept and sorted in the cloud. IoT infrastructures are made up of different kinds of
networks, such as Wide Area Networks (WAN), Body Area Network (BAN), Home/Hospital
Area Networks (HAN), Personal Area Network (PAN), and Local Area Networks (LAN).
Crucial pieces of evidence can be gathered from any one of the above-mentioned networks. If
a vital piece of evidence must be gathered from the IoT devices, device-level forensics comes
into play. The device level forensics scheme is employed when there is the need to collect,
from the IoT devices, a vital piece of evidence (Zawoad and Hasan, 2015). IoT forensics
remains in the process of maturing, particularly since there are numerous challenges in
existence and fewer studies in the field. Accountability is a major requirement in IoT
forensics (Lutta ez al., 2020; Singh et al., 2018). IoT forensics framework at network level has
been proposed to handle the accountability issues with the use of public-permissionless
blockchain. Public-permissionless blockchain however, comes at a cost which is usually paid
in the form of cryptocurrency (for instance Bitcoin or Ether depending on the platform used)
to the miners as an incentive for validating a transaction. Aside from being not free (since gas
fee is paid for transaction validation), with public-permissionless blockchain there is no
control and restriction to who should join the blockchain. Anyone can join the blockchain
platform. This research work therefore proposed a private permission blockchain framework
which preserves provenance of [oT forensic data.

Even though many forensic frameworks have been proposed existing solutions neglect
examination and analysis and instead give more emphasis on acquisition (Koroniotis and
Moustafa, 2020). In the examination phase, evidence collected is searched methodically to
extract specific indicators of the crime. These indicators of crime are then classified and
correlated to deduce important observations using the existing attack patterns during the
analysis phase. Statistical, soft computing and data mining approaches are used to search the
data and match attack patterns. The attack patterns are put together, reconstructed and
replayed to understand the intention and methodology of the attacker (Pilli et al., 2010). Soft
computing is viewed as a foundation component for the emerging field of computational
intelligence (Cabrera et al., 2009). According to Mankad (2013) soft computing is a good
option for complex systems where: the required information is not available; the behavior is
not completely known; and the existence of measure of variables is noisy. Soft computing is a
consortium of computing methodologies that provides a foundation for the conception,
design, and deployment of intelligent systems to provide economical and feasible solutions
with reduced complexity (Mankad, 2013). Members of this consortium include: Fuzzy Logic
(FL), Neural Network (NN), Evolutionary Computations (EC) and Probabilistic Reasoning
(PR). Each of these techniques has their own strengths and limitations. Integration of two or
more techniques can provide significant advantages for intelligent system design. The
hybridization of major constituents of Soft Computing can be represented as EC-FL, EC-NN,
PR-FL and PR-NN. Fuzzy logic is used to process human-like classification of things into
groups with the representation of fuzzy linguistic variable. Hybridization of genetic algorithm
with other soft computing components, results in natural evolution of a solution. It has been
observed that genetic algorithm provides the following major advantages: genetic algorithm
can be easily interfaced to obtainable simulations and models; genetic algorithm is easy to
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hybridize and easy to understand; genetic algorithm uses little problem specific code; genetic
algorithm is modular, separate from application; genetic algorithm is capable to obtain
answers always and gets better with time; and genetic algorithm is inherently parallel and
easily distributed (Williams, 2020). The major limitations of fuzzy systems are: inability of
self-learning, adaption or parallel computation; cannot support optimization; answers
obtained once cannot get better with time. In order to solve the stated problems, the use of
genetic algorithm to find optimized values for the membership function parameters,
particularly when manual selection of their values becomes difficult or takes too much time to
attain has been proposed (Mankad, 2013). Liao et al., (2009) and Kim ef al., (2004) have both
proposed a fuzzy expert system network forensics investigation. Liao et al., (2009) evaluated
the fuzzy expert network forensic system performance with DARPA 2000 dataset and
compared the proposed fuzzy expert network forensic system with other proposed studies that
utilizes Support Vector Machine (SVM), Naive Bayes Algorithm (NB), C4.5 and SMO
algorithm (another training algorithm for SVM) to which the proposed fuzzy expert network
forensic system outperform them all in attack detection accuracy. Kim et al., (2004) on the
other hand uses DARPA 1998 dataset and the proposed fuzzy expert network forensic system
has a detection accuracy of 92% but no performance comparison with other related study was
done. Mankad (2013) successfully applied genetic-fuzzy to measure multiple intelligence. In
this work we seek to employ a similar approach to use genetic algorithm to improve fuzzy
expert system performance in examination and analysis of IoT network traffic data. We
intend to use Bot-IoT dataset (Koroniotis et al., 2019) to evaluate the performance of the
proposed Genetic- Fuzzy IoT Network Forensic Framework.

STATEMENT OF THE PROBLEM

Privacy is a key element in maintaining the confidentiality of forensics data as it may lead to
exposure of personal identifiable information (Lutta et al, 2020). Singh er al., (2018)
mentioned accountability as one of the IoT forensics challenges. Singh et al., (2018) stress
that this is because different entities manage the composition and the interactions between the
IoT components. The distributed and immutable characteristics of blockchains suit the
demands of IoT Forensics. An ideal solution for IoT Forensics is a private-permissioned
blockchain where the number of nodes is restricted and access is only provided to selected
users as suggested by Sadineni et al., (2019). Even though many forensic frameworks have
been proposed existing solutions give emphasis on acquisition and neglect examination and
analysis (Koroniotis and Moustafa, 2020) In the examination phase, evidence collected is
searched methodically to extract specific indicators of the crime. These indicators of crime
are then classified and correlated to deduce important observations using the existing attack
patterns during the analysis phase. Statistical, soft computing and data mining approaches are
used to search the data and match attack patterns. The attack patterns are put together,
reconstructed and replayed to understand the intention and methodology of the attacker (Pilli
et al., 2010). Soft computing is viewed as a foundation component for the emerging field of
computational intelligence (Cabrera et al., 2009). According to Mankad (2013) soft
computing is a good option for complex systems where: the required information is not
available; the behavior is not completely known; and the existence of measure of variable is
noisy. Soft computing is a consortium of computing methodologies that provides a foundation
for the conception, design, and deployment of intelligent systems to provide economical and
feasible solutions with reduced complexity (Mankad, 2013). Members of this consortium
include: Fuzzy Logic (FL), Neural Network (NN), Evolutionary Computations (EC) and
Probabilistic Reasoning (PR). Each of these techniques has their own strengths and
limitations. Integration of two or more techniques can provide significant advantages for
intelligent system design. The hybridization of major constituents of Soft Computing can be
represented as EC-FL, EC-NN, PR-FL and PR-NN. Fuzzy logic is used to process human like
classification of things into group with the representation of fuzzy linguistic variable.
Hybridization of genetic algorithm with other soft computing components, results in natural
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evolution of a solution. It has been observed that genetic algorithm provides the following
major advantages: genetic algorithm can be easily interfaced to obtainable simulations and
models; genetic algorithm is easy to hybridize and easy to understand; genetic algorithm uses
little problem specific code; genetic algorithm is modular, separate from application; genetic
algorithm is capable to obtain answers always and gets better with time; and genetic
algorithm is inherently parallel and easily distributed (Williams, 2020). The major limitations
of fuzzy systems are: inability of self-learning, adaption or parallel computation; cannot
support optimization; answer obtained once cannot get better with time. In order to solve the
stated problems, the use of genetic algorithm to find optimized values for the membership
function parameters, particularly when manual selection of their values becomes difficult or
takes too much time to attain has been proposed (Mankad, 2013).

AIM AND OBJECTIVES
The aim of this research is to develop a novel low cost fuzzy-genetic blockchain enabled
network forensics framework to address the preservation of digital provenance, examination
and analysis challenges of ToT forensics.

The specific objectives of this work are to:

a. design a blockchain fuzzy-genetic [oT forensics framework
b. implement a blockchain fuzzy-genetic IoT forensics framework
c. evaluate the blockchain fuzzy-genetic loT forensics framework with related works.

SIGNIFICANCE OF THE STUDY

It has been proven that IoT devices are vulnerable to both well established and new IoT-
specific attack vectors. In a 2018 report by Symantec regarding the security threats found in
the Internet, it was reported that the total number of attacks targeting loT devices for 2018
exceeded 57,000, with more than 5,000 attacks being recorded each month. Hackers have
compromised vulnerable, unpatched or unencrypted IoT devices in order to steal sensitive
data, corrupt the device's normal operation, spread malware infections or even compromise
the security of a smart home by disabling smart locks and garage doors (Koroniotis and
Moustafa, 2020). The widespread adoption of an estimated 30.9 billion IoT devices by 2025
(Statista, 2021), as well as the increasing interconnectivity of those devices to traditional
networks, not to mention to one another with the advent of fifth generation (5G) networks,
underscore the need for IoT forensics (Zhang et al., 2020).

REVIEW OF PROPOSED IoT NETWORK FORENSICS FRAMEWORKS

Mercan et al., (2020) proposed "A Cost-efficient loT Forensics Framework with Blockchain".
The study claimed to be cost effective and reliable digital forensics framework that achieves
this by exploiting multiple inexpensive blockchain networks as a temporary storage before the
data is committed to Ethereum. To reduce Ethereum costs, they utilize Merkle trees which
hierarchically store hashes of the collected event data from IoT devices. They evaluated the
approach on popular blockchains such as EOS, Stellar and Ethereum by conducting a cost
analysis. The results indicates cost savings resulting from using the proposed ‘Cost-efficient
IoT Forensics Framework with Blockchain’. The proposed work of Mercan et al., (2020) has
some limitations. First, the use of public-permissionless blockchain platform in this case
Etherium to preserve forensic evidence is not recommended. This is because in a public
blockchain everyone can join the network and have access to all the blocks in the network. An
ideal solution for IoT Forensics is a private-permissioned blockchain where the number of
nodes is restricted and access is only provided to selected users (Sadineni et al., 2019).
Secondly, the use of Ethereum blockchain comes at a cost in the form of ‘gas fees’ that is paid
to the miners as an incentive for validating a block. There are alternative private-permissioned
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blockchain platforms that are open source and free to use. One such instance is the
Hyperledger Fabric which this research work intends to use to preserve forensic evidence.

Li et al.,, (2019) proposed "Blockchain-Based Digital Forensics Investigation Framework in
the Internet of Things and Social Systems". A blockchain-based digital forensic investigation
framework in the Internet of Things (IoT) and social systems environment is proposed, which
can provide proof of existence and privacy preservation for evidence items examination. The
work has some limitations. The use of blockchain would of course guards the provenance of
the forensic digital evidence, however the proposal did not go into detail to specify which
type of blockchain it intends to use to implement the proposal —whether private-permission
blockchain or public-permissionless blockchain. Secondly, the proposal is just a theoretical
presentation, there was no implementation and evaluation to show how it advanced the state
of the art.

Brotsis et al., (2019) proposed "Blockchain Solutions for Forensic Evidence Preservation in
IoT Environments". This study presented a blockchain-based solution, which is designed for
the smart home domain, dealing with the collection and preservation of digital forensic
evidence. The system utilizes a private forensic evidence database, where the captured
evidence is stored, along with a permissioned blockchain that allows providing security
services like integrity, authentication, and non-repudiation, so that the evidence can be used in
a court of law. The blockchain stores evidences’ metadata, which are critical for providing the
aforementioned services, and interacts via smart contracts with the different entities involved
in an investigation process, including Internet service providers, law enforcement agencies
and prosecutors. The proposed work of Brotsis er al., (2019) however has not been
implemented and there was no evaluation to show how it has advanced the state of the art.
Hossain et al., (2018) propose FIF-IoT — a forensic investigation framework using a public
digital ledger to find facts in criminal incidents in IoT-based systems. FIF-IoT collects
interactions that take place among various IoT entities (clouds, users, and IoT devices) as
evidence and store them securely as transactions in a public, distributed and decentralized
blockchain network which is similar to the Bitcoin network. A limitation to the work of
Hossain et al., (2018) is that the use of public blockchain to preserve forensic evidence is not
recommended. This is because in a public blockchain everyone can join the network and have
access to all the blocks in the network. An ideal solution for IoT Forensics is a private-
permissioned blockchain where the number of nodes is restricted and access is only provided
to selected users as suggested by Sadineni et al., (2019).

From the related works we have reviewed, it can be seen that most of them (Mercan et al.,
(2020), Li et al., (2019), Ryu et al., (2019), Brotsis et al., (2019), Hossain et al., (2018)) are
concentrated on the preservation process of the IoT digital forensics investigation thereby
neglecting the other process of the IoT digital forensics investigation such as preparation,
collection, detection, incidence response, examination, analysis, investigation and
presentation. There is a need for more research on the other aspects of the IoT digital forensic
investigation. This work therefore proposed a genetic fuzzy network forensic framework that
will cater for the examination and analysis stage of the IoT forensics investigation. Even
though the reviewed works have looked into the use of both public-permissionless and
private-permissioned blockchain to guard digital evidence provenance, there is still a room for
improvement. Permissioned-public blockchain has been suggested as the most ideal for
guarding digital evidence provenance (Sadineni et al., 2019). This has been proposed
theoretically by Brotsis et al., (2019). However, the work of Brotsis et al., (2019) has not
been implemented and evaluated to show how it has advanced the state of the art. This
research proposal therefore proposed a low cost private-permissioned blockchain IoT
forensics framework that will ensure the digital evidence provenance is well preserved.

A PROPOSED LOW COST NOVEL GENETIC-FUZZY BLOCKCHAIN-
ENABLED INTERNET OF THINGS (IeT) FORENSICS FRAMEWORK
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This section proposes a novel low cost Genetic-Fuzzy IoT Blockchained-Enabled IoT
Forensics Framework as seen in Figure 1. This novel low cost IoT Forensics Framework will
use genetic algorithm for fuzzy rules optimization and Fuzzy Expert System for attack
identification. The fuzzy expert system maps to the examination & analysis and presentation
section of the forensic investigation process. The research will make use of the Bot-IoT
dataset by Koroniotis et al., (2019) to evaluate the framework. A software prototype will be
developed in Python 3 programming language to implement the proposed Fuzzy-Genetic loT
Forensics Framework. The prototype will be evaluated with Network Forensic Analysis Tools
that carries out examination and analysis of forensics data to see how the proposed fuzzy-
genetic expert system has advanced the state of the art in the IoT Forensics subdomain using
results accuracy as a metric. It is a low cost private permissioned blockchain enabled IoT
forensics framework in the sense that it uses a completely free and open source private-
permissioned blockchain platforms unlike the work of Mercan et al., (2020) that uses
Ethereum, a public blockchain where a cost is incurred in the form of ‘gas fees’. The study
will implement the blockchain component using Hyperledger Fabric and will evaluate the
proposed framework in term of cost and security with the work of Mercan et al., (2020). The
research will make use of the Bot-IoT dataset by Koroniotis et al., (2019) to evaluates it's
performance with Network Forensic Analysis Tools using accuracy and performance as a
yardstick to see how it has advanced the state of the art. The dataset’s source files are
provided in different formats, including the original pcap files, the generated argus files and
csv files. The files were separated, based on attack category and subcategory, to better assist
in labeling process. The captured pcap files are 69.3 GB in size, with more than 72,000,000
records. The extracted flow traffic, in csv format is 16.7 GB in size. The dataset includes
DDoS, DoS, OS and Service Scan, Keylogging and Data exfiltration attacks, with the DDoS
and DoS attacks further organized, based on the protocol used (Koroniotis et al., 2019).
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Figure 1: Proposed Fuzzy-Genetic Blockchained Enabled IoT Forensics Framework
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The widespread adoption of an estimated 30.9 billion IoT devices by 2025 (Statista, 2021), as
well as the increasing interconnectivity of those devices to traditional networks, not to
mention to one another with the advent of fifth generation (5G) networks, underscore the need
for IoT forensics (Zhang et al., 2020). This paper has proposed a novel low cost genetic-fuzzy
blockchain-enabled Internet of Things (IoT) Forensics Framework. This novel low cost [oT
Forensics Framework will use genetic algorithm for fuzzy rules optimization and Fuzzy
Expert System for attack identification. It is a low cost private permissioned blockchain
enabled IoT forensics framework in the sense that it uses a completely free and open source
private-permissioned blockchain platforms unlike the proposed literature that uses Ethereum,
a public blockchain where a cost is incurred in the form of ‘gas fees’. The study will
implement the blockchain component using Hyperledger Fabric and will evaluate the
proposed framework in term of cost and security with related works.
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ABSTRACT: In this article, we describe an approach to mitigate information security auditors hiring process with
usage of different models combination. A method of assessing the professional competencies of information
security auditors that work with critical infrastructure facilities based on certification built using Rush models and
Binary selection of personnel using the logistics function, and automated with artificial network application.

KEYWORDS: information security auditor, personnel evaluation, critical infrastructure facilities, Rush model,
Binary selection with logistic function, artificial neural networks.

I. INTRODUCTION

The profession of information security auditor is design to impartially evaluate the effectiveness of information
protection methods usage. The responsibility of knowledge requirements defining, certification (re-certification) of
information security auditors is imposed on the public services that deals with information protection and/or special
connection regulation. However, the problem of the uncertainty in professional competencies assessment
methodology persists in many countries. For example, according to the Regulation [1], the State Service for Special
Communications and Information Protection of Ukraine: ensures the implementation of the information security
audit system at critical infrastructure facilities, sets requirements for information security auditors, their certification
(re-certification); coordinates, organizes and conducts audit of security of communication and technological
systems of critical infrastructure objects. Nonetheless, there is some uncertainty about the methodology for
assessing the professional competencies of information security auditors in Ukraine.

Common competencies assessment methods are described in ISO 19011 [2]. Evaluation criteria includes:
specialized educational level, work experience in the information security field, professional qualification
(certification), experience in audit conducting, reviews of auditing activities, test results and interviews. As we can
observe those methods has different quality measures: some can be represented as binary variables while the others
not.

II. EMPLOYEE HIRING PROCESS

According to the research of Zinchenko [3], each organization during employees hiring process should go
through two main stages: selection and election of the candidate. At the selection stage, you need to analyze the
needs and scope of the organization, study the market for potential candidates and consider a strategy for finding
the right person. In terms of information security audit of state institutions and critical infrastructure facilities, at the
selection stage such criteria should be defined as: the need for the candidate to have access to information with
limited access (by law regulation), minimum work experience or educational level, the need for professional
certification (e.g. Certified information security auditor (CISA) ISACA [4], Certified internal auditor (CIA) IIA

[5D.

The election stage is divided into stages: analysis of candidates' applications and information provided by them —
that is considered as preliminary selection; conducting interviews and testing. Therefore, when analyzing
applications, auditors who do not meet the requirements formed during the selection phase will be eliminated.
Interviews and testing focus on assessing the professional competencies of the information security auditor.
Interviews themselves take a subjective assessment of a person as a professional worker, and testing takes an
objective site.

III. CERTIFICATION

Testing is an objective method of an auditor's qualifications determining. For the authority of the test,
government agencies should follow one structure. It will make it easier for either public or private organizations
who are looking for the right person to lead an information security audit. Thus, it makes sense to create a general
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national certification of information security auditors. To do this, it is necessary to develop a database of questions
that are created using the approaches of ISACA organization, ISO 27000 standards family [6], PCI DSS [7], etc., as
leading international methods of training and education of auditors and specialists in the field of IS.

To determine the threshold for passing the certification test and the appropriate levels of qualification, a model
for assessing the complexity of the questions should be chosen. The item response theory (IRT), also known as the
latent response theory refers to a family of mathematical models that attempt to explain the relationship between
latent traits (unobservable characteristic or attribute) and their manifestations (i.e. observed outcomes, responses, or
performance). Unlike classical test theory [8], which takes the test as the unit of analysis, item response theory
focuses on the item as analysis unit. It establishes a link between the properties of items on an instrument,
individuals responding to these items, and the underlying trait being measured. IRT assumes that the latent
construct (e.g. stress, knowledge, attitudes) and items of a measure are organized in an unobservable continuum.
Therefore, its main purpose focuses on establishing the individual’s position on that continuum [9]. Simply saying
during the test process it worth considering the surface of other factors than knowledge.

Item response theory takes several assumptions:

- Monotonicity — The assumption indicates that as the trait level is increasing, the probability of a correct
response also increases

- Unidimensionality — The model assumes that there is one dominant latent trait being measured and that this
trait is the driving force for the responses observed for each item in the measure

- Local Independence — Responses given to the separate items in a test are mutually independent given a
certain level of ability.

- Invariance — We are allowed to estimate the item parameters from any position on the item response curve.

Therefore, we can estimate the parameters of an item from any group of subjects who have answered the item.

In this case, it is proposed to use the Rasch model [10] for ability estimating, which provides valid results by
using adequacy statistics, diagnostic information and a correlation map of the level of complexity of tasks with the
level of competencies of the certified person.

Requirements for questions, according to the model of Rasch are:

- A measure of the level of preparation of any candidate i < (0; 2) (regardless of the level of complexity of
test tasks);

- The probability of the correct answer Fi- depends on the level of preparedness of the subject and the level
of complexity of the test task b(0; @) (ie the quantitative characteristics of the test task, which does not

dep;nd }(g? t};:le}I sample and is defined on a scale on a particular section for a particular field of knowledge),
= t
or Lo WA

To build a scale of measurements, it is convenient to depict the level of readiness t and the level of complexity b
on the logarithmic scale: & = In(t),f = In(b) , where 0 and B are the values of levels of readiness and complexity
measured on a logarithmic scale (logits).

Thus, the mathematical function of the probability of "victory" of the subject when answering the questions

calculates as (1) a-p;

FU) = ey = L1} = e gy m

Therefore, when constructing a test, the distribution of the ratio of preparedness logits and the complexity of one
question should increase logarithmically. The adequacy of the questions is determined by the degree of deviation of
the empirical points from the ; characteristic curve (Fig.1). The

P(3 .. .

reason why should we rely 10 on the characteristic curve is
because it is used in the : method of characteristics for
solving partial differential equations.
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Fig. 1. Characteristic curve of the ratio of probability and ability of a person to answer questions where
P(8) _ probability, 0 - ability [4]

Based on the participants certification results, it is possible to determine the lower edge of the test score for
each proficiency level (low, medium, high), and it is advisable to set a threshold of 60% correct answers as
minimum requirement for the test. The division is made to robust categorize process. Therefore, based on certified
level organizations can set a minimum degree requirements to gain the best outcome from the desired audit. The
quality and level critical infrastructure security depends on the audit results, so the auditor must have a high level
of competence. If the applicant has not “passed” the threshold - the test is considered not passed and requires
examination retake.

In addition, the education path should be developed for information security auditors with practical and
theoretical parts that can prepare young specialists for the entry-level auditor's work. Further implementation of
those programs in higher education schools is something to keep in mind as it simplifies the education vector of
the need for personnel.

IV. AUDITORS ELECTION METHOD

Next to testing, we can identify the following indicators by which the IS auditor is elected: age, higher
education, profile (humanitarian/technical), work experience, professional certification, number of organizations
and audits, etc. Since the election model must contain a large number of indicators, it is worth using a binary
election model with a logistic distribution function, because the value of the parameters is endogenous (takes the
value 0 or 1).

SLEppose that the variable Y - the possibility or impossibility of taking the position of auditor IB has 2 values of
}?r: U; 1} The ﬁ)robability that it will take one of the values is expressed as a function of several factors
xt = {xyx0,.. %3 (2), (3):

P(Y = 1lx) = FixTg) 2)
P(Y=0lx) =1-F(xTE) (3

The set of parameters B is the effect of changes in each factor on the final probability. Thus, it is necessary to
find an adequate function in the right part of the equation. The logits model of binary search uses the function of
the logistic distribution (4):

F(Y = ylx) = exp(xT B} /(1 + exp(xT f)) = A(x" ) (4)

Where A¥ B). lambda function of the regression vector (model factors) and function parameters. Estimation
of B parameters is carried out by the method of maximum likelihood [11] (5):

P{YJ. = Ve Yu = ¥a |X} = H}'[:D[l - F{xzrﬁ}] H}'[=1F{x§-ﬁ}‘(5)

The logarithmic likelihood function - L for n observations [12] will have the following form (6):

L(B|data) =TTy [F (x] B)Pi[L — F(x] B)1+2x. (6)

Now the likelihood equation, according to the likelihood function and partial functions - 3, is (7):

dink iy ifi - Ly —fi _
a8 Ef:j_[};t I {1 }z}l:l_ﬂ}]xz 0. 7)

Since these equations are nonlinear, numerous methods are used to solve them, such as a multidimensional
interpretation of Newton's method (8):

pitt = pi—H Y(p’)gradL(p)) ®)

Where L - Lagrangian function (method for finding the conditional extremum of a function), which basic idea
is to convert a constrained problem into a form such that the derivative test of an unconstrained problem can still
be applied. H - Hessian matrix [13] (square matrix of second-order partial derivatives) that describes the local
curvature of a function of many variables. j — Scalar field coordinate (a scalar field associates a scalar value to
every point in a space — possibly physical space).
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Features of the binary regression usage to assess the candidate is based on the need for quantitative
interpretation of qualitative variables. For example, audit experience may include an assessment of the
organizations where it was conducted.

V. POSSIBLE PRACTICAL IMPLEMENTATION OF DESIRABLE MODEL

As been shown, classification tasks involve the assignment of available samples to certain classes. In each
sample, the attribute description is assigned - a vector whose components represent various quantitative and
qualitative characteristics. Thus, the task of the classification algorithm is to assign an arbitrary object to one of
the classes.

To calculate the result, it is advisable to use artificial neural networks. An artificial neural network is a
mathematical model and its software implementation, built on the principle of the organization and functioning of
networks of neurons in the brain of a living organism [14]. An artificial neural network is a system of
interconnected and interacting simple processors - artificial neurons. They can approximate functions, which
allows you to build a distribution surface of great complexity, and, consequently, to effectively classify. For
instance, it is possible to use the McCulloch-Pitts Neuron model [15], which is the first math model of a biological
neuron. Taking several inputs * = (0, X2, X0 it provides a single function result of transfer function f'(Fig.2).

X1
e {0,1
i E {{]Jl} X y { }
xﬁ
Fig. 2. McCulloch Neuron model
Mathematical model of McCulloch Neuron model (9)
v = flu), whereu = % Tm1 Wi Xj + WoXg )

Where i is the signal on the neuron input and "iis the weight of input, function ¥ is called induced local field

and finally, f (1) is the transfer function. Additional data - input ¥t and its weight Wo are used for neuron
initialization. Here the initialization means a displacement of the activation function of a neuron along the
horizontal axis, that is, the formation of a neuron's sensitivity threshold [16].

Transfer function determines the dependence of the signal at the output of the neuron on the weighted sum of
signals at its inputs. There are several possible transfer functions: linear, threshold (Heaviside step function),
sigmoid (for instance, logistic) etc. The use of sigmoidal functions made it possible to switch from binary outputs
of a neuron to analog [17]. The introduction of functions of the sigmoidal type was due to the limited nature of
neural networks with a threshold activation function of neurons - with such an activation function, any of the
network outputs is either zero or one, which limits the use of networks not in classification problems.

One of the disadvantages of intelligent neural networks is that they do not show exactly how individual factors
affect the classification. However, related studies [3] show that in the artificial neural networks learning process it
is the logit models of binary choice that shows the best result. Receiver operating characteristic (ROC) [19] also
known as error curve helps to estimate the quality of binary classification. A quantitative interpretation of ROC is
provided by the AUC indicator (area under ROC curve) - the area bounded by the ROC curve and the axis of the
proportion of false-positive classifications. The higher the AUC indicator, the better the classifier. While the value
of 0.5 demonstrates the unsuitability of the selected classification method (corresponds to random fortune-telling).
A value less than 0.5 means that the classifier acts exactly the opposite: if positive are called negative and vice
versa, the classifier will perform better. Therefore, the logit model helps to get an accurate result if an information
security auditor should be chosen for conducting an audit. The neural network of this configuration carries out the
correct classification for all workers and does not give uncertain estimates.
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While take a look at Logit model (10), an artificial network should handle measures indicated in CV: age,
gender, work experience (years), profile, number of organizations candidate has worked with, number of
responsibilities indicated, knowledge of foreign languages, computer skills, desired salary, etc. with ratios (table

1y

x
P(Y=11x) = 15 (10)

Table 1 Variables ratio
Po -16,867
Gender of candidate 0,956
Age -0,094
Higher education presence 9,472
Profile -1,8603
Work experience (years) 0,436
Number of organizations the candidate worked in -0,588
Responsibilities from prior work -0,009
Knowledge of foreign languages (English) 9,859
Knowledge of foreign languages (other than English) 0,937
Computer skills 0,524
Level of desired salary -0,00001

From the point of view of the regression quality, it is not necessary that all of the listed factors will contribute
to the quality of the predictions made by the model. The statistical significance of the group of repressors is
checked using the likelihood ratio statistics. On the other hand, the change in the McFadden coefficient [18] of
determination after the inclusion of a new factor in the model can also indicate an improvement (deterioration) in
the quality of the model. It means that further determination of precise criteria is crucial to get an adequate
selection model.

Nonetheless, as mentioned earlier, the great advantage of artificial neural networks when using classification
problems is due to their exceptional ability to simulate nonlinear relationships with a large number of variables.

VI. CONCLUSION

Therefore, to assess the professional competencies of information security auditors and to proceed election of
right candidates for critical infrastructure and government agencies audits we need to complete next requirements:

- Creation of standardized certification with database of questions built based on international standards and
selected according to the Rasch model.

- Usage of a binary selection model to select an information security auditor who will fit the most to
conduct a specific audit, including various categories and indicators.

- Automated interpretation of the mathematical model of search using an artificial neural network, based on
McCulloch-Pitts neuron model with logit function, with previous learning.

With the usage of different models, it is possible to determine the hiring process with automation and
adequacy, which can be applied while speaking about choosing a candidate to lead an information security audit at
critical infrastructure objects.

As a result, the further researches specified on question database creation and development of neural network
with its learning is needed to achieve a comprehensive combined model of information security auditors’
professional competencies assessment.
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ABSTRACT. The article reveals the application of game theory in the analysis of information
warfare. It can significantly reduce the errors and omissions that occur in information security
management. That, in turn, minimizes the negative and undesirable political, social and financial
consequences for the subjects of information confrontation. The solution of the problems of
information confrontation is impossible without the development of new theoretical and
methodological principles for the analysis of confrontation processes. The authors studied the scheme
of finding sustainable strategies, which ensure neutralization of the enemy. The scheme for finding
sustainable strategies always turns out to be useful in many problems and, in particular, in the game
theory with a choice of a moment in time.

KEYWORDS: game theory, payoff function, cyberspace, sustainable strategy, cyberwar, hybrid
war, counteraction, neutralize, a moment in time, attack on information, conflict management.

Introduction

In recent years, due to the rapid development of operations research in solving practical
problems of systems engineering, it has become possible to study conflict situations taking into
account reality and, first of all, taking into account situations of uncertainty.

The theoretical basis for the study of conflict situations is game theory. Information warfare
and cyberwarfare contributed to the widespread adoption of game theory [1]. New forms and
methods of counteraction have appeared. The classic forms of confrontation have been replaced
by hybrid methods. They are of a hidden nature and are carried out mainly in the political,
economic, informational and other spheres. Solving the problems of information protection,
countering attacks and information impacts remain relevant for the entire world community.

Currently, game-theoretic methods [2] are successfully used to solve a wide variety of
problems. The application of game theory in solving problems of various conflicts in
information wars, information and information-psychological confrontation in information and
geopolitical spaces gives especially great benefit.

Game theory is a mathematical theory of conflict situations. In these situations, the interests
of two or more parties collide, which pursue different, opposite goals. The direct subject of
study the game theory is the mathematical analysis of a formalized model of conflict, which
takes into account the peculiarities of a real conflict situation. The technique itself is the
formalization of a specific conflict situation does not apply to the mathematical theory of
games. It is within the competence of specialists in the field, which is affected by this conflict
situation.

Each conflict situation that is considered in practice is a difficult situation. Its analysis is
hampered by many secondary factors. Therefore, in order to make possible a mathematical
analysis of the situation, it is necessary to abstract from these incidental factors and build a
simplified, formalized model of the situation. At the same time, the formalization should be
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such that the possible ways of behaviour of the participants and the results are visible to which
all possible combinations of actions of all participants in the conflict lead.
Literature survey

Following modern research trends can be identified in this area: building influence models
(information cascades (IC) [3]; linear thresholds (LT) [4], probabilistic models [5]; construction
of effective algorithms for maximizing the impact (based on the apparatus of submodular
functions (greedy algorithm) and its improvement, CELF [6], CELF ++ [7]); using local
properties of the graph (LDAG [8], SimPath [9]); thinning the graph [10]; simulated annealing
[11]; network monitoring optimization algorithms [6]; variations of the influence maximization
problem and solution algorithms (maximizing influence blocking [12], maximizing influence
taking into account time [13], thematic distribution of influence [14]); game-theoretic models
of information influence [15, 16].

The purpose and objectives of the study

The analysis of scientific and technical literature [17 - 21] showed that to date the following
issues of application of game theory have not been solved within the problem of information
protection: the task of information protection has not been structured; no areas of quantitative
estimates have found; no guaranteed assessments of the level of information security were
found; optimal strategies for attacking and protecting information have not been found; the
solution of information protection problems described by stochastic models is not fully found,
the behaviour of information attacks during the duration of information conflicts has not been
studied.

Modelling of information attack processes involves the reflection in the developed models
of dynamic properties due to the conflict nature and related ideas about the optimal distribution
of information resources of players [22].

Mathematical modelling of physical processes by methods of game theory is based on the
following factors that verbally determine the essence of this theory [23]: the presence of a
system of differential equations, which describes the change over time in the parameters of the
processes being modelled; definition of admissible controls of players, in the form of a class of
functions on which the corresponding restrictions are imposed; goals of players in the form of
functionalities; information that is available to players at the beginning of the game and in the
process.

Thus, the use of game theory in information confrontation requires detailed research, which
is the purpose of the article.

Solutions of games with a choice of time

Tasks related to the timing of actions occur in many problems of information confrontation,
which use game theory applications [24]. In such tasks, to the players are set in advance. During
the action, the goal is set by strategic decisions of the players (the attacker and the defending
side). In general, the payoff function of such games has the following form [25]

K(x,y) forx <y,

M(x,y) =41(x) forx =y, 0]
L(x,y) forx >y
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here various restrictions can be imposed on the functions K, [ and L. They are determined by
the specific conditions of the problem being solved.

Many works [26, 27] devoted to the study of games with payoff function (1). The
corresponding mutually exclusive classification of all types of games is given in Karlin's
monograph [27]. Before stating the results, we introduce some notation. We denote the
distribution function P(x), which has a jump in @ at zero and a jump in § at unity, by P(x) =
(aly, Py (x), BI;) where, the distribution density P, (x) is a continuous function in the entire
interval [a, b] c [0,1].

Therefore, the following theorem is true.

Theorem 1 [27]. Let the payoff function of a continuous game has the following form:

K(x,y) forx <y,
M(x,y) =< L(x,y) forx >y, )
K(x,y) = L(x,x)

The functions K and L satisfy the following conditions:

1) The functions K(x,y) and L(x,y) have continuous third partial derivatives in their
domains of definition.

2) The derivatives K,,(x,y) and K,,(x,y) are strictly negative for x <y, and the
derivatives Ly, (x,y) and L, (x,y) are strictly negative for x > y.

3) The function K(x,y) strictly increases in y and strictly decreases in x, and the function

L(x, y) strictly increases in x and strictly decreases in y.
Then both sides have unique optimal mixed strategies of the following form

F(x) = (< Iy, f(x), BI1), (3)
H(y) = (ylo, h(y), 617). (4)

Here f(x) and f(y) are absolutely continuous in the entire interval [0,1] and are obtained
as the only solutions of a pair of integral equations:

X py+Bp=f+Tp, (5)
Yp1+6p; = h+ Ry ©6)
T K@) X Ly, (x,y)
_ yy\ Xy yy (X, Y ;
Tf E!Ky(y’y) _ Ly(Yp y) f(x)dx + 5}[ Ky(y,y) _ Ly(y,y) f(x)dx ( )
x 1
= Lx (%, ) Ky (x,y)
Rh ) E)[ Lx(x' X) - Kx(x: X) h(y)dy * .[ Lx(x; X) - Kx(x, X) h(y)dy (8)

X

B Ky, (0,y)
Ky(J’:J’)—Ly(}’,}’) (9)

P11 =
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by = — Ly, (1,y)
2 Ky(y'y)_Ly(y'Y)
- _ Lxx (xl 0)
N T L) — K Gox)
(10)
_ Kyr(x,1)
1 L,(x,x) — K, (x,x)
The constants «, 3, v, § are determined from the following conditions:
1
Jf(x)dx =1-x—f,(0 <, < 1) (11)
0
1
Jh(y)dy=1—y—6,(0£y,6§1) (12)
0

Thus, the solution of the game under consideration is reduced to the solution of integral
equations. This solution is a simple task. These equations are classic integral equations. In
particular, we use the expansion of unknown functions f'and / in a Neumann series in order to
find analytical solutions.

There are general results that can be formulated as the following theorem [27]:

Theorem 2.

Let the payoff function of a continuous game has the following form:

K(x,y) forx <y,
M(x,y) = {l(x) forx =y, (13)
L(x,y) forx >y

The functions K, /, L satisfy the following conditions:

1. The functions K(x,y) and L(x,y) are defined and have continuous second partial
derivatives on closed triangles 0 < x <y < 1land 0 <y < x < 1, respectively.

2. The I(1) value lies between K(1,1) and L(1,1); the [(0) value lies between K (0,0) and
L(0,0).

3. K,(x,y) > 0andL,(x,y) > 0 are located in the corresponding closed triangles with the
possible exception of L, (1,1) = 0; K,,(x,¥) < 0 and L, (x,y) < 0 in the corresponding closed
triangles with the possible exception of K,,(1,1) = 0.

Then, both sides have optimal strategies of the following form

F(X) = (0< IOlfocllBII)a

H()’) = (yIO! hocll 611)3
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The distribution densities f,, and h,, are determined as solutions of the following integral

equations:

1

i ® = [ Ta, o 0, () =y (0) + B 0

a

1

hqe, (W) — J Ug, W, y)ho, )dy = yq,(w) + 5q,(w);

a

—K, (x,t) < <
K(t, t) —L(t,t)’

—L,(x,1) .
K(t, t) — L(t, t)’ astsxs

(
T,, (x,t) = {
\

K(uLL:C)(ii‘jLzzu ) EYSHE ;
Ug,(w,y) = 4 K,(u,y) ca<u<y<1
Kuw—Lww “ - 7
-k, (0,0
)= D Lo
_ -L,(1,0)
p2(t) = K(t, t) — L(t, t)
~ Ly(u,0)
q:(w) = K(u,u) — L(u,u)
K (u,1
q2(u) = e

UCu,u) — L(u,u)

The constants &, 3,y, § and a are determined from the following conditions

1
ffal(x)dx =1-x—p,(0 <, <1)

1
Jhal(y)dy= 1-y-6,0<y,6<1)
a

Remark 1.

(14)

(15)

(16)

(17)

(18)

(19)

(20)

21)
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It follows from the equation (13) that if K(1,1) < L(1,1), then the pointx =1 andy =1
is a saddle point for M (x, y). This follows from condition (2) of the Theorem 1.

Corollary 1.

For the case [(x) = 0 and —K(%,y) = L(X,y), the game is called symmetric.

The symmetric game is investigated for the case when the function M (x, y) in the region 0<
(x <y <£1) is continuous in both variables and has continuous first-order partial derivatives
M,(x,y) =2 0,M,(x,y) <0 for x <y and the set of points for which M, (x,y) =0 or
M, (x,y) = 0 does not contain any interval of the form x = const, f; <y < 8, or the form
y = const, X; < x <X5.

For K(1,1,) < 0, the optimal strategy is the unique and has the following form

0 0 1,
RN e =

For K(0,1,) > 0, there is an optimal strategy of the following form:

0forx=0,

F(x):I°={1f0r0<xS1.

(23)
In the case K(0,1,) < 0 < K(1,1), we can assume without loss of generality K(x,x,) > 0

for 0 < x < 1. Then there is a uniquely defined interval of the form [a, 1],0 < a < 1, such that
the optimal strategy is as follows:

(0 forx =0,

loc for 0 < x < a, (24)
F(x) = p
oc—ffal(z)dzfora<xs 1

The function f,, (x) is a continuous, positive function. The parameter  is the jump of F (x)
at zero and is determined from the normalization equation:

1
ffal(z)dz =1-« (25)

From the Theorem 1 it follows that the optimal strategy F(x) for a symmetric game in the
case under consideration exists only if it is possible to find numbers a, «, that satisfy the
conditions 0 < a,x< 1 and such a continuous non-negative function f, (x) fora <x <1
such that

y 1
akK(0,y) +fK(x,y)fa1(x)dx —fK(y,x)fal(x)dx =0,(a<y<]) (26)
a y

Remark 2.
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The case of the function M(x,y), which increases in y and decreases in x, using the
substitution z = 1 — x, n = 1 — y reduces to the case of increasing in x and decreasing in y,
which was considered in the Theorem 1.

Remark 3.

If in the Theorem 1, instead of the condition (1), we assume that (Ky 0,y) — L, (y, y)) >0

and (K, (x,x) — Ly(x, x)) > 0, then one can verify [27, 28] that the optimal strategies of both
parties have the form of the distribution function F(x) = (o I, fup(x), B1,) and H(y) =
(Ylg hap (¥), 613,), where «, B,y,8 = 0, and the function f,;(x) and h,;,(y) are obtained in
the form of Neumann series in the eigenfunctions of the conjugate integral equations

b

fun () — f T (6, O fap () dx =€ py (6) + Bpa(0) 27)
b
s () — f Uty Yhas )y = ya1(w) + 8a2(w) (28)

a

Next, consider a special class of symmetric games for which M(x,y) is not necessarily
continuous in the set of variables at the points (0,0) and (1,1), and it is only required that the
following limits exist

K(0,0) = lirr(l) K(0,y);K(1,1) = lirr(l) K(x,1). (29)
Y x—

We will assume that

Kxy) =k @) (30)

The function & (u) is continuously differentiable in the interval 0 < u < 1 and its derivative
k'(u) does not change sign on this interval. Moreover, the set of points u for which k' (u) = 0
does not contain any interval.

It is easy to see that for k'(u) = 0, the negative strategy is F(x) = I, for k(1) < 0 and
F(x) = Iy, for k(1) = 0. The proof of this fact is based on the idea of finding sustainable
strategies. For this, we write the equality

C,(F,+0) = C,(F,0)+x K(0,0) = C,(F,0)+ k(0). (31)

The validity of this equality is established using (29). Indeed, for § > 0 we have the
following expression

5-0 1
C,(F,8) = f K(x,8)dF (x) — J K (8, x)dF (x), (32)
0 )
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1

C,(F,0) = — J K(0,x)dF (x). (33)
+6
Thus
C,(F,6) —C,(F,0) =
5-0 1 1
=x K(0,6) + f K(x,8)dF (x) — f K(8,x)dF(x) + fK(O, x)dF (x) (34)
+0 5 +6

The first term on the right-hand side of formula (34) as § — 0, taking into account (29),
tends to o< K(0,0). In order to estimate the integrals in (34), for a given &€ > 0, we choose 1
such that the total variation of F(x) in [0,n] is less than £/4K, where K, = sup|K(x,y)|.
Then the first integral will be less than /4, and the next two can be represented as:

n n
JK(O,x)dF(x) —JK((S,x)dF(x) +
1+0 5
140 35)
+ f (K(0,x) —K(8,%)dF (x) = I + I, + I.

n

It is obvious from (35) that all |I;| < €/4,i = 1,2,3. Hence, this proves the validity of (31).

Let us first take the value a = 0. From C;(F,y) =0 for a <y <1 it follows that
C,(F,4+0) = 0. For a > 0, it should be C; (F,0) = 0. It leads to a contradiction with (31), due
to the expression k(0) < 0. On the other hand, for oc= 0 we have the following expression

1 1
Cy(F, +0) = — f k(0)f(x)dx = —k(O)ff(x)dx = —k(0) > 0 36)
0 0

that, obviously, it is also impossible. If we take o> 0, then from C;(F,a) = 0 and strict
decrease of the function we obtain

1

C,(F,y) = k(0) — f k(%) F)dx 37

a

on the interval 0 <y <« we get C;(F,+0) > 0. If «>0 and C;(F,0) =0, then from
expression (31) we obtain C; (F,+0) =« k(0) < 0. This is a contradiction. Hence o> 0 and
o= 0. In this case, expression (26) is equivalent to the expression C; (F,y) = 0 on the interval
(< ,1) under the condition C; (F,y) = 0. From this expression, we obtain an integral equation
for determining the density f(x))

29



Scientific and Practical Cyber Security Journal (SPCSJ) 5(1): 22-34 ISSN 2587-
4667 Scientific Cyber Security Association (SCSA)

y

2kf0) = [ S5 (5) reoax +

a y

f() ()dx (a<y<1). (38)

In this case, the normalization condition must be satisfied

ff(x)dx =1.

Remark 4.
For the case k'(u) < 0, it can be shown [28, 29] that optimal strategies are F(x) =o [, +
B1;. In addition, it is easy to check the validity of the following expressions

Li(x)for k(0) <0,
F(x) ={«x Iy(x) + (1—)[;(x) fork(0) =0 (0 <x< 1),
Iy(x) for k(0) > 0.

The solution of the game G(M, [0,1]) with the payoff function M(x,y), (0 < x,y < 1) is
called a pair of distribution functions (strategies) F; and F, and a real number v (value of the
game) that satisfies the condition

fM(x,y)d F;(y) v < fM(x, y)dF;(x),0 <x,y <1

From this expression it follows that if player G1 uses the strategy F;', then the average payoff
is calculated by the following formula

F(F;,Fy) = f M (x, y)dF;{ () dF (7).

This payoff cannot be less than the number v, i.e. player G1, as it were, neutralizes the
opponent's actions. And, conversely, if player G2 applies the strategy F,, then his average loss
F(F;,F;) will always be greater than the number v, regardless of the actions of player G1.
Therefore, it is natural that each player should strive to choose such distribution functions Fy
and F,, which could neutralize the opponent's actions. Indeed, for the G1 player, the best
strategy is a strategy that makes his average winnings as large as possible within reason,
regardless of the opponent's actions. And, conversely, player G2 must choose a strategy that
would provide him, within reasonable limits, the smallest possible loss, regardless of the actions
of player G1. Naturally, if the game has an equilibrium position on the space of distribution
functions, then only in this case the players can choose optimal strategies [30].

In general, the player G1 can guarantee himself a payoff of at least

1
v; = max minJ C,(F,)d F,(y) = max min C; [F; (y)]. (39)
Hoy ; Hoy
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Here

1
qwn:jM@Jwaw>
0

Similarly, the player G2, by the appropriate choice of the distribution function F,(y), can
guarantee himself a loss of no more than

1
U, = min max f C,(F,)d F; (x) = min max C,[F, (x)]. (40)
R, F F, x
0

Here

1
QGD=JM@JMBU)
0

From the equation (39) and the equation (40) we obtain

(1 m)}n C,(F,)

Uy < max C,(F,), (41)

Let player G2 choose the distribution function F,, () as his strategy, and let player G1 know
this choice. Naturally, assuming such an opportunity, the G2 player should strive to find a
sustainable strategy. From (41) it becomes clear that if the value C,(F,) has a maximum, then
the player G1 will always get the best result, choosing a point y, that corresponds to this
maximum

Vo <G (Fz (Xo)) = m)?x Co(F2 ().

It would be beneficial for the player G2 to bring the value of C,(F,(x)) to a minimum,
but this is not always possible. The player cannot influence the form of the payoff function and
the choice of y, by the player G1. Nevertheless, player G2 can in any case try to choose the
strategy F,o(y) so that the value of C,(F,) does not have a single maximum, that is, so that its
"curve" has a flat top.

Similarly, if player G2 has learned the strategy of player G1, then he will always choose
the point y, at which the function C; (F; (y)) will take the minimum value. In this case, the task
of the player G1 is to choose such a strategy F;o(x) so that the function C;(F;(y)) does not
have a single minimum.

We denote Qq = {x:C,(F,(x)) =v; =const} and Q, ={y:C,(F,(y)) =v, =
const}, where v; and v, are arbitrary numbers, and v; < v; < v, < v,.

If there is such a pair of real numbers (v; < v,) and a pair of distribution functions
(F;, F,), which simultaneously satisfies the following conditions
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then the functions F; and F, will be called stable [27, 30] strategies.

The question of the existence of sustainable strategies for the payoff function M(x,y) in
most cases remains unsolved. The scheme itself finding sustainable strategies is always useful
in many applications and, in particular, in the game theory with a choice of a moment in time.
Such games do not require the definition of strategies that neutralize the enemy. It turns out
[27, 30] that instead of them one can be content with partially stable strategies, i.e. strategies
that provide the player with a stable position in a certain subinterval of the unit interval.

Conclusion

Widespread use of game theory in the analysis of attacks on information resources and
countering them can significantly reduce errors and miscalculations that occur in the
management of information security, which in turn minimizes the negative and adverse
political, social and financial consequences for the subjects of information warfare.

Systematic studies of the behaviour for complex dynamic processes requires consideration
of a large number of features and relationships, processes typical attacks on information and
informational influences. The investigated features contradict one another; however, each of
them cannot be neglected, since they give us a complete picture of the process that investigates
or simulates. Some incorrectness of the tasks being solved, generated by the antagonistic goals
of the subjects, is manifested in their multi-criteria setting, where the players' resources are the
partial quality criteria.
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USING OPEN SOURCE INTELLIGENCE (OSINT) AS ONE OF
THE EFFECTIVE AND LEGITIMATE WAYS TO AVOID
THREATS TO THE CORPORATION

Oleksii Kuchmai, Tetiana Shelest
Taras Shevchenko National University of Kyiv, 24 B. Gavrilishyna St., Faculty of Information
Technology, Kiev, 02000, Ukraine

ABSTRACT: Open source intelligence (OSINT) is an intelligence discipline that includes the
search, selection and collection of intelligence from publicly available sources, as well as its analysis. In
the intelligence community, the term "open information source" refers to the public availability of a
source (as opposed to secret and restricted sources), but it is not related to the notion of "just a source of

information" (English open source information; OSIF), which means any information in the media space.

KEYWORDS: Cyber Intelligence, OSINT, Cybercrime, Threats, Company, Security

Introduction

The current OSINT regulatory framework is based on the Directive of the Director of National
Intelligence (2006) ICD 301 "National Plan for Intelligence Based on Open Sources". It defines the
following strategic objectives of ROII: - the principle of "first step" - OSINT should be the "first step" for
all intelligence disciplines and precede intelligence and intelligence by technical means; - reliance on
specially trained groups of experts in the field of ROII, training in methods of obtaining open information
and implementation of ROII technologies in all intelligence processes; - global coverage of information
sources; - a single architecture of means, forms and methods of ROII; - the use of the principle of
skunkworks, ie the introduction to solve certain problems of "breakthrough", highly intelligent methods

of obtaining information with a minimum of bureaucratic red tape and restrictions. air force "[1].

Regulatory framework

The law enforcement OSINT community applies open-source intelligence to crime prediction,
prevention, investigation, and prosecution, including terrorism. Search through social media and DarkNet
plays a significant role in their work, and so does connection analysis [2]. With the sheer volume of
content traffic transiting across the internet through social media platforms, law enforcement would be
remiss to ignore social media accounts as a resource for discovering evidence potentially relevant to a

variety of criminal investigations.
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Private corporate security services are also eager to apply OSINT tools. They conduct individual
checks: their own employees, top-management, employees, executive officers and shareholders of their
contractors. '"Know Your Customer' (KYC) mode is on here. Is this an off-shore company or not? Who is
the real owner? Hasn't it been into any dark business? Knowing this is crucial before execution of any
major deal.[3]

To check affiliation of individuals or entities - this is the main goal, as it is expressed usually.
Economic security services monitor internal deals for hidden interest. For instance, if a procurement
manager enters into transactions with entities belonging to his or her family members. Transaction
services department runs check-ups before each merger or acquisition: whether a firm acquired is run by
criminals. Thus, major companies endeavor to minimize reputational risks for the company, as for the
shareholders. Each serious firm usually has its own list of reliable and non-advisable counter agents. In
any case, management always has to know, who stands behind this or that entity[4].

Interesting cases of application of OSINT in insurance business have already come into our
knowledge. They correlate to a company's personal data analysis, as so as to business analytics. A huge
federal company notices that in one separate region payments for one separate insurance product have
increased significantly.

Affiliation checks through social media of the company's region branch employees has shown that one
of the managers had been insuring his or her friends and family in order to register insured accidents and
payments afterwards. Such knowledge is still not an evidence of the person's guilt, but it sure is a matter
for internal investigation.

HR departments [8] employ OSINT for running check-ups of actual or possible employees of their
companies. Do they post any negative data on the company in their social media? Or maybe they disclose
confidential information? Sometimes it happens not out of malice but accidentally [5].

Some public organizations perform constant monitoring of threats, including terrorist threats. For
example, one Jewish studies organization form the USA uses Social Links for this exact purpose. They
fear attacks or incidents during their events, so they perform such monitoring in order to prevent them.

A whole other group of goals is reached through OSINT: risk assessment, when information is
collected in order to make a decision [10]. Due diligence procedure can be performed by a bank or by a
consulting company, when the main goal is to run a complex assessment of the asset value. In such cases
reputation, connections and beneficiaries' financial position matter.

Such check-ups, as so as affiliation search between employees and contractors, have been performed
as far as business goes [8]. The matter is - how fast and how efficient, and how precise they may be.
Internet, especially social media, gives us huge volume of data for analysis, but collecting data by hand

would be too difficult, too long and too inefficient.
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The main bonus of the OSINT tools is possibility to find and check all the necessary information with
software. For example, a Social Links product requires one hour to gather such an amount of data from
open sources, which a skilled worker would collect by hand in a week.

With Social Links you can mine data from 50+ socials, databases and use 700+ search methods
empowered with Face Recognition and search by Geo-coordinates [13]. You will get unique searches in
30+ DarkNet forums and marketplaces without authorization by Phrase, PGP Key, Alias, also, you can
get analytics by Products and Locations (shipping from/to).

Small businesses also arguably have the most to lose from being hit with a damaging cyber-attack. A
recent report revealed that businesses with less than 500 employees lose on average $2.5 million per
attack. Losing this amount of money in a cyber breach is devastating to small businesses, and that’s not to
mention the reputational damage that comes from being hit by a cyber-attack.

For these reasons, small businesses need to be aware of the threats and how to stop them. This article
will cover the top 5 security threats facing businesses, and how organizations can protect themselves
against them.[14]

1) Phishing Attacks

The biggest, most damaging and most widespread threat facing small businesses are phishing attacks.
Phishing accounts for 90% of all breaches that organizations face, they’ve grown 65% over the last year,
and they account for over $12 billion in business losses. Phishing attacks occur when an attacker pretends
to be a trusted contact, and entices a user to click a malicious link, download a malicious file, or give
them access to sensitive information, account details or credentials.

2) Malware Attacks

Malware is the second big threat facing small businesses. It encompasses a variety of cyber threats
such as trojans and viruses. It’s a varied term for malicious code that hackers create to gain access to
networks, steal data, or destroy data on computers. Malware usually comes from malicious website
downloads, spam emails or from connecting to other infected machines or devices.[15]

3) Ransomware

Ransomware is one of the most common cyber-attacks, hitting thousands of businesses every year.
They’ve grown more common recently, as they are one of the most lucrative forms of attacks.
Ransomware involves encrypting company data so that it cannot be used or accessed, and then forcing the
company to pay a ransom to unlock the data. This leaves businesses with a tough choice — to pay the
ransom and potentially lose huge sums of money, or cripple their services with a loss of data [16].

4) Weak Passwords

Another big threat facing small businesses is employees using weak or easily guessed passwords.
Many small businesses use multiple cloud based services, that require different accounts. These services
often can contain sensitive data and financial information. Using easily guessed passwords, or using the

same passwords for multiple accounts, can cause this data to become compromised.
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5) Insider Threats

The final major threat facing small businesses is the insider threat. An insider threat is a risk to an
organization that is caused by the actions of employees, former employees, business contractors or
associates. These actors can access critical data about your company, and they can case harmful effects
through greed or malice, or simply through ignorance and carelessness. A 2017 Verizon report found that
25% of breaches in 2017 were caused by insider threats. [17]

This is a growing problem and can put employees and customers at risk, or cause the company
financial damage. Within small businesses, insider threats are growing as more employees have access to
multiple accounts, that hold more data. Research has found that 62% of employees have reported having

access to accounts that they probably didn’t need to [18].

Conclusion
There are a range of threats facing small businesses at the moment. The best way for businesses to
protect against these threats is to have a comprehensive set of security tools in place, and to utilize

Security Awareness Training to ensure that users are aware of security threats and how to prevent them.
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ABSTRACT

Artificial Intelligence continues to break new barriers each day. Thanks to Al, it is not inconceivable to
believe that we may rely even less on actual physical labor than we do now. One such example of virtual
assistants such as Alexa, Siri, Google Assistant, Cortana, Bixby, and many more. While currently, they are
glorified tools on our smartphones for voice commands, they are quickly being programmed to be the
perfect assistant suited for our daily tasks. While that sounds great, it comes with a threat that may not be

immediate, but it is only a matter of time until it does; censorship.

This study triangulates the opinion of renowned authors and researchers within the field of Artificial
Intelligence to get an idea of what the future holds for censorship online in an era when artificial
intelligence-backed assistants are the primary customers toggling through the visible search results, and
humans rely on them for their effectiveness and efficiency. The results indicate a need for brands to rethink
how they inform their customers, the importance of brand recognition and loyalty in the era ahead and a

much better-informed public that does not solely rely on the search results provided to it via these assistants.
KEYWORDS: Cybersecurity, Artificial Intelligence, Digital Censorship, Virtual Assistants

Rubrics: Cyber hygiene, cybercrime, information warfare.

Introduction
"Al will overtake humans within the next 100 years. When that happens, we need to make sure the

computers have goals aligned with ours" — Stephen Hawking (Matyszczyk, 2015)

Not only did Hawking's prediction come to fruition, but it came a lot sooner than even he may have
anticipated. Machines and artificial Intelligence have begun substituting humans in areas that were
previously considered impossible (Paulo, 2019). While some might point to the doom and gloom aspect of
such wide-scale automation, there is an undeniably enormous amount of potential (Chui, et al., 2016).
Nothing will be spared of the effects of Artificial Intelligence becoming more potent, that includes

marketers (Talbot, 2019).

Arguably no other facet of modern technology represents Al in its most human-interactive form than virtual

assistants. After all, it is an interface designed to "have all the perfections of human interactions and none
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of the flaws" (Joshi, 2018). Allowing people to designate mundane tasks, receive timely updates on their
billing information, crack a joke or two, and reorganizing the way it interacts based on learning patterns

displayed by the users (Jurowiec, 2018).

The rising popularity of voice assistants such as Alexa, Cortana, and Google Assistant has made it easier
for users to interact with the Internet (Cheyer et al., 2014). Simultaneously, it has managed to revolutionize
the concept of multi-tasking. Forget "just a click away," now whatever you need is a "sentence away"

(Guzman, 2019).

However, that has given rise to another question, frequently asked and discussed in both journalistic and
academic circles, i.e., what intelligent Al designs mean for online censorship (Black & Fullerton, 2020).
Of course, popular culture is filled with anecdotes and references to how an all-knowing Al could become
self-aware and proceed to perceive humans as an enemy (Henry, 2020). Nevertheless, in more realistic
terms, there is a surprising lack of research about the future iterations of Alexa and Google Assistant means

for our access to information.

A more frequently touted scenario is what if humans were to become entirely dependent on these assistants
for their daily news. Furthermore, under government regulations, what if these Als were to omit certain
pieces of information (Feldstein, 2019). In a genuinely Orwellian sense, we would not even know what we
are not being told since we would not know there is something to miss out on. One might argue that this is

an incredible stretch of the imagination, but one must also wonder, "Is it beyond plausible possibility?".

Simultaneously, it is considered inevitable that sooner or later, these virtual assistants will become the prima
facto customers online as human activity online becomes increasingly automated (PwC, 2018). Human
decisions might be eliminated, or at the very least, severely limited. The information available online will
reflect that. We have already begun seeing such technology in its infancy on social media apps like Twitter
and Facebook, where each news article is first vetted by bots and then presented to the viewer, with an
accompanying fact-check message (Ding, 2018). As mentioned earlier, government regulations in the future
could mean that this news vetting process could be taken to the next step. That next step could be draconian,

considering the state of modern censorship practiced in modern dictatorships (Mchangama & Fiss, 2019).

Literature Review
Human-Machine Interaction

The prominence that virtual assistants have gained in the past few years falls in line with the guiding

principles of Al innovation (Martinez-Lopez & Casillas, 2013). While companies have long foreseen the
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looming reality that increased automation will present, there has been ambiguity in maximizing the potential

opportunities it will present (Siau & Yang, 2017).

The primary reason for this has been the lack of foresight. That Al is the future has long been an accepted
datum within the corporate world. The problem is, how does that future look like? As (Sterne, 2017) states,
once technological innovations take a firm grip in terms of societal presence, it can take on a life of their

own.

In other words, brands might have specific strategic objectives and tactics for virtual assistants in mind
today based on how they exist today. Those strategies and tactics may become obsolete within a few years,
depending on the direction virtual assistants take (Hoc, et al., 2013). These strategies and tactics might very

well take on a more aggressive look once government agencies adopt them.

There is a flip side to the ease of inducing increased Al presence in our lives. Through various legislation,
governments can create a back-channel in all these virtual assistants. There have been modern instances of
mass-scale surveillance. Virtual assistants would make censorship far easier since there will be an active
actor within our households that could be used. Such an act's legality would be debated, but one cannot

remain optimistic if past examples are to go by.

Censorship in the Digital Age

New leaps in technology always promise a more effortless flow of information. The advent of the Internet
meant that information could be communicated far easier and more accurately than ever. Subsequently,
emails, multimedia options, and lastly, social media meant that information travels almost instantaneously.
However, just because technology promises something does not always translate into practice.
Governments, mainly, repressive ones have always held a penchant for stifling any such easy flow of

information (Tenczer, et al., 2016).

They will undoubtedly welcome any tool that aids their efforts in restricting information they might be
dangerous. These governments might welcome such developments since dissenters have begun evolving
their methods (Shiwen & Mai, 2019). Unlike the past, where silencing journalists and provocateurs meant
effective control of information, the digital age has transformed anyone with a smartphone into a conduit

for information (Nadaf, 2020).

In such a scenario, a virtual assistant could be weaponized against the proliferation of such information
deemed dangerous. We have seen how tech giants like Facebook and Google have had to bow down to

demands by repressive governments worldwide (Coskuntuncel, 2018). Such past precedence begs the
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question of how Orwellian virtual assistants in every house might be. In an age where virtual assistants are
the primary source of information, if the assistants could be programmed to restrict their users' access to
specific content, they might not even realize that they are being denied information (Qiang, 2019). 2+2
would become 5 since the user would not know how addition works. Hence, they would be unable to raise

objections to the results being shown to them.

VPNs in the Age of Alexa

Virtual Private Networks (VPN) have been an essential asset available to dissenters by far when it comes
to circumventing the restrictions imposed on them by repressive governments. (Peterescu & Krishen, 2020).
Journalists, whistleblowers, and activists have relied on the tool to help them retain access to the Internet

even when widespread restrictions have been imposed in their countries (Ververis, et al., 2019).

VPNs have retained their popularity since they are easy to set up and inexpensive. The paid ones provide
better features and a far more secure sense of anonymity online, but the free services are good enough to
unblock blocked content (Lilkov, 2020). However, that entire paradigm is likely to go a complete upheaval
in the age of virtual assistants like Alexa (Perry & Roda, 2017). For instance, VPNs are already criminalized
in several countries. However, no mechanism allows governments to restrict users from downloading the
service (Khan, et al., 2018). Several VPNs usually set up mirror sites that allow users to easily download

the service from within those countries even if the original website is banned (Hobbs & Roberts, 2018).

Enter the virtual assistant. Since the virtual assistants are the primary customer, governments could program
them to ensure that users could not download the service via their internet connections (Wang, et al., 2020).
Moreover, even if somehow users could install VPNs, these virtual assistants could alert the government
agencies that such an app was detected on the user's device (Black & Fullerton, 2020). This might all be
conjecture and speculation at this point, but since this study follows a secondary research model, past
research indicates that governments have employed agents within populations to spy on their citizens'
activities. There is no reason to believe that given the capability, governments would not, or at least would

not attempt to carry out such protocols (Kaylee, 2020).

Research Question
How will VPNs adapt to the age of virtual assistants and ensure seamless accessibility to users in the most

vulnerable countries?

Despite their obvious uses, will virtual assistants become government surveillance tools inside every house

they are in?
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Methodology

Since this study aims to study the potential effects of what the progress in virtual assistants and Al means
for digital censorship, the primary source of data to be studied will be secondary. This means that this

project will build on the work already done by researchers and past studies.

Initially, a thorough analysis of the secondary data available will be conducted. This would include a more
exhaustive and extensive study of the literature that already exists on topics that lie on the fringes of the
problems that this study hopes to address. The study of peer-reviewed literature will enable us to understand

the academic discourse on the subject (Callaham, et al., 2002).

Since virtual assistants are a relatively new concept, it is necessary to understand the psychological

motivations behind how government agencies could use them to censor information online.

In the end, data collected from up to 5-10 studies will be used to support arguments for what lies ahead in
terms of censorship (Strauss, 1987). Since the purpose of this study is to triangulate the relationship between
the rise in Al, its censorship potential in the hands of governments, and how VPNs will evolve in the light

of those, the studies will be varied to cover all three subjects adequately (Maxwell, 2008).

Nature of Research
The nature of this research will be in interpretivist terms. Such an approach would allow the researcher to

integrate the contrasting nature of the data gathered via different past studies and cases studied.

Findings

Since this paper follows a secondary form of research in an area that is still in its relative infancy, the ideas
discussed continually undergo changes. However, all the resources used in this study illustrate a standard
agreement on the one fundamental assertion; the relationship between humans and the Internet will change.
This will undoubtedly be further exacerbated by the consistent improvement in how Artificial Intelligence,

specifically virtual assistants, understand the Internet.

Aggravated Control:

It seems as if the writing is on the wall in terms of virtual assistants becoming increasingly popular. Like
with invention in the internet age, virtual assistants will change the entire way humans interact. For instance,
Stuard Russell and Peter Norvig state in Artificial Intelligence: A Modern Approach that these virtual
assistants' sheer capabilities mean that humans will be unlikely to refuse to let them take over. If a human
were to look over the Internet for a particular brand of shoes available at the lowest price, a virtual assistant

could easily outperform and out search any human in a significantly less amount of time. Through the virtue
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of pattern studies and previous search patterns, there may even come a time when these virtual assistants

could easily predict exactly which criteria to use when searching for specific products.

Need To Reinvent

This is where ethical dilemmas truly start emerging. Alec Ross argues in his The Industries Of The Future
that the very idea of privacy will come under attack in the age of virtual assistants. The book carefully
investigates how, despite the ease of use they offer, it comes with several trade-offs. Moreover, we still do
not know how severe or impactful these trade-offs can be in the long-run. For instance, in a future where
virtual assistants are essentially the primary customers (Considering they are the ones that make the actual
searches on Google through voice commands), it is the virtual assistant looking at the SERPs. At this point,
the full potential of Al will come into place as these virtual assistants can easily comb through websites
that use SEO black hat techniques to climb up the search results without offering the best product in return.
If this is how it plays out, this essentially means two things. One, digital marketers will need to rethink their
approach towards building their brand entirely. The current modus operandi of offering a value proposition
often elicit an emotional response from the user. This will be absent entirely when it comes to Al-powered

virtual assistants doing those searches for us.

Similarly, it gives most government agencies an unprecedented opportunity to control the way their citizens
behave online. There is little or no government regulation directly dealing with these virtual assistants, but
that is likely to change in the future. If, at any point, these were to be programmed to comply with
government regulations, they could easily be used to filter out and censor search results a government does
not want visible to its citizens. Furthermore, if humans are not the ones looking at the SERPs, they may not
even know the results are being censored in the first place. Regarding VPN, if a government were to ban
VPN, the virtual assistants would omit any relevant SERPs to them completely. A more infant form of
similar censorship is already a staple of the Great Firewall of China, where most VPN providers are not
allowed to operate and are entirely opaque to a significant part of the population. Al-powered censorship

could multiply that manifolds.

Discussion
This paper deals with two essential questions: VPNs' future in an artificial intelligence-reliant world and

whether it is headed towards obscurity in front of government regulation. Most of the current literature
suggests that it is likely that governments are trying to pressurize VPNs to operate, with a catch, sharing
complete activity logs. Complete bans have been enforced in the past, and they do remain in effect in several

countries around the world. However, that does nothing to discourage users eager to use a VPN from simply
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choosing the next available VPN service. By giving this small leeway, governments may end up gaining
the amount of informational control since all VPNs will be required to provide logs. Considering how the
general populace remains mostly unaware of how much data is being collected about them, it is not far-

fetched to imagine them signing up for these services without reading the fine print.

This brings us back to the initial question; is that the future of VPNs? Government-mandated, in other
words, government oversight. It does not have to be that way, but that would depend on more than one
factor. Current research, as well as market incentive, lacks substantial study of such a scenario. However,
the onus will fall on the developing end of these VPN providers to address these concerns. It would have
to start with how they would deal with voice commands and voice searches in particular regions.
Governments cannot control how a private business operates, but it can affect those options' visibility to
potential customers. Since the projections indicate that most online searches will shift to voice searches, it
will not be the humans making the best decision for themselves. Humans will probably not even be exposed
to the SERPs. Hence, it would be worthwhile for VPN providers to start planning how to target and
maximize their visibility to users through these voice assistants. More importantly, how they would evade

restrictions by governments on these SERPs.
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ABSTRACT: The information sphere today has become a system-forming factor that has united all
spheres of national security - economic, political, social, military, etc. As a result, through the information
sphere, new threats to state security are being implemented. Therefore, the study of information security
issues is inextricably linked with the study of the processes occurring in the course of information
confrontation. Taking into account the antagonism of the interests of the opposing sides, the article proposes
a well-known approach for solving the above problem, based on the basic provisions of game theory. In the
course of the study, the optimal distribution of the means of defense and attack of the opposing sides was
obtained, the basic theorems of information confrontation were formulated, and the gains and losses of each
of the parties to the conflict were determined in an analytical form. The results obtained can serve as a
mathematical basis for finding strategies for information countermeasures in an aggressive information
environment.

AHHOTAIUS: NudopmarmonHas cdepa Ceromss crajga CHCTEMOOOPa3yrommM (GaKToOpoOM,
o0beqMHUBLIMM Bce 0e3 HCKIIOYCHHsS c(epbl HAIHOHAIBHOW  0e30MacHOCTH-3KOHOMHYECKYIO,
MOJIMTUYECKYI0, COLMANbHYI0, BOeHHYH0 u Jnp. Kak cieactBue, uepe3 HHGOpPMAaUHOHHYIO cdepy,
pEATM3yIOTCS HOBBIE YIpO3bl 0€30MaCHOCTU TocynapcTBa. I109TOMYy H3y4deHHE BOIMPOCOB O00ECTCUECHHS
UH(OPMAIMOHHOM G€30MTaACHOCTH, HEPA3PhIBHO CBS3aHO C HMCCIEIOBAHHUSAMHU MPOLECCOB MPOUCXOISIIHUX B
XoJle HWH()OPMAIMOHHOTO MPOTHBOOOPCTBA. YUMTHIBASl AHTATOHM3M HHTEPECOB MPOTHBOOOPCTBYFOIIMX
CTOPOH B CTarbe IMPEMIOKEH M3BECTHBIH MOAXON [UISl PpELICHHS BBIMICH3IOKEHHONW —3a/auM,
OCHOBBIBAIOIIEHCS Ha 6A30BBIX MMOJOKCHUSIX TCOPHU MIP. B X0je McCleoOBaHus MONYYEHbI ONTUMAILHBIE
pacrpeiesieHus CPe/ICTB 3allUThl U HalaJeHHsl MPOTUBOOOPCTBYIOIINX CTOPOH, copMyanpoBaHa 6a3oBbie
TEOpeMbl HH(POPMAIIMOHHOTO POTUBOOOPCTBA, & TAKXKE OIPE/ETICHbl B AHATUTHYECKOM BHE BBIMIPHINI H
MPOUTPHIII KaXI0i U3 CTOPOH KOHGuHKTa. [TomydeHHbIe Pe3yibTaThl MOTYT CIYXXKHTh MaTeMaTHYeCKUM
0a3MCOM Ul HAXOXKICHHs CTpaTteruii MH()OPMAIIMOHHOTO MPOTUBOACHCTBUS B YCIOBHSAX ArPECCHBHOMN
WHPOPMAOHHOM Cpebl.

KEYWORDS: cyberspace, cyber war, countering hybrid war, information space, analysis of the
processes of attack and counteraction in the information space, game theory.

KJIFOUEBBIE CJIOBA: kubepnpocmparncmeo, kubepgoiina, npomugooeticmeaust 2ubpuoHoil 6otite,
UHOPpMAYUOHHOE NPOCMPAHCMEO, AHAU3ZA NPOYECCO8 HANAOEHUsL U NPOMUBOOEUCMBUSL 6
UHDOPMAYUOHHOM NPOCMPAHCMEe, MeopUs uzp.

BBEJIEHHE

HNudopmanmonnas cdepa crana cerogns 0a30il s pa3sBUTHs BceX APYTHX chep: SKOHOMHUYECKOM,
MOJIUTUYECKOM, BOCHHOM, IUIJIOMaTUYECKOU U T.J.
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B undopmarmonHoit chepe YKpauHBI NPOUCXOIAT Pa3IUUHBIC COOBITUS W SIBICHUS, U3YUYCHHE U
aHaJIU3 KOTOPBIX CTAHOBSTCS MKU3HEHHO HEOOXOIUMBIMU JIJ1s1 J1I000ro cyonekTa [1, 2].

WudopmarrionHoe MPOTHBOOOPCTBO HE SBISICTCS NETHINEM CErOJHSANIHEro IHS. MHOTHe ero
IIpUEMbI BO3HUKIIM ThICAYM JIET Ha3aJ BMeCTe C MOsBIeHHeM MH(POpMalMOHHBIX cucTeM. Mcropus o0yueHus
YeJI0BE4YECTBa — ITO U €CTh CBOET0 pojJa NPOTHBOOOPCTBO.

OueHb TOYHO CYTh WH(GOPMALMOHHOTO MPOTUBOOOPCTBA M BOWHBI BHIPAKEHBI B HACTABICHHSIX
JIpeBHEKHUTaNcKoro BoeHHoro aesitens Cyus L[3sI (3, 4].

Crnenyer OTMETUTh, YTO IO WHTEHCHBHOCTH, MacliTabaM M CpENCTBaM, KOTOPHIE HCIIOJIB3YIOTCA,
HEOOXOJUMO BBIIENUTH cleayromue ero Buabl (popmel) [4]: wuHPOPMAUMOHHAS SKCIAHCHSA,
uH(pOpMAIOHHAS arpeccys U MH(opMalMoHHas BOMHA.

Takum oOpa3oM, apceHanm HH()OPMALMOHHOTO TNPOTHBOJACHCTBHS COBEPLICHCTBOBAICS Ha
NPOTSHKEHWH BEKOB M Ha Hayanmo XXI BeKa COCTOHUT M3 CPEACTB M IPHEMOB MH(OPMAIIMOHHOH OOpPHOEL,
Oosiee pe3yNbTATHBHBIX, YeM Y OOBIYHOW BOWHBI, T.€. BOOPYXKEHHOro KoH(pukTa. MH(pOpManmoHHBIE
TEXHOJIOTHH M COBPEMEHHBIE YCIOBHS UTPAIOT POJIb HH(POPMAIIMOHHOTO OPY)KUS IIPH PEATU3ALIH CTPATETUH
COIEPHUYECTBA — HH(POPMAIIMOHHOTO MPOTUBOOOPCTBA.

CrnenuanuctaMd MHOOPMAMOHHOE TPOTUBOOOPCTBO paccMarpuBaeTcs Kak camoe 3(pQeKTuBHOE
CPEACTBO AJIsI IOCTIDKEHUS U 00ecriedeHus pa3InyHbIX Lenell 1 uHTepecoB [S5]. B omnuune ot apyrux ¢hopm
U c11oco00B NMpOTUBOOOPCTBA, HH(POPMaLMOHHAsA O0phOa BeeTCs OCTOSHHO KaK B MUPHOE, TaK U B BOGHHOE
BpeMsl M BO3JCHCTBYET TOYTH Ha BCE JKU3HEHHO BaKHBIC C(EpBl NEATEIBHOCTH CTPaHBI-IPOTHBHHUKA, a
TaK)Ke Ha MUPOBOE UH(OPMAIMOHHOE MTPOCTPAHCTRO [6].

Teopernueckoil OCHOBOW HCCIENOBaHUS HH(POPMAIMOHHOTO MPOTHBOOOPCTBA MM KOH(IMKTHBIX
CUTYallMil MOXET CTaThb TeopHsl urp [7], MIMPOKOMY pacnpoCTpaHEHHIO KOTOPOH B IOCJIEIHEE BpeMs
CIOCOOCTBYET KaK NPUMEHEHHE CPEACTB BBIUMCIMTEIBHONW TEXHUKH, TaK U CO3JaHHE aHAJIUTHYECKOIO
anmapara, O3BOJIIOLIETO HAXOAUTh (POPMYJIBHBIE PEIICHHUS sl TOCTaBJICHHBIX 3a1a4 [§8].

Jns Toro, uroObl JaTh (popMalbHOE MaTeMaTHYeCKOe ONpejesieHne Urpbl (mpoTuBocTosHus) [9],
HE0OXOIUMO yUeCTh ClIeyIoIye YeTrpe GakTopa.

Bo-nepBbIX, BaXKHO MOHMMAaTh TO, YTO B KOH(IMKTE y4acTBYIOT T€ WJIM HHbIE CTOPOHBI, KOTOpPbIE
SBISIIOTCS.  CyOBEKTaMH, MPUHUMAIOUIMMHU PEIIeHNs. OTH CTOPOHBl HA3bIBAIOTCS KOAIMIMAMH U
o0o3HauaroTcs J.

Bo-BTOpBIX, HEOOXOIWMO Y4YECTb BO3MOXXHOCTH YYAaCTHHUKOB KOH(JIHMKTA, T.. YKa3aTh, Kakue
HMEHHO peleHust MOJKET MPUHATH KaxKzas u3 KOAJIMIIAI IEeNCTBUA iel.
OTU pelIeHUs] HA3bIBAIOTCS CTPATETHSIMU KOATUIMK 1. MHOXKECTBO BCEX CTPATErHii KOATUIIMNA NEHCTBUS U
Oynem o0o3HauatTh yepe3 X;. Mexay cTpaTerrusiMy pa3In4HbIX KOAJHIUN JEHCTBUS MOXKET UMETh MECTO Ta
WIN UHas CBA3b. Pe3ynbrar BbIOOpa BeeX TakMX CBs3ed M OrpaHM4eHuil HasplBaeTcs cuTyauued. Takum
00pa3oM, MHOXECTBO BCEX CHTYallM MOXXHO IOHUMAaThb Kak HEKOTOPOE 3aJaHHOE IOJMHOXXECTBO Z

ILeKapTOBOFO HpOI/ISBe,I[eHI/Iﬂ
| | Xi.

iel

B-TpeTbux, HEOOXOAMMO ONPENEIUTh CTOPOHBI, OTCTAUBAIOLINE HEKOTOPbIE HHTEPECHI.

X Ha3bIBAIOT KOATMUIMAMU HHTepecoB. Kak n koanuuuu neHCTBUM, KOAJTUIIMYA HHTEPECOB SIBIISIOTCA
B 00IIeM cily4ae KOJUIEKTMBaMHU. Pa3nuuHble KOalnMLUM HHTEPECOB MOTYT IepeceKarhbcs, W, Oojee Toro,
OIMH TaKOW KOJUIEKTUB MOXET COAep)KaTbci B JApPyroM. MHOXECTBO BCeX KOAIMLUN HHTEPECOB
o0o3Havaercs yepe3 U.

B-4eTBepThIX, HEOOXOAMMO ONMUCATh UHTEPECHI (T.€. 1eNIN) YYACTHUKOB KOH(PIUKTA. DTO 3HAYUT, YTO
JUId KaXIOW KOaJMLUM HHTepecoB jeU Ha MHOXKECTBO CUTyalUil Z MOJKHBI ObITh yKa3aHO OMHapHOe
OTHOIIICHHUE MPEATIOUTEHUS > |.

Takum 00pa3oM, CcKa3aHHOE TMO3BOJIAECT CHOPMYIUpPOBATH oOOIIee ONpeAesieHue Wrpbl Ha
MaTeMaTH4YeCKOH MOJIeNIn KOH(IHUKTA.

To ecTp Urpoii (MPOTUBOCTOSTHUEM ) Ha3bIBACTCS CUCTEMA

G= (]' {Xi}iej'z' Ur{>j}i6j)' (1)
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rae J, X;, (iej) u U- npou3BOJIbHBIE MHOXKECTBA,

ZcC HX i
i€]
a >; (i€j) —Tpou3BOJIbHbIE OUHAPHBIE OTHOLICHHUS Ha Z.

Crosmast B mpaBoii gacTta (1) cucTeMa, onpenesonas IpoTHBOCTOSIHUE G, SIBIseTCs (hOpMabHBIM
0003HaYEeHUEM TOT'0, YTO OOBIYHO MPUHSATO HA3bIBATh YCIOBUAMU NPOTUBOCTOSIHUSA (UIPBI).

B naneneiiiem, cunras | = U, OMHApHOE OTHOLIEHHE TPEANOYTEHHUS >; ONPEIEIUM CIEAYIOUUM
oOpazom. BBexem 1t kaxnaoro jeU Ha MHOXeCTBE BceX CUTyalud Z HPUHMMAIOIIYIO BELIECTBEHHbIE
3HaueHns QyHKumio M;(z). Ota QyHKIMS CITy)HT MOKA3aTENEM yCIIEXa KOAIUIIMA UHTEPECOB j B CHUTyaluu
Z€EZ W Ha3biBaeTcsd (yHKLUEH BhIMIphilIa (modeapl) Koanuuuu uHrepecos j. Iloaromy Oynem cuuTarth, 4yTO
z’ > Z' nns jeU,
ecu M (z") > M;(z").

IEJBb CTATBH

Llenpto crarbu sBASETCA NPUMEHEHHWE TEOPUM WUIP AJIs UCCIENOBAHUS M pELIeHUs 3afad B
nH(pOPMAITMOHHOH cepe, BOSHUKAOMINX B pe3yNIbTaTe HH(GOPMAIOHHOTO TPOTHBOOOPCTBA.

OCHOBHOU PE3YJILTAT

OCHOBHO# TeOpeMOW TEOpUU HUIp SBIAETCA TEOpeMa O PABEHCTBE MAaKCHMHHA M MHUHHMAKCA,
BIEpBbIC copmynupoBanHas u BBenaeHHas Jlxonom ¢on Helimanom [4]. OHa ycTaHaBJIMBAaET YCIOBUS
CYIIECTBOBAHMS ONTUMAIBHBIX CTPATETHI U LIEHBI UTPHI WU IPOTUBOACUCTBHS.

Jns TpSMOYTOJBHBIX WIP BOIMPOC CYIIECTBOBAHWS PEIICHUS| WIPHI TPEICTABJICH CIEAYIOUIeH
TeopeMoii [4].

Teopema 1. ITycth

a1 Qaqp e A
A=
Anq [22%) e Anm

— IJIaTeXxHas Marpuua; X = ||x1,x2, vy X || u Y=|| ylyyzy_._,ym”— CMEIlIaHHble CTPaTernu UTPOKOB WK
ctopod C1 u C2. CoOTBETCTBEHHO, MaTeMaTU4eCKOe OINpPENeNICHHEe BBIUTPHIIIA UIpoKa Wi cTopoHsl Cl
OTIPEENICHO CIEIYIOIIIM 00pa3oM:

m
C()(, Y) = Z Z ajj XiXj,

n
i=1 j=1

toraa BenmmunHel max min C(X,Y) u max min C(X,Y) cymecTByrOT 1 paBHBI MKy COOOM.
XeSy YeSm YeSym XeSy

Jst HenpephIBHBIX UTp 3TO Teopema popmynupyercs crneayrommu oopazom [4, 5].
Teopema 2. Ecnmum M(X,y) eCTh HENpPEphIBHONH (YHKIUEH IBYX MEPEMEHHBIX B 3aMKHYTOM
€IMHUYHOM KBaJipaTe, TO BEINYHUHBI

FeED GeD

11
max min ffM(x,y)dF(x)dG(J’)' )
00
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11

mix max ffM(x,y)dF(x)dG(y) (3)

GED FeD
00

CYLIECTBYIOT U PaBHbI MEXY COO0I.

Jloka3aTensCTBY STOH TEOpEeMBl IPH PA3IMYHBIX IPEIIOJIOKCHUIAX OTHOCHTEIBHO (YHKIUH
BBIUTPHIIIA U IIPOCTPAHCTB CTPATErWii UTPOKOB OBIIH MOCBSIIIEHBI MHOTHE paboThl [4- 6].

Hecmorpst Ha TO, uTO0 Teopema ¢on Hefimana m apyrue oOoOmiaromme ee TeOpeMbl YOSKIAOT B
CYLIECTBOBAHUM IICHBI M ONTUMAJIbHBIX CTPATETHH AJIi HEKOTOPBHIX KJIACCOB UIP, OHM HE JAIOT HUKAKOTO
METO/JIa JUIS HAXOXKJCHHS PEIICHHI JIF000 KOHKPETHOM Urphl. [[eHHOCTh 3THX TEOpPEM 3aKJIIOYACTCS B TOM,
YTO OHH YCTaHABJIHMBAIOT KJIACCH (PYHKIMHA BBIUTPHIIIA, I KOTOPHIX PEIICHUS UT'P CYLIECTBYIOT.

TunuuHoli 3a7a4yeil  UCCIIEOBAHUS TMOBEIACHUS MPOTHMBOOOPCTBYIOIIMX CTOPOH  SIBISIETCS
ONTUMAJIbHOE pacIpeseleHUe CPEeICTB HamaleHus M 3amuThl. Hexoropele mpocreiiliue ciydyau ObLIH
paccMmoTpeHsl B [7], a bonee oOuiue cutyanuu — B padorax [4, 5, 8, 9].

Ilycte uMeIOTCS JABE CTOPOHBI C AHTAarOHUCTMYECKMMHU HHTepecamu: cropoHa Cl crpemurtcs
paspyLUTh TOCYIapCTBEHHYIO CUCTEMY M 3aXBaTUTh CTOPOHY C2 ¢ MOMOIIBI0 MMEIOUIMXCA y He€ CHI |
cpencTs, a cropoHa C2 oboponsieTcsa. Atakyromue cpenctBa ctoporsl Cl coctosar u3 S1 tumos, npuueM B
HEKOTOPBIX YCJOBHBIX €AMHUIAX KOJWYECTBO CPEACTB M-TO THIIA PaBHO ,,, TaK YTO CyMMAapHBIH

HOCTyHaTeH])HBIﬁ NOTEHIMAaJl CTOPOHBI C1 cocrasiser BCIIMYNHY
S1

Z Am =M1.

m=1

AHanoruyHo OOOpOHUTENBHBIE CPEACTBA CTOPOHBI C2 moapasfessiorcs Ha S2 TUIOB, NPHYEM
KOJINYECTBO CPEACTB j-TO TUIIA B YCJOBHBIX €IMHHUIIAX PaBHO, a CyMMapHbIH OOOPOHUTENBHBIN MOTEHLMAT

2z .
cTopoHb! C2 COCTABIISIET BEJIMUUHY Zle dj = M?.

Cropona C2 uMeeT n KU3HEHHO BaXKHBIX OOBEKTOB (HaceleHHE, MPOMBIIUIEHHOCTh, JKOHOMHUKY U
T.4.) Bi, Bz, ..., B, npudeM 00beKT B; OIEHMBAETCS HEKOTOPOW yCIOBHOW BennuuHOU y;. ITycTh Takxke
00BEKTHI B1, By, ..., B, yIOPSAAOYEHBI 10 UX LEHHOCTH, T.€. V1> V25¥3> - >Vn-

[Ipennonoxum, 4TO KaKIbIA HE3AUMIIEHHBIA OOBEKT Bj(j=12 . n) B PE3YJIbTaTE aTak¥ Ha HETO
OJIHOW HACTyNaTeJbHOW €IUHMLBI m-I0 THUIA IOJABEPrHYT pa3pyLIEHUIO0 WIM Bo3leiicTBuioe, yiiepd oT
KOTOPBIX i C2 OLIEHUBAETCsl BEJIMUUHOH Y; &, Bennunny Bo3aeicTBUM Npy HAJIMYUKM HACTYHATENbHBIX U
00OpOHUTENBHBIX CPelCTB OyaeM CUHUTATh MPONOPLUUOHAIBLHON Pa3HOCTH WX CYMMAapHBIX KOJMYECTB, €CIIH
9Ta Pa3HOCTH MOJIOKUTEIbHA UJIM PaBHA HYJIIO B IPOTUBHOM CIIydae.

IToBenenue cropon C1 u C2 onpenensiercst pacnpeAeIeHUsIMA CPEACTB HaMaJCHUsI U 3alUThI.

Iycte cTopona C1 s atak Ha OOBEKTHI B; BBIACTSIET Oy, HACTYNATEIbHBIX CPEACTB 7-TO THIIA, &
cropona C2 st 3alIUTHl U MPOTHBOJIEHCTBUE aTaKe HA ITOM OOBEKTE BBUIENAETCS [;j OOOPOHUTEIBHBIX
cpencTs j-ro tuna. [Ipu 3TOM B OTpaKeHUH HACTYTATENbHBIX CPEJICTB M-T'O TUIA IPUHUMAET yJacTue JHIIb
Amj YaCThb 3aIUTHBIX CPEACTB j-ro Tuna. CieloBaTeNbHO, PaclpeeeHre CPEICTB 000POHBI MOXKHO

OIIMcaThb ManPII.Ieﬁ
/\ = Pl

e 0S A S1(1Sj <81 Sm<Sy), Yoty Amj = 1.

[IpuauMas BenMWUMHY pE3yJibTaTOB araku Ha cTopoHy C2, TNpPOU3BOJUMBIX BO3JIEHCTBUI
HaCTyMaTeNbHBIMH CpeAcTBaMu CTOpoHOH C1, B KauecTBE OCHOBHON XapaKTepUCTUKU KOH(IIUKTA, OTydaeM
CIIEyIOIIME BBIPAXKEHUS AJIs1 CYMMAapHBIX TIOTEph CTOpoHOU C2:

n S1 Sz
M(o,p) = Z yi max{0, Z Em | Oim — Zﬂmj Hij | ¢ @
i=1 m=1 =1

52



Scientific and Practical Cyber Security Journal (SPCSJ) 5(1): 49-57 ISSN 2587-
4667 Scientific Cyber Security Association (SCSA)

Cropona C2 CBOMM IIOBEIEHHEM CTPEMMTHCS YMEHBUIMTHh BEJIMUYMHY CYMMAapHBIX BO3JAEHCTBU,
MIPOM3BOJUMBIX HacTyHaTesJbHbIMU cpefacTBaMu cucteMbl Cl. Ilenp cucrembl Cl npoTHBONOIOXKHA.
[Moaromy pynkums (4) MoXeT OBITH IPUHSTA B KauecTBe marexa cucreMsl C2 cucreme C1, Takum oOpazom,
MOJy4YaeM aHTAarOHUCTHYECKYIO UTPY ¢ GyHKIUeH mobenbl (BhMrpoinia) (4). OyHkius (4) BhIMyKIa TO L
pu J1I000M (PUKCHPOBAHHOM .

Teopema3. Ilycte M(x,y) — HenpepbiBHAS 1O JBYM IMEPEeMEHHBIM (YHKUUS MOOeabl (BBIMIPHILIA)
AQHTArOHUCTHYECKOH WTPBI, CTPOTO BBIMYKIAs MO ) A KOKAOTO X W MMEIOIas B €IMHUYHOM WHTEpBale
KOHEYHYIO MEpBYI0 MPOW3BOAHYIO MO ). Torga ummeercss €JUMHCTBEHHAs ONTHMAlbHAsl CTpaTerHs Ui
croporbl C2, ABIAIOMAACS CTYNEeHYaToi Gynkumeii I, (y), NpuuemM KOHCTaHTa Yo — EAMHCTBEHHOE PEIIEHUE
ypaBHEHUS

max M (x,¥0) =,

a [IeHa UTPHI U onpenensiercs: GopMyIioi

v = min max M(x,y).
0sys1 0sx<1 )

To ecTb ¢ yueTom TeopeMsl 3 MoydaeM 3amMedanue 1.

3ameuanne 1. B teopeme 2 TpeOoBaHMs, MOJOXKEHHbIE HAa (QYHKIWIO M(X,)) MOXHO HECKOJIBKO
0CITabUTh.

1. MoOXHO OIlyCTUTh YCJOBHME CYIIECTBOBAaHHUS Mpou3BOAHBIX. Ho B 3TOM ciyyae HYKHO
mpenoararh, 4tro Qyukuus M (x,y) umeer 00€ OJJHOCTOPOHHHUE MPOU3BOHBIC B KAXKJIOH TOUKE MHTEpBaJIa
ompeneneHus (QYHKIUH, 38 HCKIOYEHHEM, OBITh MOXET, KOHEYHOro 4YHcia TO4YeK. lorzna ycloBH,
HanoxeHHele Ha M x(xqyq), M'x(xoy,), My(x;ys) u My(x;yy),CO0TBETCTBYET YCIOBUAM JJis
OJIHOCTOPOHHUX IPOU3BOJHBIX B YKAQ3aHHBIX TOUKaX.

2. YcnoBue CTporoi BHITYKIIOCTH WM CTPOTOM BBITHYTOCTH (DYHKIIMH BBIUTPBIIIA MOKHO OCTIaOUTh,
3aMEHMB T€M, YTO OHa, COOTBETCTBEHHO, IIPOCTO BBINYKJIAa MM BBIFHyTa. HO B 3TOM cilyyae onTHMasbHas
cTpaTerys JJisi BTOPOH U MepBOi CTOPOHBI BOOOIIIE HE SBJIACTCA €IWHCTBEHHOM.

CrnenoBaTenbHO, HA OCHOBAaHMM TEOPEMbI 2 U ¢ ydeToM 3ameyanus | ctopoHa C2 MMEET YUCTYIO
ONTHUMAJBHYIO CTPATETHIO Uy, ONIPEACIIIEMYIO YCIOBUEM

nf sup M(o, 1) = sup My (o, ) =T,
g [
a cropona Cl wuMeeT CMCIIAHHYIO ONTUMAJIbBHYIO CTpareruid F*(g), mnpeacTaBisIoNlyi0 coOoH

ONPEICICHHYIO BBIMYKIYI0 KOMOMHAIIUIO KOHEYHOTO YMCIIa YUCTBIX CTPATETUH.
BBeneMm o0o3HaueHuU:

Xi = ”Uil:ffiz» = 0is, ||»

= |l i ""'ui51”’
Ii = ”y':gl']/ing ---,Vigsln.

=<

Torpa ¢ynkuums (1) Moxet ObITh 3anMicaHa B MAaTPHYHON Gopme:
n
Mo, = ) max [0,1°(%, = [\ ¥})] )
1=1

e MITPUX 03HayaeT TPaHCIIOPTUPOBAHHE.

Tam >xe QyHkuma (4) BbIIykIas M0 ¢ NpH JTIOOOM (UKCHPOBAHHOM 4, TO TPH TOCTPOCHUH
ONTUMAJIBHOM cTpaTteruu cTopoHsl Cl JOCTaTOYHO KMCIMOJIB30BATh PAHAOMH3ALMIO JIUIIb CPEIN TEX YUCTHIX
CTpaTeruii, KOTOpbIE ABISAIOTCS BEPLUIMHAMU CHMILIECKCA:

M M
g = G:G=Z§iai, 6120'26121
=1 i=1

Ecnu B39Th BO BHUMaHUs, 4T0 QpyHKIMA M(0,14) BBIIYKIA, TO G IIPH JIIOOOM |11 IIOJIy4aeM
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S S
M(o,u) =M Z5iai 5251'1‘4(@1',#)-
i=1 i=1

O603HaunM uepe3 [, 4acTb LeHbl O0pbOBI (Urpbl) I, KOTOpPas MOXKET OBITh MOJy4eHa cTopoHoil Cl
3a CUeT MPUMEHEHUS aTaKyILIUX CPEICTB /1-TO THIIA!

(B8, T = 1), 16 = ||ay, az, ..., as,||

Torpa, cnenys teopeme 2, A ONpEIENEHUs ONTHUMAIbHOM cTparerud cropoHel C2 mosyyaem
ypaBHEHHE

/\Yi —0="T1;,G(=12..n) (6)

Jns pemieHus 3TOro MaTPUYHOTO YpaBHEHHUS HCIONb3yeM OOOOLICHHYI0 OOpaTHYIO MaTpHIly,
BBEJEHHYIO B pabore [9]. O006wmenHas obparnas mMarpuna AT onpenensercs ns nxo0oi MpAMOYroabHOM
MAaTpHUIBl A CIEIYIOIIIMHA YCIOBUSIMU:

AA+A=A,
A+AAT=A",
(AAY)*=AA*,
(A+A4)*=A+A
rae A* o3HaYaeT CONpsHKEHHYIO TPAHCIIOPTHPOBAHHYIO MAaTPHILy K MaTpHie A.

B gacTHOCTH, 711 HEOCOOECHHOW KBaJpaTHOW MATPUIBI A TaKMM 00pa3oM oIpelercHHas MaTpUIla
A% coBmanaer ¢ 06sruHO# 06paTHO# MaTpuieit A1, U3 (6) monydaem

Yp = /\+(6 —I),(1<i<n) (7)

e A\t = ||,3i j || — o0o0mIeHHas oOpaTHast MATPUIIA JJIS MATPHUIBI /\ .
Bripaxkenue (7) ¢ yd4eToM NpUHATHIX BbIIe 0003HAUYEHUIH MPUHUMAET CIEIYIOMINN BUII:

Uij = am - Bim » ®)
rae (15j<5,;1 <i <n).

Ipennonoxum, urto ctopoHa C2 UCHONB3YET CBOM OOOPOHHUTENBHBIE CPECTBA j-T0 THIA CPEaU £(j)
Hanboee BaXKHBIX 00BEKTOB, T.€.

Heciy T 1) = Hey + 2,5 = - = pin; = 0. )

Cymmupys BenuauHEI (8) 1o BceM o0bekTam ctoponbl C2 u yuutsiBas (9), moimydaem
t() S1

S1
. I
Z wij = t()) Z A Bjm — Lej) Z S—mﬁjm, (10)
i=1 m=1 m=1 M

t(J)

e |, 1
()= E -
=V
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Tax kak 21(11) Kij = d;j o npexnonoxenuo, To u3 (10) nmeem

Sy

I
Z E_mﬁjm L_ t(]) Z am .Bjm gl (ll)
m=1 " t0) m=
0O0603HaYUM
I, I I's d, d dgs
W= _11_21"-1_1 - _1,_2,..., 2
&1 & £sy ta) t) ts2)
t
L 0,..,0
Leepy
t
0,—%,..,0
s=|| Le
t
0,0,..., 52
Lics,)

Torna ypasuenwue (11) MoxxHO 3amuicats B MaTpU4HON dopme:
+ + 12
/\W=S(/\ 6 —R). (12)

YMHOXUB BeIpakeHue (12) cipaBa Ha MaTpuily /A moiydaem,

+ +
AN w=w=\s(]\ o-z)
M 1 S1
’i
Fl:ElZL_]- t(j)Zam,Bjm—dj, (13)
=t

m=1

Orcrona cnenyer

rae (1<€<5;).
Cropona C1 04eBUAHO MOCTYNHUT ONTHUMAJIBHO, €U OyAET HalagaTk BCEMH CHJIAMHU C HEKOTOPBIMU
BEPOSTHOCTSMHM p; Ha t = max tE‘ j) TEpBBIX HauOojee BaXKHBIX OO0BEKTOB cucTeMbl C2, TA€ tE‘ )

COOTBETCTBYCT MaKCI/IMaHLHOMy 3HAYCHUIO IICHBI HpOTHBO60pCTBaZ

S1 28/1
f[}

m=

IIpu 3TOM €ecTecTBEHHO CUHMTaTh, YTO MaTEMaTUYECKOE ONpEAEICHHE BBIMIPHIINIA OT HalaJeHUs
BCEMH CpEACTBAMH Ha KaXJblii M3 MEPBBIX ! OOBEKTOB CTOpOHBI C2 HE JOJDKHO 3aBHCETh OT HOMeEpa
00BeKTa, T.e. p;y¥;=const.
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t
VuureiBas, uro ) p; = 1, momyyaem
1=1

i

c

—, 1<i<t,

pi ={y- (15)
0, i>t,

-1

. (Zt: 1) 1
i Y; _Lt.
=1

Takum o0pazom, onTuMaibHble cTpaTeriu cTopoHbl C1 u C2 OnpeneNstoTcsl COOTBETCTBEHHO (GopMyIamMu
(8) m (15). Omnako mpu WX BBIBOAE OBUIM JOIYIIEHBI HEKOTOPBIE CYOBEKTHUBHBIC IPEAIIONOKEHUS,
UCXOJAIINE U3 31paBoro cMeicia. [loaToMy yoenumes B XoJie HEMOCPEACTBEHHOM MPOBEPKH, YTO HalICHHBIC
CTpaTeruu ACHCTBUTEILHO SBJISIOTCS] ONTUMATBHBIMH.

Wrak, npu moboii crparerun ctoponsl C1 crparerus (8) croponsl C2 obecriednBaeT MPOUTPHIII HE
OoJiee BEJTMYMHBI

I'm
Vi Z &1y0i — am — Vi€ ﬁ]m =
=1 =1 |m=1 r=m
S1 S, S S, S
<i2ala . D andibm+ ). . S A
£=1 j=1m=1 j=1m= Vigm

S1 S1 S1
Iy
) Y e
=1 =1 =1t

HaoGopot, mpu mo6oit crpaterun croponsl C2 ctparerus (15) croponsr C1 rapaHTHpyeT ei

t S1 Sz
REOTSINE DR

1=1 =1 |j=1 m=

BBIMI'PBIII HE MCHEE
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W3 3THX COOTHOIIEHUH ClIEyeT, YTO CIPaBEAIUBEI, BCE BBILIEYKa3aHHbIE PaHEE yTBEPIKICHUS.

BbIBOJbI
IIpoBeneHHBIE HiCCIENOBAaHUS MOKA3alId, YTO MPUMEHEHUE TEOPHH UTP MO3BOJSAET TOBOJBHO TOYHO

OLICHUTH CIIOKHBIIYIOCS KOH(PIMKTHYIO CHTYalHIO IPY HHPOPMATHOHHOM IIPOTHBOOOPCTBE.
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pe3ysbTaT OCYIIECTBIAEMOTI0 HH(POPMALIMOHHOTO IPOTUBOOOPCTBA.
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030bmdozol  MLsgOmbm 456300060905  Lobgdfogml  gMmgbmo  MLsgdmbmgdol
MBOHMB3gymaol goo-ghmo 8609369wm3s60 obsdoMmdss. 93mbmdogmem  MLsg®mbMmdSL
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096 39GH0m, 5803 MoEILO H3wowo 139ELALEbYYOIBOL LogddosbMdsl Jowdm30U.
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ABSTRACT

The profound transformations that have taken place since the collapse of the Soviet Union
illustrate the need to strengthen adequate scientific research. One of the most important areas is the study
of problems of economic security.
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The safe development of the economy is one of the most important preconditions for ensuring the
national security of the state. Economic security has always been of great importance at all stages of the
development of States and has assumed various burdens at different stages of the development of
civilization. At times, it was associated with the military power, development, and population welfare, but
its main goal will always be to ensure the national security of the state.

A state cannot succeed against the background of a weak economy. It is interesting to discuss and
analyze these issues, since intelligence and operational activities can affect the country's economy using
various levers, to which the activities of the special services make the greatest contribution.

The purpose of the research is to study, analyze and define criteria for various harmful activities
affecting economic security, to identify indicators for determining the threat of adverse impact on the
economic security of the state, which in itself undermines the national security of the state resulting in
loss of political independence and, in severe cases, even territorial integrity.

KEYWORDS: safe development, national security
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