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ABSTRACT. There are different approaches to information security modeling in cloud
technology. Unlike other modeling devices, the Petri network (PN) is a more universal device. This is
justified by the fact that the information used is modeled by the PN and an assessment of security is
made by analyzing the main properties of the PN outside the system.
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INTRODUCTION

Here, processing technology, algebraic PN’s are used to analyze the storage and protection of
information. The main difference between the algebraic PN and the ordinary PN [4,5] is that it has the
ability to perform full-value addition, subtraction, multiplication and residual division operations. The
availability of these capabilities allows the ability to model the dynamic, discrete processes of the
network to be compared with the first-order predicates of symbol logic. The practical advantages of
such models make it possible to model multivariate polynomials and tabular functions.

The main advantage of algebraic PN and its various extensions is that it has more
opportunities in the field of research and modeling of parallel processes. Given the formation of
algebraic PS on the basis of closed categories with special properties, it is used in the synthesis of
classical analysis and comparison methods of algebraic network systems as a mathematical modeling
apparatus. This advantage allows the results of the modeling process to be widely applied in practice.

Fuzzy algebra PN is defined by the following five [1,2,3]:

N=(PUF, T, AV, b,
here, P:'ﬁm,p;,...,p,,}—is a finite set of positions of type p; F=lnfor it - is a finite set of

positions of type f; T={t1t2 054~ s the finite set of transitions;  A- finite alphabet, V:/(P v
F)xT] J[Tx(P U F)]— A’- is a description of the marked arcs that connect the positions with the links

RPUF s A*x[01]% -4 -

and the links with the positions; Ho is the initial marking of the

positions of the words, A _ 4is a free monoid; ¢ =card X' (a), aeP UF.
Fuzzy algebra of PN the initial marking for each position is described by the following
procession:

L (a) = (xlxz e :R(xI)R(xE)...R(xk))_

Fuzzy algebra in PN the permissibility of the passages is analogous to the rules of the algebraic
PN and is determined by the first element of the procession. 1/ (@) Development of a t- transitions ,

R
U (a)
analogous to the PN. The second element of the procession is calculated by the following formula:
R=(V{ta))= miniR[V@-‘, E;J]|y = GWU}, aesPUF

The activity of information security in cloud technology in accordance with the automation
scheme is as follows:

To use the system, an authorized user obtains access by entering the password he has entered
correctly. With the help of PN positions and links, it is possible to determine whether the user entered

which is allowed for marking the first element of the procession is the algebra, which is
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this password correctly or not. When the system starts, the condition is checked, and if the password
is entered by a real user, the system is opened for use. If the password is entered incorrectly, then the
system is compromised by a malicious person. In this case, there will be no connection to the system
and the system will not be opened for that malicious user. In this sequence, an automated system for
modeling information security in cloud technology using fuzzy algebraic PN is created.
The operation and analysis algorithm of the fuzzy algebra PN is as follows:
1. The beginning of the algorithm
2. Plenty of links (m+n)xr dimensional G'=/(F_P)x T] creation of input incident matrix:

_ {3: if to j ig.i thereis an arrow directed to the transition
ng =

£, else

i=Lr, j=Lm+n_ j=Lm when, f arcs of type position, j=m+lm+n when, p

there,
the arcs of the type position are expressed.
3. Plenty of links 7x (m+n) dimensional G'= [Tx(F_P)] creation of output incident matrix:

5. ifto jisi there is an arrow directed to the transition

& =

le. else

here, i=Lr, j=lm+n  j=lm while, /" arcs of type position, j=m+lm+n while,
p the arcs of the type position are expressed.

4. The distribution function of the set of transitions rx (m+n) dimensional W creation of
input membership matrix:

s [W(s), ifto j is.i there is an amrow directed to the transition
It _1:]5 else

here, (=L JELmtn oy o0,
5. Ix(m+n) Ol¢iilii  creation of initial marking:

{3, if the position is marked s word

L€, if the position is not marked

here j=lm+n ' ,u_/(jzl,m)

elements determine the positioning of the f-type position,
t(j=m+1,m+n)

the elements determine the p-position positioning.

6. Creation of the matrix of the degree of belonging of the distribution function of the initial
marker:
JW(#;).- if  j- position is marked
;= [

0, if - position is not marked

j=lm+n;

here, W) €/0,1].

7. Search for a permitted passage. Every

1,3 = 1,_}’)

the processing condition for the
transition is checked:

_a) ‘G__all input positions of the t; transition from the input matrix are assigned. All
8i #e(j=1lm) 8i

, for is to is 4 the presence of a left striker is conditionally checked:
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n, =card(g;)

the length of the elements is calculated and from the first position of the elements

. . g . .
of 14 marking p=copy(14;, 1, n;) the word is selected. If P7Ej ,toindex i unitincreases i=i+/ and
the transition to the item is made 7.b.

b) Al & =&(j=m+Lm+n) a mirror word is compiled for:

fj=¢& vam =card( ;) B =i ecopy ppk 1), k= ny, 1

according to the formula;

characters are moved

c) gji {:j A LA in the mirror is checked to see if the word is left-handed: is
n, =card(g ;) ‘

o * from the first position of the word mirrored p=copy(t4,Lm) the word is

g . ..
selected. If P78 ,to 7 index i=i+/ unit increases.

8. If i>r to a deadlock is reported, else the transition to the item is made 9.

9. The transition to the item is made 7.a.
10. Calculation of the elements of the new marking matrix:

o= rcop pj,m +Lmy —m)egy, j=1m;
: Lcap}(#J.-,l,ml —nl_chE,j=m+1,m+n,

my =card(u;)n =card(g ;).
here s d S
’ L(i=1Lm+n)
=u.,l=1,m

11. New marking is accepted after the current marking: Hi = H (

12. Creating a matrix of the degree of belonging of the distribution function of the new marker:

a)  The distribution function of the set of transitions W * calculation of the elements of the
output degree matrix:

W™ (i,k)=min tﬂ’_{ij}EJ all W~ (j,i)=0, here, z'=1,_r;ﬁr=1,m+rr;

W (j)#0, o i=Lrik=lm+n,

b

b) \W7(j.k) eger u=e

here, |0 agar i =e j=lm+n;l=card(pu,).

13. The transition to the item is made 7. The process continues until the desired marker is
obtained.

14. The end of the algorithm.
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ABSTRACT: This article analyzes at how Symmetric and Asymmetric cryptosystems and how they can
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INTRODUCTION

Quantum computers are devoloping fast, however with those advantages come potential
threats, but just how big are those threats? We often hear of how Quantum Computers will be able
to do amazing and terrifying things such as predict the future, model the universe, and break all the
encryptions we know, but how much of that is true? In this article we will examine the last claim
and to what extent we need to worry about it. While the claim does have some truth to it, it is also
quite hyperbolic and not completely accurate, this is because while certain encryptions are quite
succeptible to Quantum Computers and must be replaced, others are much more resistant and need
little to no enhancement to take on Quantum threats.

SYMMETRIC AND ASYMMETRIC ENCRYPTION

Symmetric Encryption

One key which must be kept secret is shared between users in this method and is used for both
encryption and decryption. Often used as the method for bulk encryption.

Ex(M)=C
Dk(C)=M

Where M is the message, C is the encrypted message, K is the key, and E and D the encryption and
decryption algorithms, respectively, E and D must be inverse functions such that Ex(Dk(x))=x.

Pros:

1. It is much faster than Asymmetric encryption.

2. If a large key size is used it is extremely resistant to brute force attacks.
Cons -

1. Leaks information with each usage and thus keys must be cycled.

2. Can only be used for ensuring secrecy and not authenticity.

Examples of symmetric cryptography are DES, AES, RC5, RC6. DES was the most commonly
used block cipher in the world in the early days of computers. It encrypts 64-bit data using a 56-bit
key. But with the advancement of technology, this method has become vulnerable to attacks. So
people have tried alternatives like AES. AES is faster and more powerful than DES.

However the main disadvantage of Symmetric cryptosystems is that the keys must be exchanged
in a secure manner before it can be used, and if the keys are not yet held by both parties it is
impossible to deliver the keys to each other in a secure manner thus another system for delivering
the keys is required. This is where Asymmetric encryption comes in.

Asymmetric Encryption

Asymmetric encryption is also known as public key cryptography. With this method, two keys are
utilized which each decrypt the other’s encryption. The first is a public key known by everyone and
the second a private key known only to one user. This method was developed to address two key
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issues. How to share information securely without having to meet up in person to exchange keys,
and how to verify that the information comes from the correct user.

There are two main areas of application of asymmetric cryptography:

1. Open key encryption - Only those who have a private key can decrypt text with open key
encryption. That is, anyone can send secret information to the key holder. If there are N persons in
the network, only N-1 key pairs are required to exchange information between them. Open keys
are freely interchangeable or placed in a common database.

2. Digital Signature - Anyone can decrypt the text encrypted with a secret key, i.e. anyone can refer
to a common database of public keys and make sure that this information was indeed encrypted,
signed, by the sender.

Having an open key poses an additional problem, system users need to be sure that the
open key really belongs to the owner and has not been altered. This is achieved by creating an open key
infrastructure where one key holder (certificate issuer) confirms to others (by digital signature) that their
keys are owned.

These two methods are often used together in the most common usage of Asymmetric

encryption, sharing the private keys for the faster Symmetric encryption. How this works
in practice is each user sends the other their public key, then the user with the =~ Symmetric key sends
the other the key encrypted twice, first with the recipient’s public key, and then with their own

private key, then the recipient uses their private key to decrypt it, ensuring secrecy, and then the sender’s
public key, ensuring the key is from the correct sender.

Asymmetric encryption commonly utilizes one of two mathematical problems: The Integer
Factorization Problem, and The Discrete Logarithm Problem. The Integer Factorization problem deals with
the fact that once you multiply two large prime numbers it is extremely difficult for classical computers to
factor the multiple back into the two large numbers. The Discrete Logarithm Problem is that it is similarly
difficult for clasical computers to find the discrete logarithm of a number in a multiplicative cyclic group.

QUANTUM COMPUTERS AND THEIR ATTACKS ON SYMMETRIC AND ASYMMETRIC
ENCRYPTIONS

Difference between Quantum and Classical Computers

A classical computer performs operations using bits whose values can be 0 or 1. As for the quantum
computer, it uses quantum bits, also known as qubits. Various physical objects can be used as quantum bits
(i.e. individual photons, electrons ...). Let us consider the case of an electron as a quantum bit. Every
electron has its own magnetic field, hence the spin. Place the electron in the magnetic field. Define two
positions, spin up and spin down (similar to 1 and 0), according to the directions between the electron
magnetic field and the external magnetic field. The main advantage of the quantum bit lies in the following,
it can be both 1 and 0 in the at the same time. This is called quantum superposition. When determining the
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instantaneous value of a quantum bit, we assume a value of 0 or 1, although prior to measurement it exists
in both 0 and 1 states with certain coefficients (i.e. 64% probability of spin up or 1 and 36% probability of
spin down or 0).

Compare two classical and two quantum bits. With two bits we can get four different options (00, 01, 10,
11). Classic bits can take only one value from a given four variants, while two quantum bits are all four of
them with certain coefficients (a-00, f-01, y-10, 8-11). As a result, to determine the state of this two-spin
system, we would need four numbers (coefficients), while two numbers are sufficient to describe a two-
classical system. Which means that two quantum bits contain information equivalent to four classical bits.
A quantum bit of N contains the equivalent information of a 2N classical bit.

Quantum Computer attacks on Cryptosystems

As we have already seen in some respects the power of a quantum computer is significantly greater than
that of a classical computer. Consequently the risk of hacking some ciphers increases. Consider one of the
most common occurrences of asymmetric cryptography, encryption using RSA. Its sustainability is based
on the fact that the factoring of "large numbers" is very difficult. When we refer to large numbers we are
not talking about hundreds, thousands, or millions. We are talking about a 2048-bit number, which is
equivalent to a 617-digit number in decimal systems. If we find an easy way to factorize such a large
number, RSA will be rendered ineffective. We can also try every possible case, but it takes a long time on
a classic computer. Yet for a quantum computer it represents nothing. If we had a 4099 ideally stable
quantum bit computer, it would break the RSA-2048 in 10 seconds! To be fair, it should be noted that the
most powerful quantum computer has 72 quantum bits (Google Bristlecone) with an error probability of
0.6%. Nevertheless, quantum computing is evolving day by day and is becoming more and more of a threat
to cryptography.

Symmetric cryptosystems are in much less danger from quantum computer attacks than their Asymmetric
counterparts as the best algorithm to break them, Grover’s Algorithm provides only a quadratic speedup,
while this is significant common systems such as AES-128 can deal with this by doubling their key size,
AES-256 is acceptably safe against quantum attacks.

Asymmetric Cryptosystems on the other hand are in much more danger, Shor’s algorithm gives exponential
improvement over classical methods for both the Integer Factorization, and Discrete Logarithm problems
and even increasing key size by large factors has too little of an effect to keep these systems Quantum-
Proof.

What can be done?

Experts estimate that quantum computers will be strong enough to break encryptions within one to two
decades, thus if you have information which must remain secret for longer than ten years it is important to
start encrypting data with Quantum-Proof algorithms, AES-256 is strong enough to stand against Quantum
Computers, and has already stood the test of time against classical computers, and thus is a good choice in
the Symmetric encryption department, but what about Asymmetric encryption? While there are no fully
tested Asymmetric cryptosystems which can hold their own against Quantum Computers IBM’s
CRYSTALS looks promising, it uses a lattice based mathematical problem at it’s core where numbers are
taken from a pool and added together, while for smaller sets it may seem simple to figure out which numbers
were added together for larger sets it’s nearly impossible to do so in a viable amount of time by classical
computers, and Quantum Computers provide no advantage for solving this problem. There are also other
organisations such as NIST working on proving the efficacy of a Quantum-Proof system.
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Conclusion

While Quantum Computers are a real threat against classical encryptions there are recourses to take such
as increased key size for Symmetric encryption and new algorithms for Asymmetric encryption. Thus while
it is a problem it is not a panic-worthy one and should be handled effectively, without dropping everything
else to work solely on it as other reputable organisations such as NIST and IBM are already working on
viable solutions.
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ABSTRACT: Growing interest and need in technology made it necessary to make complicated systems
and entertainment sources right in your device. As suggested in the paper, many of the services use
pseudorandom number generators as services. In this paper, it is described how PRNG started off and its
use in the current modern world, as well as its vulnerabilities and Cryptographically secure PRNGs.
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PRNG

A PRNG (pseudorandom number generator) is an algorithm for generating a sequence of numbers whose
properties approximate the properties of sequences of random numbers. The PRNG-generated sequence is
not truly random, because it is completely determined by an initial value, called the PRNG's seed (which
may include truly random values). Although sequences that are closer to truly random can be generated
using hardware random number generators, pseudorandom number generators are important in practice for
their speed in number generation and their reproducibility.

PRNGs are central in applications such as simulations, electronic games and cryptography. Generating
random numbers is an essential task in cryptography. Random numbers are necessary not only for
generating cryptographic keys, but are also needed in steps of cryptographic algorithms or protocols (e.g.
initialization vectors for symmetric encryption, password generation, nonce generation, ...). In a PRNG
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with input, one only assumes that users can store a secret internal state and have access to a (potentially
biased) random source.

EARLY STAGES OF PRNG

An early computer-based PRNG, suggested by John von Neumann in 1946, is known as the middle-square
method. The algorithm is as follows: take any number, square it, remove the middle digits of the resulting
number as the "random number", then use that number as the seed for the next iteration. For example,
squaring the number "1111" yields "1234321", which can be written as "01234321", an 8-digit number
being the square of a 4-digit number. This gives "2343" as the "random" number. Repeating this procedure
gives "4896" as the next result, and so on. Von Neumann used 10 digit numbers, but the process was the
same.

A problem with the "middle square" method is that all sequences eventually repeat themselves, some very
quickly, such as "0000". Von Neumann was aware of this, but he found the approach sufficient for his
purposes and was worried that mathematical "fixes" would simply hide errors rather than remove them.

Von Neumann judged hardware random number generators unsuitable, for, if they did not record the output
generated, they could not later be tested for errors. If they did record their output, they would exhaust the
limited computer memories then available, and so the computer's ability to read and write numbers. If the
numbers were written to cards, they would take very much longer to write and read. On the ENIAC
computer he was using, the "middle square" method generated numbers at a rate some hundred times faster
than reading numbers in from punched cards.

The middle-square method has since been supplanted by more elaborate generators.

A recent innovation is to combine the middle square with a Weyl sequence. This method produces high-
quality output through a long period (see Middle Square Weyl Sequence PRNG).

Also In the second half of the 20th century, the standard class of algorithms used for PRNGs comprised
linear congruential generators.Linear congruential generators (LCGs) are a class of pseudorandom number
generator (PRNG) algorithms used for generating sequences of random-like numbers. The generation of
random numbers plays a large role in many applications ranging from cryptography to Monte Carlo
methods. The quality of LCGs was known to be inadequate, but better methods were unavailable.

PROBLEMS WITH PRNG

In practice, the output from many common PRNGs exhibit artifacts that cause them to fail statistical pattern-
detection tests. These include:

e Shorter-than-expected periods for some seed states (such seed states may be called "weak" in
this context);
Lack of uniformity of distribution for large quantities of generated numbers;
Correlation of successive values;
Poor dimensional distribution of the output sequence;

11



Scientific and Practical Cyber Security Journal (SPCSJ) 4(4): 10-14 ISSN 2587-4667
Scientific Cyber Security Association (SCSA)

e Distances between where certain values occur are distributed differently from those in a
random sequence distribution.

Defects exhibited by flawed PRNGs range from unnoticeable (and unknown) to very obvious. An example
was the RANDU random number algorithm used for decades on mainframe computers. It was seriously
flawed, but its inadequacy went undetected for a very long time.

In many fields, research work prior to the 21st century that relied on random selection or on Monte Carlo
simulations, or in other ways relied on PRNGs, were much less reliable than ideal as a result of using poor-
quality PRNGs. Even today, caution is sometimes required, as illustrated by the following warning in the
International Encyclopedia of Statistical Science (2010).

The list of widely used generators that should be discarded is much longer [than the list of good generators].
Do not trust blindly the software vendors. Check the default RNG of your favorite software and be ready
to replace it if needed. This last recommendation has been made over and over again over the past 40 years.
Perhaps amazingly, it remains as relevant today as it was 40 years ago.

consider the widely used programming language Java. As of 2017, Java still relies on a linear congruential
generator (LCG) for its PRNG, which are of low quality.

One well-known PRNG to avoid major problems and still run fairly quickly was the Mersenne Twister,
which was published in 1998. Other higher-quality PRNGs, both in terms of computational and statistical
performance, were developed before and after this date; these can be identified in the List of pseudorandom
number generators

An Ethereum lottery game, 1000 Guess, had a vulnerability that it generated predictable random numbers.
This game decides a winner by a random number when the number of players who bet on the contract
reaches to the predetermined number. The contract generated the random number using Sha256() function
with private variables and the current block variables, such as block.timestamp, block.coinbase and
block.difficulty. However, they are easily readable. First Private variable is accessible by using
web3.eth.getStorage AT command. Second, it is well known that block variables can be easily manipulated
by malicious miners. So hackers certainly capitalized on it and got a lot of profit from the service.

CRYPTOGRAPHICALLY SECURE PRNGS

A PRNG suitable for cryptographic applications is called a cryptographically secure PRNG (CSPRNG). A
requirement for a CSPRNG is that an adversary not knowing the seed has only negligible advantage in
distinguishing the generator's output sequence from a random sequence. In other words, while a PRNG is
only required to pass certain statistical tests, a CSPRNG must pass all statistical tests that are restricted to
polynomial time in the size of the seed. Though a proof of this property is beyond the current state of the
art of computational complexity theory, strong evidence may be provided by reducing the CSPRNG to a
problem that is assumed to be hard, such as integer factorization. In general, years of review may be required
before an algorithm can be certified as a CSPRNG.

Some classes of CSPRNGs include the following:
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stream ciphers
block ciphers running in counter or output feedback mode
PRNGs that have been designed specifically to be cryptographically secure, such as Microsoft's
Cryptographic Application Programming Interface function CryptGenRandom, the Yarrow
algorithm (incorporated in Mac OS X and FreeBSD), and Fortuna

e combination PRNGs which attempt to combine several PRNG primitive algorithms with the
goal of removing any detectable non-randomness

e special designs based on mathematical hardness assumptions: examples include the Micali—
Schnorr generator, Naor-Reingold pseudorandom function and the Blum Blum Shub
algorithm, which provide a strong security proof (such algorithms are rather slow compared to
traditional constructions, and impractical for many applications)

e generic PRNGs: while it has been shown that a (cryptographically) secure PRNG can be
constructed generically from any one-way function, this generic construction is extremely slow
in practice, so is mainly of theoretical interest.

It has been shown to be likely that the NSA has inserted an asymmetric backdoor into the NIST certified
pseudorandom number generator Dual EC DRBG

Most PRNG algorithms produce sequences that are uniformly distributed by any of several tests. It is an
open question, and one central to the theory and practice of cryptography, whether there is any way to
distinguish the output of a high-quality PRNG from a truly random sequence. In this setting, the
distinguisher knows that either the known PRNG algorithm was used (but not the state with which it was
initialized) or a truly random algorithm was used, and has to distinguish between the two.The security of
most cryptographic algorithms and protocols using PRNGs is based on the assumption that it is infeasible
to distinguish use of a suitable PRNG from use of a truly random sequence. The simplest examples of this
dependency are stream ciphers, which (most often) work by exclusive-or-ing the plaintext of a message
with the output of a PRNG, producing ciphertext. The design of cryptographically adequate PRNGs is
extremely difficult because they must meet additional criteria. The size of its period is an important factor
in the cryptographic suitability of a PRNG, but not the only one.
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CONCLUSION

According to our research, we confirm that PRNG is truly extremely useful and reliable to use. From
computer science to Gambling, It is relevant in various industries, But you should always use the secure
PRNG algorithms to ensure that your business doesn’t collapse because of the parasites that want to exploit
you. As the technology advances PRNG will advance too, and we will get closer and closer to true
randomness.
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ABSTRACT: In this paper, we went over the basic principles of key usages in cryptography and its
importance in security. We also reviewed the RSA algorithm, which is used by modern computers to
encrypt and decrypt messages.

INTRODUCTION

Encryption is a process that encodes a message or file so that it can be only be read by certain people.
Encryption uses an algorithm to scramble, or encrypt, data and then uses a key for the receiving party to
unscramble, or decrypt, the information. The message contained in an encrypted message is referred to as
plaintext. In its encrypted, unreadable form it is referred to as ciphertext.
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Basic forms of encryption may be as simple as switching letters. As cryptography advanced, cryptographers
added more steps, and decryption became more difficult. Wheels and gears would be combined to create
complex encryption systems. Computer algorithms have now replaced mechanical encryption.

What is an encryption key

An encryption key is typically a random string of bits generated specifically to scramble and unscramble
data. Encryption keys are created with algorithms designed to ensure that each key is unique and
unpredictable. The longer the key constructed this way, the harder it is to break the encryption code.

Two types of encryption algorithms can be used by the encryption key server: symmetric algorithms and
asymmetric algorithms.

Symmetric-key encryption

Symmetric-key algorithms use the same keys for both encryption and decryption. The keys may be identical
or there may be a simple transformation to switch between the two states. The Caesar and ROT13 ciphers
above both use a symmetric-key.

The key acts as a shared secret between two (or more) parties that can be used to send private information
that cannot be read by anyone without a copy of the key. The main drawback here is the chicken and egg
problem of sharing the secret key. Without a secure channel the key cannot be shared, but without the key
no secure channel can be created. In times past this meant meeting in the real to swap a physical copy of
the key, the only way to secure against anyone listening in. However, in 1976 a new method was published,
allowing this to be done securely online.

Symmetric Encryption
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Secret Same Key Secret
Key Key
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T6=#/>B#1 .

ecryption
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—'
Plain Text Cipher Text Plain Text

Asymmetric-key encryption
Asymmetrical encryption is also known as public key cryptography, which is a relatively new method,
compared to symmetric encryption. Asymmetric encryption uses two keys to encrypt a plain text. A public
key is made freely available to anyone who might want to send you a message. The second private key is
kept a secret so that only you know. A message that is encrypted using a public key can only be decrypted
using a private key, while also, a message encrypted using a private key can be decrypted using a public
key. Security of the public key is not required because it is publicly available and can be passed over the
25
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internet. Asymmetric key has a far better power in ensuring the security of information transmitted during
communication.

Asymmetric Encryption
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RSA Algorithm

RSA algorithm is a public key encryption technique and is considered as the most secure way of encryption.
It was invented by Rivest, Shamir and Adleman in year 1978 and hence name RSA algorithm.

RSA works by generating several different encryption keys.Two of those encryption keys are based on
large prime numbers.Some math is done on these prime numbers using a one-way function — a
mathematical operation that is easy to perform but which cannot be reversed if the answer and only some
of the starting information is known. This gets a shared value which allows one of the prime numbers and
it to be distributed as a public key, and one of the numbers and it to be kept secret and used as
the private key.

Messages encrypted with the private key can easily be decrypted by the public key, which demonstrates
that the person who did so holds the private key. This is used for signing messages.

Messages encrypted with the public key can only be decrypted by the private key — this allows the
encrypted message to be transmitted over unsecured methods.

Key Security's Importance

Why is key security so important? To explain, let's look at a fundamental principle of cryptography, the so-
called Kerckhoff's principle. According to this, security of a cryptosystem is not dependent on the security
or confidentiality of any of its parts, but on the key(s) and the key(s) only. Consequently, a communication
security problem is essentially a key management problem, as maintaining key security falls into the very
definition of key management. Thus, good design of a cryptosystem, which should basically guarantee the
complexity of its security, should eventually boil down to the efficient protection of a few cryptographic
keys. There are three elements into which key security is divided:key confidentiality or key secrecy, key
authenticity or verification of key sender identity, authorized use of the key or permissible use of the key

Cracked: 30 Year-Old Cryptography System
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Dublin City University (DCU) researchers, Neill Costigan, PhD student at DCU and funded by the Irish
Research Council for Science, Engineering and Technology (IRCSET) and Prof Michael Scott member of
the Science Foundation Ireland (SFI)-funded Shannon Institute of Cryptography, have successfully cracked
a crypto system published thirty years ago by coding theorist Robert J] McEliece.

The crack which was accomplished using resources at the SFI-Funded Irish Centre for High End Computing
was announced at the Post-Quantum Cryptography conference in Cincinnati, USA on Saturday 18 October.

Quantum computers will break current public key algorithms such as RSA. McEliece's system is not
affected by quantum computers and is a leading candidate for future public-key cryptography. The
successful attack shows that the originally proposed key sizes for McEliece's system are too small and need
to be increased.

The DCU success was part of a coordinated attack by cryptographers in five countries. The attack was led
by Prof Tanja Lange and Christiane Peters (Eindhoven Technical University, TU/e) and Prof Daniel J
Bernstein (University of Illinois at Chicago), who recently published a paper claiming that a practical attack
on McEliece's system was feasible with their new software.

Costigan and Scott ran the software at ICHEC for 8000 CPU hours and achieved the first break on
Wednesday 2nd October 2008. Other countries ran the software for a total of 200000 CPU hours but did
not have the luck of the Irish.
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ABSTRACT: Today, the information war is a total phenomenon where it is impossible to determine
its beginning and end. This is the existence of a struggle between states with the help of information
weapons, that is, it is open and hidden targeted informational influences of states on each other in
order to gain an advantage in the material sphere, where informational influences are influences by
means of such means, the use of which allows you to achieve your goals. Four approaches to the
definition of information war are described, containing political, legal, socio-economic, and
psychological actions, involving the capture of the enemy’s information space, the destruction of his
communications, deprivation of means of transmitting messages, etc., as well as conceptual issues and
the basics of network-centric theory control systems and the organization of military operations and
cyber actions or cyber war. The implementation of the cybernetic approach strategy for organizing
actions during military operations was studied to obtain the maximum effect from the impact on three
areas - moral, mental, physical, and the sufficiency of such an approach to increase the mobility,
accuracy and firepower of weapons was determined. Also investigated the effect on the most
vulnerable objects using the system of the cybernetic approach, which allowed to assess its application
in modern conditions of development of strategy and tactics of the struggle in the information field.

KEYWORDS: informational-psychological influences, informational warfare, informational
weapons, informational field, strategy, cybernetic warfare, cyber actions.

At all stages of human civilization development, information was both the most important object and a
means of fighting between people, nations, and states. Individual facts of influence on a wide audience
can be revealed throughout the history of society. It is clear that in different periods, the intensity of
the use of certain influence methods, as well as the perfection of its organization, are very different.

The politics of information warfare and the use of information influences emerged from the earliest
times, but it should be noted that a systematic study of these phenomena only began in the twentieth
century. However, the first attempts to investigate these topics took place in ancient times. Among the
scholars of ancient times we should mention the works of Aristotle [1], Sun Tzu [2]. In the
Renaissance, N. Machiavelli worked on this problem, publishing the book "The Prince" [1]. It is well-
known fact that Princess Olga took trip from Kiev to Constantinople, but neither Byzantine nor
Russian sources explain the reason and purpose of such a long journey. The realization of
informational influences (concealment of information; its partial submission and others) was recorded
by the chronicler in the territory of Ukraine during the times of Kievan Rus. The militant prince
Svyatopolk reported in advance about his campaign, but kept the direction and forces he planned to
use in secret. This was done to start the panic in the state of the enemy troops and quickly defeat him
[3]. In the nineteenth century. K. von Clausewitz addressed the issue of information confrontation in
the book "On War" [4]. During the XX-XXI centuries. many scientists from all over the world have
been very productive in these issues and have achieved considerable success. The first documented
research on the theory of information warfare is the work of Martin Libicki "What is Information
Warfare?" Great contribution to the development of information warfare has been made by American
scientists: Z. Brzezinski, D. Boyd, D. Warden, V. Linda, A. Sebrovski, D. Garstka, J. Stein, G.
McLuyen, and also Russian: S. Rastorguev , S. Kara-Murza, A. Manojlo, 1. Panyarin, S. Makarenko
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and others. In addition, among Ukrainian researchers the following should be noted: G. Pohentsov, O.
Litvinenko, V.V. Ostroukhova, V. Lipkanya, L.F. Kompantsev, R. Grishchuk and others.

The term “information warfare” introduced Chinese theorist Shen Wenguan [5,6]. And one of the first
to write about the phenomenon of information wars publicly was M. McLuhan in 1960. Even then, it
was known that the Cold War is being waged with the help of information technology, since it has
been fought with the help of advanced technologies during the whole war.

It should be noted that the hybrid war was the invention of Eugene Messner, a White Guard colonel
who was chief of staff at the Cornillian Division. He developed the theory of rebellion-war. In 1967,
he published a book called “The Third World Theory”, in Argentina. The General Staff of the Soviet
Union began to implement and develop this concept in the late 70's - early 80's of the XX century. In
fact, consideration of hostilities and their organization from the standpoint of military cybernetics were
formulated by M. Ogarkov during these years. Russia has adopted this concept and is now using it [6].

Information warfare is a total phenomenon where it is impossible to determine its beginning and end.
It is the existence of a struggle between states with the help of information weapons, that is, it is open
and hidden purposeful informational influences of the states against each other, in order to gain
advantage in the material sphere, where the informative influences are influences by such means, the
use of which allows to achieve the intended goals.

In [8] it is noted that there are now 4 approaches to the definition of information war:

— The first approach treats it as a set of political-legal, socio-economic, psychological actions
that involve seizing the enemy's information space, destroying its communications, depriving
the means of communication, and other similar purposes;

— In the second approach, information warfare is the most acute form of confrontation in the
information space, where the qualities of interaction such as uncompromising, high intensity
of dispute and short duration of intense rivalry are of paramount importance;

— in the third approach, information war is interpreted as a form of providing and conducting
military force through the most modern electronic means;

— The fourth approach identifies information wars as cyber wars.

For the first time, the conceptual questions and foundations of the theory of the network-centric
system of management and organization of combat and cyber-war were implemented in the US
military doctrines "Joint Vision 2010", "Joint Vision 2020". The main aspects of taking a state under
external control for the realization of its interests by suppressing the will of the victim population and
government to resist through the use of a wide range of innovative technologies that are
comprehensively applied were described in a 1989 article by William Linds “The Face of War,
Changing: on the way to the fourth generation ”’[9]. Major in the fourth-generation wars, according to
Linda's views, is the fault of cultures, the initiation, support and nourishment from the outside, and the
organization within the state of psychological and information pressure on its population and
leadership, taking them under external control and management, creating the conditions for their
emergence and promotion. growth in the country of socio-economic chaos and the very depletion of
military, financial and other resources [9].

Targeted all-inclusive aggressive attacks on traditional cultural, historical and other values of the
population, on the reputation of the most effective leaders of state and state-military administration.
Creating conditions to harm education, culture, education of citizens. Starting "low intensity conflicts"
with the participation of external, internal and theoretical forces on the victim territory.

The implementation and strategy of the cybernetic approach (Boyd's cybernetic cycle) to organize
actions during military operations to maximize the impact on three areas (moral, mental, physical) was
carried out by John Boyd during Operation Desert Storm in 1991. He considered war as a combination
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of these three components: the destruction of the will of the enemy, the undermining of the common
faith and common views; actions to distort and create perceptions of the enemy of reality based on
misinformation and to create misconceptions about the situation; the destruction of the enemy's
physical resources (weapons, manpower, infrastructure and supplies). At the same time, he proposed
to consider all actions of his forces and the forces of the enemy within the cybernetic cycle, which has
four processes in its structure: observation, orientation, decision, action ("Boyd's loop"), which,
according to the author, reproduces itself and is self-regulating [9].

Based on the works of Boyd and his followers, the following tenets of the theory of OODA (Observe -
observe, Orient - orient, Decide - decide, Act - action) [7]:

1. Counterparty military activities (combat operations) are carried out in the same cyber cycles of
OODA.

2. The main elements of the OODA cycle are as follows:

— observation - gathering information from internal and external sources;

— orientation - formation of a set of possible plans (options) and evaluation of each of them
according to a set of criteria;

— decision - choosing the best action plan for practical implementation;

— action - practical implementation of the chosen action plan.

3. The OODA cycle is a model of military activity of individuals and organizations for war and
conflict of all levels (tactical, operational and strategic).

4. Directions for winning (gaining competitive advantage):

— reduction of the OODA cycle execution time;
— 1improving the quality of decisions made in the cycle.

5. Increasing the speed of all four elements of the OODA cycle is the main way to achieve victory.

Among the four stages of the OODA cycle, three are directly related to information processing and
computer technology. The fourth stage (action) is generally "kinematic" and involves the movement in
space, defense and defeat of the enemy on the basis of combat.

In order to maintain the timeframes of the OODA cycle of action of their forces and to provide a
higher tempo of battle, it is necessary to accelerate all four stages of the cycle that are being
implemented. Throughout the twentieth century, all efforts by scientists, engineers, and the military
have been directed toward improving weapons and technology in the kinematic portion of the OODA
loop. These efforts have resulted in increased mobility, accuracy and firepower of the weapons.
However, at the present stage, the technological boundary of the kinematic part of the OODA cycle
has come - more powerful weapons inflict acceptable acceptable damage, while faster and more secure
weapons platforms and means of delivery deliver a striking target to the target. Due to this, there is a
need to improve other stages of the OODA cycle.

Since the first three stages of the OODA cycle are directly related to the processes of gathering,
distributing, comprehending, analyzing, and making decisions based on the information obtained, the
faster the information is collected, distributed, analyzed, and perceived, the faster the decision is made.
Speed and correctness of decision making are most important in today's real combat. This gave
impetus to the development of the concept of network-centered military activity.

The issues of systematic disruption of government and the functioning of the state were proposed and
implemented during the preparation of Operation Desert Storm in 1991 by Colonel US Air Force. He

30



Scientific and Practical Cyber Security Journal (SPCSJ) 4(4): 28-34 ISSN 2587-
4667 Scientific Cyber Security Association (SCSA)

developed a systematic, cybernetic approach to modern combat operations, calling it "effect-based
operations" that took into account J. Boyd's developments and further developed the cybernetic
concept of a network-centric organization of actions with elements of systems restriction theory.
According to this concept, there are five main segments: the armed forces, the population,
infrastructure, life support systems, military and political leadership - vital to any state. Each state has
its unique places in them - vulnerabilities ("centers of gravity". Their correct identification and
destructive impact on them leads to the effect of systemic "paralysis" of the state in certain spheres or
as a whole.

The central ring of such a system is its most vulnerable object (Fig. 1). Less vulnerable objects in
degree, but no less important in value are closer to the outer ring. It is worth noting that J. Warden
states that each component has its centers of gravity [10].

Impact on such centers causes changes in the management processes of the objects of influence and
consequently affects the whole system. Typical of such a theory is that the degree of influence of the
center of gravity on the whole system depends on the degree of its closeness to the central ring.
According to J. Warden's theory, the objects of influence are the connections between the rings and the
connections within the rings themselves. Thus, the differentiation of subjects or objects of influence on
the rings allows them to identify those that are related to the critical cybernetic infrastructure. It is this
differentiation that allows them to be perceived as a coherent whole. This ensures that objects
(entities) with critical cyber infrastructure are first exposed and then broken. And the tools or means of
influence are political, informational, economic and military, which affect objects or centers of
gravity.

At the heart of J. Warden's model is the state's military and political leadership, national leaders, which
are a critical component of the national security architecture and surrounded and protected by four
other rings. The second ring is the system of life support, production, factories, banks, which during
the war are vital for the functioning of the military-industrial complex. State infrastructure - roads,
railways, power lines - create a third ring. The fourth ring is the society (population), and the last, fifth
outer ring is the armed forces [7, 10].

This model is implemented as the scheme "war from the middle to the outside." However, the US
scheme works well in conflict zones where the armed forces are viewed by the local population as an
external aggressor.

In contrast to this model, Russia has for a long time received support from the local population in the
Crimea and significant military formations of the Black Sea Fleet, which were never perceived as an
enemy (Fig. 2).

Russia has exerted a long-lasting and consistent influence on the population of the ARC in order to
perceive Russian servicemen as defenders of the population and to correct a "historical mistake"
regarding Crimea's belonging to Ukraine. Then began to exert influence on the leadership of the
Autonomous Republic of Crimea and the city of Sevastopol, and after that - mass information and
psychological influence on the personnel of the Armed Forces of Ukraine. The main objects of the
transport infrastructure and the life support system were taken under control. The efforts of the
Russian Federation to launch a campaign for the introduction of the Armed Forces into the Crimea
were accompanied by actions that had all the characteristics of an information and psychological
operation prepared and thought out for the purpose, measures and consequences of an information and
psychological operation aimed primarily at a Russian audience and, on the other hand, Ukrainian and
Western audiences [6]., 11, 12].

The "hybrid war" tactics applied by Russia in the Crimea were also extended to the southeastern
regions of Ukraine (Fig. 3).
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The main impact was focused on populated regions. The next influences were government
infrastructure and life support systems, respectively. The fourth and fifth circles of influence were the
Armed Forces and the military-political leadership of Ukraine [11, 13].

The peculiarity of conducting information-psychological operations in Russia in the south-east of
Ukraine is the constant search and use of up-to-date information drives capable of forming the
necessary civic opinion. Recently, there has been a tendency to expand its influence on areas
previously uncharacteristic of information confrontation, namely the revision of the history of
statehood of Ukraine and Russia and interconfession relations.

It should be noted that the information war against Ukraine is aimed not only at loosening the situation
inside the country, but also at creating a negative image of Ukraine in the world. This process started
in 2005 during the first gas war. At the time, Ukraine was successfully portrayed as a dishonest, and at
least dubious, gas transporter, despite the fact that for decades Ukraine had never allowed the
disruption of natural gas supplies to Europe. Significantly, at the same time as these accusations,
Russia emphasized the need to build gas pipelines alternative to the Ukrainian system. In addition,
Ukraine's allegations of gas theft were not substantiated by specific facts [14].

It should be noted that in recent years Ukraine has become the target of powerful information attacks
from Russia. Among the most striking examples of such a war is the imposition of the idea of
federalization, giving the Russian language the status of a second state language. At different times the
list of leading topics, such as the problems of the Black Sea Fleet, the problems of the fuel and energy
complex, the problems of the Crimea, as well as the activities of political organizations such as the
Right Sector, UNA-UNSO, changed.

For the first time, Ukraine was defeated in this war by spreading and misrepresenting that Ukraine was
incapable of holding and servicing nuclear weapons, resulting in Ukraine voluntarily losing its nuclear
status, losing its influence in the international arena.

And then there were the cluster scandal, gas wars between Ukraine and Russia, allegations of selling
Kolchug to Iraq, and weapons in the Russian-Georgian war. It should be noted that in the years of
independence, Ukraine has never worked ahead, took an active position, and always defended itself
against information and psychological attacks.

It should be noted that what has been done by Russian media technologists on the territory of Ukraine
in recent years has often not been considered as a threat to national security, and the demand of the
Ukrainian population for Russian television programs has not caused fears of the Ukrainian authorities
that their review will eventually lead to destructive and destabilizing influence on the consciousness of
citizens, and through their consciousness - to change the attitude towards Ukraine itself.

And it is really clear that Russia does not spare the finances for the information war, provides
information that the state is falling apart, that Ukraine is run by radicals, fascists, “Banderas”, Nazis,
junta, who are committing mass riots, vandalism, and the most terrible - they are killing people on the
streets, burning Communist houses , "Regionals" and Russian-speaking citizens.

Today the Russian-Ukrainian information war is open. However, Russia also conducts information
attacks and actions against other states.

Yes, advocacy companies were previously seen as an ideological tool for promoting concepts. For the
first time, Russia's propaganda campaign was also viewed as promoting the idea of a Russian peace.
The new quality is that it is not only an advance of ideology, but also a tool of war. In addition, it was
not clear until recently what Russian propaganda was. Now the picture has cleared up, it is a
multifunctional tool with the highest level of expertise, which involves not only trolls operating in
Europe, the US and most in Russia, but also a large group of experts who perform in-depth analysis of
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urgent situations and respond very quickly to them. And it is an analysis of both psychological,
political and military.

Only now have the European Union countries begun to wake up. They began to realize that in 1981
they had practically completed their activities to counteract the Soviet Union on the information front.

The House of Lords of the British Parliament noted that intelligence and foreign policy analytics of the
West had lost the war to Russia, underestimating the directions of its development, and only events in
the Crimea and the Donbass made it possible to understand that nothing had changed. Russia has
inherited the entire system of the Soviet Union and very well uses information as an element of state
power, while the West has actually disarmed itself.

In addition, it appears that the influence on the Western media and institutions is actually exercised by
Russia. It also bribes tens of millions of dollars from journalists and European politicians. And this is
without taking into account projects that have been converted into propaganda tools - television, radio,
newspapers, online publications, as well as a large number of institutes operating in the USA, Europe
and other places. In addition, individual arrangements and agreements with lobbyists.

Therefore, the SERA project was created in the European Union to identify information-psychological
attacks and impacts, control, collect, analyze and repel or to bring Russian propagandists to the clean
water in Europe. The program brings together leading journalists, activists and media analysts from
European countries who use their expertise to develop an analytical tool to effectively address Russian
misinformation at the strategic, conceptual and institutional levels [15].

Thus, an incredibly powerful information war is being waged on Ukraine. Therefore, it is necessary to
develop a strategy and tactics for fighting in the information field.

In addition, it should be borne in mind that in modern conditions the nature of the armed struggle has
changed significantly - it has become a "hybrid war".

The emphasis of the armed struggle is shifting towards the practical implementation of information
technology. At the same time, information and psychological operations, attacks, actions and actions
are becoming increasingly important in achieving political and military goals.

Underestimation of the capabilities of information and psychological weapons, counteracting
influences and features of a particular territory can be fatal in the further aggravation of the military
and political situation around Ukraine.
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ABSTRACT

Control on legality of the covert investigative actions by the law enforcement agencies is
important for any democratic state in accessing the electronic communications identifying data.

Article 15 of the Constitution of Georgia protects one of the most sensitive areas of human
personal life - rights to personal and family privacy, personal space and privacy of communication, which
is inviolable from any unjustified interference by the State and private individuals. Accordingly, the
Constitution of Georgia guarantees the right to protection of the privacy of a person and establishes a
formal, procedural precondition for the executive authority not to restrict these rights without judicial
supervision.

The right to inviolability of privacy may also be restricted in the democratic state for the
attainment of the legitimate aims envisaged by the Constitution, but with the obligatory observance of the
condition, that interference with the rights for achievement the goal shall be effected in a manner
necessary and proportionate.

The protection of this right becomes even more urgent when it comes to the processing of
electronic communication identifying data by law enforcement agencies for the covert investigative goals.

Law enforcement agencies are permitted by law to carry out operative and covert investigative
activities, thereby there is the risk of their inappropriate use, so effective supervision of their activities
significantly supports the protection of human rights from unjustified and ungrounded interference.

Given the urgency of the issue, the paper deals with the scope of the powers of supervisory bodies
in the conduct of covert investigative activities by law enforcement agencies in Georgia as well as the
powers of the European Data Protection Council with regard to the control of personal data protection
throughout the EU.
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90g890909d0L  39bbMM 309w gdoL  MMYBHs30560 JwgdBHOMbMmo LobGgds s 39MLMbsw e
9mbs3gdms o330l 0bL3gBHMOL,"  Hobslifo®o  sbbBIMdOL  bszzws®, dogbos BsGrmwro

»059oMMZGMl SHOWRAIBOS 0MOOLEHMS SBME0S305”, 5503 ,L535MI00560 5MBY36900Ls s JBMIMIGOOL
L59gM005dMOHOLM LsHMYSEMYDS” s 5503 ,500500560L MBWGdsMS 396EHMO” LodoMMNZgEml JsMEsTgbE L
ffobso08gy)-

18 1OgoMmM3gML Lo3MBLEOEBHMEOM LobsdsMmMEWML  goafyzgBowgds, N 1/1/625, 640, LsgsGozgwml
Lobogobm 09339000, LodoMmgzgarml  dmdoesdggdo - 30mMao dOxsbsdg, @o3s boxs0s, 30mM0
AM3E000dg, om0 Jobdwsdg, 4omMao Bo@odg, wsds Gwmwydo, B300© JmModyg, 9503 ,3mbO Moo
Lobmasmgds  boJoMmzgem®, 9503  ,LogOMETMMOLM  299330030¢mMds - LdJoBMZgEM”, 8503
L05949OMZgel  boErFoBO@e  0MMmOLEMS  SME0sE0s Y, 9503  ,LsBsGMEosbo  9MBg3bgdols s
©99m3M5E00L LygMHMSAMMOLM LaBMYIMGIS“ s 5503 ,50580560L MGEIGdsMs FI6GHMO™ LogoGmzgeml
356153963 0L obssmdgy, J.0smmdo, 14 s3Mowro, 2016;

19 296050@JO00  doMwMO  LogoMmzgEml  35bmbol  3GMmgdBbg Lobberol LsdsGmEol  LadMmiEgle
30m9Judo  33womqgdol  dgBsbol  dglsbgd,  https://info.parliament.ge/file/1/BillReviewContent/141417
[f30mdol mstopo: 07.03.2020]

* 2019 feool 1 03wolbo@sb 39OLmbsme dmbsggdms o330l 0bL3gEHMMOlL bosggwo dogmomgds
Lobgerdfogm 0bL3gdEM®oL LsdLabwGmo, FqLodsdoLOL bs3sbmbdwgderm E3w0EGdYd0 ASBbMM30gEP©s
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Logodmdogdm  8mddggdol  obbm®mEogwgdol  3mbEGHMmol  gargd@®mmbmeo  Lolidgdol
09939md00 d9hgMgd0l MBgds. 99oddbs sbowo m®mysbm Loxs®m LodsOMEOL 09MHOOO
3060 - BogdoMmmM39emb M39M030v-39d0032796M0 LosagbG™ (LooagbE™),s0 HMAgeros LlLz-ob dg-3
dmbeol 32-9 bsfowol ,,579393mbJGHol Fglsdsdols, Lo@gwgnmbm 3mdmbogzsgool BsGwwo
9094096500900 s BsfgMol Bo@smgdol 9du3wbom@mo MRwgdsdmlioggdols dJmby m®mysbms.si
00b0dbmo bosagbB™m s Fbmem© FrmdL 39db03zme Bsdwswgdgdl Fstrmero dmlidgbgdol
239BLObMOE30ggdWsE, 9M9dgE  3sbbolidygdgwos 53  LoLEYIOL  BMbI30MmboMYdSBY, Gro
90Bbomsg ol Jdbol Fglsdsdols 3MMyMsdMe YBOMB3gwYmasl s 2obsmagligdl 3Hgdbozme
Lodmoegd9dLs.

LodoMm39WMl  35MEsdgbBHolL  doge  Lolberol  LsdsGomwo  LadMmEgbm  3mEgdbdo
2396bMO309WgdMwo 3300 gdgdol  Fggyo 1433 dmberols 99-5' Bofoerol  msbsbdsco,
Lo@gagxnmbem  30m3mb035300L B0  F0yMogdol dglobgd  dmbods®meols  gsbBobgdols
999 BOMbMo 9aHgd3smol Lobgwdfoxzm 0bbdgd@m®mobmzgol 3OHmyMmsdmws dofimpgdol
Q5LGHMMGOOLMsDS39 LooagbG™ 0fggdl Lodgurgzmbm 3m3wbo 35300l B JogwmEmogdsls
5 Bofgmsl. s0bsbodbogos, MM gaergdBH@mbomo 9aHgdd3wsmol dofimmgdol smbodwmwo Fqlo
0mddgqdl 00  dgdobggzedo,  MHmELyg  39dmoygbgds  LESEombstrmwo  Fgdbozm®o
99L5dEgOMDS.52

50bob60d65305, MHMI  Lobberol  LsdsGEOl  LadMmmEglcm  3mEgdbo  2oblobL3M3L
d9L50530L0  MRWIGOSTMVBOWGdOL  TJmbg  Lobgwdfomm  MmOABML  3oeEdEgdLl, BT
Lo@gargxnmbem  303mb0o35300L  BoMEo  JoymMogdols s Bsfgmol  MBEOblgwlisgmas,
LooE LogdommMzgaErml 0/)MHOLEOJ305 3MEIXYdS, 358Mm0Yggbml 30FMbo3sE00l Mgs®H MmAdo
9339000 LESE0MbIOWWO b Bobg3zMo LBGsEOMbIOMEO 39d60379M0 TglodergdEMds.s3

15396mb8gd™  (33e00WgdgdOL  FJgR9E, Lobgwdfoxm 0bl3gdGHmmol  Lsdlaby®U,
OMamO3  BOMEo  Boasdmdogdm  dmddggdgdbg  Bgsdbg3zgee  MmMsbml,  dogbodo
Log0dmdogdm dmgdggdgdols 390Y39)0L0 Qo d9hg69d0L R905dMBOEGDs.54
396mb8gdemdom P Tol RN eTuZsION Lobgardfogm 0bL3gdBHmeol BodLobwGol
MRE905dmB0Eg09g00 BoMME0 Lo sdMd0gdMm Imddg9dgdol Bs@oMgdol 3mb@mmemol bggmmdo
@5 bobgdfiogm  0bldgd@m®l  8ogbos  MBEgdsdImbowgds  obsbMmOE0gMl  BsGwo

LogdoMmmM39ml  LolbEol  LsdsBrOl  LadMmmEgbem  3mgdudo, Lolzsbmbdgdarm dogby Ne3276-MU,
21/07/2018;

50 LOJoMMzgEmlb 396mbo ,Lox MM LsdsGmMWOL 01MHOEOWo 3000l — LodsMmMZgEML  M3gMoE -
3995032960 Lo53gbEGHML FgLabgd®, s 396mbIadwrm 95369, 22/03/2017;

51 bOgoMm™M39w ML LolbEOL LsdsMmMEOL LadMHmEgbm 3mgduo, d9-3 dMberols 32-g boffowob ,57d393w96dFo0,
Lo306Mmbdgdm 85369, 09/10/2009;

52 0939, 1433-q dmbero, 39-51 Bsforo, Lozsbmbagdwm 536y, 09/10/2009;

53 0939, 1433-9 dmbero, 99-4 bsfjoo, Lo3zsbmbgdwmm ds3by, 09/10/2009;

54 LOJoO™MZgEoml  3obmbo  ,Lobgadfogzm  06L3gdBHMGOL  LsdbabGol  Fglobgd®, 89-16  dmbero,
15396Mmb3gdEm Bo3bg, 21/07/2018;
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Logodmdogdm dmgd990900L Bo@oMmgdols Qo 99dGHOM™bmo 3001bo3s300l
05000963H08030M9d9w  IMbsi3gdms  396GGsME 356300  IbbMOE0gWgdMWO  5gE03MdIdOL
3MbGHOHMo, glgbos: 5) 3MBGHOM®WOL gargd@mmbmeo LolEgdom — dmbsigdms ©sdwdsgzgdols
396mb0oggds; d)  3MBGHOMOolL  L3gEosmo  gwgdBHdmbywo  LobEGgdom - Imbsggdoms
538539008 396Mmb0gMgds; @) IMbozgdms 33390 0l/MBEgdsdMmbowro oMol Jog
9bs399m5 ©539853900L 396MbogMgds (0BL3YdEH0MYds).55

2. 9363538060

59030009090 Bgsdbg39Ww™ds Imbs39005 330l 93MM3MEo 356MmbIIdMBOL
960036garmgsbo  3m33mbgbGos. HmymOdE  93Mm3s380M0L,  oly  93M™m30L  LsdFMb

396mb3qde™mdol dJobggzom, 3gOLmboe® Imbsgdms 38539008 3mbEJuGHTo BoboIMO
30005 MBWIJOJOOLs O M530¥RBGOJOOL EIBH(E3939®, TM30J0J0 LEBYELTBYL3)E ™M
mOobMl 5OBYOMDS 930 YdJ0s. 306506 3gMHMUBsH BMbo3gdms O(33S LY MBREOM
WRO®M  OOMEEOYdS  G0BROMO  39dbmemagdol 2obg0msMmgdlmsh ghme, Fglodsdols
0DMm©9ds LsHYHTHYOZIM MOYBMYOOL GO,

9360™35300030  ©IM30009d9wo  Lobgodbgzgwm  MmmBMGdOL  sOLYOMDS
396LMbsE Imbo3gdms 3308 VBl gOHM-ghm yzgwsbg 36083690356 gegdgbdew
900Bb6935. 5L J0M0MSOE, 930™M353806M0L 3956MbYOMBS 0MZoeolobgdl. 936MM353806M0L
265396 GHO  MBWGdsms  Jo®GHoolb dg-8 dMberol I9-3 3MbJBHolsss s  93MrM3IszdoMOL
53bJ30mboMgdol gbobgd bgwrdgzmrergdol (TFEU) 99-16 dmberol 99-2 3mbJ@ob msbosbds,s?
3960LMbsemEmo dmbo3909900L ©s33s BMBIBGHMEBO0 MBWYdss, bmerm dmbsggdms ©s(330L
5385390008 {gbgdls s 396Mmbogegdsls Mbs 53MmbGHOM®WGdEIL M0 IOJO MMHYSDM.
0mbs3gdms o330l 396MmbBIYdE™MdOL  FguBengdol  3Mmbom,  ©IM30YdGO
L5b9sIHY39M MOABML 3603369 ™dS $005MGOWMWOos 36019(39090G M LsdsBrsEwdogs.

9360370 306mbgdmds  5fglgdl  ©sdM30909w0  BgsTbgl9wMdOL
Inmbmgzbsl, Mmam®i 96093690wm3zsb  d9dsboBdl  dmbszgdms  9B9JBH0bs©  oEgoLIM3OL.

306500  3bm3zMgooL  bgedgmbgdmdol  MRwgdol  I9be3oLLL,  BMYI0WYIIWO
Lobgodbgzgwm  MmGYSbm  Bmbsggdms  bBogd@obm30lL  30M39wo  Ly3mbEsdBH™  30M0o.
MMAMOE 9360035380600, 0l 93MM30L LsdFML 396MmbIEIOXMBOOL MBI, LsBgsTbgL3 LM
Oobml 99gabs L35 YdMEMS. MEM039 BTN GIM030 BMBM 0mM35¢olHobgdL 53 MEYSBML

55 0939, 99-18 Imbero, Lo356mbIgdwm To3by, 21/07/2018;

s6 Charter of fundamental rights of the European Union, Article 8, Official Journal C 364 , 18/12/2000 P. 0001 —
0022, <https://eur-lex.europa.cu/legal-content/EN/TXT/?uri=CELEX%3A32000X1218%2801%29>  [{3comdol
moMopo: 04.03.2020];

57 Treaty on the Functioning of the European Union, Article 16, Official Journal C 326 , 26/10/2012 P. 0001 — 0390,
<https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A12012E%2FTXT> [(300m3ols 0M5MHOMO:!
04.03.20207];

53



Scientific and Practical Cyber Security Journal (SPCSJ) 4(3): 36-65 ISSN 2587-4667
Scientific Cyber Security Association (SCSA)

MRE9059M35egMdoms Bsdmbomgel, GMmIgerog 93mm353d06Mm0L Imbs3gdms o330l BMYswo
6939530530 (GDPR)ss (omdmygboeo bool dlgoglos. 9933565, 890dwgds omdlsl, Gmd
Lobgodbgz9wm MmMABMYd0 BMBI30MmboMgdgb JMMbI0MS©, MMYMOE 93mMm353d0MH0L, 0y
9362300 bodFMb 356MmbIEYdXMdOL Jobgwz0m.

936035380608 356MmbIgdemdsdo  GDPR-0  0m35obfjobgdl  by®Bgwosdbgwozgurm
mOQ9bmms 31339(3H9630g0Ls s MERYIBODIFOoM LEHOMIGHMEMSL s 5©AJOL IMmbM3gbLL, Gmd
obobo 0943b9gb 33393H9bEHMJO0 s 3JMbYM MYYMES30000 JoM35¢olHobyd Mo BMb30900L
d9LsLOMEgdo©  LoFomm  MBgdSTIMLbogds.  BobgEodbgzgwm  MmMysbm  ghmgzbmen
396mb3qdmdsdo  doMomoo  Mfygdss,  GMIgog  MHBOWB39wymal  Fglisdsdolmdsl
936035380608 dmbs3ms (330L 396MbBIYOEIMBLMD. Tsls 5J3L 9M9xMO TMZoGMdS O
WRWG3SIMBOEds, HMIWYdoi3 (300900 3OMIJBHOMIO S 369396300 HBgEsTbY3gLMdOL
Bo6RRGOL. 58 A3 gMdsmMs TGLoliMIMEgdEs, BsHYITbY39W ™M MOYBML »Mbos 3Jmbogl
Lom9bsM MBWGBSTIMBOEGdYd0 459md0gdOL, MM3930L A9TMLFMMGIOLS g 3MBLMWES300L
353990l dbE0g, OMIwgdog Ho®dmoygbomos GDPR-ob 57-9 @ 58-9 dwxbwgddo,ss 396Mdmeo:

3MbLYEBEs30s 2omfoml 8mbosggdms 1d0gd@gdls s 3TMTo390eqdL BMbozgdms o330l

g39ws Bo30mWbDBY; s98B30EML BEBPIOEHMO LobgTY3BrIGOM 30MHMBYOO, LOZILOYOEM
doeol 3gmbg 3MM3MMsEG0MEo glgdo, 96 5©IoboLEBHME0IEo Fgmsbbdgdgdo; godmodoml

59998539008 m39M530900 s  BsFoMmMgdol Fgdmbggzsdo, BsgMOML  3093; dombMzML
0bg3m®ds300, 6Hmdgeros Lo FoGms dmbs39dms 05099853900l L5g§0056Md5BY
B9s3bg39mdolm3ol;  dmbsigdms 33353909l 498MMEbIML  oBGMbOwIgds b
159Y39009MH0 s L3Il ¥MABYds, MM 3gOHLMbsEMH Bmbs3gdms MLOROMbMIdOL IMN3)3s
935MdMm dmbogdms Lvd0gdBHJdL; 2obEglb dmbsigdoms Jlhim®mgdol, dEIM330l, Fodwol 6
2396503 MMH9d0L  dMABYds;  @PILML  OMId0MO 6 LEdMEWMM  9530Mdogs  Imbogdms
5005390509, 9B Tgbodsdol  306L  s930LOML  5ETObOLEBHMOFOVIEND  KSM0Ds;  Loddy
239BLsboE39Ws 250aL3gL LalisdsMoEMU.60

B90mo0b0dbmo 136430930l 2oblobmM(309w9dws©, LsHyEsTbgLIgE™  MEOABMU
bgwo 3030 9g0MmLO Y39 39MLMbIEIE FmbsoEgdls s 0bBM®Bs305B9, GMBgEog LsFomms
033930l Robo@omgdas®,  93Mm9m3g,  69d0Ldoge  FgbmdsBg,  Loog  dmbogdoe

s Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of
natural persons with regard to the processing of personal data and on the free movement of such data, and repealing
Directive 95/46/EC (General Data Protection Regulation) (Text with EEA relevance), Official Journal of the
European Union L 119/1, < https://eur-lex.europa.eu/eli/reg/2016/679/0j>, [(3™dol motowo: 04.03.2020];

59 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection
of natural persons with regard to the processing of personal data and on the free movement of such data, and
repealing Directive 95/46/EC (General Data Protection Regulation), Article 57 and Article 58, Official Journal
of the European Union L 119/1, https://eur-lex.europa.eu/eli/reg/2016/679/0j [§3md0l mo@owo: 07.03.2020]
60 X05399903Mmb 3., dMGIMI0 K., ®Bghmno 0., dmbsggdms o330l 93MM3MEo  LETIOHMOL
LobgeddM3zsbgerm, 2018, 93. 227;
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5009985390900 H99356GMO  068mMT5300L  0bsbgL.  FoMPEABIX MOl 93OM3NE
Lobodsoeml (CJEU-Court of Justice of the European Union) osbsbds, LoHgsdbgwozgenm
OobML M3 qd53mboEgdg00 MBS 2960TSMEHML BoMIM®, M3 BOHB3gwYmRL Imbsizgdms
©5330L LEME 95399 BH0BMBSL g3Pm3sgdo®To.

Schrems-ob bsgddgd0 8o AboxMeEgdol 936MM32Eds bolvds®mnemd, §30Mm35306Mbs ©s
5d3-1 dmMob O330L LodMowgdsms Fgmsbbdgdols (Safe Harbour Agreement) Logvdzganby,
3obobos  $88-lm3g0L  3gMLMbsmMmo dmbo3gdgdol goo3gdol Galsdsdolmds 930m3s3doMols
9mb539905 5330l LEFSOMIWMB. Logddg gbgdms FoLMOMOZ MZoEMZoel $83-U 9MHM3z6Mwo
MBOBOMbMYOoL BosggbBHmb IbOOL, M3 9350 LbMmMgbol 1396ods o8Ma5935653s.
9500 ALoX9gdoL 93MM32)ends LolsdsM0EMA Q5635MEs, HMI gMHMm3zbme LyHBgabYL39gE™
mOobmgdl, OHmymOmE  dmbszgdms  ©dMTsg9d0lL  ©sdMY30090gE  dmbo@MEM9dL, 53
3960LMbsE dmbogdms dglisdg J399bolimzol gosgdol 369396300l MBgds (BoIbgs35©
23905093930 gdols Jglvdsdolmdol Tgbobgd), 030 sMLYdIMOL Fmbogmro d@30390E9do,
™3 Igbsdg 939996590 LM BIWM (335 SV MOV YoMBEH0MYO0.61

0000MgME  B5HYITHI3IWM  MMHPBML 5d3L Lomsbom 3m339gE96E0s Logsdmdogdm
MRE905dmboEgdol  gobbm®mEogargdols s  BsMg3z0LemzolL  Lo3MmIMo  0MMOLEOJEo0l
RoMRgddo. 09935, 30650056 FmbsEgdms 83 ds39dols s MBEGdIMLOEO  30MHOL
59430300930 bdocs 33900L LEBEOZIOL, MZ0MMb s3T53005 30 3396l sbgbl Modw9body
0936 Lobgwdfoxgmdo dgmg dmbsggdms bmd0gdBHIdBY, SJBHOIXOO bEgds 30393 gbEosms
23905650gds Lb35olb3s LoHYsdbg3gEM MOYSBML drMOb.

GDPR-ob  do0gdom, ©@9@seemo  olgdo  ©s0bghgs  LogMHmsdmemolem  bygdggddo
LoBgodbgz9wMm MmOABMIIOL MBEgdTMLOEGdLME ©H35380609d0m. MYAMS30S 5QYIbL
»JOM0 BBXOHOL 3M06303L° s FMOEI3L WYOMEYdYOL, MHMIGdoE L3I ™l bEol
Lbgoslibgs LoBgedbgzgurm m®Asbml mEmol 0sbsddMMIMBSL. LogMmsdm®molim bo]dggdby
953990560 96588 MMmdobngol, GDPR 596l {o99y3s60 LoHgosdbgwozgmm  memysbmb
999060l 350093 gdsL, dMmboEgdms 33853930l b MBGdITMBOO 3060l JOMOMSPO
599930009090 H9ETHJOZYMBS b JMMSIO0 5O BTYMREol Jobg30m.62

09993960 LoBYTBYO3gM MORBM, CMIGE0E BsgOHMSTMMHOLM 1odd)gdbg FTomd,
9mbso3gdms ©s889985390¢0bs s YYRWGISTMBOWO 30MHOL JOHMSPIOMO FoMYYMEOMYIJ0S
L596M5dMOOLM 5319353930l 3MHME9LA0 S 3MMEOEObSE0L MHa3L Lb3s LoBgTbgL3gE™

61 Judgment of the Court (Grand Chamber) of Maximillian Schrems v Data Protection Commissioner, Case C-
362/14, 6 October 2015, https:/eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A62014CJ0362,
[(300m30b ms@omo: 07.03.2020];

62 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of
natural persons with regard to the processing of personal data and on the free movement of such data, and repealing
Directive 95/46/EC (General Data Protection Regulation), Article 56 (1), Official Journal of the European Union L
119/1, https://eur-lex.europa.ew/eli/reg/2016/679/0j [{3c0mBol mstrowo: 07.03.2020]
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mO296Mgdmb  3b65dIOMA MO,  3MBLYBLMLOL  FoLoEHgzo.  9b53IOMICMdS  IMO(393L
06335300l go33Wsl, MOMDOYIOHMILTMYdL IMbOoGHMOObyoLs s odmdogdol 3MmEglido,
31939, FLOLEOYGIHE 1OZIMIOVICO 25FY3YAHOWOIMS FOWIGOS.63

93630L LodFMl 356MmbEYdMBd5T0 LoBYITHY3IWM MORBMMS 3mI39EH9b3E0gd0 s
MRE905dmb0erg0900 HoMmdm©ygboos dmwgmbobgdwo 108-9 3mb3zgbzool d9-15 dxmbendo o
d99L5059905 FomM30L  93MMIS330MOL  356MbIIdEMdO® F0boFJOME MBgdSTMLOEGIGIL,
OMaMOOB3o0:  39dmdogds  @d B3 5dobolBGmsgommo  Lobdzool  afgligds
23900509439BH0wgdoms  godmaqgdols s 3Mmb396300L  ©IdMEIgdsms IMPZ)30L  Fgdmbgzg3z5d0;
LobsFoM™m  BoddoLHoamdmgdol  sfiygds. BMPso®, ©IM300gd9  LsHgEITbgLIgE™
mOobmgdL  9J300 899®YP0  MBRWYOSIMBOWGdYO0E:  B19o0M9ds  Jmbsigdoms  LvdogdBH9gdol
dmmbm3zbgdly s LsB03MIdDBY; LobBMPsMIdOL (36MdOYMGOOL 5T gds dMbs3gdMs HE30L
396mb3qde™mdol Jgliobgd; 3mblme@ozool gofiggs dsommm3zol, 3063 gM™m3bmer mbyby omgdl
239005093930 gdol 03  ULo3obmbdgderm 96 53obolEMmIEoM  DmIgRbY,  GMIIdO3
0035¢0b{0bgdL 39MHLMboE Imbsgdms s3mTsggdsl.

9360M30L dmbs3gdms ©s;330L LLdFm (EDPB) gbhm-96M0d 8608369cm356 Greagnls sLitrmengdl
dmbs393ms 5330l F9Lgdol 9539dBH0Bs® s 60T YZM I IbYMAZ5d0 930MMI>3d0MmOL
3513000 GDPR-0l 00bsbdo, 930030l dmbsggdoms o330l LodFm (EDPB) 3d94dbocros
OMaMO3 93039533000l MmMABM s LsdsMmwol bd0gd@0.64 LEdFM 29-9 Fmberols Lsdwydom
X3MNBOL  LoBoMmod)d330Gmgs. gl 3965536900 30  BmMbs3ggdms  ©OE30L  OMgJEH030L
bovdz9wdg  goddbs  8gdgao  FJoBbgdoor:  3mdoboolomzol  3MBLMEESEool  3sH93e
9363538060l B7d0LdogH ©Mboldogdsby, GMIgwoE o3wgbsl sbIBL BoBOIMG oMM
MREgdgdbg  3gOLMbowH  Ambozgdms B dsggdols ©@d  30Mso  3bm3MgdoL
b9wdgbgdermdols  3Mmbom; ©oMgJEH030L  gMmE39MM360  ©bgM30L  bgardgfiymds; o
30doboolmzgol 9du3gMEHIwo BmbsBGGdOL dofimgds dmbsggdms o330l Lsgombgdby. 29-9
dmbeol  Lsdmdom  ¥aMBo  F9a9dMm©s  930m353d000L (930  Lobgardfogmadols
Lobgodbgzgwm mMmYsbmgdol, 51939, 3mTobools s 93MM™3szdomOl dmbszgdms ©s;330L
B9sdbg3gol (EDPS) {o6dmdsaqbergdoligeb.

Lodwmdom xamz3ol dbgoglo, LodFml 89950abermdsdo 5M0sb: mommgmeo (9360
Lobgendfogml Lsbgsdbgggerm MmEmRBML bgerddmgzsbgaro, §36mm353d06MH0L Imbsgdms 30l
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ABSTRACT. This article distinguishes between wireless (wifi) and wired networks, in particular,
discusses the pros and cons of wireless and wired networks, and provides recommendations for their
relatively more secure use.
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KEYWORDS: Wireless-Wifi, Wired.
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SECURITY ISSUES FOR DIGITAL TECHNOLOGY

ENTREPRENEURSHIPS AND STARTUPS
Tinatin Mshvidobadze
Professor Gori State University (Georgia)

ABSTRACT: The unprecedented digital revolution has transformed the meaning and forms of
entrepreneurship across the globe. In this article is proposed a conceptualization and characterization of
three different phenomena: technology entrepreneurship, digital technology entrepreneurship, and digital
entrepreneurship. Each of them has different origin and different emergence dynamics, and in most cases,
they generate rather different trajectories for growth and technology evolution.

It is shown the different cybersecurity trends and threats for Startups.

KEYWORDS: Entrepreneurship, startup, digital technologies, cybersecurity, sensors.

INTRODUCTION

This article is focused on the identification and description of technology entrepreneurship in times of
digitization. Based on current examples, we identify and describe characterizations of technology
entrepreneurship, digital technology entrepreneurship, and digital entrepreneurship.

According to the Maclnnis approach, we describe the different types of technology entrepreneurship and
their characteristics. On this basis, we propose and discuss conceptual differentiation[1].

The overwhelming focus on technologies innovation might acquire an ambiguous meaning when related
to startups [2]. Firms operating into the so-called traditional sectors of Western countries often exhibit
higher growth rates than firms placed at the technological border.

The incoming of digital technologies in the realm of entrepreneurship represents a new challenge for
entrepreneurs and policy makers. When applied to manufacturing, digital technologies (such as social
media, mobile computing, data analytics, 3d printing, cloud, and cyber solutions) lead to a remodeling of
productive patterns originating new market opportunities, higher revenue streams, faster time-to-market,
enhanced service provision, and increased productivity [3]. Moreover, digital technologies also deeply
modify the boundaries of products and processes, in doing so transforming the nature of uncertainty
inherent entrepreneurial processes and outcomes, as well as the ways of dealing with such uncertainty. All
these changing’s are shifting the traditional way of creating and doing business, determining the emergence
of a new specific type of entrepreneurship, the digital entrepreneurship[4]. specific digital knowledge base
and ICT markets, the creation of digital business environments, an easier access to finance facilitations, the
diffusion of digital skills, the creation of e-leadership, and the creation of entrepreneurial culture. These
complex aims assume a heuristic and wide-ranging approach that, presumably, requests a reconsideration
of the logic that leads to the emergence and development of startups operating in the digital setting.

The innovative and entrepreneurial critical processes become linked to the entire external environment,
considered as a place of aggregation of individuals, companies, individual talents, institutions and support
services. This feature is consistent with the needs of digital entrepreneurship, where the most important
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productive factors are the availability of specialized personnel, of venture capitalists, and knowledge
generation sources. To be placed in an ecosystem also could help all the memberships companies to obtain
legislative rules that ensure, for example, the ownership of the innovations introduced and the cybersecurity
of client companies, in doing so encouraging the adoption of the same technologies [5].

Implications for Digital Technology Entrepreneurship

A significant contribution to the definition of technology entrepreneurship as a field was made by Tony
Bailetti [6]. His definition not only changed how organizations connect with users, but also transformed the
importance of technology entrepreneurship.

Studies by Davidsson and Brush have shown that the type and nature of technology opportunities can
be a key factor in driving the entrepreneurial process[7]. According to Nambisan, digital entrepreneurship
is much closer to information systems' concepts of artefacts, platforms, and information infrastructure.
Digital technology entrepreneurship refers to technology: its products are technological [8].

Table 1 provides some examples of entrepreneurial firms that can identify the differences
between types of technology entrepreneurship. The proposed typology, as Drori points out, aims
to connect traditional science-based technology entrepreneurship with university intellectual
property[9] to new and rapidly developing Internet-based digital startups.

According to Fauchart, each of these types of firms may respond to specific entrepreneurial
motivations towards their founders, which may reflect a combination of multiple entrepreneurial
identities or specific dominant identities [10]. However, digital entrepreneurs are expected to be
able to sell their players to a larger player, effectively transferring their customer base to the new
firm.

Digital technology entrepreneurs, unlike digital entrepreneurs, do not rely solely on the
innovative ecosystem. They strategically combine technological product knowledge with
consumer know-how. From an academic perspective, researchers could use the different
classifications of entrepreneurship to learn more about the personal motivations of entrepreneurs
and their founding behaviours, financing preferences, etc.

Westerlund, Leminen, and Rajahonka [11] describe the example of new entrants in the Internet
of Things (IoT) ecosystem, where the lack of structure and solid standards in the ecosystem
increase the complexity of entrepreneurs’ decisions.
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Typology
Technology

Entrepreneurship

Digital Technology
Entrepreneurship

Digital
Entrepreneurship

Example
Fractus
(www. Fractus.com)

Oryzon Genomics
(www.Orizon. Com)

Rust Patrol
(www.rustpatrol.com)

Go pro
(Www. gopro .com)

Fitbit
(www. fitbit .com)

Tesla
(www. tesla.com)

Air bnb
(www.airbnb.com)

Just Eat
(www .just-eat.com)

Dropbox
(www.dropboxs.com)

Started as an academic spin-off, Fractus was a pioneer in the
development of internal antennas for smartphones. They first
attempted to commercialize their new antenna designs as a
finished product, but then realized that it made more sense to
just focus or R&D, patenting and licensing their technology
to manufacturers and OEMs such as Nokia, Samsung, or
Motorola.

Founded by bio-pharmaceutical researcher’s Oryzon’s first
decade of operations was focused in offering genomics
diagnostics. The company took-off in 2008 when it shifted
its focus developing proprietary drug candidates and licensing
to large pharmaceutical such as Roche.

The technology was invented by a chemistry professor, and it
offered a potential alternative a solution to address metal
corrosion. A decade later, in 2014, two students joined the
researcher to successfully start commercializing anti-
corrosion products for industrial and consumer needs.
Founded by surfer frustrated with the limited options he had
to take nice action shots, Go pro become a manufacturer of
action cameras and created a new category in the market. It is
good example of user entrepreneurship.

Started by a team IT professionals that identified the untapped
potential of sensors and wireless technologies, it transformed
from being a consumer electronics to a digital healthcare
company.

First a hobby electric car, it was one of the rare successful
attempts to build an electric sports car from scratch. In a few
decades, it has become a disruptor in the automotive industry,
challenging the innovation pace and accelerating the
technological development of electric vehicles.

What started as an idea to make a bit of money by renting
space in an apartment, quickly become a popular site for
people to share and find accommodation. After failing to
attract business angels, it was only after being part of an
acceleration program in 2009 that is started to gain traction as
an accommodation-sharing platform

An attempt to make takeaway ordering an option for al types
of restaurants in 2001 was the birth of one of the largest
networks of international restaurants that offers online
ordering in an increasing number of countries around the
world.

The idea of having a user’s files synchronize in the cloud was
behind in the digital storage company that has successfully
competed with the largest software firms. Since 2009, when
the competitive treat of the iCloud arose, they have managed
to keep growing what was once a feature into a full product
line for consumers and businesses.

Table 1. Examples of different types of technology and digital entrepreneurship
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The successful I-Corps program (http://www.nsf.gov/i-corps), implemented by the National Science
Foundation in the United States, it is a remarkable example of how digital technology entrepreneurship also
activates new policies and support mechanisms. The digital core of new technologies allows for accelerated
approaches to market validity and early growth.

One of the most quoted scholar, Audretsch DB. of entrepreneurship states that new firms do not always
have an innovation propensity higher than incumbent firms, “even for a developed country such as the
United States, only a very small fraction of new startups is really innovative” [12]. Without innovative
capacity, in a contestable market, these firms have limited chance to grow.

As researchers agree to sustain that the entrepreneurial process is the result of a complex interaction
between individuals, cultural, social, and environmental factors, the alternative that is intended to endorse
and concentrate efforts on entrepreneurs/aspiring entrepreneurs who show the best business plans, the
preeminent entrepreneurial features, and the ability to withstand market difficulties [13,14].

These entrepreneurs have the higher probability of founding and managing entrepreneurial ventures.
The concept of startup

Consistent with the pillar of Schumpeterian theories, the focus of a startup is expected to be on
innovation. Innovation understood as a positive change compared to a pre-existing situation, therefore not
only technological but also managerial, organizational, productive, or technical, that allows and sustains a
company in the proposition of a profitable business model.

As reminded by Blank [15], a scalable startup created from the very beginning by founders who believe
that their proposal could change the world.

A Consistent with Blank, a scale ups can be framed as fast growing startups that have already overcome
some phases on which the activity of the startup is focused. A scale up stands out for some parameters
attesting its success like market traction, 1-10 million € turnover annually, at least 1 million users (in the
b2c¢), 20% growth in revenues or headcount for 3 years running after at least 10 people and $ 1 million in
revenues, and 20% of the turnover from the foreign market [16].

The incoming of digital era certainly is a source of uncountable opportunities. A new wave of economic
openings linked to the Industry 4.0, where digital platforms will be coupled and connected with
sophisticated infrastructures of sensors, cyber-physical systems, and robots, is expected [17]. In this
perspective, according to Brown and Mason [18], this possibility is linked to the capacity to create a specific
business environment consistent with scale ups needs. Only when effectively planned, this framework
provides consistent outcomes. In Italy, for instance, the low number of scale ups created is not believed to
depend on the lack of quality startups but mainly on their need to move abroad to find sufficient risk capital
investments for tackling scaling, as well as for the shortage of connections with external actors.

By Brown and Mason recommended, new policy measures are requested, as the environments in which
scale ups prosper are distinct from those which have high rates of startups [19] .

To this purpose, the necessity to create a distinctive type of supportive economic and social framework
emerges to establish steady and productive relationships among all the local stakeholders; to provide
relational forms of support, instead of money-based facilities that have showed limited impact [20]; to
attract different businesses funding resource targeted to the specific requirements of the businesses; to
nurture the developing of the innovation system joining local customers end users, suppliers, universities,
and so on ; to guarantee the recognition of unprotected and open sources innovations, respect on
technological innovations and the protection of intellectual property rights; and to limit its action at regional
or local level by Bosma NS, and Sternberg R. [21]. As by Isenberg DJ. The specific environments and
specialized resource scale ups and HGFs need are usually defined in ecosystems[ 22].

69



Scientific and Practical Cyber Security Journal (SPCSJ) 4(4): 66-73 ISSN 2587-4667
Scientific Cyber Security Association (SCSA)

An ecosystem for the emerging of scale ups

In the last decade, the entrepreneurship ecosystem approach has emerged as response for the
propagation of scale ups and HGFs in general.

Evidence shows that ecosystems have typically emerged in places that already have an established and
highly regarded knowledge base which employs significant numbers of scientists and engineers.
Universities, research and corporate R&D laboratories are a primary source of skilled personnel who can
found innovative startups [23]. Anyway, sometimes the substantive disconnection between universities and
their surrounding local entrepreneurial and innovation ecosystem belittles entrepreneurial spillovers from
universities.

Three types of services facilitating the process of business startup and growth by enabling new firms to
focus on their area of expertise can be highlighted: specialist business services (law, marketing,
accountability, management, consultants familiar with the unique needs of technology startups, technology
marketing and assessment consultants, and PR firms), technical services offering precision machining,
prototyping, testing, and so on, finance providers, such as venture capital firms or investment banks.

The digital technologies

According to EC (European Commission) With specific regard to digital startups, “the biggest
transformation in business the world has seen in over a century” [24], they are radically changing the way
people live, work, communicate, and play. Their pervasive diffusion is also causing significant
repercussions on the dynamics of companies in European countries: 2.6 new digital job for each job
destroyed is expected, manufacturing can achieve growth from 15 to 20% by 2030 if digitalized, revenue
coming from digital technologies will growth of 2% for year, big data technology and services are expected
to grow worldwide to USD 16.9 billion in 2015 at a compound annual growth rate of 40%, while companies
using that data become 5-6% more productive.

Consequently, by proceeding with digital technologies adoption and implementation, an almost infinite
number of economic opportunities for existing or new ventures is emerging, waiting to be grasped. Even
more by considering that the boundaries of digital technologies in the three interrelated components of
digital artifacts, platforms, and infrastructures are still unexplored, and every innovation such as cloud
computing, data analytics, online communities, social media, 3D printing, and digital maker spaces contains
indefinite applications.

In this way, the traditional funding gaps for new businesses, particularly in technology sectors, normally
looking for small amounts of finance, can also be easily filled.

An ecosystem guarantees the passage of the traditional business environment to one no longer linked to
individual or company factors but to a network of specialized partners with a wide availability of knowledge
and open innovations.

Not by chance, some authors 24 put cities as the key organizing unit for innovation, entrepreneurship,
and economic growth and argue about how digital startups and scale ups may take in place in cities and,
sometime, require them as preferential ecosystem that help lever their development [25].

The different cybersecurity trends and threats for Startups

Establishing trust as a startup can be a long and demanding process. Cybercriminals target startup
businesses because security measures may not be fully in place yet. Customer trust is critical in a time of
widespread cybercrime and data privacy attacks. Startup owners now face the challenge of building
consumer confidence as they build their business.

Cyberthreats and privacy issues can seriously affect enterprise. Recent studies show that 87% of
consumers will do business elsewhere if a company is untrustworthy.
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Recommendations for cyber security
1. Get the latest Cybersecurity Software - Hackers are devising more ingenious ways to break into systems
and infect it with malware or steal data. Get the best and latest cybersecurity software you can get.

There is a lot of reliable security software recommended by experts that have a vast network enabling
them to discover the latest malware attacks and develop bug fixes and security patches right away for their
users.

2. Use a Robust Internet Security Suite and Firewall - With such a program, you can prevent accidental
downloading of malicious software, and better detect and stop attacks like MITM (Man in the Middle),
phishing, Trojan malware, and the like.1

3. Install SSL (Secure Sockets Layer) Certificate - It is a standard security protocol to install an SSL or
Secure Sockets Layer. Trust brings in higher web traffic, and higher web traffic drives sales. 85% per cent
of online customers say they refuse to purchase from a website with no SSL certificate. Site URLSs that start
with HTTPS can encrypt standard HTTP requests for a more secure shopping experience.

4. Set Up a Secured Cloud Storage -Cloud-based storage and back-up solutions add another layer of security
to your business.

5. Create a Culture of Cybersecurity in Your Team- It is about building a culture of security protocols in
your team.

6. Use Strong, Complicated Passwords - Every member needs to have their own network account. Require
this from your customers as well.

7. Require your online vendors to prioritise security.

Conclusion

A flourishing entrepreneurship research stream believes that a chance to reach the above objectives lies
in the ability to implement specific business environments called ecosystems. These are targeted on
selective measure supporting the emerging of ventures with innovative business models but also their
development and growth .

Moreover, the ecosystem needs to involve, since the beginning, many stakeholders/actors (at least an
interested large corporation, policy makers, local bankers, and venture capitalists, people acting on the local
culture, local universities, etc.) [26].

Nevertheless, both domains and actors are characterized by proximity and include hundreds of variables
interacting in highly complex and idiosyncratic ways.

Beyond this theoretical-conceptual paper, aimed to connect the increasing sector of digital firms with a
specific business environment, future surveys should focus their analyses at least on three directions. Firstly,
a clear individuation of the needs and resources requested by digital firms and startups in the light of their
own specificities; secondly, the detailed examination of the operative mechanisms of existing ecosystems
precisely focused on digital technologies; and lastly, data management system and cybersecurity should be
one of your company’s top priorities.

1 https://www.softvire.co.nz/kaspersky-total-security-2019-review/
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ABSTRACT: In this article, we describe the many models describing the dependence of power
consumption on the operating modes of 802.15.4 / ZigBee devices at the MAC and NWK levels of the
specification, it is not so much of practical interest to develop a realistic analytical model for predicting
the lifetime of a system in IEEE 802.15.4 networks, taking into account the possible external impact on
network, how much is the implementation of a new approach to building a reliable, fault-tolerant self-
regulating autonomous decentralized network P2P architecture.

KEYWORDS: information security auditor, personnel evaluation, critical infrastructure facilities, Rush
model, Binary selection with logistic function, artificial neural networks.

INTRODUCTION

Technological advances in microelectronics have enabled the mass production of miniature
transceivers with extremely low power consumption that can be networked and communicated with each
other using wireless communication channels. Autonomous networks of such devices are called wireless
monitoring networks (WMN), which, in particular, emphasizes their main purpose - the collection of data
from sensors (meters) for further analysis and transmission of control commands.

The change in the flows of active and reactive power caused by distributed generation has
important technical and economic consequences for the distribution network, which makes it obvious the
inconsistency of centralized approaches to the architecture of automated energy monitoring systems and
actualizes the need to model processes in decentralized systems. A new approach to energy management in
field equipment that takes into account the stochasticity of variables and adapts predictive models to
compensate for data latency, signal latency, and disturbances in real time, allows you to create autonomous
decentralized systems with a predictable lifespan and an acceptable level of service quality.

PROBLEM DEFINITION

Smart Metering is currently being implemented in the traditional energy system with an advanced
communications network to collect meter readings to update the energy billing process. The
implementation of these communication infrastructures and the associated Smart Grid applications is
driving the rapid increase in data transmission in information networks. This, in turn, creates new
problems: connection failures, delays in information transfer, data errors, etc., which are becoming more
and more critical.

Extending network lifespan is a common goal of wireless research, as a network node is usually
limited by the capacity of the power supply, which determines its lifetime. In works [1, 2], the concept of
the energy value of a node was introduced, defined as the ratio of the total consumed energy to the initial
energy of the battery. The value of a node is the higher, the less is the ratio of the energy expended by the
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node when operating in the network to its initial energy. According to this model, the total energy
consumption includes the energy spent on sending and receiving packets, sleep and sensing modes.

However, the authors did not consider additional sources of energy costs, such as packet control
in the GTS mode and retransmissions caused by network interference. The latter is decisive, since with
heavy traffic, the retransmission of “unsuccessful” packets leads to significant additional energy
consumption, leading to a reduction in the network lifetime. The model proposed in [3] eliminates this
disadvantage, but does not offer an analytical method for calculating the probability of a failed
transmission. In [4], a model for predicting communication delays in the GTS mode is proposed. There is a
direct dependence of the lifetime of a wireless monitoring network on its security, so the issue of the
system's resistance to external interference is crucial. Considering the many models describing the
dependence of power consumption on the operating modes of 802.15.4 / ZigBee devices at the MAC and
NWK levels of the specification, it is not so much of practical interest to develop a realistic analytical
model for predicting the lifetime of a system in IEEE 802.15.4 networks, taking into account the possible
external impact on network, how much is the implementation of a new approach to building a reliable,
fault-tolerant self-regulating autonomous decentralized network P2P architecture.

The European Commission has created a Smart Grid Task Force (SGTF). SGTF defines smart
grids as electrical grids that can effectively integrate the behavior and actions of all users connected to it -
generators, consumers and potential customers - to provide a cost-effective, sustainable power system with
low losses and high quality and security of supply and safety [S]. The Smart Grid Model (SGAM)
architecture [6] was proposed by the European Standards Organization as a reference model for Smart
Grids (Fig. 1).
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Figure 1. Reference architecture SGAM

The smart grid is transforming into an internet of energy, and blockchain technology can be a link
between the smart grid and consumers, which will facilitate the active participation of end users in energy
markets. The purpose of using blockchain technology in distributed control, management and verification
of the implementation of demand control programs by intelligent energy monitoring grids is the need to
ensure high reliability and decentralized operation by implementing instant transactions, protection against
unauthorized access and demand regulation in real time. In this context, the smart grid represents peers
coordinating their activities along the infrastructure chain in order to maintain decentralized demand and
ensure stable network operation.

One of the main obstacles faced by smart metering today is data privacy and security, which in
the case of blockchain is addressed using distributed block ledger functions. A distributed blockchain
database is built and managed at the smart grid level. Each node is equipped with loT-based meters that
record controlled data in blocks within the blockchain. Thus, any node is a peer-to-peer distributed energy
network node and can maintain a copy of the database that is automatically updated when new energy
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consumption data is logged. The blockchain database consists of many blocks connected in a peer-to-peer
chain and is held by the participants who decide to include data in the registry. The network is built by
combining computers according to the principle of the same functions. That is, a computer receiving
information is a server, and by transmitting information to the network it performs the function of a client.
Networks of this kind operate on a peer-to-peer basis (originally peer-to-peer or P2P) and are called peer-
to-peer or decentralized. Successful operation of WMN applications requires coordinated operation and
management of a large number of distributed and loosely coupled field smart devices that identify and trust
each other. Decentralization of the WMN infrastructure provides benefits, including a reduction in the
amount of data transmitted to the Internet for processing and analysis, and improved security and
confidentiality of information. Ensuring the validity of these operations means achieving a distributed
consensus across the WMN field devices.

One of the biggest challenges in integrating blockchain into IoT is scalability. Due to the large
number of devices and resource constraints, blockchain deployment in the IoT is particularly challenging.
An optimal blockchain architecture must scale to many I/ O devices (they become peers on the blockchain
chain) and it must handle high transaction throughput.

Decentralization of the WMN infrastructure provides benefits, including a reduction in the
amount of data transmitted to the Internet for processing and analysis, and improved security and
confidentiality of information. Ensuring the validity of these operations means achieving a distributed
consensus across the WMN field devices. Now three fundamentally different approaches to solving the
problem of transferring and processing information by various platforms of existing solutions have been
formed - the IBM Research solution based on Hyperledger Fabric technology [7], the IOTA consortium
solution based on the Tangle protocol, which is based on DAG (Directed Acyclic Graph), and Qubic
technology [8] and the advanced approach of the Radix project based on Tempo Ledger technology [9].
These approaches combine the ability to run on a wide variety of hardware, and a functional programming
language allows for simpler analysis to prove code is correct and emphasizes parallelism, which means
that different parts of a larger program can run concurrently to take advantage of multiple processors or
even multiple processors. devices.

Proof-of-work (PoW) - The consensus mechanism is considered a highly energy-intensive
technology. Given the importance of (PoW) - the consensus mechanism, IBM Research is developing a
new method for implementing this mechanism using the computing power of devices of the Internet of
Things
[10]
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Figure 2. Hybrid WMN blockchain [8]

One of the biggest challenges in integrating blockchain into IoT is scalability. Due to the large
number of devices and resource constraints, blockchain deployment in the IoT is particularly challenging.
An optimal blockchain architecture must scale to many I/ O devices (they become peers on the blockchain
chain) and it must handle high transaction throughput. Hybrid-IoT, a platform developed by IBM
Research, uses both PoW block diagrams and Bytantine Fault Tolerant (BFT) protocols to achieve
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scalability. First, PoW block diagrams provide a distributed consensus among many IoT devices, peers on
the blockchain in a clustered sub-blockchain. Hybrid-IoT uses the BFT inter-cluster interconnect
framework to ensure mutual understanding between blockchains.

The chosen structure of virtualized I / O devices represented by Hybrid-IoT peers with different
roles within a separate PoW blockchain proves the effectiveness of the PoW blockchain design, which also
prevents security vulnerabilities.

IoT network devices have an extremely wide range of computing power and energy resources,
and some of them cannot solve the complex problems provided by PoW. Dividing nodes into groups
allows the algorithm to decide what proportion in each group should mine, depending on the amount of
energy used by each node. In this model, only some of the nodes (nodes) implement full PoW. IBM found
that when placing nodes in clusters of 250 units, only 7% of these sub-blockchains performed PoW,
achieving the best results in terms of economy, scalability, and security.

IOTA, designed with scalability in mind, introduced the concept of a dedicated smart contract
platform called Qubic, running on top of the core IOTA protocol. Individual Qubics are essentially
quorum-based distributed computing tasks. Qubic uses the IOTA Tangle to package and distribute cubes
from their owners to the oracles who will handle them. Technically, the Tangle method is an acyclic graph
- it is a looping method where loops can be executed in parallel. Cubes can live on Tangle while dormant.
When specific inputs become available or changed, they are "awakened" and processed, which can cause a
cascade of other cubes to wake up as new results appear. This allows you to create a very dynamic
programming environment that allows you to add new cubes at any time and bind them to any input. After
the cube has been processed, the quorum reached, and the results sent to the Tangle, two things happen: 1)
qubic goes to sleep again, waiting for the next input change, and 2) the cascade effect is triggered so that
the dependent qubic unfolds and starts processing with new inputs. The technology assumes an economical
mode of operation and is optimized for low power consumption and small amount of memory in field
devices, which does not exclude large-scale calculations, especially those that can be parallelized and
distributed over a large number of processors.

RADIX has proposed a peer-to-peer network of nodes with logical clocks to generate temporary
evidence of the chronological order of events. Radix has achieved a solution to both problems in such a
way that it does not need PoW (mining), it does not need PoS (proof of stake), and it does not need master
nodes to confirm transactions. The system is secure by providing nodes with a historical record of the
generated temporary evidence. RADIX DLT has linear scalability. This means that the more nodes added
to the network, the more it will scale. Unlike current solutions, each node added increases the throughput
of the Radix network. Radix will allow even resource-limited devices to participate as nodes on the
network. The Radix node can be run on a device with a 16MB memory and a 100 MHz processor. This
will make decentralization even more perfect.

Radix Tokens (RAD) uses decentralized leger technology (DLT) to record transactions.
RadixDLT offers a system that improves, albeit different, blocking technology in terms of scalability.
RadixDLT stores all transactions and orders in a protocol in a global distributed ledger called Tempo
Ledger. This book consists of three main components: a network cluster of nodes, a global register
database distributed across nodes, and an algorithm for generating a cryptographically secure record of
temporarily ordered events.

CONCLUSION:

As blockchain technology develops, the most promising solution seems to be RadixDLT, since it is
devoid of IOTA's drawbacks in terms of the cumbersome mechanism for implementing smart contracts
and is not as demanding on hardware resources as IBM Hyperledger. In terms of hardware solutions, the
most likely is the use of productive "light" nodes on low-power devices such as the Raspberry Pi, which

are controlled by a Radix-based master node. This implementation does not imply the installation of the
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central server of the system, and its synchronization is carried out by the master nodes, dispersed
geographically. This increases the overall performance of the network, optimizes its power consumption

and provides guaranteed resilience to various types of cyber attacks.
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