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ABSTRACT: The paper analyzes the difference between 4G and 5G architectures. The difference
between 4g and 5G security is also analyzed. We analyzed the new security features of 5G, the
advantages and disadvantages are identified. Are analyzed the existing attacks on 5G, such as MNmap,
MiTM and Battery drain attacks. The recommendation for securing 5g are provided.

3BLEHJHO: 506036990 LGB0 59B5e0BYOL 2oblb3539393L 4G s 5G Jugegdols
304039dBHMM9gdL FmEmOU. sbgzg BB E0s 4G s 5G JugErgdol MLOFOHMHMYdSs. 5
3939965¢0Bgm Losbggdo 5G-U MLOFOHPHBMYGOOL LoLEYFSd0, TSP HWIIOMNO S LISMYMBOMO
dbs69900. 5939 PobboIME0s sGBYOMEO F9(3)39d0 5G-Bg: MNmap, MiTM (o Battery
drain(ds&o6M9ob 259mx0G30L 993939). 93Mgm39 8mygzs60os M93mdgbwo3E0gd0 LobEgdolmgol
013009L5© ©LOEZO.

15533360 BoBY39gd0: 4G s 5G, HbsRGIbMYBs, B0F M0 Jugero
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5G 960bL 99-5 0smdol dmdowremo Jugwo, §obsdm@dgwoo 4G LTE Jugerol ogswbohobm
3099xmdgLgds.  5G  dgddboeros, GMoms F9dwml o  dMmbs3gdgdmeb  4903w390s o
399L505990MmEL M9bsdgEM™MZY LobMPsEMYdOL FMMBM3BYdL, MBEIMBlgEyml dowombmdom
IoT 9mfiymdowmdol BsGommemds s Bsdmdsgowo 0bmgzs309d0.  1030o30039ws, 5G
0089995390l 5GBGOE 4G Jugemsb 9O, 8MmIEI3bM 9BE3BY 30 - OMPMO G ITMY30YIOIEO
Juoewo.

5G-b 5d3b 99090 Y30MGHILMOYd0: NBOM L{Msxz0 39530060 ©s 23HBOOEO IMEMXMDd,
999m36900UL 353965 MM (LHOSR0 M3493530060).
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1. 250mygbgdols 99dmbgzgagdo

» 0sbomeo  35674obsmsdmMmobo  3mIMboge3os, 96wy 0bBHYMbgBHo  ©s39300MgdEO
9fymdomdgdo (IoT), o3 0wolbdmdl doEombmdom »MHMOgMHNH353d06MHgdE
9fymdoEMmdSL 5053056v9Mm0 MHglIMLOL BoMg30L 496989, obgo FolidEHed9dBY MoE 97599
XIO 56 YMBowo.

» 0o dggm3zbgdol  ddmbg  3mIMbogzsos - MHBEOMBlgymal  Imfymdowrmdgdols
9mbo@m®m0oball M99  OM™MTo, 0bPMLBHOOM  GHMOMGHIOL S LOGMBL3MOGHM
L5309l Mol 3m36035305L, 93EMBMBOGIOL 5)EHMbMI0YE JoOMZIL S MBOH™
LR BLoEGMBLEMOEGHM Jugal. WO Fgym3bgdol Igmbyg 3mIMbogsE0s g35dw93L
99L5dEgOMBSL 30LMYYIWM® EOLEBEFOMOO LgM30LYd0m, FoQd0MSW,X 56330l
Lgzgemdo.

> 2900xM0d9L90o IMBOOO 3533060 - MHOHMB3gymRl 360dz6gwrmgbi oMo
LoBJoMgL 5 ROBOHOE 2odBMY6H06MOL, M3ms AbMBEoMm 0yml d9dog 3o3do6mdo.

00Bbglols s  IMG39wmdolsmzol, 5G o IoT MBOHYD3gwYmMRL OO MM bmdom
9mbs39990L o 500 b50Dol FggysE 0LYm L3IZ69AL, MOE 9§90 96 gmaows. dobBbglo
900090L 2505)9439GH0Wwgd909L, GMIGE0E 2918995 046905 OYMHbMdOE0 9653y sOLBYdME
9mbs39990%D9, M53 byl 9MFHymdl dsp.: 50 LRIOML Q5E0ROWEGdSL, BMIBIsMYOY N6
MOH0YOHDHMIOL  boGOLbOL  5850gdsL.  sboo  39gdbmemaogdol sbgMa3sL,  MHMYMEMGOOES:
300@H15OHO0 S 5923956EGH0MOMWO MYoEMdS MS3 Y39wolomzol 0469ds bgardobsfizmdo. Mo
g5 by, gl Aosbgbl 54909 XM 96O sOBYdME TgbodEgdEMdGOL. 5G O F0MEHWOXMOHO
695MdOL  9OHDMIWOMds  FUodegdMdLl  IMa3390L  30MESWNIMHS©  300MABIMOM™M
Loliy39e Joenoddo, 39gmemm ggbgemol o@BL s gob3oEsMm 0gogg d9a™dbgdgdo Mg
LEoombby gz3bobols Qo 9653500 bbgo.

5G 0gdbgds dotgmeo 30m33mbgbGo Bsdmdogerm ,,333000 Josdgdol, “F330560 Lobergdols®,
»3330560  L3megdol*  Igboddbgws. Mgom®l  goboll obgom  dglsdegdemdgdl, Gobo
0o008m©a 9653 30 Ibge0 890dWwgdMmEs YyMxowoym 5359¢Y.

2. 5G-U 0M85mds 4G-0096 gHmS©
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Ombs3g SG-LMB JogMmYds IMfYmdowrmds, ol dor)ghmEgds U939 4G Jugerbsg. 96w
306039 9B3bY, 1sbsd 5G sIM30gdg LoLBHYsE hsBMYsE0dPYDS, sOLYdIMo 4G
JB9wo 5G-Lsb 353806 OOLIL oLO 25F5dX0GMHYOEIOL BB 305l TgolitrmeEgdU.

3. 4G vs 5G security

56 s 4G Jugegdol  MLogmmbmgdol  sGJoBgd@ds  dbgoglos. ®m®ogg  LobEgdsdo
MBOgOHMbMYdoL d9JoboBdgdo G90degds I0YML ME X Aw)BS:

e 3060390  x3aMxBo  dmoisgl  Jugermsb  3mdol  olsdYsmgdIWws®  LoFoMHm
MBOBOHMbMGOoL  F9dobobdgdl. o MOl MBOBOHPLMYdOL obgmo  3MI3MbgbE 90,
HmIwgdoE OO MB39mgmxl AmdbsMgdol MLsRMMbMgdL s 03936 893H93900Lob
HMIwgdoE bed309w0gds IMFYMdoEIMdsLs s 30d0gd 56@EJbSL Mol

e J9mM) xaMx8o 30 dmoEogL  Jugol mIgobol  MLIRODbMYdOL  Tgdobobdgol. gl
09996093900 MHymdL byl s6@gbgdl Fmemol 0bgzgm®mTs3zool MLsxzgMmbm® dodm(33b.
059500005 J0dgd M50M 56FEHI6sLS s oMM Jugels JmMob.
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MbsxOMbMYdol doM0ms©o 3MMmEgMEMs 3GPP Jugwgddo G0l 9939600803530, 3bmdowo
MMM 300390 59605035305 3GPP 5G Mlsg®mbmgdol bidsbs®@do. gl 3HMEgIMs

LOHYEEYOS YM3gMNZ0L HMEILS3, BoZIC0MS®, 30MZIWSE 0MOM3Z905 IMDOW YOO FGHgwgnmbo.

0960353900 993960803300l 8909y, 04dbgds  2olomgdgdo  Lgloolsm3zol. olowgdgdo
2399Mm09g4qbgds  ImfymdoErmdsls s Jugel  dmMol  3mdmbozsgool  @sbsgsgs 1, 2]
3960083035:300L 301390M5 3GPP 5G MLonGmbMgdol LoliEgdsdo obgs 898w)dsgzqdwo, HmI
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3Jmbgl 4985(IDMGIMO 5939608353008 3OMmEMIMwol (EAP) dbs®©sFgms. s0bodbmwo
3OMGHMIMWO 5OHOL 35O 53MT539dI0 OO BIOMNMD 5dM0Ygbgds IT ds69dmdo.

EAP 0dggzs Bsdwoemgdsl 908m30949bmm  goblbgoggdmwmo Godol Lgbbo@om®o dmbsggdgdo,
OmIwgdog  0bsbgds  SIM  dsGmomDY:  LYMHN0R03ZSGJO0,  AoLoMgdgd0,  BmMmIbIsMgdLOL
Lobgegd0/35MHME9d0. 53 5EgbM0B035300L IgMEOL ImdborMmdol dmszsm0 obYHBo G0 o,
™3 byl MHgmdl 5G-b sbgMA35L MMAMM3 LaBgw93dmbogszom 0bMLEHMOsdo, slg3g bbgs
0bMLE®m0gddo.

05305300390  53HbM0xg0Is300Ls  @d  oLowgdgdol  gobsfomgdol  3MmEgmgdo
b9wodbsHzomal beob 5@ 9bmogz035300L IMIbTsMmgdgEls s Jugel dmMol s sbgzg Jabol

oMLgdom 3938060908  dMIbToMgdgEls s Jugwl  FmOOL  MLsRMMbMYdOL  IMBs35¢0
3609 MJO0LEMZ0L. JOMOMIO 3OHMPYJBHO M3 90 3MM(390IMJOoL G909y 0gddbgds sGoL
,,00003500 35L00gd0* KSEAF, Hmdqwblsg 290sb39db dos Jugeroll AUSE g3bdios dmadlobwyég
Jugol SEAF g3bdz0sb.

500003500 3oBogdol  3mb39830S 339393l Lo gdols  3ohoMmBmmm  olowgdgdo
MBOBOHMBMYGOOL AM535¢0 gobligsgzgdwyeo dobBbolsmzol oy, Mma 5@ 9bm0x0 35300l bgwsbowo
23935 96 0d6905 LoFoMm. opocoms 3GPP Jugedo 53EHMM0B300LsL 89Jdboo golivmqdo,
31939 399Mm0Yygbgds IMIHT>Mgdgels s Non-3GPP Interworking Function (N3IWF) dm®ob.

4. 5G MbOBROPBMIIOL M30MEYIDYOO

5G 099gbgdl Jugerols IMg9gds ogmaxzol 3mbagrEost. B3gbo 33eg30L Msbsbdo gl sGol 5G-U
00053560 1306053 gbmds 4G LTE-boob 90856H00gd580. 25bLsb03Mgdols msbsbds,  Jugwrol
(39390 Mg 5GHOL ©sIMYY30009090, WMY03w9M0 Jugaro, MMIgEoi 32)35mdL 4oBosMGdME
30D03MNO 0bxMILEHOWIGHMOsDY, OGMmIgElsg 9deos MbBOMBlgmyml byHzolbol Fglsdsdolo
bstobbo. gl 30 60dbsogl, MmI B3zgb dga30dwos IJmerosbo 5G  ©I3Ymm  Msbsm339m
30033mb9bE9ds(bsfoemgdo®). gl 3mb3gBEos  sbsgrmaom®os  VLAN-ob, 6og  dmy339dl
LodoEgdsLs, MHMA EO3YM O MLOBOPBME 3d5MIMNM LYMZOLIIO OMYMMO3SS:

e 3MB0EMMO 353006503 Mds: Bo3MmIMbo3o0m LolGgdgdo, J5MMNMd, 0bEIMbByEO
o 3dsbom®o IoT 96g: LsdgHomagm Loddosbmds, 45sHB0WZJdO
e 36003037wo IoT 36g: 57EGH™bMBor©o LsdgoE0bM 0bgMILGOIG MG

506086 Mwo 306398305 LELEMRJOWMS MLsROMbMIdOL 3gML3gdE0300s3, MoPB LoliEYds
096905 39390 9390, LAMIEGHIOMIINO S SPIZOWSE LBITIMMOZ0.
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5. 09%93900 5G-b MLORObMYdS DY

5G 903oGgdBH OBy 900608690 (otmBs@gdmeo 89@93900. dmerm (argddo, 933wg3569dds
50dmsoBobgl bstzgHgdo 5G-b MBsBOMbMYdOL LoLEJIsdo, o3 byl sdwg3l 353969l

LobBgdsdo Bosdgbmb 95369 3m©O s FooEmb LsbvM3zgwo F99agd0. o gobgobowrsgzom
5996009 30B6T0ToM e 9@93oUL:

» Mnmap

0339350ms bds dm03m3s 0bxm®mAs305, HMIgwoE Jugewdo gogHagzbowo ogm ©os
39JbGHoL Lsboo s 530l dgdzgmdom oo gddbgli BmfymdOwMdYdOL MY3s, MMIgdoE3
5393800900 0gm 53 Jugeemsb. sggg doo Fgddbgl vy LsdsBMm LosymMo s
035bLM3M9db96 B0gMHMYdMEo  BMfYmdOWMdYdOL Imbo(39dgdL. sdol Fggas Bom
9990 ©590bsm  Bmfigmdowmdol:  AfomImgdgwo, Mo,  M3gMHSGOILNO
LolE9ds, Imfgmdomdol 3Hodo s 390L0s. sig3g 8999wMmm 9B 0gm M) 5Ms gls
9fymdoEMds 933MIMdOWwO, HMmMEgmo, USB mv bbgs.

> MIiTM
obEsbgeo 5G 899393L 933l Lodwgoegdsl sbsbm®Eogeml MiTM 99393s. MiTM-ob
0839996393000 gLodgdgaros doGIMGOL A98MTBoG30L F93)30L  FobbmME0gmgds.
399(%93L 99deos MIMO-@sb (5G LobdoMggdol 0dwgdo s 33900 Imymdomds)
50moml  goBozMMo  bosflowwo, MHmIgwos  MIMmE  3sbbolidygdgwos  Bowown
LoBJo0gbg. 90l Fggyo©, LoLEJIS 9J3035¢9bEHMMO Aobgds 2G/3G/4G Jugargdol s
399da9ds 00 LobBggdoL 2odmygbgds o3 50b0dbME Jugegdl sd3om.

» Battery drain attack.

a9l 99BH93s 9005005 NB-IoT  dmfymdowmdgdbyg. olbobo  a50339mwo  ©MHmol
091590090000  53H536056 0683mEMTs300L 306y 3539GJOL. 5T 3539GJOL g0
239005303 M™b d5B>Mm90L 0ligmO BMIoL 9ogMR0s, Mo 10 Hgwro ggmams 9bgMyools dgbsbgols
dmdsMgmdsdo( power saving mode). 99393L 905 0ligm0 IMPOGOIS300 39390Ml
00 000 M3oMmgmdsdo dymy dmfymdormdsl, Gmd dsb Jmbogl “fiyzg@o odGH03mds s
00303500 999091 JugElL ELY39300MGdWSE. 93 Fgdmbggzsdo, 89993l dgderos
©553530060mb  dmfigmdomds  Lolwyemggwr  Jugermsb, 8909y 30 39Bsbm®mEogamls
Loliy®39e0 §39090900, OMyMmO 3 JugErmsb 515939 BMFYMdOWMBILMSE BodsGmgdsdo.

6. o336

B39l 330935%g oYyMHEbMdOm Tgp30deos 3004350, GMI 5G-U 543l sbowo gmbizogdo,
OHMIwgdoE 93X MOgLYAL MLIROMBMGISL. 50LB0TBsZ05, BMD 5G vbEglio G9dbmemmyoss
5 30Lo0 MLIFODBMYOS LEMIBIOMP 58S PoTM3IZGMO 5T §BHO30LOMZOL. 53 LBEGOGH0STO
93094356900 5MLYdMo 89393900 5G-Bg, oG 0350bsMNE0g 93565bgdL 5G MLsBGMbMgdOL
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LobMLBHY9OL. 5J9gsb BBL, MMI OO Lsdmdoms gobishgzo s Tguodwdsgzgdgaros MGBOH™
3993600 MLsRMMbMYdOL LoLEB YIS 5G-U 9BIJBHIMI© FMToMdOLIMZOU.
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PRETTY GOOD PRIVACY (PGP)- 358mygbgdolio;rsb s 393806900
d00m4i3339%0
CHALLENGES OF USING OF PRETTY GOOD PRIVACY (PGP)

Dose x56035830¢00, Lodg360gMHM 30dYMMLIGROMbMYdOL SLM305305
Z. Janikashvili, Scientific Cyber Security Association
0635 BobBasdg, LsdgEbogM™ 30dIOMLIBOHMbMIIOL SLM0930S
I.Chinchiladze, Scientific Cyber Security Association

BLEHMJH0: LBEIG0sdo  gobbowmos PGP-ol s@MgMwo olGm®os, 39985000l 3G0obi030,
0900 36H0@05 0b 3G:MdYIgdo MoboE 355YId000 dobo godmygbgdolsl.

ABSTRACT: It is discussed and examined earlier history and working principles of PGP in this article. Also,
we discuss challenges and problems we are faced while using PGP

1553396dm LoBY3900: 2HO3HMZP3%305, PGP,
KEYWORDS: cryptography, PGP

393-b 5MYM0o olGHMM0s

PGP obmogom g439wslogol 3060250 3bmdowo 3003GMmyMmsx00wo 30MMmEHMIMWo  Grmdwol
doM0m5© J0BBL FoMTImoygbl dmabdsMgdgerms doMomso dolol 3mbxzogbroswrmEmmdol
MBOHMB3gymgs. dobo ms3sd3oMzgmo dgds, dgddbowo Rowod 6. 3009MHdsbol(Philip R.
Zimmermann) 9096, 30639ws© 0b639MbgGHTo 359mgd399bs 1991 Fgwls, H®mBgewrog galebwEmgdm©s
99dAHOMbMwo Jg@ymdobgdgdol sdoxngzmsl. 0dol gom35wobfiobgdom, Hmd  os Folowgdols
530836005 s bgedm{gemol Ggleddbgrs ©sdM30EGdMo ogm RSA-U Logwmdzwmgdby,
LHO8350039 30034Mrm 00 300835600 YMEOEEOYDds, MIMIJELE 353IBEJIMo 3Jmbos RSA-ol
0530530039000  5RMOOMIJd0, ©d ROM I9gEo3 PGP-00 ©s063gcgbs 99gamgdmeo
9353900l 893MMds3,  39MHdm©,  (3099MABL Bl LYdbE  3M03GHMYMIROSLE
0535330609090 35808336M0L 5303530l MM3935DY, Mo3 39B30MMds PGP-0b Lsfigobo 3mo
oL goloxsmmgzqds0.[1]

Lo0bEHYOGLMS, HOLMZOL OR3FOMPS S Mo 25dMofjg305 PGP ol 894dbs. dmygbligbgdom,
X960 300093 §0obs L3606 Imymegdmwo Msdgbs LHMsxs© doofgzlb Hob goyMmwmo
399630930 29630006905, 50b0dbo B5JE0L §909Q9, 5005306 XIM3eglMdLT w5610
0935 9600 @OML o056 49360390090 1odd0s6MdxdBY, Fogo0MH, MHMYMOHOFS oY
0965, 3mbGom 9939md0bgdodlL gogHagbs s 5.8. s 3993000696 MBOM FgEoE dmby@bgdmn,
960 5 PILOLINIOD BIONME OZMEILYOE JengdGOMbMEo BmLEoL LolEgdsby.
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00bodbmo foblgws, ghmo dbGOZ, FmbgObgdMEMdSL LMOgsHBMOd®s J5EMIMOMB,
0dEs, 9gmeg dbMog, 990gdbs MLoROMbMYdOL 3OMdEgdsg [2], 0535¢0mMs©, OMPILSS
306390@0m bgdms Jg@EyYmodobgdol goaHzbs, 99 @OML dmIbIsMgdgEo 8936MO© MBOM
QO30 0gm, Mmd dob Jogd ogbogboen 3mb39OHAL 965306 AobLBO®s, oD FobLLBOL

93009WMd0L  d9dmbggzsdos 30 3MB39M-E0 ©sH0sbEIdMPS O IBsTsMgdMoz0 Jdggds
3900593565309 0Ms.

653 d99bgds B39bL 09bsdgMHM3zg Mgowmdsdo dodobstg Imzwgbgdl, ymgzgwo ol
396853wmdsdo  0gH3693s dorombmdom dgowro, 0dbgds gl 30O Y)Y MBOEFOSIYOO
bobosmol, S Ym3z9gEm30l, HMEYLYE 39dMm0Yqbgds 9ergdEHOM™MbMe GmUE)s, 53 3Bom gogbsgbowro
gm39mo  d9@ymdobgds  93@MIsGee bgds  dmfig3zwoo.  d9@Ymdobgdgdo  30Lm30LsEsS
9mfy3s0, 199EHgl 9900bg935d0 560056 MEbMdO 5083056900, LOLEJIOL 5ETOBOLEMSGHMMYdO
HIY5E ©OM 56 5J300 Wb 553056900l 06O T9BHYMd0bIBYOOL Bd30MbO®. ToaEdE Mo
9mbgds 049 96 bo® 30053 50530560 56 55F0sbMs X YMTBOL Bodobby s T9b 52B360 BOBYBL
990l, 350 J9vd050 o0300bMb Fg(33500Mb 56 358Mm0ggbmb gl 0bx3MM 5305 T9b Lobosbm.

393-0L 9sbslosmgdeEgdo

PGP ©@o0©o0 ¢30653gbmds  005d0 9amds®mgmdl, 6MHmd  ogo  MHBOHMB3gYmRL
MBOBOHMbMGOoL mmbogg sb3gdBL, 39Mdm: (1) 3MbxB0IbE0IXMOMBSL, (2) F;E0sbMdL, (3)
39600530 35300L5 s (4) 293Bogbowo T9@EHYmd0bgdol s6w9oMgdsL.

505Lm9b6539, 080LsM30L, MMI PGP-U sbsloomgdal 800sbmds, 5309bm0x803s30d ©s
9bMaoMgds, 030 09gbgdl 9wgdEHO™bymo bgwdmfigMol dgomEl, MBRO™  JMb3MgEHMEL,
390(hash) 8x6d300L5 s Os YoLswgdob(public key) sT0RIMOL FgoMYdIOL 3003306S30L. Brog
d99b90s 3068300096305 MOMOOL  MBOMB3gEYMmBIL,  sFoLom3oL  3a3-0L  BoGyargddo
LodgBHMomwo (symmetric key) s mos(public key) goL5093900L 2580533600l 30033065300.

MmO 3 M339 36Mmd00s, PGP-ob 459mygbgds 8g@ow Mbsgmmbms, 00d3s  5dsLmsbogg
50bB0db0s, MM Jobo ddomdol Bggds Logdome sMGH030s. 2obgobow Mo bsdox o0, HMIWIdOE3
94985m30b 3Mr39880 LOHVIEYDS:
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ABSTRACT: The usage of cloud computing has gained a significant advantage due to the reduced
cost of ownership of IT applications, extremely fast entry into the services market, as well as rapid
increases in employee productivity. Everything can be implemented in the cloud service: from data
storage to data analysis, applications of any scale or size. Employees also implement their own cloud
applications for work, contributing to the development of their own cloud culture (BYOC). In
addition, the use of cloud services is now available not only for large enterprises, but also for
companies in medium and small businesses, which makes cloud technologies one of the main
environments for the operation of their information systems. However, such an increase in the
efficiency of working with cloud technologies has led to increased attention to the problems of cyber
threats, the growth of which is inseperably linked with the growth of IT technologies. A cloud service
user can deploy their own applications, build their infrastructure, or simply process data, but in any
case, they trust their confidential data to the cloud service provider and want to be sure that their data
is secure. Providing information security IS in a cloud environment is the responsibility of the
provider, and therefore their systems must meet a number of requirements of both national and
international law and international recommendations. Therefore, the main scientific and technical
problem can be formulated as follows: data security may be compromised and there is a risk of mass
data loss by many users due to the possibility of conducting cyber threats in cloud services. Because
information is not only stored in the cloud, but is also processed, users must be confident in the
security and availability of their data. The solution to this problem can be provided by using various
methods of cyber threat detection, IDS / IPS systems, cyber incident response modules, etc.

KEYWORDS: information technology, cloud computing, security, critical applications, cyber attack.

INTRODUCTION

Cyber threat is any circumstance or event that may cause a breach of information security
policy and / or damage to an automated system. The main purpose of cybersecurity is to prevent the
implementation of existing cyber threats, ie to prevent the implementation of any cyber attacks, which
are the sources of the following risks [1-4]:

—  Loss of intellectual property. Analysis, conducted by the Skyhigh company, has found that
more than 20 percent of the data stored in enterprises contains confidential information, including
intellectual property. Most businesses now use multi-tier cloud services, where their data is stored on
servers that are also used to provide similar services to other organizations. There are also several
providers of cloud storage solutions that do not have modern data protection and security tools. Any
security breaches encountered by the cloud service provider compromise confidential data.

—  Violation of compliance and regulations. There are several regulatory requirements and
compliance requirements for businesses in all markets and territories. This means that businesses have
to make sure that their cloud storage and application providers take care of these regulations. Also, for
businesses that promote the concept of Bring Your Own Device and Bring Your Own Cloud, make it
difficult to comply with these standards. Any security breaches and data leaks can lead to severe
penalties and loss of brand value.
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—  Compromising credentials and authentication. Poor certification and key management,
weak passwords, and poor authentication are the causes of frequent data breaches in cloud
applications: businesses struggle with authentication management issues because they reflect
permissions and privileges for user roles; businesses very often do not delete or change user access
when he / she resigns or changes role; the lack of multi-factor authentication is due to the compromise
of 80 million customer records, and some cloud programs still do not have such authentication;
Developers are often to blame for leaving cryptographic keys and credentials in the open source,
making them free for analysis on portals such as GitHub.

—  API threats. Most cloud solution providers offer their APIs for enterprise IT teams to help
them with cloud services, management and monitoring. This makes the security and availability of
cloud solutions dependent on the security of the API. Weak APIs expose cloud applications to the
risks of accountability, confidentiality, integrity, and availability. For most businesses, such APIs
remain the most vulnerable because they are fairly easily accessible directly through the Internet.
Strict security-based intrusion testing and security checks are key elements in ensuring that these APIs
are permanently protected from cyberattacks.

—  Hacking accounts. Software exploits, phishing and fraud still are widespread occurrences.
Cloud services are also susceptible to this kind of damaging cyber attacks, because cybercriminals
have wider range of abilities to control user activities in public cloud services. In addition, there are
two of the most effective measures for businesses cloud data and applications protection: to prevent
users from accessing passwords and requisites of user accounts; ensure that multifactor authentication
schemes are available where possible. Avoiding account data loss is the first step in protecting your
cloud software from phishing and other breaches.

—  Improper usage of cloud services. Cloud services can be misused, from using cloud
resources to access encryption keys, to launch DDoS attacks on enterprise servers. The use of the
enterprise's cloud resources for cybercrime has the following consequences: low availability of cloud
systems; the impact of legal obligations in the form of lawsuits from influential parties; serious loss of
reputation.

REVIEW OF RELATED PAPERS

As mentioned earlier, cloud computing has considerable advantages over conventional
“physical” computing [5-6]. However, this advantage - only for the direct user, because no matter
what the user does - deploys its own infrastructure, launches applications, or simply stores and
processes data — for him it will all be on remote servers, i.e. in the “cloud”. However, for a cloud
computing service provider, the entire process from system construction to direct service delivery and
maintenance takes place at the physical and hardware levels [7-9]. Therefore, problems at the
software level include failures at the hardware level. The task is complicated when IoT (Internet of
Things) tools are used in real production, and traditional approaches to cybersecurity cease to work
effectively. Solving these problems will help to create conditions for a new corporate culture and
technology for automatic protection of data, operations and applications [10-12]. It is an indisputable
fact that the number and sophistication of cyberattacks is growing every year. According to a report
by Alert Logic and Crowd Research Partners, more than half of security professionals in large
companies predict the possibility of at least one cyberattack on their company. So it is not surprising
that the business budget for these needs has grown by an average of 21%. The same report, based on a
survey of 350,000 experts and experts around the world, says that today most attention is paid to the
security of cloud infrastructure (33% of costs), cloud applications (28%), another 23% of costs go to
increase staff qualifications.

The process of cyberattack prevention can be divided into two streams - descending and
ascending. The first involves building a mechanism for classifying corporate data and add-ons by
security and prescribing levels for each security protocol. The second is responsible for the use of
tools and technologies to detect hacking attempts. Vulnerabilities are usually there. It can be taken for
granted that the company is not able to protect itself from hacking the most "persistent" hackers. This
means that all resources must be thrown to deter attacks until they cause irreparable damage to the
data. In any situation, effective work with cyberattacks depends on proper planning. There should be
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an effective method for instant identification of the source of the threat and a plan for its isolation,
prevention of further spread [13-14].

SECURE CLOUD COMPUTING INFORMATION SYSTEM

Cloud environment in which the method of detecting cyber threats will be introduced.

The technology architecture is based on the recommendations of Cisco, which has developed its
own progression of evolution of "cloud" data centers:

1) consolidation and aggregation of data center assets;

2) abstraction, is a key phase, because the assets of the data center are abstracted from the
services that are actually supplied;

3) automation, which is capitalized on consolidated and virtual aspects, fast backup services
and automatic modeling;

4) the interaction of the corporate “cloud” with the public;

5) the final phase - "inter-cloud", which replaces the existing types of "clouds".

Before building the architecture of the “cloud” data center, it is necessary to identify the system
of components of the data center blocks in the basis of "cloud" architectures.

10 Gigabit Ethernet. The data center is designed with a high density of virtual machines that
are combined with a large number of processors. From a network perspective, the growth of virtual
machines and the concentration of cores will facilitate the transition to 10 Gigabit Ethernet as a
necessary mechanism for providing servers. Specific benefits of the transition include: real-time
policy configuration; mobile security and network policy, which is replaced by the policy of the
virtual machine during its mobility; continuous operation of management models that establish
management and operation of the environment for virtual machines and physical servers.

Unified Fabric, which gives all servers (physical or virtual) access to the local network, storage
network, and IPC network, allowing them to be more integrated into the customer's network to
increase efficiency and cost savings.

Unified Computing. The unified structure allows you to fully virtualize a "cloud" data center
with pools of computer, network, and storage resources using unified computing. Unified Computing
covers silos in a classic data center, allowing more efficient use of infrastructure in a fully virtualized
environment, and creates a single architecture using standard technologies that ensure compatibility
and investment protection. The Unified Computing system combines computing and network
capacity, storage system access and virtualization resources in a scalable modular design that is
managed as a single energy-saving system. This system can be managed using the built-in control
system, in the Unified Computing platform.

In Fig. 1 shows the technological architecture, which presents the “cloud” data center of the
next generation. The diagram shows examples of component blocks for the data center. In general, the
completed architecture contains not only components of the structure, but also is regulated by
different types of service and regulatory requirements.
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Fig. 1. Technological architecture of the data center based on Cloud Computing technology
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The architectural model offers 9 tiers of the data center network:

- application software;

— virtual machine and distributed virtual switch (virtual machine, VSwitch);

- storage and storage networks (storage, SAN);

- calculation (compute);

- access;

- aggregation;

- core, where there is also a module for detecting cyber threats;

- peering;

- basics of the Internet (IP-NGN backbone).

Each subsequent level is connected to the previous one by a certain type of connection. From

the application software tier to the Virtual machine & VSwitch tier, the App to HW / VM connection,
then the virtual machine data, is fed to the distributed VSwitch virtual multilevel switches.
Data from the storage network (SAN) and application data from VSwitch are then transmitted to the
computing tier using 4G FC (fiber chanel) and VSwitch to HW, respectively. The results of the
calculations are sent to the access tier via 4G FC, 10G FCoE (Fiber Channel over Ethernet) and 1G
Ethernet, and from this tier to the level of aggregation via 10G Ethernet. On this tier the control of
applications and services is executed, and firewall services (IDS, SSL, anti-DDoS) are installed.

The next tier is the core, which also uses global location and cyber threat detection procedures.
If a threat has been detected, the user and the system as a whole will be notified and appropriate
action will be taken. At the peer-to-peer tier (the interconnection of individual networks to exchange
traffic between users on each network), the domain is routed. The last tier is the Internet, using the
10G Ethernet connection type.

The downward movement of traffic and data occurs in the reverse order to that described
above. Other key software components include: business applications for service tools; service
management programs for service search, display and matching; SLA measurement, billing
applications for reporting; web and business logic hosting applications. Key components of facilities:
power supply and cooling of facilities; elements of the physical structure of data center components;
racks and cable components.

Along with the technological component of the architecture of data centers, an important place
is also occupied by the issue of trust in the infrastructure model of “cloud” computing. The key to
gaining an advantage from the cloud is to establish a trust approach that begins with the establishment
of such attributes in cloud architecture.

Trust in a "cloud" data center is based on several basic concepts:

1. Security: traditional data issues and resource access control, encryption and incident
detection.

2. Control: the ability of the enterprise to directly manage the processes of deployment of
applications.

3. Compliance and maintenance at the management level: compliance with general
requirements.

4. Timely detection of cyber threats, prevention of intrusions, blocking cyberattacks.

Fig. 2 shows the structure of a protected data center based on Cloud Computing technology
from the point of view of security, namely the models of threats and measures that need to be taken to
minimize risks. The structure also reflects full control, compliance with requirements and agreements
on the level of services.

The key idea of this model is that information security should not be secondary or simply part
of the overall security, it should be disseminated and implemented at all levels of the architecture.

The threat profile (Threat profile) consists of such elements as:

- service disruption;

- data leakage;

- data disclosure;

- data modification;

- identity theft and fraud,;
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- intrusion.

\/

Fig. 2. The structure of a secure data center based on Cloud Computing technology

As can be seen from Fig. 2 detection of cyber threats is one of the most important tasks in the
system of information security of cloud environments.

CONCLUSIONS

In this paper the analysis of the existing models, systems and methods of detecting cyber threats
was conducted, which allowed to identify their main shortcomings, namely: lack of data on
experimental research, the impossibility of its use in cloud services (for the most part), some MVCs
do not implement real-time cyber threat detection.

A model of cloud service has been developed, which through the use of technological
architecture, high-speed communication, unified structures and calculations allows to ensure the
security of cloud service based on Cloud Computing technology and conduct appropriate simulations.
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Moo 06GIMHJLOL  bogsbos, 306506 0o LHMIG0 BOHIMdOm sdmoMBgzs s WRGM ©S
Mi3Om 9@ 939996530 09330006093l sPowl.  LmMgo, . Prometei” Mol 3OO3GHMZOEHOL
9mbs3Mm390ws®  259myabgdmo  LOMWOosE  sbogro  3009gMHEBIToOl  05MBPO,  BMIEOL
L5MOGIOMS(3 “YodM30 550560 F0BBLVIMS sBIMOES.

ANNOTATION: In the 21st century, with the rapid advancement of technology, there is a growing trend of
undetected and unsolved crimes in cybercrime, often referred to as the "crime of the future". Malware, which
is one of the main mechanisms of cybercrime, makes it easy for each of us to fall victim to them.
Cryptocurrency is one of the biggest topics of interest today, as it is growing rapidly and is gaining ground in
more and more countries. ,,Prometei* is a completely new cybercrime tool used to mine for cryptocurrency,
and has already financially affected many people.

1533956dm BoEY3gd0: 2089(Hb5Ts9e0, J5¢1395(0, ,, 8y HbIHO,,, Prometei”, 3(503(9(235¢7<)Ho.

"

KEYWORDS: cyber crime, malware, botnet "Prometei’, crypto currency
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,»00Eb9BH0 HomBmoygbl 06@9MbgE Jugwdo BsBM 3md30vEIOMS JOMOMIOMDIL, HMIGEwms
053053300 MbsMI0  EMM3gM0os. om0 FoMm3zs dglsdg oMol doge OoLGBEOMGms© brgds.
,00B0“(bot) - sbg MFMm©adgb 0bxOE0MYdIME FmfymdOWMdL. JmymdowmdOl Es0bxgo30Mgds
bgds 30330EgO Jugedo 8sen39om0ol dgFMH0m, 9xMgm3g 030 (36MdOWO0s, MHmym®E 95369
36OMA650s. ,,00GHByGOL* dobmzgs dgBhowsw IRC(Internet Relay Chat)-osb bgds, odiss dolo
doOmmM35  JgLodgdgeros  390939MHO0EBSE. LEBOBMm  3OHMYMSTgdOL  godmygbgdol T9gdmbggzsdo
30030993H9M900  Gglodwms, dgoGymmb dmGHby@do, dsb dgdgy, o3 ImdbIsMgdgero  9fi3g3e
530690 LYSOGL S J9IMEHZ0MMH3L 535 ) 00 06RMOT>30L. LoBOBM oML glsdems
900536900 3500l Lsbomss 50dmAbgl 3033099396 d0.

G9M30b ,,3mGbgEBHOL godmygbgds 8930005 3mI30vEHYMHJool 657d0LT0YM X AMBDY, BoROWOMS®
390395 IRC dm@0. ,,0m@“-0b IBWMdYEL F99dwos X ARl OLEHBE0MOO 3MbEGMMEo, IRC-0l
15359000 IMOz3MLO© 3M0T0bseMo Jobbydolmzol. LygMzgMo 3bmdowos (C&C) LgMgzgMol
Lobgarfmgdom. ,,0mGHOL* 4583905 bgds Fos©, s 39dMm0yYyghgds Fotrmwo gbgdo (Do
A303H9M0 96 dgboxo) 3m3Mbo3z5300L LAY C&C LgM3zgMmsb. ©sdbsdsgol bgerdo
390500b ®539bodg LobGgds bbgzobbgs bgwlisfyml dgdzgmdom. sbowo “dm@Hgoo” s3mds@IMo©
01396969096  LoLBHYIsdo  SMLYdIM  JMbs3gdgOL 4530 YIS  IBTsmEols Boggbs, w30
9mIbdo9d¢0ol LobEYIodo sGBLH0TIEM 35MIMWGIO sOLYGOMAL.

o3 MBRO® I9Bo 0bxm®Is300l Im3m39gdsl 99degdl “dm@o” bobEgdosb, dom MBRGM Bsligmeo
39bg0s "dMm@GHBYBHOL” dREMIgEobm3zol. 3m3309GHIOIo LobGHJIosb dmbsggdgdol Im3sM3ol
7dm@bgBHdo” PommM30L d99as 1939 9hm©gds L.Scrumping”-0g3. ,,0GHBYGL” MIMNszMgLo 3YogL
900 96 M59gb0dg o3MmbGHOMMEgdgwo 3060, MMIJWDIE 5O A99BB0SD JOIMYIIMHO 09MMJ0s,
om0 MODOJOHMOMBS  5TY5MGOME0S 06030056  dgamdGOver  35300609d%g. 2006 ol
9mbs3999000 Abs3L0 JugErol Lydrsem BMmds F9oA9bs 20 000 3m830vGHYOL, FES 535505
3960609096 MROM GsGO® Jugagdog.

,»003bgEBOL 9994060l 4 LoggbyMo:

1. ,,0m3bg@ob* 853mbGHMHM©gdgwo 3000 adHsgbol 306HMLL/3MEMAL ©s domo L3 sEgdom
50630306093l IIHAsMIGOYEMS 30083093 IMYOL.
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2. ,00m30" 99000L 3mb3MgE s C&C Lyhgghby.

3. 1353960 M3GMOGMMOLAD 0GBl ,,0MmEDYEHOL LyM30LgdL.

4. 1359960 M3gMGMOL MAbs3b0L TgBYmdobgdsl s goli3gdl 1B3sd TgEHYmdobgdol goabsgzbols
d63o69db.

,»003BYBOL godmygbads Lbgosolbgs 30BbydoLMZ0L bgds, sLgmo Fgladems ogml, 3s6mergdols
9m3m3905, LB93MIVOGHM  B3MIMJOol bmdgmms bgwdo Bsagds, 9303530900l IM35MZ5 o

Labgedfoge Jugergdbg 30096 89939003 30-

Cisco Talos Intelligence Group s®ol dbmgeromdo 439esbg dold@osdmmo 3m3gmEoweo bogmmbggdol
LoIHBZIM3M XFMRBO, OMIJE0E d9A90s MBI EMBOL 933Wg36m9d0L, sbsero@03zmbigdols s
065066900L96. LFmMgE 59 LoIBZIMOZM XRTs 50MBObS sbogro dmEHByE0, Labgwhmmgdoom -
Prometei, ®mdgerog 2020 Herol 3smGH0sb 0bLo3mm®mgdom sd@oviMo  gobs s doMH0mMss©
M6096¢06M90w0s 3003GHM35 GOl dm3m3905D9.

36033M350Bs  FoMdmoagbl 9wgdBHO™MbM Bmel, GMmIol Lsxgd3zgmoEss ,,0em3bgobols
LolBY>™ s 00 Lobgwdfoxzmbs My 156390006 sTMM30IOsE M3gMHOMYOL. MbsTgEMmM39
3996mmy0900L d9939Md0m F500 VOMYOMWGdS PO 0HBMEYdS, GgLlsdsdolo bbgzoolibgs
3oGBMMIGODY d000bsMJMOL 35FMMBS 5000 153NS Gd0m. 53 oA B0DVOZMMO Lobg 56
399860, LD 5393806930 67d0LTOYMO MIGMOE0s B30 YdS 06EYMbgEHOL 8gdzgmdom.

Prometei-li dbbggM3o gobbgb 598-l, dEvBoErool, 3530LEBOL, Bobgmol, d9dubozol s BRoggls
dmgdosdggdo. mmbo m3z0lb 9999y ,.0MmEGHBYIGOLT 0530mbGHMMEYdEgdds Im03m39L B MYd0m
50008, Lodoeeme 1,250 538 MEsG0 139d0.

Logmom xsddo, 933093609005 15-B9 9930 393039900l 39dbozs wosomzsegl Prometei—do. 4zqws
0omobl 53MmBGHOMMEgdL d35M0 IMOIo, OMIYELs3 d9deos 2580x3OML (RC4)dmbsizgdgdo
0958009, 3000609 030 HTTP-00 355355360l ds@angzol big®396by.

0BG 0356538 35MMegdl Mimikatz-ol dg33erowwo 396Lool Lsdmowgdom, Mol dghgs b
396MMenqdo Spreader Ml 2500092936905 SMB-U 565¢00bols s 9300963H053035300LsmM30L. 0
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d090mbggzsdo mvy gl qbs 9O  0099d5390L,  Q9TMS3EgdOLM30L  9dmoygbgds  EternalBlue-U
994b3wmoo.

4m39w0 b0 3009MH6sdsveol d98mbggzs 39Mys© 330839693, v OHMYMEO LEgOmbOL Fobydg
a3l mommgmo  B3gbgobo 30830V BHgdbmEmaoslmsb s bmEoswrme  JugEgdmb
B3OWOOROFZMWO  3bM3MHgd0L 200M, M3 MI356IMIOL  QsbMYmggo Boffowos. LoFoMm
3d6003b9crm3z5b0s gl dsgoomo oyml B396m30L, 0dobmgzol, GMI Asdmzobobmm Madm dgGo
Log®mbowyg 06@&gmbgd LogmEgdo yngbols MM, MM 56 Ao3bgm F5369 3OHMYMTIOOL JmEMoyo
albggM3eo.

30dE0MYMIROS

1. “Prometei botnet exploits Windows SMB to mine for cryptocurrency” By Charlie Osborne for Zero Day |
July 22, 2020 www.zdnet. com https://www.zdnet.com/article/prometei-botnet-is-infecting-machines-to-

mine-for-cryptocurrency/
2. “Botnets “ Published under Glossary www.enisa.europa.eu https://www.enisa.europa.eu/topics/csirts-in-
europe/glossary/botnets
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TLS 1.3 5bsgmo 36m@m3meo sbseno glisdggdermdgdoo

TLS 1.3 NEW PROTOCOL WITH NEW POSSIBILITIES
9935 Bo3Ygd005, 3089OHMBROMHBMYdOL Tg3609Mms SbmEosz0s (SCSA)
L. Nachkebia Scientific Cyber Security Association(SCSA)
B Mg, 30096LIRMMbMYdOL dg3bogMms sbmEoszos (SCSA)
N. Uglava Scientific Cyber Security Association(SCSA)
4909356 36dge0dy, 3009HMLIBOHNbMYdOL Jg3bogHms smos3os (SCSA)
Q.Grdzelidze, Scientific Cyber Security Association(SCSA)

BGHMIH0:  ©@olorgmdom  TLS  3OHmEHM3MEgdo  250m0g4gbhgds  momddol  g3zgws
33035(30590. 0 FoMIMEIbL 390 dMH>BIML (30gbB0) s 3903390©L (LYM39M0) dmMob
0mbo390ms 250053900l MLOBOHMLMYOOL MHBOb3gEymaol yz9wsby bdoMow godmygbgds
9900mEU. 0bsdgdsmg biGe@osdo gobbowmaos TLS 1.2-0b s TLS 1.3-0l dgrogho s bbGo
dbs69900, Jom0 MLOFOHPHMYOOL LoLLEJJO0. bGHEHOOL L3Zb0mO bafjowo dggbgds TLS 1.3-
0b 653035690900l 0930s8LbIgargdol doge godmygbgdols FglsdwqdermdgdL.

ABSTRACT: Nowadays, TLS protocols are being used in almost every application. It is the most used
method for ensuring secure communication and transfer of data between web-browser (client) and web-
page (server). In the present paper the strentghs and weaknesses of TLS 1.2 and TLS 1.3 and their
security concerns are discussed. The final part of the paper addresses the matter, how the hackers can
use TLS 1.3 shortcomings for their advantage.

1553396dm Bodyggdo: TLS 1.3, obsgmoobmgdol 36Geadeazeaemo, TLS 1.2, bsgmorber 3000496035305
KEYWORDS: TLS 1.3 security protocol, TLS 1.2 secure communication

Transport Layer Security (TLS) $o63tmo@9bl 30033HMma®mogome 3GMmEGm3mel, Mmdgeros
3940bocros  390-3G5mBHgHgdLs s  LgMzgMgdl  dmMol  3mdbozsEgool  MLsgmmbmgdol
MBOHMb3gwloymzs®. gbegmdom TLS 3OHm@m3memado gs0moyggbgds momddol yzgus
33@035(305d0. dgmégl dbMog, SSL Homdmoaqbl 3Gm@EHm3mel, MHmdgeog godmoygbgds 39d-
0M5BgMYALS s LyM3z9MdL TmMHOL sGoBOHEo 3MIMbolsE0ol ILLTYsMgdes@. SSL
2390053990 dmbo399900L alisdoxMa 0ygbgdl.

ol §oMdmoygbl 390 0MHobIML (3e0096E0) s 3902390L (LyM3zaMo) TGOl Imbsizgdms
23900539900 MBsBOHMbMIdOL M HBEME39wymBol y39esHg bdoMo 4sdmygbgdsw dgomb. ol
MBOHMOZgrgmgl  H™md  3mdMbozsgool m®mogg  dbstgh  sOLgdMro  dbsMggdo  0y3bgb
93096GH"Mm900 s 35939, MBOHB39wYymBL IMbo3900s FNE05BMBSL F500 sToB3MOL 3Boo.

3MLgdmdL TLS-oL 1.0, 1.1., 1.2 s 1.3 3g6bogdo:

- TLS 1.0 959md3995c0s 1999 {9l REC 2246-0L bsbgarood.

- TLS 1.1 359mgd3996cs 2006 {geols REC 4346-0L bsbgarood.

- TLS 1.2 359md3994600s 2008 §geols RFC 5246-0L bsbgerooot.

- TLS 1.3 mg0o30oserMo@ 490md399bs 2018 Hgul RFC 8446-0b Lobgaroo.

3bmdoos, Hmd TLS 1.0 s TLS 1.1 §omdmoabgb sz0msm dmfyzmo@ 3Gm@GHm3megdl,
005bsb 1.2 s 1.3 0mzgmwgds 8930Mo@ LOROMbM  3OMEGHMIMEIdI© ©s FLsdsdoboE,

1 “TLS 1.2 vs TLS 1.1 - KeyCDN Support,” October 4, 2018. https://www.keycdn.com/support/tls-1-2-vs-tls-1-1.
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930096009005 Bom0 35dMYygbgds. J0bgsgz9 0oLy, Md 1.2-b 459hbos MBsxGmbMmgdol
36MHMd9dq00, oL 393039935 MBOL s LOLEJIGIMID M3BYBIPMBOL YomzseoLobYdOm,
©OILEOYIMO00 AL SOBYDME? 3OHMEMIMEOL TGOl 439wy 990 IMIbTSMYOYEO Yogl.

595bm9b539, MBBOHOBMYBOL Bo3omMbgdosd AsdMIEobatyg, 2020 Herosb Apple, Google,
Microsoft oo Mozilla-8 9{yg0¢gb TLS 1.0 cos TLS 1.1-0b g59myggbgds s bstrsFgéo.

©ogb TLS 1.3-0b LbOwmwo s bsformdmogo 59mygbgdol dshz9bgdgwo dbmxzgeromdo
3bEmgdom 89.02%-052, beagm TLS 1.2-0b 9563969090 97.91%-b & mE@9ds.

TLS 1.2 B-oTHER Usage % of all users s 2

Global 97.8%
Version 1.2 of the Transport Layer Security (TLS) protocol. Allows
for data/message confidentiality, and message authentication
codes for message integrity and as a by-product message
authentication.

[T ELEITOLLE Usage relative  Date relative Filteredm o

uc
. . * android” Opera * or® Firefoxfor D Samsung  QQ  Baidu  Kaio
. q . : e roi pera for irefox for for msung idu ai
= Edge Firefox Chiome Safari Opera [0S Safarl. Opera Mini Browser Mobile Android Android  Android  Internet  Browser  Browser  Brows

Usage % of all users s 2
USSR, Ry Global 85.61% + 3.41% = 89.02%

Version 1.3 (the latest one) of the Transport Layer Security (TLS)
protocol. Removes weaker elliptic curves and hash functions.

(L ETLIGE Usage relative  Date relative Filtered m &

uc
£ = * pndroid® Opera* BT Frefoxfor et QQ  Baidu  KaiO
- . h s roi pera for irefoxfor  for amsung aidu i
IE Edge Firefox  Chrome  Safari Opera  iOS Safari OperaMini grocer  Mobile Android  Android  Android  Internet  Browser  Browser  Brows

KT
AT I I N BT I
nnnn-mmnmm
(2o [wewo ]

3Ms3030 1. TLS 1.2 @5 TLS 1.3-0b 3sdmy96960b Ggbsbgd 8mbspgdybos

TLS 1.2

HmamO 3 Bgdmom 50360869m, TLS 1.2 o0gliomqmdom {omdmaagbl 439w sByg 2936 3gegdoge
3OMEMIMbL. 099939, gU 96 608bsgl, D sl 56 g3l 3MMdEqdqdo. TLS 1.2 33eogss 9J3L
39005690000 Imd35mgdMWwo 3MH03GHMAMIROMEIO SERMOO0mTGO0L FBsMF M, Bro3 MBROM
9mfy3ol boool dsl Bbgoolbgs GHodol m3slibdgdolsmzgol. dsgswomolmgol Zombie
POODLE attack. 59 053@55bdol @®ml 393609609335 259meg3aobgl m@mo sboero Loboldg,
Mmdgmoi TLS 1.-2%9 POODLE-l ¢odol 456bm®m3o9ewgdol Lsdogsqdst. s 89dmbggzsdo,
053053bdgeo 04gbgdl CBC-sdoggtmol dgmmeol bolwmli@gl, Mmdgeos odeggs Man-in-
the-middle ©s3slbdol gbbmM309wgdol dgbodeErgdemdsl 03 LobEgdgdby, GMIwgdo3
X9M3 094969096 8083360l Imdz9wgdmer dgmmEqdb.

2 Can I use... Support tables for HTMLS5, CSS3, etc, September 24, 2020, https://caniuse.com/#feat=tls1-3

3 Can I use... Support tables for HTMLS5, CSS3, etc, September 24, 2020, https://caniuse.com/#search=1.2

4 Can I use... Support tables for HTMLS5, CSS3, etc, September 24, 2020, https://caniuse.com/#search=1.2, Can I use...
Support tables for HTMLS, CSS3, etc, September 24, 2020, https://caniuse.com/#feat=tls1-3
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POODLE s Ubgs Godolb o30sbdgdol  dqdamd, goM3zgmmfiows dmbs 93
Bo3ermg5690900L 50dmzgbg®s. MmwdEs, dmIbTsmGOIWDs 9339090 Boffoeml 33asgsi3 9J3L
3390 3OMmEGHM3MEgdol dbsMsFgms, 30650@sb gl byl Mfgmdl dzgero 390-339Md0L
39bsmBbBadsly @5 053006  0MOEIBL  390-239MIOO0ED  dzgro  FMIBISMYBEGdOL
Q0EM339L. gb, g0l AbMog, bodbogl, MM 3OMBEGIgd0 s LOLNMLEJJOO 3ZEsgslL MHBYdS
LobGgdgddo s JgLsdegdgE0s Fs0 A5TMYgb9ds.5

23905 3m©Tdo sOLYdIMEO 3MMdgdgdols, TLS 1.2 3ol G0@amad 39MLosLmG dgsmgdom
3oL RO byero. ©dgEHgl 890mbgzgz9d0 IMbo390m8 sT0GBZMS A5dM0YgbgdmEs 3:mb3MgEH W
LobGHYdsdo  93BHMMODOEo0L b LOIMIVOGHM  BsMSMOL  FMbs3gdgdol  oiyHagbobmgol.
50530MOMMs©, b3y GHo3ob dmbs3gdgdo MRIdMEs Moo bgwdolsfhzmdo. Ggledsdols,
0 3960m©ETo NYBOM 5JGHMOWMEO 25D 0bGIMbyEOL BHGMIx030L LMmsw HTTPS-do
390053, o3 ImMbIocmgdwrgdl IgBo 033l 9.. ..eavesdropper-gdolb s 0bgdgom®o
05305bdgd0Ls0, 039939, HMYMOE BIIM 500b0dbs, 53 3OMEHMIMEOL s Jqlsdsdols©
23956bmM 309w gdmEo 3Gm3EqLgdol JobmLl Fo@dmowagbl dolo Lobdsy.

396dm, 0d0LsNZ0L, HMA dMSMHYIOHO S bLYMHZ9MHO TgmIEHIPDID STORIMOL FolvgdDY, Jom
LF0MHEIOIM 3M03GHMAMIR0IEO TMbSEJTIOOL o330S, 933, 08037 Dol BsdmM™MTg3s™
TLS-do 9306Mgs© 900l dgggerogro 1999 Garoll 890gy (5L 8909y Mog dmbos
LGHObIMEBH0DYDS). ,,bgEol FsdmGMTY30LIMZ0L LyFOMHMS dEMIVMHIOLS @S LYMZgOL TGOl
™O0 ©353JO0m0 HOHOL gogers, 85658 Lsbsd ImMbgds sdogMmYo Jmbs3gdgdol ooy Bogbs
(56 16D oa™dgeragds Hobs 3mIMbo3zsE0s). Gabsdsdols, 50b0d6v0Esb As8MmBEobaty
HTTP-bosb dgstmgdoo HTTPS sGob »g3em bgero. 58 99g390bgded 3o 9glsdenms bgas@om®o
2930965 0gmboml 08 53¢035:3090Dg, MMIgErms MmM0gbEGHOMLSE FoMBmawygbl Lobmsgy.

TLS 1.3-b ¥)30653gbmdgdo TLS 1.2-0006 990s6gd000:
LolfiMsgg

OHmamO3 339 900b0dbs, TLS 1.2 3538060l ©5994s6gdolsoll 0ygbgdl 9339 dmdzgargdoyen
3OMGMIMb s 9O0L JgsMgdom bgwro. dobgsb goblbgsgqdom, TLS 1.3 3GHm@GHm3merols
90bg30m, 3063950 3m3Mbo3sE00l sBYsMBOLOL bsFoMmms Fbmem 1 HMHOL Qo3ws, Mo3
09305 SLFORIOL s 55030IdL 3OHMEILL. 3OS sdols, TLS 1.3-0l 306Mmd9ddo, 0v) 39d-
339600 5oL sboeo EIbMEmMwOo, B30 LBHMIRs BEYds Folmb 3530060l gogMdgengds,
50390 oM 5M0L LoFoMm bgwsbas 3mdMB0 35300l sYsMgds s ,,bgeols Bsdm®mmTgzol™

3MM(3900M0L 253, M5Ys0 Fgliadangdgeros w339 990 9bbagdvyeo Qolomgdol ysdmygbgdom
3M396035300L gopaMdgegds.

d9L50580Lo, 3MMEILOL FobowdxmdIlgdwrs TLS 1.3 3396035300056 LGMEsE 0wgdlL
bgol BsdmOmgz0l 1 HMgl. mdcmegargl 89dmbgggzsdo, sbogro TLS 1.3 3538060930 dystmrcogds 1
6oL 9gdmgzeome.

5 Pollack Keren, “Leaving TLS 1.2 and Moving to TLS 1.3,” September 2, 2020, https://calcomsoftware.com/leaving-tls1-2-

using-tls1-3/.
6 “TLS 1.3,” EZ, accessed September 26, 2020, https://www.hcc-embedded.com/tls-1-3.
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TLS 1.2 Handshake TLS 1.3 Handshake
Client rver Client rver

© 3
e e 200ms
@

300ms

83053030 1: TLS 1.2 s TLS 1.3 36099 2302¢7980b ,, bgarol BsOm&03d930b* 36Geasgbor
©53083M0ls sbsero biggds

06003690mgs60s, GMmI TLS 1.3 5006 094gbgdl 03 sergm®omdgol, Mmdwmmagdog TLS 1.2-ob
3060md9dd0 dohbgmeo 0dbs 3s3sbbIgdoLodo dmfyzemoo. dgLodsdols, 4odmoygbgds
dbmEmE Y439wsHg MLOROMbM  SEMOHOMTGO0, MMYMEOOES, TIFIWOMS©  JBIIGOWwO
©0g0-39¢ds60l (DHE) s¢gogm@oomdo.

23905 sdols, TLS 1.3-0l 306Hmdgddo 1.3-0b  306H>Mmdgddo  ,bgols  BsdmGmIgz0L*
9m535653900L MBOM 0O bsfowo 0doxgmgds, Mog Imbsgdoms dooEgdolsmzol »MBGOM
998 MBOBOHPHBMYOIL BOMB3ggmal. gl byl MFymdl 3mdbozsiool Imbsfoang bsMggdol
Ls0IbGHOR0IsE0oM  Fmbs3gdgdoL o3 @S MGl BHPOBOZOL  bswoBols
F9L5IEGOEMDSL.

Forward Secrecy s60b 533m3s@nMo© MHBOWbggarygmaomo. gl 4merolbdmdl, Gmd od
dgdobggzsdo, v TLS 1.3-0b 3060Hmdg0do  ©sdogewm  obxzm®mdsgost  dgqddbgds
LonOMbY/Ambgds oo As6doxnacs, 99mdwgdgmo 0gbgds 98 0bxgm®dsgools godmygbgdom
39005(399¢9¢0 Imbs39dgd0L/3m0b035300L gobdoxrz™s. g 4merolbdmdl, 0d dgdmbggzsdos 30,

7 “Advantage of TLS 1.3 over TLS 1.2,” November 25, 2019, https://dev.to/https_india/advantage-of-tls-1-3-over-tls-1-2-
big.
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019 BodMIogE™ 33603530900 56 046905 MBsgMMbM®, gbesbgen 3mdMbogsEosl 3s0bg 56
99960905 LogOHmby.

TLS 1.3-0b dglsodgmm bsg®obggdo

Lgbool LobFGmsgy FoMdmoygbl TLS 1.3-0b ghom-gehmo y39wsbg o domfigzsl, Mowsb ob
370X ™dLgdL  IMIHToMGOEOL  250MEPOEIOSL. T3, 9MLYdIMOL 0-RTT-b Lsdwgsergdom
LgLOOU ,,295303)egdLMB* 353000 MO MbOFOHPHBMYOOL LH30MbYdO - TsgoE0MsE, Ob
M0 gb Igbodegdgel booolb ,replay 9g@g3sL. 906036v90©sb  9sdmdobaty, 0930
3M03GHMYM5x80 5 MOYsbobsgos 3oL, GmI TLS 1.3-0L 9533930Lsl/gsdmygqbadolsl
2000038536 3OMEGMIMEOob 53 boffoenls.

TLS 1.3-b 5Jgb  sbsgwo GHodob doghgdo, Mmdgwos 094gbhgdlh msbsdgwdmgg AEAD
3qmMomdgdl, MmIgdog 990ddbs  L3gEoswme 50 3OHMEGHMIMWOLmOL. g oMol
©580533600L 0033500 GMGTs, HMIgEog TLS-0L MLsxmmbmgdols s bsbmmdol ysBMHEOL
30Bbom Jdbol 9939 Foboliosmgdwqdl:

- 3mb683009gbEosmMHmds: BOHMb3garymal, Mmd 396306 396 dgderml 3er0gb@bs o
LgH39OL FMOL goBosMgOIEo Jmbso3gdgdol gdoBMeEos.

- 9339008035300 HBOMbggymal, ™I 3w0gbGo MJoMmHe  GLOMmGdIMOIL
dbmmnE Mgoemm® BgMzgML. sbg3zg Fgbsdwgdgeros, GmAd bgMzgMds dmobobml
3w096@0b 5339600053035309, Boa6sd g S0l 0830500 dgdmbgg3s.

- 8000obMmds: MHOHMBggymal GMA 4o3begboo 0bgm®mdszos s 3m3MbozsEos 96
3903350l s 56 3mbgl Jolo JE0sbmdOL MM3g3s9710.

5™ 259moygbgds MeMm 9@ 1.2 3oy 1.3

30650006, TLS o SSL 560l 005 LEbsd@Hadbg ©oxdbgdaero, dsmo 9x39d@Endo
2396300006900LM30L Lo FOOMS  IOMEHMIMEOL  JSLMIMO30  IBYMRZS SV FMOZ0MBOL
30omIMYdI™gd0L, 390-0M0MHBIMOOL, 9303530900 (doy: Facebook o dobo LggzgMqgodo),
dbOHO0EL o0 IbgMa3s s 0dolo YOO MBlgEymEs, M 6 ogmb 2sM339Mwo GHo3ol
Bogotebgdo.

5990056 98m30bsMyg, dombgogs 0doby, Mmd TLS 1.3 <339 sOLgdmdL 2018 Farosb,
0999, OMamO3 Bgdmm 50obodbs, TLS 1.2 560l Mamm gsGmm gsdmygbgdso, Mowysb

9U 99339 56M0L ©g BoJBHM IBIMAO0WO S S3OMBOMYdIO bEIBIGGOIL!.

TLS 1.2-b Logg®obol 0096@0x50300900L8 J0Bbom  45Bbs  39M339vIo  bowgsmds,
6HMIYOE BoOOME 0ym 2930390 gdwo. TLS 1.3-05 58 bogrgsmdol oo bsfjoaro
©O@oMs.  dolo  8domdol s MLIBOMbMGdOl YBGM  Fg@o  MNBOHMBlgWLIYMBI©

396bmOE0REs  330O33IILO  (3wowgdgdo, M8y g3y bywo Yooy 3633
3003@9dumEMmdIdol s LodsME039900L  3MMEHMIMEWOELL  sFMEIdL. MMIEs, oLgmo

8 Gigamon, ° What Do You Mean TLS 1.3 Might Degrade My Security?,” Glgamon com (Gigamon, 2020)

9 Pecanek Michal, Improving web performance & security with TLS 1.3, September 24, 2018, https: //blog cdn77 com/latest-
tls-improving-https/

10 Gigamon, ¢ What Do You Mean TLS 1.3 Might Degrade My Security?,” Glgamon com (Gigamon, 2020)

11 Martin Rudd and April 6, “TLS 1.3: Slow Adoption of Stronger Web Encryption Is Empowering the Bad Guys April 5,
2020, https://www.helpnetsecurity.com/2020/04/06/tls-1-3-adoption/.
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3mMH3mM530900Lm30L, MMImdo3g 094969996  Jugwl  MLIROEPMYISBY  ©Ixzwdbgd e
2390050939390,  9®LgdMOL  IgLlodsdobmdOL, GOLZgdoL  ToMmzols @S  LagMmbgqdol
0m330930L5m30L 296339100 J0MOMYdIOO!12.

O™mO 9999000 30096 3600d0b5¢mgdLs 1.3-0b 3bge35do 5MYdMEo
bot39Dg00b/6o3emz5690980L 35dmygbgds

9O0-gOM0  BHo30L 063olbds, MHMIgelsg bdoMs sblgbgdgb oMol ,,Bleichenbacher*-ol
535Lbds. ol doMomao LsAOBOJL FomTMoagbl RSA 25630533600l sewam™omdo. 9560,
Lobsd TLS-0b 933HMMHgd0 (3bEOEMIPHI6 MM 2o9MHNMgd0bscy RSA-ob 956805360
29Lo@gdol  sdmblbs, Bleichenbacher-ob  mommgmEo  sbosgro  3gMbos o35l sbgMbgodL.
dglodsdolo, bgdobdogmo  dmfgmdowmds Gmdgwoi 094gbgdl TLS-bg  ©oxgmdbgdwmen
0obolbosmgdadl  sGoL  dmfjygarso. TLS 1.3 Bem@ogl RSA-U  258mygqbgdsl, Gog®sd
3M6309¢Mwo d9dmbgg30Lmol Bolibg we®ol mdds 60dbagl TLS 1.2-%g @odMbgdsls oo dsliby
535Lbdgd0o v9339 bJoMos.

sMLYdMBL AmLsBGYds, MHmd DNS over HTTPS bgwls ¢miymdl 30896LsgdOmbmgdols dbéog
23900500330 bsdoxgdol  FgbgliBgosl, Mosd mRG™m dgGo dm@bgBo 0yggbgdl dobo
©5303600L  dgbodegdEmdsl DNS-ol 23900l sLsg3wgws©. ©sdoxgMHMwo dmmbmzbydo
Bodbogl, Mm3 obobo b3zgds GHo30wmo EMboldogdgdol Losdo @s byl  mdgrol
3MO3MM530ME  3009MMLIBOHOBMIBOL  LodMoegdgdl, GMIEgdog ©Ixdbgdymos DNS
LgH39M9dLs s DNS dmbo@m®mobybg, Hm3 sdEMm3Mb 30mb3MgEwe dmmbmgbgdbg 3omas.
dglodsdolog, 3oL dgmdeos  Lodogoengds  dobgl  ®obsddOHMIwgdl Gmd  dmbawbyb
LObOGIM/O30MHL9dMYE LsoEJOBYI3.
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THE IDEAS OF REDUCING THE SIGNATURE SIZE IN HASH-BASED
DIGITAL SIGNATURES.

39099 83936700 gargd@Gmmboyero bgedmfigmols Bmdols 8993oMgdol
0Q9900

Giorgi Labadze, Georgian Technical University

2300MP0 WdsdY, bodoMmMZgXML G9dbozwemo »boggdLo@g®o
Irakli Pirtskhalava Scientific Cyber Security Association

00530 BoM3bosgs Bodg3bogMm 300gHMLBMMHMIIOL LM (3030

ABSTRACT: The data encryption has been the traditional way of ensuring the different types of
sensitive data. It is expected the massive release of quantum computers in the near future. Quantum
computers can break the classical crypto schemes. Therefore the classical encryption systems have
become vulnerable to quantum computer-based attacks. This involves the research efforts that look
for encryption schemes that are immune to quantum computers-based attacks. This paper describes
one of the few digital signature schemes, which is essentially immune to quantum computers-based
attacks. These schemes have the efficiency problems. The biggest problem of this scheme is the large
size of the signature. The paper offers the idea and the methodology of reducing the size of the

signature size.

3BLEHOJBHO: Imbo390005 ©30R3MBL g3l BHMOOEOMEO 3B 0335l BBZsalbgs Labols
L9bLOEGHOMOO OBFMEOTs(305. SHEM FMT535¢0 T MDY s 3356E MO 3MB3099EHYMJdOL
3sLoM0o [oMdmgds. 3356@MO 300330EIOL Fgwderos Ao@gbml 3esliogm@mo 3MoxEm Ldgdgdo.
5990056 259 0bsMY, 3eslio3MMHO SToRMOL 1ggdgdo glsdwgdgos QoMES0Jabsl
3990859256 198905 3396GHMO 330EIMOM 9393900l F0boswd9Y. gU ImombM3L
331930000 30Mdgd0ol 9999353905L. *bes d9dwdsggl 3M0BREM LobEHYIYd0, HMIGELMS3
99699500 03160@gGH0 339560 3md30vEIM00 89393900l §0bs50dgy. g LGB0 SOFgOL
653096009 bgardmfio@ob bdgdol, MHmBgeros 9gbodrgdgeros dmolsbMgdmgl 3356¢ Mo
30330 9M0m 993930L H0obsswdgy IyMos. 01939, bdgdgdl 5930 9539dGHWOMBdOL
36HMd9ds. bdgdgdol yz9ewsbg 3608369wMm3560 3MHMdEYTs Qobsgom bgerdmfio@ol yMdgero
Bmds. BEOBH05d0 FgIM535H9d0s bgerdmfgHol Bmdol 998300900l 0Ys S
0900MEMEIMR0930.

Keywords: hash-based, digital signatures, signature size

1553396dm LoBYzgd0: 3999 @s%R«d698-9¢0, Je9HHP2EXC0 byerdeafigmgdo, byerdeafig®mol Beads
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1. 9gbogsgwo

Abegoml  {sdyzsbo  dgboggdo s gdudgd@gdo  sdBHoMs  IMdomdgb  3356@ M0
300303969008 894absby. obesbsbl 20dmd39ybs LESEGH0s 080l Tgbobgd, MM 30:MH3MES(300
Google-05, NASA-3 o 30L3mbvyHo 33¢093930L 1b039MLoE G GO0l sbmE0s30sd (Universities Space
Research Association — USRA) bgwo 8msfiggl 0565906mmmdsby  3356¢ Mo D-Wave
360 m3E9LMMYdOL IFo®IMGdGELMSb.

3396¢M6  30330GH9OL 996905  Tglodergdemds  osbyMmoml  »dgBHglo  fowo b
BB Y39 GHMOOE0Wo 3OH03GMLOLEJTS, OHMIJOE BIOOME 25dmY)bydsos
365d3H03580 s 3mbB3Mg@GHMmo©  dmgwo  Mobzgdol  BoJGHMMODBIEool  sBm3565Bgs
©553vdbgd o (Bsgooms RSA). Dmyoghomo  3003@GMmyMog0mwo  LobGgds, Gmym®os
239630 RSA - mmbo 53l 30@0560 golivmqgdom, MbsxGMmbmE 0m3wgds oo Jesliogm®o
303303909008 053olbTGOOLYsD, Boa®ed MdEMmOS ©OEO  3356GMM0  3MB3099BHYHYdOL
05305bAJOoL  Lofobosmdgam®.  3003GHMLoLEGYIs  RSA  godmoygbgds  Lbbgoolbgos
36MHMm©J@gddo, goblbgog9dme  3woGBMOIGObY Mz GMYTo.  E®ILE®IMdom RSA
36033MboLEJds 06gMHgds 3936 30TGOEF0M 3OMEIGT0, OMIJWMS MoEIbmds3 3mI0350
0D, 53609039 080 39dM0Ygbgds Microsoft-ols, Apple-ob, Sun-ols s Novell-ob m396s3ove
LoLBY890d0. 535M5G X Fgberergdsdo RSA 5erym®0mTdo 259m0Yygbgds o3I GH9wgnmbgddo,
Ethernet Jugeow® 3e053Hg0d0, LISOE) BsMO>MYOT0, S BIMMMO BTM0Y)BYds 3OO3EHMYMIROIE
335M5G M BOHMB3gYgmezsdo.  sToLmb  9ghmoE, sEMmGomTdo Mol Internet ©sEMWO
30099603530900l 00O 3OMEHMIMWdoL bofowo, 8s0 dmeol S/MIME, SSL s S/WAN, s
3269039 259Mm0Yy9gbgds I6535¢ ©OHgldEgd530, FoRo0mOE BOTMIZMMdM MMYIBODs309dd0,
05639000,  3mO3MG530900L MM GLMBSTo,  Lobgwdfonm  @sdMESBHMMOgOLS
Mb0o39OLoG G900 [1-4].

09005390905 RSA-l  Ubgsosbbgs  ,3390@MM0  0030sLbdgdolsdo  dyMmoo®

3 3H9Mbo®039%0. OILEEIMO0m 53 boLEGHIIGODY BoduoMEIds 9JBIJEHMMO  93LLIYOOL
90090 M0y0.

50bB0dbs305 9539dBHIOMOOL SB39JGOL 96083bgEMds. OILEIMdOm 9Ju3gMEHYdTs 3M03GH™
3 MmM0m3d900L g gdol  Lolmsggdo bszdsmo 390y 8999agdL  dosmfogl. 3garg3zol
990990 3bmdowo bgds, ®MmI F90mms35H93Mmo  3mLE-33506@GMO0  3O03GH™  LolEgdgdo
09056090000 653090 9B9JAHIO0, 9P Fo0 MGooDOE00lL  sEAMMOmMTYd0  dmombmgls
09365 393 ©OML JLMMEgdOL s 39HOTBOISEO0LMZOL.

2. 3ogMMo bgwdmfohgdo

BOBOMEo bgedmfjgms aobws 369369wm3560 3H9dbmemaos 0bEgMbg@ols s bgs IT-
0bg3M5LEGHMJEHOOL MLsROMbMYdsT0. 308OWo bywdmfiges MBOHMb3geymals
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53m96GHOMOL, I005bMBSL s FMbs3gdol 0gbMOGBOEOMYOL. oGO bgedmfigeo
BOOMO 45909496905 00096M0TB030M900L S 53009600530353008 3OMEHMIMEGdT0. 58y356M5,
L9000 MBOBOHMM 08O byedm{aMols segym®omAL 5d3L 49sd(Y39EH0 3603369 Mds
IT Mbsg®mbmgdol Ibs6rsFgMHolosm30U.

BO8OM0o bgwdmfgMHol seam®H0039d30, HMIWId0E NI 365JEH03580 459m0Yygbgds Jobasgzm
RSA, DSA, ECDSA. 0999935 00bo 56 56056 3356360 8006900900 , ©oyob ds0o
MBOBOMBMYGOS TY5MIGOME0S HOYIE BdJEMO0DE05DY, O FgYgbow dmgw MoEblzgdby
5 OLIMYGHWIWO CMAM00TJOOL QoTMMNZsbY.

3909 ©93Y509010 3083600 bgedm{gmol bdgdgdo, Gmdgwlsg fo®dmgoybm,
3300035DMdL  ds¢g05b LoobEHIMILM 5 EHIMbIEH0ZgOL . M3 b3y 30xMWo bgedmfigmols

bdqos, 51939 390D 4TY>MGOMEO (3053MIE0 bagwmfigHob Bdgds 0ygbgdls 3GOREMYOMITGOWW
390 3vbgsosL.

3. 9Mm0x M50 bgemdmfig®ol iggdgdo.

933MmMHGH0-OBRO 9HNXJM50 bgedmfgmol bggds (LD-OTS) {o®mdmaoaqbl:

539993500 N 5MOL YO0 FNYEO M0Eb30, MLsBROMLMYBOL 356M5FxGOO

933mMHGH0-OBRO JOHNX M50 bgerdmfg@ol bggdsdo [5].

9336 G0-oRRB0 JOHMNX IO bguwdmfigob Ldgds 04gbgdl 3oedboM3 B3bd0sL.
£:{0, 1}ln—{0, 1n,

Q5 3008EMYM553099wo 390 Bw6J30sL.

g:{0.1}*—{0,1}n

LD-OTS 25b50908900L iy30gd0l 296965:305. bgedmfgemol aobomgdos X ¢rgddm®@o-
QQORBRO 9OHMXJM50 bgerdmfig®olb Jgdosb T9ygds 2n do@EHosbo n LogMdol
LEHOOJMbgdOLYD, HMIgE0E 50MBY35 MBIdMS, 89dmbzgz0mM™MdOL IgmMEOm.

X = (xa1[0], X1 [1],...,x1 [0], x1 [1], %0 [0], %0[1]) €R {0,1}(n.2n). (1)

LD-OTS 3960%33035300L 3obs0gdo Y

Y = (ya1[0], yat [1],....y1 [0], y1 [1], yo [0], yo[1]) €R {0,1}(n.2n).  (2)
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Loo@3
yi [j]=f(xi [j]), O<i<n-1,j=0,1 (3)

9699 LD-OTS  g0L509d0b 296965305 dmombmgl 2n d993019dsL F- 0q0sb.
LEHOOJMbo S 39H0BOISE00L FOLOWYdO 5MOL 2n BoG0s6O N Log™MAol LEG®Mmodmbgdo.
LD-OTS bgandmfgmol 39690s30s. A ©m3/dgb@o M € {0,1}(n,n) .
b98mfgHobmzol  04gbgdl W gd3mMEH0-EOBRO  JOHMKJMSO bgdmfig@ol bdgdsl (LD-OTYS)
b9wdmfgMob golowgdom X, (1) 498mbobrmemgdols 360d369cmdoom.
5319350 g(M)=d = (dn1,...,do) 5G0OL 99EHYmdobgdol Fo@Mdmpaqbs M 0sb. 9999y LD-OTS
b9wdmfgHs seol
0 = (Xn-1[dn1],....,x1[d1]x0[do] € {0,1}(n,n) (4)

9L bgedmfig®s Homdmoygbl n do@ LEGHMOJMBIBdOL MsbT0TEIZMMBDL , HMIGEMSYD oMol
Log®dgo n. 9909y 9MBIMwos BmbdEos, O™l 99@EYmo0bgdslog Homdmowaqbl d-U. do@w®o
LEHOoJmbo 53 bgadmfidsdo 0ol xi [0], ) i do@d d do GHmos 0-ob, bmewm ygzgs bbgs
3900b393580 560U xi [1] . bgardmiocs 56 dmombmgl dgi3slgdsel f-00sb. bgardmfio®ol bogmdgs 2n.
LD-OTS 3960803530%. bgedm{jgdol 39600583035300m306 0 = (On,...., 00). M @6, Gmames
23980bobEgds (4) 9o, 3960053035305 03Ol d93Ymd0bgdol Fotrygbols d= (dn-1,....,do) T9d9y
ol 53mfdgdL
(flon),..., f(00))=(yn-1[dn1],...., yo[do]). (5)

b9wdmfgMHol Bmds qobensgo n?.

9099595350 030ls, G olivwgdol s bgwdmfig®ol 9bgcsgos LD-OTS gx39d@veos,

b9 dmfgHob BMs Bo3doMmE OOY. 306EHIMBOEOL 9HPX IO bgwrdmfgmol Ldgdsdo OTS
(W-OTS) bgendmfigemol bemds 3609369wm3bs@ 3539655, 00095 3amds69mdl 03580, Gma
398m30949bmm gmmo LEG®odmbo gemxgMoO byedmfgemol gobomgddo, Msdgbodg dodol
9ONEOMo bgerdm{jo@olomgol sdgdoe dg@ymdobgdsdo. 3gommo 99dmmegzsHgdwo 0gbs
396309l dog® 1979 gl [6].

4 . 3939l bols 0gbmogozsgool Lggds
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9ONX M50 bgerdmo@ol bdgdgdo, d98mms35H9dmo deaenm 39MHLO0M, 56 5MH0SH
3990996905000 365330390 LoEYI5309d0L MIMOZLYLMBOOLMZOL, MoYD Ym3go Folivmgdol
0930000 259m0Yygbgds IbMMm© 9HM0 bgedmfgHobmgzol . 1979 (gl Mowg 996 3e9d
9900930003599 58 3M)MdgIob oHY39E)9. oL 0> IEYMBsMYMdL J9dgydo, H™I
259m30949bmm LMo dobsreo 398 by,0d0L5m30L MMA 893503060M™ 39MOGOISGO0L
239L5©gdOL M5MEYbMdS, 569 8933350 Mmm 3Mb3MYEHME0 BodLoMgdEO Aol gdgdoL
650096Md5 9HP0m, HMILE FoMImoygbl bob 53gligo.

996309l bgedmfgemol bgqds (MSS) 973omdl 6gdolidgH 30:03EMYMsz30mE 398 mbJE0sLmb
@5 6900L30g6 9OHMNKIM© bgEdmfgMol gdobmsb . 363G EHIdOLMZ0L sgwydgzsm g:{0,1}* —
{0,1}" 560L 3M03EBHMAMm530vYwo 398 Bwbds0s. B3gb sLg39 3003w0m, HMI BgoMhy JOHM K IMSWO
bgdmfgmob bggds [7].

4.1. MSS gl5090900U §gg0eol 49bgGsgos

b9wdmdfgeo 06Bg3l H € N, H = 2. 8900092 0539596069000 45b50909000 {93000  d9demgdls
©™379996900L 2 byendmfgms/396008035G05. 5056086530, HMA sG0L 8608369 mgs60
296Lb353905 0ligom bgedmfg®ol bdgdgdmsb, Gmymemog 560l RSA s ECDSA, Lo
339630960, 99000b3930000 s 89300 M 3YTI6EHGO0 FgodeEgds bgardmfgMHon/
39600530306090w0 0465 gOH0 Y300 FoLOVGdom. 14993 , g 2oBLEBOZOWMWO MoEb3o 13
99D0MOMwos dmfjgmdowmdom, Hmdgwog 3969000 ds bgwwdmig®om 56 Gs0dg 3meoboo.
H9dmFIOH0 53969G0MgBL 27 9HoXIO© golsegdgdol Fygomls (Xj, ¥;),0 <j < 2. bols ocos
3396d900 996 3agl bgdo 98Mm0m3wgds 99990 falol dobggom: Jdmdgwo 3356d0 s6Gol 393
36009369 mds, 30635396305 dobo Fo®mEbgbs s Jotrxz965 30¢9d0L. MSS oo olowgdols
$yz30e0 560L BgO39l bol Bqligo. MSS LooEdem gslsmgdo Fomdmsmanbl 2 gomxg@owo
239L5©gd900L J0dEYZOMBL. T 304Mo MBOM DYLEO, Ige gl bgdo s0360dbmm 3356d900
Valil = gna[21lve-a [2j + 1), 1 < h < H, 0 < j < 2H7h 0 (6)

0590m0m0 dmgdmeos H = 3.

OO OHOH ®®

Xo (x2) (Xs) (X)) (%)

Bobabo 1 d9M3wgl by Lodswrg H = 3

-X’E) -YT |
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MSS 5b5098930b Fyz0@930L 3b9gGoEos dmombmgl gs8mmzegdl 27 gGomxg®o@o
29b5093980l §yz00@sb @s 27+ — 1 9956930l 398 3 bJ30sL.

4.2 MSS bgdmfigeol gbgtagos

MSS 356300936 049bgdl 9K M50 bgardmo®ol goliowgdl, HmI ssa9bg@otmmls
b9wdmfgMs . F9@Ymdobgds M-ob bgardmbsfgmo, bgardmad(g®o 3060 0530056 0m3w0l n-30¢)
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ABSTRACT: The issue of international terrorism is especially relevant in the 21st century. The problem has
no borders and it is a major challenge for the whole world, which can be fought only through joint efforts.
One of the forms of terrorism can be considered a new problem of the "technological nation" - cybercrime.
Nowadays, The Internet is the fastest growing technology and at the same time one of the most dangerous
inventions that mankind has. It is difficult to define the definition of cybercrime precisely, given its complex
structure and variety of forms. To put it broadly, cybercrime is all types of criminal offenses committed
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using, or in relation to, communication or information technology. There is a wide range of cybercrime
around us and every day we become victims of very frequent internet attacks, which is a significant problem
for the modern "digital society".

One of the sub-types of cybercrime is electoral cybercrime. The research topic I have chosen is an even
bigger challenge for the world than it seems. Individual states are actively pursuing and fighting against
cyber and internet crime- the radical form of which is electoral cybercrime. Basically from the etymological
understanding of the word, it is clear that its definition is not a puzzle, although electoral cybercrime and its
effective fight against its forms are really difficult. For countries such as the United States, the United
Kingdom, and advanced European states, the problem of cybersecurity has arisen much earlier than in
developing countries like Georgia. Electoral cybercrime hinders democratic development, free and fair
elections, and undermines national security. The fact that electoral cybercrime is a very common form today
is evidenced by the example of both foreign (US e-elections) and Georgia.

KEYWORDS: Electoral Cybercrime, Elections, National Security, Politics, Cyber-attacks.
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ABSTRACT: This paper is presented the application of the games’ theory for the analysis of
processes in the informational warfare. The analysis of information warfare in cyberspace is presented.
It is shown that today the solution to the problems of information warfare is impossible without the
development of new theoretical and methodological provisions for the analysis of the processes of
attack and counteraction in the information space. The scheme of finding sustainable strategies that
ensure the neutralization of the enemy is investigated.

AHHOTANIMUSA: B panHoit pa®oTe MpEACTaBICHO TPUMEHEHHE TEOpUU WIop IS
WCCIIEIOBAaHUSL ~ IIPOLECCOB B MH(OPMAIMOHHOM  mpoTHBoOGOpcTBe.  [IpoBemen — aHamm3
HH(POPMALIOHHOIO HPOTUBOOOPCTBAa B KubOeprnpocTpaHcTBe. IlokazaHo, YTO Ha CeroiHs pelleHue
npobieM MH(OPMALMOHHOIO HPOTUBOOOPCTBA HEBO3MOXKHO 0€3 pa3pabOTKU HOBBIX TEOPETUKO-
METO/OJIOTMUECKUX  IIOJIOKEHUWH aHauu3a IPOLECcCOB HamaJeHuss U INPOTUBOJCHCTBUS B
HHPOPMAILIMOHHOM IpoCTpaHcTBe. MccnenoBaHa cXemMa HAXOKAEGHUS YCTOWYMBBIX CTpaTerui,
KOTOpbIE 00€CIIEUNBAIOT HEUTPATH3aLHIO TPOTUBHHKA.

KEYWORDS: cyberspace, cyber war, countering hybrid war, information space, analysis of
the processes of attack and counteraction in the information space, game theory.

KIIDYEBBIE CJIOBA: xubepnpocmpancmeo, Kubepgouna, npomusooeticmeaus 2ubpuorotl
soliHe, UHpOpMAYUOHHOE NPOCMPAHCMEO, AHANU3A NPOYECcco8 HANAOEHUS U NPOMUBOOElCMBUs 8
UHDOPMAYUOHHOM NPOCMPAHCMEe, MeopUs uzp.

BBEJEHHUE

CrpeMuTenbHOE pa3BUTUE HAaydHO-TEXHHYECKOro mpouecca B Hayase XXI Beka B oOnactu
MH(POPMAILIIOHHO-KOMMYHHKALIMOHHBIX TEXHOJIOTHH CBSI3aHO C IIOBCEMECTHBIM BHEAPEHHUEM €€ BO BCE
cheppl  AEATENBHOCTH  OOLIECTBA:  BOGHHYIO, MOJHUTHYECKYIO, COLMAIBHYI), Hay4dHYIO,
SKOHOMHYECKYI0, HOPMAaTHBHO-IIPAaBOBYIO, TEXHOJIOTHYECKYHO M JIpyrue. B pesymprare 3TOrO
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OTKPBIBAIOTCA INHPOKHUE BO3MOXHOCTH B HECAHKIIMOHHMPOBAHHOM JOCTYIIE K I/IH(l)OpMaHI/IOHHI)IM
pecypcaM HEaBTOPHU3HUPOBAHHBIM I1OJIb30BATCIISAAM.

Hebe3omacHblii XapakTep COBPEMEHHBIX Yrpo3 HH(OpMAlMH, YTO IEPEXOAUT B pas3psA
CTpaTerMYecKUX pEecypcoB Kak MmpeaMer HMH(OPMAaLMOHHONW  O€30MacHOCTH,  ONpPEeNesIo
MPOTUBOACHCTBHE UM W MPHHLUUIHAAIGHBIM aCHEKTOM YKpEIUIEHHsS CTPAaTern4ecKo CTaOMIbHOCTU
o011ecTBa, HALMOHAIBHOM, PETMOHAIBHON U MEKAYHapOAHOI 6e30acHOCTH.

Anann3 KoH(IUKTOB KoHIa XX — Hayana XXI Beka CBUIETENBCTBYET O MOSBICHHU HOBBIX
¢bopM M METONOB HE TOJBKO BOOPY)KEHHOH OOpHOBI MEXIy TrocylapcTBaMM Ui PACIIMPEHUS
COOTBETCTBYIOLIMX MOJUTHUYECKUX LIEJIEH M pa3pelIeHrs MEXrocyAapCTBEHHbIX MpoTuBopeunii. Ha
CMEHY KJIaCCHUECKUM (OpMaM BOOPYKEHHOH OOpBHOBI MPHILUIM TaK Ha3blBaeMble «TUOPHUIHBIE
BOMHBI». OHM HMMEIOT CKPBITBII XapakTep U MPOBOJISATCS NPEUMYIIECTBEHHO B IMOJUTHYECKOM,
HSKOHOMUYECKOH, MHPOPMAMOHHOH U Apyrux chepax. CyTh TaKHX BOWH SABIAECTCS CMELICHUE LICHTpa
YCWIIHH ¢ (PU3MYECKOTO YHUYTOXKEHHsS NMPOTUBHHKA B paMKax MacIUITa0HOH BOWHBI HAa MPHUMEHEHHE
CPEACTB TaK Ha3bIBAEMOM «MATKOH CHIIBD) MPOTHB CTPAHBI-IPOTHBHUKA B WENSAX JAC3WHTErpallvy,
VM3MEHEHHsI €€ PYKOBOJICTBA M BKJIIOUEHHsI B cpepy cBoero BIusHUSL. [ 1]

B coBpeMeHHBIX YCIIOBUSIX TJI00ANBbHON HMH(OpPMATU3AIMU U THOPHUIHBIX BOWH, C y4eTOM
0O0JIBIIOTO KOJUYECTBA TOJXO/0B U PEUICHHBIX MPOOJieM 3aliuThl MHOOPMALIMU U NPOTHBOJICHCTBUS
aTakaM M OomnepaiusM UHPOPMAIIMOHHBIX BO3JEHCTBUI, OHM OCTAIOTCS AKTYAJIbHBIMH HE TOJBKO JJIS
YKpauHbl, HO U JUII BCEro MUPOBOTO cooliecTBa. [2]

CymiecTByonyie MareMaTH4eckue MOJEeNd IPOLeCcCOB HamaJeHUs Ha HH(OPMAIMOHHOE
MPOCTPAHCTBO M €ro 3allUTy, Ha KOTOPBIX OCHOBBIBAIOTCSI OIIGHKHM YPOBHS 3aIUIIEHHOCTH HE
YUUTHIBAIOT JAMHAMUKY U3MEHEHHUs MHOXKECTBA BO3MOXKHBIX HECAHKIIMOHHPOBAHHBIX BO3AECHCTBUH U
BapHalMii UX MapamMeTpoB KaKk B pealibkHOM MaciiTabe BpeMeHH, TaK M B MPOIECCe SKCIUTyaTalluu
UH(POPMAILIIOHHO-KOMMYHHUKALIMOHHBIX CUCTEM.

CHCTEMHOCTh HCCIIEOBAHUS TIOBEACHUS CIIOKHBIX JWHAMHYECKUX TPOLECCOB Tpedyer
paccMOTpeHHst O0IBLIOro yKciaa 0COOEHHOCTEH U B3aMMOCBS3€H, XapaKTepHbIX IPOLECCY HalaleHUs
Ha WHQOpPMaNMI0O ¥ WHPOPMAIMOHHBIX BO3JCHCTBHiA. lcciemoBaHHBIE OCOOCHHOCTH, CO3/IaHHBIE
AQHTAarOHUCTHYECKOH MPUPOJION, MPOTUBOpEUYAT OJHA APYroi, OJAHAKO MpeHeOperaTh KaXA0H H3 HHUX
HeNmp3s TaK Kak OHU Jal0T HaM IOJHOE IMpPEACTaBIeHHE O TpoLecce, KOTOPBIH HCCIenyeTcs WIn
Mozenupyercsi. Hekoropast HEKOPPEKTHOCTh pellaeMblX 3a/ad, OPOKAAEMbIX aHTarOHUCTUYHOCTBIO
neneit cyObeKTOB, MPOSBISIETCS. B HMX MHOTOKPUTEPHAIBHOCTH TIOCTAaHOBKH, TIJ€ YacCTUYHBIMHU
KPUTEPUSAMH KayecTBa BBICTYIAIOT PECYPChl HTPOKOB.

Takum 00pa3oM, HadpHEHIIee pemeHne MpodIeMbl HHPOPMAMOHHOTO MPOTHBOOOPCTBA B
KHOEpIpPOCTPAaHCTBE BKIIOYAeT B ce0s pa3pabOTKM HOBBIX NPOLECCOB M METOIHUK, KOTOpHIE
0a3upyIOTCSI Ha TEOPETUKO-OOOCHOBAHHBIX M OMPOOOBAHHBIX HA MPAKTHKE METOJOB aHAJIN3a.
OtcyrctBue B 0o0nacTh HMH(OPMALMOHHOTO MPOTUBOOOPCTBA  TEOPETUKO-METOAOJIOTHUECKUX
MOJIOXKEHUI aHaln3a MPOLECCOB HAMAJeHUs 1 MPOTHBOACHCTBUS B HH(OPMALIMOHHOM MPOCTPAHCTBE
Ha OCHOBaHMM METOJOB TEOPUU WD, YTO CIEPKHUBAaET B KaKOW-TO Mepe JAaibHeilliee pa3BUTHE
BBICOKOA()()EKTHBHBIX NPUHIMIOB MPOTHUBOAEHCTBUs TMOpuAHO# BokHe. [3, 4, 5, 6] Kpome Toro,
HIMPOKOE MPUMEHEHUE TEOPUH UIP IPH aHAIM3E aTaK W MPOTHUBOJCHCTBUS UM MOXKET 3HAUUTEIHHO
YMEHBIIUTh OIIMOKM W TPOCYETHI, KOTOpPBIE HMEIOT MECTO B YINpPaBICHUH HH()OPMALMOHHOU
0€30MacHOCTHIO, YTO B CBOIO OYepeIb MUHUMHU3UPYET HEraTHBHBIC M HEXKeNaTeIbHbIC TTOJIMTHYECKHE,
couuanbHple U (UHAHCOBBIE MOCIEACTBUS UIA CYOBEKTOB MH(OPMAMOHHOIO MpoTHBOOOpcTBa. To
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€CTb MpPHUMEHEHHE [UIsI 3THX MCCIEA0BAaHUM YCTOMYMBBIX CTpaTeruil TEOpUHM UIp TO3BOJIAET
obecrieunTs HEUTpalIM3alMI0 HamaJarolledl CTOPOHBI WM O00ECIeYMBAIOT WIPOKY YCTOMYMBOE
[I0JIOXKEHUE B HEKOTOPOM MOJAMHTEPBaJIe €AMHUYHOTO UHTEpBaa.

HEJIb PABOTBI

Lenbio paboTHI SIBIISIETCS UCCIENOBAHNE BO3MOXKHOCTH IPUMEHEHHUSI TEOPHU UTP AJISl aHAIH3a
MpoLeccOB MHPOPMAIIMOHHOTO MPOTHBOOOPCTRA.

OCHOBHAS YACTH

OCHOBHOI1 TeOpeMOil TeOpUU UIp SABJISETCS TEOpeMa O pPaBEHCTBE MAKCUMMHA M MUHHMMAKcCa,
BIEpBBIE copMyaHpoBaHHas W nokasaHHas JDx. ¢om Heiimanom. DTa Teopema ycraHaBIHUBaeT
YCJIOBUS CYILIECTBOBAHUS ONTHMAIBHBIX CTPATETHid M LIEHBI HIPHI.

Jyis IpSIMOYTONTBHBIX WIP BOMPOC CYIIECTBOBAHMS PEIICHUS UTPHI PEIIACTCS HA OCHOBAHUH
cieayromel TeopeMsl. [7]

Teopema 1. ITycth

a11 a12 e alm
A=
dp1  Ap2 . Anm

- warexxHas Marpuna, X = ||xq, Xz, .., Xp || © Y = [|V1, V2, oo, Vi || - cMemianubie crparerun
urpokoB U; u M COOTBETCTBEHHO, MaTeMATHUECKOE OXKUJAHHME BBIMTPHIIA MTPoka K| ompeneneHo
CIEYIONIIM 00pa3zoM

— n m
E(X,Y) = Xiz1 Xj5 aijx; xj,

max min E(X,Y) min max E(X,Y)

TOrJa BCIMYHHBI X € SnY € Sm n Y € SmX € Sn

CYIIECTBYIOT U DPaBHBl MEXIY

coboil.
[t HempephIBHBIX UTP 3Ta TeopeMa (GOpMyYIHPYeTCs CIeAYIOMmUM 00pa3oMm. [§]

Teopema 2. Ecniu M(x,y) ectb HempepbiBHAS (GYHKIHS IBYX IEPEMEHHBIX B 3aMKHYTOM
€IMHUYHOM KBaJ(pare, TO BEINYHUHBI

maxmin 1 ;1
Fep Cop Jo Jo MGLY)AF(x)dG() (1)
minmax 1 ;1
GeD FeD Jo Jo MCe,y)dF (x)dG(y) )

B nanbHe#mieM J0Ka3aTeNbCTBY OSTOM TEOpPEMBI HPH  Pa3lUYHBIX HPEINOIOKCHHUSIX
OTHOCHTEIBHBIX (DYHKIIMI BBIUTPHINIA W MPOCTPAHCTB CTPATETHH WUTPOKOB OBUIN MOCBSIIECHBI OYCHB
MHorue pabotel [7, 8, 9]. LleHHOCTH STHX TEOpeM CYIIECTBOBAaHUS OrPOMHAs, TaK KaK OHH
YCTaHABIMBAIOT KIIACCHl (PYHKIUUH BBIMTPHIIIA, ISl KOTOPBIX PEIIEHHs UTP CYIIECTBYIOT.

B psne cnyuyaeB 3HaHHME BO3MOXKHOCTEH CTPYKTYpPBI PELIEHHUS] WUIPhl MO3BOJSIOT HAaXOAWUTh
ontuMmainbHble crparerud M neny urpsl mytem "orragsiBaHus". Ha ocHOBe TeopeMbl 2 MOXHO
BBIBECTH psJI TPAaBWI, IO3BOJLIIOIINX B CIIydae HEMpPEphIBHOH (DYHKIMM BBIUTPHIIIA OIPEICIAT,
SIBIISIIOTCSL JIM yTaJaHHBIE CTPATETUy ONTUMAIIbHBIMH.
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Hpaemio 1. Oyuknum Fy(x) u Go(y) sIBIAOTCS ONTUMAalIbHBIMU cTpaterusmu M1 u N2
COOTBETCTBEHHO, €CJIH BBIMOIHACTCS OJHO U3 IBYX YCIOBHA:

1) E(F,Gy) < E(Fy,Gy) < E(Fy, G) nnst mobsix Gpyukimii pacnpenenenus F(x) u G(y):
2) ) M(z,y)dGy(y) SE(Fo,Go) < f; M(x,w)dFy(x) ans moGerx z,w € [0,1].

IIpasuiio 2. ITycts 1ieHa urpsl paBHa V, Torjaa:

1) ®ynknus pacnpenenenus Fo(x) Oyner ontumansHol crparerueit urpoka U1 toraa u Tonbko Toraa,

Koryia Juist Besikoro y € [0,1]V< fol M(x,y)d Fo(x) ;

2) ®ynkuus pacnpenenenus Go(y) OyaeT onTuMalbHOU cTpaterueit urpoka M2 Torga u TonbKo Toraa,

Korja uis Besakoro X € [0,1] f01 M(x,y)d Go(x) <V;

Opaeumino 3. JledictBurenbHoe uucio V u QyHkimu pacnpeneneHus Fo(x) u Go(y),
OJIHOBPEMEHHO YJIOBJIETBOPSIIOIINE YCIOBUIO f01 M(x,y)d Go(x) <V< fol M(x,y)d Fo(x), sBisitoTCs

COOTBETCTBEHHO IIEHOU HUI'PbI 1 OITUMAJIBHBIMHA CTPATCTUSAMU AJIs IIEPBOTI'O0 U BTOPOI'O UTPOKOB.

Ipaeuino 4. Ilycte u3BecTHa MO0 onTuManbHas crpaterus Fo(x) wrpoka M1, mubo
ontumanbHas crparerus Go(y) urpoka M2. Torna neHa urpbl MOXKeT ObITh HaiifieHa IO OJHOW U3
hopmyx

max 1
V=, <x< 1f0 M(x,y)d Go(x)

min

V=0cy<1 f01 M(x,y)d Fo(x)

CripaBeiIMBOCTh 3TUX MPABUII HEMOCPEICTBEHHO ClleAyeT U3 TeopeMsl 2. [Ipu 3tom, nepsoe
ycloBue mpaBuia | sBisieTcs omnpeaeneHueM cemyioBoi touku (ynkiuonana E(F,G), a Bropoe
YCIIOBUE BBITEKAET U3 TIEPBOTO ECJIN B HEM B3SITh

1,x>z
F(X):IZ(X)Z{O x<z

Lyzw

Go-o 0y ) = o

Yr1o0Obl yOEAUTCS B TOM, YTO M3 BTOPOTO YCIOBHUS BBITEKAET IEPBOE, MPEANOI0KUM, UYTO IS
Bcex z 1 w B [0,1] umeem:

J3 M(2,9)dGy(y) < E(Fo, Go) < [, M(x, 0)dFo(x)

Torpma ans no6e1x Gyakumid pactpenenenus F(x) u G(y) nomyunm
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11
j f M(z,y)dGo(y)dF (2) <
00

1
< J E(Fo, Go)dF(z) = E(Fp, Go) =
0

1
=f E(Fy, Gy)dG(w) Sff M(x, w)dFy(z)dG(w)
0

OTUM ¥ 3aBepIIaeTcs J0Ka3aTelibcTBO mpaBwia 1. Bce ocrambHble TpaBuia SBISIOTCS
pa3MYHBIMU MOJU(PUKAIUAMY MpaBuia 1.

Pemenrem urpsr U(M,[0,1]) ¢ dynxumed Bommrpeima M(X,y) (0<x,y<l) Ha3bIBaioT mapy
¢bynkumeir pacmnpenenenust F* G*(crtpateruw) M BelIeCTBEHHOE 4YWCIO V (3HAUCHHE WIPHI),
YIIOBJICTBOPSIOIIEE YCIOBHIO

1 1
J M(x,y)dG*(y) SVSf M@, y)dF*(x), 0<x,y<1
0 0

Orcroga cnenyer, uTo eciv urpok M1 ucnonp3yer crpareruro F* TO CpeIHUI BBIUTPBILIL:
yerT, Y

11
F(F",G) = ff M(x, y)dF* (x)dG(y)
00

HE MOXET OBITh MeHbIle uncna V, T.e. urpok M1 kax Obl HeWTpamu3yer NeHCTBHsI NpOTHBHHKA. M,
Hao0opoT, ecnu urpok M2 npuxmmaer crpareruto G, To ero cpeanuii npourpsim F(F,G*) Gyner
Bcerga He Oonbime V, He3aBHCUMO OT AedcTBui mrpoka M1. [TosToMy ecTecTBEHHO, YTO KaxIIbIi
WUTPOK JIOJDKEH CTPEeMHUTCs K BbIOOpPY TakuxX (GyHKuui pacnpenencauss F* u G*, koropsie Obl
HeWTpanu3oBaiu JeiicTBUS NMpoTUBHUKA. Beab ans urpoka M1 myumed siBisercd Takas crparerus,
KOTOpas JenaeT B IpeAeiax pasyMHOIO Kak MOXKHO OOJIBIIMM €ro CpeAHUil BBIMIPHINI BHE
3aBHCHMOCTH OT JEeWCTBHE mpoTuBHHKA. HaoGopor, nrpok M2 momkeH momoOpaTh cebe cTpaTeruio,
KoTOpas obecneunBana Obl eMy B IIpelenax pasyMHOI'O KaK MOXKHO MEHBUIMH NPOUIpbIL, HE
3aBHCAIMI OT gaelictBuii urpoka M1. EcTecTBeHHO, YTO €ciM B WIpe CYIIECTBYET IOJOXKEHHE
paBHOBECHs Ha IPOCTPAHCTBE (PYHKLUHMI pacrpeneseHHs, TO TOJBKO B 3TOM CIy4ae MIPOKH MOTYT
BbIOpATh ONTUMAJIbHbIE CTPATEIHH.

Boo6ie urpok M1 MoxeT rapaHTHpOBaTh ceOe BHIMIPHILI HE MEHEe

v=" T e (o) =" T ERIFO)L ®)

rne By (F) = fol M(x,y)dF(x)

AmnanornyHo urpok U2 coorBercTByromuM BbiOOpoM ¢yHKImU pacnpenenenus G(y) Moxer
rapaHTUpPOBATh ce0e MPOUTPHILI He Ooliee

v =T ML (@dFe) =T (G0 )
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rie E5(G) = [ M(x,y)dG(y)

U3 (3) u (4) momyuaem

min
n>" E,(F), ()

max
v, <" B (6).

Ilycts Teneps urpoxk M2 BeiOpan B KadecTBe CBOeW CTpaTernu (DYHKLHUIO, paclpeieleHHs
Go(y),u mycts atorT BBIGOp CTanm wu3BecteH urpoky W1. EcrectBenHo, mnpenmonaras Taxyro
BO3MOXKHOCTb, UTpOK M2 NOJKeH CTpeMUTCs HallTh ycToHuuBylo cTpateruro. 13 (5) sicHo, 4ro ecnu
BeimunHa E»(G) mMeer makcumyM, To urpok M1 Bcerma Oyaer mosy4aTh HAWIydIIMH pe3ylbTar,
BBIOMpAs TaKyrO TOUYKY Xo, KOTOpPas COOTBETCTBYET 3TOMY MaKCUMyMY:

Vo SElGGro)] =" Ey[G(0)]

Hns urpoka M2 Obuto OBl BeIrofHee OoBecTd BennuuHy Eo[G(X)] 1O MUHMMyMa, HO 3TO
BO3MOKHO HE BCET/a, TaK KaK OH HE MOJKET BIUATH Ha BUI ()YHKIIMH BBIUTPHILIA U BEIOOP X9 UTPOKOM
1. Tem He Menee urpok M2 MOXKer B JIOOGOM Cilydae MOIBITATHCS Tak BeIOpPaTh crpateruio Gy (y),
yroObl BenmuuHa E>(G) He WMena eIMHCTBEHHOI'O MaKCHMyMa, T.. YTOOBI €€ «KpHBas» HMena
IUIOCKYIO BEpIIMHY.

AHanornyHo, eciau urpok M2 y3nan crpareruto urpoka M1, To oH Bcerga BeIOEpET TOUKY Yo, B
kotopoil ¢yukuus E;[F(y)] munumansnas. B atom ciyuae 3amauelt urpoka M1 sBisercs BBIGOD
Tako# crpareruu Fy(x) , uto6bl GpyHkuusE, [F (y)] He nmena eIMHCTBEHHOTO MUHUMYMa.

O6osnaunm 0, = {x: E,[G(x)] =y, = const} u 6, = {y: E;[F(y)] = y, = const}, tae y;u
Y5 — MPOU3BOJIbHBIE AEUCTBUTENBHBIE Yncha, npudeM V; <y <y, < V5.

Ecnu cymectByer Takas mapa HAEHCTBUTENBHBIX uHcen (Y1, V,) W napa (GYHKIUHA
pacnpenenenus (F, G), yTo 0AHOBpEMEHHO yJOBIETBOPSAET YCIOBUS:

=y, upuy = 0,
BIFON{S T o o ©)
=y, npux = 6,

< y,lpu x # 64, @

AN

torna ¢pyukiuu Fu G OyneM Ha3bIBaTh YCTOM KUBBIMU (BhIpaBHUBatommu [8, 9, 10]) cTparerusmu.
BriBoanr

Bonpoc o cymiecTBOBaHMM YCTOHYMBBIX CTpaTeruil il (QyHKIUM BeIMrpba M(X,y) B
OOJIBIIMHCTBE ClTyyaeB HHGOPMAIIIOHHOTO MPOTHBOOOPCTBA BechMa BakHO. CamMa cxeMa MOXO0KACHHS
YCTOWYMBBIX CTPaTEeTrHii OKa3bIBAETCSl OUEHb MOJIE3HOH BO MHOTHX 3a/1a4yax M, B YACTHOCTH, B TEOPUHU
Urp ¢ BBIOOPOM MOMEHTa BpeMeHH. J[1s Takux Urp He TpeOyeTcs OIpeneseHusl CTpaTeruil, KoTopsle
o0ecrieynBalOT HEUTpalM3alMi0 NPOTUBHUKA. BMECT0O HHUX MOXKHO HCIOJIB30BaTh YacTUYHO
YCTOWYMBBIE CTPATETUH T.€. CTPATETHUH, KOTOPbIE 00ECIEUHBAIOT UTPOKY YCTOWYHMBOE TOJIOKEHHE B
HEKOTOPOM  TOJAMHTEpPBaJE  E€AMHWYHOrOo  uHTepBana. (CrenoBaTenbHO, OHA  TO3BOJISIET
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MPOAHAIM3UPOBATh M  OOECIEYHUTh JCHCTBEHHOE IMPOTUBOJCHCTBHE B  HH()OPMALMOHHOM

IIPOTUBOOOPCTBE ABYX CTOPOH.
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