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ABSTRACT: The paper constructs continuous and discrete distribution laws, used to assess risks in
information systems. Generalized expressions for continuous distribution laws with maximum entropy are
obtained. It is shown that in the general case the entropy depends also on the type of moments used to
determine the numerical characteristics of the distribution law. Also, probabilistic models have been
developed to analyze the sequence of independent trials with three outcomes. Expressions for their basic
numerical characteristics are obtained, as well as for calculating the probabilities of occurrence of the

corresponding events.
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1. INTRODUCTION

At the present stage of the development of society, which is characterized by the intensive introduction
of information systems in virtually all areas of activity, issues related to the assessment of the risks that occur
during their operation are of particular importance. When analyzing and assessing risks, issues related to the
definition of distribution laws are of the greatest importance. The given work is devoted to questions of
construction of distribution laws.

In the modeling of information systems, risk is a random variable and is described by a probability
distribution on a given set [1-3]. In contrast to experiments conducted in physics, where there is a possibility
of their multiple conduct, the conditions of the functioning of information systems are characterized by a
constant impact of negative external influences and are constantly changing [4], and consequently the
repetition of the experiment under the same conditions is practically impracticable. The laws of probability

distribution of risk events, as a rule, do not correspond to the law of the normal Gaussian distribution [5-6].

2. CONSTRUCTION OF CONTINUOUS DISTRIBUTION LAWS WITH THE MAXIMUM
ENTROPY

Entropy coefficient is often used [7-8] with the classification of distribution laws of random continuous

value (RV) with number characteristics.
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In the formula (1) ¢ = 4/u, is standard deviation, and u, is the second central power moment for this

distribution law; value H  entropy, which is defined by the definition:
== [ plx)n(p(x))d . @)

p(x) density of probability distribution (PDD) SV. Entropy coefficient has the maximum value for
Gaussian law (J, =2.066), for uniform law - 6, =1.73, for Koshi distribution - J, =0 etc.

The entropy value does not depend on shift parameter, to simple computation let s consider, that it is
equal to zero. Firstly we need to find distribution law from unilateral laws of distribution of unlimited RV,

for which entropy value H (2) reaches the maximum with the following limitations, imposed on probability

density P(¥):

plx)> O,J-p(x)dx = 1,Txvp(x)dx =B /v, 3)

0
where 3 scale parameter; v  value of maximum existing primary direct moment. Here and next we 1

consider positive power moment as a direct moment in accordance with (3), and negative power moment as a
reverse moment.
To find the extremum we 1l use the method of indefinite Lagrange multipliers [9]. We need to

Aol 4 ) 2l “

inserting Lagrange multipliers 4, and A,, considering the limitations (3) and must be defined. Equating the
result of variation integrand expression in (4) when p(x) = 0, we 1l take the equation relatively to p(x):
—ln(p(x))—1+ﬂ1 +A4,x"=0. (3)
So, the density p(x), which is satisfies (3) and maximizes H, can be found from the
equation (5)
plx)= exp()u1 -1+ ﬂzxv). (6)
Substituting (6) in (3) instead of p(x), we 1l take from integrating:
)
/v —
V(=)
)
( )l+l/v - v.
vi=4

From (7) we find, that 4, = — 1/ B, exp(4, —1)=v/(BT(1/v)). Consequently

exp(4 —1)
(7N
exp(4, 1)
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% x”
p(x)zmexp(—ﬁj, O<x<ow, 8)

where A(z)  gamma function.

From (8) follows, that if exists only the first beginning direct moment (v = 1), than exponential law has
the maximum entropy; if there are two moments (v = 2 ), then unilateral Gaussian law; and if all direct
moments exist (¥ —> o0), than unilateral uniform law. Indeed, the limiting moment (8) with (v —o0) is a
unilateral uniform law p(x)= S 1 0<x< LS. So, if all direct moments exist, then uniform law has the
maximum entropy from unilateral distribution laws of RV.

Analogically for bilateral symmetry laws of distribution unlimited RV can be shown, that if the first v

of absolute central direct moments, then the probability density has the maximum entropy:

W)= 0V el e, 9)
)= p[ " J

From (9) follows, that if only first absolute central moment exists (v =1), then Laplace

distribution has the biggest entropy; if there are two moments (v =2 ), then Gaussian law; and if all

direct moments exist (v — o0), then uniform law. Indeed, the limiting case for (9) is a uniform law

p(x)=0,5,6’71, —f<x<f. So, if all direct moments exist, then uniform law has the biggest

entropy from bilateral symmetry distribution laws of RV. Considered private cases of bilateral laws
with the maximum entropy coincide with already known laws (Laplace and Gaussian), which have
maximum entropy, that confirms the correctness of received results.

From analysis of received expressions (8) and (9) follows, that for increasing the amount of
information about evaluating parameters of distribution laws with big length (with long tails )
with the help of a method of moments is necessary to use direct moments of lesser order, including
fractional order. If the parameters of distribution laws lesser length are used, then it is necessary to
use direct moment of higher order.

Let s find from unilateral distribution laws of unlimited RV such distribution law, with which

entropy value H reaches maximum with the following limitations, imposed on probability density
p(x):
p(0)=0, p(x)=0,

J.p(x)dle’J‘x_vp(X)dxzﬂv/v, (10)
0

where v value of maximum existing beginning reverse moment. Considering this an entropy is

defined by an expression:
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H = —T y 2 (U )y~ p(1/ y))d y = —TP(X)ln(xzp(X))d X, (11)

where y 2 p(l/ y) - a probability density RV 77, which is reverse to &£, which has the probability
density p(x). As a result of using the method of indefinite Lagrange numerators we 1l receive

following expression for distribution law with the maximum entropy

)= 30, .

—0o<x<o0.

The limiting case for (12) with v — oo (all reverse moments exist) is a unilateral distribution
law of limitations down from RV px) =1/ x*, 1/ f<x<w.

Let s define from bilateral distribution laws of RV such distribution law, for which entropy
value H reaches the maximum with the following limitations, imposed on probability density

p(x)

(13)
[exptx)p(x)dx =g .

— 00
where v a value of maximum existing primary direct exponential moment. Considering this an

entropy H is defined by the expression

H=- T p(x)In(exp(—x)p(x))d x. (14)

As a result of using the method of indefinite Lagrange numerators we 1l receive the following

expression for distribution law with the maximum entropy.

B vexp(x) B exp(vx) ™ "
p(x)— ﬂF(l/v)eXp( 5 j, < x <00, (15)

The limiting case for (15) when v — oo (all direct exponential moments exist) is a distribution

law of bordered above RV p(x)=exp(x)/ S, — o <x<In(p).

Now let s find from bilateral distribution laws of unlimited RV such distribution law, for
which the value of entropy H reaches maximum with the following limitations, imposed on

probability density p(x):
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px)>0, Ip(x)dx =1,
N (16)

o0

[expm)p()dx = .

— 00
where v a value of maximum existing primary reverse exponential moment. Considering this an

entropy H is defined by the expression
H == [ p(x)n(exp(x)p(x))d x. (17)

As a result of using the method of indefinite Lagrange numerators we 1l receive the following
expression for distribution law with the maximum entropy.
vexp(— x) [ exp(— vx)j
p(x)z—exp —— |, —0o<x<n. (18)
AT(/v) B
The limiting case for (18) when v — oo (all direct exponential moments exist) is a distribution

law of bordered above RV p(x) =exp(—x)/f, —In(f)<x<o.

From the analysis of expressions (15) and (18) follows, that exponential transformation of RV

leads to transformation of form parameter v in scale parameter, and [ parameter in shift
parameter.

Finally let s define from unilateral distribution laws of unlimited RV such distribution law, for
which the value of entropy H reaches maximum with the following limitations, imposed on
probability density p(x):

p(0)=0, p(x)=0,

0

Ip(x)dx =1, T|1n(x)| " p(x)d x = B v, (19)

0
where v a value of maximum existing primary direct logarithmic moment. Considering this an

entropy H is defined by the expression

o0

H= —J.p(x)ln(x p(x))d x . (20)

0
As a result of using the method of indefinite Lagrange numerators we 1l receive the following

expression for distribution law with the maximum entropy.

p(x)

_ v _IIn(x)[* .
_2,6T(l/v)xexp[ B’ j’0<x< . el
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From (21) it follows, that if only two absolute logarithmic moments exist (v =2), then

logarithmic normal law has the biggest entropy. If v — oo (all absolute primary moments exist),
then (21) is transforming in Shannon law for limitations from above and down of RV
p(x)=0,5/Bx, exp(—f)<x<exp(f). It is necessary to notice, that with logarithmic
transformation of RV scale parameter £ transforms in form parameter and shift parameter
transforms in scale parameter.

In general case, if RV 77 connected with RV &[] by aratio y = f(x) and known PDD p(y) of
continuous RV &, then PDD p(x) can be found by a method of functional transformation with the

help of expression

d
plx)=p(y)- d—y : 22)
X
At this an entropy H , considering (22) and ratio
H=- Ip(y)ln(p(y))dy
)
will be defined by an expression

1 == [ oo o) @)

Q

where g(x) =|dy/dx|"; ® and Q areas of existence RV 7 and & respectively.

3. DISTRIBUTIONS ARISING IN THE ANALYSIS OF THE SEQUENCE OF INDEPENDENT
TESTS WITH THREE OUTPUTS

Next, consider the development of a probabilistic model of a sequence of independent trials
with three outcomes, which becomes particularly important in the formation of estimates of the
information security of information processing systems [10].

Most often during the test, it is taken into account that its result is either event A or the opposite
event C. The probability of event A in any test is independent of the outcomes of all other tests (the
tests are independent) and equal to the probability (this is ensured by the same set of conditions for
each test ). This scheme of tests was first considered by J. Bernoulli and bears his name [11-14].

The probability P,(k) of the fact, that event 4 in N tests will come precisely k times
(k=12,...,N) is defined by Bernoulli s formula [13-15]

|
PA(k)=(NfVka(l—p)N"‘, 4)

which represents binomial distribution. In N =1 it transforms in Bernoulli s distribution.
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Py(k)=p"(1-p)". (25)
The limiting case of binomial distribution, when p — 0 and N — o, and product Np aims to

some positive constant value A (i.e. Np — 1), is Poisson s distribution [13-15]

k
P(k):’;ex — 1), 0<k<o. (26)
If sequence of tests with Bernoulli s scheme continues to appear m failures , then the

number of successes k obeys to negative binomial distribution

(k)=W P pf o<k <o, e

where ['(m) gamma function.

Main purpose of this work  to invent sequence probability model of independent tests with
three outputs and with it s help receive formulas, analogic to (24), (26) and (27), for defining the
probabilities of coming coinciding events.

Let it be produced N of independent tests. Every test can end with three outputs: either event A

with the probability p, will come, or event B with the probability p, will come, or event C with
the probability (1-p, —p,) will come. Let s match random discrete value to random output of

every test, which takes three values: -1, if event 4 happened; 0, if event C happened and 1 if event B
happened. Positive or negative output of every test we 1l consider as a success , and zero output

failure . In this the probability P(k) of coming events 4, C and B in every test can be found

by an expression

p,  k=-1
P(k)= 1—p, —py, k=0, (28)
pz, kzl,

where 0< p, <1, 0< p, <1, p,+p, <I.

This distribution of probabilities, analogically to Bernoulli s distribution (25), can be called
bilateral Bernoulli s distribution. Let s find characteristic function for distribution (28), using
ratio [15]

1

0(j9) =" explj9k)P(k). (29)

k=-1
Substituting in it (28), we 11 get
049 = p, exp(— j9)+(1- p, — p, )+ p, exp(j 9) (30)
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Since ongoing tests are independent, then characteristic function 6, (;j$) of distribution laws
P(k) in N tests will be equal to expression:
(9 =009" =[prexr—j8)+(1-p =)+ prexl 9. (31)

In this probability distribution P(k) in N tests can be found by a formula:
P(k):zl j o 9)" ex— j9K)dS, k=—N,~(N-1),...N . (32)
V4

Substituting (31) in (32) and integrating, let s find obvious expression for probability
distribution P(k) in N tests

Ak)=(1-p —pz)NxU% jk > xHi k)( b, } (33)

z\k|N_) i)

0.5(1+(-1) ")
0(0,5(i—k)+1)1(0,5(i+k)+1)

where B(i,k)=

Expression (10) can be simplified for five private cases:

1.If p,=p,=p<0.5, then

~ 05[1+ ’+"“]
H=(1-2p)" Z( (N—i) (1 2pj 10,5(i+k)+1]r{0,5(i—k )+1])' G4
2.1f py=(1-p)*, p,=p>, then
_ (o) V(1 W
P(k)—(N_k)!(N+k)! PVH(1=p ™ k=-N,~(N-1)....,N. (35)

Probability distribution (35), just like distribution (24) is a binomial distribution with not-zero
shift parameter.

3. Let s view limiting case for distribution (33), when probability of coming value C is aims to
zero, i.e. (p, + p,) — 1. In this case every test will end in two outputs: either coming of event 4
with the probability (1— p), or event B with the probability p . To those outputs can be matched
discrete random value, which takes two values: -1, if event 4 happened and 1, if event B happened.

In this probability distribution (33) in result can be transformed in distribution:

0,5k
P(k)=O5N[1+(=1)"" )% (1[0,5(N + k) +1]r[0,5(N = k) +1]) ! x(lpr (p(1-p)>". (36

4. Let s view the second limiting case for distribution (33), when probability of coming event
A aims to zero, i.e. p; — 0. In this case every test will end in two outputs: either coming of event C

with a probability (1-p), or event B with a probability p. To those outputs can be matched

8
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random discrete value, which takes two values: 0, if event C happened and 1, if event B happened.

In this probability distribution (33) as a result of limiting transition transforms in binomial
distribution (24). That s why received probability distribution (33) can be called generalized
Bernoulli s formula, or bilateral binomial distribution.

5. Let s view the third limiting case for distribution (33), when p, >0, p, >0, N > o,
and products Np,, Np, aim to some positive constant values 4, 4, (i.e. Np, > 4, Np, > 4,).

In this probability distribution (33) in result of limiting transition transforms in probability
distribution

either

05[1+ ’*""]
Pk)=ext=4 %(\FJ Z:r[051+k+1]r{os( ) 1 G7)

{k|

or

PAR)=expl—y o)l | 12 )0 < < (3%)
where /,(z) modified Bessel s function.

If parameter A, — 0, and parameter A, - A, then distribution (37) or (38) transforms in
Poisson s distribution (26). That s why probability distribution (37) or (38) can be called bilateral
Poisson s distribution. Characteristic function for it is presented lower

0(j9) =expl=(4 + 2 )+ 4y expl= j9)+ 2 expl(j 9. (39)

Primary moment of first order and central moments of second order. Third and fourth order for

distribution (33) can be found from the expressions

m =N(P2 _P1);
(40)
M, =N[pz +p, — (P, —pl)zl
My =(py = p)X|N =N (p, - p,} ~3M, ] 1)
My =M [1+6(p,— p P [+ 30y N)M2 +3N(p, — Py~ i 1] 42)

Instead of central moments of the third and the fourth orders usually use asymmetry coefficient
K, and excess coefficient K,, which can be found from ratios

_ M,
L,5°
M)

(43)
K,=—-3.

e

Expressions (40) (42) for moments are significantly simplified for private distribution cases

(33). So, for distribution (34), for mentioned moments the fair expression is:
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M, =2N p;

M, =M, +3(1-1/N)M;.

In this

K,=0;K, =20
pN
For distribution (45) fair expressions are:
m; = N(2P - 1);
M, = 2Np(1—p);
My =2N p(1-p)(1-2p)

My =2N p(1-p)x[1+6 p(1- p)(N -1)]

K - 1-2p ,
“ 2N p(-p)
_1-6p(1-p)
© 2Np(l-p)
For distribution (36) fair expressions are:
m =N(2p-1);
M, :4Np(1—p);
M; =8N p(1-p)(i-2p)
M, =3M2+4M,[1+6 p(1-p)]

K —— 172
JNp(i-p)
x 1+op(-p)
Np(l-p)
From this follows, that for expression (37) or (38) we have
m=A, =4,
M, =4 +4,,
M;y=4, -4,
M, =2+ +3M;,

_hh

’ (/11+/72)L5

K=—1_
A+4,

(44)

(45)

(46)

(47)

(48)

(49)

(50)

(1)

(52)

(53)

10
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Probability P (k) of fact, that event B in N tests will come k times can be found from formula
(33), or from it s private cases (34), (35), (36), (37) or (38). In this we suppose, that P,(k) = P(k),
k=12,..,N.

Probability P,(k) of fact, that event 4 in N tests will come £ times can be also found from
formula (33), or it s private cases (34), (35), (38), (37) or (38). In this we suppose, that
P,(k)=P(k), k=-1,-2,...—N.

Probability P of coming event C in N tests can be found using formula (33), or it s
private cases (34), (35), (36), (37) or (38). In that we suppose, that F. = P(0). Probability F-

matches to probability of fact, that in N cases events 4 and B won t come.

Let s view the example. Two symmetric coins are being thrown for ten rimes. In every throw
three outputs are possible: two eagles with probability 0,25; two tails of coin  with
probability 0,25 and eagle and tail of coin with probability 0,5. It s necessary to find: 1)
probability P,, of fact, that precisely five times two eagles drop; 2) probability P, of fact, that

precisely three times two  tails of coin  drop; 3) probability P, of fact, that precisely five times

two eagles andthree tales of coin drop.
Solution: In the match with example s condition we have
pi=p,=p=025
N=10; P, =P,(-5),
B, = P(3); £ = Py(=5) P (3).

Le. p, = p,, then we use expression (9) as a counting formula. With it s help we find, that

either
P, ~0,015;
P, ~0,074; (54)
P, ~1,093-107°;

or

AR)=(1-p, —pz)’"[ \/EJ x(@)kl—WF(k),—oo<k<oo, (55)

where FUk)=,5(0,5(m-+/K 0.5 (m-+A +1)1+

l(ﬂ,4p1 p,) - Hypergeometric Gaussian function.
Characteristic function of distribution (54) or (55) has the view

(/9 =[(1-p = po)x (1= pyexp(=j9)- p, exp(j9) 1" (56)
Primary moment of the first order and central moments of the second, the third and the fourth
orders for expressions (54) or (55) are defined by expressions

11
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m, = m(Pz _pl);
l=p —p, (57)
M, = m(py + py _4]71172);
(-p - p)
M, =m(p2—_pl)3><(l+pz + P =8Py Py ) (58)
(1-p, = p,)

4 2
M4 =nf 6(p2 _pl) ; _l_( 4(p2 _pl) ; + (pl +p2) 2JX(2pl +2p2 +1)]+3M22 (59)
(-p-p) \(l=p-p.) (1-p-p))

Let s view limiting case for distribution (31) or (32), when probability p, = 0, and
probability p, = p. In this probability distribution (31) or (32) as a result of limiting transaction

transforms in negative binomial distribution (4). That s why received probability distribution (31)
or (32) can be called bilateral negative binomial distribution.

Choosing from bilateral binomial, Poisson s and negative binomial distributions we can use
following properties of those distributions: Binomial KM, <1, Poisson s KM, =1,
Negative binomial - K M, >1.

So, there was developed probability model for sequence of independent tests with three
outputs, were received expressions for it s general number characteristics, and also for calculating

the probabilities of coming matched events precisely k times. Was shown, that limiting cases of

received bilateral distributions are binomial, negative binomial and Poisson s distributions.

4. CONCLUSION

In this way, the following results are obtained.

- Generalized expressions for one-way and two-way continuous distribution laws with
maximum entropy depending on the number of existing power, exponential or logarithmic
moments. With their help, one can more reasonably choose the a priori distribution under the
conditions of a priori uncertainty in the analysis of the risks of information systems. From the

analysis of expression (23) and its particular cases (2), (11), (14), (17), (20) at the appropriate

values 4(%) it follows that in the general case the entropy depends also on the type of moments used
to determine the numerical characteristics of the distribution law.

- Probabilistic model for a sequence of independent trials with three outcomes, which acquire
special significance in the formation of information security assessments of information systems.
Expressions for its basic numerical characteristics are obtained. It is shown that the limiting cases of

the obtained two-way distributions are the binomial, negative binomial and Poisson distributions.
12
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ABSTRACT: A chatbot can be defined as a program developed to carry out conversations with a
human using either audio or text. There exist numerous chatbots which are used for various purposes
such as e-commerce, customer support, design, communication, finance, education, analytics, and so
on. Furthermore, many companies use chatbots for their internal operations, for human resources, for
customer support and more recently, support for Internet-of-Things (10T) operations has also been
added. Bearing in mind the existing chatbot applications with respect to productivity, the aim is to
develop a chatbot for various operations related to productivity and project analysis within an
organization, such that it can be integrated with CA Technologies Rally (Agile Central). It can be
used for checking tasks and defects, generating reports and obtaining notifications. In the proposed
work, the chatbot is built using Gupshup Bot Builder APl which deploys it on to Amazon Web
Services (AWS) Cloud, and then, it is integrated with Rally. Natural language processing (NLP) is
used by the chatbot in general command interactions with the user, thereby eliminating the need for a
fixed database of interaction commands.

KEYWORDS: chatbot; cloud computing; natural language processing; project analysis; project
management.

I. INTRODUCTION

A chatbot is known by many names in the current world. It can be called as a smartbot, chatterbot,
talkbot, interactive agent, conversation agent, conversational interface, artificial conversational entity,
or simply a bot. A chatbot can be described as a developed program or a human-created artificial
intelligence (Al) that uses various technologies to mimic a conversation that a human would have
with another human. It can carry out the conversation either by audio or by text.

Chatbots are designed and developed such that they can simulate the way in which a human
behaves in a regular conversation. This allows the chatbots to pass the Turing test, such that they are
indistinguishable from a human. Chatbots are commonly used in dialog systems, such as customer
service or information acquisition, which are two of the most practical applications in today's world.
Recently, more chatbots are being developed that use complex NLP systems for their processing, as
compared to traditional chatbot systems, which scan for keywords when the input is provided, then
check for the reply which contains the most matching keywords, or a pattern of words, from an
existing database on a server.

The term chatterbot was first introduced to the world by Michael Mauldin in 1994; he used this
term to describe conversational programs. He is the creator of the first Verbot known as "Julia." The
first chatbot was "ELIZA," developed by Joseph Weizenbaum in 1966.

A. Accessibility and Usage

Virtual assistants are usually used to access chatbots; they can also be accessed using messaging
apps or messengers such as Facebook Messenger, or also using apps and internal websites of
individual organizations.

Chatbots are generally classified into many categories based on their usage. Conversational
commerce, also known as "e-commerce via chat" is one of the major categories. It can also be
observed that they are used for communication purposes, for financial purposes and design purposes.
Some people use chatbots for their personal tasks. They can also be used in education sector,
marketing campaigns, sports events organization, entertainment industry, data analytics, multiplayer
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games where text-based chat is needed, customer support over the internet, health care, Human
Resources (HR) and management, news discussions, productivity analysis, developer tools, social
media networking, travelling navigation and many other utilities. Some chatbots are used for
Business-to-Consumer (B2C) customer service, marketing and also, sales of business products. The
chatbots of many companies run on messaging apps such as Messenger for Facebook, WhatsApp
Messenger, Slack app, WeChat messenger, Telegram, LiveChat, and Line messenger. The bots are
generally present in the contacts of the user in the app, but they can also participate in a group chat,
catering to a large number of people. They have become increasingly popular these days. Banks and
insurance agents, media companies, e-commerce websites, airline companies, hotel management and
restaurants, shop retailers and owners, government agencies and health care providers use chatbots on
a daily basis to do limited tasks such as answering simple questions raised by the customers,
increasing customer services engagement, promotional purposes, and also, by offering additional
ways with which the users can order from them.

Furthermore, many companies use chatbots for their internal operations, for human resources, for
customer support and more recently, support for Internet-of-Things (10T) operations has also been
added. For example, Overstock.com, which specializes in e-commerce, has launched a chatbot
recently, which is named "Mila"; it is primarily used to automate simple processes which are
extremely time-consuming, for example, when an employee posts a request for a sick leave.

Fig. 1. shows different chatbots available in different domains. These chatbots provide services to
the users based on the domain to which they are applied. The user would be able to provide voice
commands to the bot available on the device, which interacts with the applications and provides
service back to the user.

H S @

Trends Aldts Disposable
Email

oo -
Weather Alerts

Scheduler

Fig.1. Chatbots in different domains
B. Organization of the Paper

This paper focuses on implementation of a chatbot using AWS cloud and Gupshup API. This
chatbot is then integrated with CA Technologies Rally to be used for productivity and project
analysis. Section Il describes the related work that has taken place so far in terms of chatbots. Section
111 gives the methodology used to build the chatbot and the approach employed to integrate it with CA
Technologies Rally. Section 1V describes the implementation of the chatbot using the Gupshup Bot
Builder API and CA Technologies Rally. Section V describes the results obtained from this
implementation and is followed by Section VI, which concludes by giving the overview of the paper.

Il. RELATED WORK
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The topic of chatbots has drawn the attention of many researchers and thinkers. There are a number of
review papers that describe the increasing use of chatbots in modern times. It has drawn many
researchers to develop newer and better technology to incorporate chatbots to do measly tasks,
provide customer care, give mental and emotional support, among others. There has also been an
increased demand for Internet-of-Things (10T) in recent days, and this has further alleviated the usage
of chatbots for this purpose.

A novel proposal to develop a chatbot that takes in to account the context of how a conversation
occurs is discussed. TensorFlow library with neural network [1] is used for developing the model and
Natural Language Processing (NLP) techniques are used to determine the context, before giving a
response. The chatbot thus developed can be used in small industries, it can also be used for
automating customer care in businesses, wherein the chatbot handles user queries and thus, reduces
the need of human labour and extra investment and expenditure.

A novel system architecture that tries to overcome the problem of solving grievances of a huge
volume of users of any particular social media platform is proposed. This method analyses the
messages [2] of each ejabberd user to check for its actionability, where ejabberd is a XMPP
application server that is written in Erlang. If the messages are actionable, then the chatbot starts the
conversation automatically with that particular user and helps the user to resolve any issues, by using
Language Understanding Intelligent Service (LUIS) to interact with the user like a human. Their
proposed system is implemented on AWS cloud publicly. This is done to provide an extremely robust,
highly scalable and architecture that is extensible.

A review paper that discusses the overview of cloud-based chatbot technologies, programming of
chatbots and challenges of programming in the current and future generations of chatbots is studied.
The working of a chatbot using machine learning [3] in the Python programming language is
described. Information about the challenges faced by the chatbots and their working is given, mainly
the proper implementation and maintenance of natural language processing and machine learning
techniques in chatbots. It is further stated that handling complex queries needs a lot of attention in the
current scenario of chatbot development and also recommend the use of sentiment analysis as much as
possible, in upcoming chatbots.

The past research done on chatbots or conversational agents using quantitative bibliometric analysis
[4] is presented. The goal is to help future researchers identify the gaps for future development and
research in the field of chatbots. The findings are presented and it is stated that there exists a potential
research opportunity in the field of deep learning chatbots. The paper also gives several
recommendations for future research based on the results.

A paper is presented that provides a review study of integrated applications which use chatbots that
run on Artificial Intelligence Markup Language (AIML) [5]. These applications are prevalent in
various fields such as cultural programmes and national heritage, e-learning courses, online
functioning of the government, web-based and dialog models, framework for semantic analysis,
framework for interaction, management of networks and modular architecture that can be adapted to
any other architecture easily. The chatbots provide services, as well as interact with the users
frequently and propose and determine solutions to problems through AIML-based intelligence. It is
also stated that it is extremely popular with entrepreneurs these days, which employ these chatbots to
help grow their business.

A comparison between Google Analytics and Adobe Analytics is made. An AIML-driven chatbot
[6] is proposed that takes in raw data of the analytics as the input and enables bot users to receive
business insights as the output by querying the bot.

A chatbot is used to control functions of electrical appliances over the Internet, employing loT
techniques [7]. The messages sent to the bot are processed using NLP techniques. The application is
also embedded with security features that only allows access to the authorized users and also informs
the users whenever an intruder is detected using motion sensors within the house.

17



Scientific and Practical Cyber Security Journal (SPCSJ) 4(2): 15-27 ISSN 2587-4667 Scientific
Cyber Security Association (SCSA)

A chatbot is built based on Recurrent Neural Network (RNN) principles [8]. Sequence-to-sequence
Long Short-Term Memory (LSTM) cell neural network is used on Google's neural net word2vec. It is
stated that model training times and its language model quality that is used for training affects the
prediction output quality of the chatbot.

A. Existing Chatbots in India

This section describes the famous chatbot applications that currently exist in India. These can be
categorized into two, based on the services or assistance provided to the public.

1. General Services

These types of chatbots are used to provide general services to the public, such as information
about offers and coupons, interactive chat with the users and electronic bill payments. They usually
consist of multiple services that help the public with many day-to-day activities. Some of the chatbots
that fall under this category are as follows.

e “Sonia” provides information about coupons and offers from top online shops. It is deployed
by developer Jiss Jose.

e "TOI Personal Assistant” chatbot represents Times of India. It is deployed by Haptik and
integrated into the TOI mobile app. Apart from providing news, it also allows users to book
cab services such as Ola and Uber, pay monthly bills such as TV and electricity. It accepts
payment using either credit or debit card, net banking and e-wallets.

e “Ziman" is a chatbot representing Zicom. It is deployed by Haptik. The main aim of Ziman is
to mimic a human conversation for people who do not feel safe and comfortable when
travelling. It also aims at being available all the time to the users.

e "Rembo" is a chatbot deployed by Haptik, used to set reminders and task to-do’s. It also
shares jokes and motivational quotes.

e "Fun Bot" is a chatbot representing Maruti TechLabs. It is deployed by Maruti TechLabs. It
asks some questions to understand the user’s personality. Based on the answers provided, it
recommends holiday destinations.

e "Brev" is a chatbot representing Brevity. It is deployed by Artificial Industry. It provides life
hacks, how-to’s, latest stories and information in categories like health, food, work,
relationships, and technology.

e "Haptik Assistant" is a chatbot representing Haptik. It is deployed by Haptik. It is an assistant
used to do many things such as setting reminders, booking cab services, trains, airlines,
paying bills and finding nearby locations of interest.

o "Amy" is a chatbot used to talk to freely and ask for information like stock prices. It is
deployed by Abhishek Bhattacharya.

2. Specific Assistance

These type of chatbots are used only for certain specific applications and/or services. The
interaction between the user and the chatbot is usually limited to only the particular topic with which
it is associated. Some of the chatbots that fall under this category are as follows.

o "Pathology Lab Chatbot" represents Dr. Lal PathLabs. It is deployed by Haptik on the Dr. Lal
PathLabs website. Any visitor can login and check the status of his/her reports. It also guides
the user through every step, thus enabling quicker resolution of queries. It is also helpful in
finding nearby medical centres, for booking a check-up or a test or just browsing the catalog
for information about the tests, check-ups and their respective prices.

e "Akancha" chatbot is used to represent Akancha Against Harassment. It is deployed by
Haptik. It serves users who are seeking help, by using a chat-based interface that is
personalised to their needs, and is extremely approachable. The bot can answer various
queries regarding cyber security and safety, methods to contact the police, outlining of each
person's rights, laws provided by the Indian Constitution. This bot is trained to accept requests
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for help and has been designed in such a way that it mimics human behaviour with a
personality that is comforting and empathetic towards the users.

"Home Services Bot" is a chatbot representing Housejoy. It is deployed by Haptik. It provides
booking for online home services like personal care, home needs and appliances.

"Coke India" is a chatbot representing Coca Cola. It is deployed by Haptik. It allows users to
ask questions about Coca Cola’s quality standards, community campaigns, water usage and
helps raise awareness among consumers.

"Ask Me" is a chatbot representing Citibank India. It is deployed by Creative Virtual on the
Customer Service Center of Citibank’s website. It is designed to provide information to
customer queries about Citibank products and services.

"Rickfare" is a chatbot representing Rickfare Inc. It is deployed by Rickfare Inc. It calculates
autorickshaw and taxi fares for Delhi, Pune, Mumbai and Ahmedabad.

I11. PROPOSED METHODOLOGY

This section describes the methodology used in this paper to build the chatbot. It also gives some
insights into the concepts used and the use cases that are implemented.

A. Objectives

This paper aims to develop a chatbot that can be used to implement work flow monitoring and
project analytics, which can then be easily integrated with CA Technologies Rally (Agile Central).
Proper authentication procedures have to be provided so that it is secure and does not leak information
to the outside world. Deployment has to be done in a secure environment and only the authenticated
users should be able to interact with the chatbot, or change its code or inherent functionalities and
features. Three use cases are specified, which are given as follows.

Use Case 1 — Each chatbot is usually assigned a particular "room," which is a pre-defined
space in which the chatbot can interact with the users. A user should be able to add the
chatbot to the room using the ID or name. The user should be able to interact with the chatbot
using a set of commands as defined by the developer. The chatbot is expected to be utmost
available and any outage should alert all the users about the unavailability. The chatbot is also
expected to generate and preserve logs of the places it has been integrated onto.

Use Case 2 — All users in a particular room should be able to interact with Rally. The actions
of the users that are done on a day-to-day basis for internal operations, such as update tasks,
discussions, defect/story status, are to be made available to all the users using the chatbot.
Update tasks have to be reflected in Rally and the chatbot should confirm this updation. The
chatbot should also be able to show the status of a particular field when requested for. If there
is an invalid syntax used when chatting with the bot, an alert must be generated and a help file
with the correct syntax must be shown to the users.

Use Case 3 — A project manager must be able to generate various metrics such as iteration
burndown, bugs for a developer in an iteration, developer points delivered, among others.
This use case gets various metrics that will give insights into various metrics broadly based on
productivity, efficiency and quality.

B. Chatbot Design

A chatbot is created similar to how a mobile application or a webpage is created. There are four
stages in this process - designing the bot, building the bot, analyzing the bot and maintaining the bot.

Designing the bot — The design process of a chatbot is done based on how a user interacts
with the chatbot. The designer adds features to the chatbot based on the requirements
specified and also the responses that have to be generated to the queries are outlined.
Conversational design can be considered as a superset of this process. Chatbot designers use
several design tools and software, which provide previews of how the chatbot is going to
function. This helps in collaboration of the team that is designing the chatbot, thus speeding
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up the design process. User testing is also a crucial aspect in chatbot design. It can be carried
out in a similar fashion as that of user testing of a GUI, for example.

e Building the bot — In the chatbot building process, two tasks take place: the first task is to
understand how the user is able to interact with the chatbot with some queries and the second
task is to produce the right answer to the respective queries. In order to accomplish the first
task, an NLP Engine is usually used, which uses NLP to understand how to adapt to different
user gueries. In order to accomplish the second task, the chatbot is programmed to generate
different types of responses to various queries posed by the users. This allows the chatbot to
select which response has to be provided whenever a query is input to the chatbot.

e Analyzing the bot — In the analysis stage, the usage of the chatbot is continuously checked for
any existing problems or flaws. This is done in order to reduce the number of bugs that the
users might experience during their interactions with the chatbot. Thus, the user experience is
enhanced due to this process, which will aid in more number of users employing the chatbot
for their tasks.

e Maintaining the bot — The requirements, services and products of any company keeps
changing, due to the fast-paced scenario of the world. This means that the chatbots that are
employed by these companies will have to be updated regularly to be able to provide
uninterrupted service. The traditional platforms used to develop chatbots need constant
maintenance. Either a service provider can take care of this or a chatbot training team within
the organization can help in this maintenance. These procedures utilise a lot of company
resources, incurring an increased cost to the company. In order to avoid these costs, small
start-up companies now use artificial intelligence for maintenance, wherein the Al develops
chatbots which are self-learning.

C. Natural Language Processing in Chatbots

NLP technology is basically used to empower chatbots. When a user inputs some text to the
chatbots, they process the text in the form of parsing it, which is followed by a response generated
after a complex series of algorithms which interpret the user input and determine the most appropriate
inference as to what the user means or wants. Then, the chatbot determines an appropriate response
which can be given back to the user. Some chatbots are extremely similar to a human in terms of their
authentic conversation, which makes it difficult to determine if the agent that is on the other side of
the conversation is a chatbot or a human.

Inherent chatbot technology is distinctly different from NLP technology, but this also means that
the chatbot technology can improve as quickly as the NLP technology; if there are no continuous
developments in NLP, chatbots will not be able to understand the nuances in spoken and written
dialogue.

This is where many NLP-based applications perform poorly. Any application or system that
depends upon the ability of a machine to process speech is fairly likely to falter when dealing with
metaphors and similes in the elements of speech. Even though these limitations exist, chatbots are
becoming complex, more responsive to commands and acting natural.

Fig.2. depicts the general working of chatbots. The user input provided at the front-end is
understood by the NLP layer, which then checks for the existing data in the knowledge base or the
Central Management Server (CMS). If the chatbot has already interacted with the user earlier, the
history and analytics of the conversation would be stored in the data store.
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Fig.2. Working of chatbots

D. Methodology Involved in Creating the Chatbot

This subsection describes the main methodology involved in the establishment of a working chatbot
that has been implemented in this paper.

Gupshup API is used to build the chatbot, which internally uses git and there is no presence of a
package manager. Thus, the deployment process has to be done manually, as described in Section IV.

Once an account is created in Gupshup.io, a secure and unique API key is provided to the user in
order to access the data necessary to deploy the chatbot. The access is only limited to the user's
account and a git repository is already created in the back-end.

The deployment is done on AWS EC2 instances, where the replies from the chatbot are received as
messages in AWS. These messages can be verified in the console logs that are generated whenever
there is any interaction with the chatbot. There are multiple access points to this particular instance,
which can be accessed via different messenger platforms. The chatbot will respond to that particular
platform accordingly. There are a limited number of requests that can be sent. Rally offers a time-
limited trial for this particular reason. It is also worth noting that AWS internally uses a read-only file
system, thereby keeping the data and messages secure and not allowing the user to tamper with the
existing files and repositories.

Node.js is mainly used because it comes with a default package manager and is easy to incorporate
both server-side and client-side functionalities for the chatbot.

E. Importance of Chatbots

Chatbot applications are very important as they enhance customer experience by providing
streamlined interactions between people and services. They also offer opportunities to companies to
enhance customer service by engaging them with an automated bot that improves and aids their
operations; this also results in reduced cost to the company. When a chatbot solution performs both of
these tasks, it can be said that it is successfully operational. Human support is also crucial and
essential because of their necessary intervention in building, configuring, constant training the chatbot
to optimise and improve the system.

IV. IMPLEMENTATION

This section describes the tools used for implementation and also describes the process of building the
chatbot and its integration with Rally.

A. About Gupshup Bot Builder

Gupshup.io is a web platform that offers a tool, which is known as the Bot Builder; this is primarily
used to create and configure bots. This tool includes a code editor to write and edit code, a mechanism
to publish the bot, analyse and diagnose the built bot employing the available tools, thus simplifying
the overall process of building a chatbot.
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1. Features of the Bot Builder

A usual process when a bot has to be built is to set up a developer environment, find and install
necessary packages and libraries, set up space for the server, among many others. Gupshup reduces
the burden on developers by taking care of all the above mentioned time-consuming processes. The
IDE of the bot builder has a few features that make this possible. The pre-installed libraries such as a
JavaScript async library and node-wit that is packaged with the code is very helpful.

The builder also provides a terminal to install new npm packages, to use git commands, to maintain
the codebase and access bot logs for debugging and logging. The creation of a new bot comes with
template code for common processes, which include helper methods. The IDE Bot Builder also
provides single-click secure server deployment for the chatbot, thereby making it clear that the user
need not set up his/her server.

The IDE Bot Builder is built on top of Amazon AWS Lambda and provides automated hosting.
Gupshup Proxy Bot is used to test the chatbot, after deployment. The conversational aspects of the
chatbot can be tested using the built-in chat widget given in the IDE Bot Builder.

B. About CA Technologies Rally

Agile methodology uses a concept called sprints — these are small, iterative periods of time,
wherein the focus is on achieving small objectives such that the bigger and major objective is reached
through these iterations. CA Technologies' Rally is an agile project management platform which aims
at using this concept of agile, by delivering an early version of the product and then performing
improvements on it.

CA Technologies Rally is now called CA Agile Central. The main idea of this software is to
prioritize the tasks and complete these tasks following a plan given by the management of the
company. Rally gives the option to a developer to set up a hierarchy for his/her project and portfolio.
An overall roadmap can be set using Rally and continual monitoring of how well the teams are doing
can be carried out.

Tracking of the releases and metrics are also present in Rally, which output an extensive report on
user stories, tasks, defects, progress, dependencies, alignment and overall progress of a project.

C. Stages of Deployment

This paper aims at creating a chatbot used for project and performance analysis. It will also strive
towards integrating it with the agile project management solution Rally to enable ease of use, single
end point and enhanced analytics. There are mainly three stages in the development — building the
bot, secure integration with Rally (CA Agile Central) and deploying it on AWS via Gupshup.

1. Building the Chatbot

The chatbot is built using the bot builder platform Gupshup.io. An index file is created to navigate
to the respective modules. The bot is built to be efficient at taking input and providing output to the
end user. Coding is done in Node.js to facilitate easier debugging for anyone with knowledge of Java
and JavaScript concepts.

The general interactions with the bot are defined in a script that has a bit of NLP involved in it, to
provide accurate answers to the end user’s input. The application-specific interactions require the use
of syntax to interact with the bot, which is specified in the documentation manual.

2. Secure Integration with Rally

The chatbot is then securely integrated with Rally (CA Agile Central) in order to facilitate easier
access to projects, user stories, tasks and defects. Rally provides an agile project management solution
that can be effectively used to make the work faster and more productive. An end user can chat with
the bot and check the status of on-going projects, user stories, tasks and defects. Alternatively, the
user can login to Rally to verify the same.
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3. Deployment on AWS via Gupshup

Finally, the chatbot is deployed on AWS via Gupshup platform and can be accessed by any
authenticated user to perform the specified tasks. It can also be used for testing purposes and raising
defects, in order to be rectified by the project managers.

D. Authentication Procedures

Gupshup provides an API key with which an authenticated user can access the code built to create
the chatbot. Once the code is completed, it can be deployed on AWS via Gupshup. Only the
authenticated users must be able to access the project analytics information, metrics and charts. This is
taken care by AWS, wherein the user must input credentials in order to gain access to the chatbot
services offered by the developers.

E. Interactions with the Chatbot

The chatbot is functional to a specific domain and cannot be interacted outside this domain. There
are basically two types of interactions that can be done with the chatbot — general interactions and
command-specific interactions.

1. General Interactions

These interactions with the chatbot need not have to follow a specific syntax. The queries for these
interactions are usually about general topics and the chatbot responds to these queries without any
need of technical information. For example, if "Hi!" or "Can you help me?" is sent to the chatbot by
the user, the chatbot may respond with "Hi!" or "Yes please!" respectively.

Fig.3. shows an example of a general interaction between the chatbot and the user. It can be
observed from the figure that the chatbot learns to respond with "Hi" even when two different inputs
of the greeting are given to the chatbot.

ss You 1/19/2019, 4:22 PM
o hi
Hi
hiii
Hi
can u help me
Yes Please!
hey man i need some help
Yes Please!

Fig.3. Example of a general interaction

2. Command-specific Interactions

These interactions with the chatbot are with respect to the project management aspect. The bot is
programmed to respond to commands regarding creation, updation and deletion of projects, user
stories, tasks and defects. For example, "create story Workspace". Fig.4. shows an example of a
command-specific interaction. Here, it can be observed that the list of user stories is queried to the
chatbot, which responds with a list of existing user stories. The status of the story "newworld" is then
queried to the chatbot and it provides the necessary information as the output. Invalid queries to the
chatbot are ignored and an alert message with a link to the help manual is generated.
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@stories

Register for Frequent Adventurer card
Choose dietary plan
Manage special offers
Order picture package
newworld

wp get story newworld
Name newworld
FormattedID US9
Owmner pramodhosahalli1234
ScheduleState In-Progress
Blocked false
Description test

sadasdasdasd

I help.pdf
) @

Invalid Syntax Detected.Please refer Manual for usage

Fig.4. Example of a command-specific interaction
V. RESULTS

This section describes the results of deployment of the chatbot on AWS via Gupshup platform and its
secure integration with CA Technologies Rally.

A. Deployment on AWS via Gupshup

The chatbot has been built using Gupshup Bot Builder platform, primarily using Node.js. It has
been deployed on AWS via the Gupshup platform and is successfully able to interact with the user for
general interactions and command-based interactions. The chatbot is functional within a specific
domain and responds to messages given by the user.

B. Secure Integration with Rally

The chatbot has been successfully and securely integrated with CA Technologies Rally (Agile
Central) platform which allows an authenticated user to perform the following commands - create,
use, update, check for status, and delete. These commands are applicable to user stories, defects and
tasks.

Furthermore, reports can be generated to check the output of the command-specific interactions.
These are generated as a HTML file and can be downloaded to the local disk in the form of a JPEG or
PNG image, XL sheet or CSV, among many other formats. Fig.5. and Fig.6. depict this scenario.
Here, the report is generated for the defects that are present in a particular iteration. It is then
visualized as a pie graph, which shows that the open defects are visualized with an orange colour,
whereas the fixed defects are visualized with a green colour. Fig.7. also represents an example of a
generated report, but with the presence of three stages of defects.
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hup get story newworld

Name newworld
FormattedID US9
Owner pramodhosahalli1234
ScheduleState In-Progress
Blocked false
Description test
You 1/19/2019, 4:25 PM

use story newworld

58

This Userstory will be Used for further operations
hup create task testtask117
Task created!

You 1/19/2019, 4:27 PM
Ip @report defects

58

Invalid Syntax Provided
syntax: @report defects @iteration
D @report defects @S01012019

ﬂﬁ report. himl °

Write a message to eurlgupshup

Fig.5. Command to generate report

Defects By Category

Submitted: 0.0 %

| — Closed: 0.0 %

Open: 333 %

Fixed: 66.7 %

Fig.6. Example of a generated report

In the case of multiple users working on the same user story or task, the administrator account
always receives notifications which specify the activity that is taking place in the system.

Fig.8. depicts the notifications. It can be observed here that whenever any changes have been made
to a particular user story or a task, the chatbot immediately provides the notifications.
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Defects By Category

Open: 33.3 % Submitted: 33.3 %

Closed: 0.0 %

Fixed: 333 %

Fig.7. Another example of a generated report

Change to TA1: committask -— READY changed from [false] to [true], BLOCKED changed from [true] to
[false]

Change to US9: newworld - BLOCKED changed from [true] to [false], TASK STATUS changed from
[IN_PROGRESS_BLOCKED] to [IN_PROGRESS]

Change to DE3: testdefect - STATE changed from [Open] to [Fixed]

Change to TA1: committask - BLOCKED REASON added [This is Blocked], READY changed from [true] to
[failse], BLOCKED changed from [false] to [true]

Change to US9: newworld - BLOCKED changed from [false] to [true], TASK STATUS changed from
[IN_PROGRESS] to [IN_PROGRESS_BLOCKED]

Change to TA2: testtask - DESCRIPTION changed from [test] to [testing going on]

Change to TA2: testtask - DESCRIPTION changed from [testtask] to [test]

Change to TA2: testtask - STATE changed from [Defined] to [In-Progress]

Change to US9: newworld - SCHEDULE STATE changed from [Accepted] to [In-Progress], FLOW STATE
CHANGED DATE changed from [Fri Jan 18 22:34:30 MST 2019] to [Fri Jan 18 23:11:16 MST 2019], FLOW
STATE changed from [Accepted] to [In-Progress], ACCEPTED DATE removed [Fri Jan 18 22:34:30 MST
2019], TASK STATUS changed from [DEFINED] to [IN_PROGRESS]

Change to DE1: defect1 - STATE changed from [Open] to [Fixed]

Fig.8. Example of notifications

C. Analysis

The chatbot thus created has been observed to respond to user’s commands within 2-3 seconds,
depending on the strength of the internet connection. The deployment on AWS via Gupshup platform
allows any authenticated user to securely interact with the bot and enter the set of commands. In the
event of a wrong entry by a user, the chatbot provides the documentation manual which gives the
correct syntax and example usage of the particular command.

Additionally, the chatbot provides reports of metrics as and when needed. This is helpful for
productivity analysis. Notifications are important to the administrator to manage the projects that are
going on simultaneously in the organization. They can also provide details regarding the changes that
are made to the projects in real time. This helps in project analytics, productivity and management.
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VI. CONCLUSION

Chatbots are conversational agents which allow humans to interact with them and obtain some useful
information or perform some specific tasks or services. The advent of popular technologies such as
natural language processing and deep learning has seen the incredible rise of the usage of chatbots in
many applications over different domains.

A chatbot has been developed with respect to the requirements for productivity and project
analytics. Node.js is primarily used to develop the code for the chatbot, which has been integrated
with CA Technologies Rally and deployed on AWS via Gupshup platform. The code is kept secure
via authentication procedures on Gupshup, as well as AWS. The deployment is made on AWS only
after using the APl key provided inherently by the Gupshup platform, which has capability of
automated hosting to AWS.

The chatbot is capable of interacting casually as well as pertaining to the productivity aspects like
creation and updation of user stories, tasks and defects, among other functionalities. Notification
alerts are sent to the user whenever there is any update or if the user inputs an invalid command. A
documentation manual is also provided, in case the user is unable to recollect the usage syntax of the
commands. Future scope of this chatbot would be to include more features to help in the productivity
analysis within the organization.
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IMPROVED MIRAI BOT SCANNER SUMMATION ALGORITHM

Faisal A. Garba Department of Computer Science EducationSa'adatu Rimi College of Education
Kano, Nigeria

ABSTRACT:Mirai is the most dangerous Distributed Denial of Service (DDoS)-capable 10T malware
to date that is in the wild and yet very simple in nature. Mirai attack an array of Internet of Things (loT)
and embedded devices that ranges from Digital Video Recorders (DVRS), Internet Protocol (IP) cameras,
routers and printers recruiting them to form a botnet. The biggest DDoS attack in history was executed
using Mirai botnet. A recent study proposed the Mirai Bot Scanner Summation Prototype that analyzes
the network traffic generated from Mirai bot host discovery. The Mirai Bot Scanner Summation
Algorithm however, cannot recognize if a network traffic is truly Mirai bot host discovery traffic or not.
Given any network traffic, the Mirai Bot Scanner Summation Prototype will proceed to summate and
output number of bots, retransmission packets, number of packets and number of potential victim loT
devices using only the source Internet Protocol (IP) address and destination IP address of a packet without
identifying if it is truly a Mirai bot host discovery packet or not. This paper present an Improved Mirai
Bot Scanner Summation Algorithm that looks at the packet to determine whether it is a truly packet
generated due to Mirai bot host discovery by looking at the TCP flag of the packet and the port number of
the packet. To perform a host discovery Mirai bot sends out SYN packet over TELNET port 23 or 2323 to
a randomly generated non-governmental IP addresses to establish a TCP 3-way handshake with a
potentially vulnerable 10T device. The Improved Mirai Bot Scanner Summation Algorithm uses this
condition to determine whether a packet is a Mirai bot host discovery packet or not. The Mirai Bot
Scanner Summation Algorithm and the Improved Mirai Bot Scanner Summation Algorithm are evaluated
using l1oT Network Intrusion Dataset. The evaluation results have shown that the Improved Mirai Bot
Scanner Summation Algorithm provides more accurate results than the Mirai Bot Scanner Summation
Algorithm.

KEYWORDS: Mirai, Internet of Things, botnet, Denial of Service Attack, cyber attack.

INTRODUCTION

Internet of Things (10Ts) devices are a key targets for cyber attacks as a result of their fast growing
number in smart cities, smart homes, smart hospitals etc and the quantity and sensitivity of the data they
collected (Frank, 2019). Two issues highlighted by the 10T botnet are the reality that: a large number of
0T devices are easily reached over the Internet and most of the times security is a later addition to the
design of most of the deployed IoT devices, that is if it has been given any consideration at all (Angrishi,
2017). One of the most predominant Distributed Denial of Service (DDoS) - capable 10T malware of the
past few years is the Mirai malware which was discovered in the year 2016 and has changed the global

view of 10T security since then (De-Donno et al., 2018). Mirai attack an array of 10T and embedded
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devices that ranges from Digital Video Recorders (DVRs), Internet Protocol (IP) cameras, routers and
printers (Antonakakis et al., 2017). The Mirai bot scanner generates a random non-governmental 1P
address and also creates a network socket and performs a TCP handshake (Frank, 2019). The biggest
DDoS attack in history was executed using Mirai (York, 2016). This was achieved as a result of
constructing a large Agent-Handler botnet that comprises of mini 10T devices taken over via a simple
dictionary attack. Mirai malware is capable of carrying out a diverse number of attacks based on variety
of protocols such as Transmission Control Protocol (TCP), User Datagram Protocol (UDP) and Hypertext
Transfer Protocol (HTTP) and can exploit devices that are based on different architectures. Mirai is the
most dangerous DDoS-capable 10T malware to date that is in the wild and yet very simple in nature (De-

Donno et al., 2018).

REVIEW OF RELATED WORKS

Kumar and Lim (2020) developed a network-based algorithm which can be used to detect loT bots
infected by Mirai and other malware in large-scale networks. They developed an algorithm that targets
bots scanning the network for vulnerable devices to detect the bots before they launch an attack. They
analyzed Mirai signatures to identify it's presence in an 10T device. They lay their claim that uninfected
10T devices are not expected to open TELNET connections to any device. Kumar and Lim (2020) work is

aimed at detecting Mirai Botnet attack in progress.

Frank (2019) developed Mirai Scanner Summation Prototype. With the use of Python scripts, the Mirai
Bot Scanner Summation Prototype searches through the Bot scanner dataset to sum up bots, potential new
bot victims and network packet types including TCP SYN and retransmission packets and save result in a
database. The Mirai Scanner Summation Prototype however does not look at the packets to ensure that
they are really Mirai bot scanner packets. The Mirai Scanner Summation Prototype only looks at the
source and destination IP of the packets and whether they are unique or non-unique packets before

proceeding to calculate the number of bots and potential bot victims from the packets. Therefore given
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any network traffic that are not Mirai bot scanner packets, the Mirai Bot Scanner Summation Prototype

will still proceed to calculate the number of bots and potential bots victims out of the packets.

Meidan et al., (2018) proposed N-Balot, A Network-Based Detection of 10T Botnet Attacks using Deep
Autoencoders, proposed and empirically evaluated a novel network-based anomaly detection method
which extracts behavior snapshots of the network and uses deep autoencoders to detect anomalous
network traffic emanating from compromised 10T devices. The researchers claimed their work effectively

detects attacks as they are being initiated from a compromised 10T device that are part of a botnet.

IMPROVED MIRAI BOT SCANNER SUMMATION ALGORITHM:

The Summation Algorithm used in the Mirai Bot Scanner Summation Prototype proposed by Frank
(2019) cannot differentiate if the network traffic in the form of pcap files passed on to it is truly Mirai Bot
Scanner network traffic. Looking at the Mirai Bot Summation Algorithm in Figure 1, the algorithm
expects to have network traffic generated due to Mirai bot scanning activity. As pointed out by Frank
(2019), the Mirai Scanner network traffic dataset (Internet Addresses Census dataset, IMPACT ID: USC-
LANDER/Mirai-Bscanning-20160601/rev5870, 2016), consists of only SYN packets sent by a Mirai Bot
over TELNET port 23 or 2323 to initiate a connection with an 10T device. The Summation Algorithm
only looks out for the source IP address and the destination IP address of a packet (any packet) and if the
packet is unique, the algorithm concludes that it is a Mirai Bot and if the packet is not unique, then the

summation algorithms concludes the destination IP represents a non-vulnerable 10T device (Frank, 2019).
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Figure 1: Mirai Bot Summation Algorithm

There is a need to improve the Sum

a SYN packet and sent over port 23

mation Algorithm to check a packet to determine whether it is actually

or 2323 before assuming it is a SYN packet sent out by a Mirai Bot.

To validate this fact we ran the Mirai Bot Scanner Summation Prototype over mirai-ackflooding-n(1~4)-

dec.pcap files from the loT Netwo

rk Intrusion Dataset made available by Kang et al., (2019). This file

contains Mirai Bot ACK flood packets and benign packets (Kang et al., 2019). A description of the

dataset is provided in Table 1 and the contents of the 10T Network Intrusion Dataset is shown in Figure 2.

Table 1: Description of the 10T Network Intrusion Dataset

Packet File Name

Description
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benign-dec.pcap

Benign-only traffic

mitm-arpspoofing-n(1~6)-dec.pcap

Traffic containing benign and MITM(arp spoofing)

dos-synflooding-n(1~6)-dec.pcap

Traffic containing benign and DoS(SYN flooding) attack

scan-hostport-n(1~6)-dec.pcap

Traffic containing benign and Scan(host & port scan) attack

scan-portos-n(1~6)-dec.pcap

Traffic containing benign and Scan(port & os scan) attack

mirai-udpflooding-n(1~4)-dec.pcap

Traffic containing benign and UDP flooding of zombie pc

compromised by mirai malware

mirai-ackflooding-n(1~4)-dec.pcap

Traffic containing benign and ACK flooding attack of zombie pc

compromised by mirai malware

mirai-httpflooding-n(1~4)-dec.pcap

Traffic containing benign and HTTP Flooding attack of zombie

pc compromised by mirai malware

mirai-hostbruteforce-n(1~5)-dec.pcap

Traffic containing benign and initial phase of Mirai malware

including host discovery and Telnet brute-force attack

File Actions Edit View Help
root@phoenyx: ~/MiraiDataset ¥

: #1s
mirai-ackflooding-1-dec.pcap mirai-hostbruteforce-2-dec.pcap mirai-httpflooding-3-dec.pcap

root@phoenyx: ~[MiraiDataset

mirai-ackflooding-2-dec.pcap mirai-hostbruteforce-3-dec.pcap mirai-httpflooding-4-dec.pcap
mirai-ackflooding-3-dec.pcap mirai-hostbruteforce-4-dec.pcap mirai-udpflooding-1-dec.pcap
mirai-ackflooding-4-dec.pcap mirai-hostbruteforce-5-dec.pcap mirai-udpflooding-2-dec.pcap
Mirai_command_and_control.pcap mirai-httpflooding-1-dec.pcap  mirai-udpflooding-3-dec.pcap
mirai-hostbruteforce-1-dec.pcap mirai-httpflooding-2-dec.pcap  mirai-udpflooding-4-dec.pcap

4 |

Figure 2: Contents of the 10T Network Intrusion Dataset
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In Figure 3, we opened the mirai-ackflooding-1-dec.pcap using Wireshark. Next we apply the filter
"tcp.flags.syn==1 and tcp.flags.ack==0 and (tcp.port==23 or tcp.port==2323)" to see if there are Mirai

Bot Scanning packets in Figure 3.

104,140 124 5
152 15680, 24

Len=8 SLE=48 GRE=116&

256 Len=8
11 6.0691364 184 434,245 452.168.8.24
12 6.891573 184.148.434 . 245 192.168.8.24 € ment of a reassembled PBU]

Z 104.118.124 245 C| 66 43228 443 [ACH] Seq=i Ack=11536 Win=0178 Len=8 TSval=32800 TSecry
173.194.49 203 B8 4095 443 [ACK] Seq=1 Ack=1 Win=1B867 Len=8 SLE=2817 SRE-4225
1587 [TCP segment of a reassembled
7 [T6P capnent of

Packets; 42594 - Displayed: 425% 1) Profile: Default

Figure 3: : Viewing mirai-ackflooding-1-dec.pcap File using Wireshark

As we can see in Figure 4, the filter returns no results. This shows that the mirai-ackflooding-1-dec.pcap
contains no SYN packets sent over Telnet port 23 or 2323. However, running the Mirai Bot Scanner
Summation Prototype over the mirai-ackflooding-1-dec.pcap, it couldn't identify that it is not a Mirai Bot
Scanner packets, it went on straight ahead to summate the packets as if they were packets generated due
to Mirai Bot scanning activity as seen in Figure 5.

Fﬂ DH:& @ + @ Il’ﬂ

N tep flags.syn==1and tcp.flags.ack==0 and (tcp.port==23 or tcp part==2323}

Mo, Time Source Destination Protocol  Length Info
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Figure 4: Applying filter to mirai-ackflooding-1-dec.pcap in Wireshark

Figure 6 presents some of the assessment results from the summation of Figure 5. The assessment results
(although incorrect) is for each of the packets summated in the Mirai AckFlood folder which contains
packet files generated as a result of Mirai Ack Flood DoS attack and benign packets as described in the

dataset provided by Kang et al., (2019).

root@phoenyx: ~[Desktop/Python/MiraiSummationPrototype

File Actions Edit View Help

root@phoenyx:..tionPrototype ® root@phoenyx../mongodb/bin @ root@phoenyx..fmongodb/bin root@phoenyx..etl{AckFloc<| > |
# python Analyze_PCAP_Files.py

Starting PCAP Analysis: 2019-12-18 22:57:16
Reading PCAP File: /root/IoTDatasetl/AckFlood/2019-12-10.pcap
. Completed reading PCAP file
. Performing Analysis
. Completed Performing Analysis
. Updating Database
Ending PCAP Analysis: 2019-12-18 22:58:49.772023
. Updating PCAP Runtime Database
Completed Updating PCAP Runtime Database

Starting PCAP Analysis: 2019-12-18 22:58:49.843005
Reading PCAP File: /root/IoTDatasetl/AckFlood/2019-12-13.pcap
. Completed reading PCAP file
. Performing Analysis
. Completed Performing Analysis
. Updating Database
Ending PCAP Analysis: 2019-12-18 23:05:24.676927
. Updating PCAP Runtime Database

Figure 5: Summating AckFlood Files with Mirai Bot Scanner Summation Prototype
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root@phoenyx: ~[Desktop/Python/MiraiSummationPrototype
File Actions Edit View Help
root@phoenyx:..tionPrototype ® root@phoenyx../mongodb/bin B root@phoenyx../mongodb/bin E root@phoenyx.__etlfAckFloc<| >

.0/24", u'52.229.207.0/24', u'229.28.145.0/24", u'194.168.16.0/24"', u'196.172.0.0/24', u'226.0.130.0/24"
, U'66.44.64.0/24", u'228.168.194.0/24", u'123.202.91.08/24', u'110.45.211.@/24", u'104.229.67.0/24", u'1l
73.118.134.0/24", u'52.220.202.0/24', u'52.76.79.0/24", u'208.162.112.0/24", u'244.168.0.0/24', u'18.225
.67.8/24", u'192.168.64.0/24", u'253.26.57.0/24", U'164.89.187.0/24", u'193.168.0.0/24", u'192.168.160.0
/24", u'192.168.34.0/24", u'17.242.28.0/24"', u'60.160.89.0/24', u'36.30.165.0/24', u'58.229.187.0/24",
"129.125.104.0/24", u'135.168.0.8/24', u'213.227.170.8/24', u'142.81.210.0/24", u'203.217.239.0/24",
10.76.141.0/24", u'203.205.151.0/24", u'203.107.33.0/24', u'203.205.146.0/24", u'38.224.101.0/24"', u'104

.75.19.0/24", u'146.57.13.0/24"', u'12.167.21.0/24", u'119.85.245.0/24", U'97.94.224.0/24"', u'89.30.198.0
/24", u'214.134.25.0/24', u'172.217.161.0/24"', u'190.68.230.0/24", u'179.44.126.0/24', u'192.110.96.0/24
"]

Number of Packets: 114137

Number of SYN Packets: 135

Number of Retransmission Packets: 114002

Number of Bots: 146

Number of Potential New Bot Victims:

e sl e s e e s e e sl e e e e s e e e e s e vl sl e s e e sl e v s e s e vl e e v e e e e e sl e s e e sl e v sl e s e vl sl e s e e sk e e e e s e e sl e e e e sk e v e o e e e e e

Summary for Bot Scanning Dataset

Start Date: 2019-12-10@

End Date: 2019-12-13

Destination Subnets: ['104.76.85.0/24', '192.168.0.0/24", '104.118.134.0/24", '172.217.161.0/24', "173.

194.49.0/24", '222.239.21.08/24"', '20.36.222.0/24', '130.198.91.0/24"', '52.114.32.0/24', '163.152.1.08/24"'

, '211.188.147.0/24"', '52,85.230.0/24', '192.238.89.0/24', '37.252.229.0/24", '239.255.255.0/24', '223.3

9.118.0/24"', '37.252.244.0/24', '168.1.114.0/24', '224.0.0.0/24', '223.39.123.0/24', '8.8.8.0/24', '142.

81.210.0/24', '145.68.5.0/24"', '60.205.109.0/24", '52.74.168.0/24', '40.90.23.0/24', "188.172.208.@/24",
'52.85.124.0/24', '217.146.12.0/24', '216.58.197.08/24"', '163.152.11.0/24', '20.189.74.0/24"', '139.99.8.

Figure 6: Assessment Results

Figure 7 presents the Improved Mirai Bot Summation Algorithm. Line 13 adds the check for the packet to
ensure it is a SYN Telnet packet. Next we run the Improved Mirai Bot Summation Algorithm which is
implemented in the BotScanner.py component of the Mirai Bot Scanner Summation Prototype developed
by Frank (2019). The Mirai Bot Scanner Summation Prototype is available for download from its Github

repository?

Figure 8 is a code snippet that implements the line 13 of the Improved Mirai Bot Summation Algorithm
that checks for a packet being a SYN Telnet packet. The code snippet is implemented in the function
analyze _pcap_file(). Variable SYN has been initialized outside the function with the value 0x02, which is

the hexadecimal representation of the TCP SYN flag (Chandel, 2018).

L https://github.com/infosecchazzy/Mirai_Bot_Scanner_Summation_Prototype

35



Scientific and Practical Cyber Security Journal (SPCSJ) 4(2): 28-41 ISSN 2587-4667 Scientific
Cyber Security Association (SCSA)

e1. JSfInitialization

ez, Total_Bots = @, Total_Potential Mew Bot_Victims = @, Total SYN = @

a3. Total_Retransmission = @, Total_Packets = 8, Starting_Time = @, Ending_Time = @
84. | Packet _date = ®, L = [], 5= [], SUBNETS = []

as. Starting Time = now

a6, Packet_date = date_from_filename(PCAP)

a7. // Read the network packets of the PCAP file

as. Insert into list L the scurce and destination IP of each network packet
89, S/ Go thru each element of L

18. For i in L

11. Sf Summate total packets

12. Total Packets = Total_Packets + 1

13. If 1i == Telnet S¥N packet

14. // Determine subnet of destination IP

15. Add Subnet(L[i].destination_IP) to SUBNETS

16. /f Unigque source IP represents a Bot

17. If the count(L[i].source_IP in L) ==

18. Total_Bots = Total_Bots + 1

19. Jf Unique 5YN packet

28. If the count {L[i] in L) == 1

21. Insert L[i].destination_IP into S

22. Total _SY¥YN = Total _S¥YN + 1

23. // Retransmissicn packet

24, If the count {(L[i]) > 1

25. Total_Retransmission = Total_Retransmission + 1

26.

£l - f/ Go thru each destinaticn IP in S

28. For j in S

29, /7 a unigue destination IP in S represent a potential New Bot Wictim
38. If the count(L[j] in §) == 1

31. Total_Potential_New_Bot_Vicitms = Total Potential_Mew _Bot_Wicitms + 1
32.

33. Ending_Time = now

34,

35. //Insert summation results into the database

36. Insert Total_Bots, Total Potential New Bot_Victims, SUBNETS

37. Total SYN, Total_Retransmission, Total Packets,

38. Starting_Time, Ending_Time, Packet_date

39. Into

48, Persistent Storage

Figure 7: Improved Mirai Bot Summation Algorithm

Figure 8: Code Snippet Containing the Check for the SYN Telnet Packet

In both implementations of the Mirai Summation Algorithm and that of the Improved Mirai Summation
Algorithm we had to rename the packets in the mirai-ackflooding-n(1~4)-dec.pcap folder with dates from
10-12-2019 to 13-12-2019 as seen in Figure 9. This is in order to comply with the function
pcap_file_date() in BotScanner.py component of the Mirai Bot Scanner Summation Prototype which

requires the name of the packet files to be in date format as seen in Figure 10.
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root@phoenyx: ~floTDataset/AckFlood

File Actions Edit View Help

root@phoenyx...setfAckFlood

; # 1s
2019-12-10.pcap 2019-12-11.pcap 2019-12-12.pcap 2019-12-13.pcap
: # I

Figure 9: Renaming the Files in mirai-ackflooding-n(1~4)-dec.pcap

Figure 10: Packet Files Required to be in Date Format

Next we proceed to run the Improved Mirai Bot Scanner Summation Prototype over the AckFlood

packets by invoking the Analyze_ PCAP_Files python script as seen in Figure 11.

raati@phasmyx: - Deskton/PythonMirsiSummationPrototype
Actions Edit View Help
./mongodbfbin 8 roct@phoenyx.. /mongodbfbin @ root@phoenyx:_tionPrototype & rooti@phoenyx..etlfAckFlood 8
_PCAP_Files.py

S3573
= / a /20819-12-10.
. Completed ing PCAP file
«=w. Performing Analysis
-+ Completed Performing Analysis
Updating Database
ng PCAP Analysis: 2020-81-12 2@:38:21.098163
Updating PCAP Runtime Database
PCAP Runtime Database

Reading PCAP File: /root/IoTDatasetl/Ack
. Completed reading PCAP file
Performing Analysis
Completed Performing Analysis

2820-81-12 2@:4
tuntime Database
Completed Updating PCAP Runtime Database

Figure 11: Running the Analyze PCAP Files Python Script
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When we invoke the Answer_Research_Questions.py python scripts, a component of the Mirai Bot
Scanner Summation Prototype that parses through the MongoDB to tabulate the number of bots, potential
bot victims and number of packets, it didn't shows that there are no bots and potential bots victims which
is right, since the AckFlood dataset contains AckFlood packets and not Mirai bot scanner packets. This is

seen in Figure 12.

kkkrkkkttkkttthkkitthktthkrttkkktktttthhkrthhkrbtthhkitkhttkkkrthitkktithkktrthtriihkkititk
kkktkkkttkktthkkktbkbbikkkttkkkekktitkkrthkkrtbkkitckhtikkkrbthkkikkkttkkktthkrikktttk
Summary for Bot Scanning Dataset

Start Date: 2019-12-10

End Date: 2019-12-14

Destination Subnets: []

Total number of packets: 313462
Total number of successful SYN packets: @
Total number of re-transmission packets: 313462

Avgerage number of Bots scanning (per PCAP):
Avgerage number of potential new Bot Victims (per PCAP):

Average Number of Packets (per minute): 54.42

Average Number of Bots Scanning (per minute): ©.00

Average Potential New Bot Victims (per minute):  0.00

Average Potential New Bot Victims (per hour): .00
khrkkkkEEkkErkkkkEhkrthkiibhbkibkkithhkhhkkkihkittkkkibkitkkkkrkhkrkkkkithirtkkkisk

1

Figure 12: Assessment Results for AckFlood Packets

The Mirai HostBruteforce pcap file contains benign and initial phase of Mirai malware including host
discovery and Telnet brute-force attack according to the dataset description provided by Kang, et al.,
(2019). So we expect to see Mirai bot scanner SYN packets sent over Telnet port 23 or 2323. We also
validate that using Wireshark and the TCP filter "tcp.flags.syn==1 and tcp.flags.ack==0 and
(tcp.port==23 or tcp.port==2323)". From Figure 13 we can see that mirai-hostbruteforce-1-dec.pcap

contains Mirai bot scanner packets.
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mirai-hestbruteforce-1-dec.prap

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ADA® +tBR@ «a «»n0«>BE oo o @

N tcp.flags.syn==1and tcp.fags.ack==0 and (tcp.port==23 or tcp.port==2323) (] Expression...

Time Source inati Protocol Length Info
- 1130, 284, ?451"? TCP 66 11373 - 23 [S‘!‘N] Seq=g ll'ln—ﬁ-l”:!ﬂ Lerl‘B HhS"1469 WS=256 S&CK PERM‘l

2. 168.8. : 'mu3?u~zs[5 ! ;
192.168.0.24 TR 5611879 - 23 [SYN] Seq=0 In‘m:ﬁdﬂ-lﬂ Lcrrai MSS=1460 WS=256 SACK_PERM=1
192.168.0.29 ToR 66 11380 ~ 23 [SYN] Seq=8 Win=64240 Len-g MSS=1460 WS=256 SACK PERM=1
192 108.0.24 TCR 6611381 - 23 [5“{] Seq=8 Win=n4246 Len=a MS5=1460 WS=250 m)ﬁm!‘-‘-l
192.168.0.24 ToP 66 11382 — 23 [SVN] Seq=0 Win=64240 Ler=8 MS5=1460 WS=256 SACK_PERM=1
192,168.9.24 T 56 11385 ~ 23 [SYN] Seq-@ Win=64248 Len-g MSS=1460 WS=256 SACK PERM-1
192.168.0.24 TcR 56 11387 ~ 23 [SYN] Seq=8 Win=64248 Len= NSS=1480 WS=256 SACK_PERM=1

1192 214.873014  192,168.6.43 152.168.0.24 ToR 66 11388 ~ 23 [SYN] Seq=0 Win=64248 Len=0 MSS=1460 WS=256 SACK_PERM=1
1132 214.873894  102.166,0.13 192.168.8.24 TCE 56 11389 — 23 [SYN] Seq=8 Win=64248 Len=g WSS=1460 WS=250 SACK PERM=1
1138, 224.977288  192.168,0.13 192.168.8,24 TCR 66 11398 ~ 23 [SYN] Seq=8 Wir=64240 Leni=8 NSS=1460 WS=250 SACK_PERM-1

Figure 13: Viewing mirai-hostbruteforce-1-dec.pcap with Wireshark

Next we proceed to run the Mirai Bot Scanner Summation Prototype against the mirai-hostbruteforce-1-
dec.pcap by invoking the Analyze PCAP_Files.py after which we invoke the
Answer_Research_Questions.py python script to carry out assessment of the summated data in the
MongoDB database. The assessment result is presented in Figure 14. From Figure 14 we can see that
there is a single Mirai bot per pcap file (for the 4 pcap files passed to the program), the destination subnet

is 192.168.0.0/24 and there are 453,355 total packets.).

*kkkdkkkdkhkkkkihkkkikhdkkikikkhkihkkiikikikikhhkiikhkikikikiikkihkikikikikikikikihkikhhikikihkikkdhkikkhkkikiikk
khkkEkhkkkkkkkkkkkkkkkkkhktkhkhkhkkkkkhhkkhkhkkkhkkkkhhkhkkkhkhkhkkkkkkkkkkkkhkkkkikktk
Summary for Bot Scanning Dataset

Start Date: 2019-12-14

End Date: 2019-12-18

Destination Subnets: ['192.168.0.0/24']

Total number of packets: 453355
Total number of successful SYN packets: @
Total number of re-transmission packets: 453355

Avgerage number of Bots scanning (per PCAP): 1.00
Avgerage number of potential new Bot Victims (per PCAP):

Average Number of Packets (per minute):
Average Number of Bots Scanning (per minute): ©.00
Average Potential New Bot Victims (per minute): ©.00

Average Potential New Bot Victims (per hour): 0.00
*hkkkkkkkkkkkkkkhkkkkrhkkhkkkkhkhkkkhkhbhkhkkhkkhkkhkkkihkkkkkkrkkkkkkiktkikkikikk

#

Figure 14: Assessment Results for Mirai HostBruteforce Packets
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CONCLUSION AND FUTURE WORK

This paper have presented Improved Mirai Bot Scanner Summation Algorithm which is an improvement
upon the Mirai Bot Scanner Summation Algorithm proposed by Frank (2019). The paper has evaluated
both algorithms with 10T Network Intrusion Dataset provided by Kang, et al., (2019). Evaluation results
have shown that the Improved Mirai Bot Scanner Summation Algorithm analyzes Mirai bot scanner pcap
files more accurately. Future work will extend the Mirai Bot Scanner Summation Prototype developed by
Frank (2019) to address those component of Mirai Malware operations not handled by the Mirai Bot
Scanner Summation Prototype which include Mirai command and control, Mirai bruteforce login and

Mirai Denial of Service (DoS) attacks.
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One-time pad — How breakable it is and How we can use it in the future

Levan Niparishvili, Bachelor in Business Administration, Doing Master in IT Management at Caucasus University
of Georgia

ABSTRACT: The article is about to show that One-time pad is unbreakable if all rules are correctly
applied. It gives some examples to prove that ciphertext does not leak any information about the plaintext.
There are situations when One-time pad can be broken in case it is based on crypto algorithm generator or

when it is used more than once. Also, there is analyzed the use of one-time pad in the future.

KEYWORDS: one-time pad, encryption scheme

ARTICLE:

The question is: “Is one-time pad really unbreakable” — a simple answer to this question is: “Yes, in case
all rules are applied correctly”. The scheme is simple and transparent and mathematically one cannot break
it. One-time pad is base on the equation of two unknown variables (a plaintext and a key) out of which one

is random. Let us consider the example given below:

Ciphertext: QJKES QJKES QUIKES Here we have a plaintext “QJKES” encrypted by
OTP-Key: ¥VHEU FJRAB DFPAB one-time pad. If an attacker tries to break it, let’s

e e e say by using a brute force attack, he would find

Plaintextt TODAY LATER NEVER ., key “XVHEU” and get a plaintext “TODAY™.
Unfortunately, he can also find other keys like “FJRAB” or “DFPAB” and get a plaintext “LATER” or
“NEVER”. He will have no clue which is correct. He can use different keys and produce any plaintext he

wants. But the truth is there are many “proper” wrong keys to get a desired plaintext.

Let us give other examples based on digits. In order to encrypt a message, it is subtracted with a key, for

decryption, the key is added to the cyphertext. For text-to-digit conversion we will use the following board:
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CODE| A E | M @] T CTNo1

0 1 2 3 4 5 B Erlg_]lish

B C D F G H J K L M
7| M 72 | 73 | 74 | 75 | 76 | 77 | T8 | 79
P Q R ] U v w X Y Z
80 | 81 B2 | 83 | 84 | B5 | 86 | 87 | 88 | 89
FG [ () [ () [ () [ ) [(+)[(-) [(=)[REQ]sPC
90 | 91 | 92 | 83 | 94 | 95 | 96 | 97 | 88 | 99

Supposing that we have the following Ciphertext: 34818 25667 24857 50594 38586. There are many

possible keys to crack it. Some examples are given below:

Ciphertext 34818 256467 24857 50594 38586
Key | +5B8A72 33502 88472 58584 B&TOV
Plaincode 82280 58249 02229 08078 14285

B2 2 BOS5 B26 $02229080781 4 2 B3
REPORT 2228 P LANE 5
Recovered plaintext: "REPORT TWO PLANES"

Ciphertext 34818 25667 24857 50594 38586
Key 5 +58472 334605 28941 5635351 20507

Plaincode 82280 58262 42778 86825 5808
B22 805 B246 2 4 279884 825 5 80
REPORTENEMYT ROOP

5

83
<

Recovered plaintext: "REPORT ENEMY TROOPS"

Ciphertext 34818 25667 24857 50594 38586
Key 2 +58472 35602 BI702 574464 986006

Plaincode 82280 58269 05559 07958 26182

B22 BOS5 B26 Y053590795 826 1 82
REPORT fi 555fi MORTAR
Recovered plaintext: "REPORT FIVE MORTAR"

These examples prove that we can produce any plaintext out of any cyphertext, if we apply a

“proper” wrong key. That happens because a sequence of truly random digits. Codebreakers have no idea

about which one was chosen. There is no mathematical solution to find a plaintext, in this way. But an
attacker can think the other way. They can try to break they key and not a cyphertext and then reveal the

plaintext. Therefore, it is critical to have a random key[1,2]. If we have a key generated by a deterministic
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algorithm, an attacker will find a way to break it. For example, crypto algorithms used for key generation,

lowers the security of a one-time pad and it enables an attacker to break it.

There is one important limitation to consider when working with one-time pad. If a key is used
more than once, even if it is truly random, simple cryptanalysis can reveal the key. In this case, an attacker
will be able to find out the connection between two cyphertexts and it will give information about the key.
There can be used heuristic analysis or a known plaintext attack. Simply, there will be a crib, a presumed
piece of the first plaintext to be used to reverse-calculate a piece of the key. Then we apply this presumed
key to the second cyphertext. If the cribs were correct, it reveals a readable part of the second plaintext and
it provides clues that help to expand the cribs.

Regarding the usability of one-time pad, we can say that it is only possible if the sender and the
receiver both possess the same key. In this case, we need to ensure its secure exchange process. But we
have some more drawbacks regarding the scheme. One-time pad encryption does not provide message
authentication and integrity. Even though the sender is authentic and he is assigned to produce a cyphertext,
we cannot verify when the message is corrupted by transition errors or by an adversary. Here a solution is
to use hash algorithm with the plaintext and send the hash value along with the message [3-5]. An adversary
cannot predict neither the effect of his action to the cyphertext, nor the hash value. But the receiver can
reveal and compare the hashed value with the message.

As a conclusion, one-time pad is evolving while the computational power grows and the technology
advances. It uses new solutions and accepts the challenges. One-time pad encryption will continue in the

future securely, as we use it today, and as they were using it in the past.
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ABSTRACT: Text-based password is the most commonly used method to authenticate systems, and
plays a vital role in keeping our data safe from attackers, therefore, it is important to have adequate
knowledge for secured password practices. This study carried out an online survey of 500 people to
study their response to password security. It was seen that 63% of the participants were vulnerable to
password attacks because of their chosen methods. People of age 65 and above were found to be at the
highest risk, while 80% of the female population have either never experienced or do not have any idea
of a breach in their account. It was seen that 90% of the participants used information of personal
significance in their lives, but 53% would still like secure passwords. This study suggests improvements
for each chosen method that would make our system more reliable and immune to attacks.

KEYWORDS: Password Security, Security Awareness, User Behavior, Security Practices,
Cybersecurity

INTRODUCTION

Cisco defines cyber-security as ‘the practice of protecting systems, networks, and programs from digital
attacks’(CISCO n.d.). The users, programs and methods must all have an individual contribution to be
safe and secure in a network. The users of the network or system must understand what is required to
keep it safe such as choosing a secure password, accessing e-mails and websites that are safe, backing
up data occasionally, etc (Armerding 2018). There are many ways of keeping a network, computer or
account safe and password security is only one vital part of a more complex problem of providing
security in an organization.

Passwords are the most popular and commonly used methods to restrict access to unauthorized users of
a system or account (Techopedia n.d.). A password is usually a combination of alphabetic, symbolic,
alphanumeric, or numeric characters. As mentioned, passwords are meant to restrict access to
unauthorized users. It has been seen previously that the user passwords of very famous companies such
as Yahoo, eBay, Uber, etc. have been hacked by using some sophisticated algorithm, and confidential
information like date of birth, email address and password were stolen. As of 2013, Yahoo reported a
huge security breach where three billion of its user accounts were compromised and this led to a loss of
$350 million in sales (Armerding 2018). The massive loss and alarming numbers of stolen information
lead to a huge concern on password security.

Text-based passwords are the most commonly used authentication methods and monitoring the patterns
of passwords of users regularly is necessary to understand the vulnerabilities that exist in a network. In
this way, users could be educated and stronger securities policies and techniques could be implemented
to keep data safe from attackers.

RELATED STUDY

Password security should be taken seriously by individuals and organizations where people should
properly know how to create good passwords, change it occasionally and also record it safely and
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properly for later use (Techopedia n.d.). An issue of choosing passwords is that people tend to choose
very easy passwords, most of all they tend to choose from one set of characters e.g. all small letter
alphabets which would possibly be a word from the dictionary or a name of someone. Another issue of
password security is when the actions of ex-workers who would have very detailed knowledge of the
system and resources in an organization cannot be controlled(Morris and Thompson 1979). In these
cases, passwords become very vulnerable to attacks. Password security should also be made as
convenient as possible for users, so that unauthorized people may not be able to log in and also users
that are logged in will not be able to carry out any unauthorized or illegal activity (Morris and Thompson
1979).

(Morris and Thompson 1979) conducted an experiment on the choice of passwords created by users
when they were not enforced with any criteria of password creation. A total number of 3,289 passwords
were collected out of which 477 were four alphanumeric characters, 706 were composed of five letters
where all the letters were either in upper-case or lower case characters , and 605 were six-letter
passwords, all in lower case. The authors further ran a test to see how fast they could identify the
passwords with a matching algorithm and if the passwords were from the dictionary. It was reported
that one-third of the passwords were words from the dictionary and took five minutes to run the test.
This experiment was carried out in 1979 on a UNIX system and it is expected that with the advancement
of hardware and software technology now, lesser time would be required identify these passwords
(Klein 1992). It was suggested that users should be forced to use longer passwords, select passwords
from a large character set or use a program that would generate the password for the user. In 1989, a
survey carried out by (Klein 1992) on password showed that out of 15000 participants, 2.7% used their
usernames as their passwords and this was easily cracked in the first 15 minutes of the experiment.

Some suggested ways of formulating a good password are the use of room, social security, license plate
or telephone numbers, names of streets, cities or first names with the first letter in uppercase, and also
words from the dictionary that are spelt backwards (Morris and Thompson 1979). Although it was
suggested in (Klein 1992) that passwords that contain these numbers solely is not a good security
practice because hackers understand that people will choose numbers that have special meanings
attached to it. These should be combined with other words or numbers that make it difficult to guess.
Using words from the dictionary are known to be bad practices as this could be easily cracked and also
common words spelt backward as mentioned in (Morris and Thompson 1979) are not advisable to use
as passwords (Klein 1992). However, using a combination of words is a good practice, and if combined
with a punctuation mark or uppercase characters increases its difficulty of being cracked. Using the
initials from a long sentence also makes it difficult (Klein 1992). Another way of checking the
vulnerability of a password is by using a password checker that would immediately reject common
words from the dictionary, initials from the user’s names, usernames as passwords, patterns of keys
from the keyboard, words shorter than specific length, etc.

Apart from the fact that users select very easy passwords that could be hacked easily, other ways of
identifying passwords are by gaining access to the system, eavesdropping on the communication line
between the user and the system and studying the way the password matching algorithm works
(Lamport 1981).

These were experiments or studies carried out in the 20th century, but what about the 21st century?
Have the password choosing habits of people changed? Are people well aware now as the technology
is improving?

A survey carried out by (Riley 2006) on the knowledge of user password security showed that out of
315 respondents, 73% knew that it was advisable to change passwords every 6 to 12 months, but 53%
reported not changing passwords till it was necessary. 51% understood that using special characters is
a good practice but only 4.8% used such characters in their passwords. 71% reported that using words
of interest to a person or strong meaningful words should be avoided as this could easily be hacked if a
profile study was conducted by the hacker, however 50% reported using these words. Just like
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meaningful words, 68.3% understood that personal numbers such as telephone, date of birth, etc. should
be avoided but 55% reported that they used such numbers in their passwords. 60% of the respondents
reported that they do not change their password even if it depends on the complexity of the situation
such as bank account passwords and all these are based on the fact that users have a difficulty
remembering too many passwords. These studies show that users are actually aware of the security
issues, but always go back on using simple strategies to remembering passwords which makes it
vulnerable to attacks.

(Gaw and Felten 2006) carried out a survey with 49 undergraduate students and it showed that the
respondents understood that password security was essential but had difficulty remembering passwords.
Some responded that they had variations of a particular password which they used for different websites,
and this had helped them remember passwords. They understood the necessity of using randomly
generated password, but they still pictured an attacker as a human, hence they chose passwords difficult
for a human to crack, but failed to realise that sophisticated algorithms are now used to hack into
accounts. Some also mentioned that they would change their passwords regularly if they were asked to
do so, and it was suggested that websites should keep a record of the frequency of logins from users.
The websites should then send reminders to the users to change their passwords from time to time. It
was observed that the users are educated, have technical knowledge, and easily adapt to new and
emerging technologies, but they still have difficulty understanding the method of attacks.

(Florencio and Herley 2007) conducted a three-month study on password habits of half a million users
and it was found out that an average user had approximately seven passwords where each password was
reused in approximately four other websites. During a three-week period, it was also observed that
about 436, 000 clients visited a phishing site, so on an average about 0.4% of the population visits a
malicious website annually. It was found that people tend to forget their passwords a lot and at least
1.5% of Yahoo users forget their password each month and this could be because a user has 25 other
accounts and signs in into at least 8 per day. This has already been reflected in the study carried out in
(Gaw and Felten 2006) where it was mentioned that with time, remembering passwords would be
tougher as people will have more accounts to handle.

Over time, some websites or management systems came up with password creation policy and this
meant that a password must have a minimum of 6 to 8 characters, contain an uppercase and digit, and
it must not be constructed from dictionary words. This policy was introduced in a university and(Shay
et al. 2010) carried out a survey on user feedback few days after the policy was introduced. The survey
included 470 respondents from the university; it was found out that the change in password policy
annoyed most users even though they understood that their accounts were trying to be better protected.
Users who created and forgot their passwords were more annoyed and were likely to write their
passwords down in a place that would be fast to access, but would be less secure. The study, however,
showed that forgetting password did not depend on IT literacy or age factors. In fact, women tend to
forget their passwords more than men. One-fourth of the users had shared their old and new passwords
with someone. The results obtained showed that younger generation mostly shared their passwords with
someone. Three-fourth of the participants reused passwords and half modified old passwords which
indicates that even when forced to change passwords, many do not create completely new passwords
which still is a breach to password security as obtaining access to any one account of a user can enable
access to other accounts. About 69% of the female participants reported using slight modifications of
old or other passwords used for other accounts compared to 55% of the male respondents. More than
80% of the users still used a dictionary word and attaching special characters to it which indicates that
people still like using words they can easily remember or have special meaning to them.

As mentioned in (Shay et al. 2010) text-based passwords are still very popular as it does not require any
hardware device, and is cheaper to implement than other methods such as the biometric authentication
procedure. This method is however, vulnerable to dictionary attacks as people tend to use words that
are used on daily basis, and also shoulder surfing which is also known as spying. This means the attacker
simply spies and observes the user entering the password (Raza et al. 2012). It is easy to pick up the
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password if the user is typing slowly, hence when creating complex password policies, this should be
considered.

In a survey carried out by (Awad et al. 2017) on 140 university students, it was found that females were
more inclined to use longer passwords than males. Less than one-third of the participants used special
characters and they were used mostly in the middle of the passwords; 90% used numbers, which were
used at the end of passwords making them weak as the words could easily be guessed. On the average,
48.5% use uppercase but 80% of these have it as the first letter making it easy for attack, as spellings
or sentences mostly start with capitals and a combination of characters could easily guess the password.
60% of the passwords used in the university could be cracked within days. The study clearly showed
that people tend to think they are secure, but their password habits prove it otherwise.

It is necessary to educate users on their password choosing strategies, strengths and weaknesses to
improve cyber security; hence a tool was devised in a study which would allow users to enter potential
passwords and the tool would predict how strong or weak the chosen password was. As seen in (TsokKkis
and Stavrou 2018), only 10% of 30 respondents used random passwords, while there was a high
tendency of using dates as part of passwords (40%). 47% of the users entered predictable passwords
and after the test, 80% of the users agreed to change their password understanding the lack of security
of their passwords. It was emphasized by researchers that users should be educated more frequently on
their password habits and policies should be enforced so that users are obliged to choose strong
passwords.

Computers and the internet were introduced long time ago in most of the places discussed above, but
as for Bangladesh, internet was introduced in 1995 and in 1996, there were only two internet service
providers in the whole country (Hamidur 2009). In February 2019, it was reported that there were about
92 million internet users (Anonymous 2019). It is therefore necessary to continuously monitor user
password trends as the country is progressing very fast towards internet usage. As it can be seen, humans
play a key role in maintaining a secure system, as their decisions can have either a positive or negative
effect on the security of accounts and a network as a whole. The objective of this study was therefore
to understand the password choosing strategies, effects of poor password practices for accounts and
suggest necessary steps to rectify these problems.

METHODOLOGY

This study was carried out in Bangladesh in 2019, using an e-survey comprising of 28 questions, of
which five collected the demographic information of the respondents, while the rest were used to
determine the behavior of the respondents towards password practices. A total of 500 Bangladeshi
respondents participated in this survey and the results of the survey were broadly categorized according
to the following demographic parameters:

. Gender: respondents were classified into male and female gender groups. About 65.9% of the
respondents were male, while 34.1% were female.
. Age: respondents were grouped into five categories; 18-24 (56.2%), 25-34 (33%), 35-49

(7.8%), 50-64 (2.2%) and >=65 (0.8%). It was noticed that the younger the age group, the more the
number of respondents. This could be attributed to the possibility that younger generations are more
tech-savvy whereas the older generations are not.

. Technical know-how: respondents were categorized into four groups depending on their
educational and technical backgrounds, that is, science background (54.2%), non-science background
(16.8%), IT professional (15%) and non-IT professional (14%).

The survey conducted comprised of different types of questions but most were of dichotomous and
multiple-choice types. About five questions were open-ended which were used to understand the users’
ability to discern between weak and strong passwords. Detailed analysis and explanation of the results
obtained from the survey conducted are given in the following section.
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RESULTS AND DISCUSSIONS

NUMBER OF PASSWORDS

Online dependency is immense nowadays as most websites require users to have an account with them
in order to carry out some form of transaction or communication with them. There are many different
types of online accounts possible such as email clients, bank accounts, health services, e-commerce
sites, utility services, social media accounts, and government services. Fig. 1. shows that people most
commonly have at least five different types of online accounts. From the total number of respondents,
it was found that almost 70% of people have at least 5 or more different account types which could
mean that one could own up to 10 or more accounts. For example, someone could have Yahoo, Gmail
and Hotmail email client accounts at the same time and also could use Twitter, Facebook, Instagram,
Viber, WhatsApp, and Skype social media applications. In this way, one could have a large number of
online accounts.
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Fig. 1. Number of online accounts owned by different categories of people

PASSWORD COMPOSITION

Most online accounts nowadays set some password requirements such as length of passwords,
combination of characters, numbers and cases. To satisfy these requirements, users use different pieces
of information to form a password combination. From Error! Reference source not found., it can be
seen that 90% of the users used the most common types of personal information such as names of self,
relatives, pets etc.; a number such as telephone number, identification number etc.; a date or year of
relevance such as birthdays, anniversaries etc.; something about oneself such as hobbies, likes and
dislikes etc.; a dictionary word found in a language or a combination of some or all the above mentioned.
Use of commonly known facts about oneself is highly dissuaded as these pieces of information can be
easily gathered from online stalking or profiling.
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Fig. 2. Most-used pieces of information to form passwords

PASSWORD REMEMBERING TECHNIQUE

As the number of online accounts owned per person increases, the more challenging it becomes
remembering and maintaining different passwords for each account. There are several ways employed
by people which help them in remembering their passwords as shown in Fig. 3.

It can be seen that most popular choices for recalling passwords are choosing an easy password and
writing down in a book, notepad, diary, etc. for later reference. Choosing easier passwords is higher
amongst the female participants (38%) compared to the male participants (27%). Usage of easy
passwords is a very common practice amongst all categories, and writing down passwords is seen to be
very widely used in the age group of 50-64 (45%). Both these methods are not recommended as easy
passwords can be easily cracked or guessed by others and a book of passwords can be dangerous if it
falls in the wrong hands as it would contain all the usernames and passwords of all accounts the owner
has. Using passphrases unique to each account may be a better choice, for example, having Y! I5 my
1st 3m@il @ccT for a Yahoo account and 1 @m v3rY !rr39ul@r on F8 for a Facebook account.

Another option would be using a password manager. A password manager is simply a software which
could be used to store passwords in an encrypted format, and the user would require a key password to
view or manage the passwords stored. However, one must be careful and smart about selecting the
master key that would keep all other passwords safe.
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Fig. 3. Remembering techniques among the different categories of people

PASSWORD RE-USE

It is recommended to use a different password for every different account so as to prevent access to all
of one’s accounts in case a third-party gains access to one password/account. From this study, it was
seen that 32% of all respondents re-use their passwords in some/all of their accounts. From Fig. 4, it
can be seen that people who are 65 years and above are more than likely to re-use their passwords. It is
also surprising to note that those from an IT background have a high percentage (40%) of password re-

use.
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Fig. 4. Password re-use among the different population categories

PASSWORD CONFIDENTIALITY

Passwords are meant to be personal and private at all times to the authorized parties only to avoid breach
of confidentiality such as the unauthorized access and use of data. However, it was seen from the survey
that users gave out their passwords deliberately to different people without thinking about or realizing
the repercussions of doing so. Fig. 5 indicates that only 43% of the respondents did not share their
passwords, while up to 6% of the respondents shared their passwords with at least five people or even
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more. Fig. 6 presents the percentages of whom people mostly shared their passwords with. Even though
87% of the respondents shared their passwords with their loved ones (husband, wife, boyfriend,
girlfriend, siblings or friends), who can mostly be assumed to be trustworthy, sharing passwords can
still be very risky as these people may intentionally or inadvertently compromise sensitive data or
account details.

Fig. 7 shows that at least 50% of each of the respondents across all of the demographic parameters
compared have shared their passwords. It can also be seen that among all the different groups of
respondents, the people above the age of 65 years can be the most vulnerable as 80% of this group share
their passwords. Alarmingly, it was found from the survey that only less than 1% of the respondents
who shared their passwords with some other person(s) changed their passwords afterwards.
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Fig. 6. Categories of people passwords are shared with
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PASSWORD CHANGE FREQUENCY

Various experts and studies suggest that regularly changing or updating one’s passwords could increase
the password security of one’s online accounts. Nowadays, it is recommended to regularly change one’s
password at least once or twice a year especially if one is not using two-form factor authentication (Gott
2018). This ensures safety of one’s password even if a third party has gained access.

However, from Fig. 8, it can be seen that 47% of all respondents changed their passwords only when
required to do so, that is, if one could not remember one’s password or if required by system etc. and
16% had never changed their passwords. From Fig. 9, it can be seen that changing passwords only
when required to do so is a popular choice across all the different population types studied. It is noted
that people who are 65 years and above are less likely to change their passwords unless required to do
so and thus, can be considered to be the most vulnerable group surveyed. It has been suggested by
various authors that websites should send a reminder to their users to change their passwords once in a
while, but it has also been studied that users tend to get annoyed when forced to change their passwords.
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Fig. 8. Frequency of changing passwords
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TWO-FORM FACTOR (2FA) USAGE

2FA is a type of authentication technique that allows a user to gain access to his or her online account
only after providing a combination of at least two pieces of information about what he or she knows
(e.g. password, security question), has (identification card, mobile phone) or is (biometric property e.g.
finger print). An example of a 2FA can be a pair of passwords and a one-time password (OTP) sent to
the mobile phone.

Fig. 10 shows that only 48% of the population surveyed use some form of 2FA with their online
accounts. What is more alarming to note is that 28% of the respondents are not aware of 2FA and
another 24% who are aware choose not to use this with any of their accounts.

Mo idea
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Fig. 10. Use of 2FA among the respondents

Fig. 11 shows that a higher percentage of respondents from each group of people surveyed do not use
2FA except those with some IT background, though it is still far from satisfactory even with this
category of people. This shows that people need to be made aware of the importance of 2FA which
gives an extra level of protection in addition to having good password practices.
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Fig. 11. Use of 2FA among the various categories of respondents

PASSPHRASE USAGE

Passphrase is a form of password with some techniques involved that make them stronger, sometimes
longer, easier to remember and more secured. The key is to use a sentence or phrase that would be easy
to remember but at the same time difficult for others to guess. Also, these phrases could be tweaked e.g.
using only the first letters of every word in the phrase and also varying the use of cases and punctuation
marks. For example, a passphrase could be I 10v3 8ur93r5& Ch!p5 which would be easy to remember
as it is personal and also difficult for others because of the combination and style of representation.
Another representation of passphrases could be L8&c0@rd (for I love burgers and chips on a rainy

day).
The use of passphrase has been noticed to be significantly low among the respondents. Only about 21%

of the total respondents have ever used passphrases, 79% have never used passphrases, of which 41%
have never heard about passphrases.

From Fig. 12 it can be seen that as age increases, the use of passphrases decreases. Also, those with an
IT background or profession have a higher percentage of usage but it is still insignificant.

55



Scientific and Practical Cyber Security Journal (SPCSJ) 4(2): 45-58 ISSN 2587-4667 Scientific
Cyber Security Association (SCSA)

J

£
o

120
Oyes% MWMNo%

BD
&0
40
20
0
A R

& &
> s
k-]
% &

Categories of People

Fig. 12. Passphrase use among the different population types

ACCOUNT COMPROMISE

From the survey, it was found that 30% of the respondents had their online accounts compromised at
least once in their lifetime. This, in essence, means approximately one in every three persons is
vulnerable to account breach and this is a serious issue from a security point of view.

Fig. 13 shows that the groups of people who have experienced the highest number of account breaches
are the males (91%) and those who are 65 years and above (100%). This could attribute to the fact seen
earlier that the age group of 65 years and above either never changed their passwords or changed it only
when required, shared it with others or might have used numbers or words which have significant
importance to them. This would allow a hacker to profile a user and access the account easily. It is also
interesting to note that 80% of the female population have either never experienced a breach in their
account or suspected so.
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Fig. 13. Percentages of Accounts breached across the different categories of respondents
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CONCLUSION

This study shows that even though online passwords have been actively used for over 20 years, the
security practices and awareness are still seriously lacking. The age group of 65 years and above were
found to be the most vulnerable group as it was seen that 100% of the group had their accounts
compromised, followed by the male participants with a 91% of accounts compromised. It is worthy to
note that 80% of the female population have either never experienced a breach in their account or do
not have any idea if their accounts have been breached.

It was seen that 90% of the participants used words or numbers related to dates, phone numbers or
names which had a personal significance or importance in their lives. These are easily remembered, but
are highly discouraged as it can be used for profiling or stalking and making a password vulnerable to
attack. It was also seen that out of 500 participants, 63% were vulnerable to password attacks as it
includes people who never change their password or change it only when asked to do so; 23% would
prefer passwords that were easy to remember; 53% would prefer secure passwords; while 24% would
like their passwords to be easy and secure at the same time. In practice, however, it may not be feasible
to implement easy to remember passwords that are secure at the same time. To achieve this, awareness
should be created among users on the use of passphrases, password managers and multi-form factor
authentication techniques which would improve online security.
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ANNOTATION. With Next-Generation Firewall (NGFW), businesses can quickly create security
policies that comply with business policies, are easy to maintain, and adapt to a dynamic enterprise
environment. They reduce response time through automated policy-based actions, while the IT department is

able to quickly automate workflows by integrating with administration tools.

KEYWORDS: next generation firewall, next generation firewall, next-generation firewall, NGFW,
policy, ITS, information security management, cybersecurity, threats, network, protection, administration,
attacks.

INTRODUCTION

The main problem of information security management is insufficient funding of this area by
organizations, both public and private. If we talk about direct management, employees who have already
studied in the field of information security management (as a managerial function) or management of
technical means of security at the university begin to work in the direction and successfully use their skills in
relevant positions in business or government.

In this report, 1 want to consider how, with sufficient funding, a competent manager and technician
can improve the situation of a private or public enterprise with the help of technical means of information
protection.

FORMULATION OF THE PROBLEM

The relevance of the topic is that such organizations are evolving and need protection, so face the
following problems:

- increase in information risks due to the emergence of modern threats to information systems;

- free access of personal computers to global resources leads to the dissemination of confidential
information;

- a significant increase in the amount of information resources that are accumulated, stored and
processed by computers and computers. According to various estimates, today about 90% of the information
capital of all existing enterprises is stored in digital form;

- rapid modernization of information systems, which has become a catalyst for the emergence of new
threats to information resources. Modern software due to competition and the desire of companies to
continuously increase profits enter the market with shortcomings and vulnerabilities.

PROTECTION OF INFORMATION AND TELECOMMUNICATION SYSTEM OF THE
ENTERPRISE
If we talk about the functional area, it is at this time that there are problems in choosing the technical
means. The information security market offers a wide range of both software and hardware products. In this
report, we will consider the next-generation firewall as a universal means of enterprise protection.
Let's analyze the main factors in choosing the products of the next generation of firewalls:
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1. The highest priority of the firewall is to prevent attacks and ensure the security of the company.
Therefore, the product must have the following capabilities:

o Dblocking threats before they enter the network;

e high-quality next-generation IPS system integrated into the firewall in order to detect hidden
threats and quickly neutralize them;

o filtering URLSs to enforce policies on hundreds of millions of URLS;

e Duilt-in "sandbox" and advanced protection against malware, which continuously analyzes
the behavior of files for quick detection and elimination of threats;

e own anti-virus analytics department, which conducts global threat research and provides
NGFW firewalls with the latest updates to prevent emerging threats.

2. Full visibility of events in the network. Your firewall should provide a holistic view of network
activity that allows you to evaluate:

e activity threats to users, hosts, networks and forced downtime;where and when the threat
occurred, where else it was in your extended network and what the situation is now;aktusHi
Mporpamu Ta BeO-caiTu;

e communication between virtual machines, file transfer and more.

3. Flexible management and deployment capabilities. No matter what the size of the business - small,
medium or large enterprise - the firewall must meet the specific requirements of our company. On-
Demand Management - Choose from the NGFW's built-in "manager” or centralized management
system for all devices. Deployment option - locally or in a virtualization system using a virtual
firewall. Customize features to suit your needs - just get new subscriptions to get more features.

4. Fast detection time. The next generation firewall should be able to:

e detect threats in seconds;

e determine the presence of a successful break within a few hours or minutes;

e prioritize reports of attacks so that a specialist or IS can quickly and accurately address
threats.

5. Integrated security architecture provides automation and reduces the complexity of administration.
The next-generation firewall should not be an isolated tool: it should share information and work
with other components of the security architecture. Therefore, choose a product that meets the
following requirements:

o easily integrates with other tools from the same manufacturer;
e automatically exchanges data on threats, events, policies and contextual information with
email security tools, endpoints and network components;
e« automates security tasks such as impact assessment, policy setting, and user identification.
Firewall helps to universally protect data of any type of organization.
According to Gartner analysts, next-generation firewalls are guaranteed to provide the following:
e protection against continuous attacks by infected systems;
« standard features for the first generation of firewalls;
e IPS-based application type signatures;
o traffic inspection, including applications, as well as detailed and customizable control at the
application level,
« the ability to include information outside the firewall (for example, integration with network
directories, "white" and "black" lists of applications);
« the ability to constantly update databases and applications and threats;
e inspection of SSL-encrypted traffic.
The main task is the correct configuration , constant monitoring by the technical staff. In this case,
the firewall can prevent most problems.

USING THE SANDBOX MECHANISM FOR ADDITIONAL ITS PROTECTION

Modern cyberattacks are increasingly targeted at a specific industry or a specific company. The
unique nature of such threats allows you to easily bypass the classic means of protection - antivirus,
firewalls, IPS, mail and web gateways, etc. The ultimate goal of the attackers - to transfer money in their
favor, to commit espionage, theft of valuable information, extortion, stop production and disable equipment.
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Means of detecting modern attacks, such as sandboxes, as well as preventive measures (incident analysis,
localization of infection in the network, actions to prevent attacks and prevent recurrence of incidents) help
to effectively neutralize targeted attacks[1-4].

Sandbox - a mechanism for safe execution of programs. Sandboxes are often used to run unverified
code from unknown sources and detect viruses and bookmarks[5-8]. In antiviral tools, simple detection
methods, such as signature analysis, the presence of behavioral analysis, do not allow to detect carefully
planned penetration. And the mechanism of the sandbox launches a file on a regular OS with a complete
analysis of what is happening. It is launched at an isolated station under close supervision. This is especially
true in cases where the malware pauses at the beginning of its work.

The known and deliberately malicious code will not go to the sandbox, because the verdict is so
clear, the firewall will not miss it. Only if the firewall does not have enough data to make a decision, it sends
it to the sandbox.

The sandbox can be cloudy, and can work locally in the company, the functionality does not change.
The code is run, its behavior is monitored. This way you can track what is happening on the virtual machine
and see what this file could do if it got on your PC.

Usually not all firewalls are able to delay the file to get a verdict from the sandbox, you need another
agent on the workstation. And then you need that after the file is downloaded, the check in the sandbox is not
instantaneous (the manufacturer usually guarantees around 5 minutes). In any case, the user has enough time
to open this file. Often it is a set of technical solutions at different levels, which serves one task.

Manufacturers maintain specialized knowledge bases that allow you to identify more threats. There
are reputational checks, in which case the reputational model is used. The necessary information gets there,
and then on its basis the indicator of compromise is formed. That is, it detects a malicious file, we understand
how it works, and in this case it is more efficient to send information about it to all PCs. If he accesses a file,
renames it, the combination of these factors can mean an indicator of compromise, sending it to everyone,
we can quickly detect vulnerabilities without resorting to the capabilities of the sandbox[9-11].

Harm testing should not be the first in the line of defense. Initially, it can be firewall, antispam, anti-
phishing, which are embedded in the mail system, proxy servers, intrusion detection at the network level, and
only after the file passes these barriers is the sandbox - the last resort. At this stage, it is necessary to
understand that the efficiency of file verification requires large resources, a large flow of such files will incur
additional costs. To reduce them, you must first make the most effective use of existing remedies.

CONCLUSION

You should be especially careful to choose equipment that protects your LAN. You need to know
what set of features should be included in the device for a specific situation and company. If the company
needs to meet high safety requirements, you need to choose NGFW.

Recently, the number of cyberattacks on businesses has increased significantly. In this regard, the
author recommends using NGFW to protect the perimeter of the network and internal services of the
company.

In addition, the use of equipment with a sandbox mechanism is recommended. With its advent, the
security of many companies has risen to a new level.
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AHAJIN3 U3BECTHBIX METOAOB U METOJAUK TUAT'HOCTUPOBAHHUE
KUBEPHETUUYECKON YCTOMYNBOCTHU ®YHKIIMOHUPOBAHMUS
WH®OPMAIIMOHHOMN CUCTEMBI CIEIIMAJIBHOI'O HABHAYEHUE B
KUBEPHETUYECKOM ITPOCTPAHCTBE

Kozy6nosa Jlecs MuxaiinoBHa, BoeHHBIH HHCTUTYT TeIEKOMMYHHUKaNWui 11 nHpopMaTu3amui, r. Kues, Ykpanna
K.T.H., goueHT Kut I'puropuii Bacunsesuy, Bano-®pankosckuii Gpuinan OTKPBHITOr0 MEXAyHapOIHOTO YHHBEPCUTETA Pa3BUTHS
4elloBeKa «YkpanHa» I. FiBaHo-DpaHKOBCK, YKpauHa
K.T.H., npodeccop PAE Kozy6uos Urops Hukonaesuy, Hayunsiii nentp cBs3u 1 nHdopmarnzanuu BoeHHoro uHcTHTYyTA
TeNIeKOMMYHHKaLUi 1 nHpopmaruzamuy, r. Kues, Ykpanna

AHHOTALIIMSI. B cratbe mnpoBeAeH aHAIA3 M3BECTHBIX METOJOB W METOJHMK JIHATHOCTHPOBAHUE
KHOCPHETUYECKOH YCTOWYMBOCTH (DYHKI[HOHUPOBAHUS WH(POPMAIIMOHHOW CHCTEMBI CIICHUAIBHOTO HA3HAYCHUE B
KHOEPHETUYECKOM MPOCTPAHCTBE. Y CTAHOBJICHO, YTO HAa JIAHHOE BPEMS CYIIECTBYIOT HECKOJIEKO OHOTHITHBIX PEIICHUM,
Y KOTOPBIX OTCYTCTBYIOT OOBSICHEHUSI KAKUM 00pa30M OCYIIECTBIISIETCS pacueT HEKOTOPBIX COCTABIISIONINX apaMeTPOB.

IEJBIO CTATBU sBisercs anpodanus pe3yIbTaToOB aHAIN3a U3BECTHBIX METOJJOB U METOUK AHATHOCTHPOBAHHUE
KHOEPHETUYECKOH YCTOWYMBOCTH (DYHKIIHOHUPOBAHMS HWH(GOPMAIIMOHHOW CHCTEMBI CIICHUAIBHOTO HAa3HAYCHUE B
KHOEpPHETHIECKOM IPOCTPAHCTRE.

IIpakTHyeckoe 3HAYMMOCTH pe3yJbTATa 3aKII0YAcTCs B 00OCHOBAaHMM HEOOXOJMMOCTH YCOBEPILICHCTBOBAHUS
M3BECTHBIX OJTHOTHUITHBIX PE3YJIHTATOB 10 YPOBHS UX BO3MOXKHOTO IIPAKTUIECKOTO MMPUMEHEHHS.

KJIIOYEBBIE CJOBA: ananus, memoouxda, OudacHOCMuposauue, KUOepHemuyeckas YCmoudusocms,
3AUWUWEHHOCMb, HAOEHCHOCHb, JHCUBYUECHb, UHQOPMAYUOHHAS CUCMEMA CReYUalbHO20 HA3HAYEHUS, 0eCmpPYKIMUGHOe
uHpopmayuonHoe rusHue.

ANALYSIS OF KNOWN METHODS AND TECHNIQUES DIAGNOSTICS OF
CYBERNETIC STABILITY OF THE FUNCTIONING OF A SPECIAL PURPOSE
INFORMATION SYSTEM IN CYBERNETIC SPACE

Lesya Kozubtsova, Military institute of telecommunications and informatization, Kiev, Ukraine
Ph.D., associate Professor Gregory Kit, Ivano-Frankivsk branch of the Open international University for human development
"Ukraine" lvano-Frankivsk, Ukraine
Ph.D., Professor RAE, Igor Kozubtsov Scientific center of communication and Informatization of the Military Institute of
telecommunications and Informatization, Kiev, Ukraine

ABSTRACT. The article analyzes the known methods and techniques for diagnosing the cybernetic stability of the
functioning of a special purpose information system in cybernetic space. It is established that at this time there are several
solutions of the same type, which do not have explanations of how to calculate some of the component parameters.

The purpose of the article is to test the results of the analysis of known methods and techniques for diagnosing the
cybernetic stability of the functioning of a special purpose information system in cybernetic space.

The practical significance of the result is to justify the need to improve the known results of the same type to the
level of their possible practical application.

KEYWORDS: analysis, methodology, diagnostics, cybernetic stability, security, reliability, survivability, special-
purpose information system, destructive information influence.

BBEJAEHUE

CoBpemeHHbIe MH()OpPMAIMOHHBIE CHCTEMBI CIEIMATBHBIX I10JIb30BAaTENel WCIONB3YIOTCS Ul PElIeHUs 3ajad
LIMPOKOTO CIIEKTPa HAYYHBIX M MPOM3BOJCTBEHHBIX 3a7au cOopa, 00pabOTKH, HAKOIUICHUS W XpaHEHUs] HHPOPMAaLUH C
OTpaHUYEHHBIM JIOCTYIIOM, YIPABJICHUS KPUTHUYECKHMMH O0BEKTaMH B peajbHOM Maciutabe BpeMeHU. PenieHne NaHHBIX
3aja4 SBJISAETCS] aKTYyalbHBIM B IIOBCETHEBHOM JIESATEIBHOCTH CIEIUANBHBIX MOJb30BaTeNIel YKpaHbl H UMEET BAKHOE
3HAUYeHHUE Ul HalMOHAJIbHON Oe3zomacHocTH YKpauHbl. llockonbKy (yHKIMOHHMpOBaHHME WH(POPMALMOHHBIX CHCTEMBI
CHELMAIBHBIX I0JIb30BaTeNeld MPEeIyCMOTPEHO B KHOEPIPOCTPaHCTBE, B KOTOPOM CYILIECTBYIOT KHOEpHETHUYECKHE
ySI3BUMOCTH W yrpo3sl [27; 28; 24], modsToMy BBIABUTACTCS BBICOKHI YypPOBCHb TpPEOOBAaHWH K aJeKBATHOCTH,
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OINTUMAJIFHOCTH, OIEPATHBHOCTH, YCTOWYMBOCTH, HENPEPBIBHOCTH, CKpeITHOCTH [26; 1; 4; 23]. U3 mepeunciieHHBIX
TpeOOBaHUI, B MUCCEPTAIIMOHHOM HCCIEIOBAHUN OTPAHUYMMCS PACCMOTPEHHEM «KHOSPHETUYECKOW YCTOWIHBOCTH.
Hcxons w3 »9TOoro BO3HMKAaeT HaydyHas 3afada pa3pabdOTKHM HOBOTO HHCTPYMEHTApHi IHAarHOCTUPOBAHMUS
KnOepHeTH4YecKoi ycroiunBoctu ¢pyHkunonuposanust MC CH.

I[lon “xumbepHeTHueckoil ycroitumBocThio ¢yHKIHoHNpoBanuem MC CH» Oynem mnoHMMaTh COCTOSHEE ee
3alIMIICHHOCTH, KOTOPOe 00ecleurnBaeT yCToiiunBoe (Q)yHKIMOHUPOBAHKE B YCIOBHUSX MpEeJHAMEPEHHBIX U CIy4alHBIX
JEUCTBUIT KNOCPHETUYECKHX IECTPYKTUBHBIX HH(POPMAIIMOHHBIX Bo3aeicTBuil (JIVB).

Ecan He ynenuth AOMKHOIO BHUMAHUS PELICHUIO TaHHOIO BOIPOCA, TO B KOHTEKCTEe omnucanus “bynyiiee
6e3omacHocTh cpena 2030. AHanM3 CTpaTernIecKoro MpeaBUIACHHS BBITOTHEHO HCCIIenoBaTea BOeHHOTO MHCTHUTYTa
TEJICKOMMYHUKAIMK 1 nHpopMaTuzauu B padorax [10; 14; 13; 11] nporHo3upyroT HEMHHYEMOE HACTYILUICHUE KOJUIarca
B pa3NMUYHBIX c(hepax aBTOMATH3AINH U HHPOPMATHIAIIH:

OIMaCHOCTh HMCKaKEHUS, MOJAMEeHa HWH(POPMAIHWKA BO BCEMHPHO HW3BECTHBIX AIIEKTPOHHBIX HAYyYHO-TEXHHYECKUX
OubIMoTEKaX, YHIMKIONEINIX, HAyKOMETpUUeckux 0aszax (6mbmmoreka um. B.U. Bepuanckoro, Wikipedia, SciVerse
Scopus, Web of Science (WoS), Google Scholar, u rtomy nogo6noe [20; 12]);

BMEIIATEBCTBO B pabOTy 000pyHOBaHUS — aTaKK HA KOMITBIOTEPHI WM CEPBEPHI, KOTOPBIE 00ECIIeYnBAIOT padoTy
IPaKIAHCKUX KOMMYHHKAIHI (HapylIEHHEe CHCTEMBI BOJIOCHA0KEHHS, 3JIEKTPOIHEPTHH, TPAHCTIOPTa | T. 1) [5];

HapymeHue (yHKIMOHUPOBAHUS aBTOMAaTH3UPOBAHHBIX CUCTEM YIIPaBJICHUS BolickaMU ((pyHKIIMOHATIBHBIN COOH 1
HECaHKIIMOHUPOBAHHOE YIIPABIIEHUS BOHCKAMU U BOOPYKEHHEM, KaK IpUMepa X0 COOBITHH B HAyYHO-(aHTACTUIECKOM
¢unpme “Terminator”, TAe HMCKyCCTBEHHBIH WHTEIUIEKT ceTH ‘“‘SkyNet” momydmB mOCTYn K YHpPaBICHHIO CHCTEMOW
MPOTHBOPAKETHOH O0OPOHBI M SACPHBIM BoopykeHreM Boopyxkennsix cun CILIA cozgan ycnoBus IUIsi YHUUTOXKCHHUS
yenoBedecTBa. M XOTA Ha TeEpBBIA B3MIIAJ 3TO BBINISAWT (AHTACTUYCCKH, HO CETOAHSIIHUEC “KHOSPBOWHBI U
“kuOepIpoCTpaHCTBO”, W3 HaydHO-(paHTacTHueckoro pomana Y. I'mbcona “Heitpomant” (1982), mepekodeBamu B
COBPEMEHHYIO pealbHOCTh [2].

3a  mepeuHCIeHHBIX  MOCJIEIACTBUH  BO3MOXKHO  HapylleHHe  (QYHKUMOHHUPOBAHUS  WHPOPMALHMOHHO-
TEJIeKOMMYHHUKAI[MOHHBIX CHCTEM, B pe3yNbTaTe TaK Ha3plBaeMoro Kosuiamnca. Jlo TOsIBIIEHHS KOJIIAlCoOB B
WH(GOPMAITMOHHO-TEIEKOMMYHHUKAIIMOHHBIX CHCTEMaX B CIEACTBAE KHOEPHETHYECKHX YTIpo3, OBUTM W3BECTHHI JIWIIH
“IKOHOMHUYECKHI KoJuIanc”, ‘“DKOJIOTMYECKHMi Koyutarnc”, “GuHaHCOBBIA KoJUlanc”, “HOJIMTUYECKH KoJuanc”,
“conuanbHbIi KoJIanc” u ap.

Takum o0Opa3zoMm, eclu He YAETUTh JOJDKHOTO BHHMAaHHWS PEIICHHIO aHHOTO BOIPOCa, TO IPOTHOZHPYIOT
HEMHHYEMOE HACTYIUIEHHE KOJUlarica B pa3iMyHbIX cdepax aBTOMATHU3alMM W WHPOPMATU3AIMH, YTO TPUBEAET K
HapYIICHUIO HAITMOHAIBHON 0€301acHOCTH Y KpauHBbI.

HEJIb CTATbU

AnpoOupoBaTh pe3ysibTaThl aHAINW3a HM3BECTHBIX METOJOB U METOJUK JHAarHOCTHPOBAaHUE KHOEPHETHYECKOM
YCTOMUUBOCTH (KOMIIOHEHTOB YCTOMYMBOCTH) (PYHKIIMOHMPOBAHUS WH(QOPMAIIMOHHON CHCTEMBI CIEIHATBHOTO
Ha3HAaYeHHE B KHOEPHETHYECKOM MPOCTPAHCTBE

OCHOBHOM PE3YJIbTAT

B cooTBercTBHif ¢ 1ENBI0 HMCCIENOBaHHS IMPOAHAIM3UPYEM H3BECTHBI CYIIECTBYIOIIME IOIXOMbI, METOABI H
METOJIMKHA JUArHOCTUPOBaHNE MH()OPMAIMOHHON CHCTEMBI CIIEIIHAIFHOTO Ha3HAYeHHWE B TAaKOW MOCIeN0BATEIHLHOCTH:
«KuOepHeTHYeCcKasi yCTOWYHBOCThY, «KUOEpHETHYEeCKas HaJIe)KHOCTh, «KKHOEPHETUIECKas JKUBYUECThY.

[Ipoananu3upyeM W3BECTHbIE METOJbl W METOJWKH JIMAaTHOCTHPOBaHUE KUOEPHETHUECKOW YCTOMYMBOCTH
MH(GOPMAITMOHHON CHCTEMBI CIEIMAILHOTO Ha3HaueHWs. PellleHue JaHHOW HAaydyHOW 3aJayd HayaTo C IIOMCKa B
OTKPBITBIX HCTOYHHKAX HWH(QOpPMAIMHA TO KIIOYEBHIM CIIOBOM «IIOAXOJBI METOABl W METOAUKH IHarHOCTUPOBAHUE
KHOEpPHETUYECKOH YCTOMYMBOCTH (PYHKIIMOHUPOBaHHS HH()OPMAITMOHHON CHCTEMBI CTIEIHAIbHOTO Ha3HAUCHHUE.

Ha nanneiii MomeHT BpemeHH, Onmaromapsi bymamemTckol WHWIIMATHBE OTKPBITOTO JOCTYNa K HAYYIHBIX
nyonukanuii (The Budapest Open Access Initiative) HalineHbl crienyromue HayuyHble myonukamuu [7; 21; 22; 3], B
KOTOPBIX OOBEKTOM HCCIEIOBaHMS BBICTyNala KHOEPYCTOHUMBOCTH OOBEKTOB KPUTHYECKOH HWH(POPMALMOHHOM
urppacrpykrypsl (KUN).

[IpopaboTap maHHbIC PabOTHI OBUIO YCTAHOBJICHO, YTO METOIMKA OIICHKH Kubepycroitunoctu KM B 061eM Buje
COCTOMT U3 CJIEAYIONUX ITAIOB!

1. Dram oneHkH KubepycToianBOCTH Kaxaoro oosekta KU (Kokun’®) otaensro (1).

K OKUNY® — K ok X K okmm"™ X K OKHM ¥4 1)

rie Koxm™™ — KHOepKUBy4ecTh — )KUBydecTh 00bekTa KUU;
(Kokun®) — knbep3aruiéHHOCTh 0THO3BeHHOTO 00bekTa KNU;
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Koxu™ — kuOepHaIe)KHOCTh 0IHO3BEHHOr0 00bekTa K.

1.1 Ouenka onHo3BeHHOr0 00bekTa KUN.

OueHka KuOEp3alMIIEHHOCTh — BEPOSTHOCTh BBIXOJA U3 CTPOS I-TO TEXHHYECKOTO CpelcTBa 00pabOTKU
uapopmanun (TCON) B ycnosusix AUB.

Ouenuth k03 punuent cesazannoctu i-ro TCOU u ero Briiaa B meneByio GpyHkmuio oobekra KN,

OueHka KHOEPKUBYUYECTH — MpeJiesia COCTOSIHUN 0HO3BeHHOT0 00bexTa K.

1.2. Ouenka MHOr03BeHHOT0 00BeKTa KUN.

OueHka KuOep3alMIIEHHOCTH — BEPOSITHOCTh BBIXOJA M3 CTPOs |-ro oaHo3BeHHOro oowvekrta KWW B ycioBmsix
Bozaeiicreusg MNN.

OueHuth K03(PUIMEHT CBSI3aHHOCTU J-TO OAHO3BeHHOro oObekra KMW u ero Bkiajg B LeneBylO (GyHKIHUO
MHOro3BeHHoro oosexra KMMU.

Omnenka KnOEep )KUBY9IECTH — TIPEIEN COCTOSIHII MHOTO3BeHHOTO 00BhekTa K.

2. Dtan oueHKu KuOepycTOMYMBOCTH B3auMoaelcTByomux 00bekToB KU (ctBonoB o6bexkToB KMN).

Onenka KnOep3aMIIEHHOCTH — BEPOATHOCTH BBIXOJIAa M3 CTPOs N-TO MHOT03BeHHOro oOwvekTa KM B ycnoBusix
Bo3aevicTeus VB.

Onenntp k03 unmeHT cBszaHHOCTH N-TO MHOTO3BeHHOTO 00bekTa KWW m ero Bkiam B meneBy0 (QyHKIUIO
MHOT03BeHHOTO 00BekTa KUU.

Omnenka Kubep )KUBy4IeCTH — Tipeien coctostanid cTBoma KUU.

3. Oran onenku kubepycroitanBoctr KU yepes cymMy yCTOMUMBOCTH €€ 3JIEMEHTOB C y9eTOM UX KodhduimeHTa
CBSI3HOCTH.

Onenka kubepkuBydectd KM B 11e10M, COOTBETCTBEHHO JI0 TEKyHIero coctosHusi cTtBojioB KMU u crenenbio
Ba)XHOCTH, B JAHHBI MOMEHT BPEMEHH, BHIIIOJTHEHUS UMH (DYHKIHA.

Jnist Haero uccieqoBaHus LIEHHBIMH SIBISIIOTCS paboThl [7; 21; 22], KoTopble HCCIeAoBAIN KHOEPYCTOHUMBOCTD
KHH. Ongnako aBTOpBI HE PAaCKPHIBAIOT HHU MOAXO/0B, HH aJlTOPUTMa OLIEHKH KO3(Q(HUIMEHTOB CBA3HOCTH. B cnencTeue
3TOr0 HEBO3MOXKHBIM IPAKTUYECKOE HCIIONB30BAHNE W3BECTHOM METONMKM Ui CHEHMalIbHBIX I10JIb30BATENICH, 4YTO
MOATBEP)KACHO TONBITKOW 3KCIIEPUMEHTAJIbHON INPOBEPKH BO BpPEMS HCCICIOBAaHUS Ha BOCHHBIX CTPATETHYECKUX
KOMaHJHO-IITa0HBIX YYCHUSIX C OpraHaMH BOCHHOT'O yIpaBlieHHs, BOHcKamu (cunamu) BoopyskeHHbIX Cun YKpauHbl
“HecoxpymmmMas ycroitunBocth — 20177 B mepmon ¢ 11.09.2017 mo 26.09.1017 r. odwunepaMu-uccieaoBaTeIsIMu
Hayunoro umentpa cBsi3u u uHpopMmaruzanuun BoeHHOro MHCTHTyTa TEJIEeKOMMYHHKalMid W uH(popMaTmzanuu. Tarke
W3BECTHYIO METOAMKY HENb3sl CPAaBHUTH C MPEAJIOKEHHOW HaMH B JUCCEpPTAIMH, MOCKOJBKY OTCYTCTBHE CBEIEHUI
OTHOCHUTENBHO KO3 (QUITMEHTOB CBA3aHHOCTH. Bo3MokHa depe3 To, 4To pa3padoTKOW METOJUKH 3aHUMAIUCh pAaOOTHUKH
KpacHonmapckoro BbIcIIero BoeHHOro yumnuiie uM. reHepana apmuu C.M. llremenko, Poccuiickoit @enepanyn (PD)
N. . KoponeB u I''M. 3axapueHKO W OTHAEIbHBIE PE3yJbTaThl MOIJIHM COCTaBJISATh TOCYJapCTBEHHYIO TaiiHy P®, kak
CIIE/ICTBME HE TMOJUIeXaNM K MNyONMKalMM B OTKPHITBIX HMCTOYHHMKaX. He UCKiIoYeHMe, JeTanu3aiisi METOJAHKH
oryOMKOBaHa B HAy4HOM cOOpHHKE ¢ rpuoM «CeKpeTHON.

Takum oOpaszoM, ansi obecnieueHne OUarHOCTHpoBaHHME KuOepHetmueckoil ycroiumBoctn MC CH nyxknmaercs B
COBEPILICHCTBOBAHUE N3BECTHBI pe3ybTathl [7; 21; 22].

Ha ocHoBaHMM OTCYTCTBHSI CBEAECHUH OTHOCHTENBHO HAXOXKICHHS KO3(QQHULIMEHTOB CBSI3aHHOCTH, HEOOXOIMMO
YCOBEPLICHCTBOBATh AAHHYIO METOJMKY IyTE€M aJalTalud ee A o0ecredeHus] JUarHOCTUPOBaHUE KHMOEpHETHYEeCKOM
ycrounBoctu IC CH. [lanHoe perienre OyaeT oJHON U3 HAy4YHBIX 3a/1a4 HAIIEero JUCCePTallMOHHOTO UCCIIE0BaHUS.

[Ipoananu3upyeM HW3BECTHBIE METOABI W METOAWKH JWATHOCTUPOBAHWE KHOCPHETUUECKOW HAaJeKHOCTH
MH(POPMALMOHHON CUCTEMBI CHIELUAILHOTO Ha3HAYECHHUSL.

HapnexxHOCTh — 3TO KOMIUIEKCHAsi CBOWCTBO, YTO BKJIIOYaeT B ce0sl OE30TKa3HOCTb, PEMOHTONPUTOIHOCTH H
coxpanHocTh [19].

Be3oTka3zHOCTh — CBOICTBO CHCTEMBI WIIM €€ DJIEMEHTOB HENPEPHIBHO BBINONHATH BOCTPEOOBAHHYIO (DYHKIHMIO B
3aJJaHHOM HMHTEpBaje BPEMEHHM MM HEKOTOphle HapaOoTku. HapaOGoTkol Ha3pIBalOT MHTEPBal BPEMEHH, B TEUCHHE
KOTOPOTO H3JIelTie HAXOIUTCS B COCTOSTHUH ()YHKIIMOHUPOBAHUSI.

PeMoOHTONPUTOHOCTE — CIIOCOOHOCTH CHCTEMBI TPW 33JaHHBIX YCIOBUSAX JKCIUTyaTallMd K TOJJIEP)KKE WIIH
BOCCTAaHOBJIEHUIO COCTOSTHHSA 33 CUET TEXHUUECKOTO OOCITYKUBAHKE, B KOTOPOM OHA MOXKET BBINOJIHATH BOCTPEOOBaHHYIO
($yHKIHIO.

CoXpaHHOCTBHIO HA3BIBAIOT CITIOCOOHOCTH CHCTEMBI BBIMOJHITH BOCTPEOOBaHHYIO (DYHKIMIO B TEUYEHHE M IOCIe
XpaHEHUS MIIM TPAHCIIOPTUPOBKH.

KommekcHOCTh NMOHSTHE «HAAEKHOCTB», C YYETOM BBIIIE CKa3aHHOTO, JAeNaeT ero (yHIaMEeHTaTbHBIM, TaKUM
BCECTOPOHHE OXBATHIBAET TEXHWYECKYIO JKCIIIyaTalldI0 CUCTEM M 3JIEMEHTOB. B CBOIO ouepens, HaIe)KHOCTD SIBIIAETCS
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COCTaBHOM OoJyiee MIHPOKOro MOHATHE 3(H(HEKTHBHOCTB, MOJ KOTOPOH MOHUMAIOT CIIOCOOHOCTH CHUCTEMBI BBITIONHATH
3a/laHHbIe QYHKINH ¢ HEOOXOIUMOM KadyeCTBOM.

[TokazarensiMu HaJEKHOCTH €CTh KOJIMYECTBECHHBIE XapPaKTEPUCTUKU CIIOCOOHOCTH, YTO COCTABIISAIOT HaJCKHOCTH
CHCTEMBI.

[TockonmpKky OTKa3a 1 cO0EB UMEIOT CITyYaiHBIN XapakTep, TO MOKa3aTeln HaIe)KHOCTH SBIISTIOTCS BEPOSATHOCTHBIMU
BEJIMYMHAMH H [IPU UCCIIETOBAHUH NPUOETalOT K METO/IOB, YTO MCIOIB3YIOTCS B TEOPUH BEPOSITHOCTH M MATEMaTHYECKHE
CTaTUCTUKE.

Hambonee pacmpocTpaHeHHBIMH KOJNWYECTBEHHBIMUA XapPaKTEPUCTUKAMH HAJEKHOCTH €CTh: BEPOSTHOCTH
0e30TKa3HON pabOTHI B ONpelelIeHHBI nHTepBal BpeMenun — P(t); cpemnee Hapa®oTkM 10 IepBOro oTkKasa — 7Icp;
BEpOATHOCTH oTKa3a — Q(t); HapaboTku Ha 0TKa3 — fcp; yacTora 0TKa30B — a(t); MHTEHCUBHOCTH O0TKa30B — A(t); mapamerp
noToka 0Tka3oB — ®(t); dyukiwms roroBaocTr — KT(t); k03dduireHT roroBHOCTH — KT.

Bribop KONMMYECTBEHHBIX XapaKTePUCTHK HAJESKHOCTA 3aBHUCUT OT BHAA OOBEKTa WCCIEJOBAHUS —
BOCCTaHABIMBAEMOTO WJIM HEBOCCTAHABIUBAEMOTO.

B0300HOBIsIEMBIMI HA3BIBAIOT OOBEKTHI, KOTOPBIE JIOMTYCKAIOT PEMOHT B MPOLIECCE BBHITIOTHEHUS! CBOMX (DYHKIIMH.
[Ipu orTkaze Takue OOBEKTHI MpEKpamaroT (YHKIHMOHUPOBAHWS TOJIHKO HA TEPHOJ yCTpaHEHHs OTKaza. He
BO300HOBIISIEMbIE OOBEKTHI B TTPOIECCE BBHITIOTHEHHS CBOUX (DYHKIIHIA HE TOMYCKalOT PEMOHTA.

Crnenyer OTMETHTh, 4TO OONBIIMHCTBO dyeMeHTOB (kommoHeHTOB) MC CH mocTpoeHbl MO MHKPOCXEMHON
TEXHOJIOTHH, TIO3TOMY €€ PEMOHT (MUKPOCXEMBI) HEBO3MOKEH, a COOTBETCTBEHHO OOBEKTHI — HE BO3OOHOBIISIEMEIE.

Kpome TOrOo, B HamemM HCCIEOBaHUM OOJACTh OrPAaHUYHMBACTCA ONEPUPOBAHHUEM TONBKO 000OIICHHOM
Ha/IGKHOCTBIO, KOTOPAst SIBISICTCS COCTaBHOW KHOEpHETHYECKON ycTOMYMBOCTH. [109TOMY B JanbHEHIeM HCCIIeOBAHIH
pacyeT COCTABJIAONIUX HAACKHOCTH MBI YITYCKAa€M, ITYTEM BBECACHHUEM BBIIIC YKA3aHHOTO OI'paHUYCHUA.

Jis  BBISICHEHWS CYIIECTBYIOIIMX TMOIXOZO0B, METOJOB M METOAWK JHAarHOCTUPOBAaHHE KHOEPHETHUECKOM
HaJCKHOCTH HH(i)OpMaHHOHHOP'I CHUCTCMbI CIICHUAJIBHOTO HAa3HAYCHUC OCYHICCTBUM IIOMCK B OTKPBITBIX HCTOYHHKAX
MHGOpPMAIIUU 10 KIIOUEBBIM CJIOBAMHU «IOAXOJbI, METOABl M METOJIUKH JHUArHOCTUPOBAHHE KHOEPHETUYECCKOU
HaJEeKHOCTH (GYHKIIMOHUPOBAHHS HH()OPMAIIMOHHON CHCTEMBI CIIEIHATHHOTO Ha3HAUCHUEY.

YCcTaHOBIEHO, YTO B OTKPBITHIX HAYYHBIX HCTOYHWKax [7; 21; 22; 3] ymommHaeTcss KHOEpHAAEKHOCTh, KaK
COCTABIISIOIIAs pacueTHOH (HhOpMYJIIBI KHOEPYCTOHYHBOCTH.

CnemyeT OTMETHTH, YTO KHOEPHAAEKHOCTH B METOIWKE OICHKH yCTOWYMBOCTH (PYHKIIMOHHPOBAHHUA OOBEKTOB
KN nHe paccuuThBaeTCs, a MPUHUMAETCS CIEAYIONIee IMPEAIONIOKEHHe: TEeXHWYecKas HAAEKHOCTh 32 CYeT psAna
CHEIHMATIBLHBIX MEPOTIPUSATHH MO MOBBIIIEHHUIO OMEPATUBHOCTH YCTPAHEHUSI TEXHUYECKUX U MporpaMMHBIX 0TKazoB TCOU
(HampuMep, 3a CUET KJIaCTEPU3aIlsi CEPBEPOB, PE3EPBUPOBAHUE CPEACTB ¢ HU3KOW HAAEKHOCTHIO KommoHeHToB TCOW)
IIPH CBOEBPEMEHHOM W Ka4eCTBEHHOM NPOBEICHUU TEXHUYECKOTO OOCITY)KWBAHHE CUMTAETCS MPUOIMKEHHO MAaJlOH, TO
ectb Pty = 1.

Kak cBuzeTenbCcTByeT COBpeMEHHAs MPaKTHKa, s o0ecrieueHue HaJiexkHoi padorocnocooHoctn UC npuMeHsIoT
noaxoy o6HoBieHuss TCOU o ux mpenenbHBIX CPOKOB HApaOOTKH HA OTKAa3 BCIICJACTBHE MOPAIBLHOTO M (DH3HYECKOTO
CTapeHwusl.

Henb3s orpaHnumBaThCs TONBKO (PU3UUECKUM M3HOCOM WIIM CTapeHHEM HeKOoTophix o0bekToB UC. Jlnsg Bcex 6e3
uckimodeHns o0bekToB MC XapakTepHO MOpalbHOE CTapeHHe WM JKOHOMHYeckoe cTapeHus. lloxg dakrtopom
MOpaJbHOTO CTAapeHHWE TIOHUMAETCS HACTYIUIEHUS COOBITHSA, KOT/a 3aKa3uuKy, IOJb30BATENO0 WIH TEM, KTO
skcrutyatupyeT MC nmocTymHbl OOBEKTHI C JIYYIIMMH XapakTEPUCTUKAMH TI0 TMOKa3aTeli0 «IeHa/KauyecTBO» WIH C
Ny4YIIUMHA  QYHKIIMOHATBHEIMA BO3MOXKHOCTSIMHM, 4Ye€M Te, KOTOpbIE COAEpKaTcsi B JaHHOH cucreme. DakTop
SKOHOMHYECKOTO CTapeHHe MMEeT MECTO TOr[a, KOrja SKOHOMHYECKH HerlelecooOpa3Ha JallbHeHInas JKCILTyaTarus
M000ro 00beKTa Wi TPYIIBE 00beKkTOB, Wi VC B 1eroM, XoTd ux (U3MYECKUil M3HOC elle He HACTYNHI U JaKe He
ckopo HactaneT. [yt UC tunmynas 6ojee BHICOKAsk CKOPOCTh MOPAJIBHOTO CTAPEHUs B CPABHEHHIO C SKOHOMHUYECKHM, U
TeM Oosee pU3MYECKUM CTapeHHeM Wi u3HOcoM (cM. puc. 1) [25, c. 22]. Ha aToM puCyHKe NpHBEICHBI 3aBUCHMOCTH OT
BpeMeHH mokasaTeneil nena/kadectso (LI/SI) B oTHomenun mopanbHoro crapenus (kpuBas Cwmop(t)), cTapeHust uepes
KOHOMHUYECKYIO HEIIeIeco00pa3HoCTh JayibHe e skciutyaraimun oobekta (kpuBasi Cokon(t)), Gpusuyeckoro crapeHus
um u3Hoca (kpuBasg Cous(t)).
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Pucynok 1 — I'paduixi m3MEHEHUH CKOPOCTH MOPAILHOTO, IKOHOMHUYECKOH HElleIeco00pa3HOCTH HiTH (PH3NIECKOTO
crapenus oobekta MC no kpurepusm neHa/kadectso (LI/K) ¢ yuerom 10omycTHMOTo 3HAYEHUS STOTO KPUTEPHSI

OTH 3aBUCHUMOCTHM HOCST KauyeCTBEHHbIM Xapaktep. OOHAKO MpakTUKAa MOKAa3bIBAaCT, YTO YK€ 4epe3 5 JeT
9KCIUTyaTallly, BCIEICTBHE MOPAJIbHOTO CTapeHHsl, [iesiecoo0pa3Ho 3aMeHsTh psif o0bekToB MIC Ha Ooiee HOBBIC, XOTS
¢u3nUecKoe CTapeHus] WIK U3HOC TaKMX OOBEKTOB JAIIEKU OT MPEJEIBFHOrO COCTOSHUS. JTO CBI3aHO C TE€M, YTO KPHUBAs
MOpPAJILHOTO CTapeHus O0BbEKTa IEepPeceKaeT W MPEBBILACT NPEAeTIbHO IONYCTHUMbIM ypoBeHb mokaszarens LI/S u,
CJIEOBATEIbHO, AAJbHENINAS €T0 IKCILTyaTalusl HepeHTa0enbHa.

Ha puc.2, nogano rpadguk KpHBOH M3MEHEHHS MHTEHCHBHOCTH OTKAa30B CPEACTB B TEUEHHE CPOKa IKCILTyaTallHu.
Kak mpaxTrka mokassiBaet I daza ot 0 1o t; mMeeT kpaTkoe MPOMEKYTOK BPEMEHH, TIO3TOMY MOYKHO €10 TTpeHeOpeds. A
3a mepuon ot t; 10 t> TpeBBIacT MOPAIBHOE CTAPEHHUE.

Hcxons u3 3T0r0, aBTOphI padboThl [3], TakKe MPUHUMAIOT OrpaHuyeHHs, uTo Pry = 1, Kak u B pabotax [7; 21; 22]
Ha aHAJIOTMYHBIX 3Tanax B pacyere 00bekToB KW O0bequHeHHOI 3HEeprocucTeMsl YKpauHbl. Torna pacyetHas Gopmya
(1) npumeT ynporieHHOro Bua (2):

Koxmye= Ko % Kogppgmon (2)

Takum 06pa3oM, aHaIU3 HayYHOH JUTEpaTyphl 1o odecnedeHnio kubepHeTnyeckoil HageskHoctr MC mokasan, 4ro
MPaKTUYeCKH HE PacCMOTPEHBI BOMPOCHI, KOTOpBIE CBSI3aHHbIE C Pa3pabOTKOH METOJOB JAMAarHOCTUPOBAHUS
KHOEpHETHYEeCKOW HaJIe)KHOCTH B PAa3HBIX YCIOBUSAX HMX (QyHKIHOHMpoBaHUs. JlaHHOe pelieHHe OyaeT OJHOW W3
YaCTHYHBIX HAyYHBIX 337a4 HALIETO UCCIET0BaHUs.

My A

Mt)=const

.
0 tl 2 t

PI/IC}/HOK 2-— rpa(bI/IK KpI/IBOﬁ HN3MCHCHUSA MHTCHCUBHOCTU OTKA30B CPCACTB B TCUCHHUC CPOKA SKCIUTyaTallun

[Ipoananmu3upyeM M3BECTHBIE METOABI W METOAWKH JIHAarHOCTHPOBAHUE KHOCPHETHUECKOH IKMBYUYECTH
WH(POPMAITMOHHOW CHCTEMBI CIIENIMAJhbHOTO Ha3HaueHUWs. PemeHne MaHHOW HAyYHOW 3amadMl HA4aTo C IOWCKA B
OTKPBITBIX MCTOYHHKAX WHGOPMAIMH IO KIFOYEBBIM CIIOBAMH «IOJXOMABI, METOIbl M METOJUKU JAHUATHOCTUPOBAHHE
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KHOEPHETHYECKOH KHUBYyUeCTH (DyHKIIMOHUPOBAHUS HHPOPMAIMOHHON CHCTEMBI CIICIIMAIEHOTO HAa3HAYECHHE).

B OTKpBITBIX Hay4dHbIX HCTOYHHMKAX [7; 21; 22] ynomuHaercss KHOEPXKHBY4YECTh, KaK COCTABIISIOIIAS
KHOEepyCTOWYMBOCTH M PACCUUTHIBACTCS Ha CIECAYIOMINX dTaIax:

1.1 Onenka ogHo3BeHHOTO 00BekTa NC.

Omnenka KHOEpKUBYYECTH — Tpefeia COCTOSHUI omaHo3BeHHOro o0bekra KUU. Koxu™™' — KubepKuBy4ecTs —
xuBydecTh o0bekTa KU, TpakTyercsi Kak BEpOSATHOCTh COXpPaHEHHE ero padoTOCHOCOOHOCTH (BBDKMBAHKE) B YCIOBHUIX
BBIXOJIa M3 CTPOSI TEXHMYECKHUX CPEACTB 00pabOoTKN MH(OPMAIIKH, TO €CTh IO CYTH — BKJIAJ KaXX10ro 0a30BOT0 3JEMEHTa
onHo3BeHHOTO 00BekTa KU B ncromHeHne UM 1ienieBoi (pyHKInw.

1.2. Ouenka muoroszBeHHoro oObekTa WMC. OreHka KHOEpKWBYYOCTH — Tpefesia COCTOSHWI MHOTO3BEHHOTO
oonekra MC.

2. Drar onieHKa KHOepcTOMKOCTH B3anMo/ieiicTBytonx 00sexToB MC (cTBonoB 00pekToB C).

Onenka KuOep >KUBy4IeCTH — TIpeei cocTossHuil crBoa HC.

3. Oran ouenku kuOepctoiikoctd MC kak cyMMa yCTOWYHMBOCTH €€ 3JIEMEHTOB C y4eToM uX Kod(hduimeHTa
csizHOCTH. Ouenka kubepxkuBydactd C B 1meiaoM, COOTBETCTBEHHO A0 TEKYIIEro cocTosHuUs cTBoJ0B MC u creneHsio
Ba)XHOCTH, B JAHHBI MOMEHT BPEMEHH, BBIIIOJTHEHUS] UMHU (DYHKIIHIA.

B yxazanHoi MeToauke aBTopaMu pabot [7; 21; 22] He nmpuBeIeHH MEXaHW3Ma TUArHOCTHPOBAHUH U PACUETHBIX
COOTHOIIICHUH.

CnemyeT OTMETHTB, YTO aBTOpPHI pa®oThl [3] MO3aMMCTBOBANIM HApaOOTKKM ¢ HAy4yHBIX pabot [7; 21; 22] u B
AHAJIOTWYHBIX dTanax pacdyera kubepkuBydecTu 00bekToB KM OO0bennHeHHOM 3HEprOcucTeMbl Y KpauHbl. OHH TakKe He
MPUBOJIAT MaTEMAaTUUECKHUI amnmapar pacyera.

[Tockonbky B pacyeTHON (opmMysie KUOCpHETHYECKOW YycTOMYUBOCTH (1) CONEpXHUTCS Kak KUOSpHETHUYECKas
COCTABJIISIOIIAS )KUBYUYECTh, I03TOMY BO3HHKAECT HEOOXOAUMOCTh B ONPEIEICHUH KHOCP)KUBYUYECTH.

AHanmu3 mnpopabOTaHHOW HAYYHOH JMTEpaTyphl 1O BOMPOCY KHOEPHETHYECKOH >KMBYUYECTH IIOKa3all, dYTO
MPaKTUYeCKH HE PacCMOTPEHBI BOMPOCHL, KOTOpBIE CBs3aHHBIE C Pa3pabOTKOHl METOJOB AMAarHOCTUPOBAHMUS
KHOEpHETHYECKOH XHUBY4YECTH B HH(GOPMALMOHHBIX CHCTEMax B Pa3IMYHBIX YCIOBUSAX HX (YHKIMOHUPOBAHHS B
KHOEpHETHYECKOM IPOCTPAHCTBE. BblumcieHust cocTaBisiromeil KMOepHEeTHYECKOH >KMBYYECTH M IHUarHOCTHPOBAHHE
OyJeT yacTUYHOM Hay4YHOH 3a/1aueii Halllero JUCCePTAIIMOHHOTO UCCIICA0BaHUS.

Henocrarommii kommoneHT B dopmyne (1) Kubep3ammieHHOCTH MpeaiaraeTcsl Mmoiayvarb Mo pe3ysibTraTaM ero
JIMArHOCTHPOBAHUS 0 paHee pa3paboranHoi MeToauke [8; 18].

IMocTaHoBKa HAYYHOTO 33]]a4M HA THCCEPTANMOHHOE HCCIETOBAHMS

Hnsi  obecniedenus: s>ddexTrBHOr0 1 OecniepeboiiHOr0  (QYHKIMOHUPOBaHHS HH()OPMAIIMOHHON CHCTEMBI
CHELMAIIFHOIO Ha3HaYeHHEe B KMOEPHETUUECKOM MPOCTPAHCTBE B ycloBHAX aedcTBuil JJVIB ompenennm npuopuTeTHBIE
HaTpaBJICHUs] HAYYHOTO HUCCIICTOBAHMUS:

YCOBEPIIICHCTBOBAHKE HOPMATHUBHO-TIPABOBOM 0a3bl B chepe KMOSPHETHUECKOH 0€30I1aCHOCTH;

pa3paboTka 1 peanu3anys afeKBaTHBIX OPraHU3aMOHHBIX MEPOIIPUSTHIA;

pa3paboTKa ¥ NpUMEHEHHE KOMIIJIEKCOB M CUCTEM KHOEPHETHUYECKOT0 3aIMThl HA IPUHLMIIAX MaCIITaONpOBaHHE U
nomnoaaenus [16];

nepuoauueckoe tectupoBanue [9], oOydeHue M aTrecTalusl LITATHOTO JHMYHOTO CKJIaJa OTBETCTBEHHOIO 3a
AKCIUTyaTaluio u oociyxusanue [15];

Kak mokaspiBaeT nmpakThKa, HA CETOAHSIIHUN JIeHb, HM OJIHO W3 3TUX PEUICHWH OTIENBbHO HE MOXKET 00eCHeunTh
HEOOXOJIUM YPOBEHbB 3aIlIUTHI.

IlosTOoMy, wLenp wHcclienoBaHMS [OJDKHA 3aKII0YaTbcs B HEOOXOAMMOCTH OOOCHOBAaHMM TEOPETHYECKUX H
MPAaKTUYECKUX OCHOB pPaHHEHW AMArHOCTUKM KHOEPHETHYECKOH YCTOMYMBOCTH M €€ HAacTpoeK sl obecneueHus
a¢dexTrBHOrO M OecrepeOOWHOr0 (QPYHKIMOHUPOBaHUS HH(OPMAIMOHHON CHCTEMBI CIEIHAILHOTO HAa3HAYCHHE B
KHOEPHETUYECKOM IPOCTPAHCTBE B YCIOBUM HEM30EKHBIX KuOepHeTHUecKuX neiicruii JIVB.

Oro obecreynT TOBBINICHHE KHOepHEeTHYeckord Oe3omacHoctd W roToBHOCTH MC CH K BBHINONHEHUIO
MOCTaBJICHHBIX 33/1a4 03 3HAYUTENBHOM OTEPH aKTUBOB HAa BPEMsI BOCCTAHOBJICHHUSI.

B cOOTBETCTBEHHO C BBINIE PACCMOTPEHHBIM HAMHU OIIPEJIeNICHBl OCHOBHBIE 3aJIa4i OyIyIUX HCCIEeJOBAHUN U HX
peLeHHUS:

1. AHanu3 cojiep)KaHue MOHSITHS KUOSPHETHIECKON YCTOWYMBOCTH B HAYYHBIX HCCISI0BaHUsX [6].

2. OOocHOBaHMS METOJWKH JMArHOCTUPOBAHHE KHUOCPHETUYECKOW YCTOMYMBOCTH  (DYHKIIMOHUPOBAHHS
MH()OPMALIMOHHOM CHCTEMBI CIICIIMAILHOTO Ha3HAYCHHE B KNOEPHETHYECKOM npocTpaHcTse [17; 29].

3. OOocHOBaHMSI METOAMKM pacueTa COCTAaBJSIIOIIMX IOKa3aTeled KUOEpPHEeTHYECKOH yCTOMYMBOCTH
(YyHKIIMOHMPOBaHUS HH(POPMALIMOHHOMN CHCTEMBI B KNOEPHETHYECKOM MPOCTPAHCTBE.

AT

68



Scientific and Practical Cyber Security Journal (SPCSJ) 4(2): 63-71 ISSN 2587-4667 Scientific Cyber
Security Association (SCSA)

4. O60CHOBaHUS METOAMKH TUATHOCTHPOBAHHME KMOCPHETHUYCCKON 3aIIUIIICHHOCTH WHPOPMAITMOHHOW CHCTEMEBI C
yuetom [JUB.

[lepeunciieHHble HaydHBIC 3a/J1a4d UCCIICAOBAaHUS, UX CTPYKTYPHO-JIOTUYECKUI CBSI3b MPOJIEMOHCTPUPOBAHO HA
CTPYKTYpPHO-(DYHKITHOHAIBHOM CXeMe, YTO OJHOBPEMEHHO OIpEJCNIIeT IMOCISI0BATSILHOCTh HCCICIOBAHUS U CBS3b
MEX]y Pe3yJIbTATHBIM, PEJCTABIICHBI HA PHC.3.

Leab, 00beKT, NpeaMeT U 32JaHUS HCCIeJOBAHMS <
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Pucynok 3 — CTpykrypHO-(pYHKLIMOHAIBHAS CXeMa HayYHOT'O HCCIIEOBAHMS
BbBIBO/IBI.

BakHelmyMu Hay4HBIMH U IPaKTHYECKUMHU PE3YJIbTATAMH SABJISIOTCS:

1. TIpoaHanmu3upoBaHbl W3BECTHBIE METOJABI M METOIUKH JTMArHOCTHPOBaHHE KUOEPHETHUECKOW YCTOWYMBOCTH
¢ynkunonupoBanuss UIC CH B kubepHeTHUECKOM MPOCTPAHCTBE. YCTAHOBJICHO, YTO B HACTOSIIEE BPEMsSI OTCYTCTBYET
METOAMKA AUArHOCTUPOBAHNE KHOEPHETHYECKOH YCTOMYMBOCTH.

2. Takum 00pa3oM, Leb UCCIEeOBaHUS JODKHA 3aKII0YaThCsl B HEOOXOAMMOCTH 0OOCHOBAHMS TEOPETHYECKUX U
MPaKTUYECKUX OCHOB pPaHHEHW JMAarHOCTUKH KHOEPHETHYECKOH YCTOMYMBOCTH M €€ HAacTpOeK sl obOecreueHHs
s¢pdpexTBHOr0 U OecnepeOoitHOro (QyHKIMOHMPOBAaHUA WH(POPMALMOHHONW CHCTEMBI CIELHAIbHOTO Ha3HauYeHHE B
KHOEpHETHYEeCKOM MPOCTPAHCTBE 32 HEW30EXKHBIX YCIOBUH KHOEPHETHUECKMX JEMCTBUI  IECTPYKTHMBHBIX
WH(OPMAITMOHHBIX BO3IEHCTBHIA.

3. [TonyuenHbie Hay4YHBIE PE3yNILTATHI UCCIIEOBAHUS SBIISIETCS OCHOBAaHHEM K ()OPMUPOBAHHIO HAYYHBIX 3a/1a4 Ha
pa3paboTKy METOIWKM JHarHOCTHpOBaHME KHOepHeTHYecKod ycroWuuBocTH QyHKuuoHupoBanus WCCH B
KHOEpHETHYECKOM MPOCTPAHCTBE.
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ABSTRACT:The economy is one of the key sectors ensuring state security and thus, the state services,
by applying various methods, strive to decline the potentially rival economies or undertake the maximal
control on already weak economies.

Economic intelligence, as one of the directions of the intelligence activity, implies the timely
obtainment of the comprehensive economy-related information, its analysis, and due realization.

Obtainment of information in the economic sector can be achieved from private so from the
public sectors, from the enterprises and organizations. Information on economic issues may be obtained
from the open so from the closed sources. Hence, the counter-intelligence of the public and private sectors
is the key task for the state, similar to the intelligence provision in the same segment in the potentially
rival states at the international theatre.

Correspondingly, it is paramount to discuss the key directions of the economic intelligence and
counter-intelligence within the scope of the Article, undertaken by the special services of the countries to
reinforce their own political, economic and geo-strategic interests.

KEYWORDS: National Security, Economic Security, Special Services, Intelligence Activity.
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ANNOTATION: THE ARTICLE PRESENTED BY US DEALS WITH VERY IMPORTANT
ISSUES. IT PRESENTS THE SPECIFICS OF MODERN GEORGIAN MEDIA IN COVERAGE
OF HOSTILITIES AND CONFLICT SITUATIONS. FOLLOWING TO THIS THEME WE HAVE
TRIED TO SHOW THE PROBLEMS OF PROFESSIONALISM.

DUE TO GEORGIA'S GEOPOLITICAL LOCATION IT IS IMPORTANT TO COVER
MILITARY ISSUES AND PROVIDE THE NECESSARY MILITARY INFORMATION TO THE
PUBLIC. THE RECENT PAST, PARTICULARLY THE RUSSO-GEORGIAN WAR 2008, HAS
CLEARLY SHOWN THE WEAKNESSES OF WAR CORRESPONDENTS’ WORKS.
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UNFORTUNATELY, THE GEORGIAN MEDIA SUFFERS FROM A LACK OF MILITARY
CONTENT OR MAGAZINES AND NEWSPAPERS, WHILE MILITARY RECONSTRUCTION
SHOULD BE ONE OF THE COUNTRY'S TOP PRIORITIES. THEREFORE, RAISING THE
LEVEL OF AWARENESS OF THE POPULATION AND SYSTEMATICALLY REPORTING
INFORMATION ABOUT THE CURRENT MILITARY SITUATION IN GEORGIA AND THE
WORLD IS THE MOST IMPORTANT.
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"Rootkit" as a weapon of cybercrime "
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ANNOTATION: In the 21st century, in parallel with rapid technological progress, the increasing trend
of unsolved and inexcusable crimes is marked by cybercrime, often referred to as "the crime of the
future." Malicious software, one of the key mechanisms of cybercrime, makes it easy for us to be victims
of it. One of these Malware programs is “Rootkit”, about 60,000 people around the world have been
affected by this.
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