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ABSTRACT. Cloud adoption is increasing day by day as such, more and more trades and enterprises are moving
their vital IT structure and data to the cloud. This move is driven by the remarkable potential of cloud platforms that
promise exceptional functioning, efficacy, productivity, agility, elasticity and cost-effectiveness. Although every
technology has its strengths and weaknesses, the nature of the cloud makes it vulnerable to the following issues:
Performance, Security and Cloud Interoperability with the main problem being security and to be even more specific
are the privacy concern which cloud users really fear. The lack of privacy is the inability to protect user’s attributes
(or Personal Identifiable Information (PII)) as a result of data leakage, breaches and loss of data. This had made users’
sceptical about sending their sensitive data to the cloud. Although there are other solutions to protect user’s data
during transit such as securing user’s attribute with the Rivest—Shamir—Adleman (RSA) cryptography. However, RSA
have been practically broken and user’s sensitive information compromised. Also data leakages still hamper the
security of user’s data during transmission on the network to the Identity provider (IdP) on the Cloud. This paper
presents an Enhanced PII Privacy Protection solution using Advanced Encryption Standard AES-128 and Discrete
Cosine Transform Modulus Three (DCT-M3) Steganography techniques in order to protect user’s attributes from
being leaked when it is being transmitted and stored on the IdP in the cloud. The supremacy of the proposed model
over the existing model was also measured based on the encryption techniques used, undetectability and robustness of

the Stego image.

KEYWORDS: Cloud, Personal Identifiable Information, Security, Identity provider, Network, Steganography,
Cryptography techniques and Transit

I INTRODUCTION

Identity Management refers to set of principles, policies, procedures, and technologies that offer automated
identifications to persons and preserve confidential facts about the owners of those identifications and help in finding
out and allowing access to resources. Identity Management System defines a system that contains information and
group of technologies that can be used for innovativeness or inter-network identity management. Examples of Identity
Management Systems (IMS) are Shibboleth, OpenID, OpenAm, CardSpace, Liberty Alliance and OAuth (Chadwick
(n.d.); Suriadi et al., (2007) and Teena et al., (2017)). The features of IMS includes: Undetectability, Unlinkability
and Confidentiality. These features are related with each other due to the fact that they deal with the descriptive
actions involving parties in access to a range of private and sensitive data Teena et al., (2017). The undetectability
feature shields communications done by the user and prevents the exposure of the user actions in a given system.
While the unlinkability feature hides the communication between user identities and history of transactions (e.g.,
subjects, messages, events, actions) and then the confidentiality feature enables users exercise control over the

dissemination of their attributes.
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Shibboleth as an Identity Management System (SIMS) is liable for forming the identity of a user, i.e. creating,
maintaining and managing identity information for the user, and also managing access to services by the user. It
involves the: Identity Provider and Service Provider, (Hogan (n. d.); Chadwick (n. d.); Suriadi et al., (2007);
Weingartner & Westptall (2014) and Abur et al., (2018)). Important concepts on SIMS based on this research are:
User’s attributes, Service Providers (SPs) and the Identity Provider (IdP). The user’s attributes which refers to any
information usually used to uniquely identify a person whether alone or by combination with other public data that
could be connected to a particular person. It is also called Personal Identifiable Information (PII). In this paper, PII is
interchangeably used with the user’s attributes. Examples of user’s attributes are: first name, dates of birth, addresses,
student number and the likes. The service providers denotes organizations that provide services or resources desired
by a user, by requesting for the submission of valid credentials such as attributes or pseudonyms from the user’s IdP.
Finally the Identity Provider is “the entity that creates, maintains and manages identity information for the users and

provides users’ authentication to other service providers within IMS.

Cloud adoption is increasing day by day as such, more and more trades and enterprises are moving their vital IT
structure and data to the cloud. This move is driven by the remarkable potential of cloud platforms that promise
exceptional functioning, efficacy, productivity, agility, elasticity and cost-effectiveness. Although every technology
has its advantages and weaknesses, the nature of the cloud makes it vulnerable to the following issues: Performance,
Security and Cloud Interoperability with the main problem being security and to be even more specific are the privacy
concern (i.e. data leakage, breaches and loss of data) has made Cloud users’ sceptical about sending their sensitive
data to the Cloud. Although there are other solutions to protect user’s data during transit to IdP such as securing user’s
attribute with the Rivest—Shamir—Adleman (RSA) cryptography. However, RSA have been practically broken and
user’s sensitive information compromised. Also data leakages still hamper the security of user’s data during

transmission on the network to the IdP in the cloud.

Securing of user’s attributes in the cloud environment must comprise of definite features that consider the intricacy of
the environment. If the security of user’s attributes is not guaranteed in the cloud, users will remain sceptical about
transferring data to the cloud. This paper presents an Enhanced PII Privacy Protection solution using Advanced
Encryption Standard AES-128 and Discrete Cosine Transform Modulus Three (DCT-M3) Steganography techniques
in order to protect user’s attributes from being leaked when it is being transmitted and stored on the IdP in cloud. The
supremacy of the proposed system over the existing system was also measured based on the encryption techniques
used, undetectability and robustness of the Stego image. This paper proposes to ensure that user’s attributes is secured

during transit and when stored in the IdP on Cloud.

The subsequent sections are organized as follows: Section II describes related work; Section III illustrates the PII
privacy protection model; Section IV discusses models for formalizing attributes protection on IdP; Section V

presents a comparative analysis of the prototype model versus existing model; Finally, section VI concludes the paper.
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1I RELATED WORK

Shibboleth is a joint project of Internet2 and IBM. It is open-source based system that supports inter-institutional
resource sharing with access. Shibboleth enables the secure exchange of interoperability of services. It employs the
idea of federated identity and Single Sign-On (SSO) authentication where there is interaction between the IdP, SP and
User. However, there are still limited features and functionality that threatens user’s privacy and identity if they store
and process personal information with inadequate protective measures Aldeen et al., (2010). Usually user’s attributes
are entered as plaintext when they sign up into the system and when these attributes passes through the network they
become exposed to data leakage and network issues such as sniffing, spoofing, eavesdropping and malicious insider
attack, Asha et al, (2016) & CSA, (2016). This is not healthy for the privacy of the user when their data are

transmitted to the cloud.

Switch et al., (2010) added uApprove plugin — a user consent module for shibboleth identity providers to address
problem of the existing system. The uApprove plugin displays to the user, the Personal Identifiable Information (PII)
that the IdP shall release to the requesting SP on behalf of the user. It also offers awareness of data release when
accessing some services. However, users cannot make a choice of data that should be divulged to the Service
Provider. Similarly, the client has no option assenting/dissenting with His/her PII disclosure. During the dissemination
of user’s attributes to SPs on the network, data leakage is envisaged as user’s attributes are usually exposed to security
threat such as spoofing, sniffing, eavesdropping, malicious attack, Asha et al., (2016) & CSA, (2016) and the SPs
having received these attributes use them maliciously either directly or indirectly against the users without their
consent and then leading to collusion. This way, the users’ privacy is being threatened. Also during signup by users
into their IdP, through the network, user’s attributes are transmitted as plaintext which are prone to data leakage and

network issues.

Orawinwaltakul et al., (2010) added “uApprove.jp, a user consent acquisition system (UCAS) with an attribute-filter
mechanism for a Shibboleth based SSO system”. uApprove.jp request the “user’s consent and enable the user control
the release of his/her original attributes” values or PII values whether mandatory/optional from the IdP to the SP and
then allows the user to determine which of his/her original attributes values are meant to be sent to the SP in order to
access services provided by Service Providers. The uApprove.jp is an extension of uApprove Switch et al., (2010).
However, the user’s control of his/her PII is ineffective making them vulnerable as there is still data leakage. Also
original users’ attributes values are released to the SP by the IdP are sometimes maliciously shared among other SPs
or even used without the user’s consent to either harm the user directly or indirectly hence leading to violation of the
user’s privacy and causing collusion problem. Similarly, during signup by users into their IdP, through the network,
user’s attributes are transmitted as plaintext which are prone to data leakage and network issues, Asha et al., (2016) &

CSA, (2016).

Weingartner & Westptall (2014) improved on the research of Orawiwattanakul et al., (2010) by adding two objects
namely: Template Data Dissemination and Cryptography Encryption Key Technique on Shibboleth/uApprove.jp

framework. The former object helps users during the course of dissemination of their attributes from the IdP to the
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SPs; while the later enable users enter their attributes as plaintext and then get them encrypted with Key I before
sending them to IdPs. During a transaction when some PII data is needed by SPs, users would be entreated to open
that encrypted data with key Il in order to disseminate them to the requesting SP for the release of resources back to
user. The Cryptography Encryption Key Technique used by Weingartner & Westptall (2014) is the Rivest—Shamir—
Adleman (RSA). However, three basic weaknesses were identified on this system. The first is centred on the
encryption techniques used i.e. the RSA which have been be practically broken and user’s sensitive information
compromised Kumar et al., (2011); Tripathi & Agrawal, (2014) and Hackers News, (2017). The second weakness
identified is the exposure of the transmitted attributes on the communication medium, which attracts potential hackers
due to data leakage, Asha et al., (2016) & CSA, (2016) when transmitting to the IdP. Thirdly, SPs having received
these attributes may keep them and use them without the users consent or even maliciously use them against users in

the future. This leads to collusion.

Leandro et al., (2014) demonstrated the flow of operations of the Shibboleth architecture and discussed its main
components in details. It was observed that the flow of information from user to SP, then to IdP and then back to the
user is lengthy and thereby exposing users to security threat such as data leakage on the network. Secondly, there is
delay in WAYF populating the IdP for User’s selection. Thirdly, during dissemination of user’s attributes from the
IdP to the SP, the original user’s attributes value are sent to the SP. This attributes may be kept or further reused again
by the SPs without the consent of the user for malicious purposes and thus, violating the user’s privacy. Furthermore,
during signup by users into their IdP, through the network, user’s attributes are transmitted as plaintext which are

prone to data leakage and network issues.

In comparison with existing system of Weingartner & Westptall (2014), based on the features in the proposed system
it is expected that this will outperform the existing system in the area of securing users attributes on the IdP. This is as
a result of the fact that the AES-128 is more secured than RSA encryption techniques and further hiding of the
encrypted attributes in the Stego image provides additional security. Hence, joining both of them will provide a
stronger security solution. This paper aims at providing a better solution of securing users attributes on transit to the
IdP on cloud and ensuring that the privacy of the user is preserved. Figure 1(a) depicts the existing PII privacy model
used for securing user’s attributes and Figure 1(b) illustrates insecure communication between user & IdP and then
IdP & SP on the Cloud in the existing system. This paper is focused on the insecure communication between user &

IdP.
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Figure 1(a): Existing PII privacy model for securing user’s attributes. Weingartner & Westptall (2014)
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Figure 1(b): Insecure communication between user, IdP and SP on the Cloud on the existing system.

11T PROPOSED PII PRIVACY PROTECTION MODEL

This is an improvement on the existing PII privacy protection model of Weingartner & Westptall (2014). Users would
enter their attributes as plaintext into identity provider (IdP) in the same way like on the existing model. The proposed
system builds a more secured system which will make up for the weaknesses of the existing model discussed in
section III. Two basic weaknesses were identified in the existing system. The first is centred on the encryption
techniques used i.e. the Rivest-Shamir—Adleman (RSA) which have been practically broken and user’s sensitive
information compromised. The second weakness identified is exposure of the transmitted attributes on the
communication medium, which attracts potential hackers. The proposed model will however address these two basic

weaknesses identified with the existing system.

Firstly to take care of the encryption techniques the proposed model uses the AES-128 encryption technique. The use
of this encryption technique is hinged on the fact that attributes encrypted with this technique have not been
practically broken, though theoretically broken (Kaminsky et al., (2010); Song et al., (2014); Sachdev et al., (2013);
Lokhande er al, 2014 and Aleisa (2015)). Although Literature had revealed that AES-128 is yet to be 100%
completed and that at year 2020 AES-128 will be completely broken, (Kaminsky et al., (2010); Song et al., (2014).
An attempt to wait for the practical breaking of the AES-128 before enhancing the security of user’s attributes will

create a vacuum in the security of user’s attributes on the cloud. It is a wise thing to do by augmenting the weaknesses
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of AES-128 on the theoretical aspect and of course to forestall the effect of the practical breaking of AES-128 in the

nearest future.

Secondly, to circumvent the exposure to potential hackers on the existing model and to forestall the effect of the
practical breaking of AES-128 in the nearest future, the proposed model introduces DCT-M3 steganography technique
(Subhedar & Mankar, 2014 and Attaby et al., 2017). This is to ensure that the already encrypted attributes are hidden
in a cover image given rise to a Stego image before onward transmission to the IdP. This process has potentials to

make the encrypted attributes undetectable while being transmitted to the IdP.

It is expected that this will outperform the existing model in the area of securing users attributes on the IdP. This is as
a result of the fact that the AES-128 is more secured than RSA encryption techniques and further hiding of the
encrypted attributes in the Stego image provides additional security. Hence, joining both of them will provide a
stronger security solution. The supremacy of the proposed model over the existing model shall be measured based on
the encryption techniques, undetectability and robustness of the Stego image. MatLab shall be used to test the
undetectability and robustness of the proposed model. This shall be presented in section IV B. Figure 2 shows the
proposed PII privacy protection model. The procedure for hiding the User’s attribute using AES-128 + DCT-M3

techniques and the respective extraction stage as illustrated on Figure 2 are described in a) and b) respectively.

| CRYPTOGRAPHY |

User enters attributes

Cipher text (secret
message)

STEGANOGRAPHY

Algorithm

Stego-image Cover-image

Extracting
Algorithm

Cipher text {secret message)

Figure 2: Proposed PII privacy protection model

a) The user’s attribute hiding stage can be summarized as:
i.  The user’s attributes (i.e. secret message) are first received as plaintext and converted to ciphertext by
encrypting with the AES-128 encryption algorithm.

ii.  Obtain the binary representation of the ciphertext.
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Cover image is selected and then “switch the RGB color layers of the cover image into three different
components (Y, Cb and Cr)”.
After that, translate “the image into transform domain by transforming the pixel data into 8 * 8 block

DCT coefficients” using the equation:

F(u,v)= C0C0) TlpTey  /(6,y) Feos[EE | cos [122 2]

15
Produce a “randomized” order with secret key, “K using pseudo random method”.
Select a static “place of two DCT coefficients which” shall be changed to implant cipher (thereby
avoiding “the DC component of each DCT coefficients block™).
Inside every block of 64 coefficients implant “only two bits (Pair) as follows:
i.)  Compute the difference between non-overlapping pair of AC coefficients which are selected.
ii.)  Change DCT coefficients values based on the original values and the message bits
accordingly”.

Conclude the implanting till the message bit stream is ended.

Reinstate original order “of the DCT blocks using the key, K”.
“Quantize the image using a quantization table.
Re-order the values using Zig-Zag ordering”.

“Use Huffman lossless compression coding to compress the image.”

The decoding phase can be condensed as:

i. Alter the stego-image into transform domain by changing the pixel data into
8 » 8 block DCT coefficients.

ii. Produce randomized order “with key, K using pseudo random method”.

iii. Inside every block of 64 coefficients decode two bits (Pair).

iv. Join the decoded sub message pairs to get a stream of bits.

v. “Uncompressing the stream of bits to get the original message (ciphertext).”
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v MODELS FOR FORMALIZING ATTRIBUTES PROTECTION ON IDP

A.  Formalising Shibboleth User’s attributes Protection:

In the rest of the paper, the symbol “—” shall be used to denote mathematical function, the symbol “= ” shall be
used to denote transmission between two entities, the symbol “ + ” will be used to denote two-way transmission

between entities and the symbol “|” represents constraint on the transmission between two points.

A. Formalising the Existing PII privacy model:

Let ar be a function that is used for encrypting user’s attributes with public key and passphrase of the existing model.
Let set A = {a;, aj, a3... an} represent user’s attributes needed to be secured; where n is a positive integer >1. Let B =

{b1, by, ..., bn}, be a set of encrypted values where bi=as(e;), @; = A. Now the encryption can be defined in (1) as:
o A— B (1)

Let F be a function representing the communication channel that transmits B to the storage C on the IdP in the Cloud.

Let c; be the elements of B that are stored in C, as shown on (2):

F:-B=C )

Since B must pass through F inorder to get to C, data leakage through the communication medium, F has been
identified by Asha et al., (2016) and CSA, (2016) as a challenge that needs to be addressed when B travels to C. Let
W, be the data leakage problem that may occur between B and C, which can be modeled as shown in (3):
F:B=—=C (3)
Wag
The (1) to (3) which were conceptualized by this research have been able to reveal each of the critical stages required
for transmission of attributes (A) to the storage C on the IdP in the cloud. The challenge of data leakage and several
network attacks are things that should not be ignored. Hence, there is the need to increase the security of the system in

order to be able to minimize the influence of network attacks on the transmitted data. To increase the security “of the

existing system” in order to prevent Wy, (4) is then introduced.

B. Mathematical model for the proposed PII privacy protection
Let set A represents user’s attributes to be secured, the proposed model employs encrypting function which is based
on the symmetric encryption technique. Let a, be a function denoting the AES-128 cryptography technique of the
proposed system that is applied to the elements of A to produce elements of Y, where Y is the set of ciphertext in the
proposed solution. Literature have shown that the AES-128 techniques has been theoretically broken, and has not
been practically broken (Kaminsky et al., (2010), Song ef al., (2014), Sachdev et al., (2013); Lokhande et. al., (2014)

and Aleisa, 2015) hence, the preference for this encryption technique in the proposed system. This is illustrated in (4):

oz A— Y “)
8
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However, it has been mention in Kaminsky et al., (2010) that at year 2020, AES-128 will be completely broken. The
introduction of Steganography is to shield the encrypted information and increase the rigor of breaking the AES-128
cryptography technique. The next step is to introduce a function P representing the DCT-M3 Steganography
Technique which will embed the ciphertext in Y into an image. Let v be the image that has the capacity to
accommodate all the encrypted attributes which is to be stored in K, where K is a set of the Stego-images. This step is

as described by equation (5):
B:Y—>K &)

In summary, Let U be the composition of @, and Bwhich will take the user attributes from set A to the set of stego

images K. This is shown in (6):
U: A—K 6)
where U=f¢ a.

The next step is to transmit the stego image from K to through F to the storage C on the IdP in the cloud. Let F be a

function representing the communication channel that transmits K to C. This is demonstrated on (7) as:
F:E=C @)
So that for the stego image k; in the set K there is an element ¢; in C such that ¢=F (k;) to be stored in C on the IdP.

\% COMPARATIVE ANALYSIS OF THE PROPOSED MODEL VERSUS THE EXISTING MODEL

The comparison analysis of the proposed model over the existing model shall be measured based on the encryption

techniques used and then the undetectability and robustness of the Stego image of the proposed model.

A. Comparative analysis based on the complexity of the existing and proposed
model with respect to the Wq attack on the Cloud C.
Comparison of the proposed model with the existing model is based on the security of the transmitted data through F
(communication channel which is the network) to the storage C in the cloud. This comparison is based on the
encryption technique used i.e. the RSA verses AES-128 which were employed in the existing technique and the
proposed technique respectively. The RSA is an asymmetric technique which is a two key method which uses one of
the keys for encryption and the other for decryption. This method is susceptible and has been known to be broken
(Kumar et. al., 2011; Tripathi & Agrawal, 2014 and Hackers News, 2017). The method is slow in computation and
inefficient in terms of implementation (Kumar et. al, 2011; Tripathi & Agrawal, 2014 and Hackers News, 2017).
Also, longer key generation time and high computational overload characterize the method. On the other hand, the
AES-128 technique uses a single key for encryption as well as decryption. It is characterized by the following
advantages: has not “been practically broken in reality”; very easy to design; stronger and faster in nature; efficient in
Speed and code compactness on a wide range of platforms, has low computational overload, effective generation time
and has short key size (Smith,2003; Sachdev et al., 2013; Lokhande et al., 2014 and Aleisa, 2015).
9
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The introduction of DCTM3 Steganography technique is an additional security measure taken to further enhance the
security of the encrypted attributes. This hides the ciphertexts in Stego-image so that in case of data leakage and
network attacks (sniffing, spoofing and malicious attack); the encrypted attributes are hidden from the prying eyes of

the attacker.

Let W, (b) represent W, attack as shown on (3). Since b= A, (a) then the attack launched on b shall be VVq (0! r (a)
On the other hand, from (7) representing the proposed system, the attack is carried out on the Stego-image k.

To successfully attack the transmitted data, the Stego-image has to be broken first so that VVq(k) = VVq (,B(y)), which

needs to be broken further to access the ciphertext becomes VVq (,B (0!2 (a))) .

In summary, the decrypted attributes in the existing model is given as:

aza_lb

f ®)

This shows that W, needs only to employ a}l to successfully attack the transmitted attributes. In the proposed model

-1
however, the W, attack is carried out on the Stego-image & using the key ,B to set the ciphertext y then use the key

-1 -1
-1
CZZ on y to successfully decrypt the data. Hence W, needs to combine aZ and ,B keys to successfully attack

the data. So that,

a=a (" (k) ©)

Comparing the W, attack as presented in (8) for the existing model and (9) for the proposed model, one could see that

recovering the original attributes is easily achievable in the existing model since only one key « f is required to

successfully attack and obtain the original attributes.

-1 -1
However, the task of W, attack on the proposed model requires a composition of two keys; (OCZ ° ,3 )which is

-1
more difficult than the existing model. This is so due to the fact that CZZ has not been practically obtained. Hence,

the security of data transmitted over the proposed model is more guaranteed in comparison to that of data transmitted

over the existing system.

B. Performance evaluation of the security of the proposed model

10
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This section presents further evaluation of the security of the prototype model. The objective of this session is to
analyse the cover image and stego-image and then measure the security of the proposed model based on the following

metric: undectability and robustness of the Stego image.

1.) Analysis of the Cover Image and Stego Image
The image baboon.jpg with size of 512*512 was used in the research as the cover image to hide the ciphertext
containing user’s attribute given rise to the resultant stego- image. This was implemented in Java programing
language. The cover and stego image were taken and then processed with Matrix Laboratory (MATLAB)
version 2017a on Windows 10 with 8GB RAM size, and the processor of Intel(R) Core(TM), i3-5005U CPU
@ 2.00GHz. Furthermore, the computer is a 64-bit operating system and x64-based processor. The cover
image and stego image are represented on figure 3 (a) and (b) respectively. From the experimental result, it is
difficult to differentiate between the Stego-image from the cover image, since the similarity between them is

really high and the closer the stego image is to the cover image implies a greater security.

(b)
Figure 3: (a) Cover Image and (b) Stego Image

Comparing the RGB histogram of both cover image and Stego image shows no significant difference graphically
between them as depicted on figures 4 (a) and (b) respectively. Similarly, the closer the stego image is to the cover

image implies a greater security.
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(a) (b)
Figure 4: (a) Histogram of Cover Image and (b) Histogram of Stego Image
2.) Mean Square Error (MSE) of the Stego image
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MSE describes a minimal non- perceptual error metric that is acquired from the cover image and Stego image where
lesser values for MSE demonstrate negligible detectability on the image processed. In this research the MSE was used
to measure the undetectability of the stego image. The smaller the value of MSE the lower the error rate and thus
guaranteeing security of the stego image, (Kamdar et al., (2013); Hemalatha et al., (2013) and Attay et al., (2017)).
MSE is calculated with the given formula on (10).

1
[M=N]

MSE =

Yoo Xy=olCij — S5)° (10)

“Where C denote the cover image, S is the Stego image, M and N are the width and height (i.e. M * N) of the cover
image C and stego image S”. When MSE is calculated for baboon.jgp with 36.5 kb of data embedded in the image, the
MSE is 0.076248. The MSE measures the undetectability of the proposed model with value falling within the standard

range for measuring MSE. The proposed model guarantees security of Cloud user’s data.
3.) Peak Signal-to-Noise Ratio (PSNR) of the Stego image

PSNR refers to the ratio between a signal’s maximum power and the power of the signal’s noise, Seyyed ef al.,
(2014). Signals can have a broad dynamic series, so PSNR is basically measured in decibel (db), which is a
logarithmic scale. In this research the MSE was used to measure the robustness of the stego image. A bigger PSNR
value specifies a better feature of the Steganography algorithm used. The Human Visual System (HVS) would not be
able to discern the images with PSNR greater than 36 db, Seyyed et al, (2014). The PSNR of an image can be

calculated using the following formula on (11).
PSNR = 10log,o 5 -—db (11)

Where Max® is the maximum pixel intensity that exists in the cover image and the PSNR of the same image,
baboon.jgp is 59.308508db. Thus the PSNR of the image for the proposed model falls within the approved value
range and proves that the Image quality is conserved at commendable level. Similarly, a high PSNR value is

necessary in order to prevent the Stego image to be recognized by intruders that crawl in across the network.

4.) Results of the prototype system with other Images

The proposed model was used on other images such as lena.jgp and pepper.jpg apart from baboon.jpg. The results are
shown in table 1 and 2 respectively. Table 1 shows the undetectability of the proposed model with value falling within
the standard range for measuring it. Also, Table 2 demonstrates robustness of the proposed system with values falling
within the specified standard range. This conserves the quality of the proposed system. Similarly, Figure 5 and 6

shows the respective graphs for the MSE and PSNR for the proposed model.

Tablel: Comparison of Mean Square Error (undetectability) of the proposed model with the existing model based on

different images
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Mean Square Error
S/No | Name of | Image Image Size Proposed Existing model
Image (bits) model
1.
512*512 0.0762 N/A
Baboon.jpg
2.
512*512 0.0794 N/A
Lena.jpg
3. Peppers.jpg N/A
512*512 0.0790
MSE
0.08
0.079 /ﬁ —_—

0.078 /
0.077
/ == MSE

0.076

0.075

0.074 T T )
baboon.jpg lena.jpg peppers.jpg

Figure 5: Mean Square Error of the proposed model
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Table2: Comparison of Peak Signal-to-Noise Ratio (Robust) of the proposed model with the existing model

PSNR

S/No | Name of | Image Image Size (db)

Image (bits) Proposed model | Existing model
1.

Baboon.jpg 512%512 59.309 N/A
2.

Lena.jpg

512%512 59.134 N/A

Peppers.jpg

3. 512%512 59.157 N/A
PSNR
59.35
593 \
59.25 \
59.2 \
59.15 —t  —*=PSNR
>-—
59.1
59.05
59 T T 1
baboon.jpg lena.jpg peppers.jpg
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Figure 6: Peak Signal Noise Ratio of the proposed system
5. Discussion

Since the network is usually porous to attacks such as data leakage (sniffing, spoofing and malicious attack) user
attributes are hereby endangered. The proposed model has been designed to ensure the security of user’s attributes
during transmission over the Network. The results of the proposed system have shown that the proposed model have
performed more effectively and stronger. The proposed system performance has been evaluated with the performance
parameters: Mean Squared Error (MSE) with value of 0.076248 for undetectability and Peak signal to noise ratio
(PSNR) with value of 59.308508db for robustness. The performance has shown that the proposed system is
undetectable, robust and effective for the security of the user’s attributes. The proposed system has been tested on

other images and the results have proved the proposed system strong and effective.

V1 CONCLUSION

The paper presented an Enhanced PII Privacy Protection solution (using Advanced Encryption Standard AES-128 and
Discrete Cosine Transform Modulus Three (DCT-M3) Steganography techniques) for protecting user’s attributes
from being leaked when transmitted and stored on the cloud. The supremacy of the proposed system over the existing
system was also measured based on the encryption techniques used, undetectability and robustness of the Stego
image. The result showed that the proposed system is undetectable, robust and effective for the security of the user’s
attributes on the cloud. Also the proposed system has been tested on other images and the results have proved the

proposed system strong and effective for securing user’s attributes.
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ABSTRACT: The use of data mining techniques for educational datasets is being referred to as
educational data mining. This study uses popular classifier algorithms in data mining with secondary
school student data to estimate their success rate. Student success depends on various factors related
to the student’s personal, family and surrounding environment, among others. This study’s dataset has
attributes related to parental education, job information, student travel time, study time, financial
status, extracurricular activities, access to the Internet, family relationship, alcoholic consumption,
student health condition, regular school attendance. This study analyzes the correlations between
these attributes and identifies the attributes that contribute to students’ test achievement for better
prediction and management of student performance. The study also compares the performance of top
classification algorithms in data mining and concludes J48 classifier and oneR to outperform the other
classifiers.

KEYWORDS: Data Mining, Educational Data Mining, Classifier, High School Data
Mining

I. Introduction

Data mining entails extracting knowledge from large volumes of data. This work attempts to
uncover insightful patterns and relationships useful for the decision-making process. Data from
various sources are processed using various methods and algorithms to uncover useful patterns and
insights. Data mining and knowledge discovery have gained increasing attention for their usefulness
for decision making and now have become an essential part of any organization, including educational
institutions. Schools and teachers need to know their students’ academic achievement in terms of what
factors influence that achievement. To better estimate of student performance, data mining algorithms

and statistical methods have been used for analysis purposes.

The application of data mining to educational datasets is referred to as educational data
mining (EDM), which uses data mining techniques, machine learning methods, and statistical analysis
methods. EDM is expected to innovate novel methods to mine educational data for useful insights on

student learning and achievement and the factors that influence them.

Educational data mining focuses on analysing students’ academic data sets, classifying

students using decision trees, generating some association rules for better decisions for enhancing
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academic performance. The main goal is to predict students’ future learning and academic
performance, and this goal depends on identifying all attributes related to learning characteristics and
behaviors. Another goal is to identify students’ interests so that the curriculum could be planned to

accommodate their educational standards and learning styles.

The rest of this paper is organized as follows: Section II provides a literature review. Section
III discusses the artificial neural network and the multi-layer perceptron, and Section IV provides the

materials and methods. Section V discusses the results, and Section VI concludes.

II. Literature Review

Saibaba et al. [1] analyzed student performance using various clustering techniques with the
WEKA tool. The proposed system considered student data with 10" percentage, intermediate
percentage, and B.Tech I Year, II Year and III Year marks using decision trees. They analyzed these
decision trees and forecasted the likelihood of students getting jobs after graduation. They also
proposed to consider attributes such as social networking interests, parental economic status, and

parental educational achievement.

Ahmed et al. [2] compared four data mining techniques including J48 decision trees, MLP,
NB, and SMO and found that the attribute evaluation method to be helpful in predicting instructor
performance. The results for the attributed evaluation method show that SMO outperformed other

algorithms with 85.5% accuracy. J48 DT outperformed other algorithms with 84.8% accuracy.

Kalpana and Venkatalakshmi [3] presented a case study on educational data mining and
discussed how data mining can be used in higher education for graduate student performance. They
used engineering students’ data for 5 years and applied data mining techniques, using various
clustering methods along with distance- and density-based approaches to improve prediction accuracy

for graduate student performance.

Brijesh Kumar and Saurabh [4] used various data mining techniques to achieve high quality
in the higher education system by extracting insights into students’ exam performance. They used a
dataset from 50 students from VBS Purvanchal University (Jaunpur of MCA course) from 2007 to
2010.
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Kalpesh et al. [5] proposed an architecture to more accurately predict student performance.
They considered 17 student attributes using K-means clustering and Naive-Bayes algorithms and

concluded that Naive Bayes outperformed with 96% accuracy.

Taier et al. [6] discussed the effectiveness of data mining in improving the performance of
graduate students by using data mining techniques such as association rules, classification, clustering,

and outlier detection.

Cortez et al. [7] proposed a method for predicting student grades by analyzing past grades and
found that school, family, and social environments to be key factors. They employed binary and five-
level classifications and regression using decision tree, random forest, neural network, and support

vector machine.

Jovanovic et al. [8] used classification techniques to analyze and predict student academic
performance and applied clustering to student groups based on e-learning, concluding that their model

can help identify students’ academic strength.

Pandey and Pal [9] examined student performance using 600 students from Dr. R.M.L.
Awadh University, Faizabad, India, and used Bayes classification in category, language and

background qualifications to predict new students’ academic performance.

Hijazi and Naqvi [10] analyzed student performance using 300 students (225 males and 75
females) from Punjab University of Pakistan and considered student attributes including student
attitudes towards class attendance, student family income, maternal age, maternal education level, and
hours spent studying. They used simple linear regression and concluded maternal education level and

student family income to be highly correlated with academic performance.

Khan [11] conducted a performance analysis of 400 students composed of 200 males and 200
females from Senior Secondary School of Aligarh Muslim University, Aligarh. These students were
selected using cluster sampling where the whole population was divided into groups or clusters. They
concluded that females with high socioeconomic status showed higher science achievement and males

of low socioeconomic status, higher academic achievement in general.

Pandey and Pal [12] conducted a performance analysis of 60 students from Dr. R. M. L.
Awadh University, Faiza bad, India, using association rule mining and found students’ interest in

class teaching language.
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Bray [13] examined private tutoring and observed the percentage of students receiving private
tutoring in India to be higher than that in Malaysia, Singapore, Japan, China, and Sri Lanka. They also

observed enhanced academic performance through private tutoring.

Ayesh et al. [14] used the K-means clustering algorithm to predict students’ learning activities

and concluded the model to be useful in predicting academic performance.

Al-Radaideh et al. [15] used the decision tree model to predict final grades of students taking
a C++ course at Yarmouk University, Jordan. They compared three classification techniques
including ID3, C4.5 and Naive Bayes and concluded the decision tree model to outperform other

models.

II1. Materials and Methods

Dataset:

This study considers data on student achievement in secondary education of two Portuguese
schools. Data attributes include student grades, demographic, social, and school-related factors, and
the data were collected using school reports and questionnaires. Two datasets focused on two distinct
subjects: Mathematics (mat) and Portuguese language (por). These two datasets were combined. Here
the target attribute G3 has a strong correlation with attributes G2 and G1, which is due to G3 being
the final year grade (issued in the 3rd period), while G1 and G2 correspond to 1st and 2™ period
grades. Predicting G3 without G2 and G1 is more difficult, but this kind of prediction is considered to

be much more useful.
Table 1 shows the attributes.

Table 1. Various attributes

Attribute | Description (Domain)

Sex student’s sex (binary: female or male)

Age student’s age (numeric: from 15 to 22)

school student’s school (binary: Gabriel Pereira or Mousinho da Silveira)
address student’s home address type (binary: urban or rural)

Pstatus parent’s cohabitation status (binary: living together or apart)
Medu mother’s education (numeric: from 0 to 4a)
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Mjob mother’s job (nominalb )

Fedu father’s education (numeric: from 0 to 4a )

Fjob father’s job (nominalb )

guardian | student’s guardian (nominal: mother, father or other)

famsize family size (binary: < 3 or > 3)

famrel quality of family relationships (numeric: from 1 — very bad to 5 — excellent)

reason reason to choose this school (nominal: close to home, school reputation, course
traveltime | home to school travel time (numeric: 1 — < 15 min., 2 — 15 to 30 min., 3 — 30 min. to 1
studytime | weekly study time (numeric: 1 — <2 hours, 2 — 2 to 5 hours, 3 — 5 to 10 hours or 4 —> 10
failures number of past class failures (numeric: nif 1 <n <3, else 4)

schoolsup | extra educational school support (binary: yes or no)

famsup family educational support (binary: yes or no)

activities | extra-curricular activities (binary: yes or no)

paidclass | extra paid classes (binary: yes or no)

internet Internet access at home (binary: yes or no)

nursery attended nursery school (binary: yes or no)

higher wants to take higher education (binary: yes or no)

romantic | with a romantic relationship (binary: yes or no)

freetime | free time after school (numeric: from 1 — very low to 5 — very high)

Gout going out with friends (numeric: from 1 — very low to 5 — very high)

Walc weekend alcohol consumption (numeric: from 1 — very low to 5 — very high)

Dalc workday alcohol consumption (numeric: from 1 — very low to 5 — very high)

Health current health status (numeric: from 1 — very bad to 5 — very good)

absences | number of school absences (numeric: from 0 to 93)

Gl first-period grade (numeric: from 0 to 20)

G2 second-period grade (numeric: from 0 to 20)

G3 final grade (numeric: from 0 to 20)
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Table 1 provides the following insights:
i.  There are 1044 instances and 33 attributes for both Mathematics (mat) and Portuguese

language (por) datasets.

ii.  G3 is the output label (all 32 attributes other than G3 are independent variables for the
dependent variable G3).

iii. 3 has a range of [0, 20], and the classification model must predict 1 class out of the possible
class labels.

iv.  There is a mix of numerical and nominal attributes. There are no missing values for any given

attributes.

IV. Results & Discussion
The downloaded dataset was in .csv format, and this was converted into.arff to accommodate
the WEKA environment. The converted .arff file was given as input for the WEKA explorer, as

shown as follows:

_[ PreprocessT Classify T Cluster T Associate T Select attributes T Visualize ]

1- Open file... J | OpenURL.. J | OpenDB.. | [ Generate.. | Unda Edit... J | Save... )

Filter

 Choose | None | Apply | Stop

Current relation Selected attribute

Relation: student-mat_complete Attributes: 33 Mame: school Type: Nominal
Instances: 1044 Sum of weights: 1044 Missing: 0 (0%) Distinct: 2 Unigue: 0 (0%)

Attributes [No. | Label | Count | Weight

1 GP 772 772.0
2 MS 272 272.0

l All || Mone J[ Invert | | Pattern J

| No. || Name |

2 [ sex T
3] age
4] address

\

|

\ -

| 5[] famsize
6 Pstatus

1 5 H Medu [C\ass: G3 [Mom) _v][ vVisualize Al

\ 8] Fedu

‘ 9 [ Mjob

\ 10 [] Fjob

|

\

|

\

|

\

|

L

11 ] reason

12 [ guardian
13 ] traveltime
14 [ ] studytime

15 [ failures
16 [ schoolsup
17 [ famsup v 272
o -
Status
oK Log W %0

Figure 1. Student performance dataset on WEKA
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The experiment was conducted in three stages: data preprocessing, data classification without

feature selection, and data classification with feature selection.
Data Preprocessing:

In the data preprocessing phase, target attributes are identified, and the dataset is loaded into
WEKA for cleaning and preprocessing. The target attribute is categorized into 4 classes A, B, C, D, as

shown in Table 2.

Table 2. Mapping of clusters based upon initial values

The range of initial class New Class Label
0~5 D
6~10 C
11~15 B
16 ~ 20 A

122

63

2. Implement of classifiers on full dataset
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Classifiers Correctly In-correctly | Kappa Mean Root mean
Classified square error
(%) Instances error
(o)
ZeroR 51.63 48.37 0 0.3114 0.3944
(baseline)
OneR 84.19 15.81 0.7421 0.079 0.2811
J48 81.32 18.68 0.6971 0.1171 0.2839
Naive 76.53 23.47 0.6332 0.1303 0.2964
bayes
IBk (k-nearest | 45.98 54.02 0.1283 0.2706 0.5186
neighbor)
Decision Tree 83.81 16.19 0.7351 0.1388 0.2477
Logistic 81.61 18.39 0.7023 0.1125 0.2663
Regression
PART 78.83 21.17 0.6587 0.1135 0.3133
RandomForest | 82.38 17.62 0.7099 0.1618 0.2615
JRip 81.90 18.10 0.7113 0.1273 0.2715

Table 3. Comparison of results for different classifiers

Table 3 shows the results for different classifiers for correctly classified instances, incorrectly
classified instances, Kappa statistic, mean absolute error, and root mean square error. Using the above
method, OneR shows a higher accuracy value of 84.19, while ZeroR (baseline) shows the lowest

value of 51.63. Figures 3 and 4 provide the graphical representation of results for different classifiers.
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Compare the results of different classifiers on dataset in terms of accuracy
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Figure 3. Graphical representation of different classifiers

Compare the results of different classifiers in terms of Mean absolute error, Root mean square error and
Kappa Statistic values
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Figure 4. A comparison of accuracy for MASE, RMSEs, Kappa statistic

Table 4. A comparison of different classifiers for execution time

Classifiers Time taken to build a model (in a sec)
ZeroR 0.001
OneR 0.01
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J48 0.14
Naive Bayes 0.03
IBk 0.001
Decision Table 0.38
Logistic 0.54
PART 0.19
RandomForest 0.47
JRip 0.31

Table 4 compares different classifiers in terms of execution time (seconds) without using
feature selection for the given dataset. ZeroR and IBk (k-nearest neighbor) take the shortest time, and
logistic classifiers take the longest execution time. Figure 5 graphically shows the execution time for

different classifiers.
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Figure 5. Time taken to build the classifier

Feature Selection
Feature selection is used to select attributes from the dataset. The feature evaluator and
search method was employed to perform feature selection, and based on selected attributes

techniques, the following 6 features/attributes were selected:

(i) famsize

(i) Fedu

(i) failures

(iv) absences

(v) Gl and

(vi) G2 for better results from the dataset

After selecting these attributes, the dataset was prepared to implement different classifiers to

compare with and without feature selection method.

Table 5. A comparison of results for different classifiers for feature selection

Classifiers In-correctly | Kappa Mean Root

Correctly mean
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Classified Classified statistic absolute square error
Instances
Instances error
(%)
(%)

ZeroR 51.63 48.37 0 0.3114 0.3944
(baseline)
OneR 84.19 15.81 0.7421 0.079 0.2811
J48 84.39 15.61 0.7465 0.1142 0.2515
Naive

81.23 18.77 0.7026 0.1197 0.2672
bayes
IBk  (k-nearest | /¢ o4 23.47 0.6185 0.1193 0.3316
neighbor)
Decision Tree 84.20 15.80 0.7434 0.1353 0.2429
Logistic 84.10 15.90 0.7403 0.1147 0.2413
Regression
PART 81.03 18.97 0.6948 0.1153 0.2728
RandomForest 80.84 19.16 0.6912 0.1153 0.263
JRip 83.24 16.76 0.7305 0.1271 0.263

Table 5 shows the results for different classifiers with the feature selection method for

correctly classified instances, incorrectly classified instances, Kappa statistic, mean absolute error,

and root mean square error. With this method, J48 shows a higher accuracy value of 84.39, and ZeroR

(baseline), the lowest value, 51.63. Figures 6 and 7 graphically represent different classifiers results.
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Compare the results of different classifiers on dataset in terms of accuracy with Feature Selection
Method
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Figure 6. Number of correctly and incorrectly classified instances

Compare the results of different classifiers in terms of Mean absolute error, Root mean square error and
Kappa Statistic values with feature selection
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Figure 7. Accuracy for different classifiers
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Table 6 compares different classifiers for execution time (seconds) with and without feature

selection. Table 6 shows that ZeroR and IBk (k-nearest neighbor) take the shortest time with and

without feature selection. The longest time is taken by Logistic classifiers without feature selection,

and RandomForest takes the longest time with feature selection.

Table 6. A comparison of different classifiers for execution time

Classifiers Time taken to build model | Time taken to build model with
(in a sec) feature Selection (in a sec)

ZeroR 0.001 0.001

OneR 0.01 0.01

J48 0.14 0.11

Naive Bayes 0.03 0.02

IBk 0.001 0.001

Decision Tree 0.38 0.10

Logistic Regression 0.54 0.11

PART 0.19 0.06

RandomForest 0.47 0.29

JRip 0.31 0.18

Figure 8 graphically shows different classifiers for execution time using both methods.
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Comparison of different classifiers execution time using Feature selection and without feature selection
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Figure 8. Time taken to build a model with and without feature Selection

Table 7 shows the results for different classifiers for accuracy with and without feature
selection. The highest accuracy is shown for J48 with feature selection.

Table 7. A comparison of different classifiers for accuracy

Classifiers Correctly Classified Instances with|Correctly  Classified  Instances
feature selection (%) without Feature Selection (%)
ZeroR 51.63 51.63
OneR 84.19 84.19
J48 84.39 81.32
Naive bayes 81.23 76.53
1Bk 76.53 45.98
Decision Tree 84.2 83.81
Logistic Regression 84.1 81.61
PART 81.03 78.83
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RandomForest 80.84 82.38

JRip 83.24 81.9

Figure 9 graphically shows the results for different classifiers for accuracy (correctly
classified instances).

Comparison of different classifiers accuracy with feature selection and without Feature
Selection
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Figure 9. A comparison of different classifiers

V. Conclusions

This paper mines data from high school students to predict their academic performance. The
dataset included relevant educational and personal attributes. Top 10 classifiers were identified based
on previous research. The results show that without feature selection, oneR provided the best
performance, followed by the decision tree, random forest and J48. The results were tabulated, and
corresponding plots were obtained. Then the feature selection method was applied to identify famsize,
fedu, failures, absence, G1 and G2 as the required attributes. According to the results, J48 showed the
best performance with fewer attributes, followed by oneR, decision tree and logistic regression. The
tabulated and plotted results suggest that J48 and oneR provided good results for classifying the
dataset and predicting student performance.
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Cyber security European standards in business
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ABSTRACT. In the paper we consider the attacks on large and small businesses. We analyze the European
standards and legislation. In the paper we also describe the European trainings materials. Using these
materials is made the experiment where we have collected the group of 10 people and assessed them using
cyber security exercises created using the attacks on Georgia and Ukraine. Afterwards we trained these
students for 20 hours using ENISA materials and made them to answer the similar questions once more.We
have got rather good results. Based on our research we offer corresponding recommendations for the
representatives of small and big businesses.

KEYWORDS: cyber security, European standards, security in business

Nowadays, entrepreneurs clearly know that a cyber attack carries not only potential financial and
information losses, but also damages the company's reputation, which threatens to drain customers and
reduce investment attractiveness.

The Internet is becoming more and more dangerous every year and continues to be commercialized. This
contributes to the fact that the motives of bad hackers, or the so-called "black hats" are becoming more
greedy, so businesses should prepare for such possible hacker attacks in a timely manner. Organizations
must improve IT security system so that sensitive data does not leak. The must care about security of the
company in advance, involving employees and educating them.

Here are three main aspects of information security:

Confidentiality — people out of the organization and employers that are not intended to see sensitive data
must not have access to it;

Integrity — existing data in the system must not be changed;
Availability - employees and authorized clients can access the necessary information at any time;

Small businesses are also victims of hacker attacks. If earlier cybercrime was chosen mainly by large
companies, now no small firms or even individual entrepreneurs are insured against its “networks”. A loud
confirmation of this was the breaking of the OneLogin cloud authorization service, which occurred in June
2017. As a result, attackers gained access to authentication data of more than 2000 companies from almost
fifty countries of the world.

According to the opinion cyber security experts, small business is very interesting for modern hackers. Such
enterprises have large stocks of finance and other resources than ordinary users. At the same time, the level
of their protection is noticeably lower in comparison with large firms and corporations. This combination
makes small businesses vulnerable and, at the same time, attractive to cybercriminals of all levels. Hackers
are aimed at small companies and individual entrepreneurs due to the fact that the latter do not pay enough
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attention to their cyber security. They are confident that the attackers will not waste time on hacking their
Internet resources, and therefore underestimate the potential level of risk.

European companies have a very big practice in cyber security. In 2015, almost every 5th European
company faced the risk of data loss or theft due to cyber attacks.

The European Network and Information Security Agency (ENISA, European Union Agency for Network
and Information Security) has signed a memorandum with the largest companies in the semiconductor
industry on the joint development of cybersecurity on the European continent.

The memorandum “General positions on cyber security issues” was signed by Infineon, NXP,
STMicroelectronics and ENISA.

Actually, the development of recommendations for priority actions to strengthen cybersecurity, a kind of
"road map", is the subject of the memorandum. There is a huge need for a clear identification of the main
threats, standardization, the introduction of basic levels of cybersecurity, the development of procedures
and measures for the development and implementation of cybersecurity technologies at the software,
network and hardware level. The document is rather interesting both for specialists and for ordinary citizens,
the safety and well-being of which increasingly depends on the strength of the barrier against invisible
threats on the Web.

From the memorandum we can see, that it is very important in cyber security to use the proven solutions
and the generally accepted level of security and confidentiality of data attached to the Network and* smart
”devices - both of these solutions are necessary, and we recommend their implementation, so that Europe
takes full advantage of the Internet of Things. As such, standardization and certification are identified as
priority areas to accelerate the implementation of a cybersecurity level system that allows citizens,
organizations, and institutions to gain trust in the network environment.

As part of the EU Cybersecurity strategy the European Commission proposed the EU Network and
Information Security directive. The NIS Directive is the first piece of EU-wide cybersecurity legislation.

NIS Directive has three basic parts:

e National capabilities: EU Member States must have certain national cybersecurity capabilities of
the individual EU countries, e.g. they must have a national CSIRT, perform cyber exercises, etc.

e Cross-border collaboration: Cross-border collaboration between EU countries, e.g. the operational
EU CSIRT network, the strategic NIS cooperation group, etc.

e National supervision of critical sectors: EU Member states have to supervise the cybersecurity of
critical market operators in their country: Ex-ante supervision in critical sectors (energy, transport,
water, health, and finance sector), ex-post supervision for critical digital service providers (internet
exchange points, domain name systems, etc).

The most week layer in cyber security in the person. According our research the training of employees
greatly decrease the number of successful cyber-attacks on the organization|[2].

“ENISA” - The European Union Agency for Cybersecurity is working on making Europe cyber secure
since 2004. It cooperates with members states and the private sector to improve the capabilities of defenses
against cyber attacks. It also supports the development of a cooperative response to large-scale cross-border
cybersecurity incidents or crises. Sinc 2019 the agency works on creating cybersecurity certification
schemes][1].
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ENISA CSIRT training material was introduced in 2008. In 2012, 2013 and 2014 it was complemented
with new exercise scenarios containing essential material for success in the CSIRT community and in the
field of information security. In these pages you will find the ENISA CSIRT training material, containing
Handbooks for teachers, Toolsets for students and Virtual Images to support hands on training sessions. In
order to deliver trainings more efficiently with better and longer lasting results, the following resources can

be used.

ENISA introduced cyber security training materials in 2008, and has grown continuously ever since. The
ENISA training material are focused on: technical, operational, setting up a CSIRT and legal and

cooperation.

We have collected the group of 10 people and assessed them using cyber security exercises created using
the attacks on Georgia and Ukraine. Each students had to answer 10 questions. We got the following results:

Student ID

Score

4/10

2/10

4/10

5/10

6/10

2/10

3/10

4/10

5/10

=[O |X|Q[N | N ||~

2/10

As we can see the average number of correct questions is 3.7.

We trained these students for 20 hours using ENISA materials and made them to answer the similar

questions once more. We’ve got the following results:

Student ID

Score

8/10

6/10

7/10

710

6/10

8/10

5/10

7/10

6/10

= |0 |0 (AN N[ |W|N|—

6/10

As we can see the average number of correct questions is 6.6.

This experiment shows us the European training program give rather good results.
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Based on our research we offer global and small business owners to use only proven solutions, to work
according EU-wide cybersecurity legislation and to spend recourses on the awareness raising in cyber
security fields using European training materials.

REFERENCES:

1. https://www.enisa.europa.cu/publications/corporate-documents/enisa-programming-document-
2019-2021

2. Kim, BH., Kim, KC., Hong, SE. et al. Multimed Tools Appl (2017) 76: 6051.
https://doi.org/10.1007/s11042-016-3495-y

39



Scientific and Practical Cyber Security Journal (SPCSJ) 3(2): 40- 48 ISSN 2587-4667
Scientific Cyber Security Association (SCSA)

MATHEMATICAL MODEL OF COUNTER-TERRORIST ACTIVITY
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ABSTRACT. In this paper, we construct a model of an arbitrary terrorist group with a strictly justified
hierarchy using a weighted undirected graph. The proposed mathematical model makes it possible to use
new methods for processing graphs that are not used earlier for solving the problem of destroying the
modeled grouping, as well as a numerical estimate of the damage inflicted on the enemy through
counterterrorist actions.

AnHotamusi B nanHOl paboTe OCYIIECTBISETCS MOCTPOSHUE MOJCIU MPOU3BOJIBHON TEPPOPUCTUUECKOMN
TPYMIBI CO CTPOro OOOCHOBAHHOW HMEpapXHel MPU MOMOIIM B3BEIICHHOTO HEOPUEHTHPOBAHHOTO rpada.
[Ipennaraemasi MmaremaTndecKkasi MOJENb aeT BO3MOXKHOCTD JIJIsl HICTIOJIb30BAaHUSI HOBBIX, HE IPUMEHSEMBIX
paHblie, METOZI0B 00paboTKU rpad)oB A PENICHUsI 3a7a4u O pa3pyIICHUH MOICIUPYEMOH TPYIIUPOBKH, a
TAKXKE YHCICHHON OIICHKH Yyliep0a, HAHOCHMMOIO MPOTUBHUKY TOCPEICTBOM KOHTPTEPPOPUCTUUCCKUX
JIEHCTBUH.

KEYWORDS: terrorist group, graph mathematical models, weights, matrix theory, counterterrorism
activity.

Beenenue. ['eononutuyeckas cuTyalus U cOOBITUS, KOTOPBIE IPOUCXOIAT B MUPE, OCOOEHHO I0cie
Tparndeckux coobituii 2008 roga B I'py3un u B Ykpaune HaunHas ¢ 2014, ype3BbIyaiiHO OCTPO MOJHUMAIOT
BOIMPOC CO3AaHMsI afCKBATHBIX MAaTeMaTHYECKUX MOJENEH pa3luYHBIX TEPPOPUCTHYECKUX OpPraHU3AIMN C
LEIbl0 MPUBJIEYEHUS CTPOroro MaTeMaTHYEeCKOro ammapara ¢ BbIYMCIMTENBHONM TEXHUKH AN
aBTOMAaTU3alMM pa3pabOTKU BO3MOXKHBIX IyTed OOppObI ¢ HMMH, a Taloke A (opManu3alyy aHaIu3a
pe3yAbTaTOB KOHTPTEPPOPUCTUUECKUX NEHCTBUM.

TpaAUIMOHHBIM MyTeM JAJsl MPEACTABJICHUS TPYIMIbI JIOAEH ¢ yKa3aHWEM B3aHMMHBIX OTHOIIEHHN
MEX]ly HUMH SIBIISIETCSI MCTOJIb30BaHne Teopuu rpados [1,2]. 1o o0ycioBineHO psgoM (aKTOpPOB, Cpeau
KOTOPBIX:

®  HAMIAAHOCTB MONY4aeMOil MOy,

e BO3MOXXHOCTH aJIeKBaTHOTO OTPa)XKCHWs MPH ITOMOIIM CTAaHJAPTHBIX orepanuii Ha rpadax
peanbHbIX NeHCTBUH HaJ IpyNIaMy U COOBITUSMY, a TaKOKe COOBITUH B Ipymnmax,

e CyNIECTBOBAHMEM pa3pabOTaHHOTO MaTEMaTHYECKOTO ammapara Uil paboTsl ¢ Tpadammu,
BKJII04asi OOJIBIIOE KOJMYECTBO XOPOIIO 3aPEKOMEHIOBABIIUX ceOs HA MPAKTHKE SBPUCTHYECKUX METOJIOB
00paboTKH.

B Hacrosmuii MOMEHT B HayyHOM MHUpPE 4Ype3BbIYaHO AaKTHBHU3UPOBAIUCH PabOTHl IO
MaTEMaTHYECKOMY MOJEIUPOBAHUIO TEPPOPUCTUUECKUX oOpraHuzauuii [2-5]. OpHako CyIIeCTBYIOLIUE
MOJIeNTN, HH(POPMAIKS 0 KOTOPBIX TOCTYITHA U3 ONPEICICHHBIX HCTOYHUKOB, TAJICKH OT COBEPIICHCTBA. Tak
rpadoBble IpeACTaBIECHUs TEPPOPUCTUUECKOM OpraHU3aLyy, IpeacTaBlIeHHbIE B [3,4], HOCAT OrpaHMYEHHBIN
¥ HEJ0CTATOYHO MH()OPMATHBHBINA XapakTep, MOCKOJIBKY HE YUUTHIBAIOT HEPAPXHIO opraHu3anmy. IlombiTka
TaKoro ydera ObLla NpeAnpuHATa B [2] 3a cdeT BBEIEHHUS B PAaCCMOTPEHHUE YNOPAIOYEHHOI'O MHOXKECTBA
BepIIMH Tpada, XOTS aBTOP HE OIpENesIeT CTPOro Ha paccMaTpPUBAEMOM MHOXKECTBE HEOOXOIMMOE
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OwHapHoe  oTHOIIeHHe,  oOmamaromiee  CBOMCTBAMHM ~ pPEQIEKTUBHOCTH,  TPaH3UTHBHOCTH U
AQHTUCUMMETPUYHOCTH, 0€3 BBEJIEHUS KOTOPOIO PaCCMOTPEHHUE YIOPSIOUEHHOCTH MHOXKECTBA HEBO3MOXKHO.
AHaNOrMYHBI pe3yabTaT OYEBHAHO ObLT ObI JIETKO MOJY4YeH aBTOPOM [2] MpHM MOMOLIM Mepexona OT
HEOPHEHTHPOBAHHOTO Tpada K OpUEHTHPOBAHHOMY. Takoil mepexox il MOBBHINICHHS WH(OPMATHBHOCTU
rpada 3a cuer ydera uepapxuu npemiaraercs B [6]. OgHako opueHTams pedpa Mexay IByMs BepUIIMHAMU-
WHIMBUAYYMaMH, OCHOBAaHHas Ha ydeTe JIMIIb KOJMYECTBAa CBA3CH KaXKAOro M3 HHUX (Y4YeT cTemneHei
COOTBETCTBYIOIIMX BEpIIMH Tpada) CTaBUT MOJ COMHEHHE aJEKBATHOCTH MOIy4aeMOil MOJIETH, TaK Kak
BO3MO)KHA Takasi OPraHu3alysl TEPPOPUCTHUYECKON TpyIbl, KOraa Juaepbl OyAyT UMETh MHHUMAalbHOE
KOJINYECTBO HEIMOCPEICTBEHHBIX CBSA3€H C IMOJYMHEHHBIMHU, OKa3blBasgCh TaKMM OOpa3oM COBCEM HE Ha
BEPXHUX CTYIEHAX UEPAPXUUECKON JIECTHUIIBI.

Takum 00pa3oM, 0 HACTOSILET0O MOMEHTa HE CYLIECTBYET aJIeKBAaTHOMW MaTeMaTHUECKOW MOJENH
TEPPOPUCTUYECKON TPYIIUPOBKH, TIOJTHOCTHIO OTPAKAIOLIEH €€ PEATbHYI0 HEPAPXUIO U B3aUMOCBSA3b MEXKIY
YIEHAMH MOJIENH, I03BOJIAIOUICH YHOBJIETBOPUTENBHO (OPMAIM30BaTh PELICHHE TPAAULMOHHBIX B 3TOH
npeAMeTHON ob0nactu 3amad (0 paspylieHHHd TEPPOPUCTHYECKON OpraHuM3aliM, OTpaHHYCHHE ee
JISSITEIILHOCTH U T.]1.).

eas HacTOsIIEll PpadoOTHI — MOCTPOCHUE MOJENH MPOU3BOIBHOU TEPPOPUCTUUECKON TPYIIBI CO
CTporo OOOCHOBAHHOW Hepapxuell NpU IOMOIIM B3BELIEHHOIO HEOPUEHTHPOBAaHHOIro rIpada, 4ro He
Jenanochk paHee. BBexeHue 3HaueHWil Beca Uil BEpIIMH U pedep NPOHMCXOASAIIed NP MaKCUMalTbHOM
UCIIOJIL30BAHUH allPUOPHON HH(GOPMALIUK O MOJIEIUPYEMOI TEPPOPUCTUUECKOI rpyme (IPOTUBHUKA).

[Ipeanaraemass marematuyeckas MOZENb IaeT BO3MOXKHOCTH [UI HCIIOJIb30BAHUS HOBBIX, HE
NPUMEHSAEMBIX paHblIe, METON0B 00paboTku rpadoB Ui pelieHus 3afad O Pa3pyLIeHUH MOIENIUPYEeMOi
IPYNIUPOBKY, a TaKkKe UHUCIEHHOM OLEeHKM Yyiepda, HAHOCHMMOIO IIPOTUBHHUKY IIOCPEACTBOM
KOHTPTEPPOPUCTUYECKUX TEHCTBUH.

OcHoBHast 4yacTh. PaccMoTpuM 3ajgaud, CBsI3aHHBIE C OpraHU3alMed KOHTPTEPPOPUCTUYECKHX
JEUCTBUM, pelleHNe KOTOPhIX OCYIIECTBIISIETCS C UCIONb30BaHHEM IpadoBBIX MaTeMaTHYECKUX Moenel
npoTuBHUKA. OTAENbHbBIE UHIUBUIYYMbI NIPEICTABISAIOTCA B TaKOM MOZAEIM B BUAE y3JI0B (BEPLIMH), Napsbl
KOTOPBIX COCOUHAIOTCS peOpoM (BEpIIMHBI MPH 3TOM HA3bIBAIOTCS CMEXHBIMH) MPH CYIIECTBOBAHUHU
OIIPENENICHHON B3aUMOCBSA3U MEXy COOTBETCTBYIOIIMMH WIEHAMU PacCMaTpUBAEMOM IPYIIIEL.

ITycth TeppopucTuueckasi opraHu3alys B CBOEH HepapXUU MMEET TPH OCHOBHBIE YPOBHSA: JIMAEpA
(pyxoBoauTENsT) MM HECKOJIBKUX JIMAEPOB; NpeAcTaBUTENEH CBSI3YIOIIEro 3B€Ha (PyKOBOACTBO Ha MECTax) U
HEMOCPENCTBeHHBIX  ucmonHuTesiell. [lpu  mocTpoeHmn  camoit  mpocTodt  rpadoBoit  Mojenu
(HEOpHEHTHPOBAHHBI HEB3BEHICHHBIH Tpad) KaKAOMY WICHY OpraHH3aldH IPOTHBHUKA COOTBETCTBYET
BeplIMHA, pebpa rpada coeAMHAEMOH BEpIIMHBI B TOM CIy4dae, €CIM MEXKIy COOTBETCTBYIOLIMMU UM
YIEeHaMHU CYIIECTBYET HENOCpeACTBEeHHas cBsA3b. Ilpumep Takoil Mozenu mpeicrasieHa Ha puc.l(a), raoe
y3J1bl, COOTBETCTBYIOIME JIMJEpaM OpraHU3allMH, CPEJHEMY 3BEHY W MCIOJIHMTENAM, U1 HarjsJHOCTU
HUMEIOT COOTBETCTBEHHO pa3Hble IIBeTa (KpacHbIM, cuHMH W depHbli 1Ber). I'pad oueBHIHO sBISETCS
cBsA3HBIM. Kak IpaBuiio, HEMOCPEACTBEHHONW CBSI3M MEXIy JMIEpaMH U HUCHOJIHUTENSIMH HE CYILECTBYET,
XOTsl Takas BO3MOXXHOCTb M HE HCKJIIouyaercs. TpaauloHHO rpadoBble MOJENU MPOTUBHUKA CIIy)XKaT I
pelIeHus] CIEAYIOIMX 3aJad: ONpelesieHHe WIEHOB TEPPOPUCTHYECKON Tpynmbl, (MPOTUBHUKA),
OnmokupoBaHuA (yJaJeHus1) KOTOPBIX PEaIbHO BOZMOXKHO OCYIIECTBUTH MPH 3TOM OJIOKHPOBaHKE IPUBENET K
pacrazy opraHu3aluy IPOTUBHUKA Ha HECKOJIBKO HECBSI3aHHBIX MEXIy co00ii yacTel. Pe3ynpraToM Takoro
pacraza MOXET OKa3aTbCid Kak IIOJIHO€ YHHYTOXKEHHME IPYIINbI, TaK M CHIDKEHHE ee 00ecrocoOHOCTH,
3¢ HEKTUBHOCTH NESATETHLHOCTH.

Ha s3pike rpadoB nanHas 3amava Oyner (OpMHUPOBATBCS CIEIyIOUIMM 0Opa3oM: HEe00XO0AUMO
OIIPENENUTh MHOXKECTBO Y3JI0B (MHOXKECTBO, COIAEpXKallee MUHMMAJIbHOE KOJUYECTBO Y3JIOB), YAAJCHUE
KOTOPBIX NPHUBEET K paciiaxy cBsi3ed rpada Ha HECKOIBKO KOMITOHEHTOB. ECii Takoe MHOJKECTBO COAEPKUT
OIUH y3eJ, TO OH Ha3bIBaeTCs TOYKOW COWIeHeHWs . B mpumepe, mpuBegeHHOM Ha puc.l(a), Toukoi
coweHeHus sBisieTca S1. brokupoBaHue 3TOro eIMHCTBEHHOTO WieHA OpraHU3aluy IPOTUBHHUKA IPUBOAUT
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K ee pacrmamay Ha 4YeTelpe 4YacTH, NpUYeM TPH W3 HUX CTAHOBATCS OOE3IJIaBICHHBIMH, a II09TOMY
HeneecrmocoOHbIME (puc. 1(0)). 3aMeTHM, 4TO TAKOE BO3MOXKHO HE BCET/Ia.

Puc.1 Ipumep rpadoBoii MOJEIN TEPPOPUCTUUECCKON TPYIILI (2 — MEPBOHAYAIBHBIA BUI, O — BUJI
1ocIIe yAaJeH!sl TOYKH COWICHEHUs rpada)

Brinenenre B opraHuzalui MPOTHBHUKA TaKUX CBA3CH MEXIy €ro WieHaMH, YAalIeHHE KOTOPBIX
NPUBOIUT K pacmagy TPYNIHPOBKH HA OTACIbHBIE YaCTH, HECBS3aHHBIE MEXIY COOOH, OYEBHAHO
3HAYUTENHHO OTPaHUYHUT BO3MOKHOCTH JIESITEIFHOCTH PacCMaTPHBAEMOH TEPPOPUCTUIECKOM CTPYKTYPEL.

Ha s3pike rpadoB 3amaua dopmupyercs cieayrommM o0pa3oM: ONpeneluTh MHOXKECTBO pedep
(MUHUMaJIBHOE MHOXECTBO pedep) B rpade, yaajleHHe KOTOPBIX NPHUBENET K €ro pacraay Ha HECKOJBKO
KOMITOHEHT.

Jl71s moy4YeHust YIOBIETBOPHTEIFHOTO Pe3ysibTaTa IPH PEIICHHH MTOCTABJICHHBIX 337ad rpagoBast
MOJIeNIb NPOTHUBHUKA JOJDKHA 0O0NamaTh MaKCHMaJbHO BO3MOKHOHW WH(OPMAaTHBHOCTBIO, YYHUTHIBAThH
HepapXHI0 pPaccMaTpPUBaEMON TEPPOPUCTUUECKON TPYNIHUPOBKH. [ 3TOro OyIeM HCIIONb30BaTh B KAYECTBE
MOJIENI! TIPOTUBHHKA HEOPHEHTHUPOBAHHBIA B3BEHICHHBIH Tpad (IS JOIONHHUTEIBHOTO yYeTa HepapXuu
MOJKET CITY»KUTh HyMepallis BEpIINH: cHadajga HyMepyIOTCs JIUAEPHL, 3aTeM CpeJHee 3BEHO, TOCICTHIMH —
HETIOCPEICTBEHHBIEC UCIIOTHUTEINN).

Bce BepmmHbl (OPMHPYIOTCS, MCXOAS M3 AalpHOPHBIX MAHHBIX O COOTBETCTBYIOIIEM 4YIICHE
TEPPOPUCTHICCKON TPYIIHPOBKH, B COOTBETCTBUH C yUETOM:
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1) Ero ocBenomieHHOCTH 00 00BEKTE, Ha KOTOPBIN HATIPABICHO BHIMAHUE;

2) MarepHraabHBIX ¥ BPEMEHHBIX BO3MOXKHOCTEH JJISI OCYIIECTBIICHUS OTBEACHHOW JaHHOMY
YlieHy TPYNIUPOBKU POJIU B TEPPOPUCTHIECKOI OTepaum;

3) 3HaUYNMOCTh PacCMaTPHBAEMOTO YICHA B OPraHU3aInH.

VY4er Bcex MepeYCICHHBIX BBIIIE COCTABICHHBIX YacTe BECOBBIX KOA((UIIMEHTOB aBTOMATHUECKA
BBIJICTIUT JHUICPOB (BEPIIHHBI C HAMOOJBIIMMHU 3HAYCHHUSMH BECOB) M OCTATBbHBIX MEHEE 3HAYMMbBIX WICHOB
[PYIIIIBL

Bce pebpa onpenensitoress B 3aBUCUMOCTH OT:

a) pealpHOM IIeHHOCTH HWH(OpMalWy, IepefaBacMoll IPU TOMOINM IAaHHOM JIMHUHM CBS3H,
(nanpumep, uHbopMaiws, mepeaaBacMas OT PYKOBOAUTENCH TpPYIbl MOJYUHEHHBIM, SIBISIETCS Ooiee
3HAYMMOU, YeM HH(POPMALIKS, [UPKYIUPYIOLIAs MKy HEMOCPEICTBEHHBIMH UCIIOTHUTEIISIMH);

0) HameKHOCTH paccMaTpUBAacMOW JIMHUHM CBSI3M (HAmpUMep, CBSI3b IPU  HEMOCPEICTBEHHOM
KOHTAaKTe SBJISIETCS O0Jiee HaIe)KHOH, YeM IIPU HCIIOJIF30BAHHUH Telle(OHHON JIMHIUH).

[Tpumep B3BemeHHOro rpada — Momenu MpuBeAeH Ha puc.2 (MOPAAOK HyMEpalud COOTBETCTBYET
Hepapxyu YICHOB OPraHU3alld, B CEPEIHE y37ia — ero HOMeED, PAJOM C y3JIOM — €r0 Bec, pAJoM ¢ pedpom B
CcKOoOKax — Bec pebpa).

Puc.2 Monens TeppopHCTHYECKON TPYIIIBI B BUIE B3BELICHHOTO Tpada

3amedanue 1. Mcrons3oBaHue B3BEHIEHHOTO rpada Npu MOAETUPOBAHUH OPTraHU3allK MPOTHBHHUKA
JaeT BO3MOJKHOCTH YYECTh ¢ MepapXHuIio, He Iepexos K OpUeHTHpoBaHHOMY Tpady. Takoi mepexon, Kak
IPaBHIIO, OCIOKHSIET mporecc oopadoTku rpada. Kpome Toro, MaTpuma cMeKHOCTH HEOPHEHTHPOBAHHOTO
rpada obOmamaeT CHMMETPHYHOCTBIO, YTO MJaeT BO3MOXKHOCTH B HEKOTOPHIX TIpadoBBIX aNropuTMax
3HAYUTEIBHO COKPATUT KOJIMYECTBO HEOOXOAUMBIX apu(hMETHIEeCKUX onepanuii [7].

3ama4m, CBSI3aHHbIC C OpPTraHU3alUeH KOHTPTEPPOPUCTHICCKUX ACHCTBUMA, OBLTH c(HOPMYITHPOBAHEI B
oO1eM Buje. Pe3ynbrar yaaneHus HEKOTOPBIX YIEHOB TEPPOPUCTHUYECKON MPYIIUPOBKU MM OJIOKMPOBAHUS
KaKUX-TO CBsI3€H, MPUBOAALIMX C TOUKH 3pPEHUS CHIDKEHHUS AeeclocOOHOCTH IpoTHBHUKA. Hanpumep, ecinu
YIAIUTH CBA3b MEeXNy wieHamMu S4 u S5 (MocT B rpadoBoit Mojenu npoTuBHUKA (puc. 1(a))), 3To Bpsia Jin
HaHeCeT OLyTUMBIH yJap Mo Bcel IPyNIHUPOBKE, T.K. OCTaBIIKUCH 0e3 DS yacTh rpynIUpPOBKU COXPaHUT Kak
a0CoMIOTHOE OONBPIIMHCTBO CBOMX WICHOB, TaK M HAJMYUE BCEX MEPAPXIMUCCKUX 3BECHLEB.

OZHUM M3 OCHOBHBIX BOIPOCOB INPHU MOJEIUPOBAHUU TEPPOPUCTHUECKUX CETell M aKTUBHBIX
JEWCTBUI HaJ, HUMHU SIBISIETCS BOIPOC O TOM, KOTZA PAacCMAaTPHUBAIOUIYI0 CTPYKTYpYy MOXKHO CUHTATh
pa3spylleHHOM, WM YHHUYTOXXEHHOW. BapuaHT yHHYTOXXEHMS BCEX WIEHOB IPYIMIbl paccMaTpUBaTbCcsi He
Oyzer, T.K. HSCMOTPS Ha TO, YTO TAKOW BapMaHT 4acTO SIBJIAETCA NPUEMIEMBIM M JaXKe XKEeJaeMbIM, OH C
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60J1b110}1 10J1el BEPOATHOCTH MOKET OKa3aThCsl MPUHLIMIINAIBHO HEBBIIIOJHUMBIM (JIM0O HEBBIIOJIHUMBIM 3a
OINPEJENeHHBI OrpaHUYEHHBIH NPOMEKYTOK BPEMEHM IPU HAJIMYHUU ONPEAEIEHHOIO OrPaHMYEHHOTO
MaTepUaIbHOTO pecypca).

PaccMoTpuM BO3MOXKHOE pelleHHe Ui IepBOH  3alauyd, MNPUBOJMALIEE K YHHYTOKEHHUIO
TEPPOPUCTHIECCKOI TPYMITUPOBKK B COOTBeTCTBUM ¢ [2]. B [2] mis peurenus 3Toit 3amaun mo rpadoBoi
MOJIENIN TPYIIIBI ONPEEINISETCS] MHOKECTBO BCEX MPOCTHIX, MM «KOMaHIHBIX», Llenel cornacHo [ 1], Hauarno
U KOHEIl KOTOpPBIX OTBEYAeT JUAEPY M HEIOCPEICTBEHHOMY HCIHOJIHUTEI0 COOTBETCTBEHHO. Ilo
MOJY4YEHHOMY MHOXECTBY ONPEASIACTCS COBOKYIHOCTh Y3JIOB rpada, KaXAblil U3 KOTOPBIX MPHCYTCTBYET
XOTs1 Obl B OZIHOM LieNH, IPUYEM Kax/asl Liellb BHOCUT B 3TY COBOKYIIHOCTb €IMHCTBEHHBII y3ell.

VYnanenue u3 rpada Takod COBOKYMHOCTH, pa3pyllaeT BCE CYIIECTBYIOIINE «KOMAaHAHbIe» Lend. B
9TOM ciydyae B [2] nemaercs BbIBOJ OO0 YHHYTOXKECHUH TEPPOPUCTUUECKOW rpynmupoBKu. OmHaKo
HEMOCPEICTBEHHOTO aJrOpUTMa MpelnoiIaraeMol «pa3pylIUTENbHOWY omnepanud He NpuBoguTcs. boiee
TOrO, IIPU ydeTe HepapXuu MOJIEIUPYEMOH TeppOPUCTUUECKOW OpraHu3alliM, NMPOBOIUMOM B [2], camo
BBIJIEJICHHE «KOMaHIHO» IIeMH CTAHOBHUTCS IPOOJIEMATUYHBIM.

PaccMoTprM BO3MOYKHBII alTOPUTM IS OCYIISCTBICHHS YHHUYTOXKEHHUS TEPPOPHUCTUUECKON TPYTITIBI
MPOTUBHUKA B CMbICIE [2], HCHONB3ys B KAa4eCTBE MOJETH MPEAJIOKCHHBIA BBINIE B3BEUICHHBIN
HEOPHEHTHPOBAHHEIH Tpad. s 3TOro mocTpouM Ut Tpad-MoIeIn KOPHEBYIO CTPYKTYpy ypoBHeH (KCV)
[7] c kopHeM B y3ie, UMerolIeM HauOOJNBIINI Bec, T.€. OTBEHYAIOIEM JHIepy (BapuaHT, KOraa 3HaueHHe
MaKCHMAJBHOTO Beca COOTBETCTBYET HECKOJBbKHM BepIIMHAM, paccMarpuBaeTca Huxke). g ymoOcTa
JabHEeUIero u3II0KeHus: 0003HaunM 3T10T y3en X, KCY F(x) ects pa3dbutie MHOKeCTBa BEPILIUH X rpada:

FOO={Lo(), Ly ()., Ligy ()}

TaKoe, uTo Lo(X)={x}, L1 (X)= Agj (Lo(X), Li(X)) = Agj (Li—1(%)- Li_5(x)), 1=2,3,...,1(x),

e Agj(X) — MHOXKECTBO y3110B rpada, He NpUHAIEKAMKX L;_1(X), Ha CMEXKHBIX XOTs OBl C OJIHUM
y310M u3 L;_4(X). DkcueHTpucuteT y3ia X [1] Mo OTHOLICHHIO K CTPYKTYpE YPOBHEH Ha3bIBACTCS JJTUHOU
F(x), a mmpuna o(x) crpykrypsl F(x) u onpenensiercst Tak: o(X)= max { | Li(x) | | 0<i<l(x)}.

Junsa rpada, mpeacTaBiIeHHOrO Ha PHUC.2, KOpHEBas CTPYKTypa YpPOBHEW, omHMcaHHas Bhille, Oyner
UMETh BHJ, MPEACTaBIeHHBIA Ha puc.3. Bce «koMaHIHBIE» IETM — 3TO OYEBHIHO MPOCTHIE Lenu rpada,
UCXOJSIIIME M3 HYJIEBOTO YPOBHS KOPHEBOH CTPYKTYpBHl W 3aKaHYMBAIOUIMECS JIMOO BEPIIMHOW, CTENEHb
KOTOpoii paBHa 1, nmOO BepmMHOW, Jexamed B mnocieaneM ypoBHe KCVY; ecmm Vi, V,, — nBe
MoCcJIeI0BaTeNbHbIE BEPIIMHBI TAaKOW IIENH, TO HOMEp YpPOBHS B KOTOpBIM momana BepumuHa V. Y3mbl,
MOMABIINE B OJUH YPOBEHb CTPYKTYPBI, OMPENENSIT Ty COBOKYIHOCTB, yIAJE€HHE KOTOPOW MpPUBEAET K
pacnany rpada Ha CMEXHbIe KOMIIOHEHTBI 3a CUET pa3pbhlBa BCEX IIEMEH CBA3H, T.e. K YHHUUTOXKECHHUIO
TEPPOPUCTUYECKON I'PYTIIIBI.

0-1 ypoBeHb KCY

1-i yposeHb KCY

E 2-i yposeHb KCY

w

i 3-1 ypoBeHb KCY
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Puc.3 KopreBast cTpykTypa ypoBHEH

3aMeTUM, YTO IPU 3TOM He MOTPeOOBalIOCh SBHOE ONPENEICHNE MHOXKECTBA «KOMaHIHBIX» LIEHeH.
Crnioco6 moctpoenust KCY mpuBener k ToMmy, 4TO JHIEPHl OYIOyT «OTpE3aHbl» OT HEMOCPEICTBEHHBIX
UCIIOJIHUTENEH, YTO  JIMIUMT  BO3MOXKHOCTM ~ OPraHM30BAHHBIX  AKTHBHBIX  JeiicTBUl  NaHHYIO
TEPPOPUCTUUECKYIO IPYIIIUPOBKY.

[TycTe mMeeTcss HeCKOIBKO BEPIIMH C MaKCHUMallbHBIM BecoM. Torga mpu moctpoenuun KCVY pons
«KOpHS» OyJeT UrpaTh He OIWH y3ell: BCe BEepIUIMHBI Tpada ¢ MaKCHMalbHBIMH BECOBBIMH 3HAUCHHSIMH,
OTBEYAIOLIME JTUASPaM IPOTUBHKKA, TIOMEIIAIOTCS Ha HYJIEBOM ypOBEHBb CTPYKTYpbl. OCTaJbHbIC IATH JAJIS
BBIJICJICHUS Pa3JeIIAIOIIero MHOXKeCTBa rpada ocrarorcs 0e3 U3MEHEHHUS.

PaccMoTpuM BapHaHT HaHEeCEHHs yAapa MO TePPOPUCTHYECKOH CTPYKType, KOrja BO TJaBy yIia
CTaBUTCSl YHHYTOXeHHE (OJOKHMPOBaHHWE) MHHHMAIBHOTO (WM TIPOCTO MAajloro) KOJMYeCTBa JIFOJACH.
[lepexons x rpadoBoii MHTEpHpeTalny, 33agada 3aKJOYaeTCs B MOUCKE MHUHHMAIBHOTO DPa3elsIoIIero
MHOXKecTBa Ipada, (MM pacupeAensolero MHOXKECTBA, COAEPIKALIEero Majoe KOJUYeCTBO BeplMH). i
TOT0, OYEBUIAHO, TOTPEOyeTCs AJMHHAS U y3Kas KOpHEBas CTPYKTYpa, B KOTOPOi 1eNieco00pa3HO UCKIIOYHTh
Y316l M3 TOTO YPOBHA, Il€ HMX KojaudecTBO MHUHMMainbHO. Camas anunHas KCVY orBewaer KopHIO,
apisitomiemycst  nepudepuiiHeiM - y3mom  rpada. OpgHako TOWCK nepudepuiiHBIX  y3IIOB  SBISETCS
JOPOTOCTOSIIUM ~NIpEeNpUsiTUEM, TpeOys [UId CBOETO OCYILECTBIECHMS, Kak IpaBuUio, Oojee, dYeM
~( | X| |E |) apu(pMEeTHYECKUX omnepauuil, rae X — 3TO KOJMYECTBO BepIIWH, a E — komuduectBo pedep
rpada, u i rpada OONBIION pa3MEPHOCTH MOXKET OKa3aThCs TOCTATOYHO TPOMO3JKUM B BBIYHCIUTEIEHOM
cMmbicie [7]. YuurbeiBas 310, Oynem ucnonb3oBatk KCY ¢ kopHeMm B mniceBpomnepudepuitHom ysne [7],
ITOPUTM IIOUCKA KOTOPOT'O NMPECTaBIIEH B CIELYIOLEM BUE:

ar 1. (vanuanu3aiws) BeiOpaTs IpOU3BONIBHEIH y3€e 7.

[ar 2. IToctpoenue cTpyKTypsl ypoBHel) [1ocTpoUTh CTPYKTYpy YPOBHE# ¢ KOPHEM B 7.

FO={Lo(r), Ly(r)se-os L)}

[ar 3. (cTAruBaHue MOCIENHEr0 ypOBHst). BoiOpath B L;(-)(I) y3€i1 X ¢ MUHUMAJIBHOMN CTENEHbIO.

[Mar 4. (nocrpoenue cTpykTyphbl ypoBhei). Iloctpouts F(X)={L(X), L1(X),..., Lix)(x))}. Ecmu
l(x)> l(r ), mONOXKUTH I «—X, MEPEHUTH Ha Iiar 3.

[ar 5. ¥Y3en x — nceBaonepudepuitHbIii.

0-1 ypoBeHb KCY

1- yposeHb KCY

2- ypoBeHb KCY

3-1 ypoBeHb KCY

i 4-11 ypoBeHb KCY

Puc.4 Ctpykrypa ypoBHEli ¢ KOpHEM B IceBaoneprudepuiiHoM y3iie

Hcxons M3 NpeAnosoXKEeHHOIO alropuTMa, HCIOIb3yeM KOPHEBYIO CIPYKTYpY Ha pHc.3 Kak
HavyaJIbHYIO ISl TIOUCKa TIceBAoneprdepuiiHoro y3na. B mocieanemM ypoBHe BEIOOPOM y3el ¢ MUHUMAJIbHOM
crenenplo x=12. TlpoBeass neHCTBUS, NPEAYCMOTPEHHBIE aJTOPUTMOM, IIOJYyYEHHBIM B KauecTBE
niceBaonepuepuitHoOro y3ia, y3en Xx=8, KopHeBas CTPYKType ¢ KOpHEM B 3TOM y3Jie MPUBECHA Ha puc.4.
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Kak BumHO M3 puc.4, yPOBHH, COJACpKAIIUE MHUHAMAILHOE KOJWYECTBO Y3JIOB — 3TO MEPBBIA U
BrOopoil. Kakoli W3 HuX BbIOpaTh, YTOObI HAHECTH OOJIBIION BPEJ COBOKYITHOW TEPPOPUCTHUECKOM
TpYNIUPOBKe NpoTHBHUKA? [IpeMMyInecTBOM il HalMX IleNield, Ha MepBbId B3MIAN, oONagaeT BTOPOU
YPOBEHB: CTEMEHb y37a 5 Oolbllie, 4eM y3na 4, MO3TOMY MOKHO OXHJATh, YTO MPHU HCKIFOUEHHUH MATOTO
y3J1a CBSI3HBIX KOMIIOHEHT, Ha KOTOPBIX pacraaaercs rpad), MOXKET oKa3aTh OOJIbIIIE, YeM PU UCCIICIOBAHUN
y3na 4 (3aMeTuM, 4TO Iiesiecoo0pa3HoCTh HcKmoueHus y3ia 5(S1) mcesnonepudepuiinom ysne (puc.l) c
LENbI0 pa3OueHusi TPYIIbl Ha MOJArPYIMIbI Oblla YCTAHOBJIGHA paHEe, MCXONs JIMIIb W3 BU3YAJIILHOTO
npezcTaByieHus rpada, 4To mpu ero OONbIIOW Pa3MEPHOCTH MOXKET OKa3aThCs HEBBIMOJHUMBIM). OaHAKO
Opv IUTAHUPOBAHUM KOHTPTEPPOPUCTHUECKUX JEHCTBHN HWMEET 3HAYCHHWE HE TOJIbKO KOJUYECTBO
MOJIYYEHHBIX B PE3yJIbTaTe pa3psDKEHHBIX YacTed TEePPOPUCTHUECKON Trpymnnbl (KOMIIOHEHT CBS3HOCTH
rpaga). BaxkeH COBOKYIHBIN yiiepO, paBHOCUIIBHBIN TPYNITUPOBKE MPU yIAICH TEX WU WUHBIX €€ YJICHOB,
cBsizeil. Bo3Mo)kHA cHTyalus, KOrja pa3pylleHHEe MHOTOYHMCICHHBIX CBS3eHd KaXIOro WHAWBHIAyYMa
(cootBercTByOIIMI y3en rpada uMmeer OOJIBIIYIO CTEIEeHb) MOXET OKa3aThCs MHOTO3HAYMTEIbHBIM JUIs
TEPPOPUCTUYECKONM TPYNIbl B IEJIOM, a JIMIIb OJHA pa30pBaHHAsl CBS3b MPHUBEACT K (PAKTHUECKOMY
YVHAYTOKEHHIO TPOTHBHUKA

Jis 4uCeHHON OUEHKH yliepOa, HAHOCHMOTO TEPPOPHCTHYECKOH TPYHIHUPOBKE, BOCHOIb3YEMCS
marpuueil cmexxnocti [ 1] rpada-monenu. [ns rpada, npeacraBaeHHOr0 Ha pUC.2, 5Ta MaTpHULa KMEET BUJ:
522020000000
241020000000
214002000000
000210110000
220131100210
002012000022
PROT= 000110201000
000100010000
000000101100
000020001100
000012000010
000002000001

(Ha TIaBHOW AMaroHaau — BecOBble KO(D(UIMEHTHl BEpIINH, BHEIUAroHAJbHBIE 3JEMEHTHl - BECOBBIE
K03 GHuIHEeHTH pedep). B cmty He opueHTHpOBaHHOCTH rpada MaTpPHIBI SBIAETCS CHUMMETpHYHOW. OHa
MOJIHOCTBIO OINpenesisseT Ipad, a 3HAYUT XapaKTepusyeT BCIO COBOKYIIHYIO TI'DYNIIMPOBKY NPOTHBHHKA.
Kaxnas U3 xapakTepUCTHUK TaKOH MaTpHUILIbl ABIAETCA XapaKTEPUCTHYECKOM M pealbHON uelloBeYecKOM
IpYMIIBL

HasoseM sHeprueii Teppopuctuueckoil rpynmsl (Ey) sHepruto curxana, iuppoBbIM NpeCcTaBICHUEM
KOTOPOTO SIBJISIETCS] MATPHUIIA CMEKHOCTHU TpadOBOM MOJEIH POTUBHUKA:

Ey = |[PROT|P,

rae ||*|| - aBkiIMmoBa MaTpu4Has HopMa. VICKITIOUeHHE ONpeNeseHHOTO WICHA TEePPOPHCTHYECKOM
TPYHITEI (OIpeeNIeHHO! BepIInHEI rpada BMeCTe ¢ HHIMACHTAMH peOpaMHu) U MaTPHUIIEI CMEXHOCTH OyaeT
BBIPAXXaThCs B YAAJICHUH U3 HEE CTPOKH U CTONOLA, HOMEpa KOTOPBIX OTBEYAIOT HOMEPY HCKIIOUUTEIBHOM
BEPILIMHBL. DHEPTHIO TPYMIIBI TOCE UCKIIOYEHHS U3 Hee YWICHOB Xki, Xk2 , - .., Xkp, OyJIeM 0003HauaTh Eu(Xki1,
Xk2 5, ..., Xkp). OTOT YMCJIOBOH TIOKa3zaTeldb OYyJOEeT HCIOJb30BaThCs JUIsl CPAaBHEHMS pE3yJIbTaToB
NPEANOoJaraéMoro NpoTUBHUKA. B 3aBUCUMOCTH OT UTOIOB CpPaBHEHUS J1€JIA€TCs BBIBOJ O LIEIECO00Pa3HOCTH
YHAYTOXXEHHS KOHKPETHON COBOKYITHOCTH YICHOB TEPPOPUCTUUECKOI IPyMITbl. ANTOPUTM AJISl ONIPEACTICHUS
pa3IeNsonIero MHOKECTBA rpada NPOTUBHUKA UMEET CIISAYIOIUX BUIL:
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[ar 1. Haiitu nceBnonepudepuiiHbIil y3en X B rpade NpOTHBHUKA.
[ar 2. B xopueBo#t ctpykrype ypoBHEH F(X)={L(X), L1(X),..., Ljx)(X))} HaiiTn yposensb L;i(x),
cojieprKalluii HauMeHsbllee 4ucio rpada.
a) Ecim Li(X) onpezaensieTcs 0AHO3HAYHO, TO MOJIOKUTH | = 1, mepeiitu Ha mar 3.
0) Ilycte Li(x) ompenensiercss HeogHo3HauHO, T.e. 1 € IND, [IND| > 1, rne IND — HekoTopoe
MHO>ecTBO nHIeKkcoB ypoBHer KCY F(x)
Boeruncnuts Ej; [Li(x)] s V; € IND,
Omnpenenuts Epip = iglligllD Ei [Li ()],

—
Il

argmin E;,. [L; (x)].
i €IND

Mar 3. Li(x) — uckomslit yposers KCVY, UCKITIOUEHHBIH U3 Hee.

3ameuanue 2. B npeasio)keHHOM alropuTMe HCHOJB3YETCsS CpaBHEHHUE SHEPTHNA TEPPOPUCTUUECKUX
IPYNI TOCHe YAAJCHUS HMX HEKOTOPHIX UJIEHOB. BOCMONb30BaBUIMCH CHMMETPUYHOCTHIO MAaTPHIIBI
CMEXHOCTH HEOpHEHTHpOBaHHOTO rpada, mis oueHkd Ei [Li(X)] MOXHO BBIYMCIHTH HOPMY HE BCeH
MaTpHLbl CMEXHOCTH, a JIUIIb €€ BepxXHel (WIM HUXKHEH) TPeyroJbHOW 4acTH, YTO IO3BOJUT COKPATUTh
BBIYUCIIUTENBHYIO Pa0OTy IO CPaBHEHUIO ¢ IEpPBOHAYATIBHBIM BAPUAHTOM IPAKTHYECKH B J[BA Psila.

3ameuanne 3. KomuuectBo apudMeTHYECKHX ONEpauuil Uil pealn3alid MpeasioKEHHOTO
anropuT™a 1is Tpada MHOKECTBOM BepiunM X onpenensercs kak ~(|x%|).

KoneyHo, Takoil ajaropurM He TrapaHTUpyeT OTHAEIEHHE JMICPOB OT HENOCPENCTBEHHbIX
UCIIONTHUTENEH, HO pa3OueHHe Ha CBS3HbIE KOMIIOHEHTHI B JIIOOOM cily4ae NpUBENET K OCIaONeHHIO
TEPPOPUCTUIECKOI IPYNITUPOBKHU U OTPeOyeT ONpeIeTICHHOTO BPEMEHH Ha €€ BOCCTAaHOBJICHHE.

BrIiBOABI

1. IloxazaHO, YTO MWCIOJB30BAaHUE MPH MOCTPOCHUMM MOJENIeH pa3IM4YHbIX TEPPOPUCTHUECKUX
IPYIIUPOBOK B3BEIIEHHBIX TI'padoB sBIIETCA INEPCIEKTUBHBIM HalpaBlIeHHEM, NAlOLIMM BO3MOXKHOCTh
YUYeCTb HepapXHI0 NPOTUBHUKA 0€3 Iepexoja K OpUEeHTUPOBaHHOMY Ipady U BBeAEHUs B rpadoBy0 MOJEINb
Pa3IMYHBIX JOMOJHUTENIBHBIX MaTEMAaTUYECKUX OOBEKTOB.

2. CHMMETPUYHOCTH MATPHIBl CMEXHOCTH IIONYYEHHOW Tpadoil Momenmd IaeT IOTCHIHAIBHYIO
BO3MO)KHOCTb BBIUTDBIIIIA B KOJIMYECTBE apu(pMeTHuecKux onepauuii npu oopaboTke nosyyaemoro rpada o
CPaBHEHHMIO C TEM BapHAHTOM, KOTa Tpad) OKa3bIBACTCS OPHEHTUPOBAHHBIM.

3. IIpeanoxeH HOBBIHM MOAXOA K IpoOJieMe YUCIEHHOM OLIEHKHU yliepOa, HAHOCUMOI'O TEPPOPUCTUUECKOI
IPYIIUPOBKE KOHTPTEPPOPUCTUUECKUMH AECUCTBUSAMHU, OCHOBAHHBIM Ha MCIOJIB30BAHUM TEOPUM MAaTpPHUIL U
BBEJICHUE BECOBOWM DSHEPIMU TEPPOPUCTHYECKOH TIPYMNIbI, Ha OCHOBAaHMHM KOTOPOIO IOCTPOEH HOBBIN
AITOPUTM JUIS OTIPEeIICHNs Pa3JesIoIIero MHOXecTBa rpada MpoTUBHUKA.

Koneuno, MHOTME 3amaum, pemraemble Ha Tpadax, U IOJyYeHHsS TOYHOTO pPEIICHHS TpeOyroT
IOJIHOTO  nepedopa, OAHAKO Hajluuyue OOJIBIIOT0 4YMCJIa 3BPUCTHMYECKMX aAJTOPUTMOB, XOPOIIO
3apeKOMEHJIOBaBIIMX ce0sg Ha mpakTuke mnpu o0pabdoTke rpadoB, HE HMEIOMMX OTHOLICHUS K
NPEACTABJICHUIO TEPPOPUCTHUECKHUX TPYII, AT BO3MOKHOCTh PACCUHTHIBATH HA YCIEITHOE HCIIOIb30BaHUE
HEKOTOPBIX U3 3TUX aJITOPUTMOB M Ha Ipa)OBBIX MOJAEISX.
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MeToabl 3alIIUTHI OT COBPEMEHHbIX BEKTOPOB Kudep arak B crpaHax EBponbl

Security methods against modern cyber attack vectors in countries of Europe

Teopruit Uamsunu', Makcum SIBua', Cepreii 'natrox? Aujpeii ®ecenko >
1.KaBkasckuit YauBepcutet, Towmmucu, ['py3us
2. HanmonaneHslit ABHanuoHHblll YHuBepcutet, Kues, Ykpauna
3. KueBckuii HanmoHanbHbIH yHIBEepcuTeT UM. Tapaca llleBuenko, Kues, Ykpanna

AHHOTAIMSI. /{5t momydeHns TaHHBIX OpraHU3aIlnid, CEpBUCOB U TOJIb30BaTeNIeH KHOEp MPECTYITHUKH
mpuOerarT K U30LIPEHHBIM M MPOABUHYTHIM MeTonaM atak. K koHity 2017 rojga eBponeincKuM eHTPOM
mo kubOep mpectymHOocTH — ECC ObuTa BEIpaGoTaHa cTpaTerus 1Mo Ooppbe ¢ MOIIEHHUYSCTBOM H
MPECTYIMHOCTHIO B CETH. B TaHHO cTaThe MBI MPOAHAIM3TPOBAIU TCHICHIIUIO YIYUIICHUs! O€301MacCHOCTH
MTOJIF30BATEIIS Ha IPUMEpE IKCTIEpUMEHTA C (PUIITHHT TpeHaKepaMu. 3HAHHUE, 1 MACCHBHOE TIPEICTaBICHNE
pacnpocTpaHEHHBIX BHIIOB KHOEp aTak MOXKET MOCITY>KHTh OJHUM U3 KIIFOUEBBIX MOMEHTOB B Oopnbe ¢
MPECTYITHOCTHIO B HHTEPHETE, CTOJIb TIOMYJIIPHON Ha TeppUTOpHH EBPOTIBL

ABSTRACT. Cyber criminals use sophisticated and advanced attack methods in order to obtain the data
of organizations, services and users. By the end of 2017, the European Center for Cyber Crime - ECC has
developed a strategy to deal with fraud and crime in the network. In this article, we have analyzed the
tendency of improving user’s security using the example of an experiment with phishing simulators.
Knowledge, and a massive representation of common types of cyber attacks can be one of the key moments
in the fight against crime on the Internet, that is rather popular in Europe.

KJIIOYEBBIE CJIOBA: kubep ataku, ataku Ha EBpomy, knbep npecTymnHoCTh

KEYWORDS: cyber attacks, attacks on Europe, cyber crime

Ona nonyyeHua AaHHbIX OpraHM3auMil, CEpBUCOB M NO/b30BaTeNeN KMbep npecTynHUKKU npuberatot K
601ee N30LWPEHHBIM M NPOABUHYTBIM MeToAam aTtaK. Tak B 2017 roay 6bls10 ckoMnpomeTnpoBaHo bonee
2 MUANIMapA0B 3anmncei, a K Havany 2018 roaa ux KonmMyecTBo Bo3pocsio Ao 4.5 mnnnnapaos. Mo gaHHbIM
MUpoBOTro pMHaHCOBOro Gopyma OAHMMM U3 CaMbIX PACAPOCTPAHEHHBIX MeTOA0B KMbep aTak B CTpaHax
EBponbl ABAAOTCA: NPOABUHYTble HAbOpPbl QULIMHIA; aTakW YAANEHHOrO AOCTYNa; aTakM C MOMOLLbIO
CMapTHOHOB; WMCNONb30BaHME YA3BMMOCTEM YMHbIX AOMOB M MHTEpHEeTa Bellei; MCMoJib30BaHWe
WCKYCCTBEHHOTO MHTE/INIEKTA; BbIMOraTesIn — ransomware [2].

MpopaBuHyTble Habopbl pULIMHrA

Ha cerogHAWHMIA geHb GULIMHT OCTAETCA CaMbliM PACMPOCTPAHEHHbLIM U AENCTBEHHbIM METOAOM aTaK.
HecmoTpa Ha cpaBHUTENbHON HEOONBLLIOW LMK KU3HU GULLNHT CAUTOB (B Nydllem cny4dae 2-3 aHA), oxsaT
LueneBon ayamutopum poctaToyHo 6onblioi. Ons cosgaHua GUIWIMHE cxembl He TpebyeTtca ocobbix
TEXHUYECKUI 3HAHWIN, M JdaKe CpefAHMIA NOJb30BaTeslb CETU CMOKET BbICTPOUTb MeXaHM3m aTaku. C
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BbIx0A4OM 60/1€e MOLLHbIX U NPOABUHYTbIX MHCTPYMEHTOB OULIIMHE CTaHOBUTCA BCe 6osiee onacHbIM
opyamem B pyKax 3/0yMbllwieHHWKoOB. Ha npoctopax dark web cerogHa mMoXKHO BCTpeTUTb OrpomMHoe
KOIMYecTBO HabopoB GpULIMHT aTak.

ATaKku yaaneHHoro Aocrtyna

KonnyectBo ypaneHHbIX aTak pacTeT C KarKAblM rogoM, M AaHHble aTaku cTaHoBATcA Bce bonee
n3oLlpeHHbIMU. OAHMM M3 OCHOBHbIX TUNOB aTaKk yAaneHHoro goctyna B 2018 rogy 6bin cryptojacking,
HaUeneHHbIM Ha yAaneHHblA MalHUHT C NCNOb30BAaHMEM MaLUUHbI XepTBbl. Ewie ogHoM nonynapHoi
LeNbto aTaK yAaNeHHOro A0CTyna ABAAETCA YCTPOMCTBA C OTKPbITbIMU MOPTaMU, KOTOPbIMU M NOb3YHOTCA
3/10yMbIWAEHHMKN. K AaHHOMY BMAY YCTPOMCTB OTHOCATCA IP Kamepbl, ceTeBble YCTPOMCTBA, M Apyras
nepudepms.

ATaKM C NTOMOLLbIK CMapPTHOHOB

Hanbonee pacnpoctpaHeHHble BEKTOPbI aTak HAa cMapTdOHbI CBA3aHbI C He6e30MacHbIM UCMO/1b30BAHUEM
WHTEpPHET pecypcoB. Bnaaenblbl MOPTaTUBHbIX YCTPOMCTB NoABepKeHbl QULIMHIY M aTakam C NOMOLLbHO
BPeLOHOCHOro NporpammHoro obecneveHusa. Mo gaHHbIm RSA, 6onee 60% moLEHHMYECTBA B UHTEPHETE
COBEPLUAETCA C NMOMOLLBbI MOBUBbHBIX NAAaTGOPM, B TO Bpems, Kak 80% NPOTUBO3aKOHHbIX AENCTBUI C
NOMOLLbIO MOBUNBbHbBIX YCTPOMCTB AOCTUrAeTcd C MNOMOLWLbIO MOOWUbHBIX MNPUIOKEHUN BMECTO
MObOUNbHbIX Beb-6paysepoB [3]. Bonbluoe KonMYecTBO MoJsib3oBaTeNel MNPOM3BOAUT (PUHAHCOBbLIE
onepauuun Npu NOMoLLU MOBUIbHBIX YCTPOMCTB B HE3ALLMLLEHHbIX CETAX. B pe3ynbTaTe yero nx gaHHble
YTEKAlOT B CETb M 3a4acCTylo PAa3MELLAOTCA Ha CreLmanbHbIX TOProBbix naolaakax B dark web. Hapsagy c
3TUM, 3a nocnegHue rogbl Bce Yawe oukenpytotca DDoOS aTaku, npousBefeHHble C MOMOLLbHO
CcMapTdOHOB.

Ucnonb3oBaHMe yA3BMMOCTEW YMHbIX ,OMOB U MHTEPHETA Belueit

CornacHo nporHosam 3KkcnepToB M3 Gartner, kK 2020 rogy KoO/AM4YecTBO YCTPOMCTB MHTEPHETA Bellel
OOCTUTHET OTMETKM B 7 MUANIMapA0B eanHuL, NogasnatoLLee KOANMYeCTBO Nosb3osaTtenei loT He BUAAT B
HUX MOTEHLMANbHOM Yrpo3bl B CUAY TOFO, YTO Y MHOFMX YCTPOWMCTB NOMPOCTY HET MO/Ib30BATE/NbCKOIO
uHTepdelica. JaHHbI GaKT MOXKET MpMBECTM K npobiemam C MOHMMAHUMEM TOro, Kakue AaHHble
YCTPOMCTBO COOMpPAET U KaKUMU yrpaBaseT.

MUcnonb3osaHue nporpamm / CKPUNTOB BbiIMOraTeneil — ransomware

PaHblue o6beKkTamu nporpammHoro obecnedyeHuns soimoratesieit 6ol KOMMboTEpPbI. 3a NocaegHMe roabl
AaHHbIM TUN yrpo3bl NpeTepnen U3MeHEeHWA U Ha CEerofHAWHWN AeHb UCNONb3yeTca ANsA aTak Ha
BCEBO3MOXHble ycTpoicTtBa. CyTb ransomware 3ak/odaetca B wuopaumm ¢GannoB »KepTBbl Ha
KoMnbloTepe MO0 APYroM YMHOM YCTPOMCTBE C LE/bi0 MOSYYEHUA AEHEXHbIX CPpeacTB B 0OMeH Ha
KNt04MN gns pacwmndposku Gpannos.

CornacHo nposegeHHomMy ENISA — om aHanusy, B 2018 rogy npoucxoxxaeHue n metoabl npumepHo 21%
npoBeAeHHbIX aTak Tak U He bblan ycTaHoBseHbl. B Threat Landscape Report — e coobuiaetcs, yto
nosb30BaTeNM W OpraHusauMm u3 cTpaH EBponbl moggsepranvce 60nblIOMY KOAMYecTBY A0 Tex nop
HEN3BECTHbIM aTaKaM CO CTOPOHbI 3/10YMbIWJIEHHUKOB, YTO MOATBEPKAAET NpuBeAeHHaA CTaTUCTMKA
(puc. 1). B cnucok TaK ke Bowau aTaku Tmuna DDoS u Brute force, HO y¥e ¢ AIBHbIM OTCTaBaHWEM, TaK KakK
60NbLIMHCTBO COBPEMEHHbIX MEXaHM3MOB 3aLUMTbI C IETKOCTbIO OTPAXKAtOT NOA06HbIe aTaku [4].
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BekTopbl aTak Ha cTpaHbl EBponbl B 2018 roay

BpenoHocHoe no
He ycTtaHoBneHo
MNoxuwexnune npoduns

DDOS
BRUTE FORCE

Puc.1

Takoe Konn4yecTBO HEM3BECTHbIX aTaK 06YC/IOB/EHbl OYEHb YacTbiM BbIXOA4OM HOBbIX BEKTOPOB aTakK, a
TaK¥Xe BCEBO3MONHbIMW BPEAOHOCHBIMM MpOrpamMmmamm / CKpUNTamu, KOTOpble MOKa He W3ydeHbl,
CNefoBaTeIbHO, 3alUMTHbIE MEXaHW3Mbl MPOTUB HUX W conyTcTBylOWwas WMHGOpMaLMA BbIXOAAT C
onpeaeneHHomn 3a4epHKKoM.

CnepyrowMe no CMNMCKY MOXMUeHMA npoduaern U UeneBble aTakW, HAMNPAMYKO CBf3aHHble C
pa3HoobpasHbiMK Be6 pecypcamu, byab To coumanbHasa cetb, MMB60 MHPOPMALMOHHbLIN caliT. [LJoBONbHO
NPUOLINBLHBLIM BUA aTaK, TaK KaK MOJYYMB HYyXKHble AaHHble, 3/I0YMbIWAEHHUKM MNPOAAIT UX Ha
crneuuanbHbIX pecypcax.

Ho Ha nepBom mecTe HECMOTPA Ha M3BECTHble BEKTOPbl aTaK OCTaeTcA BPefOHOCHOEe MnporpammHoe
obecneveHue. 3HOYMbILLII'IeHHMKM noA pasHbiMU npegsioramm noAxKNaablBalOT eEPTBaM BCEBO3MOXKHbIE
CKpuUNTbl U NpOorpammsbl, C NTOMOLLBbKO KOTOPbIX B PE3Y/NIbTATE NPOU3BOAATCA aTAKU PA3HbIX KaTEI'OpMﬁ.

MeToabl 60pbbbl c KN6Eep NpPecTynHOCTbIO

K KoHuy 2017 roga eBpoOnemckMm LeHTPoM no Knbep npectynHocty — ECC 6blia BbipaboTaHa cTpaTerma
no 6opbbe ¢ MOLEHHMYECTBOM U NPECTYMHOCTbIO B ceTU. Kaabli KBapTan areHTCTBO Ny6/INKYET AaHHble
W TEHAEHLMW Pa3BUTUA B HaNpaBAeHUN Knbep 6esonacHocTn. Cuctema ECC ocHoBaHa Ha TPeX OCHOBHbIX
KOMMNOHEeHTax: Kubep ctpaTerua; cynebHan akcnepTnsa; cnew, onepauun.

Bopbba c KMBep MpPecTynHoCTbl0 HAaMOMWMHAET BEYHYD NOroHt0. TONIbKO MOJIYYaeTcAa BbIIBUTb HOBbIN
BEKTOP aTaK M OpraHn3oBaTb COOTBETCTBYIOLIMIA 3alMUTHbIA MeXaHUM3M MPOTUB HEro, Kak Ha pbliHKe
NnoABAAETCA YTO-TO COBEpLUEHHO HOBOE, Nopakalllee AEeCATKM, a TO U COTHU TbiCAY MO/Sb30BaTeNei.
Oco60 aKTya/bHOW LIe/Ibi0 XaKepoB ABAAOTCA cTpaHbl EBponbl. M3-3a 6oblioro macwtaba n passuTus
TEXHO/I0TUI, 0B6BEKTOB A1 aTaKM C KaxkAbIM rooM CTaHOBUTCA Bce bonbLie.
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MeXayHapoaHbIMM OpraHM3aUuMaMU NpeanpuHUMaloTCA onpeieNieHHble Mepbl A1a NpeaoTBpalleHus
rnobanbHbix Kubep atak. [na 6onee YETKOro KOHTPOSA AaHHbIX M YMEHbLUEHWSA yTeyek AOaHHbIX
nosb3oBatenen us ctpaH EeBponbl, B mae 2018 roga 6bln ycTaHOBAEH O6OLWMIA pernameHT No 3almTe
AaHHbix GDPR — General Data Protection Regulation. CornacHo GDPR nocetutena Beb caitTa
HEeobX0AMMO B MaKCMMAaJIbHO NOHATHOM dopme onoBeLLaTb 0 060N NoNbITKE NoNyYeHns n 06paboTKu
€ro NepcoHaNbHbIX AaHHbIX 3TUM PECYPCOM.

OCHOBHbIM N 6onee AeicTBEHHbIM MeToa0M 60pbbbl C OPUEHTUPOBAHHBIMW Ha NONb30BaTeNsa Kubep
aTakaMu ABAAETCA NOBbIEHWe YPOBHA 3HAaHWN B OTpacan Kubep 6e30macHOCTU y COTPYAHWKOB
opraHu3aumii. 3a4acTyto paboTHMKM AarKe He NoA03PEeBatoT O CYLLEeCTBOBaHWN TOrO UM MHOTO BMAa aTak,
YTO CNYXUT NPUUNHON yTeUeK LEeHHbIX AaHHbIX.

TpeHMpOoBKa COTPYAHMKOB A0/XKHA CTaTb HEOTbEMJIEMOI YAaCTblO MEXaHM3Ma 3aLMTbl OpraHu3aLmm ot
Knbep artak. Mo 3asBneHuto IT Governance B 2017 — 2018 rogax MNPOULEHT YyCNewHbIX aTak Ha
nosib3oBaTenei — COTPYAHUKOB KOMMNAHWI CYLLECTBEHHO BO3POC MO CPABHEHUIO C NPeAblAYLLUMMU FO4aMMU.
B mapTe HbiHewHero roga knowbed onyb6anMKoBanm CTaTUCTUKY pe3ynbTaToB ro40BOro GULKNHE TPEHUHIA
COTPYAHMKOB Pa3/IMYHbIX KPYMHbIX M MafiblXx OpraHM3aumii B ctpaHax EBponbl. MapannenbHo nposoaumcs
aHaNM3 yCnewHo NpoLweawnx aTak Ha 3TUX Nosib3oBaTenelt (puc. 2).

[MpouUeHT ycnewHblX aTak Ha nonb3oBaTenein
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15%
12%
9%
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3%
0%

, Mocre 3 430,
I l l | Mocre 12 9 170,
' TP

CTaTucTuka 6 MNH. Nonb3oBaTenein

Puc. 2

[na aHanus3a M nNpoBefeHMA aTak MCMNO/Ib30BA/IUCb Pas/ivyHble GULIMHT CUMYAATOPbI, C MOMOLLbIO
KOTOPbIX OTCbINAIMCb MMCbMA C BPEAOHOCHBIMMU CCbIIKAMM, KOHTEHTOM M NPUKPENnAeHHbIMK dainnamu.
Mo pe3ynbTaTam 3SKCNEPUMEHTA, 33 OAMH TOA, TPEHMHrA MNPOLEHT MONaAaHuA Ha OULKHE YA0BKM
coKpatunca ¢ 27% po 2.17%, 4to 6e3yCcNOBHO MONOMMTENbHO CKa3anoCb Ha OOLWEM pasBUTUM
No/nb30BaTe/iel, U KOIMYECTBE YTEKLLEN B CeTb KOHPUAEHUMANbHOM MHPOpPMaLUK.
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Mbl cUMTaem, YTO TPEHUHTU C y4acTUEeM PabOTHUKOB KPYMHbIX, CPEAHMX, @ TaKKe MasblXx OpraHM3aumm no
OCHOBHbIM Hanpas/ieHuaMm Kubep 6e30MacHOCTM W PaA3HOBUAHOCTAM Kubep aTak MNONOKWUTENbHO
CKaXkyTcA Ha obuwen KapTuHe Knbep 6esonacHocTu B cTpaHax EBponbl. B AaHHOM cTaTbe Mbl pa3obpanm
TEHAEHUMIO yaydyweHua 6e30MacHOCTM NOAb30BaTeNA Ha MNpUMeEpe 3SKCNepumeHTa € GULLMHT
TpeHaxepamu. MogobHbIe TPEHWHIM HeobxogMMO MPOBOAUTb PEryaapHO, OXBaTbiBato Bce Hosblue
TEMATUK U COBPEMEHHbIX BEKTOPOB aTak. Jlydllee opyKue 410 Nosb30oBaTeNs MHTEPHETA - 3TO 3HaHWE, U
MacCMBHOE MpeacTaB/leHMe pPachnpOCTPaHEHHbIX BMAOB KMbep aTak MOXKET MOCAYXKWUTb OA4HUMM W3
KNtOYEeBbIX MOMeEHTOB B 6opbbe c nNpecTynHOCTbIO B MHTEPHETe, CTO/Ab MOMYAAPHOW Ha TeppuUTopuu
Esponsl.
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Stalin’s Cyber Crime
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ABSTRACT. Cyber crime as the term is invented in 21 century, but world history introduces us a lot
of cyber criminals, among them the biggest is Stalin, man who made biggest crime without internet
and computers in the 20% century. So, we think making parallels between two different centuries is

very new and interesting. Based on the facts, we discuss Stalin’s ,,cyber” crime’s whole scheme.
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ABSTRACT. The criticality level of civil aviation (CA) information infrastructure is considerably amplified
by high degree of connectivity and interaction between ground and aircraft systems. Malicious interference
into mentioned systems puts at threats passengers, crew and ground staff security. Unauthorized access to so-
called critical aviation information system (CAIS) is very crucial and it may have serious and tragic
consequences. The control aviation security documents declare following requirements to ensure CAIS
security against cyberthreats (potential cause of an unwanted incident, which may result in harm to a system,
individual or organization — ISO / IEC 27032). Doc 30 declares that measures addressing cyberthreats to CA
have been included in the National Civil Aviation Security Programme, the National Quality Control
Programme and the National Civil Aviation Security Training Programme. Similar requirements are declared
in Annex 17 to Chicago Convention on International Civil Aviation, Doc 8973 as well as in Doc 9985.
However, there are still a lot of unsolved problems related to CAIS identifying, its criticality assessment and
development of methods to provide its cybersecurity. From this viewpoint in the paper integrated complex
approach to provide CA cybersecurity was proposed.

KEWORDS: cybersecurity, critical information infrastructure, European civil aviation, complex
information security system, critical aviation information system

Introduction

Cyberterrorism evolution (since the birth of computer technology in the 1960s) shows that attacks in
cyberspace [1] today have a strong political overtones and more evident in cybernetic influence on
international level. Only the first half of 2014 may be noted such cyberincidents: hackers broke into the
Schengen Information System; powerful DDoS attack focused on 3 biggest NATO sites (http://ccdcoe.org/,
http://nato.int/ & http://nato-pa.int/) from pseudo-Ukrainian groups named «CyberBerkut» & «Anonymous
Ukraine»; cyberattacks on Ukrainian Cabinet of Ministers, Prosecutor General’s Office of Ukraine &
National Security and Defense Council of Ukraine; 1.3 millions of big communication operator Orange
France were victims of cyberattack focused on their personnel data; Russia launched large-scale cyberwar
against Ukraine, it is bound to the revolutionary events and carries political overtones to destabilize the
situation in the state and the violation of its sovereignty & integrity; powerful DDoS attacks from Russian
Federation territory on Ukrainian Central Election Commission in preparation and voting in Presidential
election.

Cyberattacks and acts of cyberterrorism are very crucial for critical infrastructure of any state (Fig. 1),
because these may have serious and tragic consequences. For instance in Civil Aviation (CA) any
unauthorized access to control system calls into shot hundreds and thousands of passengers’ lives. CA is
moving away from traditional radar systems in favor of more modern digital tools connection — the problem
is that new technologies potentially allow attackers get stuck between the pilot and dispatcher. The guidance
aviation security documents declare following requirements to ensure cybersecurity [1].
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Fig.1. Critical infrastructure in accordance to ENISA

European and world requirements for CA cybersecurity

ECAC Doc 30 [2] declares that measures addressing cyber threats to CA have been included in the
National Civil Aviation Security Programme, the National Quality Control Programme and the National
Civil Aviation Security Training Programme. A set of security control consists of below measures [2]:

1) Implementation of effective measures to protect Critical Aviation Information Systems (CAIS);

2) Including the CAIS in their threats assessment processes;

3) Separating the CAIS networks from public;

4) Responsibility for securing CAIS is allocated by operators to a properly selected, recruited and
trained individual;

5) Security measures are considered in the design, implementation, operation and disposal of new
CAIS;

6) Supply chain security measures for hardware and software should be applied to CAIS;

7) Remote access to CALIS is only permitted under pre-arranged and secure conditions;

8) Cyber attack incidents must be recorded for future evaluation and counter & preventive measures
efficiency increasing.

It is also worth noting that the most comprehensive list of measures to mitigate cyberthreats’ negative
influence on CAIS there is in ICAO Doc 8973 [3]. Among them is noted as follows: 1) Administrative
Measures; 2) Virtual (Logic) Control Measures; 3) Physical Controls. Besides this document, also focuses on
CAIS: security by design, networks separation & secured remote access for legitimate users, supply chain
security & cyber attack incidents records [3]. Despite the examples of the last cyberattacks and requirements
of guidance aviation security documents, the main purpose of this paper is offer an integrated complex
approach to provide CA cybersecurity.

Basic issues of cyberspace security

Modern threats to information security (cybersecurity) [4] characterizes of asymmetric and flexibility.
Cyberattacks has long ceased to be an end in itself and become an effective means to achieve a wide range of
purposes; their variety is limited only by the imagination and fantasy of violator. All existed cyberattacks can
be differentiated into 3 categories: attacks adversely affecting on confidentiality, integrity and availability on
the information. All other types are derived from these. By the way, confidentiality, integrity and availability
(so-called CIA-triad) are the main features of information security (and consequently cybersecurity).

In [2] cyberspace was defined as the complex environment resulting from the interaction of people,
software and services on the Internet by means of technology devices and networks connected to it, which
does not exist in any physical form. Multi-criteria analysis was carried out and the following conceptual
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definitions were proposed [4]: Cyberspace is virtual space resulting from the interaction of users, software,
hardware and network technologies (including Internet) for information (electronic information resources)
transformation processes on purpose of ensuring the information needs of society. Cyberterrorism is kind of
terrorism that is a conscious and purposeful application of information system resources to implement
terrorist acts in cyberspace and also to achieve other related purposes in terrorist groups’ interests.
Cyberattack is attempt or realization of security threats in cyberspace aimed at its components (in particular
confidentiality, integrity and availability) considering its vulnerabilities.

Complex approach to provide European CA cybersecurity

Considered examples of cyberattacks and acts of cyberterrorism are very crucial for critical
infrastructure of any state, because these may have serious and tragic consequences. For instance in CA any
unauthorized access to control system calls into shot hundreds and thousands of passengers’ lives. CA is
moving away from traditional radar systems in favor of more modern digital tools connection — the problem
is that new technologies potentially allow attackers get stuck between the pilot and dispatcher.

As well many tools to take control of aircraft in the air were created and tested successfully. During
The Fourth HITB Annual Conference (was held in Amsterdam, 2013) the practical demonstration on how to
remotely attack and take full control of an aircraft was carried out. The attack performed will follow the
classical methodology, divided in discovery, information gathering, exploitation and post-exploitation
phases. The complete attack will be accomplished remotely, without needing physical access to the target
aircraft at any time, and a testing laboratory will be used to attack virtual airplanes systems. ADS-B
(Automatic Dependent Surveillance — Broadcast) and ACARS (Aircraft Communications Addressing and
Reporting System) protocols will be used during the discovery and information gather phases, but none of
those protocols are the objective of this research, I will just use them to plot and analyze the potential targets.
Very basic information on such protocols will be displayed as well as additional references for further
reading. The real target of the attacks will be some on-board systems, complex enough to be vulnerable to
(almost) common vulnerability research and exploitation techniques. Different post-exploitation vectors will
finally be considered in order to gain better aircraft control.

Today we know many examples of attacks to CA throughout the world (e.g. Malaysia, Turkey et al),
but most of these cases are not advertised. This is the purpose of hidden blocking vulnerabilities, but
appearance of unwanted consequences can make the world community in a loud voice to talk about
cyberterrorism in aviation and respond in the short term.

The cybersecurity will be successful only if a comprehensive approach to building a system of CAIS
security (Fig.2). That’s why Ukrainian complex approach includes a set of organizational and engineering
measures that are intended to secure from disclosure, leakage and unauthorized access.
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Fig. 2. CA as infrastructure with NextGen technologies

Let’s look at stages of CAIS’ complex information security system (CISS) development in detail (steps
from 1% to 13"™):
1. Documents Preparing. At this stage, the project of documents is prepared that defines the
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organizational component of the system (the order project of CISS creation, the condition project of
Information Security (IS) service, projects on job descriptions, procedures etc.) that are approved by the
administration. It can be also created an IS service or appointed persons who are entrusted to ensure IS and
control over them. Responsibility relies on the owner of the system.

2. Audit. The following documents are developed: the Certificate of CAIS inspection (contains the
description, principles of CAIS construction and architecture); the list of CAIS objects which require
protection. During the CAIS inspection should be analyzed and described: the general block diagram and
structure (the list and structure of the equipment, technique and software, their communication, features of
configuration, architecture and topology, program and hardware-software IS means, mutual arrangement of
means etc.); types and characteristics of liaison channels; interactive features of separate components, their
mutual influence in private; possible restrictions etc. Such characteristics of the physical environment are a
subject matter of the analysis: territorial arrangement of CAIS components (the general plan, the situational
plan); availability of territory protection and facility access procedure; the influence of environment factors,
protection from the means of technical investigation; availability of communication elements, life-support
systems and communications, which have an output for borders of a controllable zone; availability and
characteristics of grounding systems; storage conditions of magnetic, paper and other data carriers;
availability of the design and operational documentation on components of physical environment.

3. Threats & Violator Model Development. Using the information which is presented in the
Environment Certificate of Inspection of CAIS operation, the potential threats to the data are defined. There
is a research of some possible ways for CAIS data threats realization that is: outflow channels; special
purpose channels & unauthorized data access methods. The results of Environmental Inspection of CAIS
operation affirm the list of protection objects, as well as potential data threats are defined and the model of
threats and violator model are developed. Model of threats (threats model) is the abstract formalized or
unformalized methods and means description of threats realization. Violator model is the comprehensive
structured characteristic of the perpetrator which is used together with the threats model for development of
IS policy. On what information properties violation or CAIS threat is directed: confidentiality violation,
integrity violation, data availability violation, surveillance and management of CAIS violation.

4. Security Policy Development. Security policy is a set of requirements, rules, restrictions, and
recommendations etc. which regulate the data processing order and directed on IS from the certain cyber
threats. Security policy offers the following guarantees: a) It is provided an adequacy of IS level to a level of
its criticality in CAIS; b) Realization of IS measures profitability; c) In any environment of CAIS operation
the assessment and testing are provided; d) Personification of security policy positions is provided, the
reporting (registration, audit) for all critical from the security point of view resources to which an access is
provided during CAIS operation; ¢) The personnel and users are provided with the Full Documentation Set
according to the IS support; f) Critical from the point of view of IS CAIS technologies (function) have all
corresponding support plans of continuous work and its renewal in case of unforeseen situations.

5. Technical Specification. The main stages of technical specification formation: a) Classification and
description of CAIS resources; b) Development (design) of an information model for existing CAIS,
information CAIS flows, interfaces between the user and CAIS etc; c) A list of threats and possible channels
of information leakage determination; d)Expert Assessments of expected loss in case of threats;
e) Identification of security services; f) Requirements identification for organizational, physical and other
protective measures implemented in addition to the complex software and hardware protection;
g) Requirements identification for metrological work; h) Models identification that is designed, and
technological stand; i) Cost-efficiency assessment of selected assets; j) Making the final decision on the
CISS content.

6. Technical Project. CISS technical project is developed on founding and in accordance with
technical specification on CISS creation. In the process of CISS project (design) development there are
proved and designed decisions which give an opportunity to realize technical specification requirements, to
provide compatibility and co-operation of different CISS components, and also different measures and
technical specification methods. A technical project on CISS creation includes: a) Development of general
design decisions necessary for realization of technical specification on CISS requirements; b) The decision
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on CISS structure, operation algorithms and conditions of use of defense (security) facilities; ¢) The decision
on CISS architecture and implementation mechanism, defined by a functional structure of IS services;
d) Procedure description of technical events on support of CISS development sequence, architecture, tests,
the operational environment and CISS documentation according to the set of realization guarantees of
security services; e¢) Development, registration, coordination and the documentation affirmation
corresponding to the technical specification size, on CISS; f) Documentation development on IS resources
supply and-or technical requirements on their development; g) Preparation and documentation registration on
security means deliveries or production containing them in the structure, for CISS complete set
(configuration); h) Development, registration and the affirmation of working and operational CISS
documentation and, if necessary, its separate component parts.

7. IS Plan. At this stage it is required to realize organizational, primary, technical and basic technical
measures of restricted access IS, to establish required IS zones, to lead certification of technical equipment of
an information activity support, IS means, workplaces (facilities) according to the IS requirements.

8. Operational Documentation. At this stage there is a development, registration and the affirmation of
working and operational documentation and, if necessary, its separate parts. The working documentation
contains detailed decisions on CISS design realization, maintenance of CISS management and interaction of
its components, and also the necessary documentation for testing, carrying out of starting-up and adjustment
works, carrying out CISS tests.

9. CISS Implementation. Implementation of organizational IS measures in CAIS provides: work on
administrative documents preparations which regulate an activity of CISS support; compiling of instruction
to person who participates in processing or IS in CAIS according to the list specified in the project on CISS;
completion of work and the affirmation of documents which are included into IS plan in CAIS except those
documents for which the results of the following stages are necessary. Commissioning works, according to
the requirements of the preliminary CISS design in CAIS, provide installation, initialization and testing the
work ability of CISS. Installation and initialization of CISS, which has the expert conclusion about its
compliance with the requirements of normative documents, is carried out in accordance with the procedure
specified in the maintenance documentation for this complex.

10. Preliminary Tests. The purpose of the preliminary tests is checking the work ability of the CISS
and possibility of taking it to the research operation. The CISS work ability and its compliance with technical
specification requirements is checked during the tests. Preliminary tests are carried out according to the
program and test methods. Developer of the CISS prepares program and test methods and the customer
agrees CAIS. Results of the preliminary tests are reiterated in «Protocol Testing», which contains findings
regarding the possibility of taking CISS in research operation (exploitation), as well as a list of identified
weaknesses, the necessary measures for its removal, and recommended time for doing these tasks.

11. Research Operation. During research operation of the CISS: a) Technologies of information
processing, a turnover of machine data carriers, management of security means, access differentiations of
users to CAIS resources and the automated control over users’ actions are examined; b) Employees and IS
users get practical skills with the help of technical and hardware-software IS means, study conditions of
organizational and administrative documents concerning access differentiation to technical means and
information resources; c) Performing (if necessary) the revision of the software, additional tuning and
configuration. According to the results of the arbitrary shape work the report on completion of the research is
operation drawn up, which includes the conclusion on the possibility (impossibility) of CISS representation
on the public examination.

12. Public Examination. Public examination of the CISS is a separate step of acceptance tests of the
CALIS. Public examination is conducted to determine CISS conformity with the requirements of normative
documents on IS and its possibility of introducing CISS consisting of CAIS in the operation (exploitation).

13. CISS Support. CISS support contains (accordantly IS plan and operational documentation):
warranty & after sales technical service.

Conclusions

Accordingly in this paper, based on guidance aviation security documents and analysis of last attacks
in cyberspace, the complex approach to ensure CA cybersecurity was offered. It consists of 13 steps (from
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documents preparing to exploitation and support) and its implementation can allow to provide an effective
cybersecurity of CAIS as well as European CA.
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