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ABSTRACT. The article describes the new Wi-Fi security algorithm — WPA3. The advantages
of this technology and its innovations are proposed. For comparison, outdated protection
methods — WEP, WPA, WPA2 are analyzed and described. In the article it is shown the
principle, vulnerabilities and shortcomings of their work.

AHHOTALMS. B cratbe omucaH HOBBIM anroputMm Oe3omacHoctn Wi-Fi - WPA3.
[Ipennaratorcss npeuMyllnecTBa 3TOW TeXHOJOrMM U €€ HoBoBBeaeHUs. [l cpaBHEHUS
MPOAaHAIM3UPOBAHbI U ONMHCAHBI ycTapeBiue Metosl 3amuTel - WEP, WPA, WPA2. B ctatbe
HPOJIEMOHCTPUPOBAHBI IPUHIUIIBI, YSI3BUMOCTH U HEJIOCTATKH UX PAOOTHL
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Ha cerommsmunii AeHb KakAblii 3HaeT, 4ro 3Ha4uT caoBo «Wi-Fi». Be3 Hero cioxxHo
MPEJICTABUTh MOBCEAHEBHYIO >KM3Hb. MWITUap/el JTr0Aed BO BceM Mupe 3aBucat or Wi-Fi,
UCTIONB3YIOT €ro JUil COBEpIIEHUS TIOKYNOK, TPOCMOTpa pOJMKOB B  HHTepHer,
B3aMMOJICHCTBYIOT C HUM B «YMHBIX» JIOMaX, OaHKax ¥ B KOHIIE KOHIIOB B OOIIEHUH JPYT C
JPYTOM 4epe3 MECCEHIKEPhl U COIMalibHbIe ceTH. Ynciao ucnoiabp3yeMbix Touek Wi-Fi ¢ kaxapim
JTHEM pacTeT W BOMPOC WX 0E30MacHOCTH SIBISETCS KpalHE Ba)KHBIM DSJIEMEHTOM 3allluTh
MEPCOHANBHBIX JaHHBIX.

[lepbie B uctopun Wi-Fi Touku ObulM AOCTYHNHBIMM [yl BCEX, HUKAaKUX aJIrOPUTMOB
0€30MacHOCTH M 3alUIIEHHBIX KaHajoB He Obuto. OMHAKO CIycTs HEKOTOpOE BpeMs, OCTPO
BO3HMK BONpOC 0€30MacHOCTH, TaK KaK HaXOAWINCh 3JIOYMBIIUICHHUKH, KOTOpbIE
3710yNOTPEOISIIN HE3aLUIIIEHHOCTBIO M BCAYECKU BPEAMIM IMyOJUYHBIM ceTaM. Takum oOpa3om
NOSIBWICA TIEPBBIM anroput™M s obecnedeHus OesomacHoctu ceted Wi-Fi — WEP (Wired
Equivalent Privacy). [ns mmdppoBanus nanaeix B WEP wncnonb3yercss KIOYeBOH TOTOK,
KOTOpBIN 00pa3yeTcs NpHU CMELIMBAaHUK NAPOJISI U BEKTOPa MHUIMATU3AUH (PUCYHOK 1).
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Knioveson
NOTOK

Pucynok 1 — Anroputm padotst WEP

Bexrop manmmanmsanuu B WEP — 310 moctostHHO MeHstonieecs 24-O0MTHOE YUCIO M MOXKHO
ObUI0 OBl MPEANONOXHUTh, 4YTO B3JIOMaTh WM MOA0OpaTh €ro HEBO3MOXHO, OJIHAKO C
YBEJIMYCHUEM BBIYUCIUTENBHBIX MOIIHOCTEH MEPCOHAIbHBIX KOMIBIOTEPOB JIMHA BEKTOPA
WHUITHATHA3AIAN CTala HEJ0CTaTOYHOW. MeTozoM mo0oopa MOXHO MoJ00paTh HEOOXOIUMBIC
3HA4YCHUS KaJpOB, JUIS KOTOPHIX BEKTOP WHHUIMAIH3AIUHN OyIeT OJMHAKOBBIM. TakmM oOpasom
B3JIOM JIaHHOTO aJITOPUTMAa CTaJl CBOJUTCS K HECKOJIBKAM MUHYTaM.

Pemenunem 3Toii mpoGiemsl ObIIO pa3paboTka HOBOro anroputma OezonmacHoctd — WPA. WPA
aBisiicss mogudukanuein WEP, HoBmiecTBoM koTopoi Obuto BHeapenue WPS — cranpapra,
KOTOPBIM ympomian MojAKJIoYeHHe K OecrnpoBopHoW ceTtd. st oOecneueHHs LETOCTHOCTH
coo01ieHnit oH ucnonb3oBan npotokod nenoctHoctu TKIP unun Temporal Key Integrity, B To
Bpemsi, kak WEP ucnons3oBan CRC unu Cyclic Redundancy Check. Cuutanocs, uro TKIP
HamHoro cuibHee, yeM CRC. Ognako TKIP ctana o0beKTOM XakepoB M B HEll ObLTH Hai/ieHBI
YSI3BUMOCTH, KOTOpbIE MO3BOJISUIM IKCIUTyaTUpOBaTh €€ U MepexXBaThiBaTh COOOIICHUS B CETH.
Jns ucnipaBieHus: 3TOHM yA3BUMOCTH OBbLIO BHEIPEHO pElIeHHe oOpbIBaTh BCE MOJAKIIOUYEHUS Ha
60 cekyHJ TIpH TONBITKAX MOaOOpa Kitouei. Xakepbl BOCTIOIB30BAINCH JAHHBIM PEIICHUEM U
MoChUTaN (PUKTUBHBIE TAKETHI, KOTOPBIC IMO3BOJUIM BHIBOAUTH CeTh W3 CTpos. [lamee Obutn
HaWJeHbl U MHBIE YA3BUMOCTH, KOTOPbIE MO3BOJISITA UMETh MOJIHBIM KOHTPOJIb HaJl CEThI0. TakuM
obpazom WPA ce0st mpoeMOHCTpHpOBaja He ¢ JIydlieil CTOPOHBI. JTO MPHUBEIO K TOMY, YTO
BO3HUKIJIa HEOOXOJMMOCTb UCKAaTh HOBBIM alrOpUTM 0€30TIaCHOCTH.

B 2004 romy Obun 3amylieH HOBBI aJITOPUTM Ha YCTPOWCTBAaX, TOYHEE MOIUQPUKAIHS €ro
npenmecTBeHHuKa — WPA2. CuiibHOHM CTOpPOHOM OKa3ajloch WHIWBHIYyaJbHOE MH(pPOBAHUE
JAHHBIX Ka)kKJIOTO TIOJNB30BaTels, a anroputMoM mmmdpoBanus ctan AES, 4to 3HauutenpHO
MTOBBICHJIO YPOBEHB Oe3omacHocTh. Jlonroe Bpemss WPA2 cunrancs 6e3omacHbIM, oaHako B 2017
rofy OblTa OImyONHMKOBaHA YS3BHMOCTH, KOTOpAas TMO3BOJISIET B3NMambIBaTh Wi-Fi Touku maxe c
anroputMom WPA2,

Vsaseumocts dTa wumeer HasBanme KRACK (Key Reinstallation Attack) — araka ¢
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nepeyctaHoBkoi kitoua [1]. [Ipu aTtake ¢ nepeycTaHOBKOM KJIIO4a 3JTIOYMBIIIJIEHHUK 3aCTABISIET
KEPTBY IEpeyCcTaHaBIMBaThb YK€ MCIHOJb3YEeMBbIH KIIOY. OTO  JOCTUraercs IMyTeM
MaHUITYJIUPOBaHMS M BOCIIPOM3BEICHUSI KPUNTOTpapHUECKIX COOOMEeHM pyKkomoxkaTus. Korma
JKEpTBa MEPEyCTaHABIMBAET KIIIOY, CBSI3aHHBIC MapaMeTpbl, TaKue KaK HOMEP MHKPEMEHTHOI'O
nepeaBaeMoro Makera ¥ HOMEp MPHHUMAeMOro MakeTa, cOpachIBalOTCS 10 WX HAYaIbHOTO
3HaueHus. Korga KIMEHT NpUCOEOUHSIETCS K CETH, OH BBINOJHIET YETHIPEXCTOPOHHEE
PYKOIIOKaThE JIJIsi COTJIACOBAHWS HOBOTO KIltoua Mu@poBaHus (pUCYHOK 2). YCTaHOBKAa 3TOTO
KIII0Ya TPOM30MAET TOraa, Korga OyJeT MOdyd4eHO 3 COOOMmIeHHE O YeTHIPEXCTOPOHHEM
pykonoxatuu. Ilociie Toro Kak KJito4 yCTaHOBJICH, OH OyZeT MUCIIOB30BaThCs [T IU(PPOBAHUS
OOBIYHBIX KaJPOB JAaHHBIX C HCIOJIH30BAHHUEM IMPOTOKONa mmuppoBanus. OMHAKO, MOCKOIBKY
COOOImIeHNST MOTYT OBITh MOTEPSHBI WM OTOPOLICHBI, TOYKAa JOCTyNa OYIEeT IOBTOPHO
nepenaBath COOOMIEHWE 3, e€ClM OHO HE MOIYyYWJIO COOTBETCTBYIOIIMH OTBET B KadecTBE
HOATBEPKJICHUA. B pe3ynbraTe KIMEHT MOXKET MOJyYUTh COOOIIEHHE 3 HECKOJIbKO pa3. Kakablit
pa3, Korja OH IOJIy4yaeT 3TO COOOIIEHHE, OH IEepEeyCTaHABIMBAET OAMH M TOT K€ KIIOY
mudpoBaHUs U, TAKUM 00pa3oM, cOpacklBaeT MHKPEMEHTHBII HOMEp IepeiaBaeMoro makera u
NOJTy4aeT HOMEp MPUHUMAEMOro IakeTa, MCIOIb3YyEeMbI MPOTOKOJIOM IIU(PPOBAHUS.
370yMBIIIEHHUK MOKET MPUHYAUTENIBHO BBIIOIHUTD 3TU OJTHOPa30Bble cOpOCH! MyTeM cOopa U
BOCIIPOM3BECHUS TOBTOPHBIX IlepeAay COoOOMEHHS 3 UeTHIPEXCTOPOHHETO PYKOMOXKATHS.
Taxum 06pa3oM 3710yMBIIIJIEHHUK MOKET MOAIENaTh MaKeThl, ASMH(POBATh U BOCIIOIb30BATHCS
umMu. Ataka paboTaeT MPOTUB BCEX COBPEMEHHBIX 3amuineHHbix cetedt Wi-Fi. Hekotoprie
KOMITAaHUM  BBIITYCTWJIM ~ OOHOBJICHMS, TO3BOJISIIOIIME YMEHBIIUTh BO3MOXKHOCTH  3TOH
YSI3BUMOCTH, OJTHAKO HE BCE MOJIb30BATEIN OOHOBIISIIOT CBOM POYTEPHI, UTO MOXKET BECTH JIMIIb K
YCYT'yOJICHUIO CUTYalluu ¢ 0€30MacHOCTHIO.

MapmpyTHarop

BSSID (tochka)
mpon e BSSID

IMoaroroexa nepen

pYiDOOAa THAM PBKDF2 PBKDF2

1 pyKonomaruve

2 pyKonoarume

3 pykonomatue

4 pyKonosarme

Pucynoxk 2 — YeTsipexcTopoHHee pykonoxarue anropurma WPA?2

Ha pucynke 3 mpencraBieHa cTaThcTuka — obimiee koimuvectBo Wi-Fi Touek Ha miaHere u
QITOPUTMBI O€30MACHOCTH, HCIIOIb3yeMbIe Ha HUX [2].
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Wireless Encryption

APAZ: 345,465,736 (64.92%)

Pucynok 3 — Anroputmel mudpoBanus Wi-Fi

Kak BugHO Ha pucyHke 2, moutd 65% Todek mocTyna HUCIoib3yroT anroputM WPA2, 19.32%
UCTIOJIb3YIOT HEU3BECTHBIE METO/bI MHppoBaHus U 3amuThl, 5.70% ucnons3yor WPA, 6.21%
ucnonb3ytoT WEP, HeB3upas Ha ero He06e30MacHOCTh B 1IeJI0M, U 3.96% He HCNOIb3yI0T METOIbI
3amuTsl Wi-Fi BooOe.

PaccMoTpuM Kakyro OIacHOCTb B ceOe HeceT MOJydyeHHe 370yMBIIUIEHHUKOM jaoctyna Kk Wi-Fi
touke. IIpenmnonoxkum, 4To 3JI0YMBIIUIEHHUK MOJIYYWJ AOCTYIl K TOYKE, KOTOPOM IOJIb3YIOTCS
KOPIOPAaTUBHBIE COTPYJHUKH OAHOM W3 KPYNHBIX KOMIAHUH. 3JIOYMBIIUIEHHUK MOKET
COBEpPILUTHh MEPeXBaT COOOIICHUH, KOTOpbIE COTPYAHUKU OTIPABISIOT B MECCEH/DKEpax U B
HOCJIEICTBUM HCIOJB30BaTh JAaHHYI0 HH(OpMAIMIO MPOTHB 3TOr0 COTPYAHHMKA WIM LEJIO0H
komnanuu. [ToMrmo 3TOro, ecTh BO3MOKHOCTh KpaXkH naposieil 1 Kykuc Qaiino 6paysepa. Eciu
II0JIb30BATENb HCIIOJIb3YET KOPIOPAaTUBHYIO IMOYTY, TO 3JOYMBIIUIEHHUK MOXKET 3aIlOJIyYHUThb
JOCTYI K UcbMaM Ha noute. [Ipu Hanuuuu goctyna k Touke goctyna Wi-Fi MoxkHO moiMeHHUTh
(ailsipl, KOTOpBIE MOJIb30BATENb KaYaeT B CETH, TEM CaMbIM IOJMEHUB UX Ha BPEIOHOCHBIH KOI.
MHO03X€eCcTBO CiTydaeB cO B3JIOMaMU ObUTH CBSI3aHBI KIMEHHO € 3aIlyCKOM BPEIOHOCHBIX IPOTPaMM,
KOTOpble NPHUBOAMIM K KPYIHBIM yliepOaM, Kak (UHAHCOBBIM, TaK W Bpedy pelyTaluu
komnanuu. [losTomy Bompoc 6e3omacHocTH To4ek goctyna Wi-Fi B koMmMepuecknx cTpykTypax
JOJDKEH OBITh OCHOBOMoOJNararommM. I 3Toro u pa3padaThIBarOTCS HOBBIE alTOPUTMBI
0e30macHOCTH, 1a0bl MPEIOTBPAIIATE BEPOSTHOCTH B3JIOMOB CO CTOPOHBI 3II0YMBIIIJICHHUKOB.

B cBs3u ¢ HaxoxkneHueM ys3BuMocTH B WPA?2 Obita mHagara pa3paboTka HOBOTO alropuTMa
0e30macHOCTH, KOTOpBIN noxyurit Ha3Banue — WPA3. OH sBnseTcs HOBBIM ITOKOJICHHEM CHCTEM
6esonacHoctn Wi-Fi m eme He HaxoauTcs B MaccOBOM JOCTyI€ Ha pBIHKE (HA MOMEHT
HaIMACAaHWS CTaThU HACYUTHIBAIOCH Beero 10 moxeneit, koTopeie moanepxkuaioT WPA3). WPA3
nobaBisieT HOBbIC (yHKIMU, ymporiammue Oe3omacHocTh Wi-Fi, obecneunBaromue Oonee
HAJICKHYIO0 ayTCHTU(HUKAIMIO, TOBBIIIAIONINE KPUNTOTPaQUIECKyr0 CTOMKOCTH Ui PHIHKOB
BBICOKOYYBCTBUTEIBHBIX JaHHBIX U TONICPKHUBAIONINE YCTOWYMBOCTh KPUTUYECKH BasKHBIX
cereii [3]. Takum oOpazom, B WPA3 Obuta BHeApeHa 3ammra OT mepedopa Mo CIIOBAapio HITH
MeTOoJa «Tpy0ol CHIIBI), MOCTEe HECKONBKUX HEYNAYHBIX IOIMBITOK MPOUCXOIUT OJOKHPOBKA,
npoucxoaut 310 Omarogapio meroxy SAE [4]. SAE (Simultaneous Authentication of Equals) —
HOBBIHM MeTOJ] ayTeHTU(HUKALIMN YCTPOICTBA, IBITAIOLIETOCs MOJKIIOUNTHCS K CETH, 3TO BapUaHT
«YyCTAQHOBJICHMS CBSI3M IO METOAY CTPEKO3bl», MHCHOJIB3YIOUIEro KpunTorpapuio amis
NpeJOTBPALCHUs yraJblBaHUs Mapoisl 3710yMblnuieHHUKOM. [Tonnepikka mpsiMoil cekpeTHoCTH
HO3BOJIIET COXPAaHUTh KOH(QUAEHIMAJIBHOCTh JAHHBIX Jake IMPU YCIELUIHOM B3JIOME
3noyMblIeHHUKOM. CoBepuieHHass npsivas cekpeTHocTh (PFS) o3nawaer, uro ceaHcoBbIi
KJII04, TEHepUpyeMblii ¢  HCHOJb30BAaHHMEM  [JOJNOBPEMEHHBIX  KJIo4el, He Oyner
CKOMIIPOMETHPOBAH, €CIM OJMH WJIM HECKOJbKO M3 3THUX JIOJTOBPEMEHHBIX Kitoued OyayT
CKOMIIPOMETHPOBAHBI B OyIyILIIEM.

B OTKpBITBIX ceTsiX, TpadMK WHIUBHIYAIBHOTO YCTPOWCTBA TaK ke OyaeT mmdpoBaTbecs Mmpu
nomonm npotrokona Enhanced Open (uero Her B manubiii MoMeHT B WPA2). Enhanced Open
4



Scientific and Practical Cyber Security Journal (SPCSJ) 3(1): 1-5 ISSN 2587-4667 Scientific Cyber Security
Association (SCSA)

UCTIONB3YyeT OMMOPTYHUCTHUYECKOoe OecnpoBojnHoe mmudpoBanue (Opportunistic Wireless
Encryption, OWE), uToObl 3ammumathkcsi oT naccuBHoro mnoxaciaymuBanus [5]. Jns OWE He
TpeOyeTcsl OTONHUTENbHAS 3aliTa C ayTeHTH(QUKAIMe — OHO KOHIIGHTPUPYETCS Ha
yIydlIeHNH IMUQPOBAHMS [AHHBIX, NEpeAaBaeMbIX TII0 MyOIWYHBIM CETSAM, C IIEIBIO
NPEeNOTBPaTUTh UX Kpaxy. OHO TaxKe NpPeJOTBpAIlaeT «IPOCTYI0 HMHBEKLUIO IaKETOB», B
KOTOPOI aTaKyIOIINi MBITAeTCA HaPYIIUTh PabOTy CETH, CO3/aBasi U MepeaaBas 0COObIe MaKeThI
JIAHHBIX, BBITJBSIAIME, KaK 9acTh HOPMalbHOW paboThl cetw. Ha cerommsmuuii aeup Wi-Fi
pabotaet ¢ 6e3omacHocThiO B 128 6ut. WPA3 BHenpser HoBble 192 u 256 OUTHBIE IPOTOKOIIBI
0€30MacHOCTH, KOTOPBIE TTO3BOJIAT obecreunBaTh Oonee 3PpPEeKTUBHYIO 3aLIUTY JTaHHBIX.

OpHako HE BCE TaKk paayXHO, Kak omnucaHo Bbime. WPA3 momnepxuBaeT 0OpaTHYIO
COBMECTHUMOCTb C airoputMoM WPA2, 4TO HECOMHEHHO MOXET BECTH K HETraTUBHBIM
nociencTsusM. Buenpenne SAE X0Th M BeleT K YCIOKHEHHUIO Tpolecca mepedopa maposet,
OJIHAKO TIOJHOCTBIO €ro He HUCKIo4aeT. [loMHMO 3TOro, CTOMT NPEANONOXKHUThb, YTO €Cld
3TMOYMBIIIICHHUK BCE-TaKM IOJy4daeT MOCTYN K Touke moctyma Wi-Fi (o pasBopaumBaioT
CBOIO COOCTBEHHYIO TOUKY JIOCTYIIA), TO OH BCE TaK YK€ CMOXKET MEePeXBaThIBaTh TpaPUK.

Pa3zpaboTunky  poyTEepoB OMHO3HAYHO BOCIIOJNB3YIOTCS ~ BBIXOAOM HOBOTO — alrOpHTMa
0e30macHOCTH, ISl YBEIMUYSHHS TPOJak CBOMX yCTpoicTB. He mCKioYeHo, 9TO MOmIepiKKa
CTapbIX MojieNell YCTPOWCTB NPOU3BOAUTENN IIEJICHANPABICHHO OOHOBIATH HE OyayT, Aa0bl
noJb30BaTeNu npuoOperanu HoBble. bynem Hanestbcs, uto WPA3 nmpoaemoHcTpupyeT cebs ¢
JTydIIei CTOPOHBI B IIaHe OE30MaCHOCTH, HEXKEIH €ro MpelIeCTBEHHUKH.
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ABSTRACT. The model of the security penetrator of the automated system is developed,
on the basis of the use of a 4-level gradation of access to information
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Any information is considered as the form of streams acting on sense bodies of an
operator by the forms of image, communication and text, which leads to the generation of
flows in corresponding forms. Modern information technologies sublimate the features of all
forms, and various current forms can be transformed between themselves.

Thus, the main stage in the construction of the information security system is the
analysis of information threats and the use of measures to reduce or eliminate them. However,
not enough attention is paid to the development of the model and the analysis of penetrators,
without which it is impossible to carry out a qualitative analysis of threats, because it
describes the possibility of a penetrator concerning the violation of information security.

The need to classify threats to information security is due to the fact that the
architecture of modern means of automated information processing, organizational, structural
and functional construction of information and computing systems and networks, technology
and processing conditions are such that information is a subject to excessive overflow of
factors on which it is necessary to formalize the description task and threats as well as
effective counteraction to them. The list of threats to information security [1,2] will be
considered by the target sign of the classification and description of components of
information flows critical to modification. The analysis of these threats should be carried out
on the basis of their qualifications by a number of assessments. Each rating reflects one of the
generalized requirements for the system of protection (confidentiality, integrity, availability):
unauthorized copying of information carriers; careless actions leading to the disclosure of
confidential information or make it publicly available; ignoring organizational constraints
(setting rules) when determining the rank of the system.

According to information systems, we will consider the following types of threats:

- the threat of privacy breach is that the information becomes known to those who do
not have the authority to access it;

- the threat of integrity breach includes the notion of any deliberate change in
information stored in the system or when it is transmitted between systems;

- the threat of service failure occurs every time when access to some resources is
blocked as a result of intentional actions;

- the threat of disclosure of the security of the information system.

When considering the protection of automated information systems, it is expedient to
use a 4-level gradation of access to information stored, processed and transmitted by the
system: the level of information carriers; level of interaction with carriers; level of
information provision; level of information security.

In addition, additional requirements for the analysis of information threats need to be
formulated: the list of existing threats should be as complete and detailed as possible. For
each of the threats it is necessary to determine in violation of which properties of the
information or information system it is directed (confidentiality, integrity, availability, as well
as failure of the services of the system); Possible methods of realizing threats [3].
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Proceeding from the technology of information processing and constructing a model of
information threats, it is necessary to develop a penetrator model that should be adequate to
the actual penetrator for the given information system.

Relative to the automated information system, penetrators can be external or internal.
The penetrator model should determine: the possible purpose of the penetrator and its
gradation according to the degree of danger for the system; categories of persons who may be
the penetrator; prediction of the penetrator’s qualification; prediction of the nature of his
actions.

Therefore, the correct constructed model of the penetrator suggests that it reflects its
practical and theoretical capabilities, a priori knowledge, time and place of action, etc. The
model should be constantly adjusted in the light of obtaining new knowledge about the
possibilities of the penetrator and changes in the system of protection of the system and the
system on the basis of analysis of the causes of violations that have occurred, which will
affect the exact reasons, as well as more precisely determine the requirements for the system
of protection against this type of violation [3].

In order for the model of the penetrator to be of maximum benefit, it must be created
for a specific object of protection and can not be universal, take into account the motives and
socio-psychological aspects of the violation, the potential opportunities for access to
information resources of various categories of external and internal penetrators to various
spatial-temporal sections of the object of protection.

Determining the specific characteristics of probable penetrators is largely subjective,
so the model of the penetrator, which is built on the specific features of a particular subject
area and technology of information processing, can be represented by the listing of several
variants of the penetrator’s appearance.

A penetrator is a subject that mistakenly or deliberately attempts to perform prohibited
operations and uses various opportunities, means and methods for doing so. Each penetrator
for the realization of his intentions is guided by a certain motivation and intentions, possesses
a set of knowledge, skills and methods of committing unlawful actions with the use of
appropriate technical means. Only a set of knowledge about all characteristics of the
penetrator will adequately respond to possible threats and choose the appropriate means of
protection.

In addition, the actual capabilities of the penetrator are largely determined by the state
of the object of protection, the availability of potential channels of information leakage, the
quality of information security. The reliability of the information security system depends on
the penetrator, because in order to achieve his goals the penetrator must make some effort,
spend resources. As a penetrator, an entity that has access to an object with regular means of
information and communication systems is considered. It is believed that in its field the
penetrator is a specialist in higher qualification, knows everything about information and
communication systems and means of their protection.

But skills and abilities can be realized subject to staying in certain premises of the
facility, from which it is possible to realize the threat. Therefore, in addition to the level of
knowledge of the penetrator, his qualifications, preparedness for the implementation of his
plans, to form the most complete model of the penetrator, it is necessary to determine the
category of persons to which the penetrator may belong.

When forming a penetrator model, it is necessary to differentiate all employees not
only from their ability to access the system, but also for possible losses from the actions of the
personnel, that is, for potential losses from each category of employees, from system
administrators to ordinary users and even cleaners. Also, we cannot forget about such a
category as external penetrators (competitors, customers, etc.).

Thus, each user according to his category, that is, level of professional knowledge and
access to information resources of the system, can cause more or less damage to the object of
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protection by accessing specific elements of the information processing system. Additionally,
there might be some interesting information about what kind of threat an intruder may realize:
stealing, copying, modifying, destroying, disclosing information, blocking access to it, etc.

Such a system of categorizing staff at risk should not be perceived as a dogma. In each
individual case, a separate system of categorization and comparison with a variety of threats is
created, which helps in the creation and simulation of the information security system.

The model of the penetrator must be specified and expanded to clarify the possible
scenario of violations. To this end, each category of probable penetrators should be analyzed
separately for the following parameters:

1) technical equipment and methods and means used for the violation:

- only staffing and shortcomings of the information security system to overcome it
(unauthorized actions with the use of permissible means);

- passive means (means of interception without modification of components of the
information system);

- methods and means of active influence (modification and connection of additional
technical means, connection to data channels, introduction of software bookmarks and use of
special tool and technology programs).

2) Level of qualification and range of knowledge of the penetrator.

3) Possibility of access of the penetrator to specific resources of the information
system - probable places (through the networks of the control zone of the information system,
but without access to the allocated space, in the middle of the allocated premises, but without
access to technical means of the information system, with access to technical means of the
information system and from the workers places of users; access to the data area) and time (in
the process of functioning of the information system; during scheduled breaks in the system;
in non-working hours; during system repairs) for accomplished illegal actions. Taking into
account the place and time of the penetrator's actions also allows to specify its possibilities for
access to information resources and take them into account in order to improve the quality of
the information security system [4].

4) The set of threats and internal vulnerabilities of the information security system.

The algorithm for constructing a penetrator model (Fig. 1) at the output should
determine the probability of realization of threats and timeliness of detection of unauthorized
intrusion.

Any high-quality anti-a priori system provides high expertise (high level knowledge in
the field of computer technology, programming, designing and operation of information
systems, possession of information on the functions and mechanisms of action of remedies)
and the qualifications of the penetrator (the possibility of using the design flaws of a
comprehensive information security system with the help of methods and means of active
influence on the information system that change the configuration of the system).

It is also anticipated that at the place of action penetrators can gain access to the means
of administration of the automatic system and the means of management of an integrated
security system.

The action of the data registration model is not the level of file authentication.

The first condition for the functioning of the model is the autonomy of the control of
the integrity and availability of information (independence from the actions of the system
administrator).

The second condition is the mandatory use of algorithms for monitoring the integrity
and availability of each element of the flow.

The third condition is the compactness of the means of the system for monitoring the
integrity and availability of information (the use of minimal computing resources).

Condition fourth - response to intervention (complex of organizational tools to violate
the integrity of the object).
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In addition, the creation of a mechanism for the effective protection of restricted
access information presupposes, first of all, that there is a standard system consisting of an
object of attack and a subject who tries to use information in contravention of the established
standards of treatment.

E Information Penetrator
Security System

. ass) 1
Category

i penetrator

The set of threats

. Level of penetrator
qualification (high, [*

_ medium, low)

| i
——» Level of technical
equipment and

; measures

i Y

Access to specific

| ! resources and 111fc3rmat10n |
] system, access point and

time
I

Information
resource

A set of internal threats

¥

Piss — the probability of
overcoming the information

Fig. 1 Algorithm for constructing a penetrator model

Controlled information flow will mainly be transmitted openly (for immediate further
processing) with the subsequent mandatory processing of the system control of the integrity
and availability of information. In the presence of such a functional mechanism in the event of
an attack on the information transmitted, timely detection of this fact will provide additional
opportunities for preventing the further development of negative events. In this case, the
algorithm of maintaining the integrity and availability of information is based on the
principles of hashing data stream segments [5].
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A one-way hash function H (N) handles an arbitrary length length message Ni returns
a hash of a fixed length h:

h=H(N),
where h is the length n.

Many functions can take the input of the appropriate length and return the output of a
fixed length, but one-way hash functions have three additional characteristics:

- by N it is easy to calculate h;
- for h it is difficult to calculate N so that H (N) =h;
- it is difficult to find another N 'such that H (N) = H (N') is difficult to find.

The hash length can be changed by the user. The proposed method involves the
generation of a longer hash than this function of its output.

Based on the study, the following conclusions may be drawn. Consideration of the
existence of information allows you to highlight the following features of the information
model of data registration.

Information transmission in telecommunication networks takes place in the form of
information flows, the classification of which depends on their perception by the user and is
characterized by the internal structure of the flow format. Information in modern automated
systems in many cases is prone to unauthorized modification. The most vulnerable of the
main stages of the information lifecycle is the stage of its distribution among correspondents
of the network.

The penetrator model is an important component for a qualitative analysis of threats
and the definition of requirements for the composition and characteristics of the protection
system. It should be constantly changed and adjusted to take into account the emergence of
new data on the capabilities of the penetrator and changes in the protection system. In
addition, the penetrator model can be presented in several variants, because the existence of a
set of models of the penetrator will allow to predict the probability of penetration into the
system and build a reliable information security system using modern intelligence support to
control both the security system and the system for monitoring the integrity and reliability of
information.

When considering the protection of automated systems, it is expedient to use a 4-level
gradation of access to information stored, processed and protected in an automated system:
the level of information carriers, the level of presentation of information, the level of means of
interaction with carriers, the level of presentation of information and the level of information
content.
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ABSTRACT. Majority of mobile device users will prefer to preserve the privacy of their SMS
communication using mobile device SMS encryption solutions. The mobile devices in use
however, are highly constrained in terms of memory, power and computing capability to utilize
the current SMS encryption solutions. As a result of this, there is a room for improvement in
terms of the speed efficiency of the SMS encryption schemes proposed for use on mobile
devices. This research proposed an end-to-end SMS encryption scheme ideal for use on mobile
devices using a hybrid combination of cryptographic algorithms: Blowfish symmetric encryption
algorithm, Elliptic Curve Diffie Hellman (ECDH) and Elliptic Curve Digital Signature
Algorithm (ECDSA). The proposed scheme was implemented using Java programming language
to develop SMS encrypting Android application. The time taken for the proposed scheme
cryptographic operations was measured on five different android mobile devices with varying
processor speed. The operation measured was the time taken for encryption, decryption and key
generation. The research results revealed that the proposed scheme has a faster rate of key
generation, encryption and decryption. This research has provided an end-to-end hybrid SMS
encryption scheme ideal for use on constrained mobile devices using a hybrid combination of
cryptographic algorithms: Blowfish symmetric encryption algorithm, Elliptic Curve Diffie
Hellman (ECDH) and Elliptic Curve Digital Signature Algorithm (ECDSA) and is therefore an
improvement in term of speed to the existing SMS encryption schemes on mobile devices.

KEYWORDS: SMS, encryption, Blowfish, cryptography, ECDH, ECDSA, Android

There are various ways of securing SMS and one of such is cryptography. In cryptography
messages are encoded in such a way that only the sender and the receiver can know it’s content
(Jha et al., 2016). Cryptography is of three forms: symmetric key cryptography (secret key
cryptography) and asymmetric key cryptography (public key cryptography) and cryptographic
hash functions. In symmetric key cryptography, the same key is use to encrypt as well as to
decrypt data, whereas in asymmetric key cryptography two keys public key and private key are
used to encrypt and decrypt data. Private key is only known to the owner but public key is made
known to all intended communicating parties. Whereas symmetric key algorithm requires less
computational power, asymmetric key algorithm requires very much computational power since
it’s computation requires the exponentiation of large numbers and consequently more memory
for the computation and storage of keys. However, in symmetric key algorithm there lies the
problem of key agreement and secure exchange of the agreed key. In addition, user
authentication, non repudiation and message integrity cannot be provided with the use of
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symmetric key algorithm. The combination of symmetric and asymmetric encryption algorithms
cover up for their individual weakness (Kuppuswamy and Al-Khalidi, 2014). Hash functions are
also called message digests or one way encryption. In hashing, a unique hash value of a plaintext
is produced. It is unique in the sense that no two different plaintexts can have the same hash
value. It is also one way since we cannot recover the plaintext, given the corresponding hash
value. Hash value is also called digital fingerprint (Kessler, 2017).

Proposed System Architecture

Figure 1 is the proposed scheme’s system architecture. In the system architecture we have two
communicating parties Aisha and Buhari. Either of the communicating parties can initiate the
communication process. They used ECDH-ECDSA to generate a shared secret which serve as a
temporary key. The temporary key is used alongside Blowfish encryption algorithm to encrypt
and exchange the permanent Blowfish key. The permanent Blowfish key, can now be used with
the Blowfish encryption algorithm to exchange SMS. Other entities in the architecture are the
database which is used in storing the keys as well as the SMS messages and the mobile network
operator.

ECOH-ECOSA koy suchangs mechanicm e used to make koey agresment
on & shared secret that e saed one Bme o enoerypt Blowieh pecmanent
By uwing Blowfnh enonypibcn okgarithm E

Blowfsh encrypton algorithm and pormanent hey B used o ancrypt
SRS snd SMS is exchanged securedly, \\

Mobilo Notwork Operator

Butiani
.,
o

Fig.1: Proposed Efficient SMS Hybrid Encryption Scheme Architecture
Proposed Scheme’s Pseudocode
Step 1: Aisha selects an integer X4 to serve as her private key and go on to generate Y4 = X4 x G
to serve as her public key.

Step 2: Aisha sends the public key Y4 to Buhari signed with her ECDSA private key.

Step 3: Buhari verifies that the public key Y4 is from Aisha by using Aisha's ECDSA public key
and then picks an integer X3 to be his private key and calculate his public key thus, Yz =Xz % G.

Step 4: Buhari sends the public key Y5 to Aisha signed with his ECDSA private key.
Step 5: Aisha verifies that the public key Y3 is from Buhari using Buhari's ECDSA public key,

Aisha computes her secret shared session key thus K = X X Y.
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Step 6: Buhari also calculates his shared session key thus K = Xz % Y4.

Step 7: Aisha uses Blowfish encryption algorithm and K to encypt permanent Blowfish key K’
and send it to Buhari.

Step 8: Buhari accept the encrypted message and decrypt it with his shared secret key generated
in step 1 to recover the permanent Blowfish key.

Step 9: Aisha and Buhari can now exchange SMS encrypted with Blowfish encryption algorithm

Proposed System Design
Three Unified Modeling Language (UML) diagrams: use case diagram, activity diagram and
sequence diagrams were used to illustrate the proposed system. Use case diagrams illustrates
system’s functionality, class diagram shows the different classes in the system as well as the
relationship amongst them and sequence diagram to illustrate the interactions amongst the
proposed system entities.

Gl Bl sl Kiny

Fig. 2 System Pre-processing Use Case Diagram

Figure 2 is the system pre-processing use case diagram. It shows some tasks that are necessary to
be performed before the user can fully utilizes the SMS application. First the user has to create a
new group and add a contact to the group. As soon that is done, the app automatically initiates a
key exchange session with the contact that has just been added to the group.

Proposed Scheme Implementation

To implement the proposed scheme as a proof of concept, a mobile application in Android was
developed. Android mobile operating system was selected because it is open source and has a
wider user base than any other mobile operating system. The target Android version is Android
4.0 (Ice Cream Sandwich). The developed Android program has been compiled into an Android
Package Kit (APK) file. The apk file is installed into five Android devices for testing. The
proposed work of Azaim et al. (2016) was also implemented in Android and the compiled apk
file installed on five Android devices. The speed efficiency of the proposed scheme is then
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compared with that of Azaim et al. (2016) based on time taken for encryption and decryption
versus the CPU clock rate of the five Android mobile devices.

System Testing

Azaim et al. (2016) proposal was also implemented on Android to give room for a fair
evaluation. The tests for the encryption and decryption of the symmetric algorithms (Blowfish
and AES-Rijndael) were carried out 100 times on five Android mobile devices with varying
memory, processor and battery power shown in Table 1.

RESULTS

Results Analysis

This section reports on the result analysis of the proposed SMS scheme and Azaim et al. (2016)
scheme. The analysis was conducted on five android mobile devices. The objectives of the
analysis were to: 1. compare the operation of the proposed SMS scheme in terms of encryption
execution time on five different mobile devices. 2. compare the operation of Azaim et al. (2016)
scheme in terms of the encryption execution time on five different mobile devices.

Table 1: Specification of the Android devices used for the test

Mobile Device  |[Oppo A37F  [Itel it1556 Tecno L9 LG Nexus 5 Tecno Camon|
C7

)Android Version |Android  5.1/Android  5.1JAndroid 7.0  |Android 6.0Android 6.0
(Lolipop) (Lolipop) (Marshmallow) (Marshmallow)

Central Quad Core Quad Core  (Quad Core  |Quad Core Quad Core

Processing  Unit]

(CPU) count

Central Snapdragon  |Cortex A53  |Cortex A7 Cortex Cortex

Processing Unit 801 AS3 AS3

(CPU)

Type/Microproces

sor

Central 1.2 GHz 1.2 GHz 1.3 GHz 2.3 GHz 1.3 GHz

Processing Unit

(CPU) Clock Rate

System on a chip |Qualcomm MediaTek MediaTek Qualcomm MediaTek

(SoC) Msm8974Ac 6572 MT6572 MSM8974 MT6735

Microcontroller Snapdragon 800

RAM 2GB 512MB 2GB 2GB 2GB

System Storage |[16GB 8GB 16GB 16GB 16GB

Maximum 256 GB 32GB 128GB No Card 128GB

Memory Card Slot

Size
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3. compare the efficiency of the proposed SMS scheme with Azaim et al. (2016) in terms of
encryption and decryption times using different SMS sizes. 4. compare the proposed SMS
scheme with the Azaim et al. (2016) SMS scheme in terms of total time taken for cryptographic
operations on 1 page SMS

Test for Efficiency of the Proposed SMS Scheme on Mobile Devices

This subsection presents the results obtained from the comparative analysis of the operation of
the proposed SMS scheme using cryptographic operations on five mobile devices. Table 2 shows
the obtained test result. From the Table 2 it can be seen that Camon C7 with a CPU clock rate of
1.3GHz has the lowest total overhead of 0.32ms followed by LG Nexus in with a CPU clock rate
of 2.3 GHz having the total overhead of 0.36ms, followed by Oppo A37f with a CPU clock rate
of 1.2 GHz having the total overhead of 0.45ms, followed by Tecno L9 Plus with a CPU clock
rate of 1.3 GHz having the total overhead of 0.59ms and lastly ITEL IT1556 with a CPU clock
rate of 1.2GHz having the total overhead of 0.71ms. The proposed efficient hybrid SMS
encryption scheme chart is presented in Figure 3. The test for each of the cryptographic
operations were ran one hundred times and average time recorded in millisecond.

Test for Efficiency of Azaim et al. (2016) SMS Scheme on Mobile Devices

This subsection presents the result obtained from the comparative analysis of the cryptographic
operations of Azaim et al.(2016) scheme using five mobile devices. Table 3 presents the test
results obtained from running the Azaim et al. (2016) proposed SMS encryption scheme. From
the table we can see that Tecno Camon C7 with a CPU clock rate of 1.3GHz has the lowest total
overhead of 0.64ms, this is followed by LG Nexus 5 with a CPU clock rate of 2.3GHz having the
total overhead of 0.76ms, followed by Oppo A37f with a CPU clock rate of 1.2GHz having the
total overhead of 0.79ms, this is followed by Tecno L9 Plus with a CPU clock rate of 1.3GHz
and having the total overhead of 0.95ms and lastly is ITEL IT1556 with a CPU clock rate of 1.2
GHz having a total overhead of 1.36ms. Azaim ef al. (2016) scheme results chart is shown in
Figure 4.

Table 2: Comparative Result in terms of Encryption Execution Time (in millisecond) of the
Proposed SMS Hybrid Encryption Scheme Applied to Five Different Mobile Devices

Cryptographic (OPPO A37f [ITELIT1556 [TECNO LILG Nexus 5  [TECNO

Operations Plus Camon
C7

Blowfish Key0.17 0.18 0.31 0.04 0.06

Generation

Blowfish 0.16 0.09 0.13 0.15 0.11

Encryption

Blowfish 0.12 0.44 0.15 0.17 0.15

Decryption
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Fig 3: Proposed SMS Encryption Scheme Test Result Chart

Comparison of the Proposed SMS Encryption Scheme with Azaim et al. (2016) Scheme
This subsection presents the results obtained from the comparative analysis of the cryptographic
operations of the proposed SMS scheme with the Azaim et al. (2016) SMS scheme using the
encryption and decryption total time on different SMS size and the total time taken for the
cryptographic operations. Table 3 shows the results obtained for encryption time (in
milliseconds). Table 4 present the results obtained for decryption time (in milliseconds) while
Table 5 presents the total time taken for cryptographic operations on 1 page SMS. From Table 3
it could be clearly seen that the proposed SMS Encryption Scheme takes less time to execute the
cryptographic operations when compared with the proposed scheme of Azaim et al. (2016). The
proposed SMS encryption scheme has the lowest encryption average time of 0.36ms with the
proposed scheme of Azaim et al. (2016) having the average encryption time of 0.55ms. On the
other hand, the proposed scheme has the highest throughput of 0.10 kb/ms with proposed scheme
of Azaim et al. (2016) having the throughput of 0.62kb/ms.

Table 3: Comparative Result in Terms of Encryption Time (in milliseconds) using Blowfish and
AES Rijndael using Different SMS Sizes.

SMS Size(Kb) [Time(Millisecond)
Blowfish Rijndael

0.1367 0.11 0.18
0.2734 0.30 0.51
0.4102 0.46 0.71
0.5469 0.56 0.81
Average Time [0.36 0.55
Throughput  [0.10 0.62
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From Table 4 results it could be clearly seen that the proposed SMS Encryption Scheme takes
less time to execute its decryption when compared with the proposed scheme of Azaim et al.
(2016). The proposed SMS decryption scheme has the lowest decryption average time of 0.34ms
with the proposed scheme of Azaim et al. (2016) having the average encryption time of 0.48ms.
On the other hand, the proposed scheme has the highest throughput of 1.0 kb/ms with proposed
scheme of Azaim et al. (2016) having the throughput of 0.71 kb/ms.

Table 4: Comparative Result in Terms of Decryption Time (in Milliseconds) using Blowfish and
AES Rijndael using Different SMS Sizes.

SMS Size(Kb) [Time(Millisecond)
Blowfish Rijndael

0.1367 0.15 0.19
0.2734 0.28 0.38
0.4102 0.37 0.6

0.5469 0.57 0.76
Average Time [0.34 0.48
Throughput  [1.00 0.71

Table 5 is a table of comparison of cryptographic operations on 1 page SMS between the
proposed SMS encryption scheme and the proposed SMS encryption scheme of Azaim et al.
(2016). From the table it could be seen that the lowest time difference for the execution of the
cryptographic operations between the proposed SMS encryption scheme and that of Azaim et al.
(2016) is achieved using Tecno L9 Plus (1.3 GHz), a time difference of 37.89% in favour of the
proposed SMS encryption scheme and the highest cryptographic operations execution time
achieved with LG Nexus 5 (2.3 GHz), a time difference of 52.63% in favour of the proposed
SMS encryption scheme. A chart of the comparison is presented in Figure 4.

Time taken for AES (Rijndael) cryptographic operations vs CPU
clock rate of mobile devices

12
1

Time taken for AES (Rindael)
cryptographic operations (in
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M Keys Generation 097 | 035 046 | o027 | 037
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Fig 4: Test Result Chart for Azaim et al. (2016)
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Table 5: Comparison of the total time taken for the cryptographic operations on 1 page SMS
between the proposed scheme and Azaim et al. (2016)

ITEL (Oppo [Tecno [Tecno [LG
IT1556|A37f |L9 Camon [Nexus
(1.2 (1.2GHz)Plus C7 S5
GHz) (1.3GHz)(1.3GHz)(2.3
GHz)
Proposed [0.71 10.45 0.59 0.32 0.36
Scheme
Azaim et1.36 (0.79 0.95 0.64 0.76
al.
(2016)
Time 0.65 1(0.34 0.36 0.32 0.40
Difference
Percentageid7.79%43.03% (37.89% [50% 52.63%
Difference

Comparison of the total time taken for the cryptographic
operations between the proposed scheme and Azaim et al., (2016)
16
S 14
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g
o 0.2
0
ITELIT1556 OppoA37f Tecnol% Tecno LG Nexus 5
(1.2GHz) (1.2GH1) Plus Camon C7 (2.3 GHz)
(1.3GHz) (1.3GHz)

Fig 5: Comparison of the total time taken for the cryptographic operations
DISCUSSION

This research has developed an efficient hybrid SMS encryption scheme for mobile devices,
using a combination of cryptographic algorithms—Blowfish encryption algorithm using ECDH-
ECDSA key exchange mechanism.

The major findings from this work are:

a. The combination of the cryptographic algorithms—Blowfish encryption algorithm using
ECDH-ECDSA key exchange mechanism provided more efficient SMS encryption scheme than
the combination of AES (Rijndael) proposed by Azaim et al. (2016)
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b. The combination of the cryptographic algorithms—Blowfish encryption algorithm using
ECDH-ECDSA key exchange mechanism provided an appropriate scheme for encrypting other
data in mobile device apart from SMS.

c. Blowfish encryption algorithm takes less time to compute its cryptographic operations than
AES (Rijndael).

d. This research work has confirmed that clock rate should not be the only benchmark for
evaluating the computing performance of mobile devices. Other factors such as pipeline depth
and instruction sets should be put into consideration while comparing different processors. This
is referred to as the megahertz myth (Linden, 2006).

Although there is a suspicion that the recommended Elliptic Curve Cryptography (ECC) which
includes ECDH and ECDSA, parameters may likely contain backdoors as suggested by Bruce
Schneir, a well known cryptologist who invented the Blowfish symmetric algorithm (Schneir,
2013).

For future work, there is the need for further research on curve parameters used by the ECC,
which were recommended by the National Institute of Standards and Technology (NIST) Federal
Information Processing Standards (FIPS) 186-3.
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ABSTRACT: Internet and networks applications are growing very fast, so the needs to protect
such applications are increased. Encryption algorithms play a main role in information security
systems. On the other side, those algorithms consume a significant amount of computing
resources such as CPU time, memory, and battery power. This paper provides evaluation of six
of the most common encryption algorithms namely: AES, DES, 3DES, RC2, Blowtfish, and RC6.
A comparison has been conducted for those encryption algorithms at different settings for each
algorithm such as different sizes of data blocks, different data types, battery power consumption,
different key size and finally encryption/decryption speed. Experimental results are given to
demonstrate the effectiveness of each algorithm.

KEYWORDS: 3DES, AES, blowfish, computer security, DES, encryption techniques, RC2,
RC6.

In the post-Snowden era, the significance of data security and privacy, as key selection
criteria for cloud-infrastructure providers, has risen considerably [1]. To make it easier for
organizations to outsource their communication solutions, Ericsson’s approach is to push
standardization, so that end-to-end protection of content can be combined with hop-by-hop
protection of less sensitive metadata [2]. Many cloud-storage providers have adopted client-side
encryption to prevent unauthorized access or modification of data, which solves the issues
surrounding secure storage and forwarding for cloud data.

Data encryption has other benefits; in many jurisdictions users need to be informed of data
breaches unless their information was encrypted. However, encryption does not necessarily mean
better compliance with privacy regulations.

Many encryption algorithms are widely available and used in information security [3, 4, 5].
They can be categorized into Symmetric (private) and Asymmetric (public) keys encryption. In
Symmetric keys encryption or secret key encryption, only one key is used to encrypt and decrypt
data. In Asymmetric keys, two keys are used; private and public keys. Public key is used for
encryption and private key is used for decryption (e.g. RSA and ECC). Public key encryption is
based on mathematical functions, computationally intensive and is not very efficient for small
mobile devices [6, 7, 8]. There are many examples of strong and weak keys of cryptography
algorithms like RC2, DES, 3DES, RC6, Blowfish, and AES. RC2 uses one 64-bit key. DES uses
one 64-bits key. Triple DES (3DES) uses three 64-bits keys while AES uses various
(128,192,256) bits keys. Blowfish uses various (32-448); default 128bits while RC6 is used
various (128,192,256) bits keys [9, 10, 11, 12, 13].

This paper examines a method for evaluating performance of selected symmetric encryption
of various algorithms. Encryption algorithms consume a significant amount of computing
resources such as CPU time, memory, and battery power. Battery power is subjected to the
problem of energy consumption due to encryption algorithms. Battery technology is increasing at
a slower rate than other technologies. This causes a “battery gap" [14,15]. This study evaluates
six different encryption algorithms namely; AES, DES, 3DES, RC6, Blowfish, and RC2. The
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performance measure of encryption schemes will be conducted in terms of energy, changing data
types - such as text or document, Audio data and video data-power consumption, changing
packet size and changing key size for the selected cryptographic algorithms.

Identity and attribute-based encryption

Homomorphic encryption is one of the key breakthrough technologies resulting from
advances in cryptographic research. In contrast to AES, for example, this approach allows
operations to be performed directly on encrypted data without needing to access data in its
decrypted form. Unfortunately, fully homomorphic encryption, which includes methods that
allow arbitrary computations on encrypted data, have yet to overcome some performance issues.
However, a number of specialized methods like partially homomorphic encryption, deterministic
encryption, order-preserving encryption, and searchable encryption allow a specific set of
computations to be performed on encrypted data, with a sufficient level of performance so that
they can be applied to real-life scenarios. By combining these methods, it is possible to cover
many types of computations that arise in practice. For example, different proofs of concept have
shown that by combining encryption methods, typical SQL operations such as SUM, GROUP
BY, and JOIN can be carried out on encrypted databases [16]. Many computations, best
outsourced to the cloud, use a restricted set of operations that can be dealt with using these
specialized methods with good performance. For example, sums, averages, counts, and threshold
checks can be implemented. However, further research is needed to make these methods
applicable to real-world use cases. For example, data encryption performance is crucial for use
cases with high data throughput. Ericsson’s research [17] into the encryption performance of the
most popular partially homomorphic cryptosystem (the Paillier system) has shown a
performance increase of orders of magnitude, which makes Paillier suitable for high-throughput
scenarios.

Specialized methods, like homomorphic encryption, used for carrying out computations on
encrypted data, could also be used for preserving confidentiality in cloud computation and
analytics-as-a-service. With these methods, clients with large datasets to be analyzed — such as
network operators, health care providers, and process/engineering industry players — would be
able to outsource both storage and analysis of the data to the cloud service provider. Once
outside the client’s network, data is encrypted, thereby preserving confidentiality, and allowing
the cloud provider to perform analytics directly on the encrypted data.

Strong cryptography alone does not work without proper key management. Specifically,
management covers how keys are generated and distributed, and how authorization to use them
is granted.

Protecting data exchange between n endpoints using symmetric key cryptography requires the
secure generation and distribution of roughly n° pair-wise symmetric keys. With the
breakthrough invention of public key cryptography in the works of Diffie, Hellman, Rivest,
Shamir, and Adleman in the mid-1970s, the use of asymmetric key pairs reduced the quadratic
complexity, requiring only n key pairs. However, this reduction in the number of keys is offset
by the need to often ensure that the public portion of the key pair can be firmly associated with
the owner of its private (secret) portion. For a long time, a Public Key Infrastructure (PKI) was
the main way to address this issue. But PKIs require management and additional trust relations
for the endpoints and are not an optimal solution.
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Identity-Based Encryption (IBE) allows an endpoint to derive the public key of another
endpoint from a given identity. For example, by using an e-mail address
(name.surname@company.com) as a public key, anyone can send encrypted data to the owner of
the e-mail address. The ability to decrypt the content lies with the entity in possession of the
corresponding secret/private key — the owner of the e-mail address — as long as the name space is
properly managed.

Attribute-Based Encryption (ABE) takes this idea further by encoding attributes, for example,
roles or access policies, into a user’s secret/private keys. IBE and ABE allow endpoints without
network connections to set up secure and authenticated device-to-device communication
channels. As such, it is a good match for public safety applications and used in the 3GPP
standard for proximity-based services for LTE.

Post-quantum cryptography

Although the construction of quantum computers is still in its infancy, there is a growing
concern that in a not too distant future, someone might succeed in building much larger quantum
computers than the current experimental constructions. This eventuality may have dramatic
consequences for cryptographic algorithms and their ability to maintain the security of
information. Attack algorithms have already been invented and are ready for a quantum
computer to execute on.

For symmetric key cryptography, Grover’s algorithm is able to invert a function using only
N evaluations of the function, where N is the number of possible inputs. For a symmetric 128-
bit key algorithm, such as AES-128, Grover’s algorithm enables an attacker to find a secret key
200 quintillion times faster, using roughly 2% evaluations instead of 2?8 — the complexity of an
exhaustive search. Quantum computing therefore weakens the effective security of symmetric
key cryptography by half. Symmetric key algorithms that use 256-bit keys such as AES -256 are,
however, secure even against quantum computers.

The situation for public-key algorithms is worse; for example, Shor’s algorithm for integer
factorization directly impacts the security of RSA. This algorithm is also effective in dealing
with all other standardized public-key crypto systems used today. With Shor’s algorithm, today’s
public-key algorithms lose almost all security and would no longer be secure in the presence of
quantum computing. Figure 1 shows the effect of quantum computing on today’s algorithms.
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Figurel: Relative complexities for breaking cryptographic algorithms before quantum computers and post-quantum
computers.

Although current research is far from the point where quantum computing can address the
size of numbers used today in crypto schemes, the ability to perform quantum computing is
increasing. The largest number factored by a quantum computer used to be the integer 21 (3 x 7),
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but in 2014, a quantum computer factored 56,153 (233 x 241). The term post-quantum
cryptography (PQC) is used to describe algorithms that remain strong, despite the fledgling
capabilities of quantum computing. In 2014, ETSI organized a workshop on quantum-safe
cryptography, and in 2015 the US National Security Agency (NSA) said [18] it would initiate a
transition to quantum-resistant algorithms. The potential impact of quantum computing has
reached the level of industry awareness.

The challenge for new schemes is to find solutions that have the same properties, such as
non-repudiation, that digital signatures have today or provide data integrity with public
verification. From this perspective, the blockchain construction used in Bitcoin is interesting.
Although Bitcoin itself is not quantum immune, there is an interesting ingredient in its
construction: when the chain has grown long enough, the integrity of hash value does not rely on
verification against a digital signature but by having it endorsed by many users. By creating a
public ledger, any tampering of a hash value is revealed by comparing it with the public value.
The idea of a public ledger is significant in the KSI solution [19] for data integrity available in
Ericsson’s cloud portfolio. Yet the search for PQC schemes that can provide digital signatures
with non-repudiation continues.

Today's systems that use or introduce symmetric schemes, should be designed with sufficient
margin in key size, so they can cope with the potential capability of quantum computers.
However, just as advances have been made in the fields of computer engineering and algorithm
design over the past half-century, developers may well bring us new cryptographic schemes that
will change the security landscape dramatically.

Symmetric Encryption Algorithms

This study evaluates six different encryption algorithms namely; AES, DES, 3DES, RC6,
Blowfish, and RC2. The performance measure of encryption schemes will be conducted in terms
of energy, changing data types - such as text or document, Audio data and video data-power
consumption, changing packet size and changing key size for the selected cryptographic
algorithms.

It is discusses the results obtained from other resources. It was shown in [20] that energy
consumption of different common symmetric key encryptions on hand held devices. It is found
that after only 600 encryptions of a 5 MB file using Triple-DES the remaining battery power is
45% and subsequent encryptions are not possible as the battery dies rapidly.

It was concluded in [21] that AES is faster and more efficient than other encryption
algorithms. When the trans-mission of data is considered there is insignificant difference in
performance of different symmetric key schemes. Even under the scenario of data transfer it
would be advisable to use AES scheme in case the encrypted data is stored at the other end and
decrypted multiple times. A study in [22] is conducted for different popular secret key
algorithms such as DES, 3DES, AES, and Blowfish.

They were implemented, and their performance was com-pared by encrypting input files of
varying contents and sizes. The algorithms were tested on two different hard-ware platforms, to
compare their performance. They had conducted it on two different machines: P-11 266 MHz and
P-4 2.4 GHz. The results showed that Blowfish had a very good performance compared to other
algorithms.

Also it showed that AES had a better performance than 3DES and DES. It also shows that
3DES has almost 1/3 throughput of DES, or in other words it needs 3 times than DES to process
the same amount of data [23].

In a study of security measure level has been pro-posed for a web programming language to
analyze four Web browsers. This study consider of measuring the performances of encryption
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process at the programming language's script with the Web browsers. This is followed by
conducting tests Experimental in order to obtain the best encryption algorithm versus Web
browser.

Experimental Design and results

In this experiment, was used a laptop IV 2.4 GHz CPU, in which performance data is
collected. In the experiments, the laptop encrypts a different file size ranges from 321 K byte to
7.139Mega Byte139MegaBytes for text data, from 33 Kbytes to 8262 Kbytes for audio data, and
from 4006 Kbytes to 5073 Kbytes for video files.

Several performance metrics are collected: 1) Encryption time; 2) CPU process time; and 3)
CPU clock cycles and battery power.

The encryption time is considered the time that an encryption algorithm takes to produce a
cipher text from a plaintext. Encryption time is used to calculate the throughput of an encryption
scheme. It indicates the speed of encryption. The throughput of the encryption scheme is
calculated as the total plaintext in bytes encrypted divided by the encryption time [24].

The following tasks that will be performed are shown as follows:

e A comparison is conducted between the results of the selected different encryption and
decryption schemes in terms of the encryption time at two different encoding bases
namely; hexadecimal base encoding and in base 64 encoding.

e A study is performed on the effect of changing packet size at power consumption during
throughput for each selected cryptography algorithm.

e A study is performed on the effect of changing data types - such as text or document,
audio file, and video file - for each cryptography selected algorithm on power
consumption.

e A study is performed on the effect of changing key size for cryptography selected
algorithm on power consumption. each algorithm in. As the throughput value is
increased, the power consumption of this encryption technique is decreased.

Encryption of Different Packet Size

Encryption time is used to calculate the throughput of an encryption scheme. The throughput
of the encryption scheme is calculated by dividing the total plaintext in Megabytes encrypted on
the total encryption time for each algorithm in. As the throughput value is increased, the power
consumption of this encryption technique is decreased.

Experimental results for this compassion point are shown Figure 2 at encryption stage. The
results show the superiority of Blowfish algorithm over other algorithms in terms of the
processing time. Another point can be noticed here; that RC6 requires less time than all
algorithms except Blowfish. A third point can be noticed here; that AES has an advantage over
other 3DES, DES and RC2 in terms of time consumption and throughput. A fourth point can be
noticed here; that 3DES has low performance in terms of power consumption and throughput
when compared with DES. It always requires more time than DES because of its triple phase
encryption characteristics. Finally, it is found that RC2 has low performance and low throughput
when compared with other five algorithms in spite of the small key size used.

Decryption of Different Packet Size

Experimental results for this compassion point are shown Figure 3 decryption stage. It is
Possible find in decryption that Blowfish is the better than other algorithms in throughput and
power consumption. The second point should be noticed here that RC6 requires less time than
all algorithms except Blowfish. A third point that can be noticed that AES has an advantage over
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other 3DES, DES, RC2.The fourth point that can be considered is that RC2 still has low
performance of these algorithm. Finally, Triple DES (3DES) still requires more time than DES.

The Effect of Changing Key Size of AES, And RC6 on Power Consumption The last
performance comparison point is changing different key sizes for AES and RC6 algorithm. In
case of AES, the three different key sizes possible i.e., 128-bit, 192-bit and 256-bit keys. In case
of AES it can be seen that higher key size leads to clear change in the battery and time
consumption. It can be seen that going from 128-bit key to 192-bit causes increase in power and
time consumption about 8% and to 256-bit key causes an increase of 16% [25].

Also in case of RC6, the three different key sizes possible i.e., 128-bit, 192-bit and 256-bit
keys. In case of RC6 higher key size leads to clear change in the battery and time consumption.

Throughpet (MegaliytesSecand)
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Erypographic Algarihms ol
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Figure 2: Throughput of each encryption algorithm Figure 3: Throughput of each decryption algorithm
(Megabyte/Sec) (Megabyte/Sec

Conclusions

Concerns about security and privacy now rank among the ICT industry’s top priorities. For
Ericsson, overcoming these concerns is a non-negotiable element of the Networked Society. The
world is heading in the direction of comprehensive protection of data, where encryption
techniques are not just reserved for access networks, but are applied across the entire
communication system. This, together with new, more complex communication services places
new demands on cryptography technology.

New cryptographic algorithms such as AEAD and ECC overcome the performance and
bandwidth limits of their predecessors, in several cases offering improvements of several orders
of magnitude. On the protocol side, TLS 1.3 and QUIC significantly reduce latency, as they
require fewer round trips to set up secure communications.

Homomorphic encryption may create new business opportunities for cloud-storage providers.
Should quantum computers become a reality, the future challenge will be to replace many
established algorithms and cryptosystems. Ericsson has a deep understanding of applied
cryptography, its implications, and the opportunities it presents for the ICT industry. We actively
use this knowledge to develop better security solutions in standardization, services, and products,
well in advance of their need in the world.

This paper presents a performance evaluation of selected symmetric encryption algorithms.
The selected algorithms are AES, DES, 3DES, RC6, Blowfish and RC2.

Several points can be concluded from the Experimental results. Firstly; there is no significant
difference when the results are displayed either in hexadecimal base encoding or in base 64
encoding. Secondly; in the case of changing packet size, it was concluded that Blowfish has
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better performance than other common encryption algorithms used, followed by RC6. Thirdly; It
is found that 3DES still has low performance compared to algorithm DES. Fourthly: It is found
RC2, has disadvantage over all other algorithms in terms of time consumption. Fifthly: It is
found AES has better performance than RC2, DES, and 3DES. In the case of audio and video
files It is found the result as the same as in text and document. Finally, in the case of changing
key size, it can be seen that higher key size leads to clear change in the battery and time
consumption.
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ABSTRACT. Cyber-attacks is on continuous rise. Many organization's information systems
have been compromised and their data stolen. Yet the number of Internet users is on the raise
daily. The users are exposed to various cyber attacks of various types ranging from phishing,
ransomware, cyber bullying, blackmailing and many more. This paper investigates in detail in to
the various steps cyber attackers follow to attack and compromise a system. A theoretical review
of the steps is presented and a practical demonstration of the steps presented. This paper will be
very beneficial in understanding how cyber attack is conducted. This will help in planning
defensive controls to curtail the attacks.
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According to Panda (n.d.), from the Cyber Kill Chain (CKC) we learn that we have the ability to
stop the attacker at any step of the CKC, but the attacker has to complete all the seven steps to
attain success. The CKC therefore, gives us a better understanding of the attackers and their
methodology so as to have a more effective defense (Panda, n.d.). The CKC has been used for
many years by the United States Department of Defence (DoD) in both cyber defence and in the
battle fields (Al-Mohannadi et al., 2016). Cyber attack is any type of offensive exercise aimed at
computer information systems, infrastructures, computer networks or personal computer devices
(Panda, n.d.). The cyber attackers might be outsiders or insiders. Attackers classified as outsiders
include terrorists, nation states, hacktivists and cyber criminals. Attackers classified as insiders
are the disgruntled employees. To perform unauthorized or unintended actions, an attacker
exploit a weakness referred to as a vulnerability in a computer system. The sequence of
commands that takes advantage of a vulnerability to result in an unintended behaviour in a
computer system is referred to as a vulnerability (Panda, n.d.).

THE CYBER KILL CHAIN

The CKC is a model aimed at illustrating cyber attacks in order to develop incident response and
analysis capacity (Yadav and Rao, 2015). A mnemonic has been proposed to help easily identify
the steps of the cyber kill chain: Real Women Date Engineers In Commando Armour, with the
initials representing the seven steps of the Cyber Kill Chain.

Reconnaissance

This is a stage of target selection, researching organization's details, information on technology
choices, social network activity and mailing lists (Panda, n.d.). During these stage the attackers
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are trying to find out which attack methods will be most effective against their target.
Reconnaissance is classified into active reconnaissance and passive reconnaissance. In active
reconnaissance, the attacker directly engages the network in order to find vulnerabilities that
he/she could use for his/her attack. Active reconnaissance is usually done by scanning the ports
of a host on the target network to discover open ports and the services that these ports are
running (Active Reconnaissance, 2012).

A good firewall with a correctly configured Access Control List (ACL) that will limit the
exposure of ports and services to the Internet is the simplest way to stop most port scans (Active
Reconnaissance, 2012). Intrusion Prevention System (IPS) could be deployed to spot port
scanning and put it off before the attacker could gather much information about the target (Chris
Velazquez, 2015). Hutchins et al., (2010) have defined passive reconnaissance as an effort to
gather information about a target network without actively enagaging with the target. Passive
reconnaissance is usually achieved with Open Source Intelligence (OSINT) tools. These include
the use of the target's website, social media and job recruitments sites. A social media profile of
an employee can provides tons of information about the technologies used by target organization
that could help an attacker to prepare for his/her attack against the target organization (Czumak,
2014). The information gathered during this stage becomes very much handy in designing and
delivering a payload (Yadav and Rao, 2015).

Weaponization

A payload that will be delivered to meet the objectives of the attacker is obtained during this
stage (Hutchins et al., 2010). The attacker tries to gather as much information as possible during
the reconnaissance stage which the attacker now utilizes to prepare the right payload the attacker
could deploy to attack the target (Velazquez, 2015). Weaponization could be achieved through
web application exploitation, commodity or customized malware which has been prepared using
an opportunistic or detailed information about the target (Panda, n.d.). A deliverable payload is
prepared by pairing a Remote Access Trojan (RAT) with an exploit (Yadav and Rao, 2015). The
RAT is made up of two parts: the client part and the server part. The client is the part of the RAT
that is delivered to the target to executes and create a network connection with the C & C
infrastructure. The client receives command from the C & C server, executes the command and
returns the result. The sever aspects sits in the C & C system to display result obtained from the
client part and issue command to the client (Yadav and Rao, 2015). Using the system/software
vulnerabilities to deliver and executes the RAT, the exploit serves as a carrier for the RAT. RAT
could be embedded in a legitimate software, delivered through social engineering, or presented
as a genuine image, audio/video files.

Delivery

The most realistic and efficient way, example e-mail, USB device or watering hole is utilized to
send the selected payload (Velazquez, 2015). The delivery of the payload can either be target-
initiated example the target opening a malicious PDF file or attacker-initiated for example the
attacker using SQL injection attack or compromising a network service (Panda, n.d.). The
delivery stage provides the first opportunity defenders could use technology to mitigate attacks
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(Velazquez, 2015). Using Network Intrusion Detection like Surricata (NIDS) and Host Intrusion
Detection (HIDS). According to Clarke (2017), the most thriving technique of sending payload
into an organization is with the use of e-mail. E-mail URL scanners could be use to protect from
links that could lead to malicious websites (Velazquez, 2015). Another common method used by
attackers to gain entry into an organization is through drive-by-downloads. Instead of being
completely self-contained, most drive-by-downloads attacks uses malware distribution networks.
The exploit code is hosted on a separate web server achieved using a compromised web page
using a method like inserting a URL in malicious script code. User interactions like downloading
and executing malicious files or visiting malicious web pages on the Internet is necessarily in
most cyber attacks. Exploiting network devices or services like CVE-2014-3306 and CVE-2014-
0583 are some attacks that could occur without user interactions. Using paid anonymous
services, compromised websites, and compromised email accounts many attacks occurred
anonymously (Yadav and Rao, 2015).

Exploitation

In the exploitation stage, the attacker's payload is triggered on the target system (Yadav and Rao,
2015). The malicious payload compromises the computer device in order to gain a foothold in
the environment (Panda, n.d.). According to Yadav and Rao, (2015), the exploit must match the
operating system/software version and upgrade status and it must be able to evade any form of
antivirus or any security control. Upon successful execution, the payload will reconnect to the C
& C part and awaits further instructions. Prepared using vulnerabilities in software known as
CVE, exploit is the most significant part of the CKC (Yadav and Rao, 2015).

Installation

In the installation stage, a malware is installed on the victim's computer. Prior to infecting the
victim's computer, the payload will either be executed by the victim or the payload may
automatically executes itself (Al-Mohannadi, et al., 2016). The malicious payload is installed
and persistence is maintained (Yadav and Rao, 2015). Modern malware utilizes droppers and
downloaders to deliver the malware modules in a complicated manner. A program that installs
and run the malware on target system is known as a dropper. Downloaders on the otherhand,
does not contain the central malicious components but instead connects to a remote repository to
download the core components (Yadav and Rao, 2015).

Command & Control

The attacker creates a C & C channel as an entrance to the internal assets of the victim using the
installed malware. The attacker is now in control of the victim's machine at this stage (Al-
Mohannadi, et al., 2016). The attacker uses the C & C channel to tell the compromised machine
what to do next and what information to gather (Panda, n.d.). The C & C channel can be
centralized or peer-to-peer decentralized structure. In the centralized structure, a central server is
used to command and control compromised machines. In peer-to-peer decentralized architecture
infected machines are used as nodes and each node is responsible for only a subset of the of the
total bots in the botnets. Some of the techniques used by malware to achieve unobservable
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anonymous communication channel include the use of Internet Relay Chat (IRC), use of
TCP/HTTP/FTP protocols, steganography and the use of The Onion Router (TOR) (Yadav and
Rao, 2015). The use of DNS fast flux, DNS as a medium and Domain Generation Algorithm
(DGA) are some of the ways malware authors use to hide their C & C server from detection.

Act on Objectives

The objective of the attack might be mass attack or targeted attack. The aim of mass attack is to
attack as many targets as possible with the aim of recruiting them into a botnet for DDoS attack
or credentials harvesting (Yadav and Rao, 2015). In targetted attacks, data exfiltration or
credentials harvesting are usually the motive. If the motive is destructive in however, the
attackers may crash the system drive, device drivers or make the CPU uses its maximum
capacity for extended period of time to damage the processor hardware (Yadav and Rao, 2015).
Using screen captures, key stroke monitoring, password cracking, monitoring network traffic for
credentials, gathering sensitive contents and documents are some of the methods deployed to
gather data (Panda, n.d.).

THE PRACTICAL DEMONSTRATIONS

Reconnaissance

For illustration purpose we are going to make use of a tool called Maltego to conduct a passive
reconnaissance on our target. Our target is Cyberforce Pentest Ltd, which is a company I and my
friends formed. Going to the Cyberforce Pentest Ltd, we were able to grab an e-mail:
contact@cyberforcepentest.com. Starting from that single email, we were able to grab a lot of
information.

cambtac b o v er For c e e rtaesto o o

«=>

b erforcempentest ocorn

Figure 1: Email Entity on Maltego

First we have established that the email is associated with the domain: cyberforcepentest.com
which have already known in Figure 1.

(117
L 1]

t

‘ 2

42349 803 602 83632 Faisal Sarba
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Figure 2: Found a Person and Phone Number using Maltego

The domain cyberforcepentest.com is associated with person entity and phone number as seen in
Figure 2.

Figure 3: The Person is Associated with a Twitter Account

From Figure 3, we can see that the person entity also has a Twitter handle which we can further
investigate to mine for more data.

@ @ 1 B =

compliance@ownregisirer.com alfaltry@gmalcom  +91 22 5142 6042 webmail.cyberforcepsntest.com ftmcyberforcepertest.com

Figure 4: Email Associated with cyberforcepentest.com domain

Figure 4 also show us another email address of interest: alifa2try@gmail.com. We can now use
this email address alifa2try@gmail.com to deliver our spear phishing email.

Weaponization

We are going to make use of Veil to create a backdoor. Metasploit payloads that bypasses
common antivirus solutions are generated using Veil (Veil, n.d.). Developed by H. D. Moore in
2003, Metasploit Framework is an open source attack framework. Metasploit offer useful
information to people who perform penetration testing, Intrusion Detection System (IDS)
signature development and exploit research.
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root@Phoenyx: fopt/Veil e ® O
rooit@Phoen fopt/Veil BOx24
Veil

exit
info
list
options
update
use

Ve

eil>: i
Figure 5: Veil-Framework on Kali Linux 2019

We are going to use the first tool Evasion to generate our payload. In Figure 2, we can see that
Veil Evasion has 41 payloads. To list the Viel Evasion payloads, we issue the command "list".

root@Phoenyx: fopt/Veil @ e O
root@Phoenyx: fopt/\Veil 80x24

Le Commands:

back
checkvt
clean
exit
info
list
use

Figure 6: Veil Evasion Menu
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root@Phoenyx: fopt/Veil e ® O

root@Phoemyna foptfVeil Box24g

Figure 7: Veil Evasion Payload Types

We are going to be using the 15th payload which is the: go/meterpreter/rev_https.py. This
payload is created using the Go programming language. Meterpreter is the type of the payload.
Meterpreter payload runs in the memory and allows us to migrate to normal process running on
the computer to avoid detection. It also doesn't leave a lot of footprint. The payload will also use
rev_tcp.py that is it will use the tcp protocol to create a reverse connection back to our attacking
computer. This will enable us to bypass antivirus and unsuspecting since it uses an innocuous
protocol tcp and will work even if the victim computer is behind a firewall.

root@Phoenyx: fopt/Veil e ® &
root@ Phoenyx: foptfVeil BOx24

d: go/meterpreter/rev_https se

Required Options:

Figure 8: The 15th Payload is Selected

The next step is set the payload various options.
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root@Phoenyx: fopt/\WVeil -2 D
root@Phoenysx: fopt/Veill B0x34

Figure 9: Payload Options

We find our IP address by issuing the ifconfig command. We set the LHOST value with the
value of our attacking machine IP address. You will notice that the IP address however, is a
private IP address. This is because we in the same Local Area Network (LAN) as the victim
machine. However, if we are attacking macine remotely, that is the victim machine is not in the
same LAN as our machine, we use static, dedicated public IP as the LHOST.

root@Phoenyx: /opt/Veil e @8

CCHECK

Available Commands:

Figure 10: Setting Value for LHOST
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Since there is already a web server on the attacking machine using port 80, we will set the
LPORT here to 8080. With these options set we can bypass most AVs with the exception of the
AVG AV. All the options required by the payload have been set as seen in Table 1.

Table 1: Payload Options

Option Name Value
LHOST 192.168.6.43
LPORT 8080
PROCESSORS 1

SLEEP 6

The next step is to generate the payload by entering the generate command and this will prompt
us to enter the name of the payload we want to generate.

Please enter the base name for outp

Figure 11: Generating a Payload

I name it rev_https 8080 and hit the enter button. The payload has been successfully generated:

root@Phoenyx: fopt/Veil e ® 9
root@ Phoenyx: fopt/Veil 85x24

ev _https_ E68e1.go
: svar/lib/sveil /output/handlers/rev_https 803

Figure 12: Payload Generated
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We are going to test the efficacy of our payload by using a site called Antiscan.me. Though we
can use VirusTotal but it is not recommended because VirusTotal will share the signature of the
payload with Antivirus programs.

We browse to the location of the generated payload and upload it to No Distribute and click on
Scan the File.

FUILSLANLITIE [ TRV LS DU LSS RT | L LU = UL | T

Kali Linux, an Offensive Sec X | @ AntiScan.Me | rev_https x +
« ¢ @ @ & hrips:/fartiscan.me/scan/newresuitfid=iidoY3R Bl | - @ i

£ Most Visited @ Offensive Security @ KaliLlinux & KaliDors @ KaliTools = Exploit-DB Wy Aircrack-ng @ Kali Forums @& NetHunter @ Kall Training @ Getting St

® AntiScanMe % 1 G Sign Up

ans remaining

[ : =
Text Results Mage Resuits Links

W Filename L MD5
rev_bittps BOAOT, exe F3ci5h eld | 2070 ¥ DeTEIES
+ Detected by Y Scan Date

TF6 07-02.2019 122524

¥our file has been scanned with 26 different antivirus software (no results have been distributed)
The results of the scans has been provided below in alphabetical order.

0 Ad-Aware Ancivirus: GenVariant TrejanLievd @ Fortinet: Clean

RE b -hir et Carisite Claan

Figure 13: Scanning Payload with Antiscan.Me

Unfortulately, however 17 out 26 antiviruses have detected our payload. So we go back and play
with the various options until we arrive at a payload that is not deteted by any anti-virus. Once
we have obtained a 100% undetectable payload, we transfer it to our target.

L~ ] Trajari) D
=3 T FSecursr Heursto HEURAGEN. 1024824
=2 re Trojan Liev.d 5 IkaRUS
K o i
= .
B eioarandar Claan -

L=
¥ EuliGuard Gerpvarant Trojan, Liew o

&= =
e Clamav: Clear
B comodo antivirus: Clear
@ oOrwoeb: TrojanSiggent. 2653

WP Windows 10 Defender: TrojansWin3a2/Leionrin
El Emsisoft Ganadariant Trojan Uae.o

B zane slar ELSRTra)an w 1
B Eser MNODSE A varian ol Wind2ssee Vs srojan

Wl i e

Figure 14: Payload Detection with Antivirus Solutions

Next we are launch our Metasploit. We first start postgresql database which is required by
Metasploit and launch Metasploit by issuing the command: msfconsole.

38



Scientific and Practical Cyber Security Journal (SPCSJ) 3(1): 29-44 ISSN 2587-4667 Scientific
Cyber Security Association (SCSA)

root@Phoenyx: ~

rooct@Phoenyx: ~ 80x24
resaq start

Figure 15: Launching Metasploit Framework

We are going to use a Metasploit exploit module called: exploit/multi/handler.

root@Phoenyx: ~ S ® 9
root@Phoenyx: ~ B0x24

gl start

Figure 16: Using exploit/multi/handler

Next we specify the payload we are going to be using with the following commands:
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Figure 17: Payload Selection

Next we set LHOST and the LPORT options

root@Phoenyx: ~
roct@Phoenyx: —~ 80x24

Figure 18: Setting the LHOST and the LPORT Options

Delivery

In the delivery phase, the generated payload is delivered to the victim machine. There are variety
of ways to deliver the payload. We can deliver the payload through spear phishing and send it to
the victim. The victim receives the phishing email with a message asking him to click on a link
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which the victim cannot resist clicking. The victim proceeds to click on the link to download the
malicious payload.

Exploitation

Prior to generating the payload we fire on our Metasploit by issuing the command exploit. As
soon as the victim interacts with our delivered payload by running and installing the payload, the
payload will communicates back to our victim machine and we gain a meterpreter session.

.

Installation

ds HxDSetup 2/18/201911:35 PM  File folder
aces ’n 8.0_AdbeRciB0_en WS 242842019 5.8 PhA Application

Drpen File - Security Warning

s Thee publisher could ot be verified. Are you sure you want Lo
rumn this softwares?

|- -I'l Mama: ..sersiPhoenyx AcademywDownloadsiFaisalow, exe
Publisher:  Unknown Publisher
Type: Application
From: CosersiPhoesnyx AcademyDowed oads\Falsalcw...

ke () Fun | Cancel |
[ | Plways ask before opening this file

K% Thisfila dose not hava a valld digital signature that vanfies ita
\w publizhar. You should only nun software from publishers you trust
How can | decide what softwacs 1o nin®

Figure 19: Victim Interacting with our Payload

Faisal A. Garba February, 2019
Faisal A. Garba
Lecturer IT
Department of Computer Science Education www.phoenyxacademy.com
Sa'adatu Rimi College of Education, alifa2try(@gmail com
Zana Road, Kano. ~234803 602 8632
Nigeria.
Fdueation

Figure 20: File Sent Along with Payload
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root @ Phoenyx: ~ o O O

root@Phoenyx: ~ B0x24
1

Figure 21: Meterpreter Session
Command & Control

Gaining a meterpreter session signifies establishing a foothold on the victim machine and
successful establishment of a C & C channel.

root@Phoenyx: ~ e & O E
root@Phoenyx: ~ BOx24

ile MACE attributes

Figure 22: Controlling the Victim Machine

Act on Objectives

Now that we have gained a meterpreter session, we can proceed to achieve our objectives. We
want to capture a screenshot of the desktop of the victim machine and shutdown the system. To
capture the screenshot all we have to do is to issue the meterpreter command shutdown and to
capture the screenshot we issue the command screenshot this is all seen in Figure 23, Figure 24
and Figure 25.
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root@Phoe nyx: — e © O

root@Phoenyx: ~ B0x24

Figure 23: Shutting Down the Victim Machine

Figure 24: Shutting Down the Victim Machine

ROUGKIFW.[peg

Figure 25: Capturing Screenshot of the Victim Machine
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ABSTRACT: This paper presents a comparative study of two cryptosystems, Data Encryption
Standard (DES) and the Rivest-Shamir-Adleman (RSA) schemes. DES is a symmetric (or private) key
cipher. This means that the same key is used for encryption and decryption. RSA, on the other hand, is
an asymmetric (or public) key cipher, meaning that two keys are used, one for encryption and the other
for decryption. The objective of this paper is to implement these two schemes in software. The
program is written in the Java™ language. It generates a key from a passphrase given by the user,
encrypts and decrypts a message using the same key, for the case of DES. In RSA, decryption is done
by computing the decryption key from the encryption key. Finally, the program returns the time taken
to encrypt and decrypt a message.

KEYWORDS: Cryptographic algorithms; RSA; DES

The desire to communicate privately is a human trait that dates back to the earliest times, hence the
need of cryptographic algorithms. The study of ways to disguise messages so as to avast unauthorized
interception is known as cryptography. The terms encipher and encrypt refer to the message
transformation done at the transmitter and the terms decipher and decrypt refer to the inverse
transformation performed at the receiver. The primary reasons for using cryptosystems in
communication are:

1. Privacy: Cryptosystems prevents unauthorized persons from extracting information from the
channel (eavesdropping)

2. Authentication: Cryptosystems prevents unauthorized person from injecting information into the
channel (spoofing). Sometimes as in the case of electronic funds transfer or contract
negotiations, it is important to provide the electronic equivalent of a written signature in order
to avoid or settle any dispute between the sender and receiver as to what message, if any, was
sent.

3. Integrity: Integrity means that the content of the communicated data is assured to be free from
any type of modification between the end points (sender and receiver).

4. Non-Repudiation: This function implies that neither the sender nor the receiver can falsely
deny that they have sent a certain message.
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The two widely accepted and used cryptographic methods are symmetric and asymmetric. Symmetric
or private key ciphers use the same key for encryption and decryption, or the key used for decryption
can be easily calculated from the key used in encryption. The main problem for symmetric key ciphers
is the key distribution.

Asymmetric or public key ciphers are used to solve two of the most difficult problems of conventional
encryption, one being the problem of key distribution and the other problem is associated with digital
signatures for the purpose of authenticity of data and messages. In asymmetric keys, two keys are used;
private and public keys. Public key is used for encryption and private key is used for decryption. Public
key encryption is based on mathematical functions, computationally intensive and not very efficient for
small mobile devices. They are almost 1000 times slower that symmetric techniques, because they
require more computational processing power.

Symmetric encryption or private key systems fall into two general categories; Block Encryption, and
Data Stream Encryption. In Block Encryption, the plain text is segmented into blocks of fixed size,
each block is encrypted independently from the others. For a given key, a particular plain text block
will therefore be carried into the same cipher text block each time it appears (similar to block
encoding). With Data Stream Encryption, similar to convolution encoding, there is no fixed block size.
Each

plain text bit, [ is encrypted with the ith element, [ of a sequence of symbols (key stream)

generated with the key. The encryption is periodic if the key stream repeats itself after p
characters for some fixed p, otherwise it’s non-periodic.

An example of public key method is Rivest-Shamir-Adleman(RSA), while, Data Encryption

Standard (DES) is an example of private key method. These two algorithms are considered in
this paper. Some works on this topic can be found in literatures[1-5].
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2- Cryptographic algorithms

2.1- The DES algorithm

2.1.1 Permutation of data: Plain text preparation

The numbers in the Tables 1 and 2 specify the bit numbers of the input to the permutation.
The order of the numbers in the table corresponds to the output bit position; so for example, the
initial permutation moves bit 58 to output bit 1 and input bit 50 to output bit 2.

Table 1 Initial permutation

Bit 0 1 2 3 4 5 6

1 |58 50 42 34 26 18 10
9 |60 52 44 36 28 20 12
17 |62 54 46 38 30 22 14
25 |64 56 48 40 32 24 16
33 |57 49 41 33 25 17 9 1
41 |59 51 43 35 27 19 11
49 |61 53 45 37 29 21 13
57 |63 55 47 39 31 23 15

=T = g ] B

-l th W

Table 2 Final permutation
Bit 0 1 2 3 4 5 6 7

1 |40 8 48 I656246432‘

9 139 7 47 15 55 23 63 31
17 |38 6 46 14 54 22 62 30 ‘
25 |37 5 45 13 53 21 61 29
33 |36 4

4 12 52 20 60 28‘
41 [35 3 43 11 51 19 59 27
49 [34 2 42 10 50 18 58 26
57 133 1 41 9 49 17 57 25

2.1.2 Key scheduling: Generating per round kevs

The first step is to pass the 64-bit key through a permutation called Permuted Choice 1, or PC-1
for short. The table for this is given in Table 3. Note that in all subsequent descriptions of bit
numbers, 1 is the left-most bit in the number, and 7 is the rightmost bit.
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The 56-bit key is used to generate sixteen 48-bit sub keys, called K[1]-K[16], which are used
in the 16 rounds of DES for encryption and decryption. The procedure for generating the sub
keys, known as key scheduling is as follows:

Table 3 Permuted choice 1 (PC-1)
Bit 0 1 2 3 4 5 6

1 57 49 41 33 25 17 9

5 1 58 50 42 34 26 18
15 |10 2 59 51 43 35 27
22 |19 11 3 o0 52 44 36

29 |63 55 47 39 31 23 15
36 |7 62 54 46 38 30 22
43 (14 6 61 53 45 37 29
50 |21 13 5 28 20 12 4

Set the round number R to 1.

. Split the current 56-bit key, K, up into two 28-bit blocks, L (the left-hand half) and R (the
right-hand half).

3. Rotate L left by the number of bits specified in Table 4, and rotate R left by the same
number of bits as well.

4. Join L and R together to get the new K.

Apply Permuted Choice 2 (PC-2), Table 5, to K to get the final K[R], where R is the

current round number.

6. Increment R by 1 and repeat the procedure until all the sixteen sub keys K[1]-K[16] have

been generated. The above procedure is shown in Fig.1.

N —

9]

Table 4 Sub key rotation

Round Number 123456789101 1213 41516

Numberof bitstorotate 1 1 22222212 2 2 2 1212 |
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Table 5 Permuted choice 2 (PC-2)
Bit 0 1 2 3 4 5

1 4 17 11 24 1, 5
7 |3 28 15 6 21 10
13 |23 19 12 4 26 8
19 |16 7 27 20 13 2
25 |41 52 31" 37 4% 55
31 {30 40 51 45 33 48
37 |44 49 39 56 34 53
43 |46 42 50 36 29 32

64-hit Input Key

¥
PC1
)
> 56 bit key K,
v \
L R

For0<iq17
Rotate Left Rotate Left

'
Lﬂl Rl'l
v v
56- bit key K.
v

PC2 on Ky

v

48-bit key K.y

Fig.1 Key scheduling
2.1.3 DES core function
Once the key scheduling and plaintext preparation have been completed, the actual
encryption or decryption is performed by the main DES algorithm. The 64-bit block of input data
is first split into two halves, L and R. L is the left-most 32 bits, and R is the right-most 32 bits.
The following process is repeated 16 times, making up the 16 rounds of standard DES. The 16
sets of halves are called L[0]-L[15] and R[0]-R[15].
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1. R[I-1], where I is the round number, starting at 1 is taken and fed into the E-bit Selection
Table, which is like a permutation, except that some of the bits are used more than once.
This expands the number R[I-1] from 32 to 48 bits to prepare for the next step. This is
given as in Table 6.

Table 6 E-bit selection
Bit 0 1 2 3 4 5

1 32 1 T TR B T
7 & D B T B3
13 |& 9 10 11 12 13|

19 |12 13 14 15 16 17
25 |16 17 18 19 20 21|

43 |28 29 30 31 32 1

2. The 48-bit R[I-1] is XORed with K[I] and stored in a temporary buffer so that R[I-1] is
not modified.

3. The result from the previous step is now split into 8 segments of 6 bits each. The left-
most 6 bits are B[ 1], and the right-most 6 bits are B[8]. These blocks form the index into
the S-boxes, which are used in the next step. The Substitution boxes, known as S-boxes,
are a set of 8 two-dimensional arrays, each with 4 rows and 16 columns. The numbers in
the boxes are always 4 bits in length, so their values range from 0-15. The S-boxes are
numbered S[1]-S[8]. They are given in Tables 7 to 14.

4. Starting with B[ 1], the first and last bits of the 6-bit block are taken and used as an index

into the row number of S[1], which can range from 0 to 3, and the middle four bits are

used as an index into the column number, which can range from 0 to 15. The number

from this position in the S-box is retrieved and stored away. This is repeated with B[2]

and S[2], B[3] and S[3], and the others up to B[8] and S[8]. At this point, you now have 8

4-bit numbers, which when strung together one after the other in the order of retrieval,

give a 32-bit result.

The result from the previous stage is now passed into the P-permutation, Table 15.

This number is now XORed with L[I-1], and moved into R[I]. R[I-1] is moved into L[I].

7. At this point we have a new L[I] and R[I]. Here, we increment I and repeat the core
function until I = 17, which means that 16 rounds have been executed and keys K[1]-
K[16] have all been used.

SN
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When L[16] and R[16] have been obtained, they are joined back together in the same fashion
they were split apart (L[16] is the left-hand half, R[16] is the right-hand half), then the two
halves are swapped, R[16] becomes the left-most 32 bits and L[16] becomes the right-most 32
bits of the pre-output block and the resultant 64-bit number is called the pre-output. This

procedure is shown in Fig.2.

Table 7 Substitution box 1

Row/Column 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
0 44 1312 15118 3 106 125 9 0 7
1 0 157 4142 131 106 12119 5 3 8
2 4 1 148136 2 1115129 7 3 105 0
3 1S 128 24 9 1 7 5 113 14100 6 13
Table 8 Substitution box 2
Row/Column 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
0 15 1 8 A4 @6 41 3 4 9 F 2 AF 120 5 10
1 3 134 7 152 8 141201 106 9 115
2 ¢ MO 1 Gl R B G £ 2 O SO (U RREE o fE L e S (R ) 1
3 138 101 3 154 2 11 67 120 5 14 9
Table 9 Substitution box 3
Row/Column 0 1 2 3 45 6 7 8 9 10 11 12 13 14 15
0 3 SO 0TI JER 1 B e R e ) IR e e s 2 1 [ K R
1 137 0 9 34 6 102 8 5 14 1211 15 1
2 B3 6 40 00 RS0 3 00 ps a2 2 8¢ 100 14
3 1 10 130 69 8 7 4 15 143 11 5 2 12
Table 10 Substitution box 4
Row/Columm 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
0 ST T T T T
1 138 11 5 6 150 3 & T2 121 10 1439
2 06 9 012 11 7 13 151 3 14 5 2 8 4
3 3 150 6101 138 9 45 11 127 2 14
Table 11 Substitution box 5
Row/Column 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
0 2 124 1 7 1011 6 8 5 3 15 13 0 14
1 4 11 2 124 7 131 5 0 15103 9 8 6
2 4 2 1 1110137 8 159 125 6 3 0 14
3 11 8 127 1 142 136 150 9 104 5 3
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Table 12 Substitution box 6
Row/Column 0 1 2 3 45 6 7 8 9 10 11 12 13 14 15

0 121 10 159 2 6 8 0 13 3 4 14 7 5 11
1 0 35 4 2 O 1228 5 6 1 1F 140 11 3 B
2 M, 15 5 2 8 12 3 F 0 4 10k 13 11 6
3 3 02 1295 151011 141 7 6 0 8 13

Table 13 Substitution box 7
Row/Column 0 1 2 3 4 56 7 8 9 10 11 12 13 14 15
0 4 11 20 1415 0/ 8 13- 3¢ 12:9 7 5 1006 1
130 117 4 91 10143 5 122 158 6

I3 12 3 70 14101506 8 0 5 9 2
6 11 138 1 4107 9 5 0 15142 3 12

L
B

Table 14 Substitution box 8

Row/Column 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
0 SR R G R e 1 I IR [ IR T b i R .2
1 1 15 13 8 103 7 4 125 6 11 0 149 2
2 i Al 4 e 2 ide 2 G 6 100 13 15 3¢ 5 8
3 2 1 474 108 1315129 0 3 5 6 1

Table 15 Permutation

Bit 0 1 2 3

1 16 7 20 21
5 29 12 28 1Y
9 1 15 23 26
13 |5 18 31 10
17 |2 8§ 24 14
21 |32 27 3 9

25 |19 13 30 6

29 |22 11 4 25
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Permutation
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4
4' 64-bit pre-output ‘

————
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.

‘ Final Permutation ‘
v
64-bit cipher text output ‘

Fig.2. DES core function

2.1.4 How to use the S-Boxes

The purpose of this example is to clarify how the S-boxes work. Suppose we have the following
48-bit binary number:
11101100 10000100 10110111 11110110 00011000 10111100

In order to pass this through steps 3 and 4 of the Core Function as outlined in section 2.1.3, the
number is split up into 8, 6-bit blocks, labeled B[1] to B[8] from left to right:

111011 001000 010010 110111 111101 100001 100010 111100
Now, eight numbers are extracted from the S-boxes, one from each box:

B[1]=S[1](11, 1101) = S[1][3][13] =0 = 0000

B[2] = S[2](00, 0100) = S[2][0][4 ] =6 =0110

B[3] = S[3](00, 1001) = S[3][0][9] = 13 = 1101

B[4] =S[4](11, 1011) =S[4][3][11 ]=11 =1011

B[5]=S[5](11, 1110) = S[5][3][14 ] =5=0101

B[6] = S[6](11, 0000) = S[6][3][0] =4 =0100

B[7] = S[7](10, 0001) = S[7][2][1 ] =4 = 0100

B[8] = S[8](10, 1110) = S[8][2][14] =5 = 0101
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In each case of S[n][row][column], the first and last bits of the current B[n] are used as the row
index and the middle four bits as the column index. The results are now joined together to form a
32-bit number which serves as the input to stage 5 of the Core Function (the P-permutation):

00000110 11011011 01010100 01000101

The final step is to apply the Final Permutation (Table 2) to the pre-output. The result is the
completely encrypted text.

2.2. The RSA Algorithm
This algorithm can be summarized as:

1. Generate two large primes, [ p and g.
2. Compute n=p x g U and u(n)=(p-1)(q-1)

3. Choose a number relatively prime to u(n), and call it e ( and should be less than u(n)).
The program written has used 65537, the common value of e used in practice. It is
possible that the Greatest Common Divisor of u(n) and e is not equal 1. In this case, the
key generation fails. A new set of p and ¢ is required. Another case where the keys
generated are not valid is when the message is greater than or equal to the product of p
and ¢. This, too, is taken into account during the implementation.

4. Find d such that e x d=1 mod u(n). d is determined using extended Euclidean
algorithm.

A block of plaintext message M is encrypted to a block of ciphertext C by:
C=M°modn
The plaintext block is then recovered by:

M= C? mod n

The written program consists of five classes, Cipher.java, Decipher.java and KeyScheduler.java
for DES, RSA java for RSA and finally Main.java, all Java files. They are all integrated so that
they run as one program. The user chooses whether to encrypt or decrypt in DES or RSA. The
results for the encryption and decryption are displayed on the Java console.

3- Simulation results

3.1 DES

For DES, an effective key size of 56 bits is used. Random text messages are encrypted and
decrypted, and the results tabulated in Table 16. The computational execution time is shown.
Fig.3 displays these results graphically.
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Table 16 DES encryption and decryption time

‘Text size(bits) Encryption (ms) Decryption (ms)

128 29 42
256 33 50
512 47 57
1024 49 72
2048 34 74
4096 82 120
8192 144 152

Timings for DES for varying text size

160
140
120 -
100
80

W Encryption

Execution time (ms)

40 4 = Decryption

20 A

128 256 512 1024 2048 40% 8192

Text Size (bits)

Fig.3 Encryption and decryption timing of DES

3.2 RSA

To evaluate RSA’s performance, a variable encryption key size is used to encrypt and decrypt a
message. A string message is composed of characters. Higher number of characters often violate
the condition that the message M must lie in the interval [0, n — 1]0. Each character in such a

string is converted to its 3- character wide ASCII code, and the entire resulting numeric string is
used as the message. The execution time is noted and recorded in Table 17. To view the results
better, a graph of the execution time against the key length is drawn in Fig.4. In all cases, the
same message is encrypted and decrypted.
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Table 17 RSA encryption and decryption time

Key Length Encryption(ms) Decryption(ms)

512 54 90
768 65 210
1024 79 340
1280 90 447
1536 105 580
1792 116 743
2048 126 900

Timings for RSA for varying bit strength

5 =
200 + -
700 17

— 600 {7

i -

E 500

.E 400 ® Encryption
00 ; M . .. - Decryption
200 +°
ey B M i

addans

512 768 1024 1280 1536 1792 2048

Bit Strength

Fig.4 Encryption and decryption timing of RSA

4- Discussion

The performance of symmetric (DES) and asymmetric (RSA) key cryptosystems was studied.
DES encrypted and decrypted data much faster than RSA. This is because RSA is based on
mathematical functions which are computationally intensive, unlike DES which is mostly
substitution of bits and thus not computationally intensive. DES is more suitable to the
application which has decryption as the highest priority.

Although DES is faster in producing a cipher text and producing its equivalent plain text
compared to RSA, it faces a major problem of key distribution. Asymmetric key cryptographic
systems provide high security in all ways. For instance, RSA’s security is based on the
assumption that factoring a large number is hard. It would not be feasible to design an RSA
cracker because the cryptanalyst is denied information on the sizes and values of p and ¢. These
two values dictate how well RSA can handle a cryptanalyst during brute-force attack. The larger
the product, the better the security of RSA. DES, on the other hand, is a standard, in that, the key
must be 56 bits, message is encrypted in 64-bit blocks and so on. A DES cracker can be
implemented in hardware which will try all the possible 2°® keys. DES is therefore useful only
when the message to be transmitted is valid for a short time. The ‘short’ time is defined by how
long a cryptanalyst with unlimited resources requires to break DES. For example, if a
cryptanalyst can break DES in five hours, the message transmitted should not be valid for more
than three hours. This can be useful in online transactions. Users should not be logged in with
their credit card details to an online database for more than 10 minutes, for example. This gives
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the cryptanalyst insufficient time to run through all possible keys encrypting the user’s credit
card details.

From the results in Table 16 and Fig.3, the encryption took a slightly lesser time than decryption.
Since, for DES, the encryption and decryption are the same except that the keys are used in
reverse order, these overhead can be attributed to the flipping of the keys. Another point to note
is that the execution time increases exponentially with the text size.

From the results in Table 17, the RSA decryption time is much more than the encryption time.
The encryption time takes significantly lesser time since the numbers involved are not as large as
those used during decryption.

5- Conclusion

Two cryptographic algorithms (DES and RSA) have been explored and implemented in
software. Performance comparisons were carried out and the parameter being tested was the
execution time of the two algorithms. DES is fast especially in the decryption. RSA is slower
than DES in both encryption and decryption and very processor intensive. Unfortunately, a
dedicated hardware can be implemented as a DES cracker, since DES follows rules for

. . ao )
encryption and decryption. There are 2°°  DES keys so the cracker can be designed to search

though the available keys with a bit of cleverness and exhaustive search in brute-force attack. On
the other hand, RSA will resist a brute-force attack since the cryptanalyst will hit a snag when he
is required to find the private key. Therefore RSA’s security lies on the choice of I p and ¢ 0.

Also if a message is to be padded, great care should be taken to avoid an attacker form forging a
signature on valid messages.
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[TOBBIIIEHUE 5®PEKTUBHOCTU BBISABJIEHWA CETEBBIX ATAK
3A CHET AJI'OPUTMOB PACIIO3HABAHIA BPEJOHOCHOI'O
TPAOUKA

Tomona C.B. !, Hakoneunsriii B.C 2., Baikosa, B.H. 3, Boiitenko W.JO. 4
1-4 KueBckuii HanmonaabHbiii ynuepeutet Tapaca IlleBuenka, Kues, Ykpaunna

Berynaenne. Ilocieanue nocTwkeHHsT HMH(POPMALMOHHO-KOMMYHHUKALIMOHHBIX U CETEBBIX
TEXHOJIOTHH, IHUPOKOoe TMpUMeHeHHe Internet mis oOMeHa WH(GOpPMAIWMU PA3TUIHON CTETICHU
KOH(QHICHINAITBHOCTH MEXy 00bEKTaMH KPUTUIECKH BaKHON WHPPACTPYKTYPHI CYIIECTBEHHO
noBEIIAIOT 3¢ dekTnBHOCTS X (yHKIMOHUpOBaHMA. OJHAKO, HA PSAAY C STUM HAOIIOHAeTCs
MOCTOSIHHBIH  pPOCT KuOepaTak B BHJE BPEJOHOCHOI'O CETEBOro Tpaduka, KOTOPBIH
37I0YMBIIIEHHUKH MOTYT MCHOJb30BaTh Ul KOMIPOMETAlMU MH(OpPMAIMU B KOMIBIOTEPHBIX
cerax. IloaTomy 3ammra MH(GOPMALIMOHHBIX PECYPCOB OT KuOepaTak SBISETCS 4pe3BbIYaHHO
Ba)KHOW W aKTyallbHOU MPOOJIEMOI COBPEMEHHOCTH.

B Hacrosimiee Bpemsi CyLIECTBYIOT pPa3jiUuHble MHCTPYMEHTHI U  MEXAaHU3MBI,
HampaBlIeHHbIE Ha obecneueHHe HH(GOPMAIMOHHOM Oe3omacHOCTU. V3BECTHBIMHM pPELICHUSMU
ABIISIIOTCS:  ME)KCETEBBbIE OSKpaHbl, AHTUBUPYCHbIE IPOTPaMMbl, CHCTEMbl OOHApYKEHUS
BTOp>)keHUM M T. m. Ho, K cokaleHuro, 3TU pelleHus He BCerjga SBIISIOTCS JI0CTaTOYHO
s¢dexTuBHbIMU. [loaTOMy ObUIa mpelUiokeHa M pa3paboTaHa POJCTBEHHAsl MO CBOICTBaM K
cucteme oOHapyxenus BropxeHuin (IDS) cucrema mnpemorBpamenus Bropxkenuit (IPS) -
TEXHOJIOTHS TIPEIYIIPEkKICHUS CETeBOM 0E30MacHOCTH, KOTOpas HMCCIEIyeT MOTOKH CETEBOTO
Tpaduka 1 0OHapyKEHUS U MpeJOTBpalieHus kuoeparax [1].

Onucanue npodjeMsbl. TpaIulMOHHBIE CUCTEMBI 1JIi OOHApPYKEHUS BPEJOHOCHOIO Tpaduka ¢
LIEJIBIO MIPEJOTBPALICHUS] BTOPKEHUH Ha MH(POPMALMOHHYIO CUCTEMY B OCHOBHOM HCIIOJIB3YIOT
"CUTHATYPHBIN" METOA, KOTOPBIN TpeOyeT ompeaeNieHHs] YHUKAJIBHOTO MPHU3HAKA IS KaKJ0TO
Tuna ataku. IIpym 3TOM Kaxaas HOBas CUTHaTypa CHadana j00aBisercss B OaHK 3TaJIOHHBIX
npu3HakoB (0a3zy manHbix) IPS, a 3arem, 11 nanbHeimero pacro3HaBaHHMS M OOHApPY)KEHUs
CETEBOI aTaky BBHIMOJIHACTCS CpaBHEHUE NMPU3HAKOB BXOAALIETO TpaduKa ¢ COOTBETCTBYIOLUMHU
JTAJIOHHBIMU NPU3HAaKaMu 0a3bl TaHHbIX IPS.

Coznanrie 1 OOHOBJIEHHWE CHUTHATYP OOBIYHO OCYIIECTBIIICTCS C IOMOLIBIO aHaau3a
COOTBETCTBYIOIIUX JKCIIEPTOB, IPH ITOM CYIIECTBYET HECKOJIBKO MPOOIJIEM, CBSI3aHHBIX C OTHUM
MeToaoM [2]:

e cucreMa J0/DKHA OBITh CHayajga CKOMIIPOMETHpOBaHa i TOTO, 4TOOBI ObUIN
U3BECTHBI OCHOBHBIE MPU3HAKHU BPEOHOCHOTO TpaduKa;
® IS KQKIOU HOBOW KnbepaTaku TpeOyeTcs olpe/esieHie HOBOM CUTHATYPHI.

Bomee Toro, B oTmempHBIX creHapusx kuOepatak, IPS koropas Oasupyercs Ha
CUTHATYpPHOM METOJIe, HE TapaHTHUPYeT JOCTaTOYHO OBICTPOro OOHApYKEHHS NPU3HAKOB
BPEIOHOCHOTO TpaduKa, 4TO CBS3aHO C 3aTPAavyeHHBIM BpPEMEHEM Ha pPaclo3HAaBaHHE OJHOTO
IpU3HaKa M, KakK CJEICTBHE, HEKOTOpble IAKEThl BPEJOHOCHOrO Tpaduka MOTYT OBITh
nponymeHsl. IlociaenHee 00CTOSTENBCTBO MOXKET HPUBECTH K CKPBITOH KOMIIpOMETaLUH
nH(POPMAITMOHHON cucTeMbl [3].

Kak u kaxaplii mporpaMMHBIi MPOIyKT, IPS TpeOyeT 3HauMTEeNbHBIX BBIYUCIUTEIBHBIX
pecypcoB, a UMEHHO: OOJbIIMX OOBEMOB ONEPATUBHOM MaMATH M MOIIHOro mpoueccopa. Ha
CEeTOJIHS YK€ CYILECTBYET psii aJrOPUTMOB OOHApy:KEHUs! NMPHU3HAKOB BPEIOHOCHOTO Tpaduka
(OIIBT), no xotopeiM pabotatorT [PS. OmHako, WX NpPUMEHEHHE CYIIECTBEHHO HarpyKaeT
cCUCTEeMy B LIEJIOM, U TapaHTHpOBaTh, uTo pabora IPS Oyner makcumanbHO 3(PPEKTUBHONW U
HanMeHee TpeOoBaTeIbHOM K BEIYMCIUTEIBHBIM peCypcaM, HEBO3MOKHO. J{JIsl 3TOro anropuTMbl
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OIIBT nomxHbl ObITh A3(PEKTUBHBIMU C TOYKHU 3PEHUSI 00ECTICYEHUSI BEPOSITHOCTU PABUIIBHOTO
pacno3naBanus (BIIP) BpemoHocHoro Ttpadumka wu pabotaTh B MacmTabe BpeMEHH,
NPUOIMIKEHHOTO K PEAIbHOMY.

ITosTomy Bompoc BeiGOpa 3(h(hEeKTUBHOIO € TOUKU 3pEHUs OBICTPOAEHCTBUS aJIropuUTMa
OIIBT sBnsieTcs 4pe3BbIUAHHO aKTyaJIbHBIM.

HimeHHO ¢ 3TOH Lienblo B JaHHON paboTe MPOBEJEH CPaBHUTENbHBINA aHAIN3 BO3MOXKHBIX
JITOPUTMOB PACIIO3HABAHUS NMPU3HAKOB BPEIOHOCHOT'O CETEBOI0 Tpaduka, KOTOPbIe MOTYT OBbITh
IIPUMEHEHBI B IEPCIIEKTUBHBIX cucTemax IPS.

Ha (puc.l) mpexncraBnena mMomenb apXuUTeKTypel paborel IPS, B xoTOopoll BO3MOXKHO
MPUMEHEHHE allTOPUTMOB OOHAPYKEHHUS TIPU3HAKOB BPEITOHOCHOTO CETEBOTO TpaduKa.

Kak w3BectHo [4], pabora cuctembl IPS 3aBuCHT OT 3(QQPEKTUBHOCTH METOJOB
pacno3HaBaHMsA, 8 IMEHHO OT BPEMEHHU, KOTOPOE TPaTUTCS Ha 3Ty npouenypy. [loaromy BaxHBIM
BOTIPOCOM sIBIIsieTCS BbIOOp HambOonee s¢dexruBHoro amropurma OIIBT ¢ Toukm 3peHus
MUHUMU3ALUU BPEMEHHU, KOTOPOE 3aTpayrBaeTCs Ha IPOILecC Pacro3HaBaHUs.

B Hacrosimmee Bpems, IO MHEHHUIO aBTOPOB JaHHOW paOOTHI, CYMIECTBYET HECKOJIBKO
Bo3MOkHBIX MeTomoB OIIBT, a mmenHo [5]:

- anroput™ Kelnona;

- aNropuTM paccTosiHu Maxamanoouca;

- anroput™ baifecca;

- QJITOPUTM TEIJIOBOTO IyMa;

- KOPPEJISLMOHHBIH aJroOpuTM.

D¢ ¢dexTUBHOCTh PabOTBl 3TUX AJTOPUTMOB 3aBUCUT OT TOrO, MO KaKOMYy 3aKOHY
pacnpesieieH0 TPOCTPAHCTBO BEKTOPOB MpPHU3HAKOB. VIMEHHO MO3TOMYy aHaiu3 paboThl
MPEJUIOKEHHBIX aITOPUTMOB MPOBEJEH UCXOMAS U3 TOTO YCIIOBMS, YTO NMPHU3HAKK OOHAPYKEHUS
BPEIOHOCHOT'0 CETEBOT0 Tpaduka MOTYT UMETh Pa3IMYHbIC 3aKOHBI PACHpEaACICHHUS.
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Puc. 1 — Apxurektypa padotsl IPS curaarypHoro Merosaa mpu UCHojib30BaHUH aJITOPUTMOB
OIIBT

3aKOHOM pacHpeziesIeHUs] BEKTOpa IPU3HAKOB PacllO3HaBaHUsI SBISAETCS COOTHOLICHHE
MEXAY BO3MOXHBIMU 3HAa4EHHMSIMM CIy4dallHbIX BEIMYMH M COOTBETICTBYIOIUIMMU UM
BEpOATHOCTSIMU. B kauecTBe Haubosee BEpOSTHBIX 3aKOHOB pacIpelesieHHs MpU3HAKOB
BPEIOHOCHOT0 Tpaduka MOTYT BBICTYNAaThb HOPMaJbHBIH M 3aKoH pacnpezaeneHus Jlamnaca.
Y4ureiBas BO3MOYKHOCTH CJIOKHOW TEKyIIEH CETEeBOM CHUTyallud, 3aKOHBl paclpelesICHUs
MOTPEIHOCTEH U3MEPEHUSI HEKOTOPBIX MPU3HAKOB MOKHO CUMTaTh paBHOMEpHbIMU. Ilo3ToMmy,
Ipu AajnbHeHeM aHainu3e 3((GEKTUBHOCTH IMpeAaraéMblX alropuTMOB OyJeM HCIOJIb30BaTh
YKa3aHHBIE 3aKOHBI pacIpeesIeHUs] BEKTOpa NPU3HAKOB: HOPMAJIbHBINA, PABHOMEPHBIN U 3aKOH
pacnpeaenenns Jlamnaca.

HopmanbHblll 3aKOH pacipeleneHus CIydailHOW BEIWYUHBI IITUPOKO NPUMEHSETCS TPH
pelIeHnn npakTuyeckux 3aaad [6]. CiydaliHasi BeMYMHA X TOJJICKUT HOPMAIBHOMY 3aKOHY,
€CJIM TUIOTHOCTh BEPOSITHOCTH 3TOM CIyyailHOM BEIMYMHBI COOTBETCTBYET BhIpaskeHuIo (1).

()c—m)2

f(x)=ﬁe = (1)

rae e = 2,71828 - ocHOBa HaTypaJIbLHOTO Jorapudma;
n=3,14159;
m 1 G - mapaMeTpsl pacipeeNeHns, ONpeaesieMble M0 Pe3yIbTaTaM UCTIBITAHUI.

I'paduk QyHKIIMU MITIOTHOCTH BEPOATHOCTH f{X) nMeeT Buj (puc.2).

) 4

o N2 [TTTTTTTTTTTTTTIT,

X

0
my

Puc.2 - I'paduk QyHKUIMM MIIOTHOCTH BEPOSITHOCTH MPU
HOPMaJIbHOM 3aKOHE PacCIpeeIICHUs

3akon pacnpeneneHus Jlammaca (ABOWHOE OKCIIOHEHIMAIBHOE PpaCHpE/IesICHUE).
CnyualiHast BenmuunHA X ©MeeT pacrpeneicaue Jlamiaca ¢ mapamerpamu (o, A) u (4 > 0), ecim
OHA UMEET IUIOTHOCTH PacipeIeNIeH s, COOTBETCTBYIOITYTO (2).
| -l|x-a
fx)=—e

2

[InoTHOCTE pacnpeneneHus CIy4YailHON BEIMYUHBI, KOTOPasl pacrupeselieHa 1Mo 3aKOHY

pacnpenenenus Jlamnaca, uzobpaxena Ha (puc. 3).

2)
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Y[EIN

0,51

\ 4

Puc. 3 - IInotHOCTH pacnpeaesieHus! ciy4yaiiHOW BEJIMYMHBI IO 3aKOHY pacnpenenenus Jlammaca

Ecnu BeposiTHOCTh MonajaHus CIydaifHOM BEJIMYMHBI HAa MHTEpPBaJl MPONOPLUOHAIbHA
JUIMHE WHTEpBaJla M HE 3aBUCUT OT pACHOJIOKEHHUs MHTEepBaja Ha OCH, TO OHAa MMeEEeT
paBHOMEpHBIN 3aKOH pactipeneieHus. [I10THOCTE Takoro pacnpeaeneHus npeacrasieHa Kak (3):

0,x<a,
f(x)=4c,a<x<b,
0,x>b

HenpepsiBHas citydaiiHasi BEIMYMHA X TOAJICKHUT PABHOMEPHOMY 3aKOHY pacIipeaeieHus
Ha OTpe3ke [a, b], ecnmu Ha ITOM OTpe3Ke IUIOTHOCTH paclpeAesICHHUs CIydalHOW BEJTMYMHBI
paBHa TIOCTOSIHHOM, a BHE €r0 paBHA HYJIIO, TAKMM 00pa3oM (yHKuus umeet Buf (4):

3)

0O,x<a,

F(x)=12X=9 o b
(X)=15—0<x<b, @

I, x>b.
JUia ciydaliHOW BenMUYWHBI X, KOTOpas paclpeielicHa II0 PaBHOMEPHOMY 3aKOHY,
JUCTIEPCUS M MaTeMaTUYeCKoe OXXHIAaHHEe OyayT pacCUUTHIBATHCS HCXOIS W3 CIEAYIOIINX
BBIPaKCHMUI.
_bta
2

I'paduk GYHKIUK TUIOTHOCTH BEPOSITHOCTH PaCIpEleICHUs] TI0 PABHOMEPHOMY 3aKOHY
[6] mpuBeneH Ha (puc. 4).

M[X]

ppg -2
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Jf)4

C p---------- .

Puc. 4 - I'paduk hyHKINHU TIIOTHOCTH BEPOSTHOCTH PACTIPEICICHHS IO PABHOMEPHOMY 3aKOHY

AnroputMm baifeca B MmaTpuaHOM BuAE [5, 7] mpencTaBieH BEIpaxkeHuEM (8)

o(SaP7'Sy)
K=—w—— )

V2n)PD

rae P! - oOparHas KOppessIMOHHas MaTpHIIA;
n = 3,14159;

Sei YCpPEIHEHHBII BEKTOpP MPU3HAKOB i-TO ITAJIOHA;
e = 2,71828 - ocHOBaHME HATypalbHOTO Jorapudma.
Belpaxkenne mist pacueTa aiaroputMa paccTosiHMs MaxamanoOuca OyneT UMeTh
COOTBETCTBEHHO BHI (6).

— in:(S—S.) P l(s—s.. (6)
K =argmin;(S—S¢) P, (S—S¢)
rae P! - oOpaTHas KOppessIMOHHas MaTpUIIa;
Sei

B dopmyny ans anroputma "TEruioBo# myM" BXOST T€ ke MEpEeMEHHBIE, YTO U JUIS
anropurma Keiinona (7), ogHako 3HaYeHHE OLIEHOYHOH KOPPEISLMOHHONW MaTpHIbl NMPU3HAKOB
Oepertcs B kBajparte (8), A1 pacueTa KOTOPOTO HEOOXOUMO OOJIbIIIe MAIIIMHHOTO BPEMEHHU:

- YCpEIHEHHBIH BEKTOpP MPU3HAKOB i-TO STAJIOHA.

K=argmax i m (7)

K =argmax ;_ ®)
LS* (P 1)2S .
el el
TJIe arg max - anroOpyuTM MakCUMyMa MPaBIONoA00uS;
P! - o6paTHas KOppeNALMOHHAs MATPUILIA;

§ei

- YCPEIHEHHBIH BEKTOP MPU3HAKOB 1-TO ATAJOHA.
KoppensiuoHHbsli anropuT™M UMeEET cieaymomiee Beipaxenue (9).

; (S, = S1)(S, = Se) )

K=~
L 0,0

ei
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rje L — KoJM4ecTBO NMPOBEACHHBIX NPU PAcllO3HaBaHUM UCIIBITAHUH;
(S, -S.) - L-ii npyHUMAaIOIIKI U yCpeAHEHHBIN 110 P BEKTOPOB NPU3HAKOB;
Sei - yCPEIHEHHBINH BEKTOP NMPU3HAKOB i-TO 3TAIOHA;
O, Ta O, - CPeIHEKBAAPATHIECKOE OTKIOHEHHE (S, - S ) U (S-S ).

Jiis cpaBHUTENBHON ONEHKH OBICTpOJIeHCTBYsI MpeiaraeMbix anroputMoB OIIBT 6b110
IIPOBEIEHO MAaTEMaTHYECKOe MOJEIUPOBAHUE JUIS OINpPENENCHUs] BEJIUYMHBI BEPOSITHOCTH
npaBmwibHOro pacno3uasanus (BIIP) ot konmuecTBa npusHakoB pacnozHaBanus (P).

3nauenus P ve npesbimano §. OHU MOJEIHPOBAIUCH TSI KAXKI0TO KOHKPETHOTO CITydast
C TIOMOIIBIO JAaT4YMKa CIy4alHbIX 4YHCEJ C PpPAaBHOMEPHBIM, HOPMAJIBHBIM M 3aKOHOM
pacupenenenus Jlamnaca (puc. Sa, puc. 56, puc. 56 COOTBETCTBEHHO).

Ha npuBeneHHbIX I'paduKax HCHOIb30BaHbI ClEAyIOMNe 0003HAYEHUS AJS aJlrOPUTMOB
pacmo3HaBaHus, nouiexkamux anainusy: MP — paccrosaus Maxananoouca; b — Baiteca; K —

KoppensiironHsii; Kl - Keiinona;
T — "TeruoBoi mrym".

BIIP

1
0,8 = —KI

) //
0,6 / - - a» .T[]_[
0,4 ~ - e V[P
0,2 ]

—K
0 - P
1 2 3 4 5 6 7 8

Puc.5a - 3aBucumocts BIIP ot kKoaruecTBa Npu3HAKOB paclo3HABaHUS AJIsl pABHOMEPHOTO
3aKOHa paclpeesICHAs

BIIP

0,6
04 ///’ ==
’ e V[P
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Puc.56 - 3aBucumocts BIIP oT KoM4yecTBa IPU3HAKOB PACIIO3HABAHUS ISl HOPMAILHOTO
3aKOHA PACIPEAETICHUS

BIIP
1
| | B
0,8 ‘ -
0,6 — /4 —
e e o TIII
0,4 ,/ // "
' o=
0,2 ///
0 | p K
1 2 3 4 5 6 7 8

Puc 56 - 3aBucumocts BIIP oT konudecTBa npru3HaKoB paclo3HaBaHUs
JUTS 3aKOHA pacnpeaenenus Jlamnaca

IIpp paBHOMEpHOM 3aKOHE pacmpenesieHuss puc S5 a anroputMm baiteca He
aHAJIM3UPOBAJICS B CBSI3U C TE€M, UTO JUIA €ro paboThl HEOOXOIMMO 3HAaHHE MAaKCUMyMa 3HaueHUs
3aKOHa paclpesieleHHs] BEKTOpa MPU3HAKOB, KOTOPbIM Ha BCel CBOEH MPOTSKEHHOCTH HMEET
OJIMHAKOBBIE 3HAUYEHUs, YTO MOKHO HaOIr01aTh Ha (pHcC. 4).

Ananu3za nonydeHHbIX rpa¢ukoB (puc. 5a, puc. 56, puc. 56) mokasai, 4TO aJrOPUTM
baiieca nMeeT JOCTaTOUHO BBICOKHME pe3yJbTaThl YKe MPH TPeX MpU3HAKaX paclo3HaBaHUS, YTO
HaOIroaeTcsl NMpU HOPMAaJbHOM M 3aKoHe pacnpezaeneHus Jlamnaca, oJHAKO HpUMEHEHHUE
anropurMma baiieca HeBO3MOXKHO NPU PaBHOMEPHOM 3aKOHE pacrpeeIeHusl.

Ha rpadukax (puc. 5a, 56 u 56) HaOnr01aI0TCS HAMTYYIIINE TTOKa3aTenn 3PpPeKTUBHOCTH
anroputMoB Keiinmona u "temnosoit mym". Ilpu stom ananuz ¢opmyn (7, 8) mokaszan, 4To
agroputMm KeililmoHa MMeeT 3HAYUTENbHOE MPEUMYIIECTBO HAJ aJTOPUTMOM '"TEIsIOBOHM mym",
TaK KaK [Py pacyeTe MepBOro MPOBOAUTCS MEHBIIE MAaTEeMAaTUYECKUX BBIYMCIICHUM, a UMEHHO
BO3BEJIEHUE B KBAAPAT KOPPEISLUOHHON MaTPHILbI, YTO CYLIECTBEHHO YMEHBIIAET HArpy3Ky Ha
BBIYUCIIUTENBHYIO cucTeMy [7].

BriBox

Takum o0pa3om, B HaHHOW pabOTe, METOAAMH MAaTEMAaTHYECKOTO MOJCIHPOBAHUS
npoBeieH aHainu3 3((EeKTUBHOCTH Ipoliecca paclo3HaBaHUs MPU3HAKOB BPEIOHOCHOTO Tpaduka
npeutoskeHHbIME MeTogamu OIIBT (5-9) ¢ Touku 3peHust ux (GyHKIMOHUPOBAHHS B YCIOBHSAX
BpPEMEHH, MPHOIMKEHHOTO K PEATTbHOMY.

[MTokazano, yro anroput™m Kelinona siBisieTcs HanOosaee d3PPEKTHBHBIM IO CPAaBHEHHIO C
IPYTUMH METOJIAMH HM €r0 NMPUMEHEHHWE B CHUCTEME MPOTHBOACHCTBHS BTOPKCHUH, TMO3BOJIUT
yIIyqmnTh okasatenu 3¢ ¢ exkruHocTr [PS Ha Bemmuuny 10 5%.
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CANARYTOKENS: AN OLD CONCEPT FOR A NEW WORLD

Gionathan Armando Reale, Benjamin Zinc Loft
Hovmark Data ApS, Cyber Security Department

ABSTRACT. Cyber attacks are becoming more common, and the evolving nature of these
attacks call for novel solutions to detect and prevent intrusion that costs businesses dearly each
year. This article explores the concepts and limitations of Canarytokens, a honeytoken based
software abstracted from coal miners’ use of birds as early warning systems to detect toxic gas, a
practice established over a hundred years ago.

KEYWORDS: cyber, security, intrusion, detection, theft, protection, attacks

The word honeytoken was stated first by Augusto Paes de Barros in February 2003 [1], but the
core concept is as old as security itself. From map-making [2] to ancient military campaigns,
deception based intrusion detection has been successfully used to detect risk and attackers.
Canarytokens [3] offer a new perspective on honeytokens, modeling the software after mining
canaries and turning what is an old basic concept into a novel detection system.

Concept

The Canarytokens software distributes tokens that consist of a unique randomly generated
identifier (which can be placed in either HTTP URLSs or in hostnames). When the HTTP URL is
requested, or the hostname is resolved, it alerts the owner (signifying that the token has been
triggered) and provides a summary of information regarding the circumstances of the event [4].
This is the core concept of Canarytokens. The information given can be as vague as the DNS
which has been used to resolve an embedded hostname, to as informative and specific as the [P
address or computer name of the entity who triggered the token.

Canarytokens can be implemented in many different ways. Document based tokens can be
placed within Microsoft Word documents and Acrobat Reader PDF documents [4] triggering an
alert when opened with their native document viewers. Document based tokens offer the
advantage (compared to other deployments of Canarytokens) that they can easily and effectively
be placed within a corporate environment. Another possibility with Canarytokens is the ability to
create a Javascript based token [4] which can detect if the owner’s website has been cloned or is
being hosted in another domain. This feature of Canarytokens can be vital in protecting websites
from phishing campaigns and fraud.

Canarytokens also offers an interesting way to protect databases by creating a VIEW that starts a
DNS query when a SELECT is run against the VIEW [4]. Due to the simple, effective and
customizable nature of Canarytokens, tokens can be used in executables, DLLs, Windows folders
and much more. Regardless of the exact implementation, the core concept of Canarytokens does
not change.
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Limitations

Canarytokens has several limitations affecting the document based tokens. Currently, [P/DNS
detection [5] can be easily obfuscated by submitting any potentially "infected" document to a
public online scanning service before opening the document. By doing so, the token will be
triggered repeatedly by various IP addresses all over the world, thus masking the virtual identity
of the attacker. Executable based tokens are also affected by this vulnerability [5].

Another issue plaguing document based tokens is their reliance on the use of certain document
readers and conditions to trigger the token [6,7]. If an attacker decides to use a document reader
outside of those mentioned in the software documentation, or has enabled special security
measures, the attacker can in some cases, successfully open an “infected” document without
triggering the token [6,7].

Another important limitation has been brought to attention in CVE-2019-9768 [8]: Microsoft
Word documents containing tokens have minimal variation in size, metadata, and timestamp,
allowing attackers to — with create accuracy — detect which documents may be “infected”,
making it an easy task to avoid triggering an alert. Proof of concept code exists for this issue [9]
and there is evidence to suggest this is being actively exploited [10].

Other limitations may exist that have yet to be discovered.

Conclusion

Canarytokens is a powerful tool which has the potential to improve the security stance of
organizations that choose to use it. However, the limitations we found suggest that at its current
state, document based tokens are easily detectable and can be bypassed by a well informed
attacker. This is concerning as document based tokens can be a popular option for businesses
wishing to detect attackers or malicious employees. Nevertheless Canarytokens offers an
interesting and useful solution to detect attackers and protect assets.
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