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Annotation-Information warfare in the 21st century is very important and actual subject, so we
think our theme ,, Information Warfare-Abkhazia and Georgia’’ describes reality based on
historical facts and also points out a big problem- relationship between Abkhazians and
Georgians.
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INFLUENCE OF INFORMATION WAR ON MEDIA COVERAGE DURING THE
FOUR-DAY CONFRONTATION OF ARMENIA-AZERBAIJAN IN 2016

(CASE STUDY)
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Abstract. Elements of hybrid warfare, especially Information wars, are used very often in recent
years. Information wars are a good way to achieve military, state or other goals. This fact is a
serious threat to the media in order to keep the guns in the hands of the opposing parties during an
active news war.

The purpose of the work is to research the impact of news war on the content of three Georgian and
one Russian TV broadcaster ("Rustavi 2," "Imedi," "Public Broadcasting," "RT")

Armed conflict between Armenia and Azerbaijan has been in the near past and is still relevant
today. Scientific samples of his analysis and research are very few. The survey was conducted for
the first time and gave us some results in the future to improve media coverage.

During the research period, we studied 16 news outlets and 9 stories, which we used in quantitative
and qualitative content analysis. The study relied on the theory of Framing .

As a result of the survey we came to the conclusion that the Georgian media did not have an impact
on the Information war and the issue was not covered in depth. The focus was mainly on the
description of the facts and the official position of the parties, and the active information war
remained unattended; And in the case of "RT" there is negative coverage of the issue and
information war signs.

KEYWORDS: Information war, Influence of information war on media coverage, international
standards in coverage of military actions, confrontation between Armenia and Azerbaijan in 2016,
research in Georgian and Russian med
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e M Lobdo®om 89Jgdms T9gEosdo LemIbYm-sBYMHdS0XBOL  JMbRwodBHo ©s
6580096% 96 0gm 030 LoobBMOT>30M FodmI3z9d0L EOL JMNs350M0 MYs?

e 0MOM39MES Y] M5 MmIol d0dEO0bIMYMdOLSL Mol  godmdgdol LogmzgEEmsmE
5005090100 BogMHMSFMMHOLM bBHOSbIMFHIO0 s bMMTIgd0?

o M (gomHmgdl  9ymHbmMdMbL Jodmzgro  FMOboswol@gdo, 306 oym dsmo
306390gomr™?

* https://en.wikipedia.org/wiki/Collective_Security_Treaty_Organization;
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° bmd 56 9939m©bb  o3wgbol J393  FIOBboobHYoo  YIYILME  HOWDY
3735mdoL MH™L?

o Jbxgemdbgb vy 9Ms Logombol  gsdmdgdolsls LodoMmzgwmbmgols  sOLYdwe
LogzOMbggdby?

e 399J000m©s vy 965 LodOIMEm  mddgEgdgdol  3oMoegmMo  dodobatg
Lo0bRMOAs30Mm mIo?

59 300b390%Bg 3sLbol olisgds F930LHogwgom 98I0 GH9Wg3m3560900: ,,0090
HOMBMg0 2, OMIgdog  8go®Bs  ©goBobaol  dobggom;® |, LabmyeEmdOH030
3599099090, OHmamO3 9ohm3bmmo  GHgagdomfiygdgwo s ,Russia Today,” Gmlwmeo
36MHM353560LEGHMWOo  BHgug30H0s, MMIgwoE MM J399sbsdo  smggdermdl o,
30303900 doBbgdol dowfjg3sl - MmOl 0IMEIMAO0L ©sT3Z30MGIL - gsedo

13

0bgmMdo30900L, 9.§. ,.Fake News“-9d0l, 253039009300 (3000¢0MdL.

1533093 39M0MPOE A9BOLEBEZMS 2016 Ferol 2-5 s3Mowo, LsdMIMmE® dmddggdgdols
900006560 gmdol  39MHom©o.  slg3g  Fosbowobgdos 2016 farol, 31 ©9393360U,
0905%509990 35005399990, 000l oLOYIDbs©, MY M38IbsE LIMOMBMYWI© @
3600369 m3bs@ 900g359L 9900 53 3MbRW0JBHL s MIOMBEIds M MO J96M339U9IO
©OMOL 9999 dol gobbozsl. gosboerobs JoOmMMo FHgwgodbgdol 16 Jmogz56M0
LYOBFMOT>30M godmMmdz905 s RT-0l 9 Lovysgg@o.

153307930 3000b3900056 259M065MY, BTMYSE0dES 303MmmMYB:

*  090000L5095wgd900,  LoobRMMIs3zom Mol F0dEObsMYMIOLSL,  9d39m©bIb

3903390 dogngdol  bgyo3wgbol J39d s  9M393w0696  ®dols s dgdols
L3obIMEHJOL.

331930l 8900MEMEMQ0s

33935 3obbmM309w@s 9900l 33¢930L 9MM-9M00 dgomEOL - Ggdmbggzol sbsgrobols
dobgz0m, 250m309gbgo oo Mo God0: sOfgMomo, Lszombol Jglsbffogers ©s
3393000 - 99005L53w)5eg0gdbY 9330039005 s LsobxBMMTIs30m Mol Fglsderm
293w9bols 33¢930Lsm30L ( Yin, R.K.,1994).

399099690905 MomEYbmdMH030 ©s 13093Mm030 3M6EIDG-565¢oBo.

45650500l 30mbx3wodEol sbseoBol MMl 3e030byols dgmmom ogm3zswgm 3393
00099439030  FoLoEgdol Momgbmds, JOMbMIGHEMsg0 s MOYoM™MAS, 5353 IMAZ3S

> http://www.bm.ge/ka/article/tvmr-2017-wlis-yvelaze-reitinguli-televiziebi/16418.
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396339990 365399900 F0bssMLMOM030 565¢OBOL JoBO3JMNYOES@. O3 ™o30L TbMog
523953565, 9339000, 0OWV3YIMPS M) 565 LHOBGFMOT530m MOl Fo3wgbo Fodw9dgdol
LEObIOGHIO0, Mo [gomHmgdl 9yMHbMdMPBIE HMMbsolEHJd0, OB 34s3sm MvY
365 153293560 o396 9d0, 0ym 0399 565 5080 BodoMmMZgMBM30L SOLYdWO
LogzOHMbggdo.

Lo BJOOL  BHMBOWMBOL AoBLIBOIMOLS s o3 gbols Fgxsligdolmzol  gsdmzoygbgo
GBS MdOL 565¢w0B0o, MMIol Jobg30m53 93533000 HHYeg30D0YOL, Mg MMYME
0y369b 296{ymdomgdo H™Igerodg dbserol oo - ,,3mDB0EH0M5,  ,,6925GH0MS™ vy
09035 M5.“  bsewobol gl Bm®Ts, LwYBd0gdBHMEO FgBoLgdsl  0ygbgdl, TolLognols
90bs5mldo Md09JEgdol F0FsMm 259MboGM0 39000y6{YMdOL 96 505390 ys6Hgmdols
239BLsBEgOOLMZ0L (Bodgarbmbo, ., yMox0bo, @.,w., 2005).

33w930L  LOMWYMGBoLIM30L dlig3g 299™M30Ygbgm ™30L9d3M030 33eg30L  FgoOM@OL -
Lboe®3olgmwo 0bGHgMzoml bsbg3dom LBEAMWIGHMIMMIOMO BmEOBs, Ms3 LW gds

9ma335 8ma39d090065 Lbgs 960d3bgemgsbo s MEbmdo ©@g@Eswgdo, 339 sOLYdMWwO
3sL5EgdoL AoMs. 58 gHom Fgbodegdgeos obgmo dmbszgdgdol 8gammaggds, MMIgEos

L5 gdsL 0935 F9350MOM FoWgdIero dmbsizgdgdo (Weerakkody, N., 2009).

063963099900 B3¢  3MBBodBHol Bmbsdo dmdMdsgzg 4 FmMbscrobBmob s 3
99b39MEGH6, HMIWIdOE ©S39390Ibo 56056 36RO EHIOOL, LEobgM®As30om Mdgdols
Q5 30096 MLORODHMYGOOL 190530359 31FoMmdoo.

330935 ©999MHbMm BMYOTobol MgM@osls, HMIgeros ,,fo0M0moygbl, 03l v M, Mo
3M63093M0 0090m 560l sfgMowo s IMfirmEadeo gls ¢) ob 30530, d9oEo3L
LoMMH0gb B30 39 50690L, B3930803M, LsFoMm LoGYzgols @s 9.0.° (3939WWs @
x90dbmbo, 1997).

336909990L EsbdsMm9d0m, MMIGdOE B OSL 335d g3l 250M353W0bMo 6339w o
B93o3w9bs,  29359650bgm My MsdIbs  0393WbI6  HMOBswobBHgoo  BmyogdHom
UGObIOBL, sbg3g M9dabs bdoMos  sBLYbgdDIE MMIgwodg dboGgls b  dsom
990005b59v5e9g3gdBs M) MTOL SMBEGHMHOEOI BMEOTOL.

330930L BoMe9dd0 ImIBsEs LBoEGHYIZ0DOM 3505(395(3-
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0530 I - @o@g®s@medol dodmbowgs

1.1. 3ol 05653900Mm39 BMOIs: Lsobxzm®Isgom mdo s oo dgdsygbgwo ambisom®o
RgOM9do

30060wwo mdob gugdgb@GHgool 208my9gbgdsd, 39651369 3gMomdo, 3038 doswfos.
3o M0l 439esbg oMo Loobxm®mAszom Mmoo 343b3ds. LES0bol Tgz3sL9d0m, h39b
35000  0bxMMI>30Mwo  Bom3Mbol 90 gBHe3bY, MMIgdsg, sbogwo  JoBbgdo o
d9LodW GO MOGd0  dmoBebs. gl 21-9  Lowzmbol ™dol GmEMIGPL  (33eol,  Toasd,
9099b9gs3500 0dols, GMI MdTo 3Yg30900 bbzs IgmnmEYdom Bsbsz3zws, LydmEwmm dobsbo
35063 03039 MBS - 3mfobssBgaol sdymmds (Stein, G. J. 1995).

©. 3d0d0d30w0 50bodbsgl, M 9339360900 XJO 3093 dMEmI©) 3960 bLAYO0H
LYObFMOTs30m MAoL BMLEGHO IB0boEOOL, FgdsAqbermdoly s JEgdgbEgdol Talobgd.
960 b5foeo Ibmem© 390003WsGHBRMOIGOL Im0sHMYOL, Igmegl 30 dosBbos, ™A ,,dobo
9099963900 565 10O gdgd0, 96MsdgE  bgebgdos, 8sQ9w0mOE:  ©YHOBRMOBsi300,
F06Hgd0L 293039190, BLOJMEMYOMOO Bgdm]dggds, Tmoambgds, domgdol 99ddbs s
5.0.% (dododgowo, . 2015).

396Md0bL, 3MMABILMOO ©g30© sWdIMEH0 b5dGM™ITJo -  Defensive Information Warfare,
dmobligbogdl, MHMYMO3 ,,9ym3wolbdmd339wl,” Mdmdgwog 4oblbgegzgdme  mbolidogdgdl
9m0393L8 o 90 Mboldogdgdl 3ymxl, MMYMEOE 99sMgdom d3z9wo  (3Mmb3MM9bi30.,
3MbxwodGHo, mdo) s sHsEro (3MM35450olEMo 35335605, GMIgEoE dmoEegl dgwos
mdb, 569 053sLLAGOL FgPMMHJODBY  (BODOZMOMO s HMVRODOIMEO), sbgzg Tom
Lo0bBMO 530 [goOmrMgdLs s 3396035300l LBodsEgdgdBg) Ho0dmAszemdols IJmbg
(ALBERTS, D.S., 1996).

30093 9600 53GHMOMS X 2IB0 LEMOdOMOL Mol 58 FMEOIoL oMl OMLMIL 3538060y,
6593 99()Y39%90L 0boE, HMI 0bBMMTs30s LsdbgEM™ M3gMH30900L oMo Bofforo
0y B5369900L 96353 ™d5d0. LsTbYLOM O0YMHYOO 5005MYJdBIL dols 360369 ™36
OOMEL, OMamOE  0Odm@ol  39bg  bgedgdfgmd  BodGHmOL, sdoG™md  ymz9gem3zolL
(300wMmdEbYb  dMmg3m3900bsm  A5sdfYz9B0  0bBMMIs30s  Fmfobosswdgaol  Tglobgd
(Alberts, D.S., Garstka, J.J., Hayes, R.E., Signori, D.A., 2001). 5859 905603693l Bobgero
LoABYIOOM LAHMIEIFOLS S MJNOEOIMLBOL bb-dols (33.§.00. 543 — 495) bsde™To ,,mdol
b9wmgzbgds.”  ol, 9GHMOL 949299000  Boi3MmILmIb  gOMO©, 230035BMdL  Joboom
356039906 gd0Ls s ILMLEHIIOL ©9sdEsg bgdbl. godsMx39d0l  Jmlsdm3z9ds®, 30,

OHMAMOG HMOOEOVIAD, 515939 SMOEGMIPOE0IWO do¢gdol godmyqbgosls (bvb-do, 2016).

330930000 MmMAB0BsE30s Rand-ds 2013 Fgal Bsos@ots 331939, OHmIgerdog s0bodbmeos,
O™ 5d3-0b  Bo359MH™ dogdo 3313 PoblOHBM3M396 LoobRMMAs30m ML (IW), HMaMO3
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99dAHOMbMwo m3gdols s 3m330EHIOMWo Jugugdol Mm39Me309d0L 993 bEMdSL
(Porche, 1. R., Paul, C., York, M., 5 Ubg., 2013). Lodmemm, OHmam®3 ddodo (oo,

dOMOMOWPI, Y39 933193500 35063 dool 08 133659 Y, MM LoobymMIs30Mm ™mdo,
9 960l 4899d9d0, MMIdoE  Bosbl  5ygbgdl  dmfobsswdgyol  0bRMm®Asi30s,
Lo0bBMMAs30m  LOLEBHYIJOL S 5393MMNMSE 03536 Bo3MMsML (Schmitt, M.N., 2002);
LimMgo 00 4909gdmdo, Loosg 0bxmgm®Togool  Banmds,  go3mEgwgds b doboom
8560379 069ds 96Ls3MMOGBom 360369356058, LoobEHIMgbems Rand-ob Ldgdsg, Lowsg
®do Bsdowos 99850y969wo 3mbdEowm®mo bggmmgdol dobggom:

9@9dBOmbmwo mdo (EW) - 9e9d@ambmwo 03005bdgdo o 00305339, ™Iol O™l
bdoM9d5 s 139Gl FsOMZo-3MbGHOMEO;

3Mm330BHoOhmo  Jugeols  m3gMo3ogdo (CNO) - 0bgm®dsgool  Logzwmmomo
LOMRIOMBOLMZOL odmygbgds S S(339;

JB9M0 396530900 - 0bBMOTs300L YOEOWb3gEYMRs;

993GO™Ia60E Mo L3gdBHMOL M3gMo30gd0 (EMSO) - 139gJBHMOL JoMmm3s, Asbsfowgdols
LobdoMy;

Ls0bgzm®mIsgom  m3gMs30gd0 d0) - 9gw9ddHOmbmwo m®do, Lsdbgodm  bOozgdo,
3LogMEMEO0©O0, LEOIM s 3nd30v)BHIOMEOo JugEwolb M39MS309d0;

Logbsengdol sB39M3s (SIGIN) - 993603905 s 35000 IbIMdY;

Lsdbg®® 0683mMAs305, TBsMLFIMHOL M3gMs3gogdo (MISO) - 3mmm©obszos LsdbgoMm
063m®35300L BN FIMHOL M39EM53090DY;

(3ow39 3sbobowgds gmxzowo glogmmmyuom®o m39Msgogdo  (PSYOP) - 9dm3ogd%)
D9a93w9bs, 5m356930L5 s (3939008 IMBOJMGdY);

L5BMYMJOLMD MOPOIMHNMBOL M3GHE0YOO - Joegdbg, 3M3IEs(3090DY YIMOELIOOL
2005b300900;

3™bol dsMmgs - 9gdbs, mMAB0BYds, 399mygbgds s gos3gds (Porche, I. R., Paul, C.,
York, M., s bbg., 2013).

dsbg@ol, MoEobs ©s  owbmboll dobgwzom, doMbgszs© 0dobsy, M@I
Lo0bRMO 530 @AL 56 5gd3L Fobs baBo, 3mEHYbE0IMH0 dMAMEOl 390 439esb 43b39ds
(Molander, R.C., Riddile, A.S., Wilson, P. A.). 58 8cbosB6gdsl 58330390l GHJowmMoE o
533mdL, MHmd mdo dmoEsgL Yzgws ROMBAL, dso TmOOL - sboEw 533gOL, FIMbsEIOLS o

¢ https://en.oxforddictionaries.com/definition/information_war.
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39B9gmol 139BHIOL, BogGMHSTMOHOLM MOEOMLOYDIEGdL, dvdog Mgg0ddo, LoEgwgzobom
@5 0b@9MbyBLozmEgL.  0sbsdgMmgg  Abmxzwomdo  dgool  FsMm3s s doloom
356039906905 0MHIM0L gosdHYy39BH0 BMMTss, HMICOMS3 OIL MIGddo Q5ToMXZIdS
dooefiogs (Tylor, A., 2001).

0958009 9®LgdMo 3MmbBW0dEHIOOL 5b5¢0BOL Bogdzgw By 93000, s3YIZ5m, MM
™ol 359999900L BEBIBIMEJOOL IYE39WMO0M SOLJIMOL TSI 5EBSMNMOS 0dOLY,
6Omd  g7OHbsgrolBo dmgdagl Yowdo 0bxzm®mBs3ool (gHBobxgm®mdszool, 3Mm3sobools)
B93°30960L J398 s 2960(35ML BObBMMTo30M MOl o3egbs.

1.2. 15960590l BE)sbsMIEYOO LMoo drmgdggdgdOL gs8wdgdols dglisbyd

d93b0ghgdo dgmeg mBEom mdob EOHML sOLYdMwwo FsbodmEwomgdol 9gmmEadoLsb

093050  NBOM  Eb3gfor  FgmmEs  dooBbyzqb ®9bsdgmMmzg  93mgol
36MHM353560LEAHM™  LEM9BHIH09dL.  FMMbool@Ggdl 30 3mbxwod@do  Fmogzs6
9505099950 bgs39gb 03 456gdmdo, Loog dgmds®o dbsMggdo s Fmoz3MMdJd0 Fs0
500435996, OHMaMOE 5MOIDMEME 05MHPL, 50599 3OHM35Q56OL Fobdsbsls (Gjelten,T.,
1998).

Bmodgbo s Bsdo BsIIZ30MdM FMMBIWOLBH03L 393w 0BsGHMEMOL BxMbJ3z00L dJmbg
900Bbg396 @o LomdMHMdgb 005Bg, MHMI dmErm mmbo  sMfEgmEol  2s6d53emdsdo
090005360303mgd0, 383000Md0L 5dGH030LGJO0 S 3OMBYLOMWOo IS SMEOSE30Jd0
6B olBgoOl Lobmggh, bgwo dgfymb gmmbocolBogzsl s dodsGmmgdom (Neumann,
R., Fahmy, S., 2016). 5355 9dLobmMgds mdobs s Fd30MO0L 458999900l 0bLEHOEWEHOL
(Institute For War & Peace Reporting) dogé 9994985390900 ,,083000000L 253Jgd0olb 9J3bo

1535 ¥ ™ Fglio FObswobEgdobmzol:

o 3mbnwodBHdo 996339306 390IOMWGds - 4963005M900L  OLEGHMMOOL, SGOLOU,
9m23560900L dglsderm gbgdo godm33wg3s. Mol 356mbgdol, 3mbxgeod@memaools
5 3mbxzwod@ 900l 8830Mmd0560 3my356M9d0l 3OHMm3EaLYOOL (3¢mEbs.

e L3Om0 sE  259w9dgds - BosblOL  s339, ,,d6083690m3560  3MA3EgduGo

bogombgdol,  Lbgoolbgzs  0bEgMgbos X3MINBJO0LS ™) 939X 3IBJOOL
39bg@gdIOOL Fodggds.”

e 3mbxnwodEHol [obsdo®mmdolls s JoHgHgdBg Lomds®o - Fbscmggdol wgyuo@0dNOO
5 93009600 3859MmB0GOGOOL Q550 GMYOS.

® 5053056990 Fbo®mol FodmPgbs (BgdoldogH Fbsmgls dgmxms) - ,,0805wsblgdmWws,
36OHMRGBOMbIW S, doo@bgdol 2569dg.“ g 35BS 4oBOLEDBWIMGdS,
MmO 3 O9L3MmbIbEd0L, 0bg 9MOGHMMOOL J0ds6M0).

e 153d3000Mdm  060305FH03900L  258w9d9ds  ( FI30MOOL  OTYSMIYOOLS O
996099001396 39005RFMO b3dOXJOOL) 03539 BroMPIBMOOM, M MoMPIbMmdOMS]
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39990905 3mbxzod@Eob god(3539d. 1939 BoFoMHMms MY 4obFymdo dbsGgm
dmMol gommgdol dmdgdbs, obly3zmmEmgdom 3o obgmo Fyommgdol, MHMIGdo3

»39U(30090056 33 gbs0S B FH030 BO3MEsMMO 0bEIM3MYEH0MIIOL BoMRE L.

o L53MmoMm0 353960l 50056M9ds - gMboerolBgdl QooBEMGOMwo Mbs 3Jmbrgm,
63 35000 dmIDoYdIMWo Foldgns 293egbsls sbgbL 3068w 0dGHBYE o 9SS
3H™3609035D93. 36009369 m3z5605 obog, H™A ,,z3OMbBOs© 0y3bgb, Moms 56 Imbgls
3500 dMOMGHO® 25dmygqbgds MHMI0dg dbsrol Joge 96 doersmdol oddgbgders™
(m3obs @S 3330MdOL 253Jgdol 0bLEHOEH™MEGHO, 1999).

4969308 1949 ferol 12 5330LGHML 3639630900l ©ToGJdoMO ™mJdob, BogMmsdMOLM
9900650900 3mbR0d@gdol AblgM3wms o330l dglobgd (I mdgdo, 1977 farol 8
03bolo), 99-3 bsfoerol, 99-3 mogoL, 79-9 dmbeools Jobgzom,  FJosMgdMYEO
3mbgod@ol  Gsombdo  dmdmdsgg  gOboeroligdo 96 LoMygdermdgb  ®s0dy
396Bs3MMEYOMWO  MBGdoMs YY) 3MO30WGR00m, 0LOBo  QobobOWGd0b, GMmyME3
B399 906030 Lsdmgsaadm 30M9d0’

0530 - 11. 3mbgod@ol dglisbgd
2.1. LeAIbgo - sBYMD0RBOL I30MOLZOMYOOL OLEMMOS

MmO LaBMYIEMIIOH030 >FygdEoL LovgggBBod 5060865396, YJo@edo@ol 3mbgwod®l

oLEGHMO0ME-3MWEGHOWWO 3913900 5J3L, Mo3 LMo 153MBol drermEsb ofjygds o
MHmIgbsi ®I8g 9obozms Lmdgbo gdsMo@oLEHYd0 FoM539b.

3000560 Y5650500 BsdFM™MS 39MH0MEA0  SHYMBs0X 0L Fgdsygbermdsdo oym, mvMIEs
dmbobgMdol o Boffols gmbozw®msw Lmdbgdo 9959606 (Roobsdsdy, g., 2016).

1988 ferols 22 :gdgM35el 3683000 89056050930 300030090530 FoI0BIMIES
@5 Lemdbgomol  3063OHMEOMmIBs©O  gobEs 9B FbMErmE 8005b0  Ysevdswo, 0589
5BH9gMd50x 969 gdom EsLELW GO F0dEYdIMY M50Mmbgdo3, MYLddeozol 20%, 9ol
23900930. OO 9306m303MO 300056090500 S©IMBgbowds  FbsMYgdTs  9OHMTsbgmOL
ddosdqqdl gmbozmMo ©g3bs3 ©o0fygl, Mol T9gRosE slMdOm  5sd0s6ds
Q539565 Lo3bM3MIOIO 5YPOWO S 0FMWIIOM 259PYFOLOVIE? F0OMS MOMEYbMdD
(296L53MGO0m  SHYMBIOKBJo TMLobErgmds) 9gHm dowombl dosefios (3900930, b,
2003).

"https://bit.ly/2CQfwpN;
8 https://www.youtube.com/watch?v=K89AnlsogQQ .
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LOBMYIMYOMH030 omfygdero, 2016 ol 10 53H0eol Lovyig@do, gobobogsgl 393berols
39093930L F9mobbdqdsl, GMmIgos 1994 gl ox3m®ds. 538 EOMOLMZ0L YoModsmHy
3MbGHO M0, Lmdbgmol JogH FbsmSFIM0w 1g3s69EHOLEJOL 3JMmbIc HTYsMYOMWO
9000560  goMsdo0o  ©s3M30J0g  MYL3MOE039 0™  2sdmEbOYdMEO.
5B9gMd50x 6o FBsGY J00RbY3L, MMT Mo 565 LMIbYMB, 5M5TgE MMLgMMB Foogaql,
51939 930mEgLEHJd96 Lmdbgmdos, 96 FMUBHMbm, HMI HYMBs0K BOLMZOL 05MSMOL BT
306390 3099090 3500 BHESOE0o LsdbgOM 35OGHB0MOO - Hlgmos.’.

LIbY?-5HgMB0K 60l 3MbRWOJEHOL Mo gdol dobbom, 1994 Fgaol gmoml
0105399G0L  LsdoBBy OMlgmol, 5d9M030Ls s LORMmBAJMOL  FoMIMIsgbermdol
0530% ©M3>O)BOm, Bsdmyse0ds Boblzol xamgo!’.

1994 ool 8999 3963390 063000963900 LMmBbgmby s sBHYMds0X 6L Jmeol e
H©90M©5, 3300HMWMOM LHRIMIM MODNO0YOHMDdS LEdFML 3903390 DY, M3 2016 ferols
2-5 3360l 0ogm y39ma®yg 33539 930605300935 @ ,,8590bM@ds  3bBOogBHBdG
WOMS 0fYm.

0OHMOLO 533MOL, GMI LoGvsEos LmMgo 95906 godfi33ws, MHM©Lsg  Ledbgmobs s
5BgMdo0x Bl 30390 300900  (bgMs Lo®Jobosbo s 0w3sd  5¢0930) BOIMMSE

939469080  583-0L doMMIMWO  NMLOBOMLMYIOL  LBsdoEH0EIb  ¥MMbYdMm©bIb (Broers,
L.,2016).

©5306MH0L306Mgd0L  M9EIM0  5BgMJgOol Jobgbos ™mMogzg TboGg  AbBLLIsZgdM o
MOH00gONLOH0Bs50IIYM 39OLOSL SlobgEgdL, 5©0b0db5396 53090900 s 356153930560
(5389dg0o0, 1., 356539G0560, 5.,2016).

2.2. b50bgMMBo30m Mo LsmdsMo ImgdgrgdIOOL 3sMMIEIMMS©

m0bOE0sbo mdol EOHML sgG0Mms© 3080bsgMmdEs LoobymMdszom mdog - ool Cyber
House!2. dbs®ggdo 9303998696 ©gbobgm®dsgost, ®mymeg bogmme®o Fo®ds@gdob,
3939 9mfobosedgaol  Homds@gdmdols dglobgd, 994oswdgdbgb 0bgm®mTs3zosls o
9mbs39990L, M0 YGOHDOMIEIOJO0L BMEDY Tg30mdsdo  F9394s3om  BobMsMGdS
(Cyber House, 2016).

® https://www.youtube.com/watch?v=K89AnlsogQQ ;
10 https://www.osce.org/minsk-group/108306 ;
1 https://www.cfr.org/interactives/global-conflict-tracker#!/conflict/nagorno-karabakh-conflict;
12 https://bit.ly/2FQ1fyO;
15



Scientific and Practical Cyber Security Journal (SPCSJ) 2(4): 05-39 ISSN 2587-4667 Scientific Cyber
Security Association (SCSA)

©5009930090900,  5M33MIGOGOMNWO  MYMIMWO  33¢93000  396GHOL - AVIM!-ob
9985b9%0m, LEGHSGH0530 3300bMWMdM, HMI Mol SO 9B3BY bLmdbMMIs dgosd
(0500 dmM0b, LbemEosEMTs) ©oofiym 0bxzMMTs300l  493M3gegds, Mmd 50-60 ISIS-ob
990M3ME0 355305  SHYMBI0XS6T0 5MB05To  QoLo(g30069ds®. gu BB EYdS 30
3900905 253030, MHMYMOE 3MOM353565, MMIGELsE 9d3L 3m@gbzoMMo Mstymazomo
990092900 36393500056 39ML3gdEH035d0. 2565 5FoLs, 3MM3996OLEMMo bsdoxo 0gm
obog, M3 89053 YMMoMYds A55dsbg0ws  sHYMOI0KBT0  5sF0sbMS  MRWGdIOOL
©5MM39390D9, MLOE 2o93M0G0300s LHZEGNO S 4093l FoMTMIBIbs, MM
300330090 gb3m@L (TUNCEL, T. K.,2016).

3M5b0s 50b08bs3L, MM sHYMI0YX 69 gdds T93H93900 0{Ygl YoM 9d50oLs s Lrmdbgmols
Lo0bRMOAs30Mm BsoBHIOLS s LMW FgE0sDY, MBLE Lodslybmo sHYMBsOK 6L
L58MZ3OMdM LY0EJODY 93935 Tm3yzs. ,,0008 9330390 gds© Lmdbgomol TbsGgd ol
3ddBHO  9m0oygobs, MHMI ,bmdgbo ImbosErolggdom Bogly 93GHMOIMBO 0300033 s
OB 55539 ds s 930000 5530560l  Logmabarg  Fgofods. LmdbwGo  dbsGob
99535b9d0m, 93@MOMLOL 5P AIOIMIMOOL YD, Bog3MOEM®, L3MIMBoZsGOM
b5Hg0Dg 2obbmME0gwgdmwo 30096 993930l F9gEs® dmbs (3mdsboy, d., 2016).

Cyber House - ol U@o®0580 3300b99mdm, O™ bemdbw®mds 3539601005 X 2B9090dS
DDOS 3993939900 950000396 5DgMdo0xsbol Lodmogmmdm (gov.az) s Lsobgm®dszom
(apa.az, irevanaz.com, anarim.az, aze.az.) bLS0®Jd0, 3oBJbal SBYMDIOKSBOL 3EMYU-LooYIBEHML
390239600 s dMb3m3d0 sHYMOdS0x% Bl Logahml B30EHgMol g396M©og (Broers, L., 2016).

9331939500 0bgomobosbo  gol, MM 58539 L A93MEIEs 3M9DP0IbE swog30L
39b3bogds  39Ebol  dghy39@ol  globgd, Moz TgxsLs MmbozmME  3MEoE03w6-
LoABYIOOM  BogdBH03O BsdOKs®, CMIOl JoBsbog EMdIWMGmHO LsobgMm@MIsgom ™mdol
o60mgds 5 YoModsmol Lodbg®m Fo0swbhobmlibgdolbmgzols gomagd®mdols dgddbs oym.
35d3H0s, M 50 990> 008535, MEAD ILEZWIMOL LEOBFMOTs30Mm A5TMTZ3909ddd
Q5 W0EYMgdds LHOOGRO MYoa0Mgds IMIbEObIL s LMIbgml dGMSWo ILEIL dGAMEOL
239303990590, 0099935 MM dMIMEs sME d9hY39@OWs, doGModom, 3M5HowgbEoL
50 29b(3bogdsl  Foergzg dm3gzs SBHYMD0XBOL  Mo3OLBAYOO  YsMvdsmol  LydbGMYo
BofoegdPby (Ingilizian, M., 2016).

Cyber House-do 330mbrmemdm, OHmd 4 5300wl bmdbo®mds 353960 0s  Ix 1539050
209059399465 25 000 5BHgMHds0xsbgeo xs60ob3o3ol 3060 dmbs3gdgdo, MGmIgwog dosmo
96Om-9OM0 BsdMz3MMdIM LSoGOL (Bobgero 5O H3MB3IMYEHIONIEs) 25BHIH30 FM03M3qL.
530b Bodslvbm@ sBHYMBs0X 69Ty 353960900s LemAbgmMTo sOLYdIMWo HMGmOL Logwhmls

A3039O0 2539096 o 498Mg39Ybgl 2obEbogds, MMI GMLgmo MLsdsMmNwm© 0FgML

13 http://avim.org.tr/en/Yorum/A-SHORT-ASSESSMENT-OF-THE-4-DAY-WAR-IN-KARABAKH .

16



Scientific and Practical Cyber Security Journal (SPCSJ) 2(4): 05-39 ISSN 2587-4667 Scientific Cyber
Security Association (SCSA)

Lemdbgmols FbsGIYL s GIbOMBS 39:3beol F9HY39BOL, M9A6 Lmdbgmo sMEbgds oo
dmobgmbgl  209m0dsm  Lmdbgmol  LsFMezMMdM  3MOGHIWId0E, JOMm3bMmo 3630,
963690 MLsgOmObMmgdol LodbabwGmol, 9bgMagEH030Ls s 93mbmdozol LsdobolE®mmls
3390©9%0. dombgozs© 0dols, ®md  LmdbyMo  FbsGg  SEILEHMOMYIL  T9E93700L
95 MOHMOSL, YoMYMmRgb MMMHJo O SHYMBI0K DGO 35390900l doge doggbgde BosbL.

®mdo 5 3300wl IO, MI3s I300g F9B9390900 9 53G0I AMAJLEIOMOS.
9OH»Ibgmoll 0O MODOIOHDIMIWIOJO0 @S LoobgmMIsgom  ™do  39sberol
9909Y3930L 990009393 9O  ILEOWWGIMWS.  BMIbYm-5HYMHB0X 6L  ,,30M0L30MYdSA
30093 9OHbg 563965, O™ Msbsdgd™gg AbmBEomdo 06g3MMBs30IE0 ©s 30096 Mo,
LodMIMM dmgddgY09d0L 25699gmxge bsfowsw odgs (Cyber House, 2016).

III 2530. 330939, F0MOMSE
dogbgdgdo
3.1. B0 Mm3mEbmdM0gz0 890093900

2016 Heool 2 53600@0sb 5 9536000l Rsm3zwom, ©s3533060©0m 4 3gwrgdaniggdgarol
0053560 LYobgRM®Ts30om  490Mdz9090L  (godmbozarolgdo:  RT-ob  39033960bY
2396m3Lgd o BowgBHYd0, oYL  Bosbo  LoobgmMIsom  4sdmTz90900 G
dm03m390s. bofowwo ogm IbBMWMmE 3500900 s Mo LY@ gdo, MIEs ST 33930l
sboHYgoldo LLEBNMEO FoBHYIOLMZOL bgwro 6 Fgmdwros s J9M3399wo GH9bIbEos
35063 290m0339ms; 3 83600l ,,009000L%  5-Us500560  Loo@MmMTs30m 98 Tz90s
3996500Bs, M5Y6 58 ML 20 LosmM056O JOHMbO30L Bo33wS® A9OMP sb5E0E03MM0
23900533995) 5 9939 3 oMo B9 gdsnHygdeol Farol G9dax sdgd9w 4oOEYasL. X sddo
45050500l 300653 0dGHol 30d0bsegmdol saBsbggwro 5 @osbo dmbo@mMobyol 9ggyow
42 3sLogns 399650 BEs, MMIgms BogOmm bsbaMmdwogzmdsd 1 bo. 52 fo. s 55 (0.

d9500000.

1533093 39M0mEAdo Lo3oMbL yzgwsbg dg@o 15 sbogws ,,Ombmsgo 2-35° dovdwgbs,
OHMAMO3 OH5MOIbMOIM0350, 91939 bobamdwogmdomss ( 53(m. s 42 {10.); d90ga0 0ym
,009000” 12 95L5Er0ms o 23 foo. s 6 (/3. boba®dwogmdoom; “RT,” MHmIgedsg 1-0m dg@Ho
(8)  3sLoews  BModBos, 30009 ,LIBMYSEMIOMH03ds  Fofiygdgwds  (7), I3
JO@bmBg@Gsgdo gobrom 3608369cm3560 bbgomds: 53 396sl369wads 26 foo s 24 (0.
omIM 3mbxgwod@l, “RT”30 9 oo s 43 (0.

gbMoo N 1.

17



Scientific and Practical Cyber Security Journal (SPCSJ) 2(4): 05-39 ISSN 2587-4667 Scientific Cyber
Security Association (SCSA)

dsLsengdols
A3 5096Mds | JOMBMBgEBHMsg0 | MOYoMMds

1-eo, 2,3 536M0wo; 39-4 , 4 53Gowo; 99-
Olsgo 2 15 53 foo. 42 0. 6, 5 53600,

1-eo, 2,3 53Mowo; 39-3, 4 s3G0wo0; dg-
5, 5 536M0o; 31 ©©9393096M0- 350(39dol

00900 12 23Go. 6()0. 2800 o 58 (j0-qsb.
L5BMYSMIOMH 030
I-wo, 2,4 s3Gowo; II dermzol 1-¢wo 3
9o0figadoro . , h
7 26 fon. 24 (0. 536M0e0; 89-4 ,5 536MH0E00;
RT 8 9. s 43 (0.

31939  2935965¢0Bgm  LoggBms  BOFoMMds  BoobBMOTszom  AsdmMdz909ddo  (“RT-ob
2396000). LBodMIM™ dmgdggdgd0L HHYgool 3003900 MO0 MY, ,,OWBMSZ0 2-0L5* s
,00900U%  250md39090do, 30639 LowyggdHo  oym  FoMdmygbowo,  bomem
LOBMY>MYGOMH030 Fo9fygderols Jgdmbgzgzsdo, Fbmem 2, 4 53O0l go30©s 30MH39
Lo BO©. o3 99gbgds  farol  Fgdsxsdgdger  goo39dgdL,  3Mmbxwod@ol, 3bgwo
09030 gd0Ls s 3MEWoE03Mm0 by30mbgdol dodmbowgol O™, dbmwme ,,089d5*
2050blgbs 8mdbsMoO.

3.2.3m6¢3963-965¢00bo

3.2.1. 80653985 565¢00B0 1EBEIMEHIO0 89F5mdOL 035¢lsBOOLO

33930l sbsfyolbdo Bodmysgrodgdmen dgmeq, dgbodg s dgmmbyg Lo3zargy 30mbz9dbY

3sbbols  4olvE3985  2937Y30BH g  50bodbME 890l GdGODY  gIBLIBLVIO
396030 ©533003905 (2-5 5936000l 8m3500 LsobBMMTsz0om  250m33909d0 ©@s 31

09399060l Jqdox 5890900 450mI3905) Bsa39EMJd0bs  30bE9EEG-5b5c0Bol Igmmpomsg,
505 5239003005, ©599bs IMIbEobs LoobBMMIszom mdds s dobds 9agdgb@gdds
2393w9bs 9900l 3MPomdsBg; 0MHM3IMES YY) MO s OMAMO Mol JodEObsGYMIOLSL
mdob 499 ggdol  LogMHMSTMOOLM, BogM39xWMOMO  5005MJIMo  BEBBIMEJOO
BaMdgdo, G [gomrmadl 9ymHbmdmbIb Jomm3zgmo §mMbsgroli@gdo, 394s3om vy 56
990005b535gdgOL  5PO0WDY 2o B360w0 FMMbosEoliBgdo, 0gm vy s6s Abx g mds
LogoMMZ9EMLMZ0L SOLYIM LoROMHYJdDBY S 0gm M) sG> IEMEO - FIZ0EMdS -
3Mbx8ww0d 3ol go5ddgdol 0sbsg35MMds.

18



Scientific and Practical Cyber Security Journal (SPCSJ) 2(4): 05-39 ISSN 2587-4667 Scientific Cyber
Security Association (SCSA)

gbMoo N2. l-cwo LEbs@o

3MbxwodBHol  (oLEG™MMOoL, sOLOLS @S FMY356MHJdOL

dgLsdem 2Hgd0lL) 3m©bs
&3 2 3 53600 4 536000 5 5360¢00 3V
33MH0Wo X1I
Loz | OLAHMMO | CLEBHMMOS ©EOL
02 ) 5 | 9m3w9. dodmbongs.
dma 3569
teloll
3b90%0.
009000 | obGHMOO | CLbEGHMMooL | J0dobstg Bo63000 5A0MJI0D 30b
S Qo §0bs | 330600306 | Lo 0ym LLdGAEM I
(03069 | ©L9Ygdol ool 9mg0d9909d0. Abb3gM3eols 04
Q). dodmbongs. | dodmboengs. 2989905; 49650500l ol
3H9Mds0x 6o dbsGol SO
LoABYIOOMYOOL OHBOIREI53900L | O.
39006900;
LsBmgs | oLGHMMO | LAHMMOO0LS | OLEHMOOOLS s | FoOlivyerol Jodmbogngs.
©MYOO | o. Qo 908006569
030 00900656y | 533900l
R 50%9d0U dodmbongs.
9o dodmbogs.
RT

5,030 2-0Ls “ o ,,009000L° ggMTo 2 s 3 93MOWOL gsdmI39d5d0 JodMmboErME0s
3Mbgxod@Hol obGmGmos, dmy356M9d0lL dglsderm aHgdo. J999ga0 2 M9 30 JOMOMSQIP
000006569 530901 9oIMdS.

,00DMYPOEMGOM030 Foggdol™ 2 53MOWOolL goo3dsdo olEMEMos fomdmygbowos
935609008 aHgdo 30 - Mo, 3 53MOWL dodEobotg 80930l  Jodmbonzss, ™MMAEs
UEHMTsOB LogdM0, 456339 Fows, dmoEs3L OLEHMOOLSE. 4 53O0l bomdM™MdIb,
OmamO3 939 ©306MH0L30MHYdsDY,

51939 900obsmgBy ©@s  FMA356Mgd0l  3Bo

3960bo 5396 LodoMmzgeml, Gmam®@E dmsdsgarols Hemenls.

19



Scientific and Practical Cyber Security Journal (SPCSJ) 2(4): 05-39 ISSN 2587-4667 Scientific Cyber

Security Association (SCSA)

3b®0ogo N3. 39-2 1Eobs®Eo - bstgms dosblio

&3 2 5360¢00 3 3360¢00 4 5 s3Gogo | 31/XIH
33M0o
Lm30 | 0SEBLYIM | IBIEBLYOME0S. 5D9M050 | odssblY
2 09. X560, BdYE00s.
Lbemdbgo
0.
009000 d0MOMOIPI© Q535bLYdME0s. 5BYMBS0 | dIBLY | 5BgMDd
5H9Mds0K bm xobo, 0E00o. S0x5b
0 30000 . Lemdbgo 0.
0.
LBsBMRd | YoMdsol 9P | BBl OS. 0B9M050 | Y96d500,5
©MYIGO | Bobmmgdgwms xsbo, DgMds0x b
30 6 06¢9gM30v. bemdbgo | o.
0509g0d9 0.
o
RT 5BgMOS0X Mo 3BOE0d odEBLY
Bo3argds. 000,

O30 2-05° 2 953Gl Fo6HIMo0bs odssblgdMms 4589900 0bBMMTo30s
o 0HgMds0RBOL  Fgbobgd,  ™MIis
9608500396 gdBg. 3 s 5 93MOWL LEMESE dIIBLYOMEO 0ym. bmwm 4 s3M0owls

Lbemdbgomols 9oty  0gm  goMsdswol

3005 LMAHYM-5DIMB0X B0 3M1B0E0JdO FobErsm.

;009005 2 5360l JoM0MIIP SHBYMD0X DM 3MBo0s Fosdmds. 3 s 5 33MH0EL
QB0 0Ym. 4 5360l sHYMBdS0XBOLS s BMIbgmol 3mBo309d0 §99Jgdm©s. bmem
31 @©9399060L  Herol  Jgdoxsdgdgero, €sd9gbodg fodosbo  dodmbogrgs  domeosbo
5B9M050% b0 Fbsdol 3mboEogdl Fomdmowygbs.

,B0BMYPOMIOMH030 F5[ggdgo® 2 s 4 53MHol $8ggdEs MmEMm03g FBsMGL, 2 S3MHOEL
9450505003 3959dqL, Mo3g Fbmm 9gHm Jo3bMm3zMm9d9g™Msb 0bEIMH30mO FgaMOGIGAWS.

“RT-0l” 99d0bggzsdo 3 s 5 393G0owl bsdogg 3mbogos godmdws, mdzs 3 53MHoEl
5BH9gMd50x 960 - B3 gds. BIMMIPBID, 05305330L LsFoboLEBHOML 0bxgMEMBs305DY
396bob 39094393H0L MomdIBY s 0439 53dMdBI6, MM 5doL bLmAbgMO YMIYMRL o
LSOOIMM 3mJd9909d0 3353 F0IObIMGMAL.

20




Scientific and Practical Cyber Security Journal (SPCSJ) 2(4): 05-39 ISSN 2587-4667 Scientific Cyber

Security Association (SCSA)

3b®ogo N 4. 33-3 bEBIOEO - fobsdoMmmds s JoBYbgdo

&3 2 53600 3 53600 4 53600 5 |3
836 | 1/
owo | X
11
Lms30 | gobbowrmeos. “)OH0YONLF0bI50I Y™
2 3mLSBOYOJO0S
Domdmygbowo.

009000 LodOMdb  HmA d0dmbowos
90Dgbgd0 56 sGOL dobgbgdo o
3bmdoo. 96»3sbgmols

QBT m9d
5.

LsBmps@ | Hobodommds 99990900, (GIONS)

MgdM030 | 3599J9dw90s, 5BgMdS0RBMds  Absea

35709909 | 0DYHYdOo 96M0. 50{ym LEOMEOO

o 456150500l

9085OmMEgdom, Lo
Lodbg™ 396530900
dm3y3go.

RT

»Obmeg0 2-35° 3mbxwodBol  ©sfiygdol 30639 ML,
0653063905 s F0DBYbYdbY, 3 933MH0EL Fmdoesgggdols

MOD0GODLIHObIOMIIAM  FMbIBMYIGO0  0oym  FoMdmoaqbogro,

©5353306M9000m.

2 3360l 0bogdMs mdol
QS MBOGO0SMM0 306MHgd0L
™mdol  sfiyndsLmsb

,00900U% 2 5 4 5360WOoL 4505399590 FBMWME A969w 0DYHYdBY LomdOHMOBAP.

,B3BMYPOMYOMH0305 Jo[ggdgeds® 2 53MoWwl [obsdommds gs580ds, JobgHgdo - 565, 3

33M0wb LEIbMOO 3MHBOEF00EIH LodOMBPDEYD, HMI sHYMBS0X 635 OHym LM ©s

5951 83935 LETBYIO™M M39M>309dO.

“RT-0b” 56 g96mbogsgls dbgogo ogds.

3b60o N 5. 39-4 1BobIOEO0- VBIEBLYOIOE 353v)JgdIO 5©sT0sbMEO TbsMyY

21




Scientific and Practical Cyber Security Journal (SPCSJ) 2(4): 05-39 ISSN 2587-4667 Scientific Cyber
Security Association (SCSA)

A3 2 536000 3 s36oo 4 5s30ogo | 31/
53600 XII
Oloz0 | 535390 gdLS Q5 | ©305WBLYIMO | B | BB
2 @5FH9dBgs LEdSGO. 5. BLgdM | MEos.
09.
00900 29019900 Q505¢blgd
30(6Hm. we05(dbbgy
M3y o
dcgdoasdgqd®
9.
LsBmys© | LeadbyMHo dbs®ol
MmgdM030 | IV3IOLS Qo
050909009 | ©23M0wdBY.
o
RT

»OMLMO30 2-05° 2 33G0owl Fbmerm© 535390l @S OFMHOEgdDg oLsMdMS. 3

(00O M5MmEIbMdOM), 4 5 5 536MH0wL L0YY)EHIOO0 LE3LYIOM PHBIEIBLYdMO oyMm.

;009D 3 53MOWL (3mGHS 0LIBOHYL dmdowsdgadbg, HMIWIdOE 3O ™dIL Loddz0OL

396560BMb9gdsL. 5 5300l 30 05EBLYIMWsE FoMmBmoaobgl 36mdgd0 bggM3wbs s

353bm3M9d0gdbY.

,B3HMYPOMGOM03ds  Fo9fygdgerds” 2 53Mol  bLemdbMMHo THsMOL OMY3MEGOLS S

5300 90Dg 0LOMdMS.

“RT-0l” 53999909 sbognsdo 3 s3Gowlb dbmemo @9duddo dmobligbogdl gwmbseolido

955999096 Lorgds®ls.

3b60o N 6. 3g-5 bEbIOEO- LsTIZ0EMdM 0bo0sEH039d0

&3 2 53600 3 53600 4 5 53600 3
3360Wo 1/
X
I
O9bosg | 7)jgods. 31990 | 30jwgds.
02 5.

22




Scientific and Practical Cyber Security Journal (SPCSJ) 2(4): 05-39 ISSN 2587-4667 Scientific Cyber
Security Association (SCSA)

0990 | dfimgdgd | 398290 os. 39909990 | Gogberol 39%g3000b
0 39Ebwob W0, | 9900bbagds.
39093003
9b.
LoBmgs | 39999990 | LogMmsdmGmolim 29999490 | 393bwol 9999Y3930L
©MYde | 0d. mO560D530990L5 | Mawos. | Tgosbbdgds, dobl ol xamzol
030 Qo 6mgoob 5393000 3000
3omig9d 9dmfm9d9d0. 3Mbgx3e0gdEHol bmbsdo.
Jco
RT 393beob
3owdbMogzo
39%9300°-

»OMbog0  2-0L¢ 2 83M0wol  25899990sdo  oldol  MYL3MmbEgbGHms  dmfm©gdgdo
L59gOMSTMOOLM  MOYBOBsgooL TgBHo BB MYMdOLZD. 4 930wl 3mbxgod@ol
9m2350900396  F0TsGo  Imfimgdgd0s  LygMMITMMOLM  LoBMASMIdOLy o
9360mLsd ML doge. 5 53M0owl $8J9096 393D ol d9hy39@ LS s Lmabgmol 36M9HowIbEOL

9mfmqdsl gl 9o ogGHome™mdoL3gb, sggg JobLizol xamz3oL $930Mgd0l SO By
Baligansls s ImboG™mEmobyl.

,00900U% gmg®do 2, 3 ©s 4 536000l obdol dmfirgdgdo 39gberol 99%y393ob3gb. 5
5360l 99990905 (39:3b0ol d9fy39@0b dgmebbdgds.

,B9HMYPOMIOM030  Fofygdeol 2 83M0wol  goghdo  FoMImoagbowos  GHMLgmol
9mfimgdgdo  39abol  dghy39Bol  Tgbobgd,  Lordstos  doblgol  xamMBByz  ©o
3909490905 JoOmM3900  3m0G03mbgdol  3mboEogdo, 98 3mbom. 3 s3MHOEL
L59OMSTMOOLM  MOYIB0DB30gd0 @S 3313 OMLwero FBsGOL ImHmgdgdo oldol. 4
3360l 250999900s  WogzMmzol  dmmgdgdo, MMEJgool TbsMol  2sbEbowgdgdo,
990ml BsdMdom xanol 99bzg®s s Lodo®mzgemdo bs@ml Lsdm3zszdomgm mggolol
H9wddm3569w0ol 2963bogds. 5 s3Mowb - 39abarol d9Hy39E ol Ggmsbbdgds s doblgol
X3NBOL 05653538 % ©MB569900L 30D0E0 3mbRwodEdo Bsrvyer Fbscggdcmb.

“RT” 3 5360l 5399990b 393beol 39edbGmog d9fy39@ol; bmwm 5 2300wl 393gbarols

99093900 O ddgds LOMWYMBOWH, S3OMdID OHMI T9Bo3gdgdo ghgMs, ToaMsd
SOGHOWIMH0MWO sdMIdZ900 MIJEIOS S 539MIJOID 3OMABMDBUsE, O™ gl 3G0BoLO

d9L5dEMS GFoMmM FoBT 390056 MTF0 Q5s0DIOEMU.

23




Scientific and Practical Cyber Security Journal (SPCSJ) 2(4): 05-39 ISSN 2587-4667 Scientific Cyber
Security Association (SCSA)

3.2.2. 39 99519990egdoL Fiysemgdo 3mbxgmog@ols 4sdwdgdolsl

LodOIMEM  dmddgEg0gdol  35dJgdol  OML  Bgwgdofiygdwgdo  BMOZ5WBIMHMI56
0956093 0ygb690bab. 306390 Mogdo godmzgmm  306M39fysdm. ,,OMmsgo  2-U
3063900039 OO0 5o DBY 39o3ws B3NP0 3MOIL3MbYbEGEJdO0. ,,0090L“ 3 ©s 5
5360b. ,,LEHBMYSMOM0Z F59(Ygd9gEL* LEOMME 5O 3gmos, “RT-256 goblb3939000.

gb®ogo N 7.
39x930D0s 15390560 3MY3mbgb@gdo
O30 2 2-0056 - 5 536050y
0990 3, 5 33Gowo
LOBMPSOMGOMH030
35>7fy90geo 56 34menos
RT 3g>300

653 d99bgds  BmYso §gomrmgdl, ,.mlmogo 2-05° godmoygbs:  ©s30MH0L30MYdIMYO
dbs699d0L  MBoESW MO 3MHB0(309d0, Fo00  FJE0sLETIEIdJO0 ©>  IEbM3MYdIgdO,
MLgool 3mDoEos, JoOHmM39eo 3MWoEGH03Mmbgdols s LsdbgMm qdudgm@gdol, 51939
99900mb, 9335396M0b, BoGmb 356599900, Fi3sLgds - Imfirmgdgdo.

,00900%  04gbgds:  ABsMYgdoLy @S FMJosdggdol  MFBOE0SME  3MBO(3090l,
L59MMSTMOOLM MOYBODBHE0YOOLS @S BH3S Lbbgsolibgs J9394bgdol 3mwodozmbms ©s
9du3ge@Hms  30m3963Ho6MgdL,  SlY3g  LosgbBH™  0bGHgMxsdul, BBC, sBHgmdsoxsbmw
155396@MBY oYMHbMd0m BBC-0ls s BBC ol livemo 306 el 36mdgdb.

,B5HMYPOMIOM030 Fofygdgwo”  094gbgds: MMlgmol, sHYMBIOKBOLS s Lmdbgmols
MBOE0SWEO  3mDBoEogolsy s FJEOO0sL,  YoMmsdsol  003s330L  LsdobobGHMmU,
3BgMds0xBOL  Lsdmdowodm  i69ggoL,  Jodomggar  gJu3geEIOL,  LogMmSTMEOOLM
™mO560Bs30g0L.

“RT”  0y4gbgds:  ©s306MH0L30MOgdmwo  dboGmgqgdol  mx3oEosw)e  3mBoogol,
353bM3M9dgdl, LrdbmMo oGOl Lsdbg®m™ 306M9db.

3.2.3. 3m653e0gdGHobs s sddz0Mmd™ 060305303900l IBEPBLYdO 258v)dgds
Abxgemds LogdoMmggumliorgol sGLgdme LsgMmbygdby

24



Scientific and Practical Cyber Security Journal (SPCSJ) 2(4): 05-39 ISSN 2587-4667 Scientific Cyber
Security Association (SCSA)

3Mb6x8wod@Hol god(353900Ls s 15dI3000MdM 060305303900l MsbIBIOIMIMDS OGO
»OMboogo  2-0L° s ,LOBMYSMIOMH030  Fofygdeol  gmg®do, slgzg  ,,099@OL
990bgq3sdoz v 31 ©939006M0L dodmbogsls 96 Bsgmzwoom. “RT*-8 2-xg6H 55999
3Mb6x8wod ol god(30390s, BsdIZ30MdM 0bo305E03980 30 SMEFIOHMNHY.

0536535 N 1.3mbgmwog@olbs s 1sdd30Mmdm 060E0sE03900L godw)dqds

6
4
5 . B 30650 &obl 359(353905
0
B 5509300MdM
&b 65% do&oo 0bogos®oggoo
& »

653 999bgds Abx gerMmdsl LodoMmM39wmBm30L sOLYdME LOROPHYJOME ©s35300MGdOM,
B30 2-05° 2 5 4 53M0l 0dbx gws, ,,0095 3, 4 53MH0EL - ,,BsHBMYSOMYIN 0305
35990990¢ds 2, 3 ©5 4 53G0oWU.

0530535 N 2. LogoOmM3gmbmz0l sSGBYdME LoRM®MbY)dbg AbxgErMmds

4
3
2 - ®30
11 L RYGN
0 -4
bosgo 2 0890 L5BMASOMYOOH0Z0 RT
dofiggdacco
3.3.99¢c000L gMgodgdo

53903060l gMOHO0L ILEILEIMGOWs©, 3MBEIEEG-365¢0Bom oAb Bo3gzobdm
LoGY3900L  godmyqbgdol Lobdomyg, MMIgdLs3 dg0s 094gbgds Lszombol  godwmdgdols
QOML.

gb®ogro N 8.

25



Scientific and Practical Cyber Security Journal (SPCSJ) 2(4): 05-39 ISSN 2587-4667 Scientific Cyber
Security Association (SCSA)

OMLos30 Bob0go0mgdMhog0
3M0Mg00L Lo@yzgdo 2 00900 | 85999gd9ero RT | Ly
3mbgwod@o 30 42 35 5 112
®do 9 4 7 2 22
3OMbEHOL bobo 12 3 5 1 21
QBIWS(300 11 5 8 24
©99L39w5(300 2 2 2 6
LodMIMEM dmddg9gdgd0 22 12 26 7 67
R ST RTODIRLTIM 50fgym
LSOOI dMddggd9gd0 6 5 2 13
bemdbgmds  ofym LoOMIMEM
9tmg899d9d0 5 3 1 1 10
393bob d9fy39®o 22 14 26 4 66
albggMm3wo 18 2 12 1 33
[T Relelilon eRTE TN 2 1 1 4
2016 farob 3mbgod@ob
d0%bgbgoo 2 1 3
Grlgomo 38 11 19 68
Logo®rmnggwm 15 17 23 55
Lemdbgoo 82 37 52 5 176
sBgmdsoYBO 107 64 62 8 241
49650500 68 27 40 9 144
Lemdbgmol mgzoEosw Mo 3mbogos | 5 7 4 16
3H9MB0K BOL MBOEOIWMEO
3B0o30s 17 11 13 3 44
5B9gMB50x% b0 dgos 5 1 1 7
Ledby®o 90 8 2 10
49650500l 8900 1 1
o 990 2 2
d0bL3ol xamxz0 4 5 15
™Mo by 9 3 2 20
363535600 2 2
Lo0bRMOIs30M Mo 1 1
MOH009ONLISOOOLZOOM
9mbs39dgdo 10 4 5 19
300600 459mf393900 1 1

26




Scientific and Practical Cyber Security Journal (SPCSJ) 2(4): 05-39 ISSN 2587-4667 Scientific Cyber
Security Association (SCSA)

LodOIMEM 8mddgYd9d0L godv)dgdol MM 39053 439esbg bAoMms© I30MHOL30MGdOL
23000bbOE39®  250Mm0Yygbs BoBY3d ,,.3mbBW0dGH0 122-%9M, bmwm mdo 22-x96, M3
309090l 085Bg, HMI 0lobo 3OE™MdPHIE LoEsEgool, Mo dg0dwgds bgo@Mow Mo
39630bom  Fgxzolgdsl. md3s 00398 3960  30HY300, JUIOWBE0S - IIBIISEOOL
d9dobgqgzsdo.

5BHgMd50xBoLy s LMAbgmol dmblighogdoll MsbsxsMEMds LsdMdMmeEm dmddggdgdoL
©50Yygdsdo  momddol  g3gws  BHIg30HBosl  IdsEBbLYdMEo 593l Lmdbgomol
MBOG0SWYOHO 30D0E0S Y39wsBHg dg@x IO blgbs ,,009005,” BHgMBs0XbOL 30 ,,OMbdsgo
2-0s.

30b6x8wodEol 80BgHgdbg 0O Y5Mgdol gsdsb30eqds 3905 56 Bsmzsws LsFomm,
653 L300 Ls30mbgdol 45dMJgdols 9OHM-9M™O LBHIBEIOGS, 2-x9g6M sbBLYbs ,,OHMLbmsg0 2-
35 5 9Obge ,,LEBMYSMYOMH 035 FoiygdgEds.

393bob 99093930 Bo385ME OO MHMEIBMBOm, 66- X9, sbligbgl. ,,LsbMYOEMYIM 035
059099d9ds,” gl BHYM3obo  godmoygbs  26-xqM, Go3  bdoMo  odmygbgdss, 0y
3930035¢0LHobgd0n dobs JOHMbMIgEHMsL.

Mbgoo  xs8do 68-x g6 sbLgbgl, Fsom TmOOL yzgwsby IgBHXIO ,,LBMYIOMYIM 0305
05990990935 19-x96. 5990056 OMLIEn Igosl BorgdsMo 2 -x 96 Jggbm ,,OmLmsgo 2-ob*
9096 do.

3.4. g5650500L 2016 figrol 4 060 3mbBmodEols BHMbogmdol sbsewobo

AMb5wMdoL QoBLYBOZMST0 IY3GHAIMS 3EO0MYOOL 563930, OMTJ0oE IMOEI3L, MMAMEOS
$5893560U, 515939 FObsEOLEJOOLS s MHY3MBEYEEJOOL FHgJuBHIdL. BLowYgEHOL BHMboEMds
100 gme0sb 335a0Bg 3oligds. 699G BMSHJIs© gobolobracs: ,,mdo%, ,,.360mbEob
bsbo*, ,,g35W53E0s5%, ,,009MB50xBTs  LEdMIMEM  FmddgEIdJO0 sofym®, ,Lmdbgmds
LodOIMEM 9mg09909d0L  @Ifym*.  3mBoG0MM: Y3305,  ,,393bwol
99093935, ,,.bOGHYIE00L LEHIBOWODOF0S™, ,,3006830dEOL FmMY35M9gdoL 2B, ,,LodIZ0EMdM
I 53565390900/060305¢3)

03900%. 6goEMMMO: ,,300653w0dE0", ,,2016 {Herol 3mbgeod@ol dobgBgdo®, ,,d0bl30L
XAIBO, ,,3035895605%, ,,LEOBBMOTs30M MI0*, ,,308000 IO odm(393900.

3600 N 9. Bmbsewmdol sbscrobo

27



Scientific and Practical Cyber Security Journal (SPCSJ) 2(4): 05-39 ISSN 2587-4667 Scientific Cyber
Security Association (SCSA)

AMboermds o530 2 00900 | LaBMYSEMIdM030 I5MHygdgwro RT
Bgas@omeo 43 20 21 10
3Bo@ oMo 26 20 30 3
Bgo@dscom®o | 49 52 47 5

,Obmsgo  2-0b°  B0vgggB90do  BgaoG oMo BMBYdo  godmygbgdmo  ogm  43-xg6,
3mDo@onmo 26-x9M, bnwm Bgo@®mswmmMo 49-xq6. ,,009000L° gmg@do bgasGomcdo 20-
X960, 30boGonMmo 20-x9M, bgodMswm®mo 52-x96. ,LsBMmAsMmIdM030 Fofygderol
9009030 bgaodHom®mo 21-x96M, 3mBoBGHom®mo 30-x96, bgodMowmemo 30 47-x96M. “RT-ob”
d9dobggzsdo 30 BggoBondo  10-x9gH  (FsMmowos  3ggbarol  d9hy39de  Lbgs
39930090mb Psomzos 3MBoGH0MEMms©, MMdzs 93 dgdmbggzsdo “RT-U Bgys@onm®
306397duGHdo 3Jmbs 99mygbgd o), 3mBoEH0MO 3-% g6 s bgo@BHMIW MO 5-xge.

9mbs390ms  ©oxsTJOOL  F9gIRO©0  IILGHMO©S, O3 LmIbgo-5HYMHB0XSBOL
390065090990 ©30L0MI0MIOOL 25899dg00L BHMbsEMdS B39 Bog® Fglfogwrowr Jos@romwer
0900553 gd9ddo  bgo@®oGmos (148 Bgo@MowmMo dgboxo), bmerm  RT -ob
9900bg935d0 - bgas@ow®o (10 bgyodomeo dgboxo).

3.5. 3068wog@ol Bmbsdo dmdmdsgyg FMbogroliBgdols s gdudg®@Ggdols Loe®mdolgrywmo
0639030900l sbserobo

3000b30M0  IMIBsEEs - ,,003000M00L  2539999d0L  9J3lo  LO3sWwYdIMYm  figbo
6B olBHIOOLMZ0L - BBHIBPIOFGHIODY IYMPbMdOM. Lowdobgwo 0bEgmzomlomzol
d906bs 8 MgL3MbgbBHo, MMIWgdog 1s33wg3 39M0m©do Fdomdbgb 3mbxgwod@ol
Bmbsdo: 3000 J58058300 (“OMLMO30 2,7 Y6535l sHYMBS0X B0 FBEY), V3000
393790005 (61530 2, Y96r5d500ol Lemdbuemo dbsy, gm@mbooliBds s6 olvyMmzs 0bEgmzoml
50 80856MHMEg00m Bofiges), 4008 MHMYS3s (,08900, Ys®dsMOl LrmdbrMo dbstyg), Lemgm
00003003300  (,,089000,“ goMd500l LmdbmEmo TbsMYg), 3000 (3535Mgo  (,,00900
goM50500l  LmdbmMo TboMg). sb939 3 9JudgOHGHO - 300 dodod30Wo  (M3S(330L
0bLEBHOGHME0MM0  5©0ddbgdMdOL  Bgmeol (o®mBmMmIoqbawro), BB  FmEGbosdzowo
(3MbRBWOJBHMW™MY0), 00530 55©IIZ00  (,3306008  35¢0G®OoL  Lodbgdm
909mdboer39e0 s FIMbse - 5019650l MHgEsdEH™©0).

LoEdobgeo  063YMH301980L  IMIBoIOOL O™ Fqdvdsgzs ™GO  Qoblbzsgqdmwo
3000b3500 MO0 J0BbMOM030 XaRoL §9360900LmM30L.  FMOBswolEJAL dozshmmgom
99900920 8 300bgs: 03bmdm M) M5 50b0TBME BEBIMEIOL 35MR9 @S M) 0Y4gbgdm
3o 36543035807 »dmsem© 53 mddo ™) 04gbgdOmM? 0EIZPOM Y] MO SO DY

28




Scientific and Practical Cyber Security Journal (SPCSJ) 2(4): 05-39 ISSN 2587-4667 Scientific Cyber
Security Association (SCSA)

9350m00L EOML BEBIOGHIIL (0079 - 30, 39S OO 04m)? BIAMEO TJonsligdo
g39bL 3 Fomdsl, Mo 93MIgd0 ©IMIZ0m s T9odgdMES SO OR9)dz5m? 306 ogym
3063900gom™m? Mmoo 99os gomo 0v) 458ma0Ygbgdosm? 9IgPOm MY 96
dbs6ggdl  dmOol  [gommadl, OHMIWwgdoz  AdBEYdMOI6  dmgzwgbsms  FsMEGHo30
0030 063HIM3MYEH0MJIOL BIMRWGOL? MMIgE0dg Fbstgl vy MEos mdz9bo
0MOMGHO® 4590g9gbgds sMILHMO0 0bxzmE®I300l dmfimgdols s6 Goody dlysglo dgmm@om?
65@™A 56 539999300 9GO 0dE0bsGY LEobRMOTs30m MAL?

99b39ME9dL 30 33000 T9dEIYRO S5 3JoMbzs: OHMYME Mbs 03w9omb §IMbsEOlEGdDs
Lo0bBMOA530m MIOL 30OMDJOT0, MM 5O ISMM30mb BEBIOGHId0 s & 0g3bgb,
OMdgodg  TbsOOL  050M50s©?  3Jmbs mv) 96 4o3wgbs  LoobgmMIsgom  mdL
090005358999905%9 50b0dBMo 3mbgogEol EOHML? G5 BEBIMEJO0 I0MmM3s J9E0sdo
JMObsEoLBHYOOL dogM? oym vy 9o Ly3ombol F03gMHAMgdMeEo  953v)d9ds? ™d39bo
d9935900m, Gs G90d9ds 0gmb JoBgbo 0oLy, HMI LHObFMMAs30Mm Mmdo JgEosLogzME)d0
(605302, ,,00900,¢ ,,L5BMYSOMYIM030 Fofygdgwo,” “RT”) Loghomo (v 6
Bo3m3wom ,,0Mmsgo 2-0b¢ ghm-9ho LovggBdo ghmbger bsbligbgd GHgMBoblL) o6
398390 ws?

6B oL3HGO0D 50b0dbM 1EHbIMEHIOL O 56 Bofowmd®mog 0Ebmdos yzgws
OB obBHO0, 9O JOHMOLY (. (393909W0), 0935, dobo mJdom, yzgwrs dsmgsbo dob

5L 9ddo OGFIEO 0YM.

Lo3MMoM0  37domdol Fgx3slgdol, s39dwo dg3™AgdoL dgbobgd ,,Ombomsgo 2-ob*
JOBsolBs (MMIgEoi 3935md©s SHYIMBs0X 6 FbsGgL, ©. J5d0sd3000) JmMY3093s,
6™ 0bobo o6 339990 OMOM 53539V S TBMEIME F5J0b Qo5m930LIBGL, BB
5M(bb9b, O™ gl Ig 0BT gds 500 30bBWOJBHL SOIBHMOO, 5O>MdOYIEHMMIS©
56 2550v1990Q5. ,,009000L“5)MbsEOLE, b. 80003 0d30ls (8853 Yo95dsol Lemdbwy®
absgl) doskbos, OHMI 3MMEOMLYMBs MB35 OO TY3™Td, MOEYD Tol SO DY
0990l 9m33¢930Lm30L doe0sb d30609 MM 3Jmbs.

©5304LOMES FMOBIEOLEHIOOL Bo3MPIMO 0bEGHYMHLYdOLMZOL 45dMYgbadols d3gerMdOL
359303, 3MLHMO0 06xzmEmI300L dofimgdols 0v) MHo0dg Abgsglo dgom@om, ,,MMlmsz0 2-
ol s ,,08900L“ FMMbsolEOL (LmdbyH dbsGGL FmdMTogg) gdmbgzglzsdo. MMM
,00900U% gmMbserolBo (. 80003w0d30w0) 50bodbogl, LmdbmGmo Fbscy FOWMdS,
dmgbobs  BLogmwMmaoMMo Bgfmws (s M FbmErmnE BLoJMmEMA0MOo)  -,B3960
39RO GIOL BHMsgdBHmMool Bgdofjg3bom g9 ©s dgamdsdo d99y3sbs Lmom,
51939 9m0b Mgl 3960 B531Tg3560L goshgMs, GMA HMIgerodg LmdbmGmo GHgwrgzobools
909630 2599350.

29



Scientific and Practical Cyber Security Journal (SPCSJ) 2(4): 05-39 ISSN 2587-4667 Scientific Cyber
Security Association (SCSA)

Lo0bBMO 530 MIOL 30MHMdYdT0 FMFoMmdoLbmM30L, 9dudgMGHIdoL 0bEYIMH300990d0 F9dga0
3mD03E0gd0  25dMmobs@o: Mm309d@BOHMdS, 3 ©8MM3009d9wo  igsmml 36905, 3538060
3Mbxwod@do dmbsfowg 93946900l 890olodwsgdgdmsb s Mgog3oslmsb, obgmo
0990 2589999059 Mool mgds, HMIgedog 3sbbgdbg IgBo 30MH39005 (©. A0d0d300).

653 999bgds MBsewm 53 mAL, gOHm-9Mmo 9Ju3gHEGHOL, 0M53E0 SEsEIZ0E0l sSHOHOM,
Lo0bRMOAs30Mm Mo JoOm F9g0sHg 6530gds© FMobgbs 493wgbsls, 0doGma, H™A
JoOHO»Mo 3905 58 O™ F9sM9d0m Y39wsHg Mmd0JJGHYIM0 T9odegds Ymaowoym.

©. d0d0d30w0 BoJOMBL, MM ,,939wsDg bdoMms 0MHM39MmEs 3MbRwod@ol dobss@ido
2396339308 390900, M50 FMOMBswolBHJIOL 49M339wo bsffowo 35Mys 96
03bMd®S 00 3000569d5L, G5Fo3 390M0fj305 3MbRo@o s dolbo Fgdamdo guoEsE0s.
51939 0830500 0ym LHFSOMWO0sH60 5dMJgdols s 56O FBIMIYIIOOL FoGdmBgbols
99000b303900.  oMS  530Ly, bIoMOE  3MEIWEIOMNES  MBOEOSWOHO  LHTMIZOMDM
063m® 35300 25s3MfdgdoLs s Tgbsdsdolo 3og@gdol Fo®dmepaqbol 4o69dq.*

JoOmm 9900l mMo 9Ju3geEo - B. 3MEHB058300 S 0. sWssTz0wo ByoEOIXMES©
300hb93L s sbolinsMGIL, MMM 3 Tbs0MYgdOL MB0E0SCMEMO 30D0E0JdOL 5T JgdeEgdL;
. 3mGHb05930¢0 530MOL, M OHMI “RT” 5JGH0omcs@ 56 sbm®3E09wgds 30bxwod@ol
9B35e5305L. . d0d0TZ30¢0 @S 0. SHSTZ0O 30 Jmsbbdgd0sh ol 3MIM35g96olE
30BbgdL, dm399e F99mnbz935d0.

A9w9g56bgdol  IbMHOED  LoobRmMIs3z0m MOl MYMMOIEEIIME  OIG™M3JO0L  BodEHBY
580096039 IMBsBMHYdS 458Mm00d3s:

e M9LOLYdOL TgLodErm EIBMYZS (B. 3mGD605d30¢0);

o M5 L5305M0Lo  @OMm  9bsEoBoly s YGHIWNMSE 49 Jgdolmzgol (0.
SE55d300);

e 9.0 9860 gbgwwo boMligdol LodMmsgzwrg, MMIGEGdTSE 533530 FOWOIBGMYL. dlig39
»09005 bdoMs 9350 bEgds Lsobgm®Tsgom ™mIol  05MOMo @S  dolm3ol
9m3y900060 56 5OOL 5©0b0dbMEO Bog@gdoL 458w9dgds; 53 Lo3ombbg LorgdMobLL
Mbs 50060dbml 890005456500 gdoLy s dgool 3300 3MMTBgLOMbsEoBAOL
Omwos. bdoMs  9mmdbogdgo  gmbocolBgdols s 3mb@96G by
3sb9bolidygd9eo 3060900l 30m3d0bsz0s Jabol 08 omgdml, Loz LBsobyMmMIsEoM
™mdob  139305olEJd0 O3l Fgbsbodbogo  9MMTg396 FonHg  WOIOLEYOME
9350 gMdg0L, M3 JoOomeo dgool 3mb3gduddo yzgwsbg Bdomo Bogd@memos™

(0. dododz0o).

3.6. 3500533995 - ,,L50bBMOB>30m Mo s FgEos*

30



Scientific and Practical Cyber Security Journal (SPCSJ) 2(4): 05-39 ISSN 2587-4667 Scientific Cyber
Security Association (SCSA)

3905 3309308 GHEMOEOE0Io F9oMEIO0LY, 9w37PY30GJ0 LOOBZMMTs30Mm MToLy
9900l 33930l MYBsBY, ToEHJO0M, FMY39dB5YO0Ls 253995 (JOMbMIgEHMog0 34 oo
s 19 §0), Lssg 33393H96GO0 306900 0LOdMIODHID (9300 JME0dg - BoJB-09GHMOL
©95JBH™M0, 53000 d0d0JZ0¢00 - MO3S330L 0BLEHOEME0VIM0 $0889b9dEMdOL LMol
o60mBo009bgaro, 085D Bodzsbs0s - FM@boolBHo s Boobgm®Isgom  BosygbBHm
©93mOGHO0MO0L  O0MYJGHMOOL  FMOAOWY). 355399580  FoMdmyagbowos,  MMmyME3
Lo0bBMO 530 MAoLYSD dMIObstrg LoBMmMbggdo (Bsom dmGOlL, 990sFM0e0do), slig39
39b6bowmmos Mo Boobgm®mdsgom mdo s Mo go0s, Josdomwmw bogtmisgdo.
390053990l 0639MbgE-0obsdoMmo: https://www.youtube.com/watch?v=vAs32S3Dzck&t=30s.

QL3365

33w930L 9900939 306039 1533093 300b35DY, M) G Lobdo®oom 89Jgdm©s dgosdo
3Mb68wodGHo s M9 bxge 0gm 030 EOOL 33500 19ds, 030090 F98IR0 F9I3JOO -
Y39wsbHg ©O0EO O™ ,,OHMBMo30 2-05,“ IMMTM 0oL @S FMSdBOEs 15 Fobos; Lodogzy
JoOmmwo 8900l BoobBMmMTs30m dsOL 30039 bMAMsE gds Imbgzs 4 @EOL
396053 mdsdo 2-x96. Lbgs ©9gg0do 30 19ds 250505350 bbgs 360d369wm3zs60 5339d00m.

dgmMg  Lo33w93 oMbz, MmMIgwos dggbgdms, ™ol  B0dEObsMgmdoLsl  dobo
39994900l LogHMSTMOOLM, BoYMZIWMOIME 503G BEIDIMEJOOLS s bMEOIJOOL
©oMHM3935L, 803009 8990 890 - GHIYWY30D0gd0 653w gds  LoOMmMdEHIO
3Mbgod@ol dmagzsm900l 3H9dbg (Jos@rome 990580 - ,,OHMbmo30 2 MRO® BowdOHMOL
3000609 ULbggdo; “RT7- Loghomo o0 Lamde®dlL). obobo doMOmMsI©  Bogddgool
d00mbowwgzom s FH30Mggd0l MR0E0s MO (Lmdbgmols s sBYMBSOXIBOL) 3mBoogdol
29099490000 890M0xsMRgdM©bI6 (JoOmmwo 89wos). sdsbmab, 9.f. dmosbo ys@sdswols
3mboEos g™ 3060y MomErbmdom oym Hos@mdmoagbowo. Mbos s03608bmo ,,0890L* 2
336000y s 31 ©939806MH0L 495399930, LOWSE FOMOMOPI® SBYMBS0X B0 3mBoEos
0y4® 253dgdmo, Mobyg, 50 dgdmbgzgzsdo, 396 303yz0m “RT-Bg,” of ,,bsd039" dbodg
Q505blYdMEo ogm  (FoMdmygbowo  LEsbs®mEHJd0o©sb dbmmwmp 3 LEBIOEHL
53054mx30q0L  OMbeo  dgool  doge  AmIbogdMwo  Fsloegdo). 53060
obEGHMM07g00 439esDBY OO M3MEIbMd0® ,,Mlmsgo 2-05° FoMdmoyobs, Yz9wsbHy
9306  Gomgbmdom 3o - 5, B0BMYSMYdM03ds  Fomfiygdgerds.”  Lddz30MdM

0603053 0390L 30 M0mMJdol Ym39eEMY Y39 IgE0sLdsEgds 53vJgds oMs “RT7-
by, OMIgEog BorgdMMdEs FBMEM® JMEFWOEHoL 2od(j353905Bg. 8sdobsg 30, MM@LSS

31



Scientific and Practical Cyber Security Journal (SPCSJ) 2(4): 05-39 ISSN 2587-4667 Scientific Cyber
Security Association (SCSA)

4395 390050 393bolb d9HY39@ 0l dglobgd gobsiboo, 58 3965L369wBs Bgs3oMHIEs©
dmobligbos 9939390930L d9%Y39(3)d, 083 0439 935S, OHMA LEsMEOEWGHOM M HYIYOO

0l93 8090bsMYMdS. ,,RT“-8 LoEs305 T9o835LS, HMYMOE 3OODOLOL, BIOPMISBIEHd06
LoMBs6 3MbREog@do 250sBsMEOL LygMmMbOL IJmbgc.

bmd 56 9d39m©bgb 2o3cgbol §398 MBI 03HYOO M MO SO DY FIMdOL EOMU?-
50 3000b35B9g 093933900900 00O LOWMToLYEo 06EJMH30999000 4533939 3sbvgbo,
6oL 99093953 Y39ws  d9dmbggzsdo  Medymzomo  3sbbo  dogzo00gm.  HBMYs©O

533003900 89JR9®G Jb IWIBGHIOWS.

o60mpoboe Ls33e93 39M0Mm©do g439ws  39eg30Dosl, F9MEs ,,LDMASIOMIIO030
059909gdeols  s@aombg 39og3om  Logmmedo  3mMHgL3mbgbBo,  GMIwgdo;
96535 39MHM356 [gomrmgdl 0ygbgdbab.

LogoMMZ9MbMZ0L  SOLGIMWo  LogMmbggdbg  ,LOBMYSMdMH03ds  Fofygdgands™

g439wobg 0O MomEgbmdom 0dbxgwms. 5939 b 903603bmm fierols 890y s09dgeo
390539953, LosE LyzoMbo FbMEME ,,089OL* Jodmbogrgsdo Imbgs.

653 9996905 300b30L, BoobgMMs30Mm Mdols 25d49dgdol glabgd - 53303900l TgEIYO©
365bgm, MM 5OEIOMTS 39wg30D05d, 1533930 39HOMPOL o653 MdST0 56 Q95349
5dBHoMMs©  80980bscg  Lsobgm®Mmdsgom ®do, Golbo dobgbog Tgbsdwrms 39956580
30000656y ,,3bgeo”  3mwoB03memo 580930 by  FMObsEolEgdoLmMZOL  Ladwmdsme
90399Mwo MmOl LBodgotMg oym. LsobxzmG®Isgom mdo TbmEmE goHmbge  sbligbgls
,OMbsg0  2-0L°  gOm-9mH  Log@do, M™dEs 99a3bgzs  Fobmsb s 39300MGdMO
658096039 Lbbgs GH9gMdobo: 3MHM35abs (OB LsmdGOLSL sblgbs ,,OHMbmsgo 2-do0*
90(39Mds  BEGFs63s); 300000 39M[393900 (,0890000% JOMbIW  OIVIMS).
bom  MOHD0IOMNLI30MOL30MOM  8mbo3zgdgool/obgm®mdozool  go3mEgwgds,  M®™IgEos
Lo0bRMMAs30Mm MTob GOM-gOHMO Boffoeros xsddo 19-x 96 o709Ms.

9mboBm®mobyol d9wgao B3960 303mmgBs - Fg0slsdswgdgdo, LsobgmMdsgom mdol
809800656 gMdoLsl, 9939Mm©bgb g9M339wo doergdols BgAs3egbol J39d s 9M3930bY6
mdol  g5ddqgool  LAHBIMEHIOL - IILEGHMM©S ,RT-0b* Fgdmbgzgzsdo, OMIgOL
09000035099053  Loghom  bLOsmols s  9BoewoBoll  dobggzom  BgasGHomMo
05639690 0lss. beagwm Jo@omnero dgool 99dmbggzsdo, boddg 230d3L 96o Lsobxgm®mdsgom
™oL B9g9309bsLmsb, 5M5dg@ Bogombol 563 M) by LoMToLYIEsE 4589)JgdLMSE (v
56 Bo3m3w0m  Lodomm3zgembogol  sOLgdMwo  Lsg®mbggdbg bxJEmdSL), Mo
3m37L06MGdS JOMOMOOI® B5d3HJOOL SOFIMLS s TboMYgdOl MBOEF0SXMEMO 3MBO(30900L
397096M905Dg 0gm  oi@bowo. Johmmwo 8gos OML MMIMdES - LEOMIMEOM

32



Scientific and Practical Cyber Security Journal (SPCSJ) 2(4): 05-39 ISSN 2587-4667 Scientific Cyber
Security Association (SCSA)

999 909goL, 55306 MEm  olEBHMMOYAL, LodoOm3zgEmliogol  Fglsdwm  LogMmbggdol
39994905b, 59GH0IM5 J0dE0bseY LsOBMEOS30M MAL 30 MYIMIPWIIME GHM3JOS .

30dEOMYMIROS:

1. bwyb-do (2016), m3ob bgarmazbgds, mdowolo: ,,00935& 3335605

2. Weerakkody, N. (2009), Research Methods for Media and Communication, ®0o@96o
(00563560: bobm 35 Fo65030¢00, 9353gM0bY dLOWH0S; MYIJBHOMYOS O 3MMYJEHE:
9560 9MHgmgeo);

3. dogdgebmbo, ., 3Mox0bo, @.,. (2005), ,,306396¢) 565¢00Bob sbowo dgmmeo,*
09I (563560 gg®lisdos a.);

4. 353905 5 x9odbmbo, 1997, 39 a3.;

5. dododzowo, . (2015), LsobxzmMIsz0Mm Mo, HMYMEMF LsBMYIMIIM030 SHOOL
RMOI0OJO0L BodBHMO0, BsFoR0LEHMM 65OMT0, 0Erosl bob. MboggdLoEYGO,
d00bO;

6. Cyber House (2016), gs653sbols 0653063530400 s 30096 mdo, http:/bit.ly/2AXVwAu (dmerm
03030l Mmoo 26 MgdgM35¢00, 2018);

7. bs9Bs35dg, 8. (2016), mdo, MmIgeroi 339bgds, http://forbes.ge/news/1371/0mi%2C-

romelic-gvexeba (dmgom {3omdol ms®owo 26 0gdge3seo, 2018);

8. 300530560, . (2017), @30 300056 go©505080: Gols dgodergds bodbsggl ob

Logo®mggembogol? http:/bit.ly/2HMICI1 (dm@m 3000306 0056000 26 0098963500,
2018);

9. 2mamsdy, . (2016), "beAbYOL S SBYMBIOK 6Ol 30MOL30MYdS Fglsdems
LsdBEOY 35335B00L O MIT0 FoHOBIBIEMU,"
https://www kvirispalitra.ge/politic/29157-qsomkhethis-da-azerbaijanis-dapirispireba-
shesadzloa-samkhreth-kavkasiis-did-omshi-gadaizardosq.html (dmem §3™30l msomo 26
09996350, 2018);

33



Scientific and Practical Cyber Security Journal (SPCSJ) 2(4): 05-39 ISSN 2587-4667 Scientific Cyber

10.

11.

12.

13.

14.

15.

16.

17.

18.

Security Association (SCSA)

39053995 256005000, 9OPLYWM369ds (2016), 3000560 Ys15dsol 3mbBwodGHo s
Logdomggerm, https://www.youtube.com/watch?v=NVwGzTDdSUA (dmem {f3eomdols
056000 26 BsM G0, 2018);

9bobargmdol 2014 Ferob bogmzgumsm s@fgdol dotom@o dmbszgdgodo,

http://census.ge/ge/mosakhleobis-2014-tslis-sakoveltao-aghtseris-dziritadi-shedegebi-zogadi-
informatsia/201# WyAfeoozbIW (dcmeom {j3omdols ms®oeo 12 ogbobo, 2018);

30303900, Collective Security Treaty Organization,
https://en.wikipedia.org/wiki/Collective_Security_Treaty Organization (dmoem {j3comdol
56000 12 03bolo, 2018);

Stein, G. J. (1995), Information Warfare,
https://www.scribd.com/document/129280540/Information-Warfare-by-Prof-George-J-Stein
(O™ H3mdol Mmoo 6 MgdgM3swo, 2018);

ALBERTS, D.S. (1996), Defensive Information Warfare,
http://www.dodccrp.org/files/Alberts Defensive.pdf (dmem {i3omdol ms®owo 5

09996350, 2018);

Alberts, D.S., Garstka, J.J., Hayes, R.E., Signori, D.A. (2001), Understanding Information
Age Warfare, http://www.dtic.mil/dtic/tr/fulltext/u2/a395859.pdf (dmenm §3mdol msGowo
6 9996350, 2018);

Porche, I.R., Paul, C., York, M., Serena, C.C., Sollinger, J.M., Axelband, E., Min, E.Y., Held,
B.J. (2013), REDEFINING INFORMATION WARFARE BOUNDARIES FOR AN ARMY
IN A WIRELESS WORLD,
https://www.rand.org/content/dam/rand/pubs/monographs/MG1100/MG1113/RAND MG1113
pdf (0 j30mdol MmsMowo 6 MgdgM3swo, 2018) ;

Hathaway, O.A., Crootof, R., Levitz, P., Nix, H., Nowlan, A., Perdue, W., Spiegel, J. (2012),
The Law of Cyber-Attack, California Law Review, Vol. 100, No. 4,pp. 817-885,
http://www.jstor.org.lez.tsu.edu.ge:2048/stable/pdf/23249823.pdf?refreqid=excelsior:7eb9d
d3b5a9530b77e2eb94c661a6a0a (derenm {300l MsGr0Mo 7 ;mgdgM3zs¢0o, 2018);
mdubgmOEOL wgdbozmbo, https://en.oxforddictionaries.com/definition/information_war

(O 3mdol Mmoo 15 mgdg@3zswo, 2018);

34



Scientific and Practical Cyber Security Journal (SPCSJ) 2(4): 05-39 ISSN 2587-4667 Scientific Cyber

19.

20.

21.

22.

23.

24.

25.

26.

27.

Security Association (SCSA)

Molander, R.C., Riddile, A.S., Wilson, P. A., Strategic Information Warfare: A New Face of
War, https://www.rand.org/pubs/monograph_reports/MR661/index2.html (3cgom
$30mdol msmowo 14 mgdgM3seo, 2018);

Tylor, A. (2001), Fighting the Information War, Fortnight, No. 391 pp. 12-13,

http://www jstor.org.lez.tsu.edu.ge:2048/stable/pdf/25560135.pdf (dmeoem {izomdol msGowo
14 gd9635¢0, 2018);

Gjelten, T. (1998) Professionalism in War Reporting: A Correspondent’s View, https://www.
carnegie.org/media/filer public/40/53/40532590-122f-4a48-a470-
5¢4a2b793c48/ceny_report 1998 correspondent. pdf (doomomgdmeos 9999 Fysemdo -
http://www.kas.de/wf/doc/kas_47078-1522-1-30.pdf?161118091728), (dcagom 3comdols
056000 20 0909M35¢00, 2018);

Elida, K., Jacobsen, U. (2007), Reviewed Work(s): Journalists under Fire: Information War
and Journalistic Practice by Howard Tumber and Frank Webster, Journal of Peace Research,
Vol. 44, No. 5, p. 641,

http://www jstor.org.lez.tsu.edu.ge:2048/stable/pdf/27640587.pdf?refreqid=excelsior%3A00b7
d72¢d8bb3da3715146d0bb1d6c04 (dmm {j3c0mdob mstrowo 20 0gdgcm3zswo, 2018);

Rohn, A. (2014), Media Role in The Vietnam War, https://thevietnamwar.info/media-role-
vietnam-war/ (dmem f300m3ol MsM0wo 15 ds®@o, 2018);
Neumann, R., Fahmy, S. (2016), Measuring journalistic peace/war performance: An

exploratory study of crisis reporters’ attitudes and perceptions , the International

Communication Gazette , Vol. 78(3) 223246,
http://journals.sagepub.com.lez.tsu.edu.ge:2048/doi/pdf/10.1177/1748048516630715 (dcrgoem

0300m30L Momomo 20 mgdgM35¢ro, 2018);

M3obs s 33300MdOL 253 Jgdol 0blGoEME0 (1999), 3830MdOL 458 Jgdols 9d3bo
1535¢00ME™ glo gOBswolGgdobmgol, hitp://reporter.ge/mshvidobis-gashugebis-
eqvsi-savaldebulo-tsesi-zhurnalistebisthvis/ (dmeom {i3omdol msdowo 12 03bolo, 2018);
969300 1949 farob 12 s330LEHMmb 30639630900 s 35000 FsEJd0MO MmJdgdo,
https://bit.ly/2CQfwpN (dcmgom (3omdol ms®owo 12 ogbobo, 2018);

395bsd5dY, 9. (2016), 8935390900 FMIJ IS - Y6500l Mol OLEGHMOOY,
LEAHYOLS O SHYMBS0XBOL K 5MGOOL TGbodGdEXMBGOO S 0MIBOL Fw9Js6o,

35



Scientific and Practical Cyber Security Journal (SPCSJ) 2(4): 05-39 ISSN 2587-4667 Scientific Cyber

28.

29.

30.

31.

32.

33.

34.

35.

36.

Security Association (SCSA)

https://www kvirispalitra.ge/msoflio/29198-shetakebebi-grdzeldeba-yarabaghis-omis-istoria-
somkhethisa-da-azerbaijanis-jarebis-shesadzleblobebi-da-iranis-muqara.htm (dcagom
$30mdol mo®owo 11 do®@o, 2018);

3900930, b. (2003), 3000560 45650500 HMAMO3 25900 3mbREod@gdol dogowomo,
gOBso sboero sBMo 2003, N 11, https://bit.ly/2HKXWWL (dcmeom §3comdol os@romo
11 ds6@o0, 2018);

gmom, Who we are, https://www.osce.org/minsk-group/108306 (dcr¢gom 3omdols msmowo
28 0gbolo, 2018);

Broers, L. (2016), The Nagorny Karabakh Conflict Defaulting to War,
https://www.chathamhouse.org/sites/files/chathamhouse/publications/research/NK%?20paper%
2024082016%20WEB.pdf (dmm {ji3omdob msmopo 13 dsd@o, 2018);

Global Conflict Tracker (2017), Nagorno-Karabakh Conflict, www.cfr.org/interactives/global-
conflict-tracker#!/conflict/nagorno-karabakh-conflict (3cmgom {3omdol ms®owo 13 oo,
2018);

5309009000, b., 35053930560, 5. (2016), 456153500 30b6x3c0dE 0ol 0MHa3w03
909356905 56 03¢gdL, http://bit.ly/2Fz]jco (dmeom §3omdol msmowo 13 ds®@o,
2018);

3™0sbos 8. (2016), bendbgm-5BgHBs0K60L ,,cNBEOWOs60* MmBo: 306 Fosgm s 306
dmom, https://www.gfsis.org/files/library/opinion-papers/73-expert-opinion-geo.pdf (dcrgom
$30mdol ms®owo 13 dsm@o, 2018);

TUNCEL, T. K. (2016), A SHORT ASSESSMENT OF THE “4-DAY WAR” IN
KARABAKH, http://avim.org.tr/en/Y orum/A-SHORT-ASSESSMENT-OF-THE-4-DAY -
WAR-IN-KARABAKH (dm@m (j3comdol oms®omo 14 dsé@o, 2018);

Ingilizian, M. (2016), Azerbaijan’s Incremental Increase On The Nagoro Karabakh Trontline,
https://www.bellingcat.com/news/rest-of-world/2016/04/12/detailing-azerbaijans-incremental-
increase-in-nagorno-karabaghs-frontline/#_ednl (dmgoem {3omdol ms®omo 14 3s6@o,
2018);

Yin, R.K. (1994) ,Case Study Researh - Design and Methods (Second Edition),
http://www.madeira-edu.pt/LinkClick.aspx?fileticket=Fgm4GJWVTRs%3D&tabid=3004

(O™ zomdob msmoro 12 0gbobo, 2018);

36



Scientific and Practical Cyber Security Journal (SPCSJ) 2(4): 05-39 ISSN 2587-4667 Scientific Cyber

37.

38.

39.

40.

41.

42.

43.

Security Association (SCSA)

Lodmgdosdm gobsmengdols egdlozmbo,
http://www.nplg.gov.ge/gwdict/index.php?a=term&d=6&t=3606 (dmm {)3™Iol MG0Po
13 0gbolo, 2018);

30096 LogM 3oL LOTSMMSEO, BYMTobms QobTsMEgds, http://ilawge.blogspot.com/p/blog-
page_11.html (dmem {i3omdob msdowo 13 ogbobo, 2018);

b5goMM39W ML 356Mbo ,,068mMH530E0 MLORODBMYdOL Tglobgd* (2012),
https://bit.ly/2ySFWIF (dmgom {igomdols ms®owo 13 03bobo, 2018);

535¢0330¢00, ., mINsdy, §., Jg3bodzowo, L. (2016), 30990l Lsobgm®Iszom Mmdo
L5goM39wMmb Hoboswdgy: 30M35356sLMsb dBOMIMEOL Lobgardfonm dmeo@ozol
59300090 mds , https://bit.ly/2jP3t42 (deom §3mdol msmowo 13 ogbolo, 2018);
330600 35¢oGMs (2015), 308600 3o s BogdsGmzgem,

https://www kvirispalitra.ge/politic/24177-hibriduli-omi-da-saqarthvelo.html (dcrgom
$30mdol ms®owo 13 ogbobo, 2018);

w9dbozmbo Collins, https://www.collinsdictionary.com/dictionary/english/hybrid-warfare
(dmm fzomdob msdoro 13 0gbobo, 2018);

Business Media Georgia (2018), TVMR: 2017 g0l y39sBg Hgo@obyomeo
A9w930D0900, http://www.bm.ge/ka/article/tvmr-2017-wlis-yvelaze-reitinguli-
televiziebi/16418 (dcmenm fizomdol msdowo 13 0gbolo, 2018);

39965¢0BPRMo  3009mYdo:

44,

45.

46.

47.

https://www.youtube.com/watch?v=7WINmzgPR6Y (dmm {j3comdob mstowo 11 ds®@o,
2018);

https://www.youtube.com/watch?v=58B-ogcyzZU (dmgom §3comdol msmopo 11 ds®@o,
2018);

https://www.youtube.com/watch?v=6rpyxoxdmll (dmm {j3c0m30ob ms®owo 11 ds®@o,
2018);

https://www.youtube.com/watch?v=QrFDTLPrulE (dmm 300030l ms@owo 11 ds®@o,
2018);

37



Scientific and Practical Cyber Security Journal (SPCSJ) 2(4): 05-39 ISSN 2587-4667 Scientific Cyber

48.

49.

50.

51.

52.

53.
54.
55.
56.
57.
58.
59.

60.

61.

62.

63.

64.

65.

Security Association (SCSA)

https://www.youtube.com/watch?v=otsWV84rJiU (dccrm {j3comdol ms@owo 11 do®@o,
2018);

https://www.youtube.com/watch?v=M9CM3Q45vvk (dmm j3omdob msdopo 11 ds®@o,
2018);

https://www.youtube.com/watch?v=3-wJUHtb6s (dmm {j3omdol msmopo 11 dsG@o,
2018);

https://www.youtube.com/watch?v=D7hq_bJ5sFU (dmenm §300mdol msmowo 11 ds6@o,
2018);

https://www.youtube.com/watch?v=7WINmzgPR6Y (dmm j3comdob ms®owo 11 ds®@o,
2018);

http://rustavi2.ge/ka/video/142587v=2 (dcgom {i3comdol ms®opo 11 oo, 2018);
http://rustavi2.ge/ka/video/21672?7v=2 (3w {j3comdol ms@owo 11 dsG@Eo, 2018);
http://rustavi2.ge/ka/video/14323?7v=2 (3w {j3comdol ms@opo 11 ds®@Eo, 2018);
http://rustavi2.ge/ka/video/142837v=2 (dcgom {i3comdol ms®opo 11 oo, 2018);
http://rustavi2.ge/ka/video/142277v=2 (dcgom {3omdol oms®opo 11 oo, 2018);
http://rustavi2.ge/ka/video/14229?7v=2 (3™ {j3comdol ms@owo 11 ds®@Eo, 2018);
https://www.youtube.com/watch?v=S14etZJbsJs (dmm {j3omdol ms@opo 11 dsG@o,
2018);

https://www.youtube.com/watch?v=E1QfmVNuW3g (dcmm {30mdol msmogo 11 ds6@o,
2018);

https://www.youtube.com/watch?v=z57AePQIM4w (dmm j3comdob mscopo 11 s @o,
2018);

https://www.youtube.com/watch?v=YseJRQtL7Kg (dc¢rm {3omdol oms®oeo 11 3s6@o,
2018);

https://www.youtube.com/watch?v=p3hmgMiTgr8 (dmgom §3omdol msmopo 11 ds®@o,
2018);

https://www.imedi.ge/ge/video/8498/qronika-8-saatze--4-aprili-2016-tseli (dmem {j3c0mdol
5600 11 do®@Eo, 2018);
https://www.imedi.ge/ge/video/8504/qronika-8-saatze--5-aprili-2016-tseli (dmem {j3c0mdol
056000 11 ds6@o, 2018);

38



Scientific and Practical Cyber Security Journal (SPCSJ) 2(4): 05-39 ISSN 2587-4667 Scientific Cyber

66.

67.

68.

69.

70.

Security Association (SCSA)

https://www.youtube.com/watch?v=K89AnlsogQQ (dcmem {3mdol msGoeo 11 ds6@o,
2018);

A9w93m335600 ,,009000 (02.04.2016), LE5OERMOT>30M A5TMIZ905-JOMb03s, MdOEIOLO,
(033999905 ,,08900L* 560J03d0);

A9w93m335605 ,,009000° (03.04.2016), LE5OERMOTs30M A5TMIZ90S-JOMb03S, MdOEIOLO,
(03399905 ,,0890L* 5GJ03d0);

993335600 ,,009000 (31.12.2016), LEOEBRMOT530M 258MIZ3905-JOMb03s, MdoEOLO,
(033999905 ,,089000L* 560J03d0);

5830560, 9. (2018), 330930l BMR9dT0 BsfgMOwo 45053995 - ,,LE0bTFMOTs30M
3o S 390009, MBdOWOLO, 03569 X935b0830¢ 0l LsbgErmdol Mmdow ool
Lobgedfogm «boggdlodgdo, https:/www.youtube.com/watch?v=vAs32S3Dzck&t=30s.

39



Scientific and Practical Cyber Security Journal (SPCSJ) 2(4): 40-50 ISSN 2587-4667 Scientific Cyber
Security Association (SCSA)

BLOWFISH s RSA 3603 mbol@qd9d0l 3006:000vo dm@gero

9ebs x0bFsesdg
bsgdo®mgzgmml @gdbogmmo Mmboggtlodgdo

BLEMgBO0. 939 65d6MIdo gobboremos ogMmozool 36mdowo m®mo seammomdols RSA
(sbOdgBH®OMWo  FoROMSEOOL  SERMOOMI0) O Blowfish  (bodgEHGomeo  Jogcmsgool
SE3MOHO0mI0)  3OMYMTMNWOo  3MPOL  Mgoobs30s  Java  3OMAMToMgool  gbol  dsboby.
Bo3o69dmeo 330093990l Lyg3wydz9ebg Bowgdmeo d99a900L omazswoljobgdom dqddboos
300600 3MH03GHMboLEGHIIOL  dmEgwo, GMIgEoy omzswolfjobgdl RSA s Blowfish
LobBHYIob  3MBB0bs30L s Fomo, OMAMOE JOHMO  30000EYIO  FMEIEEOL  3OMYOST
950 0Bo30sb.

JAVA  36:m36530609008 96580  095¢00Bgdmeo  30ma6Mmsdmwo  30Hm©dEol  Bodmsmwgdoom
Bo3o6gdmeos 300990  50bodbmero  sEyMmG0mdgdols s dsmo  3mddobsgoom  d9ddbogro
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5¢amMomdol  J0d@obsMgmdol  3Omi3gbdo  30330BHYOHIo  MHglOLYdOL  godmygbgdols
9obollosmgdEgdLs.
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bgedobsfzmdos Abmeme dobmzgol 3063 994dbs mM03g Lodygs-aoliswgdo.

RSA 3603@Mma6M580Mwo  5¢am@0omdols  wrs@ymaooo dbstgs dobo dogcmsgool Lobdstmg. 0
5EmMomIol Joxgcms3zool 3Gm3gbo dmombmal Bs3dsm® ©oE OML. sBg39, MMamOE Lbgs
S103gBHMOE0 sEAMOHO0MTJOOL B3V F0OZ56 YoMIYMR0 FboGgl HoMIMYIbL FoRMozool
360Hm3gldo  mMo  AoLO®gdol  godmygbgdol  BsdBo. s »dds 9bs RSA  330535DMdL
MBsR3MMbMYO0L oo EMbL, FoaMsd 5353OHMNISE SGOL Lo3dsm bgero.
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L039GHM0MEo BoBMHE00L 5¢aMmM0:dgdol brgso dodmbogrgs Blowfish sgrgmocmdols
3535m0mBy

Blowfish {fo®3mo9bL LodgBHMowo JoxgMo3E05/©IdoRMsE00L 3M03EMYMOIROI SEAMMO0mAL.
dmbs3gdms BogM300L 73bd30s b305Mm@ FoMmEH030s. 020 308Y3MMdOM 16-X% 96 FoGdsEgdom
39000g9gbgds obgm 93035309080, LoOE AoLOMGdOL LogMdg 39MOMPYISE 5O 0(33W9ds.
0m3gds, MMI 5OLYIME FoGMHEO0L  SWAMOOMTJPMD FgsMgdom Blowfish 6oL MaGM
L6050 32 303056 803M:M3OMEgLMGODY FglMEgdol EM™U.

Lsfiyobio Bqgymdnbgds
(64 Bogo)

XL(32 Bago) ¥R (32 Bogn)

P, (32 Boge)

XOR £ XOR
P 328000 [ yog ] F XOR
13 fAumbaoo
Pie 132 2080)  yop [ F | xor
s (32 Bo@e) Pu; (32 Bog@o) 3
XOR XOR
wosdomfmeno Bydymbobgbs
(64 dogo)

bemsoo 1. Blowfish 5¢ngc®oordob bh&Geddderms

59 MHMoLm30l Blowfish 9300035%MmdL 99006019000 ROM Jowseo Mmbol JogMoiEosl, MoYD
XIOXJOMI00 FolBY 2obbMOE0gEgdMo SOE 9H0 9330 96 LM GdMEs HoMds3gdoo.
Blowfish 500l wmg®Om UHOsgo g06mg DES. 0wdgs 98 s¢oam®omdol Lub@o §9d@EHowos
Fogms300L LLEBHO FoLsgdo.

3036G0Eo 3M03GMLoLEJIgdOL dodmboengs
36033HMaM50305d0 3080600Yo 3MH03MLOLE IS DM TMoblgbogds LobEgds, GMmIgeos
09609m596L s10dgBHH0Io s BOAYGHMOIEO FoBMHF00L SEAMOHOMTJdOL 3mAdobsEosL [30].
005 23LOPYdOL  3M03GHMLOLEFHYIGO0  sxRYABYdIMWos OO  3OMOEXGIGIOL  QOTNNIWOD
LoMMYYBY. FoQoe0md© RSA 9394s69ds HoEb30L BodGHMOm0BoE300lL 3MMdIsL (5649 oo
oEbzol sl FomEH03 050693 gds©), bmem ©0g0-39wdsbol serymMomdo 9Bwdbgds
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©oL3MOIGHMIWO CMPIOHO0MTGOOL 3OIMIYTsL. Abs3Lo LOLEGYIgdol Fgdmb3z935d0 MB30MSEJLMdS
9603905 8m@©om 959053930l s sHMOLLYdOL M3gMms309dL, TglsdsdobO o3 O 3930
350300 1OddEs3MYs LsFoMm, 300069 LodgEHMmOoM LolEgdgddo. sdo@Mmd oo JoLOMGdOL
36033MboLEHJIgO0  JOMOMOEI®  Podmoygqhgds, MMmAMmO3  30dMH0EMEo  LoLEGHYIJd0, LSS
063m®ds300L FogM305/9d07MS300LsM30L  2odmoygqbgds  LGexgo  LodgGHMomeo
SEamMomIGd0, bmerm  dobo  goloegdol  FoMmM3oLy s 2oOEJIoLIM30L  2odmMmoynbgds
390569000 69e00 s0dxEHMHO0IO SEAMOHO0TYdO.

Usfigobo dodgydol RSA 3o0baghiol RSA
&advao 0> gabaggdo BOM0 gaboegdo

.....................................................................................................................

{ g dgdmbggzomo 128
H AES - CBC d 303
| Bomdgos Bogo Ligbools gabispgdo RSA Bogtsios

L »f SHA256

05BN Al ‘dgdonbgggomo 1 sdogrmeo bybool MA 235000
: [kl_ dogtrryeo ¢ O”I [ Bogo aobogBo HCMA psbopgdo

L4

L
B TMACoHAzs6

l yhymdobyds H RSA dogagos |

GOgOTIme :
boendmfiahs

byso0o 2. RSA & AES 3086000¢v0 Uggdol dmgero

MMM 3 50360369m, LOAGEHEO0IE S SBOTYEHOOIW SEYMMOMIGIL ooBbos Moz30L0 WsYdOMO
Q5 5MYmzomo FboMmggdo. LodgEMOIEo SEAMOHOMTYOOL LoLEHYIGOO 50056 by3dsmo LGSR0,
300069 s60dgEHM0Mwo LolE9gd0, 19935 JMOMbM3ZL MM BsOIEO AoLIMIOO OEGs© 0dbgl
39053990 doxMogool bdgdol dgmeg TbsGolomzol. bmwm  SbodgBHMomwo  bolidgdgdo
MBOWB39egml 05 AoLOMGOOL 253300l s BOEMAM FoldgdolL MBsBROMBMYdOL o33,
093 gb bgds LoLHGOGOL bobrxDg. LHMOg, 58 3MMdEGIGIOL 50IMBH3GOL Jobbom
39800996905 300MH0EEO SEMOO0MTJO0, M3 EPolbIMBL FoRMo3ool 3Mm3glido b3solbls
G030 5 MOH0MTJOOL godmyggbgdsl.
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Jugerob mlsgGobmgds

g0 3mHo Mbagtobemgdol combol
oofobaxryess

polisgrgdo (K), 8mbsggdo (n), 9n@ymdobgda(n-k)

Lodn@Hommmo seramfomdgdo alndg@Homemo sregmioodgdo

©os palisggdo L sten B
DES AES Blowfish RSA ElGamal DSA
b dobsbo:
Jm3dobofgdumea 3odMHoyeo .
sempmBoomdo L. Bguegemgdols

Lobftagy

2. mlismBobmgbs

be9tr5000 3. 308020 36039bolbB oL beagsoo Uggds

3006H0EMo  3003EGMAMB0IWo  LobGHGIoL  DBmaso  0Egs  IEYMIMGMOL 03530, OHMI
9m35b@obmm 9gdmbgg30m0 4ol gdol g9bgmHomgds LodgGHMoMEo JorMozoolmzol, bmem
09092 0m35bobmm 53  golowgdol Foxz®moizos  SLodgBHMomo  LobEgdobomgol. 8909y
900900 B0 ™ 2oLv®gdom bgds Lsfyobo T9gEHYmdobgdol JoxzmsiEos. ©IdoTMEO0L
O™ bgds d9EYmdobgdol ©sdoxngms 153Mms®mo LsoEMAM golsmgdom, bmem 9dwgy
259myqbgds Loy s QoLs®gdo [31].

Blowfish 5 RSA 5¢mam®003900L 36r0®53weno MgsenoBsEos s gdudg®odgb@dwao 33¢930L
8993700

Blowfish @s RSA  36033mbolEg090bg 3MMmaGmsdnwo  9dudg@modgb@gdol  Bs@otgodol,
35gJb0oE MO 259myqbgdol WML, A5dmyqbgdreo dgblogMgdols 99wgagdol 33wg30L dobbom
8904dbs dm3gdmeo  LobB)dgdol sEWMMHO0MTGOOL 3OMYMITINWO  MJo0DsE0s. 3 FoBbom
390my9gbgdmwo JAVA md09dGHBg m6m096@06090mwo 360HmyMs806900l 9bs. 0099335 399mm3gdols
LAHOGHOLEGH03MMO 9900l  LOoDMLEHOL  FoBbom  Fodmygbados MO 30BYSEIMMO
06@ 9033900, 56599 3OMYM5ToBMb 30bLMmEmMHo dmPsmdol Mg 0do.

BMo©o©  doxcmsgool  LOWWo O™ MIMOZMILI®  IFMIOEIOIE0s  3MB3MYEIO

5eamM0mdol LEMIGHMOHIE FoboslosmgdEgdHy. 3BMOE 1-80 dm3gdeos BbgsLbgs Bmadols
©sLvdoxMmo  B9duBdg  BsBIMGOMEo  FoyMogools @ ©YdoBMsEool  m3gkogogdo  AES
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36033MbobGgdol  g9dmygbgdoom. 5439 Mbs gogomzswoljobmm, M3 Fogcmszool ML

35909969090 25L50gd0L Brmdss 16 dodo.

Blowfish 8og®Msos
©is3ognMo  iLsdo@Mo  golivmgdols  do@Gozool  ©sdogMMEo  YdogMsEools
A9JuGHob A9JuGHob bmds O™ A9JuGHoL Bmds O™
Bmds Bmds (d0®0) (636mfsd0) (050¢3)0) (636mfsd0)
(30e0Md503H0) (0503)0)
32 32710 16 10753053 59241 1984528
64 65420 16 12169867 119493 2743007
128 130840 16 12567266 236670 5602025
256 261680 16 18200673 475738 9356337
512 523360 16 23987822 954280 16802548
1024 1048460 16 35550482 1915678 26062972
2048 2096920 16 43489299 3804367 40463494
4096 4193840 16 62097598 7552059 56950097

¢b®ogro 1. Blowfish dogmsgool  bds@dobdozato dshg9b98¢n980

abgogLo Lobob 9du3gH0a9bE0 BoEIM@S 1939 RSA 36:03EMLOLEHNT>DY, Loog LB3sILBZS BrMdol
R50gdol  JoBMs300Ls s IIoRMSE00L  3OM3gLDY IBIOXR WO OHMOL 5330603900l

89092°© 99©93°© 303000 8990 dmbszgdgdo (FbGowo 2):

RSA dog®ssos
Boool  Lafigolo gsogmols dogmoz00l tem ©580@6OMmo ©980xMs300l

BmIs bmds (Byte) (65b6mfjsdo) A9JuGHoL bmds ©O® (656mfsd0)
(KB)

32 32710 1536637771 118780 55542452

64 65420 3208498484 237689 121344997

128 130840 6149709140 474654 284935252

256 261680 10574937240 946614 671696785

512 523360 20368096461 1896331 1991097468

1024 1048460 41504791208 3795983 6934459468

2048 2096920 89946149790 7586016 27974097086

4096 4193840 181620236481 15179673 121238321204

6b®oero 2. RSA Jogkszool bhsdoldoz«imo dsh39698¢980
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Blowfish + RSA bod9¢&®029¢0 ©s sbodg@momeo 30od@GmbolEgdgdols 9ggysw dgddbowo
303G0oEwo LobEgds
39630b0wmom 3006MH0EWWwo 3M03EMLOLEHYIS, OMIgEos Bgdmo gsbbowmwo Blowfish s RSA
36033MbobGGdgdol  3mAdobszool  Lsgmdzgwdg  sMob  dgddbogro. 53 LolLEgdol ogs
9 Mds6gmdl d909ado. dm3gdweo Bggdol Lohgol 9Ee3Hg begds Lofigolo Bosowol Hogzombas.
50530060MmMws© bgds RSA 5¢0am6omdols Lsomdmm ©s ©0d 2oLs09gd900L  93GHMAdEHMOO
39696006 9ds.

dm3gdmwo bdgdol 8999y 9&o3bg 93BMIsEHMMms  ggbgMotgpgds Blowfish Lodgd®omwo
3oL5©gd0, beerm 00gdYo 2olo®gdo 0d0RMGdS RSA 5¢ym6H0mdols Bodmswgdom. s0bodbmeo

bd9ds MBEOMB3gEymRl Blowfish Lolidgdol Loxs®m golsegdols MLsxMmMbMgdoL Jows ®bIU.
RSA 5@03m6H0m3ol MbsgO®obmgdols 35839698900 sd3o6Mgdl LoxsMm 4obomgdol gdogMsool
MoL3IJOL.  TgLoOSTOLO OO  FoLOWGIOL 4533w lMSD ghsE TMbgds RSA  sEoam®omdols
Lo0ENMIWM  JOBOMYBOL  AO33WdE. M9 30000 dmEgerdo JogcmsEool  3GM3gLo
90800656Mm9mdL Blowfish sergm®omdol dog®msE0meo sergm®omdom, 30650sb Blowfish sols
36008369wm3bs LHMox0, 300609 RSA seymomdo. 99Lsd530bs@, ©IdoxO300L 3OHMEILO
d9LOEEYds F906MHmb9gdMEo MIBT0BY3MMdO.

LsFyobo Gg@ygmdobyds 800qdol RSA oo asbaggdo 20205360L RSA Lsowdenm psbspgdo

——————————————————————————————— |

Al it i i mkia . 1 i -

1 — 1

1 Blowfish bodg@mowmemo gabiagndols boar | . 1

i 5 tﬂoﬁ:géa —_ RSA BomMagos i

; 30806y EN |

1 L : 1

1 : : 1

1 i 1

: b b ] :

: : : | aBontumo asbsmgdo :

: =3 :

1 : e s e e g A 1

1 Y

1

: Bn@yembobgbols Bog@ogos Blowfish

R S 003 4 i > @sBog®nemn 3gdymdobnds

1

1

1

1

1
1
1
1
agramiomdom s RSA asloggdoo ]
1
1
1
1

bomsoo 3. RSA + Blowfish 3600339bob$98980b 3020806530000 Gomgdoycro 308600
3M030boldgdol bergso sGOJoBIHAIDs

dm39979o LolLEBIOL SEMOOMI0L Java 3EOEBRMMB5T0 MJo0HYOMWOo 3MHMYMHTMO 3MEOL
359my9bgdom dglees bbgoslibgs bmdols dmbogndgdbg doxz®msgools s ©doxzgcsEzools
36Mm39b9%0. (bGowo 3).

Blowfish + RSA 3065305
BS0rol basfgolio FogM5300L MM ©5308ONM0 09305305300l M
bmads (KB) BS0ol (656m{3o00) A9JuGHob bmds (656m§)530)
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%Bmds (Byte)
32 32710 9047797 59355 1881211
64 65420 12203366 118428 2189046
128 130840 13555651 237417 5057937
256 261680 14240434 477370 9345405
512 523360 29886045 951418 18116046
1024 1048460 40855251 1898922 25666278
2048 2096920 43979084 3813804 54415486
4096 4193840 63542269 7624638 54848853

6b®o¢ero 3. Blowfish + RSA 30860@029cm0 3650392boldgdol dogntsisoob 36mp9bo

BLOWTFISH, AES, IDEA 5¢m©003900L 990s60m900b56 ©a0bgds, md BLOWFISH 9mobds®l
MRO® 653090 9460376 MgumOLL. 0mdgs IDEA  8mobds®dl b53egd Hgbyedl 30069 AES,
959050 Bodm®Bgds BLOWFISH semgm&omdl.

140000000

63542269

120000000

43979084
100000000 40855251

80000000 29886045

60000000 14240434

13555651 62097598

40000000 12203366
9047797

20000000 e — 35550482
18200673 23987822

43489299

0 10753053 12169867 12567266
32 64 128 256 512 1024 2048 4096

mm Blowfish 30365300L @O (Bsbmfjsdo)  ====RSA+Blowfish dogMs300l ™ (656mfsdo)

bomsoo 4. Blowfish ws RSA + Blowfish 360392b0ol998980b Jog&szool 36empgbol okemol
306295¢70 Y3305

60000000 56950097
50000000 %848853
40000000 40463494 44415486
30000000 26062972
25666278
20000000 16802548
5723007 5602025 9356337 18116046
10000000
1984528 5057937 9345405
0 1881211 2189046
32 64 128 256 512 1024 2048 4096

=@=Blowfish ©930305300L O™ (Bobmfsdo)  ==@=RSA + Blowfish ©93036M5300L M (656mfsdo)
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boytrsoo 5. Blowfish os RSA + Blowfish 3(503¢9bol99d960l ©9donmsgool 3Gemggbol ofmob
30Y75¢70bsg0s

700000000
572478144
600000000
p |
,I
500000000 371242008 ,
/,’
400000000 238824584 .
/"
117161952 L
300000000 72146728 7
62035768 -
20000000 el
0611360 e’ 56610432
-7 43218240
100000000 22598000 —26353056 738057 _2—" 30336472
-- 11
9498968 4677800 M 22020 o8 - =
v _-e e = - = - = = o= e e o= o o o ok o = T v
0 !_‘-'--d---i'»‘ w ) 4 )4 v
32 64 128 256 512 1024 20[48 4096
10696784 16252696
9762104 12556416 23511600 15407800 28875368 55642240

—&— Blowfish 353myg969dw9c0 dgbliogMgds (dso@o)
= <l = RSA 959mygb9d1emo dgbliogegds (d50¢0)
= A =RSA + Blowfish 59mygb9d1c00 dgbliogtgds (d50@0)

beytrs000 6. Blowfish, RSA s Blowfish+RSA  bob$g398do Jmbspgdodol (8s0ho) Joxmscoolsl
35029969829¢70 G9bliog®980b 353030

16000
14000
12000
10000
8000
6000
4000 116
2000

0
58732 116 64 23 128 446 256 929~ 512 1024 2048 4096

== RSA ©53053600 B50wol HBmds (30MmdS0E0)
—#—RSA + Blowfish 580860 53500l BmIs (30¢Mds0E0)

beytrs000 7. RSA o Blowfish+RSA  bob$989830 Jo%tsz00b @®mb @sdogmoiemo 3s0¢mols beadol
G3LOg85
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3365
M99 BsdOMATdo Asbbowrmeos mMo bbgosslbgs LoLGgdol: LodgGMmoeo Blowfish s

S103gBHMoo RSA 5egm6H0mdol 36MmyMsdmeo Mgoobszos Java 3MMmyGmsdoMmgdol 9bsby.
Do63maqboos dmEgdmeo MO0  SEaMm®omdol  3m3dobsgoom  Forgdyro 30860 YIEo
5EMmMHomI0 s 515939 JoLO 3MIMYMSTMEO MYoE0D(300.

dm399M@  sam®0mIGOYg Bosdotms 9dudgModgb@gdo, o3 0035¢olobgds Lbgsalibgs
Bmdol  Lofgobo  Fmbszgdol  YIoBREMSE05/IF0BGSE300L  3OHMEILYdOL  Tgbeyengdsls bsdogg
5 mMomdbBY. 99092900 JOMOMIO 9330039008 Md0gIBHL Fo®mdmoagbs dsmo Jgicrmengdols
©OM 5 Imbdsmgdmo dgblogemgdol dsB396909e0. BMaMmOE Bs@omgdmo gdudgmodgb@gdo
mB39690L gobbommo 3006MH0EMEo sEWaMO®OMTo OO MROM LHOIRO0 S 5353MOMESE
MBoBOMbM  MY0  2om35olobgdmwos, Mmam®E LodgBMmoMwo sb9g3g  SLOTYEHOOWO
5¢mMomol dgrogho dbsMggdo0.

BoGo6m90me0ds 9Ju396Mm0d96@&s sh3965 9dg0:

1) oy Blowfish , RSA o Blowfish + RSA 3030w 5¢am®omdl 09350560900
259mygbgdmeo dgbliogMgdol Jobgz0m Y439 s®g Bowsw &gdboz® Mgl dmombmagl
RSA 5¢0a®00m3d0, bogom Blowfish «986089369wm Bsdm®bgds Blowfish + RSA 303G 0oy
1gqaab.

2) 80gMm5300L MMOL 35605990l omzswolfjobgdom Mo mdds »bos Blowfish GBgds mogol
Lohgol 30639 3MmB0E0sHY s 93 LoLBHYIYITo 439wsbg LHMSR0S, Mmd3s Blowfish + RSA
300600  SEamMomdo O3 ™) oy oo 360dzbgemdom  Bsdm®bgds o
d6083b6gm3bs LHMszgos 30Gmg RSA, bmeom RSA yg439esHy o O™l sbomdgdl
FoxM5305L @5 do¢Er0sb bggros.

3) ©900x8Mm5300l OMOL  35M5dgBHMbY 330039050  sB396s, ™I Blowfish + RSA
300600 swamGomdo s Blowfish seram®omdo ®00ddol msbsdsMo Lobfitsnoom
SO 9d96 ©gd0RMSE00L 3OME3gLL S 06 LHMx0 309 RSA seramomdo.

4) ©5308MHMo Bsogol Bmdol 35M89GMbBY 3306039001 TJWIPIP® IHOBS, OMI
Y39wsHg 050 dgbloghgds LFoMqds Blowfish LobEgdsl, 99dwgao sGobL Blowfish +
RSA, bmgem RSA sergm@omdo y3qeebg dsmowo d5339699wom BMH©ol sdog®wewmo
23500L HB™IdU.

L5IMBo3ErME  FgLodEgdgwos  Jobboyemo 0dbsl Lbgs LodgBH®momero @s  SbodgEMoEo

5¢mMomdol 300600 IMEYWo, MMIWIdBY3 2bbMOE0gWwgds 9BbGHOMI0Mwo 331939,
o3 LGNSOl dM3(399L I35 YPOBM® MOMHMYMo FomYsbol FAMoEMds Lb3sLbIS

G030L 353olbA0L, 3500 FMMHOL EsTOROIO FgJuBHoL BLOBAOOYIEO b5EOBOL Mogz3ELBAOL
90056 00.
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AUTHENTICATION OF INFORMATION SYSTEMS USERS, BASED ON
THE ANALYSIS OF THEIR HANDWRITING

Vysotska Olena', Davydenko Anatolii’
National Aviation University*
Pukhov Institute for modeling in energy engineering of NAS of Ukraine?

ABSTRACT. In this paper there was analyzed a relevance of the problem of an
authentication of information systems users. There was also reasoned a choice of
dynamic biometric authentication methods, namely the methods based on an analysis of
a person’s handwriting. Based on the results of the performed experiments, there were
selected the handwriting characteristics, which were analyzed for recognition further.
There were defined the requirements to training items and the stages of its selection and
adjustment. On the basis of the created algorithm, there was written a program to
perform the authentication of information systems users, with the help of which a
number of experiments were carried out. According to the results of the experiments, it
was concluded that it is advisable to use the handwriting recognition systems for the
implementation of the authentication of information systems users.

Keywords: authentication, recognition, biometrics, handwriting, information
systems.

With the increasing degree of computerization of most human activity areas, there is an
increasing need of the authentication of information systems users. In different cases, it
is advisable to use one or another authentication method. All the authentication methods
can be divided into the following three types:

1. Password protection. The user presents a secret data (for example, password or
PIN-code).

2. Key usage. The user presents his / her personal identifier, which is the physical
carrier of a private key. For example, plastic cards with a magnetic stripe, key chains
and other devices.

3. Biometric authentication, i.e. the usage of human biometric characteristics. The
user presents a parameter that is a part of himself. With such authentication, the person's
identity is exposed to recognition — his individual characteristics (fingerprints, face
thermogram, retina, voice, handwriting, etc.).
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In recent times, there increasingly began to use the biometric authentication [1].
The biometric authentication systems are very user-friendly. Passwords and storage
media can be lost, stolen, copied. The biometric authentication systems are based on
human parameters, that always remain with a person, and the problem of their
safekeeping doesn’t appear. It is almost impossible to lose them. It is also impossible to
transfer the identifier to third parties.

Thus, we can say that the development of the biometric authentication systems is
now one of the relevant problems.

The objective of this paper was to develop a biometric authentication system of
information systems users, which could be used in various fields of human activity, not
always associated with the computer.

To solve this problem, the following was done:

1. There were analyzed the existing methods of biometric authentication [2,3]. On
the basis of the conducted analysis and taking into account the fact that biometric
authentication, in this case, should be used for the user accessing the information system
in cases which are not always associated with the user’s work at the computer, as the
analyzed characteristics of the person, it is proposed to use his handwriting in this work.

2. The varieties of handwriting authentication methods were analyzed and its
characteristics are determined for their further use in the authentication process.

3. The analysis of the selected handwriting characteristics was conducted to
determine their validation for further recognition [4,5].

4. The selection of training handwriting items of information systems users was
made to increase the probability of correct recognition [6].

5. The adjustment of training handwriting items of information systems users
was performed to increase the probability of correct recognition [6].

6. The program for handwriting authentication of information systems users was
written. The neural network was used as a recognition mechanism [7].

7. On the basis of the conducted analysis, with the help of the written program, it
was concluded that it is advisable to use handwriting recognition systems for the
implementation of authentication of information systems users.

All methods of the biometric authentication are divided into two groups:
1. Statistical methods.
2. Dynamic methods.
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Statistical methods are based on the measurement of physical (static)
characteristics of a person, which must be unique for each person, or at least for most
people. These characteristics aren’t supposed to change significantly over a long period
of time and be influenced by any external factors, such as cosmetics, weather events,
etc. Statistical biometric authentication methods include methods that use the
fingerprint, the shape of the palm, the location of the veins on the front side of the palm,
the retina, the iris (each eye has its own picture), the shape of the face (full face, profile,
volumetric geometry), the thermogram of the face, DNA, etc.

Dynamic methods of biometric authentication are based on the behavioral
(dynamic) characteristics of a person, that is, which are built on the features, which are
typical for the subconscious person’s movements in the process of presentation of any
action. Unlike physical distinctive characteristic, in this case, the biometric system
doesn’t necessarily have to measure the same phenomenon each time: a person may be
asked to say, write, or walk in a certain way to reduce the risk of reproducing the
characteristics by the violator. Dynamic biometric authentication methods are methods
that use for recognition the handwriting, the keyboard pattern, the painting with a
mouse, the voice (speech), the acoustic signal from the human body, the movement of
the lips when reproduction a keyword, the gait, etc.

Let’s consider in more detail the method of dynamic biometric authentication of
information systems users, namely the method based on the analysis of handwriting.
This method doesn’t require an expensive equipment (only a graphics tablet or similar
device is required), it can be used in cases unrelated to the work at computer of the
authenticated one and, at the same time, it is a fairly reliable authentication method.

Handwriting recognition systems relate to dynamic person’s identification
systems based on the analysis of the dynamics of fast subconscious movements
reproduction. Handwriting is an individual and quite stable characteristic of a person,
when analyzing of which it is possible to identify the person who wrote the keyword.
This fact is confirmed by the physiological maker of a person. Let’s consider what
determines the handwriting of a person more closely.

During the writing, the muscles of most fingers and forearm muscles are
involved. In total, more than 50 muscles can be involved, but the most significant
influence have about 10 muscles. That is, when writing some text, a person controls
about ten muscles. This is quite a complex task and it can’t be solved in real time.
Therefore, during the writing the control of a person by muscles is based on standard
solutions that are developed during a long enough writing training and are individual for
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each person. These well-established standard solutions are kept throughout life and stay
almost unchanged.

Dynamic characteristics of a person, including handwriting, can be used not only
for recognition of people, but also for determining the character of the person, his
mental and physical condition. For example, if a person is nervous or in a hurry, then
the speed of writing increases and the handwriting becomes more boldly; the weak,
sickly, and mentally ill persons have the letters that are non-uniform in size and with a
variable inclination; the incompleteness of the words, simplified writing of the letters,
bouncing up and down lines indicate the negligence of a person; etc. Analysis of these
and other similar features is very useful when hiring (especially to the critical job) and
while monitoring the work of computer users. For example, if the air traffic controller is
tired or annoyed, he can make a mistake that will lead to serious consequences. A wide
field of handwriting recognition algorithms usage determines the relevance of its
analysis and improvement.

Let’s consider the handwriting authentication more closely.

To perform this type of authentication, the user must depict (write) his password
(signature or some keyword). As a password there can be used:

1. Some keyword, word or a letter combination.

2. Signature of a user.

3. Some figure.

In this paper, as a password there is proposed to use any common keyword or

different words, but provided that all these words have the same fragment (letter
combination).

In addition to that, in this paper it is proposed to divide the functioning of the
authentication system into the following two stages:

1. The recognition of the written keyword. Az this stage, it is checked whether the
correct word was written by the authenticated one. If an incorrect word is entered, i.e.
that it doesn’t correspond to the pattern stored in the system for the given user, then the
authenticated one is recognized as a violator, if the correct word is entered, then the
second stage of recognition is performed [8].

2. Recognition of the keyword writing style. A¢ this stage, the features of writing
the analyzed word are checked for correspondence to the features stored in the system
for this user. If the features correspond, then the authenticated one is recognized as a
legal system user, otherwise he is recognized as a violator.

Mathematically the authentication (recognition) function
R=f(par,par,...,par,...,par,) (where 1< g <g) can be expressed in the following way:
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1, if UsxeUsl, Usx=Usly;
R=10,if UsxeUsl, Usx#Usl,;
0, if Usx € Usb;

where Usx € Us is the authenticated person;

Us={Us;,Us,,...,Uss} 1s a set of people who can try to access the protected
system,;

Usl={Usl;,Usl,,...,Usl,...,Usly,...,.Usl;}; 1<t<I[; Usl is a set of legal users of
this system,;

Usl; 1s a legal wuser impersonated by an authenticated person
(Usl, eUsuUsl; eUsl);

Usb is the violator, i.e. the unregistered person in this authentication system
( Usb e Us,nm0 Usb ¢ Usl ),

par.,pars,...pare,....,par, is the list of parameters on which the result of
evaluation of the recognition function R depends.

One of the most important factors when constructing the recognition system is the
optimal choice of the recognition mechanism that, accordingly, means the recognition
algorithm constructing. There are various mechanisms for solving such problems. One
of the most effective mechanisms for recognition is neural networks, and it is proposed
to use it in this work.

For all types of biometric recognition technologies, an initial user template should
be created first. To create it, it is necessary to collect (make a fixation of) a number of
measurements from any device used (in this case, from a graphics tablet). Then, it is
needed to pick out the specialties (characteristics) inherent to the user from the
measurements, and use the extraction results for template creation. The creation of this
initial template is called a registry. This initial template is then saved by the system and
plays a part of a kind of password further. After registration, when the user attempts to
pass the authentication procedure, the measurement data from the reader device is
collected, processed into a usable form and checked for correspondence to the template
that was previously registered. In case of confirmation, the user is recognized as the
impersonated person. Thus, one can say that the handwriting authentication system
should work in the following two modes:

1. The registration or accumulation of the training items database.

2. The user recognition (authentication).

Depending on the implementation of each specific biometric system, there may

be some additional actions. For example, if necessary, it is possible to continue to
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accumulate a database of training items, even at the recognition stage. Depending on the
biometric authentication method used, the minimum size of such database will vary. For
example, if the recognition method uses a fingerprint, there should be several items for
each user (for several fingers and taking into account that the finger on the scanner can
be placed at different angles) in the database. Conversely, if the method for recognition
uses the handwriting, as in this work, then the database size is many times larger. This is
explained by the fact that the fingerprint is a static parameter and does not change
during a person's life, and the handwriting is a dynamic parameter and, depending on
various factors, though not significantly, but can change. The need for a high volume of
the training items database is also explained by the specifics of the functioning of the
neural network, which is proposed to be used as a recognition mechanism in this work.
Such a database usually reaches several hundred, and sometimes thousands of items for
each user.

The key indicators of the efficiency of any authentication system are the error of
the first kind (the denial of access to a legal user) and the error of the second kind (the
omission of the violator). Therefore, when creating a handwriting authentication system,
it is necessary to solve the problem of constructing the recognition function R, in which
the error of the first kind (R=0, if Usxe Us/,Usx=Usl;) and the error of the second kind
(R=1, if Usxe Usl,Usx#Usl,; or R=1, if Usxe Usb) would be minimal, that is, to minimize
the probability of false reject of a legal user (in case if he isn’t impersonating another
legitimate user) and the probability of omission the violator.

The result of evaluation the authentication function R depends on the list of
parameters par;,pars,...,pare,...,par,. These parameters (features) selection is a primary
target when constructing any recognition system. In this paper, there is used a set of
features At={At;,At,,...,At;,...,At,}; 1<i<n; as a set of features for recognition; where
At i1s a set of features of person’s handwriting; A¢# 1s the i-th characteristic of
handwriting.

Herewith, it should be noted that the Az set depends on the level of computer
technique development. The higher the level of technique, the larger the Az set and the
higher the maximum possible authentication quality. At earlier stages of the technique
development it was possible to analyze only static characteristics of handwriting (the X
and Y points coordinates), that’s why the recognition quality wasn’t high enough. And
only with the advent of graphics tablets (and other similar devices) it became possible to
determine and, therefore, to analyze the dynamic parameters of handwriting (the pen
pressure on the tablet, the angle of the pen inclination, the speed and trajectory of
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writing, etc.), which significantly increased the quality of recognition. Most of the
features of the At set are the characteristics of the set of points presented for recognition
of the keyword. These characteristics, as mentioned earlier, are such parameters as the
X and Y points coordinates, the pressure (P) with which the user presses the pen on the
tablet when drawing the next point, the writing speed, the angle of the pen the angle of
the pen inclination, the angle of the characters inclination, the trajectory of writing, etc.
(different systems can use a different set of characteristics). Thus, it may be said that the
At set of features looks like this: Ar={X, ¥, P, ...}. However, to achieve the highest
efficiency of the authentication system, f it is necessary to select the set of the most
significant ~ (control) points  Kt={Kt, Kt;,...,Ktux, ..., Ktp}; 1<nkt<b; whose
characteristics will be analyzed during recognition process, rom the set of these points
T={T;, T,..., T,..., T,});. That is, from the set of data about the conveyed points
Pac={Pac,, Pac,, ..., Pac,,..., Pac,} (where 1<a<v;), it’s needed to create (to pick
out) a set of data about control points Pac kt={Pac kt;, Pac kt,, ..., Pac kty,...,
Pac kt,} (where 1<nkt<b;). This is quite an important stage of the authentication
system operation, so we consider in detail.

When selecting control points, there appears the problem of the correctness of the
automatic selection of control points. It is also important to determine the required
number of control points. These two factors have a great impact on the efficiency of a
particular recognition system, because if too few control points are selected or they are
not correctly placed, the percentage of false recognition will be inadmissible large, and
if there are set too many control points, then too much resources (time and memory)
will be spent, and the recognition quality will increase slightly (or not increase) at the
same time.

In this paper, there is proposed to emphasize control points of the following three
types (Fig. 1):

1. The start and end points of each line. In figure 1, these points are shown in red
color (points 1 and 15).

2. The angular points, that is, the points on the line bend. In figure 1, these points
are shown in blue (points 2, 3,4, 5,6,7,9, 10, 11, 12, 13).

3. The points of intercrossing of lines. In figure 1, these points are shown in green
(points 8 and 14).
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k=2 —l.'h'l:l

Fig.1. An example of control points placing
It is also rational to use the control point type as the point parameter to be

analyzed.

In this work, it is recommended to divide the image of the whole keyword into
images of individual letters and later work with images of each symbol separately.
There are two reasons for this.

First, when checking the correctness of the written password (at the first stage of
authentication), it is preferable to recognize the password not entirely, but symbolically.
This is caused by the following reasons:

1. It is easier to collect items of writing N symbols (where N — is the number of
characters in the used alphabet, taking into account the fact that not only lowercase
letters can be used, but also uppercase letters and numbers, and various punctuation
marks), than items of writing all possible passwords, which can be any combination of

these N symbols, in the database. The number of possible passwords (the combinations

Mks
of symbols), in this case is equal to ZKSN (where Ks is the password length, MKs is
Ks=1

the maximum possible password length) or is equal to the Ks, if the Ks is known. The
collecting of this amount of data is much more difficult than in the case of character-
oriented recognition.

2. It 1s easier to check the classified object for belonging to one of the N classes

Mks
than for belonging to one of the ZKSN classes. That is, the recognition process is
Ks=1

easier in case of the character-oriented recognition analysis.

Secondly, data processing on all the password at once takes excessively large
resources. When performing handwriting authentication with a help of the graphics
tablet while writing a single symbol, the system receives the data on a one hundred
points (sometimes on several hundred points) at an average. If the password, for
example, has 6 characters, then it is necessary to process an average of 600 data points
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to validate of the entered password. That is, at the first stage of authentication the neural
network will need to process 1800 features (three parameters for each point: the X and
Y coordinates and the type of control point), and it will take a very long time (and at the
second stage there are more features and, therefore, there is needed even more time).
Therefore, when performing each authentication step, it is recommended to analyze not
all the password at once, but symbol by symbol, and if one of the symbols is incorrect,
then the other symbols can be not analyzed (at least at the first authentication step).
However, using such a strict condition, it is necessary to provide a very low probability
of false failure when recognizing each character, so that false non-recognition of one
character leads to false non-recognition of the entire password, and, consequently, the
denial of accessing the protected system for the legal user.

Dynamic characteristics of a person are characterized by some instability. Neural
networks cope with a small instability well enough (that is another reason for choosing
this mechanism for solving the problem), but gross errors in the original data must be
discarded, i.e. it is necessary to make the original data selection. For example, in the
resulting training items there may be random deviations (errors), which characterize
nothing and will only worsen the recognition quality, for this reason these deviations
must be removed from the items, and if there are too many of such deviations in one
item or they are too gross, then the item must be removed from the database (or simply
not considered during recognizing). Most of these erroneous and atypical data are
caused by the specifics of using a graphics tablet for the handwriting authentication of
users. After analyzing the results of the performed experiments, the following five types
of errors can be emphasized, which are caused by the specifics of the use of a graphics
tablet for the handwriting authentication of users:

1. A sequence of points with zero pressure (except the first such point in each
sequence).

2. Random points (in small amount).

3. Repeats, i.e. a sequence of consecutive points with unchanged coordinates
along the X and Y axes (except for the case when one of the points has zero pressure).

4. Random small bends at the beginning of the lines.

5. Poor-quality item, discarded due to the inability to split the image of the
password word for a given number of images of symbols (more often occurs as a result
of lack of skills with the graphics tablet pen).

It should be noted that the algorithm for excluding erroneous data should be
different at different stages of the authentication system. That is, some data that are
erroneous at the stage of recognition of a written keyword can be distinctive
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characteristics of the style of writing a keyword by a specific user and, accordingly, can
be useful at the second stage of the authentication system operation.

In addition to that, to improve the efficiency of the performed recognition in this
work, the original data is corrected, plus this correction should be different at different
stages of recognition. The need for this adjustment is caused by the specifics of the
graphics tablet usage for the handwriting authentication of users. The data adjustment
should be performed after nominal splitting of the whole image of the password word
into images of separate symbols, but before the control points placing. The necessity to
adjust the data is explained by the following facts. The recognition is complicated by
the fact that authentication can be performed using different graphics tablets. Herewith
the characteristics of the tablet can vary (the size of the workspace, the press sensitivity,
etc.), that affect the values of the analyzed parameters. For example, if the size of the
tablet workspace is various, then the size of the analyzed image of the password word
and its location may be various too. Therefore, to provide the correct recognition, it is
necessary to recalculate the image parameters in accordance with some neutral (without
reference to any particular tablet) workspace of the selected size. To do this, in any
handwriting authentication system, with the usage of the graphics tablet, there are
needed the image scaling and shifting (moving) functions on each axis. Therewith, even
if the same graphics tablet is used, some writings may be written not horizontally, but at
an angle (for example, if the tablet is rotated relative to the user), some may be written
in large letters, some — in small, some labels may not be centered, but shifted in some
direction. Such writing features interfere with the recognition of the password.
Therefore, the recognition system should have the image scaling, shifting (moving)
functions on each of the axes and the image rotation function. At the same time, it
should be noted that we need not just the image shifting, scaling and rotation functions,
but such its varieties as shifting the image to the center of the screen, rotating the image
to a horizontal position and scaling (stretching) the image to the full screen. The
presence of these functions is necessary to be able to recognize exactly the symbols of
the word-password, not its location. Otherwise, the probability of correct recognition of
the password word symbols will be very small.

All these functions are necessary as for the recognition of the whole password
word and so for the character-oriented recognition, but in the second case, all these
functions should be applied not to the image of the whole password word, but to the
images of particular symbols. That is, the image of each symbol first should be rotated
to a horizontal position, then placed in the center of the used workspace of the selected

60



Scientific and Practical Cyber Security Journal (SPCSJ) 2(4): 51-63 ISSN 2587-4667 Scientific Cyber
Security Association (SCSA)

size, and then proportionally stretch the image to the entire used workspace of the
selected size. Otherwise, the location of the symbol will be recognized instead of itself.

Summing up, it can be said that this system requires the following three types of
the character-oriented correction:

1. The character-oriented rotating of the symbols images for the normalization the
angle of its axes inclination.

2. The character-oriented shift of the each symbol image to the center of
workspace of selected size.

3. The character-oriented proportional scaling (stretching/compression) of each
symbol image over the entire workspace of the selected size.

Summing up all the before-mentioned, it can be said that for the reliable
recognition function R constructing it is necessary:

1. To make an optimal choice of individual biometric characteristics of a person
to be used for authentication (the voice, the handwriting or the keyboard handwriting,
the fingerprint, the retina, etc.).

2. To select the item recognition mechanism.

3. To determine the lists of A¢ features that will be used for recognition (the
number of consecutively performed recognition procedures can be one or more) during
authentication, in accordance with the selected option.

4. To make a split of the entire password word image to the images of the
particular letters.

5. To determine the criteria for the selection of analyzed samples.

6. To determine the necessary adjustments of the analyzed features.

7. To create an algorithm for placing control points.

8. To develop algorithms for solving the tasks of recognition to perform the
authentication procedure.

To implement the above, there was written a program for performing the
handwriting authentication of the information systems users, at the same time the neural
network was used as a recognition mechanism. The results of experiments performed
with the help of the written program showed the effectiveness of the proposed
algorithm.

Conclusion

In this work, on the basis of the analysis, and taking into account that the developed

biometric authentication system should be used for user accessing to the information
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system in cases not always associated with his work at the computer, and as an analyzed
characteristic of a person his handwriting was chosen. There were analyzed the varieties
of handwriting authentication methods and its characteristics were determined for their
further use in the authentication process. Then the analysis of the selected handwriting
characteristics was performed, in order to determine their validity for further
recognition. After that, the selection of training handwritings items of information
systems users was made to increase the probability of correct recognition. The
adjustment of training handwriting items of information systems users was performed to
increase the probability of correct recognition, too. To implement the above, a program
was written to perform the handwriting authentication of information systems users,
while the neural network was used as a recognition mechanism. A number of
experiments were carried out with the help of the written program. Based on the results
of the performed experiments, there were given the recommendations (requirements) on
the data pre-processing for recognition and on the configuration the most critical system
parameters.

Thus, it can be concluded that the usage of handwriting recognition systems is
advisable for the implementation of authentication of information systems users.
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dopMupoBaHHE U pa3BUTHE COBPEMEHHOI0 HMH(OPMAIIMOHHOTO o0IecTBa, (axkr oOpa3oBaHUSA
KOTOPOro O(UIMaIbHO ObUIO ONPEAETICHHO MPEICTABUTENAMHU TocyAapcTB «bosbiioi BOCBMEPKU» B
xone OkwunaBckod BcTpeun B urone 2000 roga, 6asumpyercs, Kak M3BecTHO [1], Ha cuHTE3e ABYX
TEXHOJIOTHIA: KOMITBIOTEPHOH W TEJIEKOMMYHHKAIIMOHHOW, @ TAKXKE OMPEACISACTCS IBYMS IPOCTBHIMH,
HO OYEHb COJIEP)KATeIFHBIMU 3aKoHaMH. [lepBbIii 3aKOH c(OpPMYITHPOBAH OJHHM M3 OCHOBATEJIEH
Koprmoparmu  Intel Topmonom MypoMm: «... KOJHYECTBO TpPAaH3UCTOPOB B Ipolieccopax Oyaer
YBEITMUMBATBCSI B JBa pa3za KaXAble IOJITOpPAa TOMA...». ITOT 3aKOH (DAKTHUECKH OOBSICHSIET
¢dopmupoBaHre Ha pyOexe ThICAYeNeTHH TaK Ha3bIBAEMOro MH(OPMAIMOHHOIO MpocTpaHcTBa [1],
BO3HMKHOBEHHME HOBBIX, creuuduueckux 1o ¢opme u crnocobaMm, CyOBEKTOB M OOBEKTOB
UHPOPMAIMOHHON MHPPACTPYKTYPHI, a TaKKe rapaHTUPOBAHHOE BO3PACTaHHUE CKOPOCTU BBIUMCIICHUN
n 00bemMoM MH(pOopMaIH, KOTOpast pH 3TOM oOpadaTsiBaeTcs. Bropoii 3akoH npuHamne:xxut Pobepty
Mertkandy (u300peTaTento TEXHOJOTMM KOMIbIOTEpHOW ceTu Internet), KOTOpPBIM TOBOPHI, YTO:
«...IICHHOCTb CETH HaXOJAUTCS B KBaJAPaTUYHON 3aBUCHUMOCTU OT KOJIMYECTBA y3JIOB, KOTOPBIE €CTh €€
COCTABJIAIOIIUMIY. DTUMHU CJIOBAaMHU OH KOHCTaTHUPYET, YTO OCHOBY COBPEMEHHOT0 MH(OPMAIIMOHHOTO
o0IleCTBa COCTABIISIIOT CETH Pa3sHOOOpPa3HOro (YHKIMOHAIBHOTO Ha3HAYEHMS, COBOKYHMHOCTb U
B3aMMOCBS3b KOTOPHIX MH(OPMAIMOHHOE TMPOCTPAHCTBO COOCTBEHHO M oOpa3oBhBaeT [1], a Takxke
HOBelmme WH(pOpMaoHHO-TeIeKoMMyHuKanonable (IT) TexHonormm, KoTopele B TOCIETHEE
BpeMSL:

— CTaJIM BayKHOM COCTaBJIAIONIECH 0OLIECTBEHHOTO pa3BUTHS MUPOBON S3KOHOMUKH B L1E€JIOM
U BMECTE C T€M B 3HAYHTEIBHOW CTENCHH W3MEHHJIM MEXaHU3Mbl (DYHKIIMOHHUPOBAHUS MHOTHX
OOIIECTBEHHBIX HHCTUTYTOB M HHCTUTYTOB TOCYJapCTBEHHOW BIIACTH;

— BOIIUIM B YHCJIO HamOoJlee CYyMECTBEHHBIX (DaKTOPOB, KOTOpBIE BIHAIOT Ha
¢dbopMHpOBaHHE COBPEMEHHON  BBICOKOOPTaHM30BaHHONW HMH(GOPMALMOHHOM cpeasl M JAaoT
BO3MOXHOCTh Ha Kaue€CTBEHHO HOBOM YpOBHE MH(OPMALMOHHOI'O OOCIYKHBAHUS B BUPTYQJIBHOM U
pearbHOM TPOCTPAHCTBAX BECTH ITOBCETHEBHYIO OICPATUBHYIO pPa0OTy, OCYIIECTBIISITH AaHAJIH3
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COCTOSTHUSI ¥ IEPCTIIEKTHBEI JACATEIILHOCTH MH(POPMAITHOHHO-aHATUTHYECKUX TTO/IPa3/IeTICHNH, a TaKkKe
N00bIBaTh UCXOJHBIE JAHHBIC, HEOOXOAUMBIE Ul MPUHATUS PallMOHAIbHBIX HAyYHO OOOCHOBAHHBIX
yNpaBJIeHYECKUX PELICHUI.

[locrenenHoe © JOBOJNBHO YCIOBHOE OOBEAMHEHHWE BHPTYaJbHBIX HH()OPMAIIMOHHO-
TenekoMMyHHKaMOHHBIX cucteM (MTC) m ceTeBBIX TEXHOJOTHH pa3NuYHOrO (PYHKIHOHATBHOTO
Ha3HaueHMs, KOTOpbIE B Ipoleccax o0paboTKu, Hepefadd M XpaHEeHUs MH(POPMAIUM HCIOIb3YIOT
JIEKTPOMAarHUTHBIA CIEKTp W JEHCTBYIOT Kak €AMHOE IeJoe, a TaKkKe COOTBETCTBEHHOTO
nporpaMmMHoro obecneuenus (I10) mpuseno, kak cieactBue, K (OPMHUPOBAHUIO TaK HA3bIBAEMOIO
KHOEepIpOCTPAHCTBA - BBICOKOPA3BUTON MojeIM OOBEKTHBHOW PeasbHOCTH, B KOTOPOW CBEAEHUS O
JMYHOCTH, TIpeMeTaX, PaKTax, IBJICHUIX U MPOLECCax:

— TPEJICTAaBJICHBI B HEKOTOPOM MAaTeMaTHYeCKOM, CHMBOJIBHOM WJIH JTFOOOM JAPYTOM BHIIE;

— pa3MemaiTcs B MaMATH  JIIOOOro  (M3MYECKOrO0  YCTPOMCTBA,  CHEIHMAIBHO
MpeHa3HAYSHHOTO IS €€ COXpaHeHHsT 00pabOTKH U Tiepeaayn;

— npeOBIBAIOT B IOCTOSIHHOM JIBMXKEHUHU B coBokynHocTH UT cuctem u ceteil.

[Ton xuOepnpoCTpaHCTBOM pa3Hble CIEUUAIUCTEl B OOJBIIMHCTBE CBOEM MOHHMAIOT
KOMMYHHMKAIIMOHHYIO Cpejly, 0Opa30BaHHYIO CUCTEMOM CBs3ei Mex1y 0ObeKTaMH MH(PACTPYKTYpHI.
VYuuTbiBas 3T0, HambOosiee OTIMYUTEIbHBIMH HpPU3HAKaMU KHOEpIPOCTPaHCTBA KaK CyOCTaHIMH
SBISIETCA CO3JIJaHME M BHEJIPEHHUE 3JIEKTPOHHO-IU(POBBIX GopM 00pabOTKH, XpaHEHHs U Hepeaadu
nHpopmarmu. Kpome 93TOro  crmenmuamucThl  CYUTAIOT, YTO  KHOEPIPOCTPAHCTBO  HMEET
HENpeB30WIEHHBIE BO3MOXHOCTH IO CO3/JaHUI0 MHOTOYHMCIIECHHBIX CBSi3eH MEXAYy OTAEIbHBIMU
UHIMBUIAMU M COLMAIBHBIMU TPYNIAMU C TMPEIOCTABICHUEM pPa3HOIUIAHOBBIX HH(OPMAIIMOHHBIX
YCIIYT.

[Ipo Ba)XHOCTH KHOEPIIPOCTPAHCTBA CBUIACTEIHCTBYET MOSIBICHHE KOHIICTIIINH BEeICHUS OOPHOBI
B HEM, co3laHue B BOOPYKEHHbIX cuiax pspaa crpaH mupa (Poccus, CILIA, Kurait u npyrue)
CIEUUANBHBIX CTPYKTYp, TpEeIHa3HAYCHHBIX [UIS BEICHHS Takod OOphOBI — KOMIUIEKCAa Mep,
HaIpaBJICHHBIX HAa OCYIIECTBICHUE YIPABICHUYECKOTO W/ WM NECTPYKTUBHOTO BIUSHUS COOCTBEHHBIX
UHQOPMAILMOHHBIX PECYpCOB MYTEM HCHOJIb30BAaHUS CHEIHUAJIbHBIX aMlapaTHO-IPOTrPaMMHBIX
CpPEICTB.

Taxoe cocTosiHue Jien, a Takke IITyOOKHe U3MEHEHUS 10 OTHOUICHUIO OOJBIIMHCTBA CTpaH [2]
K CcoOOCTBeHHOH wuH(pOpMalUM U, Kak CIeJICTBUe, KubepOesomacHoctn (puc.l) — cocTosHue
3alIMIOICHHOCTH  KHOEpIpOCTpaHCTBAa TOCyJapcTBa B IIEJIOM WM OTACIBHBIX  OOBEKTOB
UHPPACTPYKTYPHI OT TOCTOPOHHETO BIHSHUS, a TAK)KE CBOCBPEMEHHOTO BBISABIICHHUS, TIPEIOTBPAILICHIE
W HEWTpanu3amys peajbHbIX U MOTCHIMAIBHBIX KHOSPHETHUECKNX BMEIIATENBCTB, U YIPO3 JIMIHBIM,
KOPIIOPaTHBHBIM W/MJIU FOCYIapCTBEHHBIM HHTEpECaM:

BO-TICPBBIX, [AlOT BO3MOXXHOCTH TOBOPHTH O (POPMHUPOBAHMM TNPHUHIUIHAIHHO HOBOU
reoCTpaTernieckol, TeOMH(POPMATMOHHON M TEOMOTUTUICCKON CHTYaIlH, KOTJa BOZHUKAIOT COBCEM
HOBBIE YTPO3bl 0€30MaCHOCTH JUII O0OBEKTOB KPUTHUECKU BaKHON MHAPACTPYKTYPHI STHX TOCYIapCTB.
[MosyunB wx, rpakaaHe U oOIIECTBO B ICJIOM BBIBOAST Ha 0E3yCIIOBHO 00JIee BHICOKHI YPOBEHb BEC
UCCIIeIOBAaHUMN, HaNpaBlICHHbIX Ha BCECTOPOHHEE aHAJIM3 METO/OB, CPEJICTB, TAKTUKU U CTpaTEerHu
JIeWcTBUM B HMH(POPMALMOHHOM M KHOEpIpOCTpaHCTBaX, TO €CTh BEAECHHE TaK Ha3bIBaeMbIX
MH(QOPMAILIMOHHBIX U KHOEPHETUUECKUX BOMH;

be3onacHocTb
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Puc. 1. Obvexmoi 6nusaHUs 8 UHGPOPMAYUOHHOM U KUOEPNPOCMPAHCMEAX

BO-BTOPBIX, NPUBOJAT K O€CHperieIeHTHOMY pa3rjallleHHI0 MEPCOHAJIbHBIX JAHHBIX BaXKHbIX
KOPIIOPATUBHBIX PeCcypcoB, KOH(DHUACHIMATEHONH HH(DOpMAIMA ¥ WHPOPMALUK, KOTOpas COCTABIISET
rOCyIapCTBEHHYIO WIH APYTYIO IPEIyCMOTPEHHYIO 3aKOHOM TalHY;

B-TPETHbUX, OOYCIIaBIMBAET HACUET KPATKO M JOJITOCPOYHBIX IPUOPUTETOB TpaHchopMmarmu
CeKTopa 6€30MacCHOCTHU 3TUX T'OCYAAPCTB MO HAIPaBJICHHSIM:

— - MOMCK U J00bYa MH(OPMALMK MYTEM COBEPILIEHCTBOBaHMS CIOCOOOB M METO/I0B
opranM3alMd W TpoBeAeHus atak Ha WT u 3allMIIeHHblE KPUINTOCHCTEMBI
NpOTUBOOOPCTBYIOMIMX CTOPOH M aBTOMATH3AaIlMHA BCEX COIMYTCTBYIOIIUX 3TOMY
IIPOLIECCOB;

— o0OMeH uH(poOpMaLmei, myreM pa3zpaboTku npuHIUNUaIbHO HOBBIX UTC crnenuanbHOro
HA3HAYCHMUS,

— 3ammra COOCTBEHHOr0 MH(MOPMAIIMOHHOTO pecypca OT BHYTPEHHMX U BHEIIHUX
KUOEPBIUSHUN U yIpo3.

C pazButreM nH)OpMAITMOHHO-KOMMYHUKAIMOHHBIX TexHonoruit (MKT), UTC u rmobanbHbie
CETH MHTEPHET MHPOBOE COOOILECTBO KPOME TMOIYUYEHHBIX 3HAUUTEIBHBIX BO3MOXKHOCTEH M0 0OMEHy
nHpOpMaIMEe CTajJ0 CIMIIKOM YS3BUMBIM OT TOCTOPOHHEro kuOepHeTmdeckoro BmusHusA [1,3], a
UMEHHO OT (DaKTHYECKH HE MPUKPBITHIX TONBITOK BIUSHHUA TPOTUBOOOPCTBYIOIIMX CTOPOH Ha
MHPOPMAITMOHHOE U KHOEPIIPOCTPAHCTBA JPYT APYTa 3a CUET HCIOIB30BAHUS CPEACTB B COBPEMEHHOU
BBIUUCIIUTEIbHON W/WIN CIIEIMAIbHOM TEXHUKH M COOTBETCTBYIOLIETO MPOrPaMMHOT0 00ECIIeUeHUs U
JIPYTUX MPOSIBIEHUH HX JeCTaOWIM3UPYIOIIEro BIUSHHUS Ha OINpeNieleHHbI O00BEKT, KOTOphIe
peanu3yeTcs 3a CUET UCIOJIb30BaHUS TEXHOJIOTMYECKOro M KHMOepIpoCTpaHCTBa, CO3/aBasi IpU ITOM
OIMMACHOCTbH KaK JJISl UX CAMHX, TaK U JUISI CO3HAHMS YEIOBEKa B LIEJIOM.

WMHCTpyKTUBHBIE MaTepuanbl HHTEPHETAa JeNAT KHUOEpBIMsSHHUE M KUOEpyrpo3bl Ha Takue
IpyIIbL:

- COOCTBEHHO KOMITBIOTEPHBIE HHIUACHTHI, KOTOPBIE 3aKJII0OYAIOTCS B BMEIIATEILCTBE B pabOTy
BBIUUCIUTEIbHBIX CHCTEM, HApyLIEHUH aBTOPCKHUX IIpaB Ha MPOrpaMMHOE OOecreueHHe, a TaKxke
Pa3BOPOBBIBAHUM JAHHBIX U KOMIIBIOTEPHOTO BPEMEHH U TaK JaJiee;

- WHUOUACHTBHI, «CBSI3aHHBIE C KOMIIBIOTEPHBIMU», KOTOPBIE COMPOBOXKAAIOTCA TJIABHBIM
00pa3oM MPOTHBOIPABHBIMU JICHCTBHUSAMHU T10 HATIPABJICHUIO (PMHAHCOBOTO MOIIICHHUYECTBA;

- CETEeBBIC HHIMJICHTHI, KOTOPBIE CITIOCOOCTBYET OCYIIECTBICHUIO HE3aKOHHBIX JJOTOBOPOB.

CymectByeT u apyras kinaccudurarnms [3] takux aeiictBuit. OHa ompezenseT 7 OCHOBHBIX
IpYII, KOTOPbIe MOKHO OTHECTH K CIIOCO0aM MJIM METOJaM, KOTOPbIE HCIIOIb3YIOT 3JI0YMBIIIJIEHHUKN
JUI COBEPIIEHMS] HAallaZIeH!s1, @ UMEHHO:

— IepexBaT NapoJieil Moab30BaTeNe;

— «COLMANIbHAS UHKEHEPHS;

— MCTIOJIb30BaHHUE OMIMOOK MPOTPAaMMHOTO 00ECTIeUeHHS 1 IIPOTPAaMMHBIX 3aKJIaJ0K;

— MCTIOJIb30BaHMUE OMMOOK MEXaHU3MOB HICHTU(UKAINH TOJIH30BATEICH;

— HCIOJIb30BaHNE HECOBEPILICHCTBA MPOTOKOJIOB MepeAayy NaHHBIX;

— noiaydeHue  uH(poOpMalMM NpPO  MOJb30BaTeNIe  CTaHIAPTHBIMH  cllocoOaMu

OTIEPALIIOHHBIX CUCTEM;

— OJIOKMPOBaHHUE CEPBUCHBIX (DYHKLUN CUCTEMBI, KOTOPask aTaKyeTCs.
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Hambonmpmmii wHTEpeC mO3WIMKA KiIacCH(pUKAIMKA KHOCPHETUUECKHUX BIMSHAH H yrpo3
CTAaHOBHUTCS CXeMa, KoTopas npeanoxkeHa KoHBeHuued CoBera Espomsl mno ©Oopebe ¢
KHOEpIpeCTYMHOCTHI0. B Hell TOBOPUTCS MPO YeThIPe BO3ZMOXKHBIX TPYIIIBI TAKUX AeicTBui [1]:

[lepBas rTpynma — 5TO WHIOWACHTH, HANpaBICHHBIE TMPOTHB KOH(UICHIINAIEHOCTH,
LEJIOCTHOCTH U IOCTYTHOCTH KOMITBIOTEPHBIX TAHHBIX U CUCTEM, KOTOPBIE Peau3y0TCs Yepes:

—  HECaHKIMOHMPOBaHHBI 1ocTyn B HMHMOPMAIMOHHYIO cpedy (IpOTHUBOINpPABHBIH
HaMEpEeHHBIH JOCTYN K KOMIBIOTEPHOH cucreMe WM e€ yacTd, a Takke K HH(OPMAlMOHHBIM
pecypcaM NPOTUBOOOPCTBYIOLIEH CTOPOHBI, C/IeNaHHbIE B 00X0/] CUCTEMBI 3aIUTHI);

— BMEIIATEJILCTBO B JJaHHBbIE (MPOTUBOIIPABHbIE M3MEHEHMs, OOE3BpEkKHUBAHUE, YAAJICHHUE,
MEpPEeKpyYrBaHue WA OJIOKUPOBAHME KOMIBIOTEPHBIX JAaHHBIX M YIPAaBISIOUIMX KOMaHM, MyTEM
npoBeneHNsT KuOepaTtak Ha WH(POPMALMOHHBIE CHUCTEMBI, PECYpPCHl M CETH TOCYIapCTBEHHOTO H
JIPYTOTO YIIpaBICHUS);

— BMEMIATEIECTBO B pabOTy CHCTEMBI (IPOTHBONPABHOE HApYIICHHE WIIM CO3JAaHHE TPerpaj
(GYHKIMOHUPOBaHUE KOMIIBIOTEPHON CHCTEMBI IyTeM pa3pabOTKHM M PacHpOCTPaHEHHUs] BUPYCHOI'O
IPOrpaMMHOIO  0OecHeueHHs, MCIOJb30BAHME  aMNNapaTHBIX W HPOTPaMMHBIX  3aKIaJOK,
paZMoO’NEKTPOHHOIO U JIPyTMX BHUJAOB BIMSHHUA Ha TEXHMYECKHE CpPEACTBA U  CHUCTEMBI
TeJIeKOMMYHHKAIIUU, CUCTEMBbI 3alUThl HH(MOPMAIIMOHHBIX PECYPCOB, CUCTEM M ceTeil mporpaMMHO-
MaTeMaTHYECKOro oOecledyeHusi, MPOTOKOJIbI Mepedayd JaHHBIX, aJrOpUTMbI ajpecalud MU
MapIIpyTH3aLuUs U TaK Jajee);

— HE3aKOHHBIN nepexBat (MPOTUBONPABHOE YMBIIUIEHHOE ayJJUPOBAHUE HE MPeIHAa3HAYEHHBIX
1151 OOIIIEro A0CTyNa KOMIbIOTEPHBIX AaHHBIX, nepeganHblx CUT cnenuanbHOro Ha3Ha4eHUs B 00X01
CPEZCTB 3aIIUThI U O€30MaCHOCTH);

— HE3aKOHHOE WCIIOB30BAHNE KOMIBIOTEPHOTO TEIEKOMMYHHKAIIMOHHOTO O0OpYIOBaHHE
(M3roToBNCHUE, TOKYNKa JUIS WCIOJIBb30BAaHHS, PACHPOCTPAHEHHS] WIH APYrHe CIOCOOBI Caenath
JOCTYIHBIMH JaHHBIC: YCTPOMCTBA, BKIOYAas MNPOTpaMMHOE oOecredeHne, pa3paboTaHHBIC HIIH
MPUCTIOCOOJICHHBIE /TSI COBEPIICHHS Ka)KIOTO M3 MPECTYIUICHUH | TPYIIbl: KOMITBIOTEPHBIE TTAPOJIH,
KO/Bl JIOCTyMNa, JApYrue MoJ0OHbIE JaHHbIE, KOTOpbIE OOECIeYMBAIOT AOCTYN K KOMIIBIOTEPHON
CHCTEME WM €€ YacTH) WIH e€ MOJIHOe U3bSTHE.

Bropas rpynma - 3TO MOLIEHHHYECTBO M THOJJENKa, CBS3aHHBIE C HCIOJIb30BaHUEM
KOMITbIOTEPOB, KOTOPBIE COCTOST B:

— TOJJENKE TOKYMEHTOB C HCIIOJIb30BAHUEM KOMIIBIOTEPHBIX CPEACTB (MPOTUBONPABHOM
YMBIIUICHHOM BHECEHHH, XPAaHCHWH W YAAJICHUH WINH OJIOKMPOBAHMN KOMITBIOTEPHBIX ITAaHHBIX,
KOTOpBIE MPUBOAT K CHUKEHHIO TOCTOBEPHOCTH TIOKYMEHTOB);

— MOILICHHUYECTBE C HCIHOJb30BAaHUEM KOMIIBIOTEPHBIX CpPEACTB (BMELIATEIbCTBO B
(GYHKIMOHUPOBaHUE KOMIBIOTEPHON CUCTEMBI C IENBI0 YMBIIIICHHOTO TIPOTUBOIIPABHOTO TOTYYCHUS
HKOHOMHYECKOHN BBITOABI JUTS CeOs WITH JUTS IPYTUX JIMIT).

Tperbss Tpynma — HHUWACHTBI, CBS3aHHBIE C Pa3MEIIEHHWEM B CETAX MPOTUBONPABHOM
UHPOPMAaLUH.

YerBépras rpynna — UHIUICHTbI, OTHOCUTEIILHO aBTOPCKUX U CMEKHBIX IPaB.

IIpencraBieHHBIN CIIUCOK HE ABJSETCSA UCUEPIBIBAIOLINM, HO OH JAaET BO3MOXKHOCTS [2]:

BO-IIEPBBIX, YCIOBHO OOBEAUHUTH NPUBEIEHHbBIE TUITBI IeHCTBUN B 2 YKPYNHEHHbBIE KaTETOPHU
— BMEIIATEIBCTBO M YIpo3a, HalpaBieHHbIE HEMOCPEICTBEHHO Ha HapylIeHHE HOPMaJbHOIO
¢yakuonupoBanuss UTC w moakmoy€HHBIX K HUM KommbioTepoB [1] (tum 1 — mo cxewme,
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npeniaoxeHHo koHBeHuued Cosera EBpombl), a TakKe TpaAWLIUOHHBIE MPOTHUBOIPABHBIC AECUCTBUS
(Tunsl 2, 3, 4 — 10 TOH ke cxeMe), KOTOPbIE WIN CBA3aHHBIE C KOMIIBIOTEPOM, WM COBEPIIEHBI C €r0
MIOMOMIBIO;

BO-BTOPBIX, CHIENaTh BBIBOJ PO TO, YTO ONpEACICHHbIE TAKUM 00pa3oM Moi00HbIe IEHCTBUS B
KHOEpIpOCTPaHCTBE BBILUIM 32 TPAHULBl OTACIBHBIX TOCYJApCTB M MOJNYYWIM TPH ITOM
CYIIECTBEHHYIO (PMHAHCOBYIO TOMOIIb ¥ KaUeCTBEHHbIE KOMMYHUKAIIH;

B-TPEThUX, (HOpMaAIN30BaTh NPUBEAEHHBIC TUIIBI JACHCTBUM, NPEACTaBUB MX B BHJE MOJAEIH,
KOTOpas Oy/eT cofepkaTh 3 IVIaBHBIX dTamna:

— 3Tall U3y4EHUs ONpPeeNEHHOTO 00BEKTa;

— 9Tan NpPOBEACHUS HalaIeHUE Ha HETO;

— 9Tal CKpPBITHA CJIEA0B HalaIeHusl.

Kpome 3Toro, xak MHUHMMYM, B KaXXKIOM 3Tame€ IOJKHBI OBITh MO 2 CTaAUd — CTaOus
MHPOPMAIMOHHOTO O0OMEHa M COOCTBEHHO CTajus HamaneHws. [locnemnHue, B CBOIO odepenp OymyT
COCTOSITh U3: BO-IIEPBBIX, ONEpaLUii M0 0OMEHY JaHHBIMHU, PEKOTHOCHUPOBKH, OTMEHbBI M COCTABICHUS
KapThl ACHCTBUM — XapakTepHble IsI MH()OPMAIMOHHOTO OOMEHa M, BO-BTOPBIX, C OIepaluen
MOJY4YEHUs JOCTyIa, pacIlUpeHHe IOJHOMOYMH, Kpaxku HH(opMaiuu, OOMOEKKH, YHHYTOKEHHE
CJIEZIOB, CO3JaHHME «YEPHbIX XOJOB» M OTKAa30M B OOCIYKMBAHUM — XapaKTepHbIE Ul CTaJAuU
COBEpIIECHNUS HallaJIeHNUI.

[locnennee BpeMss HMMEHHO TakKhe JCHCTBHA COBEPHIAIOTCS IMPOTHBOOOPCTBYIOUIUMH
CTOPOHAMHU C ILIEJIbI0 HapyLICHUs WM OJIOKMpOBaHUS pabOThl MHPOPMALMOHHBIX CUCTEM U ceTeil B
CTPaTErMUECKH BaXKHBIX OTPACIIX (00BEKTaxX) HHPPACTPYKTYphl APYT Apyra, B TOM YHCJE BOCHHOIO,
TPAHCHOPTHOTO, (PUHAHCOBOTO, MPOMBIIUIEHHOIO M  JHEPreTUYECKUX CEKTOpOB, a TaKxke
HECAHKIIMOHUPOBAHHOTO TMOJYYEeHUs] MH()OPMAIMM W3 OTHOCHUTEIBHO OTKPBHITBIX M 3aKpBITHIX 0a3
JTaHHBIX (0a3 3HAHWI) TOCYAapCTBEHHBIX, KOMMEPUYECKHX U IPYTUX YUPSKICHHH, X MOAH(DUKAIIIH
W/WITY TIOJTHOTO YHUYTOKEHHS.

CornacHo oQuIMANIEHBIM JaHHBIM HHTEPHETA TEMIIB MX POCTa M3 ToJla B TOJ HENPEMEHHO
yBennuuBaroTcs [4,5]. OTo B CBOIO ouepenb IPUBEIO K IIOABICHUIO IPUHIMIINAIBHO HOBOTO
pacrpeieNieH!sl TeppOPUCTUUECKUX JEHCTBUI B KHOEPHETUYECKOM MPOCTPAHCTBE, KOTOPbI B KOHIIE
koH1OB nony4urn B CMU HazBanue — kubeprepopusm [2]. upexTop neHTpa 3amuThl HAaIMOHATHHON
nnppactpykrypel ®BP CIIA Ponanen /luk B mokmane, KOTOpBIM ObUT OMyOMMKOBaH Ha caiTe
®enepanpHOro OIOPO paccieloBaHWM, TaK XapakTepU3yeT CHTYalWlo, KOTOopas CIOXHIach Ha

n

ceromus: "... B Mupe copmupoBanack HOBas (opma TeppopH3Ma — KHOEPTEppOpH3M, KOTOPBIH
UCTIONIB3YEeT KOMITBIOTEP M CETH CBS3HM ISl paspylICHHs YacTe HAMOHAIBHOW MH(PACTPYKTYpHI H
JIOCTHDKEHHS COOCTBEHHBIX Heei” [1].

BricTynas mo mpoGmemaMm MHpOBBIX yrpos, aupektop LIPY [Ixopmx TeHer 3asBui, 4To
KHOEpTeppOpU3M, paCIpOCTPAHSACh [0 MHUPY, MOXET CO BpPEeMEHeM NpUOOPECTH 3HAYUTEIHEHO
OONBIIMX, YeM OXHIAJIOCh, MacmTaboB M, KaK pe3ylbTaT, CTaTh pealbHOW Yrpo3oil s
HAIIMOHAJIbHON  Oe3omacHOCTH J000ro TocymapctBa. [lo  ero yTBepKICHHIO, YXKE yrpo3bl
OOJIBIIMHCTBA ~ TEPPOPUCTHUECKUX TPYHIHUPOBOK JUISI HOJJAEPKKH CBOEH  MPOTHBONpaBHOM
JESTENbHOCTH  WCIOJB3YIOT  IOCIEAHHUE  JOCTIKEHMS  MHQOPMALMOHHBIX ~ TEXHOJOTMH U
KOMITBIOTEPHOT'0 Iporpecca — "... KOMIIbIOTEpHbIE (hailyibl, 2JEKTPOHHAs MOYTa M Kpunrorpadus u
creraHorpadus”. I[lonTBepxaeHreM 3TOMY ecThb TOT (akT, yTO Ha ceroans B Internet mpencraBieHb!
CBOMMM (ailtTaMu abCOMIOTHO BCE N3BECTHBIE TeppOpUCTHUECKHE Ipymnbl. OHM BbIIAIOT COOCTBEHHbBIE
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MaTepuabl, Kak MHUHUMYM Ha 40 pa3HbIX S3bIKAX M B CBOEH JEATENBHOCTH HCIHOJB3YIOT B
OOJIBIIMHCTBE TaKUe MPUEMBI, KakK [5]:

— HaHeceHHe yliep6a OTJeNbHbIM 3JIEMEHTaM HHPOPMALMOHHOTO U KUOepIpOCTPaHCTBA;

— paspyllIeHHe anmapaTHbIX CPEACTB, CeTel AMeKTpocHadkeHus U dnmemeHToB 0a3el UTC, a
TaKkK€ HaBEJIEHHE MOMEX IIyTeM HCIOJIb30BaHUA CHEIHUAIbHBIX MPOrpPaMM, OHOJOTHYECKHX H
XMUMHUYECKUX CPECTB;

— Kpaka WIM YHHYTOKEHHE WH()OPMALMOHHBIX, IMPOTPAMMHBIX M TEXHHYECKHX PECYpCOB
MHQOPMAIMOHHOTO M KHOEpHIpPOCTPAHCTBA, KOTOPblE HMEIOT OOIIECTBEHHOE 3HAueHHe, ITyTeM
MPEOIOJICHUS UX CUCTEMBI 3aIlUThI, BHEPEHHUS BUPYCOB U pa3HOI0 poJia 3aKJIaf0K;

— BIIMSIHHE HA MPOTpaMMHOE obecrieueHne U HHPOPMAIIUIO C LENbI0 X TePeKPYINBAHUS HIH
MOU(DUKAIIHH;

— PAacKpBITHE WU Yrpo3a OMyOJIMKOBaHMS, I COOCTBEHHO CaMO OMyOJMKOBAHUE 3aKPBITOM
uHpopMaruu Tpo  (HYHKIMOHHPOBAHHE WH(POPMAIIMOHHOH WHQPPACTPYKTYphl — TOCYHapCTBa,
OOIECTBEHHO 3HAa4YMMble BOEHHbIE HMH(POPMALMOHHBIE CHCTEMbI, KOAbl HMIM(POBAHHUS U NPHHIUIIBI
paboThl MUPPOBATHHBIX CUCTEM;

— 3axBaT KaHaja CpeICTB MaccoBOM MHMOpMALMKU C LEIBI0  PAaCHpOCTPAHEHUS
ne3uH(OpMaIMH, CIIyXOB, AEMOHCTpPALMs CHUIIbl TEPPOPUCTUUECKON OpraHU3alMy U MPOBO3IIIAIlICHHE
CBOUX TPeOOBaHMIA;

— YHUYTOXXCHHE WM aKTUBHOE MOAABJICHUE JTMHUN CBSI3U, HCKYCCTBEHHBIE MEPETPY3KH y3JI0B
KOMMYTalluy;

— IpoBe/ieHHe NHPOPMAIIMOHHBIX U IICUXOJIOTHYECKUX ONepaluii U ToMy MoJOoOHOE.

OCHOBHBIM  CIIOCOOOM  JIeHCTBUSI KHOEPTEPPOPUCTOB SIBJISETCS IPOBEIEHHE aTakd Ha
KOMITBIOTEPHYIO WH(POPMAIINIO, BEIYUCIUTEIbHBIE CUCTEMBI, alapaTypy Mepeaadd JaHHBIX U JIPyTHe
coctasisttorme UT uadpacTpykTypsl IPOTHBOIIOIOKHONW CTOPOHEI.

OT10 OyHeT crmocoOCTBOBATh WX PACIIPOCTPAHEHUIO HAa CHCTEMY, KOTOpas MOJBEPraeTcs aTake,
Ha TepexBaT yNpaBlIeHHs, TOAABICHHE CPEACTB CETEBOTO0 MH(POPMAIIMOHHOTO OOMEHA M COBEPILICHHE
JPYTHX AECTPYKTUBHBIX BIUSHHUMA.

Kpome oTMeueHHOro MMpOKO MPUMEHSETCsl U pa3BUBaeTcs kuOeppasBenka. E€ GonbIIMHCTBO
CMELHUAINCTOB MO0 MH(OPMAIMOHHO-KOMMYHUKAIMOHHbIM TexHosorusM (MKT) nonumaer ceifyac B
OCHOBHOM KaK CaMOCTOSITEIbHBIM MeTox pa3BeAku cpeicTBamu Internet. Ha Hamr B3risin cymHocTh
TAaKOTO BHUJA poJa JACATEIFHOCTH W OCHOBHBIE (YHKIMH W TPOIEIyphl HAa COBPEMEHHOM JTare
passutust KT u uadpopManmioHHO-Te1eKOMMYHUKATMOHHBIX ciucTeM (UTC) momKHBI 3aKITI09aThCS B:

1) CUCTEMATHYCCKOM W IICJICHANPABICHHOM TOHMCKEe W cOope mH(popManuu o0 0OBeKTe
pasBeaku ¢ nomotisio cpeacts BT u [10 u3 pecypco UTC;
2) W3yYCHHUH, BepUPUKAIMA M AHAINTHYECKONW 00pabOTKe HAKOIUICHHOW WH(OpMAIUH,

OLICHKE Ha 3TOH OCHOBE BO3MOXHBIX yrpo3 (PUCKOB) COOCTBEHHO KMOEPIPOCTPAHCTBA, BBISIBICHUE HX
MPU3HAKOB M MMPOTHO3UPOBAHKUE UX BO3MOXHOT'O TOSIBJICHUS;

3) IUIAaHUPOBAHWE W, B CiIydae HEOOXOIUMOCTH, OCYIIECTBICHHE BO3JCHCTBUS Ha
KHOEpIpPOCTPAHCTBO IMYTEM MPUMEHEHHsS AaKTUBHBIX W/WINM TACCUBHBIX METOJOB OCYILECTBIICHHS
MPOTUBOIEHCTBHSL.

To ects, paxTHyecku kubeppasBelka (BUpPTyasbHas pa3BeiKa) ceifuac mpeacTaBisier coOoi
0e3yClIOBHOE COUETaHUE MHTEJUIEKTa, 3HAHUH U yMEHUI 4elloBeKa, a TaKkke BHEJpPEHUe B Ipolecc eé
JesTeNnbHOCTH crneunanbHblXx WMT, HampaBieHHBIX Ha MOJlydyeHHE OaHKOB MJaHHBIX, obOecreueHue
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KOHTPOJISI 32 COOOMICHUAMH U WH(pOPMaLUeH, TUPKYTUPYIONINX B BEIYUCIUTEIBHBIX CETAX H Internet,
MOJY4YEeHUE TEPCOHANIBHBIX IAaHHBIX I0Jb30BaTeNed MH(OPMAIMOHHBIX ceTel M Apyrod IEHHOH
KOMITbIOTEPHOM HHPOpMALIUYL.

Crnemyer yd4uTBIBaTH, 4YTO TMpoIecc HHPOPMATH3AMUN BCEX CTOPOH JKU3HU HAIOJIHSIET
Ka4eCTBEHHO HOBBIM COZEp)KaHUEM pa3BelbIBaTeNIbHO-MH(DOpMAIMOHHYI0 paboTy. OHa Bc€ Ooublie
COCPEI0TaunBAETCS B BUPTYAIbHOM MH(POPMALIMOHHOM MPOCTPAHCTBE, 3aMETHO MEHSIET POJb U MECTO
YeJI0BEKa B Mpoliecce J0ObIBaHUS Pa3BeIbIBATEIbHBIX CBEJCHUH U UX MOCeayIoe 00paboTKu.

OKcIepThl CHELCHIYKO CHpaBeAMBO JIEJNAIOT BHIBOJ O TOM, YTO CKJaJblBaeTcst ocodas
CTPYKTypa, OOBbEeAMHSIOMAs OOBEKThl Pa3BEeIKH, WX HH(POpPMaILMOHHbIE 00pa3bl, 3arneyari¢HHbIE B
OTKPBITOM H 3aKPBHITOM WH(POPMALIMOHHBIX MAaCCHBOB, JTHHUSIX TEICKOMMYHHUKAIIMH, BHIBEACHHBIX IS
HUX, TIPOTPaMMHBIE M ammapaTHO-TEXHUYECKHE CPEICTBa IOHMCKA, MPEOIOJICHHE PYyOek el 3alluThl,
00pabOTKH TMOTydYeHHOI HH(pOPMALINH, €€ XpaHEHUs U pacupeaeneHus [6].

HeoTpemiemoit 4acTbio TaKOH CTPYKTYPBI SIBISIETCA YEJIOBEK. JTa CTPYKTYpa CTaBUT 3a7aud Ha
100bI4y, MOUCK, MPOPHIB K 3alUIIEHHOMY HH(OPMAIMOHHOMY pecypcy, OOpabOTKH MOJIy4eHHbIX
CBEIEHUH U sIBIsETCS MOTpeOUTEIeM KOHEYHOH pa3BeAbIBATEIbHOM MPOMYKIMM, BBICTpauBas Ha ee
OCHOBE CBOIO BUPTYaJIbHYIO J€HCTBUTEIBHOCTD, YACThIO0 KOTOPOH SABJISIETCS CaM.

PaznuuHble CTOPOHBI DPa3BEABIBATENIBHOM JEATEIBHOCTH HCHBITBIBAET DPACTyILEE BIMSIHUE
HOBbIX WT. OnHuM (opMuUpyIOT KadeCTBEHHO HOBbIE IOTPEOHOCTH B  pa3BeAbIBATEIbHO-
UHPOPMAITMOHHOM OOECTIEYCHUH TOCYIapCTBEHHON CHCTEMBI MPUHATHS TOJIUTHYECKUX, BOCHHBIX H
9KOHOMHUYECKUX pemeHuid. Ho ¢ TakuMu TEXHOJOIMsAMH OTKPBIBAIOTCS W IPUHIMIMAIBLHO HOBBIE
BO3MOXHOCTH yJOBJIETBOPEHUS 3TUX NOTPEeOHOCTEH.

Benymue cneumanuctsl mo mpobiemMaM TEOpUHM W MPAKTUKU HH(POPMALMOHHONH OOpbOBI
OTMEYAIOT, 4YTO pemIaloulyl0 poib Oyayr wurpatb WUT — B310M WHPOPMALMOHHBIX CeTel
MOTEHIIMATBHOTO ~ TPOTHUBHHUKA, IIOCEHICHWE W  YHUUYTOXKCHHE  WHPOPMAlUH,  BHEIPCHHE
ne3nH(opMaIiy, BHECEHHE KOMITBIOTEPHBIX BUPYCOB M B KOHEYHOM HTOT€ — IIOJTHOE pa3pylIeHHe
CHUCTEMBI YIIPABIICHHUS, KOHTPOJIS ¥ BHIIIOJTHEHHSI CTPATETHUYECKUX M TAKTUYECKUX IIJIAHOB MPOTUBHUKA.

PenernnusiMu  Oyaymux HMHGOPMAIMOHHBIX CPaKeHMH CIIy>)KaT CerofgHs NpecTyIUICHUs
XaKepoB, KOTOpbIE BTOPraroTcsi B MH(OpMAIMOHHbIE CETH OAHKOB M IMOXMIIAIOT KPYIHBIE CYMMBI
neser. Jlns nobeasl B ”HPOPMAIIMOHHOM MPOCTPAHCTBE HYKHO JOOUTHCS PEIIAOIEro MPEBOCXOACTBA
Ha/l IPOTUBHUKOM B XapaKTEPUCTUKAX U ACCOPTUMEHTE CYNEPKOMIIbIOTEPOB, B HAOOpE U COAEpIKaHUU
MPOTPaMMHOTO 0OECTICYCHHUS ¥ UX BO3MOXKHOCTSIX [6,7].

[Toatomy, TeHAEHLMS BUPTYAIU3allMK Pa3BEIbIBATEIBLHOIO IPOLecca OTpaXkaeT 3aKOHOMEPHBIH
nepexox K TMCEBAOMEPAPXHUU Y3HABAEMBIX TNPHUPOAHBIX M HCKYCCTBEHHBIX Cpel — OT pa3BEIKu
€CTECTBEHHOM «IIEPBUYHOI», a 3aTeM €CTECTBEHHOW OMOJOTHMYECKOW M HCKYCCTBEHHOM cpene,
BO3HUKAWOLIEH B pe3yjbTare MACSITEIbHOCTH 4YeNOBEKa M Cpelbl YEeTBEPTOro IOKOJEHHS —
HCKYCCTBEHHOT'O, KOTOPasi MOSIBUJIACH B PE3YNIbTATE ACSITEILHOCTH UCKYCCTBEHHBIX HHTEIICKTOB.

Kak cunraer amepukaHckuii wnccnenoBaTtens Maitkn Kacraes, ceilyac BupTyaidbHas
(xmbepHeTHYECKast) pa3Belka, KOTOpas BO3HMKIA M COBEPIICHCTBYETCS — 3TO MPOOoOpa3 pas3BelIKd
oyaymero. I[log monstHeM "BUpTyanbHOW (KHOEpHETHYECKOH) pas3Belkoi' — HWMeeTcs B BHUIY
pacnpenesieHHass ceTeBas OpraHusalus II0 IPOM3BOACTBY CHHTE3MPOBAHHOM pa3BEAbIBATENIBHOM
MH(pOPMaIUN TAKTHYECKOT0, OMIEPATUBHOIO U CTPATErMUECKOr0 YPOBHS € HCMOJIb30BaHUEM HOBBIX T

[6].
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HccrnenoBatenn M SKCHEPTHl 0OpamialoT BHUMAaHWE HA TEHICHIMIO, KOTOpas BCE Ooublie
NPOSIBIIACTCS, BUPTYAIM3aLHUIO JEATEIbHOCTH IO NOJy4eHuto HHpopmauuu. B oriauume ot
TPaJULMOHHOW areHTYpHO-OIEPAaTUBHOM JEATEIbHOCTH C LENbI0 M3BICUEHUs pa3BeAbIBaTEIbHOM
UHQOPMAIUK, OHA BEAETCS NPEHMYIIECTBEHHO C HCIONb30BaHWEM HOBBIX WT B MCKyCCTBEHHOM
UH(POPMAITMOHHOHN Cpe/ie C MUHIMAJIbHBIM yYaCTHEM YEIOBEKa.

CrnexgyeT OTMETHTh M TaKOM Ba)KHBIM (akTop Kak KuOepBOWHA, KOTOpas yke wujeT. Tema
KHOEpBOWHBI B MOCIJEAHEE BpeMsl JOBOJBHO AKTHBHO HCCIEAYETCS MPEICTABUTENSIMU OOJBIINHCTBA
BeAyIIUX cTpaH mupa. [IpuctambHoe BHUMaHUE 3TOMY BONPOCY MPHUAACTCS TAKKE U ONPEeICHHBIMU
BOEGHHBIMU Os10KaMU. Tak B pyKOBOASAILINX JOKyMeHTax CeBepoaTiaHTH4YecKoro AlbsiHca KMOepBoiiHa
C HEJaBHETO BPEMEHH pacCMaTpUBACTCA B OJHOM PALY C MPOTHBOPAKETHOH 0OOpOHON M OOpHOOH
MPOTUB MEXIYHapogHOro Teppopusma. [Ipm »>ToM B OONBIIMHCTBE JOKYMEHTOB AJIbSHCA
HEOJIHOKPATHO TOMYEPKHUBAETCS, YTO H3-3a POCTa 3aBUCUMOCTH cTpaH - wieHoB HATO or UT
TEXHOJIOTUH W yBEeNUUEHHs KojmdecTBa aTak Ha ux UT mHpacTpykTypy, AJBSHC BIIOJHE CEPHE3HO
MOJONTH K BOMNpOCY Kilaccu(UKaluu KUOEpBOMHBI Kak NeMCTBUS, MOJNANAIOIIEr0 IOJA CTaThio 5
BammHrronckoro 1orosopa.

VYuureBas Takoe M, HecMoTpa Ha To, uro HATO yxe ceromHs HMeeT TpU JIMHUM
kubepoboponbl, a uMmeHHo: ciayxk0y NATO Computer Incidents Response Capabilities Center;
lNaarckuif ucciaen0BaTENbCKUM LEHTP NPOBEPKH JEHCTBYIOUIMX CHCTEM U BBIPAOOTKH HOBBIX
CTaHAAPTOB 3alIUTH U [IporpamMy pa3paOOTKH 3aIIHIIEHHBIX CHCTEM CBSI3H, - PyKOBOJICTBO AJIbsIHCA
B IOCJIE€HEE BpEeMs C LIEJNbI0 MOBBIMLEHHUS 3((EKTUBHOCTH BEACHUS BOEHHBIX ACHCTBUI MMEHHO B
KHOEepIpOCTPAHCTBE JOMOJHUTENBHO pa3padaTeiBaeT [6]:

e CHENMANbHYIO CTPYKTYPY Ul 3alMThl CTPAH-WIEHOB OT KuOepaTak, KoTopas OyJIeT 3aHuMaTbes
cOOpoM pa3BeIbIBATEIBHBIX TAHHBIX M KOOPAMHHPOBAThH AeiicTBus wieHoB HATO B Goprbe ¢
KHOEPIPECTYMHOCTRIO (CO3JaHue OTACIBHOM CTPYKTYpHl 1O NpPEAOTBPALICHHIO KuOepaTtakam
onobpeno ygactaukamu cammuty HATO 2-4 ampenst 2008 roma B Byxapecte. Tam ke 3a5105%keHO
OTICNPHOE HalpaBlieHHE paboThl anmbsiHca mojA HazBanueM "llonmuTHka KHOEpHETHYECKON
ob6oponsr");

® KOHICIIMIO KUOEPBOWHBI OyAyIIero, B OCHOBY KOTOpPOW IIOJIOKEH TIPEKIEC BCETO BOCHHO-
texanaeckne konnenuuu C41 (Command, Control, Computer Communication and Intelligence for
the Warrior), a Takxe JOKTpUHY TaK Ha3blBaeéMoOro KuOepMaHeBpa, 4YTO IpelyCMaTpUBAeT
paszielieHue BCEero TeaTpa BOEHHBIX JCHCTBUIM Ha JIBE COCTaBJISIONIME - TPAIULUMOHHYIO U B
KkubepnpocTpancTBe (unes npemoxena B 1996 rony skcnieprom Ilenrarona P. bankep).

B nmanHoMm cnydae konuenuusi C4l mpemycMmaTpuBaeT COTJIacOBAaHHOE pPAa3BUTHE CHCTEM
yIpaBlIeHHs], BBIYMCIUTEIbHOM TEXHUKH, CBA3M M pa3BeAkd. OCHOBHBIM COJEp’KaHUEM 3TOH
KOHLICIIIIMHU SABJISIETCS aBTOMATH3aLUs Pa3IMUHBIX MpoLeayp coopa, 00pabOTKH, XpaHEHHUS U Iepeiaun
uHpopmauu. B ee pamkax IIaHuUpyeTcs HOCTUYb BBICOKOM CTENEHM aBTOMAaTH3alMU (DyHKIMHA
LeJIeyKa3aHus U pacripesieeHuss HHPOpMaIy pa3InyHoro BHUA, B TOM YMCJE 3JIEKTPOHHOI MOYTHI,
TENEKOH(EPEHIICBSA3M | T.J. 3HAYUTENbHAs POJIb IPH 3TOM BO3JAraeTcs Ha BHEIPEHHE SKCIIEPTHBIX
CHCTEM, CpEICTB MOJICTHPOBAHUS OOEBBIX JIEHCTBHH, KOMIUIEKCOB TEXHHUYECKUX CPEICTB
aBTOMAaTHU3aLINH, HCTIOJIB3YIOIIHNX TEXHOJIOTHUH BBICOKOIIPOU3BOAUTEIBHBIX 9BM u
HeiipokomnbioTepoB. Konmermmus C4IFTW npemycmarpuBaeT, TpexXIe BCEro, COOOMICHUS H
(GYHKINOHAIBHYIO MHTETPALIMIO CUCTEM YIIPABICHUS, BEIYUCIUTEIbHON TEXHUKH, CBSI3U U Pa3BEIKH U,
BO-BTOPBIX, CO3/aHUE TJI00ANbHOM HH(POPMALMOHHO-YIPABIAIOMIEH WHPPACTPYKTYphl, KOTOpas
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JOJDKHA 00€CTICUNTh YCIIOBHS [T Hayajia 00€BBIX ACHCTBUIA KPYITHBIMUA BOCHHBIMU ()OPMHUPOBAHUSIMH
0e3 ImpeBapUTEILHOIO pa3BePThIBAHUS CHCTEM YIPABJIECHUS U CBA3U Cpasy Iocje nepedpocku B MecTa
Ha3HAa4YeHMs, €€ IPAKTUYECKYI0 peaau3alio IIaHUPYETCSd OCYIIECTBUTh 3a CYET: CO3JaHus
COBOKYITHOCTH DAaCIpEICICHHBIX HAIlMOHAJIBHBIX 0a3 MaHHBIX, JOCTYITHBIX KOMaHIUpPaM JIFOOBIX
YpOBHEH; CO3aHUE YCTPOWCTB compsbkeHus cucteM C4I; oOecriedeHHEe MHOTOYPOBHEBOM
0e30IacHOCTH; JKECTKOW CTaHJapTH3alUU TpeOoBaHMN K COOOIIEHUsM, Ipolecca HCIbITaHUH u
npuobpeteHust cucreM. Hammume B HazBanmu kounenmuid C41 m C4IFTW tepmuna Computer
MOMYEPKUBAET BAXKHOCTh TOIO, YTO IPUMEHEHUE BBIYHCIUTEIBHON TEXHHKH CpEAd IPOUYEro
BBICOKOTEXHOJIOTHYHBIM O0OpY/Z0BaHMEM B 3HAYMTENBbHOW CTENEHH W3MEHWJIO CIOCOObI BEICHMS
BOCHHBIX JICHCTBUII M CTAJI0 KM3HEHHO HEOOXOJMMBIM 3JIEMEHTOM COBPEMEHHBIX omeparmid. [Ipu
9TOM, KaK IMOJYEPKUBAIOT BOCHHBIE SKCIIEPTHI, OCHOBHBIMH OOBEKTAaMH IMOpaKeHUs] Ha 3eMJIe M Ha
MoOpe, B BO3/IyXe M KOCMOCE HOBBIX BOMHax OymyT MH(OpMarMoHHAas WHPPACTPYKTypa W IICHXHKA
NpOTHBHUKA (B CBA3M ¢ ATHM TepMuH "human network" momydaeT B JIEKCHKOHE aMEpPHKAaHCKUX
BOCHHBIX aHAJIUTUKOB B MOCJIEIHEE BpeMs Bce Oosiee MMUPOKOe pacipocTpaHenue) [6,7].

OpHUM M3 JOCTaTOYHO IOKa3aTEeNIbHBIX MPUMEPOB BEACHHMS KUOEPBOWHBI ClEAyeT CUUTaTh
coowitust 2010 roma Bokpyr caiita Wikileaks Ha cTpanuiiax kotroporo Obiia OMyOJIMKOBaHA OTPOMHOE
KOJINYECTBO TpU(POBAHHBIX JOKYMEHTOB, KOTOpbIE Kacaiuch BOWH, koropsle Bexyr CHIA B
Adranucrane u Hpaxe, a Taxxe 6oiee 250000 10KkyMEHTOB TIEpENUCKA aMEPUKAHCKHUX JTUTUIOMATOB.
CrnenmaiucTsl 0Ka3aJlMch HE B COCTOSHHU TPEJIOCTaBUTh OJHO3HAYHYIO OLICHKY ATOMY (akTy. Yacts
3 HUX 710 cux nop cuutaer Wikileaks mpoektom ckpwiToit omepanuu LIPY, 4uto HampaBieHa Ha
o01yro aectabunnzanuio oOCTaHOBKM B Mupe. Jlpyrue HaoOOpOT - XapaKTepU3YIOT IesTelIbHOCTb
caifta kak yziap coocTBeHHO 1o EBpore u npsimyio yrposy 3anajgHoi JeMOKpaTuu. Tem He MeHee, OHU
CXOIATCSI B OJHOM - araka, KOTopas ObUla TpOBEICHAa KOJUIGKTUBOM B HECKOJIBKO JECITKOB
COTPYZIHUKOB C TomoBbIM (puHaHCcHpoBanueMm B 200 000 mosmmapoB: 3arpys3mia pa3BeIbIBaTEIbHBIC
CIy>)kObl MHOTHX CTpaH MHUpPa aHaJU30M COTEH TbICSY HENPOBEPEHHBIX JOKYMEHTOB; JOKa3aja
HeroToBHOCTH CIIIA - cTpaHbl, KOTOpas HIMEET OTPOMHBIN apCeHa SAEPHBIX U OOBIYHBIX BOOPYKEHHIHA
U MPaKTHYECKU BCEX BEAYILUX CTPaH MUpPa K BEIEHUIO KMOEpBOIH, MX YA3BUMOCTH JJIsl TAKOTO poja
aTak, a TaKke MX HECIOCOOHOCTh 00EeCTIeYUTh HAISKAIIUN YPOBEHb 3aIUTHl COOCTBEHHBIX JAHHbIX;
MOCTY>KWJIa OCHOBOM Il OTPaOOTKU METO/1a AaBJICHUS HAa HEKOTOPHIX HEKOHTPOJIUPYEMBIX TAPTHEPOB
MyTEM OpraHU30BaHHOTO cOopa M OOHApOJIOBAaHUS MPOTUB HHUX HHUYEM HE IOAKPEIUIEHHBIX
OOBUHEHUIA.

Hpyrum, HEe MeHee ApKHM NMPUMEPOM BO3MOXKHOCTH NpUMeHeHns HoBelmmx WUT Texnomormit
cTaja Takke, B IIOCIIEIHNX HECKOJIBKO JIET, NeiicTBus Poccun B kubeprnpocTpaHCTBe.

Jlo nocnenHero BpeMeHH ObLIO HE OYEHb MOHATHO, YTO U3 ce0s MpEACTaBIseT pocCHiicKas
knOepBoitHa. Celiuac KapTWHa MPOSCHWIACH, ATO MHOTO(YHKIMOHAJIBHBIA HWHCTPYMEHT C
BBICOYAHIIINM YPOBHEM JKCIIEPTH3bI, T/IE 3a/IeHiCTBOBAHBI HE TOJIBKO TPOJUTH, padoTaroutie B Poccum,
Espore m CHIA, HO W OTrpOMHBIE TPYIIBI SKCIEPTOB, OOCCICUYMBAIOMINE TOHYAWIIMN aHAIN3
aKTyaJIbHBIX CHUTyalludi ¥ O4YeHb OBICTPYIO peakiuuio Ha HuX. llpuuém »>TOT aHamu3 u
NICUXOJIOTHYECKUH, U TTOJINTUYECKUM, U BOCHHBIM.

Kpome Ttoro, oxaspiBaercs Bo3zelicTBue Ha 3amagHble CMUW u uHcTuTynuu. @akTU4ecKu
BEIETCs MOJIKYI JKypHaJIUCTOB U €BPONEHCKUX IIOJIMTUKOB, KOTOPBIA M3MEPAETCS NECATKaMHU
MWUIMOHOB JojutapoB. M 3T0 Ge3 ydera NpOEKTOB, KOHBEPTUPOBAHHBIX B IPONAaraHIMCTCKHUE
MHCTPYMEHTBI — TEJEBUICHUE, PaJno, Ta3eThl, Internet-u3nanus, a Takxke (4TO yKa3aHO B PE30JIIOLMU
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EBpomapnamenra) 6osbiioe 4uciao WHCTUTYTOB, paboraromnx B EBpomne, CLIA, M3pawune u npyrux
MmecTax. [lnoc nHaAMBUyanbHbIE COTIAIIeHUs ¢ J060ucTaMu.

IIponarangucTcKue KaMIaHUM PaHEE PACCMATPHUBAIUCH KaK MIE0JIOTMYECKUM MHCTPYMEHT IJIs
MPOABMKEHUS 3TUX KoHuenuuid. [lepBoe BpeMs Tak paccMaTpUBaid U MPONAraHJUCTCKYI0 KaMIaHUIO
B COBpeMeHHoM Poccun — kak nponBmxeHue uaeu "pycckoro mupa'. HoBoe ka4ecTBO COCTOHUT B TOM,
YTO 3TO YK€ HE TOJIBKO IPOABMKEHUE HJEOJOTMH, HO U MHCTPYMEHT BEACHHs BOWHBI. Uero crosAr
TOJIbKO aKThl BMEIIATEIbCTBA POCCUHCKUX MPEACTaBUTENEH B MPOLECCHl MPEABBIOOPHBIX KaMIIaHHUM
CHIA, I'epmanuu, Ykpaussl, @paHiuu 1 T.1.

Kubepataku M OrpomHbIE TPyMIbl TPOJUIEH TOJNBKO C OJHOM CTOPOHBI HAINpaBJICHHbIE Ha
NPOABUKECHHUE HJICH, a ¢ JpYyrod — HAIICJICHHBIM Ha BEICHHE BOCHHBIX JCUCTBUM, MOANCPIKAHHE
areHTYpHOW CETH, JeMOpalu3alys NPOTHBHUKA, OCIA0JCHHE 3aIIUTHBIX MEXaHM3MOB M (DYyHKIIHU
rocynapcTBa npoTuBHHuKa. Ceiluac MpoAOIDKAIOT UCIOIB30BaTh CIOBOCOYETAHUE "MPOIAraHIuCTCKAs
KaMmIaHus'", XOTs peyb yK€ UIAeT 00 MHCTPYMEHTax BEICHHsI BOCHHBIX JIEHCTBHUM, KOTOPBIE HAHOCAT
ylep6 CO3HaHMIO T'PasKIAHCKOTO HACEJICHHUS U BIIOJIHE MOTYT HAHOCUTh MaTepHajIbHbIHN yiiepo.

Taxkum 00pa3oM, XapakTepHbBIMHM TNpPH3HAKAMM, KOTOPBIMHM ceHdac OJIMLIETBOPSIOT IOHATHE
kubepOezonacHocTH [2, 3, 4, 6] sABIsIeTCS COBOKYIMHOCTh aKTUBHBIX 3allIUTHBIX U Pa3BeIbIBATCILHBIX
JeUCTBUM, KOTOphIE B Mpolecce HHHOPMAIIMOHHOTO MPOTUBOOOPCTBA YCHIIMSIMM PEIKUX MHCANHAEepOB
WIH OPraHU30BaHHBIX KHOEpPTrpyNmmupoBOK pasBopaumBaetrcs Bokpyr WP, UKT, u UTC [4,7] n
KOTOpBIE HAmpaBieHbl Ha JOCT)KEHHE M yAEp)KaHWE MOTEHIMAIBHBIMU HPOTHBOOOPCTBYIOLIUMHU
CTOpPOHAaMHU MOOe/bl B MPOTUBOJAECHCTBUM HOBBIM yrpo3aM 0€30MacHOCTH Ul COOCTBEHHBIX 00BEKTOB
KPUTHYECKH BaXKHOM MHPOPMAIIMOHHON HHPACTPYKTYPBHI.

B nmnocnenHee Bpems Takue JAEMCTBHA 3aHUMMAOT 4YETKOE MECTO B TI'€OIOJIMTHYECKOM
KOHKYPEHIIMH Tpeolaagaromero OOJbIIMHCTBA CTPAaH MHpPA, YTO B CBOIO OdYepe]h 00yCIaBIMBacT
HOBBIC 3aJ]addl WX CIIy)KOaM Oe30IacHOCTH W BOOPYKCHHBIM CHJIAM M BBIBOAWT Ha TEPBBIA IDIAH
mpoobsieMy HH)OPMAITHOHHOTO TTPOTHBOCTOSHYSL.
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STEGANOGRAPHY AS A MEANS OF ATTACKING INFORMATION SYSTEMS
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ABSTRACT. An analysis of steganography methods that are can be potentially used as instruments in
attacks on information and communication systems is presented. The possible solutions to ensure
resilience to such attacks are presented.

Keywords: steganography, TEMPEST, covert channel, information protection

Cryptography is widely used as one of the most efficient and approbated methods of critical information
resources protection. Nevertheless, in particular cases it might be more effective to hide the
communication channel itself instead of making the information within it unreadable. Such a practice,
namely concealing data within unsuspicious, innocent-looking containers, is called steganography.

Any concept might have a double application. While being primarily considered a means of
information protection, steganography can be used with ill intentions, as well. In fact, several high-tech
attacks are based on the hidden data transmission, and contemporary methods of counteraction do not
provide satisfactory level of resilience to those. These attacks are not always considered to be
steganography-based, as they, for the most part, use a variety of features, characteristic for information
and communication systems — physical effects, transmission protocols, communication infrastructure,
specific features of software, cryptography etc. Nevertheless, the attack requires a classical statement of
the task of steganography — how to transmit data so that a potential attacker could not acquire them due
to not knowing about the presence of a transmission channel, even if he or she has a suspicion about one
and the possible methods are known. In this case, though, an attacker and a legitimate user switch places,
and the counteraction involves mainly the preservation of information resources.

In such attacks, the main advantage of steganography becomes the main source of threat — the
channels of the attack, not to mention the information about the attacker left in the channels, cannot be
identified due to the nature of the method. In other words, attacks become invisible, as does the
transmission channel. The fact of trespassing itself cannot be easily detected or proven.

The purpose of this article is to conduct an analysis of attacks that are carried out with the use of
steganography methods as their basis, and are directed against information and communication systems.
Both existing and potential methods are presented.

1. Steganography as a means of hiding information
1.1. Basic terminology

Steganography is an art and science of storing and transferring secret messages within covert channels
that are based on and created inside open channels in such a way that the cover data is perceived as if
not having any embedded messages for its unplanned recipients.

The main concepts are:

e Container b (also: carrier) is open data used to conceal secret information;
e Message m (also: payload) is secret information to be concealed,
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e Key k is secret information that is known only to a legitimate user and defines a specific
concealment algorithm;

e Empty container ¢ (also: unmodified container) is a container devoid of any secret data; it is a
sequence of lc-long elements;

e Modified container s (also: package, steganogramme) is the one that contains a secret message;

e Steganographic algorithm means two transforms, a direct F: M x B x K — B and an inverse one F-
I:BxK—M;

e Steganographic system (also: steganosystem) is a totality of messages, secret keys, containers and
transforms that connect them [1, 3].

Most steganography methods are based on two key principles:

e Human senses cannot distinguish slight changes in colour, shape and sound perception;

o Consequently, there are files that do not demand absolute preciseness and therefore can be modified
without losing their functional value.

As a result, said methods imply allocation of insignificant fragments of the container and replacement
of the information within them with information that needs to be hidden.

Finally, the process of encoded steganogramme detection is called steganoanalysis.

Mostly, steganography uses the data concealment within digital images and audio files, less so video
files and text. Electronic communications may also include hiding data inside of a transport layer
(program or protocol) [4].

Starting with non-digital methods, physical steganography technics cannot be omitted. They have
been developing for centuries and include, for example, blinking one’s eyes in Morse code to spell a
secret message [5].

Another example is adding tiny yellow dots to each page while printing a document. They are not
detectable by the bare eye and contain the model, serial number and timestamps. This information cannot
be obtained from a computer file and
is embedded in a printout using dot-matrix code. The technology is used by many brand color laser
printers, such as Xerox and Hewlett-Packard for traceability reasons [6].

The most popular methods of embedding data within an image container include Least Significant
Bit method (LSB) (Sequential Insertion), LSB Psuedo Random Insertion, Palette permutation, Relative
DCT (Discrete Cosine Transform) values change method, Fridrich method, Spread-Spectrum methods,
and embedding pictures within video-files [2, 3, 5].

Audio steganography uses LSB-method for audio-files, Phase coding method, and echo-signal use [3,
7]:

Linguistic steganography [3]:

e Random interval methods. Changing the number of spaces in the end of the text string does not
cause significant changes in the meaning of the sentence. What is more, an average reader is unlikely
to detect insignificant space modifications:

o Changing the interval between sentences. One or two additional spaces are added after the

sentence.

o Changing the number of spaces in the end of text lines. Spaces are added according to the secret

bit to be hidden. Two spaces encode one bit a line, four spaces — two bits etcetera.

o Changing the number of spaces between words in a flattened text. When the text is width aligned,

spaces between words are not of the same length and some of them can be used to hide data.
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e Making the text of the same colour as the background [5];
e Using similarly looking Unicode and ASCII characters [4, 8];
e Using non-printable Unicode characters [8];
e Creating a pattern of deliberate errors and/or marked corrections [4].
Some other methods:
e Converting a file so that it has the statistical characteristics of another one [4];
e Format steganography;
e Blog-steganography. Secret data is added as commentary pin boards on social networks [5].
Surely, the list above is not at all exhaustive. New methods and applications are being continuously
developed, effectively putting steganography at top positions within the field of security.

2. Steganography methods used as instruments for attacks

To identify the methods of steganography that can be used as tools for attacks, it is necessary to first
determine channels of information transmission that can be used in a covert way. Those are numerous,
and file formatting, as well as different emanations from electronic devices are among them.

2.1. Format steganography

Perhaps, the easiest and the most well-known way, which is actually a steganography method, is using
legitimate features of file formats to carry hidden malicious software within their structure. A file of
every format contains specific fields, which ensure that the former will be processed correctly on the
target computer. Some of these fields are optional, or more strictly — information that they contain is not
vital for the file. Thus, changing data bits in these fields most probably will not lead to errors while
operating with the file. Such characteristics make these formats perfect containers [10].

A vivid example is a virus Win95.CIH — specific malware which is embedded in *.exe files by using
Portable Executable format features. This format includes a lot of additional data which are grouped
according to their functions. Every group gets its own section in the file structure, and the size of the
sections is predefined. If they are not entirely filled with data, it means the file contains a lot of spare
space. For example, the first section is only for the PE header, so a big part of the virus uses it as a covert
container [11].

This method is no commonly seen as a steganography method, though the analysis of scientific works
has shown that such a question has not been even risen. A covert channel is being used, and data are
being secretly embedded into the containers, which makes this a classical steganographic system. The
next step in this research is to provide a mathematical model for a steganosystem used in a potential
attack with file formats as carriers of malicious software and other instruments of intrusion and
destruction.

2.2. Soft Tempest

In fact, there are a lot of ways to covertly transmit necessary information to the target system. Not
only harmless files but also network protocols can be used as efficient containers within the attacker’s
steganography system. Nevertheless, necessary means depend on the final objective of the attack. If the
goal is to steal data, there is need for both an inward and an outward information flow. Getting
information into a system is important. A more interesting question, though, is how to get the stolen data
out without raising suspicion of a legitimate user.
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While operating, every electronic device (including those inside a computer) gives off compromising
emanations — electromagnetic emanations, which can be demodulated and accordingly processed to
illegitimately get the critical information from them. These are called TEMPEST emanations after an
American standard on the matter.

Contemporary TEMPEST-based attacks tend to become more and more sophisticated as the
countermeasures are being continuously enhanced, as well. Systems are contaminated with the malicious
software which then conducts the search of necessary information (key data, passwords, specific files
etc) and induces the leak through TEMPEST emanation. For example, if reception of the signal is the
one from the monitor, then the information will be, say, amplitude modulated and sent as a visual picture
to the monitor. The obvious disadvantage is that such an activity cannot be missed by an operator and
will be deemed highly suspicious, which, on its part, will lead to finding and neutralizing the virus.

M. Kuhn and R. Anderson conducted a series of experiment in which they shown a possible solution
[12]. The human eye is more sensitive to low-frequency than to high-frequency vibrations, while
TEMPEST receivers work vice versa. What is more, any devices primarily perceive luminosity in a
linear way, while humans are more sensitive for the dark colours. This difference in sensitivity
perception can be used to embed a message in the emanation and make it invisible to an unsuspecting
user. The suggested method is to control and modify monitor dithering patterns. Pixels of two colours
put in a check pattern are seen as a uniform colour, on the one side; on the other side, they create a high-
frequency signal, which is best received by TEMPEST equipment with the following use of gamma-
correction. Basically, the target computer is programmed so that it acts as a radio transmitter and emits
a compound TEMPEST signal: a legitimate user observes one picture, and the attacker receives another
— embedded — one on the monitor of his/her TEMPEST receiver.

The only suggested method of counteraction, which is specific enough for this very type of attack, is
still based on using the difference in perception sensitivity between humans and devices. TEMPEST
fonts are designed with top 30% of the Fourier transform of the signal removed, which is most probably
not noticed by a human eye, but makes it impossible to receive a strong TEMPEST signal [12].
Nevertheless, special equipment with necessary parameters (enhanced sensitivity to low-frequency
emanations) might be designed, which will make the use of such fonts ineffective.

2.3. Acoustic emanations as containers

Electromagnetic fields are not the only by-product of the computer systems operation. A. Shamir and
E. Tromer published the results of their research, in which they showed that computer emit high-pitched
noise while operation, due to vibration in some of their electronic components [13].

A series of experiments conducted by the scientist revealed that acoustic emanations can provide a
potential attacker with information about what kind of software is currently running on the target system,
as well as leak data on security-related parameters and computations. For example, loops of CPU
instructions were highly distinguishable, and different RSA keys appeared to induce different sound
patterns. To extract individual keys, the technic of acoustic cryptoanalysis was presented (applicable to
GnuPG’s implementation of RSA). According to the results, it takes about an hour to extract full keys
from a target computer, irrespectively to their models and manufacturers. The key piece of equipment
used for the attack is a microphone, and that of a mobile phone was demonstrated to be enough. Apart
form acoustics, the scientists demonstrated a low-bandwidth attack, based on the same principles. The
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main difference was that the attacker had to get the leakage from ends of VGA, Ethernet, USB or other
cables [13].

If electromagnetic emanations can be used as containers in steganography systems, acoustic waves
can be, too. The first case could be based on the nature of sound perception itself — the classical
steganography technic. Human hearing systems cannot distinguish slight variations in an acoustic flow.
Here, any known method, mentioned above (Least Significant Bit, Echo-signal use etc) can be used to
embed stolen information in parasitic sounds, emitted by the target computer. The second possible
scenario is similar to the use of emanations in Soft Tempest. Sound dithering is a widely used method
in music digital processing. The principle is the following: any piece of musical record might contain
extensive frequency transitions that are too slow and smooth. This is where so called quantization noise
can appear. If the level of frequency fluctuation is insignificant, the processing software simplifies the
sound by removing the frequencies that exceed some medium limit. To cope with such a situation,
special noises are generated and gradually added to the record. In music processing, this technic allows
to achieve a natural sound lost during quantization.

It is possible to suggest, that the same technic can be used in attacking steganography systems. The
noise emitted by a computer is quite stable. It is not foiled by fan system noise, as critical acoustic signals
appear to be mostly above 10 KHz, while a typical fan noise along with other noises lie in a much lower
frequency band [13]. Task-switching is not a problem either, as it is the tasks that carry distinguishable
acoustic spectral signatures. The same can be said about several computers working simultaneously in a
closed space: they can be told apart using different sound patterns, as their depend on specific hardware,
temperatures inside and outside the system, humidity, and other conditions. Thus, it acoustic emanations
seem to be a sufficient container, while dithering can be accordingly modified and applied as an
embedment method.

The only suitable countermeasure seems to be the use of sound dampening equipment that can
diminish the level of high-frequency leakage. As for means of active protection, strong wide-band noise
source can serve for masking the critical data signals. Rough-scale behaving algorithms are another
solution: despite somewhat diminishing the level of performance, they can thwart side-channel attacks
by shuffling the signal and making it thus useless for the attacker [13]. In addition, electronic components
of the system should be those of the highest quality, designed to reduce the level of acoustic and any
other leakage.

Nevertheless, at this point, efficiency of such protection methods is rather relevant, as sound-proving
degrades other performance features along with being quite expensive. At the same time, due to the need
of ventilation, there are still open parts in the cases, so their structure has to be constructed to shuffle
outcoming noises very efficiently.

3. Conclusion

Stenganography is a powerful means of information protection. Nevertheless, it has to be also
regarded as an instrument for a potential attacker, with all of the advantages turned threats.

Compromising emanations of different physical nature are invisible and can only be noticed with the
use of special equipment. Using steganography technics for the attacks ensures that the fact of using
those emanations is efficiently hidden, and the system operations remains unsuspicious. This is exactly
why there is need to consider technics described above a real threat for information and communication
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systems, and to join academic and technical potential to develop cost-effective and technically efficient
counteracting means.
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ABSTRACT. Currently, due to the large number of cyber incidents which occur daily, critical
information infrastructure protection and assessing its security level is an important technical and
scientific task. In this scientific paper, a qualitative analysis of well-known approaches and
methods for assessment the security of information resources in critical information
infrastructure objects is carried out. It will be useful for improving the level of critical
information infrastructure protection of the state.
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CoBpeMeHHOE TIOHATHSI KpuTHdeckor nHpopManmonnoil unppactpykrypsl (KMHW) BeixomuT 3a
paMKH M3y4€HHUS JIMIIb OJHOW AMCUMIUIMHBL Ha ceromns, 3To ciOXHas cucTeMa, KOTopas
XapaKTepU3yeTcsl COBOKYMHOCTbIO AaBTOMATHU3UPOBAHHBIX CHCTEM YIpPaBIEHUs MPOLECCaMu
KPUTHYECKH BaXXHbIX OOBEKTOB M CUCTEM, 00ECIIEUMBAIOLINX UX B3aUMOJEHCTBHE HEOOXOAMMBIX
JUIs pPEeLIeHus 3ajady TOCYIApCTBEHHOTO YIpaBieHHs, oOecrnedeHus 0O0OpPOHOCIOCOOHOCTH,
Oe3omacHOCTH M IpaBomopsjaka. VIMeHHO molsTomy, mpobiema oOecreueHMs 3aIlUIIEeHHOCTH
TakoOM MHQPACTPYKTYpbl SBIAETCS OJHUM U3 HauOojiee aKTyaJlbHBIX BONPOCOB, H3y4YEHHE
KoToporo TpeOyer cucremHoro mnozaxona (Puc. 1). Mcxoas u3 Ttoro, urto oOecnedeHus
6e3onacHoctn  00bekTOB KWW  n0omKHO mNpoOMCXOAMTH HA TOCYAApCTBEHHOM  YpOBHE,
rOCyJapcTBY HEOOXOAMMO OOECIeYHTh HOPMATHBHO-NIPABOBYIO 0a3zy i peryIMpOBaHUS
BBIIICYNIOMSHYTOTO Bompoca. st mpumepa, paccMarpuBas 3aKOHOAATENbHYIO 0a3zy YKpauHbl,
Kak M B OOJBIIMHCTBE IOCT-COBETCKMX TOCYJAapCTB, HA CErOJHS OTCYTCTBYET METOJMKa
OLICHMBAHMS 3aIUIIEHHOCTH HH(popMammoHHBIX pecypcoB (MP) o6wrexroB KMU, paspaboTka
KOTOpO# 0€e3yCIIOBHO €CTh aKTyaJIbHON HAYYHOH 3a7adei.

@oi@ﬂh?

10 Critical Infrastructure Sectors

c;:.‘;s m

ENERGY & UTILTIES

Puc. 1. Cekropa KU cornacuo [IPREM
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B cBia3u ¢ 3THM, Heabl0 HACTOsIIEH PadoThl SBISETCS TPOBEACHUS aHAIH3a
COBPEMEHHBIX MOJIX0/I0B ¥ METOJIOB /ISl olleHuBaHus 3ammuiméHHocTu P oobexroB KNU.

OcHoBHas 4yactb. [IpoBens 0030p MOAX00B K OICHUBAHUIO 3AIIUIIICHHOCTH 00BEKTOB
KWH, M0XHO BBIAETUTH CIEAYIOLIUE:

Ykpaunckuii onvim

[Tpukazom AamunucTpanuu [ocymapcTBEHHON CIyKObI CHEIMATbLHOW CBSI3W U 3AIUTHI
nHpopmaruun Ykpauabl Nell2 ot 2008 1. Obin yrBepkneH Ilopsmok OLEHKH COCTOSHUS
3alIMIIEHHOCTH rocynapcTBeHHbIX P B mHOpPManMOHHBIX, TEIEKOMMYHUKAIIMOHHBIX U
nH(pOpMaITMOHHO-TeIeKOMMYHUKamoHHbIX — cuctemMax ([lopsmox) [1]. Ilom mpomeccom
OLIEHMBAHUSA 3allUIIEHHOCTH rocyaapcTBeHHbIXx WP (mporecc oleHku) B MH(GOpPMAIMOHHBIX,
TEJIEKOMMYHHUKAIIMOHHBIX U HH(OpManMoHHO-TeleKoMMyHUKalMoHHbIX cucremax (UTKC),
cornacHo [1], ciexyer moHMMAaTh COBOKYIIHOCTb MEPOIPHUATHH, HAIIPaBIECHHBIX HA BBIABICHUE
yrpo3 rocyaapctBeHHbIM NP 0T ocyiiecTBieHns HecaHKIMOHMpoBaHHBIX naerictBuii B UTKC.
CornacHo [1], 0ObEeKTOM OLICHMBAHMS 3alUIIEHHOCTH SBISAETCS COCTOSIHHE 3aIIMIIEHHOCTH
rocynapctBeHHbIXx WP, kotopwsie oOpabateiBatorcsi B WTKC, He3aBHCHMO OT HaJIW4us
KOMIUIEKCHOM cucTteMbl 3ammthl nHpopMmanuu (KC3UW), xoTopas oCyIIecTBISeTCS C IIEJbIO
BBISIBJICHHA CyLIecTByOIuX yrpo3 rocyaapctBeHHsIM WP B UTKC wu sBnserca coctaBHOU
gacTel0 Mep 1o 3amure wuHpopmanuu. OTBETCTBEHHOCTh 3a IPOBEACHUE OICHUBAHUS
3alIMIIEHHOCTH Bo3naraercsi Ha [ocymapcTBeHHYIO CIyXOy CIICIHaIbHON CBSI3M M 3aIUTHI
nHpopmaruu Ykpaunsl (["'occnernicsa3p). OaHoM U3 3a7a4 ["occmencBsi3g, B cOOTBeTCTBUM ¢ [1],
SABIISICTCS pa3paboTKa oOImIei MporpaMMbl U METOIUKH OLICHHBAHUS 3alIMIIICHHOCTH B OpraHax
TOCYJapCTBEHHOW BJACTH, OPraHax MECTHOTO CAMOYIPAaBJICHHUS, BOMHCKHX (DOPMHPOBAHMUSIX,
NPEINPUATHSAX, YIPEKACHUSIX U OPraHU3ANUAX HE3aBUCUMO OT ()OPM COOCTBEHHOCTH, a TAKKe
OTJIeJIbHbIE TPOTpaMMbl U METOJMKM OLICHWBAaHUS 3alluiieHHOCTH 3aBucuMo oT Buaa UTKC u
pexuma JocTyna K nHpopManuu, KoTopasi B HUX oOpadarteiBaetcs. Kpome sroro, B Konnenmmu
CO3J1aHMs T'OCYJapCTBEHHOW CHCTEMBl 3aIUThl KPUTHYECKON HMHQPACTPYKTypbl YKpauHbl OT
2017 1. [2] yka3aHO OTCYTCTBHE €IWHOM METONOJOTHMH TMPOBEJIEHHSA OLEHUBAHMUA YIPO3
KpUTHYECKON HHPPACTPYKTYpe.

Onwvim [ py3uu

PaccmarpuBas 3akoHonmatensHyto 6aszy ['py3mm, BakHO oTMeTuTh, uTO B 2010 T. OBLTO
co3maHo AreHTcTBO 1o ooMeHy nanHeiMU (DEA) mpu Munncrepctse roctunmu ['pysun [3]. B
koMmrieteHio DEA BXoauT obecrieueHre KHOepOE30MacHOCTH BCEH MPaBUTEILCTBEHHOW CETH
(3a uckiroueHneM ee BoeHHOW wacth). DEA ycTaHaBimBaeT MHHHMAJbHBIE TPEeOOBAaHUS IO
UHPOpPMAIMOHHOW 0e30mMacHOCTH Ui KpUTHYECKMX HWH(popManmuoHHBIX cucteM. [lofx
pykoBoactBoM DEA ¢ynkmmonupyer KoMmmbroTepHast Tpymma pearnpoBaHus Ha Ype3BblYaliHbIC
curyaunu (CERT) — oHa oTBewaer 3a pearupoBaHue Ha KHOEPHMHLUAEHTHI M HAOJIOACHUE 3a
paboTocrnocoOHOCTRI0 TpaBUTeNbcTBeHHONH ceTh ['pysun. CERT ymonmnomoueHa TpeboBath
JOCTYN K KPUTHYECKMM HH(POPMALMOHHBIM CHCTEMaM WM akThBaM. Ha MexayHapogHoM
ypoBHe ['py3us B 2012 r. patudunuposaia KoHBeHIINIO 0 KHOEPIPECTyMHOCTH, pa3paboTaHHY IO
Coserom EBpomnsl. B 2015 1. Obi1 mpunsat 3akoH [py3un «O mopsiike TUTAHUPOBAaHUS U
KOOp/AMHALIMY TIOJUTUKM HAlMOHANbHOW Oe3omacHOCTH», rae cdepa HHOOPMAIMOHHOMN
O6e3onacHoctu (ctaths 11) BKmrouyaer neicTBUA MO obOecnedyeHue 3alluThl KPUTHYECKHX
nHpopMaimonneix cuctem [4]. Kpome Toro, B suBape 2017 r. Obula TpuHSATA HANMOHAILHAS
Crpaterust mo kubepOe3omacHocTH W TutaH jaevictBuid Ha 2017-2018 rr., rae omHo# W3 3amad
SIBJISIETCSL UCCIIEJIOBAHNE KpUTEepUeB uaeHTuuKanuu u cranaaptos s KUU [5]. Ananusupys
cuTyauuio B [py3uu, MOXHO cHeJarb BBIBOJ, YTO CTpaHa TMOAAEPKUBACT TOJUTUKY
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Esporeiickoro Cotoza (EC) B o6mactu knbepOe30macHOCTH, HO, TaK K€ KaK U YKpauHa, Oyaydu
accormupoBaHHbIM wieHoM EC, Ha maHHBI MOMEHT HE c(hOpMHUPOBAHO CIHCOK 00BekTOB KU
1, COOTBETCTBEHHO, METOJIOB M METOJIUK TI0 WX 3aIUTE.

Onoim CILLIA

B suBape 2014 r. B CIIIA Owinm co3man National Critical Information Infrastructure
Protection Centre (NCIIPC), rmaBHO# 1enbl0 KOTOPOTO SIBJISETCS OIIGHUBAaHUS ypPOBHSI
kubepbezonacHocty B KMU. Tlozxke Obun paspaboran crnenuaibHbii nTokymeHT — NCIIPC
Framework for Evaluating Cyber Security in Critical Information Infrastructure [6] B koTOpoM
MpeayoKeH anroputM oreHuBanus kubepbezonacHoctd B KUU (Puc. 2). 3ror Framework
JEMOHCTPUPYET 5 JTanoB IPOBEAEHHs OLIEHUBaHMS YpoBHS kubepOesonmacHoctu KHUU un
nokassiBaeT poib NCIIP B aToM nporiecce. OnHako, 3Ta CTPYKTypa SBISIETCS] BCIIOMOTaTeIbHBIM
MEXaHU3MOM, HAalpaBlICHHBIM Ha TO, YTOOBI NaTh NPEICTABICHHE O TPOLECCE OINCHUBAHUS
YpOBHS KHOEpOE30MaCHOCTH B paMKaX OTpeIeIeHHON OpraHu3aliy, a He OTPACIIH.

Onvim P®

MunuctepctBo  Poccuiickoit  ®Denepanmuu 1Mo jgenaM  TPaKJAHCKOW  OOOPOHBI,
Ype3BbIUAHBIM CUTyalUsM U JIMKBUAALUM TOCIEACTBUN CTUXUMHBIX OencTBUM paszpaboraino
«MeToanyeckre PEeKOMEHIALMH 0 OLEHKE 3alIMIIEHHOCTH KPUTHYECKU BaXKHBIX OOBEKTOB
(Pexomennaruu P®) [7]. B Pexomennanusix PO oneHMBaeTCsl COCTOSIHUE 3aIMTHI KPUTUYECKH
BaXXHbIX OOBEKTOB IO YPOBHIO peasin3alli¥ MEpPONpPHUATUI MOBBIMIEHUS HX 3allMIIeHHOCTH. B
Pexomennanusax P® noj 3amuméHHOCThIO 0OBEKTa TOHUMAETCS COCTOSHUE (CIIOCOOHOCTD), IPU
KOTOpPOM IIPEJOTBPAILAIOTCS, IIPEOAOJIEBAIOTCS WM IIPENEIbHO CHIKAIOTCS HETaTUBHBIC
MOCJICACTBUSI BO3HUKHOBEHHMS TMOTEHIHAIBHBIX ONACHOCTEM OT yrpo3 TEXHOTEHHOTO,
MPUPOTHOTO XapaKTepa U TePpOpUCTHIECKUX mnpossieHuil. Ognako, B Pekomenganusx PO non
3alIUTON KPUTHYECKH BaXKHBIX OOBEKTOB TOHMMAIOT TOJBKO (hr3ndeckoe WM WHKEHEPHO-
TEXHWYeCKas 3amuTa. JTo o0ycioBieHo TeM, 4tro WP u wmHpopmanmonHas cucrema He
CUNTAETCS KPUTHUECKU BaKHBIM OOBEKTOM.
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PHASE - |

(Identify Infrastructure and Existing
Security Controls)

*Organizational Structure
*Asset Owners

*Systems

*Networks

*ICS/SCADA

*Services

sinterdependencies

oCriticalities . PHASE -1l
(Assess /Evaluate Existing

Security Controls)

oVulnerability-Threat-Risk
Assessment

sPolicies, Procedures and
their implementation

*Audit Processes

*SOC/NOC Processes

*[T-OT Convergence

*BCP/DR

NCHPC
-Assistance in all steps

- Review of Compliance

- Advisory/ Alert/
Actionable Information

PHASE - IV (Verify \ PHASE - Ill
Security Controls | (Implement New
(Audit)) Security Controls)

Puc. 2. Cxema ouenuBanus kudepoezomacnoctu B KU [4]

Pesynomamor nayunvix uccredosanuii 8 oonacmu 3auwumol KUH

Hesoiitr f.B. B nuccepramuonHoii pabore [8] paspaboraia MeTOA OlECHUBAHUS
3ammieHHoctd VI[P Ha oOCHOBe HCClIEIOBaHUS HWCTOYHHMKOB yrpo3 HMH(POPMAIMOHHON
Oe3zomacHocTu. B pabore ObLIM pemieHsl CleAyIOmMe 3agadd: 10 COBOKYITHOCTH Haubosee
OIACHBIX Yrpo3, Ha KOTOPBIC JOJDKHBI OBITh HalpaBlICHBI MEPBOOYEPEIHBIC MEPHI 3aLIUTHI, —
c(OPMHUPOBAHO COBOKYITHOCTH TIap «YIP0O3a-ysI3BUMOCTB; [0 COBOKYITHOCTHU CJIOKHMBIIMXCS Map
«yrpo3a-ys3BUMOCTb» — ONpeAeNseTcs WHAeKC 3amuieHHoctd WP u  Bbrumcnsercs
KOMIUIEKCHBIM IMOKa3aTelb WX 3alluieHHOCTH. O/HaKo, B JaHHOM METOJE HCIIOJIb3YeTCsl He
HOJIHBIN TIepeueHb Yrpo3 M YSA3BUMOCTEH, 4TO HE MO3BOJISAET Y(PPEKTUBHO MOBBICUTH YPOBEHBb
obecrnieueHns: HHGOPMAITIOHHOW 0€30MaCHOCTH.

SHayk B.A. pa3paboTan METOIUKY OLCHUBAHUS 3aLIUTHl HHPOPMAIMOHHBIX JIOKAJIBHBIX
00BEKTOB CHCTEMBI dIEKTPOHHOTO yrpasieHus [9]. MccnenoBarens onpenenseT 3h(HeKTHBHOCTh
3alIUIICHHOCTH WH(POPMAIIMU JIOKAJTBHBIX 00BEKTOB CHCTEMBI SJIEKTPOHHOTO YIPABICHUS Yepe3
3¢ (HEeKTHBHOCTL KOMILIEKCA MEp IO 3alluTe WH(MOPMAIMH JOKAIBHBIX OOBEKTOB CHCTEMBI
9NIEKTPOHHOTO YNPAaBJICHUS W OICHHWBAET CTENECHb 3AlIUIICHHOCTH WH(OpMAIMH JOKaJbHBIX
00BEKTOB CHUCTEMBI 3JIEKTPOHHOTO ympaBieHus. OmHako, aBTOp HE aJaNTHPOBAJ yKa3aHHYIO
METOJMKY JUIs OIEHKH S((EKTUBHOCTH 3aIIUTH MH(pOpManuu B MHGOPMAIIMOHHON cHcTeMe B
0000IIEeHHOM ClTydae, HarpuMep, U OleHKH 3(p(HEeKTUBHOCTH COCTOSHUSA 3aIUTHl HH(POPMALIUU
o0BekTa -cepa-oTpacis OOIMECTBEHHON JESITEILHOCTH TOCYIapCcTBa, a TAKXKE JUIS OIICHUBAHUS
COCTOSIHUS 3aIIUTH HH()OPMAIIMU B TOCY/IapCTBE.

BypekoBa E.B. wmccnenoBana 3agaud OIGHWBAHUS 3aIUIICHHOCTH HH()OPMAIMOHHBIX
CHCTEM IepCOHANbHBIX NaHHBIX [10]. ABTOpoM ObLTa pa3zpaboTaHa cXeMma JTamoB OLEHKH
3aIIMIIEHHOCTH MEPCOHATBHBIX JaHHBIX B MHPOPMAIMOHHBIX CHCTEMaX, OJHAKO B ATOH padore
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Oosiblilee BHUMaHUE yJenseTcs 3aluTe caMoi nHpopMalnoHHOM cucteMsl, a He UP; a Taxoke He
UCCIIEAYIOTCS OCHOBHBIE XapaKTePUCTHKHA HH(OPMAITHH.

B pabore EBceeBa C.II. mpemmokeHa METOMOJIOTHS OIICHUBAHHSA O€30MaCHOCTH
MHPOPMAIMOHHO-KOMMYHHUKAIIMOHHBIX ~ TEXHOJIOTMA HA TPHUMEpPEe aBTOMAaTH3MPOBAHHBIX
0aHKOBCKMX CHCTEM, KOTopas Oa3upyeTcsi Ha KOHLENIMH CTPATETHYECKOTO YIPaBICHHS
Oe3zomacHOCThIO  yKkazaHHBIX cuctem [11]. Ilpemmaraemas KOHIENIUS  TMpeATIONaracT
CHUHEPTeTHYECKHI TOAXO0J K BBIOOPY Hambosiee S(P(GEKTHBHBIX HANMPABICHUH IOCTIKCHHS
MOCTABJICHHBIX IIeJeld KHOepOe30macHOCTH C y4YeTOM BEIMYMHBI PHCKA Ha KaXKIOM YPOBHE
MOJIENIA CTPATETUIEeCKOTO yrpasiieHus. [10100HbI BBIOOP TO3BONSET KOMIUIEKCHO TPOBOINUTH
oTOOp aNbTEpPHATHBHBIX BapUAHTOB BO3MOXKHBIX CTPATETHYECKUX PEIICHHH II0 BOIpPOCAM
kubepoOe3onacHocT. OIHAKO, TPEITIOKESHHAS KOHIICTIINS OPUEHTUPOBAaHA MCKIIOYUTEIBHO Ha
OaHKOBCKUI CEKTOp, HE SBISETCS YHMBEPCAJbHOM W HE MOMKET HPUMEHAThCSA Ul JPYTrux
otpacneit KNU.

l'ono6opoasko M.IO., Kypuenko A.A. u Kupuc A.C pazpaboranu MeToa YHUCIOBOH
OLIEHKH YPOBHSI 3alUIEHHOCTH MH(OpPMAIMM B CETMEHTE KOPINOPAaTHMBHON MHGOPMAaLMOHHON
cuctembl [12]. B wuccienoBaHMu HCNONIB30BAH BEPOSTHOCTHO-CTATHMUECKUN IOAXON, IPHU
KOTOPOM HE yUYUTBIBAETCS AMHAMUKA U3MEHEHMs 3HAYEHMH BEPOSATHOCTb YIPO3 M YA3BUMOCTH
uHpopmarm Bo BpeMmeHU. OIIEHUBAIOTCS TakXKe alpUOpHBbIE OKUJAaeMble 3HAYEHUs
BEPOSATHOCTH HapYyILIEHHs 3alUIEHHOCTH nHpopmanuu. OJHaKO, AJ MOTydYeHUs UHPOpMalny,
HEOOXOIUMOHN A pacyera NPUBEAEHHBIX IOKa3aTeled Meroja, 00s3aTeNbHBIM YCIOBHEM
ABISCTCS HAJIM4YME CHUCTEMbl MOHMTOPHHIrAa JEATENbHOCTH HWH()OPMAIMOHHON  CIIy>KObI
MPEANPUITHS.

Cunopenko B.H. pazpaborana Metos orieHKH YpoBHS krbOepOe3omnacHocTH [ 13], KoTopblii qaet
BO3MOXKHOCTb ~ PAacCUMTaTh KOJNMYECTBEHHBIC IMApaMeTpbl, XapakKTEPU3YIOLIME 3allMIICHHOCTD
onpenenerHoi oomactu wm KU rocynapersa B mienom. OHako, B JaHHOH paboTe, TIpH pa3padoTke
METOIMKH HE TPHHUMAJINCh BO BHUMAHHUS XapaKTEPUCTUKH HWH()OPMAIIMK U BIMSHUS YETOBEYECKOTO
(akTOpa Ha CUTYaIHIO.

Uccnenorarensmu Soon-Tai Park, Jong-Whoi Shin, Bog-Ki Min, Ik-Sub Lee, Gang-Shin
Lee um Jae-Il Lee Oputa mpemioskeHa METOIMKA OIEHUBAHUS YPOBHS HWH()OPMAIMOHHOMN
6e3onacHoctu 00bekToB KMU [14], KOTOpas BKIOYAET MPOLEAYPHl IUIsI W3MEPEHHS yPOBHS
0€30MacHOCTH OPraHU3alWH U MOJyY€HUE YPOBHS 3pPEIOCTH IyTEM aHaIM3a AaHHBIX. ABTOpaMu
ObUIM CO3/1aHbl KOHTPOJbHbIE CIUCKU id 12 Kareropuil ympaBieHHs, KOTOpble OyIyT
OLICHUBATHCA Ha MATH ypoBHAX. Ha ocHoBe moxenu uzmepenus 3penoctu SSE-CMM u SP800-
26, mpemiaraemble TSATh YpOBHEeH Obuln pa3paboTaHbl B KadecTBE KOHTPOJbHBIX. Jlanee
CepTU(GUUUPOBAHHBIMU ~ ayUTOPAMU TPOBOJUTCS 3aIOJHEHHs KOHTPOJIBHBIX JIMCTOB MU
BBICTABJICHUS OLGHKM 1o 12 karteropusaM. Kak TOJbKO pe3yiabTaThl OLEHKH OyAyT
MOATBEP>KJIEHBl, OLIEHKH JUI1 KaKIOr'0 3JIEMEHTa YIPABICHUS PACCUUTHIBAIOTCS IJIs OLEHKHU
ypoBHA HHGOpPMALMOHHOM Oe3omacHocTH opraHuzauuu. OpHako, JaHHas METOAMKAa He
yanThiBaeT crenuduky orpacieii KUU u ecth 0a30BbIM ayauTOM YpOBHS MH(DOPMAIMOHHON
0€301acHOCTHU MPEANPUATHSL.

B T1abn. 1 oroOpakeHbl pe3ynbTaThl aHajln3a IOAXOJOB M METOJOB OLIEHMBAHUS
sammméanoctd P B o6wexkrax KNUU mo takum kputepusiMm: SS — y4eT crmocoOOB W CpPesCTB
kubepoezonacHocty; ICT — yuer ummuiementarmum WKT; QP — BBIBOX KOJMYECTBEHHBIX
nokazateneit; CIIP — onenuBanme otpacneit KWMU; UN — yamBepcampnocth; HF — yuer
9eI0BEYEeCKOro (akropa mpu oreHke; [P — ydger xapakrepucTuk 0e30mMacHOCTH WH(POPMAILUH
(OCHOBHBIX W JIOTIOTHUTEIHHBIX ).

TTogxomel 1 METOABI OIICHUBAHUS
samuménnoctd UP B o0pexTax KU
Tab6muma 1
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Kp 4 SS ICT QP CIIP UN HF 1P
HazBaume
MeToaa
NCIIPC Framework + + - - + + -
Pexomennamun PO + + + + - + -
Hesoiit A.B. - - + - + + -
Anuyk B.A. - + + + - - -
byprkoBa E.B. - + - - + - -
EBcees C.I1. + + - -
I'omo6opoasko M.1O.,
Kypuenko A.A., + + + - + + -
Kupuc A.C
Cunopenxo B.H. + + + + + - -
Soon-Tai Park,
Jong-Whoi Shin et al ) * + ) + * -
BrIBOaBI

TakuMm 00pa3zom, B 1aHHOW paboTe MPOBEJIEH MHOTOKPUTEPHANILHBIM aHAU3 MOAXO0/I0B U
MeToZ0B oneHuBanus 3anuméanoctu MP B o6bektax KMU. YcranosiaeHo, 4TO Ha CeroHs He
pa3paboTaH YHHUBEPCATBHBIM METOJ OICHWBAHWS, KOTOPHIM YYUTHIBAET BCE KPUTEPUU IS
KaueCTBEHHOIr0 oneHumBanug sammiénnoctd MP  ob0wexkroB KHWM. B pganpHeHmmx
HCCIICIOBAHMSAX, C YYETOM pe3yJbTaToB 3TOH paboThI, IUIAaHUpyeTcs pa3padoTaTh METOJ
OIICHWBAHWs, KOTOPBIA Oy/JeT y4YUTHIBATH OCOOCHHOCTH WH(GOPMAIMOHHON COCTABJSIOMIEH M
IMO3BOJIAT OIeHUTH 3amuméanoctu P oosexros KMN.
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ABSTRACT. This article presents the secure authentication in cloud technologies and determining
vulnerabilities in the algorithms. The research performs the development direction of the
authentication protocols and their analysis. It is needed to identify the legislation and standards in the
research field. After that, the threats investigation is the most crucial part, as we need to protect all
vulnerable elements in the authentication process. The importance of such research is the rapid growth
of the cloud technology industry. The result is offering new methods in the authentication algorithms.

Keywords: authentication, protocols, confidential information, secure connection,
information security, cloud services, cybersecurity, threats, data storage, legislation, authentication
algorithms, data protection.

1. Introduction

The term cloud services is a full category that encompasses the myriad IT cloud-based
resources provided over the internet. Cloud-based means giving different services over the internet
and all you need for accessing them is a connection to the internet and device that can do it.

The usage of cloud services has become associated with everyday cloud products, such as
software as a service (SaaS), platform as a service (PaaS) and infrastructure as a service (IaaS).
Examples of cloud services include online data storage (like google drive) and backup solutions,
Web-based e-mail services (like Outlook Mail on the Web), database processing (like some tools in
SPSS), managed technical support services and more.

As you can see, there are a lot of tools that cloud services can offer. That is why more
companies and people at all decide to use them. The most challenging question here is protection the
authentication process. The pieces of evidence of this are the papers written by different scientists
around the globe like Deepanshu Goyal, M. Bala Krishna “Secure framework for data access using
Location-based service in Mobile Cloud Computing”, J. Angela Jennifa Sujana, T. Revathi “Ensuring
Privacy in Data Storage as a Service for Educational Institution in Cloud Computing”; Mr. Santosh
P. Jadhav, Prof. B. R. Nandwalkar “Efficient Cloud Computing with Secure Data Storage using
AES”; Dimitrios Zissis, Dimitrios Lekkas “Addressing cloud computing security issues”; H A
Dinesha, V K Agrawal “Multi-level authentication technique for accessing cloud services”; Slawomir
Grzonkowski, Peter M. Corcoran, Thomas Coughlin “Security analysis of authentication protocols
for next-generation mobile and CE cloud services Sign In or Purchase” and more.

The authentication into the cloud services has the following features:

» Every company will have its identity management system to control access to information and
cloud services. Cloud providers either integrate the customer’s identity management system
into their infrastructure, using federation or SSO technology or a biometric-based
identification system or provide an identity management system of their own.

* CloudID provides privacy maintaining cloud-based biometric validation. It leads the users'
confidential information to their biometrics and stores it in an encrypted appearance. Making
use of a searchable encryption technique, biometric identification is performed in the
encrypted domain to ensure that the cloud provider or attackers do not get access to any
sensitive data.
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» Data confidentiality is the attribute that data contents are not accessible or disclosed to
unauthorized users. Outsourced information is stored in a cloud and out of the owners' direct
control. Only authorized users can access the sensitive data while others, including CSPs,
should not gain any information about the data. Meanwhile, data owners expect to utilize
cloud data services fully.

» Access controllability means that a data owner can perform the selective restriction of access
to his data outsourced to the cloud. Authorized users can be authorized by the owner to access
the data and others cannot reach it without permission. Only the owner in untrusted cloud
environments must control the access authorization.

» Data integrity demands to maintain and assure the accuracy and fullness of data. A data owner
expects that their data stored in the clouds has to be stored correctly and reliably. It means that
the data must not illegally interfere, somehow modified, consciously deleted, or maliciously
faked. If any undesirable operations damage or remove the data, the user should be able to
identify if something went wrong.

The resulting methods allow minimizing the risks in the authentication process. It shows that
topic of research devoted to the vulnerabilities in the authentication algorithms to the cloud services
is urgent.

The results reveal the importance of the law background in the information security at the
national level. It has demonstrated the need for secure connection to add more methods of the
authentication. In addition, users have to use the most convenient tool for the accessing on their
devices.

2. Formulation of the problem

This paper presents the secure authentication in cloud technologies and determining the
vulnerabilities in the algorithms. The research performs the development direction of the
authentication protocols and their analysis.

The object of the study is the threats of the authentication in cloud technologies. The subject
of research is vulnerabilities in the authentication algorithm. The analysis based on the comparison
of the protocol, synthesis of the main features and reviewing the results.

It was determined the following tasks for achieving the goal:

- Analysis of the legislation in cloud services security.

- Identifying the threats of the authentication process to the clouds.

- Study of the vulnerabilities in the current authentication protocols.

3. Data protection law in the cloud services

It is essential to find a way to settle all aspects of the dispute that can be everywhere. We
cannot avoid this regulation in the cloud technologies, as a lot of people decide to use this storage
method instead of hard drives.

We can find in Ukrainian law only general thesis that international society requires. Here it is
the law about information (02.10.1992), about the State Service for Special Communications and
Information Protection of Ukraine (23.02.2006), about information protection in the information and
telecommunication systems, about government secrets, etc. If we analyze all these documents, we
can find only general terms that can protect nobody. Such tendency creates an excellent place for
cybercrimes.

However, such situation has a place not only in Ukraine, but it also has a place in more
countries that it should be.
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Much can be learned from countries that have been able to reduce threats in clouds. Such
states are the UK, US, Germany, and Japan.

The legislation creates a legal a basic structure underlying a concept to resolve the
progressively frequent severe disagreements between the United States and foreign countries over
access to outside data stored. The fundamental legitimate question is that of external jurisdiction
which the legal system of one country can extend to another country. Examples of such areas include
terrorism and piracy.

Policy in this area tends to focus on moving government agencies to cloud services. One
example is the Cloud First Initiative, launched by former US government CIO Vivek Kundra, which
aimed to cut waste and increase efficiencies within the US federal government’s technology services
by reducing government IT expenditures by US$4 billion dollars over the next two years. As one
result of this initiative, the General Services Administration, the federal government’s procurement
agency, has developed some resources to assist government agencies in procuring cloud services.
More recently, President Trump recently signed an Executive Order on cybersecurity mandating that
federal systems move to the cloud.

The act amended US law to make clear that law enforcement warrants can apply to data that
the United States based technology corporations have stored anywhere in the world. It also gives
those enterprises the right to challenge these licenses based on the privacy laws where the data are
stored.

British data protection laws make the UK one of the best places in the world to adopt cloud
computing services, according to new research. The yearly ranking is designed to help countries find
an equivalent for their current policies and identify the following levels for increasing adoption of
cloud computing. Researchers referenced Ministers' decision to incorporate the EU's General Data
Protection Regulation into UK law as a critical reason for the UK rising the rankings.

Researchers referenced Ministers' decision to incorporate the EU's General Data Protection
Regulation into UK law as a critical reason for the UK rising the rankings.

The German authorities have recently developed specific regulations on IT security
requirements. According to them [Directive 2015/2366/EU] the basis of the technical standards on
authentication and communication developed by European Banking Association (EBA) under section
98 of Directive 2015/2366/EU:

“The personalised security credentials used for secure customer authentication by the payment
service user or by the payment initiation service provider are usually those issued by the account
servicing payment service providers. Payment initiation service providers do not necessarily enter
into a contractual relationship with the account servicing payment service providers and, regardless
of the business model used by the payment initiation service providers, the account servicing payment
service providers should make it possible for payment initiation service providers to rely on the
authentication procedures provided by the account servicing payments service providers to initiate a
specific payment on behalf of the payer.”

This statement concerns only banking, but it can be implemented for cloud services.

To sum up, we can see the tendency of regulation the authentication process in the banking,
but not the cloud services. That is why it is needed to implement the best solutions to protect user’s
theft while the authentication process into the clouds.

4. Authentication process threats in the cloud technologies

The authentication process becomes not useful in case of users’ lost, forgeting or damaging
their authentication key, which depends on the authentication method. It has a significant impact on
the safety of the authentication system in the clouds.
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CSA asked experts to compile professional opinions on the most significant security issues
within cloud services [CSA]. The experts think that the primary reason for the lousy tendency for
cracking the cloud services is higher strategic decisions by executives in cloud adoption.

According to the report, the main threats are data cracking, lack of access management,
insiders, misusing the cloud services, vulnerabilities in the shared technologies. A data violation
might be the primary objective of a targeted attack or just the result of human error, application
vulnerabilities, or poor security practices that are used in the system. The enterprises’ cloud-based
data may have the material or monetary worth to different parties for different reasons as well.

A data violation is an incident where confidential information is broken, viewed, stolen or
used by an unauthorized user.

Cloud service providers reveal a set of application programming interfaces (APIs) that
customers use to maintain control over the cloud technologies and interact with them. The security
of these underlying APIs determines the safety and accessibility of main cloud services. If providers
are not careful, an attacker with access to the key can cause a denial-of-service or rack up fees on
behalf of the victim [Insecure API]. They need to be done or planned with a protecting purpose against
the accidental and malicious make an effort to achieve the circumvent policy.

System vulnerabilities mean dupable bugs in programs that attackers can use to gain access to
the computer system in motivation to steal the data, taking control over the network or interrupting
service operations. Weaknesses over the components of the operating system like Kernel, system
libraries and application tools that put the security at high risk.

Everybody who connected to the cloud service management system can read, modify, and
delete data; issue control level and management operations; monitoring the data in transit or release
ransomware that is convinced to go from a reliable source. In the end, insufficient identity, credential,
or critical controlling can enable unauthorized access to data and possible extremely unfortunate
damages to all parties.

Attack methods such as phishing, fraud, and exploitation of software vulnerabilities still are
used and successfully here. Cloud solutions are no exception. These types of stealing are widely used
here as well. If an attacker gains access to the user’s credentials, they can monitor the activities and
transactions in the account, change data, misuse confidential information and redirect the customer
to unlawful web-pages.

All types of attack can be successful because of the weak authentication algorithm.
Authentication protocols differ from the protection methods they provide against assaults [Hickey K.
Dark cloud].

The insider threat is a real potential risk, as it can be anyone who works for the company. An
insider, such as an auditor, can access potentially sensitive information. An everyday basis is
attacking the employer’s cloud applications and functions. Revenge might motivate these people.
Overall, the ‘inside job’ is responsible for most cloud computing security woes. Enterprises have to
become proactive in finding solutions to their security threats to protect their sensitive information
[INSIDER THREATS].

Data stored in the clouds can be lost for reasons other than cyber attacks. The data can be
physically removed from the storage server or building, where this server is located, can be destroyed
by earthquake, fire, etc. However, these type of catastrophes can be prevented, and protection
methods have to be implemented.

Enterprises often struggle with identity management as they try to set aside permissions
appropriate to the employees’ job. The crucial mistake is that they forget to remove user access when
a job position changes or a user leaves the organization at all. Such behavior can lead to different bad
consequences.

One more critical threat is lack of diligence. It is about the confirmation of the information
that has been submitted to the service providers and the validation of the given back information by
the services providers. It creates with all benefits a lot of risks [CLOUD SERVICE VENDOR].
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As well as ransomware attacks are successful, so are Denial-of-service (DoS) attacks. More
cloud services come into usage, the more DDoS attacks on them will become more ordinary and daily
[As cloud use grows].

In conclusion, we can see that many threats caused a lot of risks. Some of them are data losing,
damaging the buildings, appearing the insiders, misusing the confidential data, the personal discredit,
cracking the network, unauthorized transactions. And based on these risks, it is possible to find the
best method to protect the authentication process in the cloud services.

5. Methods of protection and authentication protocols

According to the identified risks, it is crucial to determine the methods of protection.

Considering that cloud service is using over the Internet, the most proper method is having
the user turning extra to the traditional username and password pair. From this point, it is
recommended to use one or more of the techniques as:

* Physical token;

» Digital certificate;

* Biometry;

*  SMS password confirmation.

Encryption is a well-known technology that can keep under control the access, and its use has
been demonstrated its ability to provide data useless to those who do not have the key. It is
exemplified by the uselessness of encrypted information and hashed passwords to cybercriminals.
The cryptography is an excellent power in protection data, and it is standardized [The Impact of a
Data Breach].

Multifactor authentication systems — smartcard, one-time password (OTP), and phone
authentication. This form of authentication helps address password theft, where stolen passwords
enable access to resources without user permission. Password theft can manifest in common network
attacks, such as “pass the hash.”

The Cloud Security Alliance has developed the most effective ways of the cloud protections.
Here are some methods [DEVELOPMENT OF AUTHENTICATION PROTOCOLS 1:

1. Data storage. Encryption

Encryption is one of the most effective ways to protect data. The provider gives access to the
data must encrypt the customer information stored in the data center, as well as, if not necessary,
irrevocably deleted.

2. Data protection during transmission

Encrypted data during transmission should be available only after authentication. Data cannot
be read or modified, even if accessed through unreliable nodes. Such technologies are quite known,
providers have long used algorithms and reliable protocols AES, TLS, IPsec.

3. Authentication

Authentication - password protection. For higher reliability, tokens and certificates are often
used.

4. Isolation of users

Using an individual virtual machine and a virtual network. Virtual networks must be deployed
using technologies such as VPN, VLAN, and VPLS.

Credentials and cryptographic keys must not be implanted in the source code or are given a
share in public facing repositories such as GitHub because there is a significant chance of the misuse.
Keys need to be appropriately hidden and secured; that is why a well-secured public key infrastructure
(PKI) is required in order to ensure key-management activities are accomplished.

As the lack of diligence is a significant threat to the cloud solutions, there are some points to
fix the situation [CLOUD SERVICE VENDOR]:
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- Asked to prove the cloud service provide their reliability using the free trial version and
ceasing from storing essential data.

- Reading the feedback from customers of the chosen service provider.

- Visit service provider site

- Regular providing the audits (compliance and security)

As for Denial-of-Service attacks, the only solution is to use automated tools to spot and defend
the core cloud technology from this type of attacks. Further, the tools will become better, that will
help to prevent such threats.

Now, modified versions of old protocols are used around the world, which makes it possible
to improve the algorithms already developed and make them more cryptoresistant.

In recent years, enterprises want to get convenient and flexible information infrastructure
through the cloud computing. However, information security issue of cloud computing has been one
of the thresholds for the enterprise to adopt cloud computing. The enterprises began to deploy a
private cloud to solve the cloud security issues. SSL virtual private network (VPN) gateway is a
solution for the enterprise to access private cloud services securely. There are two main types of SSL
VPN gateway, i.e., SSL Portal VPN and SSL Tunnel VPN.

IT administrators may integrate existing account of active directory or lightweight directory
access protocol (LDAP) to SSL VPN gateway. Therefore, IT administrators can easily configure SSL
VPN gateway to control the different groups of users which can use what kind of resources and
applications. Besides, SSL. VPN gateway provides a mobile one-time password (MOTP) to enhance
security authentication.

Here are some methods of protection the cloud attacks while implementation of the protocols:

* request-response, timestamps, random numbers, identifiers, digital signatures have to be

used;

* the administrator must establish the result of the authentication, e.g., exchange secret

session key will be used for the connection with the user;

» the new authentication must be initiated during the reconnection.

As we are passing our data through the internet, we need to check that our data is secure not
only in storage but also when it is transmitted through different channels. The network security
parameters should be considered to achieve the goal. Firewall and gateways should be set up
appropriately to avoid hackers entering and stealing valid data. We also need to make use of secure
communicating layers and protocols to prevent data loss by violator. The expert can use the secure
socket layer for communicating. Other options include HTTP over SSL which is called HTTPS.
Another alternative to HTTPS is secure HTTP (SHTTP). Depending on what kind of security
mechanism we need to deploy for our application, we should decide on the communication protocols
considering its pros and cons.

Here are some methods of protection the cloud attacks while implementation of the protocols:

* request-response, timestamps, random numbers, identifiers, digital signatures have to be

used;

* the administrator must establish the result of the authentication, e.g., exchange secret

session key will be used for the connection with the user;

» the new authentication must be initiated during the reconnection.

There are other methods of authentication:

1. Server SSH/RDP proxy.
2. Two-factor authentication.
3. Kerberos.

4. LDAP and SAML.

5 Single Sign-On.

Finally, it has demonstrated the need for secure connection to add more methods of the
authentication. Besides, users have to use the most convenient tool for the accessing on their devices.
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6. Approbation of research results

The results can be used for creating new authentication algorithms. That consider all strong
sides in the current authentication solutions and strengthen the weak parties.

The research shows a massive number of vulnerabilities, and with the development of the
cloud, it is clear that weaknesses will increase.

7. Conclusions

We can see the tendency of regulation the authentication process in the banking, but not the
cloud services. That is why it is needed to implement the best solutions to protect user’s theft while
the authentication process into the clouds.

The research has demonstrated the need for secure connection to add more methods of the
authentication. Besides, users have to use the most convenient tool for the accessing on their devices.

Frist, it is easily perceived that simple password authentication should be supplemented in
other ways. Second, with the advent of a large number of devices, users need to use a reliable way to
authenticate these devices. Finally, each user, developer, and provider have to care about the security
of the data they are using.

In this article, the method of protection must contain not only practical usage but consider all
weaknesses of the platform — the cloud solutions. The research shows that there are o lot of
vulnerabilities that have to be fixed. Since the hackers for unauthorized access to the stored data can
use them.
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ABSTRACT. Providing the functionality of the security system of any modern
information system is relevant in every conceivable environment and in all areas of
human life. Solving the problems, which encountered in relation to protection of the
information, is a complex process, which is based on the system method that is used
to create an integrated system of protection information. For developing a model of
information security, we will assume that the intended purpose of the system consists
of the sequential or parallel execution of tasks that provides the reliable functioning
of all elements of the system. It suggested raising of task and different models of
evaluation of informative strength of the system security. For the decision of task
application of methods of theory of decision-making and artificial intelligence is
envisaged

Keywords: information system, security level, integral security level

The problem of providing information security is important and currently central due
to the intensive development of technologies and increased competition in market
environment and international relations. Providing the functionality of the security
system of any modern information system is relevant in every conceivable environment
and in all areas of human life [1]. Solving the problems, which encountered in relation
to protection of the information, is a complex process, which is based on the system
method that is used to create an integrated system of protection information [1]. The
quality of the functioning of the information security system depends on the quality of
the functioning of the system elements. Therefore, model-based analysis of the integral
level of the security of the information system is an actual strand of research and also
an assessment of the quality of the functioning of the system elements, which is a
reliable mechanism for determining the level of security of the information system
generally .

For research investigation of the functioning of systems such models as
theoretically-gaming, probabilistic, graph and matrix models are traditionally used [2].
For the assessment of the quality of the functioning of a complex information system,
we will apply the tasks of collective ordering of objects, which is a wide class variety
of tasks for modeling of practical situations in various subject areas [3]. Among the
tasks of the adoption of decisions , the problem of organizing objects is distinguished
by a large number of specific applications and is relevant as ever .

It should be reminded that a complex information system consists of hundreds of
elements that complete thousands of tasks and can have different nature: for example,
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providing information security of the system, maintaining the survivability of the
information system, timely diagnosis of economic security, determining the level of
physical security, a map of business processes organization, algorithms of interaction
of some hierarchical system, etc.

Problem definition

For developing a model of information security, we will assume that the intended
purpose of the system consists of the sequential or parallel execution of tasks that
provides the reliable functioning of all elements of the system. Let us suppose that

* = : aese -
there is the resultant (aggregated, collective) seriation 7 of tasks R*=(a;, ,a,n),

el =1l,.. ; L : : .
A { T n}, J €1, which is based on some logic conclusions that characterizes the

processes of functioning of some information system. This seriation R * is based on
the individual ordering of tasks that are accomplished k by the elements of the system

Ri = (a1i>"'9ani)> ieJ = {1,..., k}, l’ll-,i € J,—

where are the numbers of tasks in

the individual ordering that are accomplished by the [ = elements of the system. Let

us denote that Aied, -subset of tasks that are accomplished by the J ™ element

of the system.

Considering that R * represents the logic of solving a collective problem, tasks
in the individual segregation could have indices , which are out of phase with the

a2>-a5za1

o - .. :
positive integers .For example, tasks %6 have conditional segregation

1 . ~ .. . 2
R’ at the same time tasks @4 = d3 ® d7pave conditional segregation R” .The

enumeration of tasks of the comlex of the information security emphasizes on the
sequence of tasks in the functioning of the system.In the event if it is indicated that

a,.>aj,i,jeJ

ratio in tasks is when > this means that in order for the system to

. : : a4, =Rda,
function properly, these tasks must be realized consistently. In the event if 72
ijeJ, the tasks of ensuring the qualitative functioning of the system could be
realized in a parallel way.

For this purpose ,tasks which are realized by various elements of the system and

n=3n,

are not duplicated, i.e i/ —.e each task in the system is unique and each task

i ho_ .
in the segregation R * appears only one time : At A =i eJ , where -

the empty set.
Each task of providing qualitative and secure functioning of the information

A= {al,...an}

system from the set of tasks is characterized by two parameters:
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i the face value of fulfilment or nominal demand for resource , iel ;

i~ the nominal time of fulfilment , iel

The nominal resource requirements, particularly , price and time of completing
the task, are the same values that are acquired during completing information security
task routinely- - when it is realized by a system element that completes the task
according to the a priori approved staffing schedule and none of the elements of the
system is capable of completing this task better,besides it. For specific applications,
the maintenance of a reliable operation of the information system could have additional
options, but we will take in account this region under consideration according this work

During the realization of I~ task J~ component of the information system , it
is known:

j _ . .
€ the real price of this task, iel, jeJ,

S _ iel, jeJ
g the real time of completing the task, J
Each component of system routinely complete the tasks ,which are estimated for

it and has limited capabilities for completing all of its subset of tasks:

J _
N

Jed (1)
D =T,
aj ed’ for \V/],] eJ ' (2)

The remarkable thing is that for some tasks it could be some restrictions,

Dt/ =T,
ajed’ ] eJ

when for each element of the system or group of elements are applied limits on
resources for the time of completing the task. When approaching these limits, the
quality of providing information security of any element of the system is significantly
reduced and appear threats to the information security of the entire system.

Restrictions (1) are the appraisement of completing the tasks as an element of the
information system - an employee's analogue in the simulation of business processes,
and restrictions (2) are limited by time-an analogue of the monthly norms of the number
of working time in the functioning of organizations.

During the fulfilment of normative tasks, determined by the nominal tactical and
technical characteristics of the information security system, the needs of the system
and its elements in resources (1) - (2) are constant, and the quality of the tasks

performed by all subsystems and the system as a whole is 100%. In practice, the
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providing of such situation requires the usage of substantial resources and in some
cases, is unattainable.

Nominal tactical and technical characteristics of the information security system

are characterized due to the requirement of a variety of resources, in many
organizations the most important of which are:

n .
Zci()l — CO
i=1

n .
i) =T°
i=1

— the budget operation of system ,

— the general demand of time for completing system functions

Due to the fact that tasks are not duplicated, there is no need for direct
redundancy.

Redundancy of the ability to complete tasks with different elements of the
information system is potential, hidden: the functional moves to another element of the
system, when the element, which according to the norm should perform the task, can
not do this. But this is due to ancillary charges despite of a limited resource that uses
the information security system.

It is necessary to develop a model that will reflect the system's reaction on various
types of environmental influences and changes in the status of system elements. In this
case, the quality of the functioning of the information security system and its elements
should be evaluated, depending on the state of the system elements.

According to [1, 4], the most common methods in the field of information system
security are three main methods of protection of the system: formal, static and
classification. The assessment of system security is needed to create a mechanism and
conditions for prompt response to threats to information security and manifestations of
negative trends in the functioning of the system.For this, should be used a set of
measures and countermeasures. The increasing of the objectivity and complexity of
appraisal facilities of information protection based on the formalization of expert data
has a promising future.

Developing a model of decision-making situations for information system
security

During the process of functioning in real conditions, the situation described in the
statement of the problem, could significantly differ from the normative. For example,
in the case of a big organization, there are always employees involved in the
information security system, which currently

- are at the hospital;

- are on vacation;

- sent on business trips;

- absent for unknown reasons;

- officially issued rejections;
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- dismissed from work for various reasons;

- violate labor discipline and do not observe the order of the day;

- not due to force majeure circumstances;

- undergo adaptation and therefore do not perform qualitatively enough tasks;

- reduce the quality of functioning due to conflict situations;

- insufficiently high-quality work is carried out due to the influence of various
factors of demotivation, etc.

For all the reasons stated above we could estimate, heuristic determine the
current level of performance of each task and evaluate the quality of each task at the
100 percent scale.

If it happens a temporary or long-term failure of the system element, all functions
that must be fulfilled by this element are not fulfilled by the system. For their
implementation, it is necessary to make decisions about redistribution of functions or
their replacement. For example, in the absence of an element of the system in time, its
tasks can be:

- distributed to perform among other elements of the system;

- passed to execute one element of the system;

- ignored as such, without which the information system will not significantly lose
its level of functionality.

Model 1. Distribution of tasks between the elements of the system.

Distribution tasks can be carried out only between those elements that can
execute the tasks of providing of informative safety, in accordance with their
qualification, present certificates and others like that. In this case necessarily it follows
to take into account a few features.

At the decision of tasks that are not for the element of the system normative,
undoubtedly quality of implementation of these tasks goes down by new elements that
intended for temporal implementation of tasks. The level of quality of performance of
objective is set individually for every case and can fold, for example, 80%. At a
necessity the decision of the system of additional tasks an element, there is a situation
of overload of element and that is why quality diminishes:

a) implementation of own normative tasks, for example, to the level of 90-95%;

b) implementation of additional tasks taking into account Heuristic 1.

Cost of resource of kind (1) in case of redistribution of tasks in connection with
absence of one of elements of the system, can increase in an interval from 101% to
115% - for the increase of motivation of new elements to execute additional tasks. After
taking into account of the features marked higher there is a count of resources that is
needed for implementation of tasks of providing of informative safety in new
circumstances. Clear that new values will substantially differ from normative. Thus
quality of implementation of tasks, and consequently, and quality of functioning of the
system will largely differ from ideal 100%.

Model 2. Transmission of tasks of absent element for their implementation
by other element of the system.
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At the considerable additional loading at the element of the system, that the tasks
of absent element passed for implementation, largely go down not only quality of
implementation of new tasks but also tasks that he executed normatively to it. In such
model it follows to take into account additional features.

At the considerable additional loading on the element of the system, quality of
implementation to them of additional tasks falls substantially, for example, after a
linear function the parameters of that can be appointed separately for every situation of
decision-making.

Loading on the elements of the system can not exceed some set size, for example,
2*T, where T is limitation at times, set by a formula (2).

It follows to weigh such on that a function can not be executed by the new element
of the system on a greater percent, than percent of her payment is for every element.

At application of the described features determination of new levels of quality of
implementation of tasks and quality of functioning of the system of informative safety
comes true on the whole. In addition, there are changes in requirements in resources,
that is needed for implementation of tasks that stand before the system, in new terms -
at the transmission of all tasks of absent element of the system to other element.

Model 3. Ignoring of tasks, that was executed by the absent element of the
system

If it is known that a system element is temporarily absent, and an experienced
person understands that there is no urgent need for the task of this element, a temporary
moratorium may be made to perform the relevant tasks.

If there is not an element accountable for the performance of autonomous
objective, quality of performance of objective falls gradually, during some time.
Conformity to law of falling of quality of implementation of tasks can be set separately
for every individual case.

If a task for that a performer is not certain is not autonomous, id est, other tasks
depend on her implementation, the function of change of quality of implementation of
dependent tasks is set separately for every certain situation of decision-making.

A decision-making about ignoring of tasks, that temporally remained without a
performer, is very responsible and needs the permanent monitoring from the side of
person that makes decision or the inspector appointed by him. At each monitoring
iteration, an assessment is made of the change in the quality of the functioning of the
information system in accordance with the above-mentioned features.

Calculation of results of evaluation of strength of the informative system
security.

After making decision about the redistribution of functions between the elements
of the system or their substitution, the new values of resources for the tasks of the
system and even qualities of their functioning settle accounts. On the basis of the got
values, the function of belonging of levels of quality of functioning of the system to
the fuzzy set (0,1) is determined. Going near determination of functions of belonging
and algorithms of construction of functions of belonging on the basis of analysis of
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frequency of values is driven to works [3, 5]. Id est quality of functioning of the system
as a result of application of the described procedure will be characterized the function
of belonging to the fuzzy set. In-process [4] it is suggested for realization of estimation
of the system of informative safety to apply procedures of unclear expert evaluation of
elements of the system that also can be used in future for perfection of model of
estimation of informative strength of the system security.

It is thus possible to compare the level of providing of informative safety
depending on application of decision about personalization of performance of
objective. It maybe also to build functions for the linguistic variables entered a priori
with such by an orientation names: "critically possible informative strength security",
"risk functioning of the system", "sufficient informative strength security", "high
informative strength security" and others like that.

Table of contents of base of knowledge of evaluation of quality of functioning

Practical meaningfulness of offer models will rise considerably, if to give to the
person that makes decision, instruments for the evaluation of different variants of
decision-making in relation to providing implementations of tasks, that had to be
executed by the absent elements of the system. For the use of the described models of
evaluation of quality of functioning of the informative system it is necessary to create
the base of knowledge with such reference filling:

einterchangeable elements of the system and degrees of their interchangeability
at a decision-making about substituting for elements;

ea limit on possibility of implementation or delegation of implementation of tasks,
related to the hierarchical copulas in the system;

ea decouplig of tasks in the elements of the system and potential distribution of
tasks for critical elements;

efunctions of change of capacity of elements of the system at non-normative
overloads;

einformation about possibilities of duplication of some tasks by the separate
elements of the system;

epriority of duplication of tasks by a few elements - in case of possibility and
necessity;

epossibilities of temporal moratorium on implementation of some tasks;

eformulas of count of loading for the elements of the system;

eplugged of tasks in processes, criticism of implementation of some tasks,
estimation of loss of level of quality of functioning of the system;

ean estimation of decline of quality of functioning of elements in default of co-
ordination from the side of elements that carry out a management in the hierarchical
system;

etaking into account of factors of falling of quality of functioning of the system:
insufficient competence of element, that temporally executes a task, or overload of
element by additional tasks.

101



Scientific and Practical Cyber Security Journal (SPCSJ) 2(4): 95-103 ISSN 2587-4667 Scientific Cyber
Security Association (SCSA)

Possibilities of application of different classes of models to the evaluation of
informative strength of the system security

On the first stage of design the elements of the system can answer a non-orientable
count - the fact of presence of tasks is specified only, without the gone into detail
description of entrances-exits.

For the systems, that execute tasks among that there is a substantial order of
implementation, it is necessary to apply the models of strict segregation of tasks,
described in this work.

If the parallel processes of implementation of tasks are designed, then there can
be the applied models of unstrict segregation - for the deeper working out in detail.

When there are cycles in intertask communication, it is necessary to apply the
individual matrices of sequence of implementation of tasks - in such cases a resulting
matrix of pair arrangement of tasks will be block-diagonal and substantially rarefied.

The metrical matrix of pair arrangement of tasks is used in the cases when
substantial is pointing of terms between the offensive of events or beginning of
implementation of tasks - for example at description of diagram of Gant with the help
of matrices.

If these terms of implementation of tasks are unclear, then for the design of such
systems there can be the applied matrices of pair arrangement of tasks with elements
as functions of belonging.

The prospects of increase of adequacy of design of informative strength of
the system security

For more complete taking into account of features of the real systems must be
complicated the described mathematical model. In particular, it can take place by
taking into account of such factors:

ean appropriation to the elements of the system of grades, determination of
subordination between elements;

ecstablishing hierarchical connections between the elements of the system and
determination of levels of influence of one element on other or absence of such
influence;

edetermination of a priori priority of tasks regardless of their ponderability from
the point of view of cost or term of implementation:

etaking into account of coefficients of competence of elements of the system;

ean increase of working out in detail and level of model adequacy by description
of sub-tasks; it is description of processes that set intercommunication between tasks
and sub-tasks.

Directions of further researches

On the basis of the described approach the new raising of tasks and certain new
going can be worked out near the increase of design adequacy:

ea priori evaluation of reliability of functioning of the system in the safe mode;

edetermination of borders of decline of margin of safety of the system, estimation
of threats of her to informative safety;
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ean estimation of possible level of decline of informative safety of functioning of
elements of the system and level of implementation of tasks;

etaking into account of presence or absence of connections between tasks: to
influence of task on quality of functioning of other tasks;

ea decision of optimization tasks of prognostication of quality of functioning of
the system, cost of providing of this quality and calculation of possible charges of time;

eproceeding in AQL of functioning of the system on leaving from the line-up of
a few her elements: determination of necessary operating conditions.

Conclusions

It suggested raising of task and different models of evaluation of informative
strength of the system security. For the decision of task application of methods of
theory of decision-making and artificial intelligence is envisaged. The prospects of
design the brought class over of tasks and application of new methods are certain for
the increase of adequacy of models to the real informative systems.
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CRYPTOCURRENCY USE IN MEDICAL TOURISM
Mikhael Barkan, Natan Tapliashvili

Medical Tourism Centre

ABSTRACT: Currently a cryptocurrency comes to replace traditional money that the state issues.
This means of payment is already gaining momentum in use in the developed countries of the
world. Since the healthcare sector is one of the most important for humanity, and medical tourism
is at the peak of development under the influence of globalization processes, it becomes very
important to improve and introduce new technologies not only at the stage of diagnosis and
treatment, but also payment for services. Therefore, it is important to analyze and predict the
development of a new currency in order to recognize it as a global means of payment.

Today, the global medical services market has emerged with its specific structure - medical
management, accrediting bodies, medical tourism agencies, tour operators, lawyers specializing in
this field, etc. Medical tourism forced not only the patients, but also the doctors to treat the
organization of the medical care system in a new way. The motto of modern medicine "Patients
Without Borders!" is truly justified. After not being able to solve a health problem, the patient
chooses a country, a medical or health institution, and even a specific specialist who can offer the
necessary examination, treatment or rehabilitation at his own discretion.

The main factors affecting the rapid growth of a relatively new industry are the process of
globalization, the development of the health system of individual countries, technological
progress, and the development of information technology. Bitcoin and modern medicine have
much more in common than it might seem at first glance. Since most countries have a patient’s
statutory confidentiality right, the medical record must contain a minimum of patient data and
access to it must be limited.

However, the use of a credit card as the most popular means of payment, especially in a
foreign country, leads to the fact that the bank receives information about the provision of medical
services to its client. Moreover, the bank is allowed to find out the details of the services provided
in the case of checking the validity of the transaction. This entails consequences, as the patient's
personal information becomes available to third parties. In the case of using Bitcoin, no medical
information can be transferred to third parties, respectively, medical secrecy will indeed remain
confidential.

Today the market of so-called “virtual” or “electronic” money is overflowing with various
cryptocurrencies. It functions successfully and makes it possible to analyze the dynamics of cost,
supply and demand of about 90-100 different cryptocurrencies.

The main advantage of virtual currency is decentralization, as well as the fact that all
involving operations are anonymous. An important aspect that affects the rapid development of
cryptocurrency is the lack of a center that regulate the cryptocurrency and the way it is emitted.
The cryptocurrency emission is called “mining” and meaning that the computers of users, who are
located in different parts of the planet, are installed with special software that generates a unique
character set that forms the cryptocurrency. For example, a Bitcoin address looks like
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1DSrfJdB2AnWaFNgSbv3MZ(C2m74996JafV. It consists of a string of letters and numbers,
starting with "1". The Bitcoin network is based on the block chain technology, which is a public
register that stores data on all transactions of the system. These transactions are protected by digital
signatures of users who participate in the network, who produce bitcoins or carry out any
operations with them. In this case, the branching of the process of creating and distributing bitcoins
ensures their security.

Trading transactions with cryptocurrencies are conducted only in digital format, and sales
transactions can be made through online exchanges (for example, BTC-E). Cryptocurrency can be
exchanged for the main currencies of the world, using special exchange points in online networks
(WebMoney) or by means a broker in Forex (FXOpen). Cryptocurrency can be obtained by means
of accepting payment for the goods or provided , or the purchase directly from another owner. The
latter option is the most profitable, since it does not have commission inherent in the exchange
office. Bitcoins are similar to electronic money, but it applies the principles of complete
anonymity, lack of control and limited release that distinguishes it from the operation of electronic
payment systems.

Cryptocurrency is an alternative expression of the usual currency and has several
advantages:

1) Operations with cryptocurrency are anonymous and confidential. All information about
transaction is encrypted in the set of character; personal data is not attached to the cryptocurrency
wallet;

2) Each cryptocurrency unit has a unique code protected from forgery;

3) The cryptocurrency is decentralized, it does not have a control center that is why the
founder of digital money or any financial institution cannot influence its existence. Rate and
operations are fully regulated by e-wallet users;

4) The cryptocurrency is not integrated to any of the banks, which significantly reduces the
size of the commission for carrying out operations. The cost of commission is usually the cost
spent for energy resources on the transaction;

5) The absence of binding to banks contributes to a significant reduction in the time spent
on performing cryptocurrency operations;

6) Operations are carried out directly between the owners of electronic wallets, which
contributes to increasing the speed of operations and reducing the commission;

7) The emission of most types of cryptocurrency has a maximum threshold. This is due to
the restriction of all possible combinations of symbols that form each new unit of cryptocurrency.
This fact contributes to the reduction of unjustified money supply in circulation and lower
inflation. “

Bitcoin is the first and most expensive cryptocurrency. The merger of the words “bit”
(computer memory unit) and “coin” (piece of money) forms the term “bitcoin”. Despite the fact
that at the beginning of its development, Bitcoin was a local cryptocurrency, which was used only
by a limited number of people (its founders and persons associated with them), in a few years it
turned into a world-class system. Today, in addition to exchanges, exchangers and Internet
resources, some shops and service centers carry out bitcoin operations. It accepted in many
restaurants and hotels in different countries around the world. There are even cases of salary
payments to US civil servants in bitcoins. In some Asian countries, bitcoins are used as an
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alternative to bank accounts and plastic cards, since banking services in these countries are quite
expensive.

The development path of Bitcoin was not smooth. Bitcoin rate is very volatile, look at its
dynamics in Fig. 1.

The lowest prices for period, USD The highest prices for period, USD
1275

0,24 31,5 13,6
0,06 0,66 46 19
2010 2011 2012 2013 2014 2015 2016 2017

Fig. 1. Dynamics of the dollar to bitcoin 2010-2017

In fig. 1, we can see the best price for buying and selling bitcoin for a certain period (curve
1 - the lowest prices, curve 2 - the highest prices). After analyzing this chart, we can understand
that the rate fluctuations occur very sharply, for example, if in June 2013 the purchase of one
bitcoin cost $ 19, then in November of this year, the rate was 1028 USD for one bitcoin. That is,
for 1 year the bitcoin rate has grown more than 54 times. Similarly, recessions occur, for example,
in 2014, the rate went down: June - 891 USD, November - 436 USD for one bitcoin. In 2015, the
downward trend continued and, in June 2015, bitcoin was already bought for 206 USD. In 2016-
2017, the rate began to grow rapidly, and already in December 2017, the cost of one bitcoin was
1275 USD.

Separately, we singled out the 2018 year, since due to a significant jump in January (the
rate rose from 1275 USD to 17542 USD for one bitcoin), it is difficult to clearly demonstrate the
general trend of Bitcoin development over the entire period (Fig. 2).
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Fig. 2. Dynamics of Bitcoin exchange rate in 2018 in the monthly section

According to the logarithmic graphs, it is much easier to evaluate results in the long term
than linear ones. In a line chart, a rise from $ 1 to $ 20 looks almost invisible, than, for example,
from 100 to $ 200, although in the first case we are talking about the growth of 20 times, and the
second - just 2. When we use the logarithmic graph of such problems does not arise. That is why
we consider that it is appropriate to analyze this indicator using a logarithmic function (shown in
Fig. 3).
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Fig. 3. Dynamics of Bitcoin 2010-2018

According to the graph, which shows the dynamics of Bitcoin price change since 2010, we
can see, that it is in the stable growth phase, but it is the subject to strong fluctuations. The price
change chart became parabolic, that is, the line went up almost vertically three times in the entire
history of Bitcoin. This is difficult to achieve, because the rate must be changed very much for
that. There are three such precedents so far: in 2011 and twice in 2013. In all three cases, the price
of Bitcoin increased by 100 and more times. As you can see, the rise in 2017 did not leave a
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parabolic section on the chart. In order for this to happen, the cost must take off more than $
100,000.

Cryptocurrency of its kind is "information in the network", but since it is not freely
available, it therefore has some value. Bitcoins do not have gold reinforcement in the state fund
and do not depend on the country's GDP. Bitcoin quotation depends solely on the interaction of
his supply and demand, which in turn confirms the fact that nobody regulates the price. Thus,
neither a huge increase nor a huge drop is limited, which is typical and often occurs on stock
exchanges by stopping trading.

Based on the theory of the value of money over time, cryptocurrency also tends to increase
its value due to various factors over time.

Now, one of such driving factors is the great interest of the public in the new form of
cashless payment. In addition, we should not forget that the value of any money and their value
changes over time. Inflation is evidenced about it. One of the main advantages of this currency is
that it protected from inflation, since the issue procedure programmed to reduce the amount of
virtual money in circulation. It planned to “get” 21 million units of this cryptocurrency. The fact
that the rate of bitcoins is not affected by political conditions or the activities of the Central banks
is attractive for investors.

In the global economy, the cryptocurrency appeared just in time. Due to the global
economic crisis, the image of traditional investment methods has suffered; in the result, investors
lose billions of dollars and confidence in leading national currencies. All of this together
contributes to an increase investor interest in cryptocurrency, which every year strengthens its
position in the global financial system.

As analysts from Gartner define that, the most of new technologies that appear in the world
go through a certain development cycle (Fig. 4). The technology trigger, the peak of inflated
expectations, trough of disillusionment, slope of enlightenment and a plateau of productivity are
the main stages that the technology goes through. Cryptocurrency and related technologies
demonstrate very well the existing relationship with this curve [5].
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Fig. 4. Main stages of the Gartner Hype Cycle

After having compiled a statistical forecast for the next 3-4 years (Fig. 5) and having
compared it with the Gartner Hype Curve, it becomes clear that, most likely, in 2015-2017, Bitcoin
was in the “Peak of Inflated Expectations” phase. During this period, everyone actively began to
get acquainted with technology and try to get business benefits from it. Bitcoin moves to the
“trough of Disillusionment” stage, because users are disappointed after a significant drop in the
course, and this trend may drag on. But since the technology has many strengths, it is likely that
the “Slope of Enlightenment” stage will follow in parallel. Starting from the end of 2019, we can
say that bitcoin can go into the “Plateau of Productivity” stage.

One of the most popular methods for predicting the dynamics of market indicators is the
compilation of a trend model that shows “What will happen if there is something that has already
been”. To build a statistical forecast, we used the average values of the Bitcoin exchange rate for
2010-2017. (Fig. 5).
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Fig. 5. Prediction of the Bitcoin exchange rate to USD for 2019-2022

From the study, we can conclude that, despite the fact that Bitcoin has recently
demonstrated impressive growth dynamics, it is a consequence of the rapidly growing interest in
cryptocurrencies, which provokes market demand, while limiting supply. It is important to note
that most likely the peak of rush demand has already been reached. Until the end of 2019, a certain
fall will continue, but the predicted values for the next 3-4 years show that the course of Bitcoin
will stability grow. According to the forecast, in 2019 the average price for 1 Bitcoin will be 6521.3
USD. According to the optimistic forecast, the Bitcoin rate in 2019 is 12789.9 USD, at the same
time, the pessimistic allows even 252.7 USD for 1 Bitcoin.

Cryptocurrency has already become a significant player in the modern financial market,
and the object of investment of many market players that have leverage to support it. Therefore,
even after the inevitable drop in rate, the development of cryptocurrency will continue, but the
volatility is likely to subside.
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Virtual currency involves a huge amount of computing power and digital assets. At this
stage of technological development of mankind, cryptocurrency is gaining a stable position in the
international market. The rapid development causes a further increase in capacity and interest of
the masses, but on the other hand, it can lead to collapse. Health care is one of the areas that has
not use properly the virtual currency yet. But some companies are starting to integrate Bitcoin with
online health care, and medical tourism is a big step forward in the development of this area.

When price stability of cryptocurrency is achieved, it will be possible to talk about using it
in international transactions, and not just for speculative gain. However, this issue will already be
directly related to the legalization of the new currency and its recognition by central banks as a
means of exchange, or storage of the value of money.
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ABSTRACT. The growing threat of computer crime puts forward new urgent tasks. The relevance of
information security depends on the growing threat of cybercrime in modern hardware and software
intellectual and telecommunications systems. Modern electronic devices allow you to control most of
the channels for data collecting, processing and transmitting. The need for practical training of
specialists in protection of information using laboratory workshops becomes evident. Laboratory work
on the study of data protection capabilities based on the achievements of modern microelectronics such
as programmable microcontrollers, receivers, transmitters, repeaters and communication channels can
be very effective means of training specialists. The article describes a demonstration installation that
can be used in such lab activity.

Keywords: cryptography, hardware encryption systems, programmable microcontrollers, security,
privacy, forensics analysis, embedded systems.

1 AKTYyaJbHOCTH pa3padoTKu

B Hacrosimee Bpems HaOuofaeTcs pacTyllash TEHAEHIMs HapylleHHs Oe30IacHOCTH JaHHBIX.
Vreukn  uHQOpPMAIMM ~ 4YAaCTO  MNPOMCXOJAT  BCIEACTBHE  HEIPPEKTHMBHOTO  YHPABJICHUS
KnOepOe30MacHOCThIO WIH B Pe3yibTaTe MPUMEHEHHS YCTapEBIIUX WM HEMPaBUIBHO PEaTHM30BaHHbBIX
npouenyp Oe3onmacHoctu. IludpoBaHne [MaHHBIX € NPUMEHEHHEM COOTBETCTBYIOLIMX CXEM
yIOpaBleHUs KII0OYaMM MOXET YMEHbUIMTb YTeuKy JAaHHbIX. OJHaKo TpU HCMOJIB30BaHUU
METOAOJIOTUU C KII0YaMHM IIUQPOBAHUS BO3HHMKAIOT TakWe MpoOJIEeMbl Kak T'€HEPUPOBAaHHE MU
Oe3omacHas nepefaya KIIOYeH ydacTHMKAM B3aMMOJIEHCTBHSA; yCTaHOBKAa O€30MacHOro KaHaia
nepeaayn WHGOpMAIMA MEXTy Yy4YacTHUKAMH B3aUMOACUCTBUS;, ayTeHTH(UKawsa. CyImecTBYIOT
CUMMETpPUYHAS U aCHMMETPUYHAsT TEXHOJIOTUH mudpoBaHus. Kakaas METOI0IOTHS HCIIOTIB3YET CBOU
COOCTBEHHBIE TPOIEIYPHl M CIIOCOOBI pacrpenesieHus KIII0UeH, THITBI KITI0UYeH, a Takke alrOpUTMBI
mmdpoBaHKA U pacnppoBKU Kirouei [ 1].

Xots kpunrorpadusi ¢ UCHOIH30BAaHUEM H3BECTHBIX CTAHIAPTOB, COBPEMEHHBIX AJTOPHTMOB U
OMOIMOTEK SBISAETCS TOCTATOYHO A((PEKTHUBHOM, pa3paboTKa anmapaTHBIX KOMIUIEKCOB IIU(PPOBAHUSI
ocraercs akTyanpHOW 3amadeit [2, 3]. Ilporpammuble cpeacTBa obecneueHHs WHPOPMALMOHHON
0€30MacCHOCTH SBIISIOTCS MOTEHIIMATBHO YSA3BUMBIMH, TIOCKOJIBKY BECh TPOLIECC KOAMPOBAHUS JAHHBIX
BBITIOJTHACTCS BO BHYTPEHHEH MaMSTH BBIYUCIUTENBHBIX YCTPOHCTB, K KOTOPOH MOXKET IMOIYYHTH
JIOCTyn Jr000e 3amymieHHOe Ha KOMIBIOTEPE NPWIOKEHHE. JTO O3HAYaeT, YTO CYNIECTBYET
BO3MOXHOCTb IIPOBOJIUTH pa3HOYPOBHEBbIE aTakH Ha Jr000€ MporpaMMHOE 0OecrieueHre, B TOM YHCIIe
U Ha MpeJHa3HaueHHoe JuId obecneueHus Oe3zomacHocTH oOpabaTkiBaeMoil MHGpopmauuu. Takum
00pa3oM, MOCTPOUTH BBICOKOYPOBHEBYIO 3alUTy MCKIIOUYUTEIBHO IPOrPaMMHBIMU CPEICTBAMHU
NPAaKTUYEeCKH HEBO3MOXKHO [4]. [lng orpaHndeHuss J0cTyma K CpEJICTBAM, BBINOJIHSIOIIMM
Kpunrorpaguiyeckue mpeoOpazoBaHus, HEOOXOAMMO IiepeHecTH HX u3 OBM Ha 3akpbITyIO
ammapaTHyloo IojcucteMy. B pesynbraTte uero 3JIOyMBIIUIEHHHK HE CMOXET IOJYy4HUTh
HETOCPEACTBEHHbII JOCTYNn K MpoleccaM KoAupoBaHus HaHHBIX. Ilpexne Bcero ammaparHas
peanuzanys anropurMa IMppoBaHUS rapaHTUPYET HEW3MEHHOCTb CaMOIo ajlropuTMa, TOorjaa Kak
NPOrpaMMHON aJrOpUTM MOKET OBbITh HaMepeHHO MoauduuupoBaH. Kpome Toro, ammapaTHbIH
mudpaTop HCKIOYAaeT BMEIIATEIbCTBO B Mpolecc KOoAUpoBaHus. Jlpyroe mnpeumyIiecTBo -
WCTIONIb30BAaHME aNIapaTHOTO JaT4YMKa CIyYailHbIX YHCEJN, KOTOPBI TapaHTUpyeT aOCOIIOTHYIO

111



Scientific and Practical Cyber Security Journal (SPCSJ) 2(4): 111-114 ISSN 2587-4667 Scientific Cyber
Security Association (SCSA)

CIly4aifHOCTh TEHEpAaUWH KIoYed Mmu(pOBaHUS M MOBHINACT KAYeCTBO peaM3allMH PAa3TUIHBIX
Kpunrorpadguieckux anroputMoB. Kpome Toro, ammapaTHbId mm(paTop IO3BOISET HAMPSIMYIO
3arpy’karh K09 IH()POBAHUS B YCTPOMCTBO KOAMPOBAHUS, MUHYS OTIEPATUBHYIO MAMSTh, TOT/IA KaK
B IPOTPaMMHOM MIA(paTOpe KIIFOYM HAXOAATCS B TIAMSTH JTaXKe BO BpeMsl €ro padboThl. Takke BaKeH U
TOT ¢akT, 4ro Ha Oa3e ammapaTHOro mm@paropa BO3MOXKHO CO3[aBaTh PA3IHYHBIC CHUCTEMBI
pasTpaHWYeHUs] W OTPAaHWYCHHS JIOCTYNa K BBIUHCIUTEIBHBIM CHCTeMaM. Takke NpHUMEHEHHE
amnmapaTHBIX CHCTEM 3aTPyIHSET BO3MOKHOCTH COKPBITHS JTOKAa3aTeJIbCTB BMEIIATEIHCTBA B KaHAJBI
CBSI3M.

B nmanHOll paGoTe sl MCCIEeNOBaHMS anmapaTHBIX BO3MOXKHOCTEH yMEHBIICHUS BEPOSTHOCTH
HECAaHKIIMOHUPOBAHHOTO JOCTyNna K HWH(OPMALMM TPEJUIaraeTcsi amnmapaTtHoe YCTPOWCTBO IS
JIEMOHCTpaluy MU(pPOBaHKUs AaHHBIX Ha 0a3e MPOrpaMMHUPYEMBIX MHKpPOKOHTpoJuiepoB. Kommiekc
MO3BOJISIET COBMECTHOE HCIIOJIb30BaHHE PA3JIMYHBIX KaHAIOB CBA3U. ONTHKO-BOJIOKOHHBIC JIMHUU
CBSI3M IMO3BOJISIIOT OOECIeunTh Iepepady HHPOpPMAIMU C MUHUMAIbHBIMU HCKaXEHHSIMH, 4YTO
MO3BOJISIET YIIYUIINTh TEXHOJIOTHHU 3alUTHI epeadd HHPpOpMaLny.

JIOTIOTHUTENBHBI  MHTEPEC BBI3BIBACT HCIOJB30BAHME B KOMIUIEKCE IOJISIPU3AIMOHHON
MOAyIsiuU cBeTa. PaboTa TakMX yCTPOWMCTB OCHOBaHA HAa MPHUMEHEHUH JJIEKTPOHHO-YIPABISEMBIX
AHNU30TPOITHBIX CPEI.

JlaHHBIA KOMIUIEKC MOXKET HCIIOIB30BAThCS JUIS YCIEUIHOTO M3Y4YEHHs CTYIECHTAaMH TEXHOJIOTHH,
aJITOPUTMOB M (M3UYECKUX METOMOB INU(pOBaHMSA M OE30MacHOW Mepefayd CUTHAJOB B KaHalax
CBSI3M.

2 Onucanne KOMILIEKCa

Hns  onenkn 3(QQEeKTUBHOCTH aNrOpuTMOB IMM(POBaHHUA JaHHBIX OBUT pa3paboTaH P
MPAaKTUIECKUX PEIICHHH, BKIIOYAIONINX B ce0sl MPOrpaMMHBIE KOJBI M amllapaTHYI0 pean3alfio Ha
0a3e BCTPOCHHBIX CHCTEM. B HacTosmiee BpeMs 10 ONTHYECKOMY KaHaJIy CBSI3H NepeaaeTcst O0ibIioe
KOJIMYECTBO MH(OPMALIUH, U €CTh PHCK TOTO, YTO OHA MOXKET MOMACTh K 3JI0YMBIIUICHHUKAM, KOTOpBIE
UMEIOT HeoOXOJHMMBIE pecypchl U oOopynoBanue. [loaToMy mpearaercsi coyeTaHWe CTaHIApPTHBIX
ONTHYECKUX KaHAJIOB C PaJMOKaHAJIAMM, KOTOpBIE MEPEKIIOYAIOTCS 1O CIEHHATbHOMY aJITOPUTMY.
B03MOXHOCTh MCIIOJIB30BAHMS aNMapaTHOrO JAaTYMKa CIyYalHBIX YMCET TapaHTHPYEeT CIIy4aiHOCTh
reHepanyy  KiIodedl  mmppoBaHMS M TOBBINACT  KA4YeCTBO  peajM3alid  Pa3IMYHBIX
KpuUnrorpaguieckux airoputMmMoB. [IpemnokeHHoe MmMUQPPOBaHUS HE YCTPAHIET BO3MOXKHOCTH
repexBara JaHHBIX Yepe3 ONTHYECKUI KaHa, HO JIeJIaeT MOXHUIIECHHYI0 HH(OPMAIHIO MAJIOTIOJIE3HON
TS 37I0YMBIIICHHUKOB.

Kommnekc cozman Ha 0a3e BBICOKONPOW3BOAWUTEILHOTO MHUKPOKOHTpoIUIepa. Y KOMIUIEKCa
mmdpoBaHUS HHPOPMALIUH TOCTYITHBI TAKHE OCHOBHBIE (DYHKITHH:

e 1iepeaaya v IpUEM CUTHAIIOB IO OTIEIBHBIM ONTHYECKUM KaHAIaM;

e qiepefaya W MpPHUEM CHUTHAJIOB IO OOIIEMY ONTHYECKOMY KaHAly C WCIIOJIb30BaHUEM
CIIEKTPAIEHOTO MYJIbTUIICKCHPOBAHUS;

e Tiepeaaya CUTHAJIOB WM KIIF0Ya MH(POBAHUS IO PaIHOKAHAITY;

® BO3MOXXHOCTh CHHXPOHHOW KOMMYTALIM KaHAJIOB CBSI3H.

Jlis  KoAMpOBaHWS CHTHAJIOB WCIOJIB3yeTcss OubOnmuoreka X-cube-cryptolib, B KoTopoi
MOJIZICPIKUBAIOTCST aNnropuT™Mbl mudpoBanus nanabix AES-128, AES-192, AES-256, ECB (Electronic
Codebook Mode), CBC (Cipher-Block Chaining).

[IporpaMMa mNOCBUIaET COOOLIEHHE, KOTOPOE B CBOKO OYEPEAb MOKET OBITh JOMOJHUTEIHHO
3amM(ppPOBaHO MPOrpaMMHBIM 00pa3oM. [Ipu HCHONB30BaHMM MPOTPaMMHOIO  HIM(PPOBAHUS
nHopMalMs BCEX THIIOB CHadana pa3OMBaeTCs Ha MaKeThl Maloi (UKCUPOBAHHOHW JUIHMHBI,
CoZIepIKalllye 3arojoBKH (Tak Ha3bIBaeMble sYeHKH). Jlanbliie NpOUCXOIUT X MYJIbTUILICKCHPOBAHHUE
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B II()pOBOM KaHaJe.

Coo0mieHre BBOAMUTCS B OKHO MPOTPaMMbI TEPMHHAIA MOIYJS mepeaaTdynka. s HariasqHOCTH
npu Tiepenavde MHGOpPMAIMH ONITUYECKAM KaHAJIOM HCIOJIb30BAaHBI U3ITydaTeNId H3ITy4eHHsT KPACHOTO,
3€JICHOTO Y CUHETO I[BETOB.

s mepemaun MAHHBIX TaKKE WCTONB3YETCS pajfioKaHal Ha AOCTYHHBIX Momyisx MX-FO1 u
MX-RM-5V. CBs3p MeXAy paguoOMOAYISIMHU © MHUKPOKOHTPOJJIEPOM OpPraHM30BaHa depe3
nepudepuitabiii naTepderic USART. KomudecTBo m3mydareneld MOKHO U3MEHATh B COOTBETCTBUH C
KOJIMYECTBOM KaHaJOB.

I[Ipn mnepemaue 3aKOAMPOBAHHOTO COOOICHMS OCYILECTBISIETCS KOMMYTAalUsl KaHAJOB
(mepexiitoYeHne MepeAaTyMKoB M TNPUEMHUKOB B COOTBETCTBMU C ONPEICICHHBIM alrOpUTMOM
mmppoBanus). O(PGEeKTUBHOCTh NMpHEMA HM3MEHSAETCSl B 3aBHCHUMOCTH OT CKOPOCTH Hepeiayd u
3aJIEpPKKU MEXy IIaKeTaMH JaHHbIX.

B nemoHcTpanmuum MOXKET HCHONB30BaThCs TaKkKe KOMOMHAIMS ONTHYECKMX KaHAJIOB CO
CIIEKTPaJIbHBIM YIFIOTHEHUEM CUTHAJIOB U AJITOPUTM JUHAMHUYECKOTO IIJIaBaIOIIETO KOJA.

JeummdpoBanHoe cOOOIIEHHE BBIBOIUTCS B OKHO NPOrpaMMbl TE€pMHHAjJa IOCIIEOBAaTEIHLHOIO
[OpTa, KOTOPBIH II0Jy4aeT JaHHBIE W3 MHMKPOKOHTPOJUIEpA, KOTOPBIM BBICTYIAET B KauecTBE
IIPUEMHUKA.

Taxoe xoaupoBanue 0co6eHHO 3(PPEKTUBHO AN Nepeaun KOPOTKUX MMaKeTOB JaHHBIX. B Takom
pEeKUME BO3MOKHO JOMOJHUTENbHOE KOJUpOBaHNWE MH(OpMAIMK B ONTUYECKOM KaHaJe C IOMOIIBIO
W3MEHEHUS] TOAPU3alMH W3IMydeHHs. Vcnonb3oBaHNWE TOMSPU3ALMOHHBIX SYEEK Ha JKHIKUX
KpHCTAUIaX W aHAJIM3aTOPOB MEHSETCS B COOTBETCTBHM C alrOpUTMOM ImmudpoBanus. Hebompmas
CKOpPOCTh TiepeZadyi WHPOpPMAIMK B TaKOM pEKHUME CBs3aHa C HCIOJB30BAaHHEM HEIOPOTHX
MHKPOMEXaHUYECKUX 3JIEKTPOHHBIX CUCTEM JIJISI TOBOPOTA TOIAPU3ATOPOB.

3 BrIBoAbI

PacTymas omacHOCTh KOMITBIOTEPHOW MPECTYMHOCTH BBIABHTAeT HAOOp HOBBIX aKTyaJbHBIX
npo6neM. [lpu 3ToM pa3paboTka anmapaTHbIX KOMIUIEKCOB MH(PPOBaHUS MOXKET ObITh 3 (HEKTUBHON
Ha IyTH IPEOJI0JICHNs] HEKOTOPBIX U3 HUX.

OmnucaHHbBII 1€MOHCTPAIIMOHHBIN KOMIUIEKC IO3BOJSET OLEHUTH 3((PEKTUBHOCTb IMUPPOBAHUSA
NOTOKOB JIaHHBIX B KaHajaX, CpaBHUBAThb IAKeThl, MPUHATHIE OT MepeJaTyhka, C YHUCIOM
OTHPABJICHHBIX, AaHAIM3UPOBATH CIEKTP 3aIU(PPOBAHHOIO CUTHAJIA M ITYMBbI paJloKaHaa.

JlaHHBII KOMIUTEKC MOXKET yJaqHO HMCIIOJIB30BATHCS B CIEIYIONNX 00JacTsax: OaHKOBCKOU cdepe,
BOEHHOHM ¥ MEIMIIMHCKOW OTPACIISIX, TEJIEKOMMYHUKAIUAX.

K OCHOBHBIM JOCTOMHCTBAM MOXHO OTHECTH HAJSKHOCTh Nepeaadd, MPOCTOTY pealn3alii,
THOKOCTH (PYHKIIOHAJIA 1 BO3MOXHOCTEH IPUMECHEHHS.

Taxoke, JeMOHCTPAIIOHHBIN KOMIUIEKC BO3MOKHO MCIOJIB30BaTh IS IPOBEICHUS Ta00paTOPHBIX
3aHATHH MO CO3/IaHUIO ITPOTOKOJIOB Nepesaun HHpopManuu 1 GUiIbTpoB 00pabOTKH CUTHAJIOB.

Kommiekc naeT BO3MOMKHOCTh THPOBOANUTH (U3MUECKUE DSKCIEPUMEHTHl 110 MOHHUTOPUHIY
CUTHAJIOB B ONTHYECKOM BOJOKHE M pajJMOKaHale CBA3M JJI BbIOOpAa ONTHUMAJIBHOIO AJrOpUTMa
YCTOMYMBOCTH MM (POBAHUSL.

[IpennokeHHble MOAXOJbl MOXHO HCHOJIb30BaTh Il MoAudukanuu o00OpyJoBaHUs Iepeaadu
JAHHBIX U OLIEHKU HAJIeKHOCTH I (PPOBAHUS.
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Mind Mapping Technique for Note Taking.

ABSTRACT

Note taking is the process of taking note in a place where an event is happening like
class or meeting or any important occasion when necessary. It is important to take note
because the information presented in class or meeting often contains the central concepts
of the course and the material most likely to be included on exams if a students or being

asked by the boss if a secretary (Academic Skill Center, 2011).

The main aim of my project which is “mind mapping technique for note taking” is to
develop a system with the aid of information communication technology tools that
enables user who learn best by using words (NovaMind, 2011) to regularly review key
concept, repeating or reciting key concepts from class, reflecting or connecting your
ideas or speaker owns to other notes and reading, event (class, meeting, etc) (Academic
Skill Center, 2011). That is, developing a system that enable you to quickly create notes
using a Mind Map as you listen to lecture (Garret, C., 2007).

A mind map is a graphical figure used to represent and focus on an idea or central key
word that other ideas, words, tasks, or other items are arranged around it and then linked
to. It is actually a graphical method of taking notes. Mind Maps are a visual diagram
with bubbles and lines representing relationships and ideas between them. The core idea
usually sits in the middle with related topics branching out from it. Ideas are further
broken down as well as extended until your page looks like an impressionist painting of
a spider colony (Garret, C., 2007). Mind map with ideas branching into their subsections
generally take tree branching or hierarchical format. Mind map allows when recording
ideas and information, a greater creativity by allowing the association of words with
visual representation hence helping with memory and organization (Farrand, P., Hussain,

F and Hennessy, E., 2002).

Keywords: Note taking, Mind map, Information communication technology.
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CHAPTER ONE

INTRODUCTION

About note taking using mind mapping technique

The mind mapping technique is published by the noted psychologist, Tony
Buzan in his book title, “Use Your Head”. The technique mimics the way the human
mind works by connecting related ideas to a central one in a kind of 2-dimensional space
rather than linearly as on the written paper such as this project that must be read from top

to bottom (Hunt, A., 2009).

Problem statement:
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Tens of thousands of students around the world are taking lecture notes in a
completely inefficient way that is, either writing them down in some languages column

by column or line by line (Dryden, G., Ves, J., 1999). .

The brain does not work by storing information in neat lines or columns. It stores
information on branches called dendrites tree like branches. It also stores information by
associations and patterns. And as a result of trying to store information the way the brain
does, British psychologist Tony Buzan invented Mind Mapping (Dryden, G. & Ves, J.,

1999).

Justification from the implementation of mind mapping for note taking:

* The software will provide a GUI screen applicable on laptops or I-pads from
which users can create and link ideas in a 2-dimensional space.

* The use of the software works more in-line with how the brain operates.

* The software provides more focus on understanding rather than words or syntax.

» Users can keep pace with lecture or presentations by focusing on ideas instead of
words.

* The tasks performed on the software provide transition to report. That is, tasks

performed on the software can be reported or aid in reporting.
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» The software is an electronic document (e-doc) of paper which reduces cost, time
and wastage.

*  Works on the software are safer to paper.

» Categorization and hierarchy are clearly and visually defined (Garret, C., 2007).

* A mind map can be read back at a glance; jumping right to the part you need

(Garret, C., 2007).

CHAPTER TWO
ORGANIZATION

Stakeholders

The stakeholders intended in this project are:

The stakeholders are learned persons, secretaries and students who prefer

expressing ideas as text.
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CHAPTER THREE

METHODOLOGY

Proposed Methodology

The note taking application for use in meeting is created using the iterative
development that is implemented through the following processes: analyze the
requirements, design the solution, validates the design, implement the design, test the
solution and document the solution. The mind mapping technique would be

implemented using the Java programming language guideline I described below
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1. Write the central idea in the center idea holder.

2. Write each of the agenda item in the idea holder linked to the outside of the main idea.
3. Draw lines that point to sub-thoughts, facts, and idea as well as figures, as the meeting
progresses then label automatically indicating it hierarchical order.

4. Without or with arrows, draw pictures and interlink (Mind Map, 2009).

Advantages of using mind mapping.
1. The way the brain works which is not in nice neat lines is how minds maps are

created.

2. Memory is naturally not linear but associative. Any idea probably has thousands
of links in your mind. Mind maps allow links and associations to be reinforced and

recorded.

3. The mind does not remember sentences but images and key words -- try
recalling just one sentence from memory! Mind maps use just key images and key

words, allowing a lot more information to be put on a page.

4. Because mind maps show associations between key words and are more visual,

they are much easier to remember than linear notes.

5. Starting your mind mapping from the center of the page rather than from the

top-left corner allows you to work out in all directions.

6. The way your own brain organizes ideas is reflected in the organization of a

mind map.
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7. Mind maps are easy to review. Memory is reinforces by regular review. Trying
to review in your imagination first is best, then go back and check on those areas

that were blurred.

8. Key points stand out easily due to visual quality of mind maps (Russel, P.,

1996).

9. Ideas stick out in mind mapping (Pash, A., 2009).

10 By attracting to both the logical and creative side of the brain, it stimulates the

brain (Mohidin, F., 2010).

Disadvantages of traditional linear notes.

1. Time and energy are wasted writing down words that are unnecessary.

2. While an idea is being noted down, some information may be missed.

3. Take longer time to review and read.

4. The connections and associations between ideas and key words are not readily
clear.

5. The attention of readers wanders easily.

6. The lack of color and other visual qualities hamper memory.

7. Traditional notes aid forgetting not memory (Russel, P., 1996).
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8. Many sub ideas can be lost or forgotten due to been hidden under larger concepts
in traditional note taking (Pash, A., 2009).

The Mind Mapping Technique by Example

N
@)
—
N
N
»
@)
¢

6S - 60

(Buzan, T., 1995).
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CHAPTER FOUR

PROGRAM SCOPE

Limitations.

My note taker software aids in numbering ellipses automatically and smartly

compared to other mind map note taking software. It labels based on the hierarchy of

how ideas are linked. It also used short cut key combination to make work on the note

taker faster.

Duration.

The time period for completion of each milestone is as follows in the table below:

Milestone Description Proposed Finish Date Finished Date
1 Analyze the Requirements 6/10/2011 6/10/2011

2 Design the Solution 13/10/2011 15/10/2011
3 Validate the Design 20/10/2011 20/10/2011
4 Implement the Design 24/11/2011 29/11/2011
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5 Test the Solution

1/12/2011

2./12/2011

6 Document the Solution

8/12/2011

12/12/2011

Duration table

Future prospects.

1. A web-based version of my software in other languages apart from Java applet.

2. A version of the software that listen to speaker and mind map taken note

automatically.

3. Adding more shapes to the note taker note page.

4. Improving the user interface.

5. User manuals.
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CHAPTER FIVE

PROGRAM DEVELOPMENT

Analysis and Design

Purpose:

My program is not free software and should not be modified
without my permission. My program is easy to use software that
enable user to take note using the mind mapping technique which
is a graphical figure used to represent and focus on an idea or
central key word that other ideas, words, tasks, or other items are

arranged around it and then linked to.

Application Title:

Note Taker

Algorithms:

The note taker is used to take note after execution as follows:
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If user select a new note, output a page with mind mapping tools

If user select an idea holder as ellipse or an idea
explanation holder as a folded rectangle from the tool bar

and click anywhere on screen

Output it at that location with a number

If user’s double click on an ellipse or folded

rectangle on the screen

Output a dialog box to enable user describe
idea as text or explain idea in details as

text

If user select an ellipse or folded rectangle on the

screen and drag to another location

Output it at that location

If user has put more than one ellipse or folded rectangle on
the screen as well as selected a sub-idea connector or idea
explanation connector from the tool bar and dragged it

within any two ellipses on screen

Output a connected ellipse with a directed

line between them or output a connected
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folded rectangle or an ellipse connected to
a folded rectangle with an undirected line
between the notes.

Number the ellipse automatically.
If user clicks on exit Close the program.
To number drawn ellipses automatically.
Drawn first ellipse and it name to “1.0”
Draw another new ellipse
-1
While line is drawn from first ellipse to a new ellipse{
Label new ellipse: “1.7+i;
Increment 1;}
=L
While line is drawn from newly labeled ellipse apart from first ellipse to
another new ellipse{
Label the new ellipse: newlyLabeledEllipseName+” "+j;

increment j; }

Notes:

User can open save files, view recent files.
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User can save files, save files as other format like violet files or all

files.

User can export image as image file as well as print them.

User can delete drawn object.

User can change the theme of the software as well as change

different drag type.

Problem Analysis

The problem that the Note taker is to solve is to support the mind-mapping
technique of note-taking that can be used by secretaries in meetings or even students in a
lecture class with the aim of providing a GUI screen applicable on laptops or I-pads from
which users can create and link ideas in a 2-dimensional space working more in-line
with how the brain operates as well as mimicking the way the human mind works by
connecting related ideas to a central one rather than linearly as on the written paper. The
software is to provide more focus on understanding rather than words or syntax. It
should also enable users keep pace with lecture or presentations by focusing on ideas
instead of words. And, it should enable the tasks performed on the software being safer

to paper, aid in reporting as well as reduce cost, time and wastage.

To achieve the mind mapping technique for note taking on the software, the user
would drag an ellipse on the screen after clicking on an idea holder button to fill it with

the focus idea description by either clicking or double clicking on the ellipse. The user
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would then try to links the drawn ellipse to another ellipse by clicking on a sub-idea
connector to enable them drag from one ellipse to another ellipse with the head of the
directed connector pointing to the radiating ellipse. The focus idea on the drawn ellipse
can also be explained more by connecting with an idea explanation connector from it to

an explanation holder.

Designing the Solution

In designing the interface of the system, critical analysis of the possible
scenarios were taken into consideration. The program is made available for now as a

standalone program which can be installed on any computer.

Standalone:

The look and feel of the user interface is initially set to the default java look and
feel but can be change to others look and feel by selecting from the theme menu. It has
three basic panels. The Note Taker panel is the first that is seen by the user which
contains menus with functionalities. Some of the menus are File, Edit, View, Theme,
Drag, Window and Help menu. The second panel is the Note Diagram panel which
contains all the buttons required to take note using mind mapping technique. The third
panel is a scroll-pane to enable user to describe their idea as text as well as display them

for text editing when a drawn ellipse or line is right or doubled clicked.

User Interface: The user interface contain the following functions
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Toolbar is on top

o For selecting nodes/edges, grabber button are used.
o Buttons for current node/edge type

e Menu

e Drawing area (Horstmann, C., July, 2009).

Mouse Operations

o Empty space is clicked on: current node inserted
e Node or edge is clicked on: select it
e When current tool an edge, drag node: connect nodes

e When current tool not an edge, drag node: move node (Horstmann, C., July,

2009).

PROTOTYPE Pattern

Context

1. Objects of classes that are not known when the system is built is being
instantiated by a system.

2. For each kind of object, you do not want to require a separate class.

3. You want to avoid a separate hierarchy of classes whose responsibility it is to

create the objects (Horstmann, C., July, 2009).
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Solution

1. Define a prototype interface type that is common to all created objects.
2. For each kind of object that the system creates, a prototype is being supply.
3. Whenever a new object of the given kind is required, the prototype is clone

(Horstmann, C., July, 2009).

PROTOTYPE Pattern

Creator aintarfaces
___________ b Prototype

createlnstancef)

7 :

I
T T e e o e a
Clones the | I
profofype | I
| |

|I:cncrete I;mmtypm | |-C-uncrete I;mtniypez

(Horstmann, C., July, 2009).

PROTOTYPE Pattern

NAME IN DESIGN PATTERN ACTUAL NAME (graph editor)

Prototype Node

ConcretePrototypel EllipseNode

Creator The GraphPanel that handle the mouse
operation for adding new nodes
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(Horstmann, C., July, 2009).

Framework Ul Classes

e GraphFrame: the toolbar, the menu bar, and the graph panel are being managed
by this frame.

e ToolBar: toggle buttons for the node and edge icons are held by this panel.

e GraphPanel: graph is shown and the mouse clicks are handled and drags for the
editing commands by this panel.

e Application programmers need not subclass these classes (Horstmann, C., July,

2009).

A Framework Instance

e Simple application
e Draw colored nodes

e Join nodes with straight lines (Horstmann, C., July, 2009).

Responsibilities of programmer

e A class that implements the Node or Edge interface type is being defined for
each node and edge type is to be defined.
e All required methods are to be supplied, such as drawing and testing of

containment.
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e A subclass of the Graph class has been define and

getNodePrototypes, getEdgePrototypes are being supplied (Horstmann, C., July,

2009).

Use case diagram for the Note taking System

Add Mode — wincludes
77777 ———=+ Changs MNods colar

User

g Change Edge color
Add Edge ST T sinclude s

A Framework Instance

Simple Simple Ellipse Line
Graph | — T T T 7 Graph Node Edge
Editor |

[ I

[}

| |

' |
Graph L Graph L Graph L~ !
Frame Panel €7

<<interface>>
| Node
ToolBar <<interface>>
Edge =
Abstract
% _____________ Edge
—
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(Horstmann, C., July, 2009).

Class Diagram for the whole Note taker system
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Add New Node

public void mousePressed(MouseEvent event)

{

Point2D mousePoint = event.getPoint();

Object tool = toolBar.getSelectedTool();

if (tool instanceof Node)

{
Node prototype = (Node) tool;
Node newNode = (Node)prototype.clone();
graph.add(newNode, mousePoint);

}

repaint();

}(Horstmann, C., July, 2009).

Implicit running time for adding new node: O(1)
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Sequence Diagram for Add New Node

mouse Mouse prototype
: : ToolBar - Graph
listener Event : Node Sttty
T T T T T
| I | 1 I
. ) \ ! | !
getPoint l : : :
1 ] 1
I ] I
1 ] 1
getSeleIctedTool 1 : :
! ] 1
I ] 1
I ] 1
I clone | | :
T T
I I I
1 1 |
I I ]
! add | 1
T T T
I 1 1
I I ]
I 1 ]
I I ] 1
. I 1 ] 1
I 1 ]

(Horstmann, C., July, 2009).

Add New Edge

e Check if mouse was pressed inside existing node, first

public Node findNode (Point2D p)

{

for (int i = 0; 1 < nodes.size(); i++)
{

Node n = (Node) nodes.get (i) ;

if (n.contains(p)) return n;

138



Scientific and Practical Cyber Security Journal (SPCSJ) 2(4): 115-176 ISSN 2587-4667
Scientific Cyber Security Association (SCSA)

return null;

}(Horstmann, C., July, 2009).

Implicit running time for adding new edge: O(n)

Add New Edge

®* mousePressed:

o Check if mouse point inside node

o Check if current tool is an edge

o Mouse point is start of rubber band
e mouseDragged:

o Mouse point is end of rubber band; repaint
e mouseReleased:

o Edge is added to graph (Horstmann, C., July, 2009).
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Sequence Diagram for Add New Edge

mouse mouse Mouse : Graph
listener mctwon Event Pane| ~ToolBar Gragh Node
listener —— 1
1 T T T T T
1 i I | 1 I 1
getPoint ! : : { 1
T
Mouse | U | i i !
I 1 I I 1
pressed | H " i i i
! | findNode 1 | | :
% T T T T
) ! I I | containg [
| | [ 1 —)D
I | 1 I
1 | 1 I
1 | 1 I
1 | 1 [} 1
1 | 1 I 1
! getSelectedTool 1 1 : i
1 T 1
I | 1 u I 1
1 I 1 I 1
1 I | I 1
1 | 1 I I 1
5 1 | 1 ) I 1
I 1 ) | | | | 1
I etPoint | l l | 1
| 1 I I 1
Mouse | | | I i
| 1 I I 1
dragged {~__ - ! [ \ i
I repaint | | | [
| 1 I I 1
I J | draw I [
| | T I
I | 1 draw [
| | I ﬁ;l
| | [}
| | I
| | I
| | [} 1
| | I 1
| | I I 1
| | ] I 1
| | 1 1 | 1
| T | | | I I
- I | | 1 I 1
Mouse getPoint | : : : j
T
released |- | | i | i
“"-.,‘_ | | | | |
I 1 I I 1
! getSelectedTool ! | { 1‘
T T T
i | 1 u I 1
I | 1 I 1
1 | 1 I 1
! ! connect ! | | !
T T T T 1
1 | 1 1 U 1
I | | I 1
1 | 1 I 1
1 | 1 [} I 1
1 I 1 1 1
I | I | 1

(Horstmann, C., July, 2009).
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State diagram for each object

Adding new node state

getSelegtedTool: TaolBar

1 Mot drawing

Drawing

ac: Mouselistener

Adding new edge state

getSelegtedTool: ToolBar

1 Mot drawing

Drawing

draw: GraphPanel
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Validating the Design

To validate the design set for the program, survey was carried out and questions
asked as to get information to better improve on the design if necessary. It appeared that
the design for the standalone was accepted by the public but would like it if a web-based

version is also created.

Implementing the Design

The design was implemented into a system that is working by using

Java language: Used in coding the standalone version. Both the user interface and the

program logic were implemented using this.

Html language and cascading style sheet: To code the web-based version. Part of the

interface was implemented using this.

Testing the Solution

Installing the System

Stand-alone Version

Before the Program can be run, the client computer must have installed Java

runtime used to run the program.

If the above are present on the computer,
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then the program proceeds to installation

else the above programs must be installed.

Web-based Version

The web-based version is a java applet which requires to be hosted in companies
that support it hosting. Before the Program can be run, the client computer must have

installed Java runtime and a web-browser used to access the program.

Running the program

Stand-alone Version

When the program is opened after installation, the user is presented with a Note
Taker view. This view contains Note Taker menu such as the File, Edit, View, Theme,

Drag, Window and Help menu that are most common and crucial.

Web-based Version

Entering the address of where the applet is hosted by the user presents him/her with

the Note Taker view with same interface and functionality as the stand-alone version.

Note: Snipping tool was used to get a snap shot of my implemented software. But could
not be used to get areas where menu was selected since it menu close as you try to click

on the snipping tool.
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| Notetaker =l ®

File Edit View Theme Drag Window

Note Taker view

The file Menu has sub-menus like New, Open, Recent files, Save, Save as, Export

image, Print and Exit.
Open a new note page by clicking File->>New-->Note or

Use the following key combination: ALT+ F, ALT+N, and ALT+ N
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&) Notetaker EEI=)

File Edit View Theme Drag Window

E :;;;f ;

o M

El=lell L]

Note Taker new note view
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|£] Notetaker o | ®|[=]

File Edit View Theme Drag Window

Note Taker new note view adding ellipse- after ellipse button is selected and first ellipse

pasted, it is numbered automatically as 1.0.
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|| Notetaker
File Edit View Theme Dreg Window

8

L] L]
L] L

Note Taker new note view adding ellipse - after selected automatically numbered 1.0
ellipse is double clicked and the central idea, “Person” written on it in assumption of

being in a meeting.

147




Scientific and Practical Cyber Security Journal (SPCSJ) 2(4): 115-176 ISSN 2587-4667
Scientific Cyber Security Association (SCSA)

File Edit View Theme Drag Window

8

Note Taker new note view adding ellipse - after ellipse button is selected and second

ellipse pasted.
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File Edit View Theme Drag Window

>

Note Taker new note view connecting ellipses with line - after line button is selected and

second ellipse automatically numbered to 1.1.
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P

) Notetaker
File Edit View Theme Drag Window

L} a
o a

£

Note Taker new note view naming ellipse - after selected automatically numbered 1.1
ellipse is double clicked and “Name”, a sub idea written on it with the joining line

between the two ellipses showing relationship.
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(o Notetaker [o] @ =

File Edit View Theme Drag Window

Note Taker new note view changing line color- after selecting line, the edit menu is
clicked and the color sub menu is selected and color is change from yellow to green by

selecting from the color drop down.
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([ Nocetaier o e

File Edit View Theme Drag Window

E=Jell L]

1.0 Person

G
i

Note Taker new note view changing ellipse color- after selecting ellipse “1.1 Name”, the
edit menu is clicked and the color sub menu is selected and color is change from yellow

to green by selecting from the color drop down.
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== —— — )
Ntk =

File Edit View Theme Drag Window

E; L
1.0 Person : Aperson has a name
and an age

Qo
@D

Note Taker new note view adding rectangle - after rectangle button is selected and
rectangle pasted. After line button is selected and drag from the ellipse to the pasted

rectangle. The rectangle is doubled clicked and text written on it.
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(=) Notetaker &
File Edit View Theme Drag Window
Bl 000000000 od X

| B |

| B ] D D

//JP_erson\ A person has a name
v and an age

E

Note Taker new note view changing rectangle’s color- After the line drag from the
ellipse to the pasted rectangle or the rectangle itself is selected, the edit menu is clicked
and the color sub menu is selected and color is change from yellow to green by selecting

from the color drop down.
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lotetaker
File Edit View Theme Drag Window

A person has a name
and an age

Note Taker new note view fully mapped- With various combination of the procedure
describe above, a mind mapping of a meeting discussion about the topic person would

look like the diagram shown above.
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| Notetaker Se=
File Edit View Theme Drag Window
B3 S o [
M=
m Aperson has a name 'ﬁ 7
|/ Open ==
Lok [ oesin [ = &= EE
[ QuickTime Player.Ink
[} safari.ink

‘ D Skype.Ink
D VLC media player.Ink

D Yahoo! Messenger.Ink

< | D

File Name: || |

Files of Type: |All Files I~

Note Taker new note view to open saved file- To open saved files follow the path below

File - Open or

Use the following key combination: ALT+ F, ALT+O

which presents the option-view above for viewing selected saved image.

Recent files can also be opened by following the path below

File > Recent files or

Use the following key combination: ALT+ F, ALT+R
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which present the option-view above for viewing selected saved image.

:

|£ Notetaker
File Edit View Theme Drag Window

BF:\SDPPRESENTATION\nomakeme.jpa s ﬂ‘ E‘ E

10People ) [Apersonhas aname 1)

Save In: Ilj Desktop IV‘ D D
lomputer [ Codes [ notetaker1
etwork 3 csc 106 [ PHY 205

| libraries (] Employeelnh [Z] SDP PRESENTATION
- ugustine.ejeh (] Encrypted [ Test
_SHOP_MIDTERM [ Final_106 (1)
_SHOP_MIDTERM - Copy (] New folder

dobe CS5 (3 notetaker

g 1 Il ID
File Name: | |
Files of Type: | Violet Fies v

Note Taker new note view to saved files- To saved files follow the path below

File = Save or

Use the following key combination: ALT+ F, ALT+S

which presents the option-view above to select location to saved image.

File > Save as or

Use the following key combination: ALT+F, ALT+A
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which presents the option-view above to select location to saved image in other chosen

format.

To enable the transition to electronic document, works can be printed, exported to image

to be used on other application like Microsoft words, power point, etc.

|| Notetaker
File Edit View Theme Drag Window

18 ; o i B9
Lill=le ]l

) 10Feorie A person has a name Bl
£ Save =
ot (oo [ =) ) e
dobe CS5 [ New folder D Capture.PNG
odes [ notetaker [ capture1.PNG
- SC 106 (I notetaker1
ploy T PHY 205
ncrypted [ SDP PRESENTATION
nal_106 (1) [ Test
<] | 1] >

File Name: | |
1.1.1 Augustine
Files of Type: |Image Files

Note Taker new note view to export image- To save the current note as image files either

jpg or png or jpeg follow the path below

File = Export Image which presents the option view above for image saving in other

format or

Use the following key combination: ALT+ F, ALT+E.
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‘»‘. 7 anarad

Crragune y
‘{:m-) A person has a name
S— and an age

| Print H More pages H Fewer pages H One page H Page setup H Close l

C 141 Augustine

Note Taker new note view to print image- To sent the current note to printer follow the

path below
File = Print which presents the view above for printing option to be selected or

Use the following key combination: ALT+ F, ALT+P
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%) Notetaker o |[&@]
File Edit View Theme Drag Window

/1_;]:;3;\ A person has a name
\—_,-—/ and an age

Note Taker new note view to collapse sub ideas- By following the path Edit—> Collapse

or using the keyboard combination Ctrl + C

and selecting the ellipse whose sub-ellipse you want to collapse, for my case is label “1.1
Name”, the collapse sub menu can be used to collapse any sub-ideas except the main

1dea.
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T (=3 [Eoh 5
File Edit View Theme Drag Window
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Note Taker new note view to expand collapsed sub-ideas- By following the path Edit—>

Expand or using the keyboard combination Ctrl + E

and selecting the ellipse whose sub-ellipses was collapse, for my case is label “1.1
Name”, the expand sub menu can be used to expand any sub-ideas from the selected

idea.
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Note Taker new note view to zoom out- To reduce the size of the displayed image

follow the path below.

File=>View=>Zoom out or

Use the following keyboard combination: ALT+ V, ALT+O or

Ctrl+ Minus
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Note Taker new note view to zoom in- To increase the size of the displayed image

follow the path below.

File=>View—=>Zoom in or

Use the following keyboard combination: ALT+ V, ALT+I or

Ctrl+ Equals
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Note Taker new note view to grow drawing area- To increase the size of the area to mind

map follow the path below.

File> View—>Grow drawing area or

Use the following keyboard combination: ALT+ V, ALT+G
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Note Taker new note view to clip drawing area- To reduce the size of the area to mind

map follow the path below.

File>View—>Clip drawing area or

Use the following keyboard combination: ALT+ V, ALT+C
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Note Taker new note view to reduce note grid- To reduce the grid of the area to mind

map follow the path below.

File=> View—>Smaller grid or

Use the following keyboard combination: ALT+ V, ALT+S
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Note Taker new note view to increase note grid- To increase the grid of the area to mind

map follow the path below.

File->View—> Larger grid or

Use the following keyboard combination: ALT+V, ALT+L
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Note Taker new note view to change to Steel theme- To change the theme of the note

taker follow the path below.

Theme—>Steel or Use the following keyboard combination: ALT+ T, Select Steel
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Note Taker new note view to change to Emerald theme - To change the theme of the

note taker follow the path below.

Theme—=> Emerald or
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Use the following keyboard combination: ALT+ T, Select Emerald
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Note Taker new note view to change to Oxide theme - To change the theme of the note

taker follow the path below.

Theme—>Oxide or

Use the following keyboard combination: ALT+ T, Select Oxide

= =] Il
© e

Note Taker new note view to change to Sandstone theme - To change the theme of the

note taker follow the path below.
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Theme—> Sandstone or

Use the following keyboard combination: ALT+ T, Select Sandstone
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Note Taker new note view to change to Presentatiion theme - To change the theme of the

note taker follow the path below.

Theme=> Presentation or

Use the following keyboard combination: ALT+ T, Select Presentation

= - FASDP P9 =l = =
Eile Edit View Theme Drog Window
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Note Taker new note view to change to contrast theme- To change the theme of the note

taker follow the path below.

Theme->Contrast or Use the following keyboard combination: ALT+ T, Select

Contrast
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Note Taker new note view to change to Low Vision theme - To change the theme of the

note taker follow the path below.

Theme—>Low Vision or Use the following keyboard combination: ALT+ T, Select

Low Vision.
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Note Taker new note view to change to Charcoal theme - To change the theme of the

note taker follow the path below.
Theme—>Charcoal or Use the following keyboard combination: ALT+ T, Select

Charcoal.

Running time for the program.

Total implicit running time for adding new node + adding new edge:

O(1)+O(n)=0(n)

Total average explicit running time for the whole program: 1579

Total implicit running time for the whole program: O(n?)
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CONCLUSION

When mind mapping technique is applied to speeches during meeting, it results
to an effective study technique when revisited to be revised since it often contains the
central concepts of the course and the material most likely to be included on exams if a
students or being asked by the boss if a secretary (Academic Skill Center, 2011). It
improves the way you record information as well as enables the quick identity and
understanding of the structure of a subject being discussed since the as you map the note
you are taken it is labeled in an hierarchically. Mind map also helps in information
remembrance since it holds it in a format that your mind finds easy to recall and quick to
review (Horstmann, C., 1996). However, consideration has to be given towards ways of
motivating mind maps amongst users before mind maps are generally adopted as a study

technique (Farrand, P., Hussain, F and Hennessy, E., 2002).
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SUMMARY

The aim of this project which is to provide a mind mapping technique for note
taking through the use of computers and other technologies has been set in motion by the
implementation of the Note Taker System and the full purpose will be achieved in the
future when the program is improved further following the previously mentioned future

prospects.

The program mimics the way the brain and mind works. The GUI (Graphical User
Interface) has been designed to be simple and well structured so as to provide better
convenience for users of the system. Also the method of idea holder and idea connector
holder selection has been made easier by the provision of grabber tools. This is to make
the user think with the help of the program and to reduce time since it is hierarchically

labeled as the note is taken mostly immediately and requires quick decision making.

174



Scientific and Practical Cyber Security Journal (SPCSJ) 2(4): 115-176 ISSN 2587-4667
Scientific Cyber Security Association (SCSA)

REFERENCES

1. Academic Skill Center (2011). Classes: Note taking, Listening, Participation.
Retrieved from http://www.dartmouth.edu/~acskills/success/notes.html.
Retrieved on 13/11/2011.

2. Buzan, T., (1995). Use Your Head.

3. Dryden, G., Ves, J. (1999). Mind Mapping: Improve your note-taking and

creativity. Retrieved from http://www.thelearningweb.net/mind-mapping.html.

4. Farrand, P.; Hussain, F.; Hennessy, E. (2002). The efficacy of the mind map
study technique: Medical Education 36 (5): 426—431.do1:10.1046/j.1365-

2923.2002.01205.x. PMID 12028392. Retrieved 2009-02-16.

5. Garret, C. (August 28, 2007). Using Mind Maps for Creativity, Note-Taking and
a. Productivity. Retrieved from http://www.cogniview.com/convert-pdf-to-

excel/post/using-mind-maps-for-creativity-note-taking-and-productivity/

6. Horstmann, C. (1996). Mind Maps: A Powerful Approach to Note-Taking.

Retrieved from http://www.mindtools.com/pages/article/newISS 01.htm.

7. Horstmann, C (July, 2009). Object-Oriented Design & Patterns. Wiley.

Retrieved from http://www.horstmann.com/design_and_patterns.html.

175



Scientific and Practical Cyber Security Journal (SPCSJ) 2(4): 115-176 ISSN 2587-4667
Scientific Cyber Security Association (SCSA)

8. Hunt, A. (2009). Pragmatic Thinking and Learning: Refactor your Wetware.

9. Mind Mapping (2009). Retrieved from

http://www.toolkitforthinking.com/creative-thinking/mind-mapping

10. Mohidin, F. (2010). Using Mind Maps. Retrieved from

http://www.usingmindmaps.com/mind-map-notes.html.

11. NovaMind (May 29, 2011). Mind Mapping for Students. Retrieved from

http://www.novamind.com/blog/201 1/articles/mind-mapping-for-students/.

12. Pash, A. (2009). Life Hacker Note taking: A Beginner’s Guide to Mind Mapping
Meeting. Retrieved from http://lifehacker.com/288763/a-beginners-guide-to-

mind-mapping-meetings.

13. Russel, P. (1996). Spirit of Now. Retrieved from

http://www.peterrussell.com/MindMaps/Advantages.php.

176



