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Abstract

Methods for ensuring multi-level security of a corporate network

And means research

The widespread use of information technology, the automation of enterprises, business
processes, and public administration processes, and the widespread use of electronic
communications models have brought to the fore the need for legal protection of
information as an object of property rights. In turn, examples are given, which clearly
indicate the problematic nature of this task. The main reason for this is, first of all, the
peculiarity of the information as an object of property right - it is easily copied unlike
the traditional material object of property right, easily transferred to another person
with the right of ownership without any obvious (noticeable) violation of property
rights. In addition, the danger of copying and transmitting information is exacerbated
by the fact that it is stored and processed in an environment accessible to a large
number of entities who are not holders of the right to own this information. This is, for
example, a wide range of commonly automated systems, ranging from individual
people to computer workplaces, to corporate automated systems, to e-government and
the Internet.

The dissertation presents the current problems of ensuring the protection of corporate
information systems and the methods and means of solving them. It is characterized
by the risks associated with the provision of information security (UC) of corporate
information systems, the scale of cybercrime, and the threats posed by the provision of
corporate information systems (UCS). The latest information protection services in
corporate information systems, the risks associated with them are discussed and the
main recommendations for providing corporate information systems are discussed.

In this regard, the present paper discusses the fundamental principles of security, as
well as open problems. The security issues of corporate networks are discussed. It
should be noted that corporate network routing protocols do not specify any kind of
preventive measures or security mechanisms in the specifications. Thus, the security
of corporate network routing protocols has become an urgent need to stimulate
network launch and expand the scope of use. Accordingly, the present paper presents
and defines different solutions and concepts in terms of security. The main focus is
initially on the initial step - the study and analysis of the shortcomings of the routing
protocols.

Based on the above, the paper focuses on solving the following tasks, such as
increasing the security of routing information packages in corporate networks;
Tightening encryption and authentication mechanisms; Analyze different
communication channels in corporate networks and develop new methods to increase
security; Administration and management of vacancies (local or regional offices)
using corporate networks; Remote control and administration of the equipment used in
the system; Development and analysis of access schedules for various local or remote
facilities (at the level of the parties involved in the unified system); Construction of a
document circulation system; Create stories at each staff level and analyze them;
Create a unified information archive and conduct statistical analysis based on it in the
form of tables and diagrams; Construction and sale of an automated system.

The existing cryptographic methods are discussed to ensure security in the VPN
network, their pros and cons are listed, and, based on the existing problems, a
combined method of encrypting symbols is developed.
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The paper also discusses in detail the components and systems of a corporate network,
analyzes the various forms of threats associated with the use of such a network, and
proposes new methods to eliminate these threats.
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