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Abstract

Software technologies of the embedded security systems

Security systems of the organization, company, office, industrial, housing and
other types of buildings are the guarantee of their stable functioning. Complex
control facilities are used for the safety of the entire unit: fire and security alarms,
video-audio control and access systems.

Demands of the object by means of security depends on its category,
architectural solution, working mode and many other factors that should be taken
into account when designing a security system. The object of each group should be
in compliance with certain security class and technical means of security system.

Modern complex security systems consider the protection of the object
through four integral subsystems: protective and alarm systems, fire alarm systems,
entry permission and access systems, and TV-video surveillance and control
systems, various helper devices can be added to them.

High-technological base - programmable, logical integration schemes, have
long been used to create specialized digital devices in the sphere of specialized
controllers, communication systems, digital processing of signals, etc. Their usage
is particularly actual in the realization of schemes of high productivity that are
oriented to hardware realization . The hardware realization of different tasks
ensures the parallelization of the process and thus increases the productivity
compared to the software solution.

I have used "penetrating" system of "PROTEUS" for creating and designing
security systems, which allows to sort out the work of the scheme without
building a real device, find the errors that have been made during designing,
remove the necessary features and many more. Proteus has a wide range of
components, including those for peripheral devices: LEDs and indicators,
temperature sensors, real time clocks, as well as input-output interactive elements:
buttons, switches, virtual ports and measuring devices, but by adding a range of
microcontrollers, components and microschemes, it has become more powerful
and it gives an opportunity to completely check the microcontroller-based devices.
Also, the advantage of this system is a flexible simulation environment, in
particular it can create real systems, and the designer can create the proper and
effective design before the system is actually created. The phases and the time of
creating a particular design reduces the system cost price. The advantage of the
system is also the simplification of replacing the components and connecting lines’
easy route, it has the ability to study the abstraction of different levels and if the
error occurs it will detect and correct it at the lower level, which will rectify the
final result.
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It is an architecture in which any additional models can be created in any
case, most of their types can be used without addressing to coding, accordingly
PROTEUS allows professional engineers to start the interactive simulation of real
projects and get the result as an award, which corresponds to the scheme
simulation. If this is not enough, the simulation models of a number of popular
microcontrollers have been created, by mens of which it’s possible to simulate the
whole systems of microcontrollers and develop programs without addressing to
their physical prototypes.

With the help of the Proteus I've decided to set up a scheme for signaling,
one of the main devices of this scheme is the microcontroller, for the scheme
reliability and its functional improvement I have chosen the microcontroller
Arduino Mega 2560, with the help of this particular microcontroller not only
signaling schemes but many other projects are managed, such as "smart" home,
automated boiler, greenhouse industries with automatic control of soil moisture
and salt composition, meteo stations and many more.

The scheme set up by me, can be used for the protection of state buildings,
as well as private buildings and spaces. In the scheme, one time password is used to
enter, but it can be changed with the help of the program, the signal is active for
10 seconds, while opening the door, the entrants are able to pick up a 4-digit
password in order to stop the alarm. If the password is entered incorrectly, We'll
get a message "try again" on the scream.

Thus, we may say that:

1. The designed scheme is one of the possible options of signaling on the state unit
which successfully ensures the protection of different types of objects.

2. It is made on a microprocessor block and is a flexible device by means of
function changing, its easy to make.

3. The cost is low, it’s reliable and it satisfies modern requirements, the only minor
change in it ensures the protection of several objects at the same time, the system
is reliable by providing impenertability.

4. It’s possible to send SMS messages, remember them, it is characterized by multi-
hour feed authentication, it can be used for a wide range of objects with small
software and hardware changes.
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