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ABSTRACT

An electronic payment systems in safety-critical analysis of the norms and
tendences. The tendencies of their development. Reviewed modern payment
systems software and hardware products, their development trends. It is proved
that the electronic payment systems of critical importance to the process of
authentication and encryption techniques, it is important authentication data
processing, storage and decryption means of appropriate technical and software
provision.

Proven to be quite effective and available means of encryption modern
However it should be noted that the broad masses algorithm access assurance, has
contributed to the development of so-called decryption methods.
It is shown that the symmetric encryption methods are less secure than modern
electronic payment methods, systems development and active implementation of
the decisions taken in this regard is well founded, as well as the need to strengthen
scientific research. Scientific novelty of the thesis is the following. Proposes a new
approach to electronic payment principles, in particular the use of encryption and
symmetric asymmetric combined use of the methodology, which allows us to
double the use of the card payment authorization to use the new more advanced
technology, which will contribute to raising the level of security.
It should be noted that the developed approach can be successfully be used not
only for electronic payment, but also in information technology at the direction of
where the information needs to be protected mode the storage and safe handling,
which will allow us to ensure the information security of the three major
components of satisfaction as it is - integrity of information, confidentiality and
availability. Conducted as theory analytical research and practical laboratory work.

It is shown that the accuracy of each component depends on the accuracy of
the experimental research studies of individual stages, which means a difficult and
time-consuming experimental research experiments and a large number of

impacts.
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Analysis of the results of research performed by the gradual process of
structuring, the structure of the settlement systems, developed experimental
models to study each stage of the procedure. Each stage is defined in the
information-providing methodology scheme. It is shown that the scientific and
technical experiments, research unified technology, information collection and
processing modes uniformity, on the one hand, and a difficult, time-consuming
series of experiments, on the other hand, define the computing system
development feasibility, which itself combines technical, information-methodical
and software means , which focused on electronic payment methods to raise the
level of security. Defined, as well as hardware and software requirements are.
Data and knowledge base has been developed, based on a production rule system
and to reflect qualified and experienced technology knowledge. The system has
been developed by the facts. Developed a database that contains the entrance and
exit of data. Developed electronic settlement system structure, which includes a
knowledge base, databases and resources necessary auxiliary technical
characteristics, developed the graphical user interface technology. Developed a
system using the structure, formalize network structure, data synchronization and
mirrored the use of alternatives, provides a cost-effective encryption methods in
which the user allows his device, be it a card or other electronic authorization for

the device, the information is protected in storage and to secure authorization.
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