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Abstract

No one educational institution is exactly the same, as they all have their own
unique characteristics, not least educational processes according with specific
traditions, social and economic values and within the environment that they operate.
Even when academic standing and reputation may seem similar among various
institutions, their faculties’ and students’ mind-sets often vary sharply.

Existing educational operational systems are generally meeting the
requirements of modern educational institutions. However, they often lack the ability
to meet requirements of today’s dynamic era of information technology. They are
unable to always accurately authenticate the individual identities. Sometimes they
overlook various teaching traditions and values of a particular educational institution.

Consequently, despite the omnipotent prevalence of numerous IT systems
designed for effective functioning of an educational institution, they do not always
meet the needs of a particular institution. They are often designed to be universal and
can be customized but educational institutions more often than not still have to expend
substantial resources to rearrange their educational processes in order to properly
adapt to the system.

In some cases such adjustments made to the educational process might be
reasonable due to economic reasons; however, experience has shown that due to the
constraints imposed by this “one-size-fits-all” approach, the majority of educational
institutions have begun trying to design their own in-house systems. This paper
proposes a methodology for designing a system for efficient operation of higher
educational institutions in which biometric technology is used for identifying an
individual, thereby simplifying existing processes and enhancing registration and
other procedures greatly.

Thus, the main aim of this research was to design and refine existing
approaches and techniques for biometric authentication and identification of an
individual. Analysis performed of operating systems of higher educational institutions
reveals that they are unable to efficiently manage the ever-changing processes of
modern and dynamic universities. They are mainly unable to provide their students
(whose number is quite large) access to the system. Therefore, this paper suggests
utilizing biometric technology for all and every educational processes, which requires
the establishment of a student identity as a prerequisite.

Operating university processes includes various aspects which are divided into
groups of main and supplementary functions.

Central to the management of university processes is Human Resources (HR)
management. In order to boost productivity of HR, an assessment model for the work
performed by all the university employees is recommended. Such a model enables
employees to be ranked according to the character of the work which they perform. In
addition, we suggest using biometric architecture and functional algorithms of the
work performed by university employees. All university employees are ranked
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according to the nature of the work performed: employees whose work is calculated
according to the number of hours worked, and those whose work is calculated
according to the number of academic hours of classes delivered. Such an approach
better reflects the architecture of the system. For the employees falling into the first
category, the hours worked will start being counted at the admission terminal, i.e., the
working hours start being counted when they enter the building. For those employees
falling into the second category, the registration terminals are located in the
auditorium. The same electronic time clocks are used in registering attendance of
students.

The efficiency of the proposed system is demonstrated in the examples of such
supplementary units of any university such as the library and cafeteria/canteen. Using
biometrics in these units increases reliability of person’s identification and further
expands operations of the subsystem. For example, when paying in the canteen the
amount is withdrawn from the customer’s current account after his/her identification
is used, thereby creating an electronic record of an individual. When using library
resources, sharing of a customer’s biometric identification increases his/her reliability
and responsibility, while simplifying service and saving time.

In this paper, innovative architectures based on biometric technologies and
functional algorithms are proposed. The innovativeness of the proposed architecture
lies within the complexity of services provided to customers, as well as in the
consistency of the biometric terminals. Terminals of general use provide students with
all the services offered by the particular educational institution — they can view their
absences, grades, use library resources, their current account, schedules, etc. Faculty
and staff can use the same terminals.

The architecture of the university operations includes subsystems, such as
using biometric methods for admitting employees into the building, checking in,
taking students’ attendance as well as other regular tasks, substructures and service
substructures (which also use biometric identification) and other biometric terminals
used for various purposes. The latter is designed to enable users to have access to and
use all available university operational services.

The reliability of biometric systems in the functioning of universities is
verified by such traditional means of identification as user password and plastic ID.
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