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Abstract

The results of international researches confirmed that biometric systems are the
most rapidly developing technologies in Computer Science and Information Technologies
nowadays. The recent progress in biometric systems development is due to the necessity
of human being exact identification, which, in turn, is due to "acceleration of time" in
human being life and activities, globalization processes and so on. In comparison with
traditional methods, biometric technologies allow not only increase reliability of human
identification, but also significantly raise service and ergonomics of human-technical
systems communication. Therefore, it is natural that revenues from sales of biometric
facilities dynamically grow annually and it will reach 11 billion U.S. dollars for the year
2017.

Nowadays, in the biometric systems there are used almost all biometric features of a
human being, but from existing biometric methods the most widespread is analysis of
fingerprint. This is due to the following factors: in comparison with other identifiers
identification of person by fingerprint is more reliable; usage of hard and software speeds
up the analysis of a fingerprint; hard and software for fingerprint identification is much
cheaper, which significantly contributes to wide dissemination of fingerprint analysis
methods; as the fingerprint method is more traditional nowadays, methods, mathematical
models and algorithms of human being identification by fingerprints are better developed.

The analysis of the scientific literature indicates that nowadays creation of
fingerprint biometric systems is realized using traditional "classical” approaches of
computer and digital technologies, which returns good results. In the represented
dissertation work there is proposed a new methodology of building a biometric system,
which allows increasing and enhancing functional possibility, reliability and speed of a
system.

In the dissertation work there is proposed a new methodology of building a
biometric system for academic institutions, where the usage of biometric technologies
provides the guaranteed identification of a person and simplifies monitoring of
procedures performed by the person. The proposed methodology significantly increases
reliability of the biometric system'’s functioning and speed of interactive communication
of a user with the system.

Therefore, the aim of scientific researches of the proposed thesis is the development
of automated authentication and identification methods, in particular development of
approaches, methods and algorithms for optimal synthesis of biometric technologies of
automated fingerprint identification systems.

After the review of materials describing the results of recent researches in the field
of biometric technologies there are revealed the methods of biometric identification and
their characteristics. There are shown the fields of usage of biometric technologies,
namely biometric systems of automated authentication and identification, which are used
in educational institutions and biometric electoral systems. Nowadays, in biometric
technologies the special attention is paid to the reliability of biometric systems. Therefore,
issues of the biometric systems' reliability are considered in details.

On the bases of the detailed analysis of the wide field of biometric systems' usage
and a current level of its development, and by considering of two widespread methods of
accessing the person in biometric system: verification and identification, in the
dissertation work reliability, speed and ergonomics are considered as the main indicators
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of biometric system effectiveness. On the basis of these effectiveness indicators there is
developed the model of biometric system, which allows creating the scheme of synthesis
of biometric system for a particular purpose. There is shown that the number of the
system's synthesis scheme options depends on the number of protocols underling the
system functionality.

In the represented thesis it is established the relationship of the probability of
registered users access to the system with the total number of system's user. There is
shown that, while using the identification method the indicator of reliability significantly
deteriorates in comparison with verification method, but, at the same time, level of
ergonomics is high. So, in order to improve the effectiveness of the biometric system,
there is proposed simultaneous usage of identification and verification methods, which
allows preserving the acceptable level of reliability and ergonomics of the system at large
number of users.

The processing of biometric data requires large computing resources. Therefore, in
order to increase a speed of identification method-based biometric systems there is
developed the method of fingerprints' ranking according to the quality and adaptive
algorithms. As a result, time required to process each pattern in significantly reduced,
which ensures high bandwidth of the system.

Theoretical researches and their fundamental analysis allowed us to create an
innovative patentable architecture and algorithms of teachers' registration biometric
system functionality. There are developed conditions and protocols of teachers'
registration to the system; effectiveness of synthesized system is shown as well. Besides,
using systematic approach there are developed the architectures and algorithms of
students' biometric registration systems, which are characterized with high reliability of
identification and high speed of registration. These systems are already realized.

In the dissertation work there is shown that usage of biometric technologies makes
the voting process control more reliable, quick and financially profitable compared with
traditional methods. Usage of biometric technologies practically eliminates the
falsification of the voting process results. Architecture of the voting system can use a
person's biometric data at registration as well as at the voting process. In addition, the
second option is more reliable. Biometric voting system completely satisfies all generally
known requirements: control of voting object; anonymity; universality of the control;
non-confirmation, etc.

Research of a teachers' registration system and a biometric voting system confirmed
that it is effective to use both - identification and verification methods - to identify the
person. It adds more flexibility to system functionality and increases its bandwidth and
reliability.

There is proposed a model of user's interaction assessment in biometric system,
which simultaneously uses the laws of Fitts and Hick. On the basis of the evaluation
results there is proposed a method of improving the interaction time.

Research of the results of realized systems confirms the accuracy of scientific
results and effectiveness of engineering solutions.
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