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Foreword

Security challenges in cyberspace have no borders. However, every country
strives to solve the issue on their own, which is the reason why all necessary measures
and actions in many cases are not enough to deal with the problem. There are lot of
difficulties in our way of understanding the complexity of cyber security field as well as
in state policy and technical abilities that are essential for the solution of the above

mentioned issues.

The present book is the collection of works that depicts the maximum security
and protection of cyberspace. In particular, the collection will introduce the readers with
the existing threats in cyberspace and various types of sources; also the events/activities
on international and regional level aimed at the protection of cyberspace. Collection also
includes: brief descriptions of cyber security policies, strategies, general principles and
recommendations of EU member states; brief descriptions of some organizational -
structural units, which are responsible for the implementing all necessary measures for
the protection of cyberspace; cyber security strategy, policy and subjects of Georgia based
on the above mentioned background; cyber security challenges within the country,

which are envisaged in the National Security Concept of Georgia.

Collection includes the brief description of cyber capabilities, cyber security
policies, strategies, general principals and recommendations of the leading countries. In
particular, mentioned work describes cyber capabilities of the United States, Great
Britain, the Netherlands, Russia and Iran, also their organizational and structural
arrangements for the protection of cyber space, which can be considered as the best

example for Georgia in order to achieve the same success.
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The term "cyber space" has various definitions and each of them have specific
description. However, all the definitions state that "cyberspace" is technological —
infrastructural interconnection, which includes the Internet global network,

telecommunication networks and processors.

During the last two decades we have become an involuntary witnesses of so-
called "Information explosion", what means, that virtually no one can bypass the access
and use of information networks on private or professional level. In addition, the
growing interest on global networks is accompanied by adequate safety measures. This is
due to the fact that the Internet was originally developed for the exchange of scientific
data, but this picture has radically changed, and nowadays Internet global network is one

of the main assets to support world economy.

It should be emphasized, that the use of the internet for constructive or
destructive purposes and the fast-growing process of its functioning outstrips the
infrastructure reforming process and security provision effort. One the other hand cyber
security or security of the Internet global network includes its part in solving the
problem on a global scale, though the greater part of the activities is carried out by
individual countries on their national policy level, which is not enough, and requires

international and regional approach.

The book also deals with social networks and national security and the difficulties
in this direction. At the end reader can be familiarized with the recommended literature,

which is recognized in the field of cyber security and prepared by professional experts.

Finally it may be noted that this book is completed on the academic level, on Georgian
and represents the first complete edition on cyber space, related difficulties and

challenges.
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The works in the collection are designed for both professionals and the legal
authorities, as well as for those interested parties who wish to acquire some knowledge in
this direction. Also, the issues, findings and recommendations can be used by both
legislative and executive authorities, as well as by the representatives of private and civil

society.

Authors
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096905 Lobgwdfoxzm LEH®WMJGHMOMHgdo yz9gws ©mbgdyg. s8o@md, 3009MHMLIROHDBMYdOL
M0l 9BooB03mlgdo MRYdOsE 03 sBOHBY, ®MI 30096 - ®3dds, BobodsrmEo
565bOIXGOOMS S dogrolbdg30m, GHMo©0E0MEo mAol bgoglo dgodwgds dsdmofjzoml
3505 533056 BoD03MOO 2ob5YMMGDs.
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- Obgoo;

- 06560;

- Bobgomo;

- BMommgm 306099;

- obMsgo.

3es0d90 1356509, sbM0s gmpokody 14/237



9L 3Gl 43996900, MMAOOE 05305600 Lodd0sbmdsdo 0Ygbgdgb MRG™ saMglorE

9900090L > dmgdgId9b QMBS IMSE, MHMEs bbgs Matmm bs3wgds 360d369wm3zs60
9508539900 d99m0RsGRMGd0s6 Fbmm 30609 FoLIGHIdOL 300960393 93900m. J39dmm
9my35600s Im3wg 0bxMmMIS305 M0MMIMwo §399bol qLobgd, 396 dmc:

999009821¢70 IhsHg80

gm3g9eo 30d9Md9¢H a3 899I JHsGIBOL 3EOGH0INL 0bBOILAONIGIO>DY
390dgds 29bbogrmem 0dbsl MmamGE Mol odGHo’ 0dol Tgabgds, Gmd 30096 - mdo
3905935000 3MME9L0S, 999H YOO FFHOEHJOOL F93MMBST QDM doXIEO s 2015
Parobmgzol d9oaobs 14 30e0sMEO 5996030 EMESM03. 51939, o0DsMIs Lb3sILbZS
Lolfogarm  37OMLgdo s 13gE0seMo  BHMYbobagdol  Gom@gbmds. ol (gl
399600900 @@ gool 303gOHMLIROMbMYdIOL 3MEoE03s J0dsMmMEo 0ym JgdEg30m
LEAOGI0DY, HoMIMGdS 3009609 93900L FqLodEgdEMBIOOL 25630005693 s IbZgfs.
93994965L 565359396  06bol  SEHMINMG  gagdBHOMMUBoAMLs ©@s ol Jugwgdby
39b6bMM 309 gdM 308960393H939030, 039935 GV BodEHO WIFBHI0EJOVICNO 56 SGOU.

Olbgoo

Gmgomo  060EoMgdsl  M39madL  BMY0gOHo  Yyz9wsdg dmfobsgzg 30896M9GHI35U,
MoLm30Ls3 0949bgdl MHMyMGE Lobgwdfoxzm MHglOLYOL, ol 3089MBITs39ms LoYsOMU.
MLgmol Boddosbo Jugwro sGHOL BsOMM S dzgeo, MMIJEoE MMPb0BIdIMWo oym xge
30093 LsdFmms 35380600l 39M0m©do s ob dgoagds ympowo bw3 - ob 30dgH -
330mb900Lsb. Bsom  Foge  @odmoygbgds  dowowo  @mbol  olgmo  0bliG®IgbEgdo,
OMIgmOE 9b65¢Ma0 96O gosBbosm ML ALMBEoMTo. AOMES SFolL, 30d9gMHTgEHg30L
3639080 obobo 0Bgbb WO FMMT0bgdSLS s 9™ 9P ,I:0bgdMWbO“. Bmyogmm

d90mbg935d0, 30896MTg3HJ30L  2obLIbMME0gWgdEs©  gdbogdosh domgwo oo, o
5053006MOMO© 335bSE 96O GH™39096, O™ gl 93935 dmbs. I3 Mbs omgzsl, H™A
dowHIO  BIOMME  259M0Ygbgds  3MmO3MOOGHOMo  30Mbo0, MMl  EOMUSE3

2 By head of Cyber Command and Army General Keith Alexander
3 9L 5M0L MFBOE0sXHO IMbsE9Igd0, MIES SOLIOMBL S1Y3g ILVYMMEO BOMXIEHO, BTl MOMEIbMDS
35™dOWO 56 sM0OL
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L50GHJODY. oo 530ls, 066> ol slisfigoldo Hoeraobs LoBmysMgdsls msgolio
sboeo  JglodEgdermdgdo,  GMmIwgdog  dodsdmwwos  bbgs  d399b6gdol  FbMHosb
3009639393900 obsswdgy. 0605606 (odmbyemo DDoS 99393990l 3Go3cglimds
90050 )0s 39900900 BHo@JOol  Lodsb3m s Bogobsblm Lgddmdbgt, slgag
o590l S 5M53O LBYsMML 9BgMRE03I MdO0YJBHJODY.

bobgoo

909bgo35 0dols, MMA Bobgmo 0m3wWgds 30896039EH93900L 9OHMIOH TS5
D9orm, domo Igomgdo JoBbgmwos bs3argd HmmEs s bdot dgdmbggzsdo Bobgmols
dbOO0L Hodmlmo 300960393HJ3d 9ZOWOHE  9MbOEDbMdO s ILOYYB0s. 3o,
Bobgmol 306G LMdL FoMdmoygbl 3539Mms X 298gd0L OO MoMmEIbmds s om0
dbOO0IL  QobbMOE0gWwgdMEo  30896MT93HJ3900L  BsLOIMMDS.  QoMES  sToby, AbgogLids
A9JBH0350  Bobgol  LsdMoEgds  Fobd  IMg3m39d0bs  BIMaMmOE  Lobgwdfoxm  olg
3O3mM53H00o  bY0EIXMYdJO0, MMIJEMS 250MmYygbgdsz o0 FgAE0s0d 15305600
doBbydoLmz0b.

B&Oorm90 20069095

BOowmgm  3m695,  OMmIgroi 9O sOol  Fswowo  Bgdbmermyommo
d9L5dgdEMBYOOL J3999bs, 0B gobs 3089089393900 9OHPMIOHPO OEIMO. J399sbs
0oM0mo9bl o  Lo@MMbgl  ™Mogolo doOM3MWO s 0¥  SMLYbsEOL  QeTM.
BO@owmgm 3memgob 9. §. ,300960 HT0s“ T9gds isbmgdom 3, 000 35396M0Lysb,

4 oo JmOobLos obgmo Aubgowo 3563900, GMymOgdoi3ss Wells Fargo, Bank of America, PNC and Citigroup
Citibank
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dE0g60, 5Mm5990 M0YSE 53MbIEDBMdOE, BoE BOHPOL 29M3393WMdSL s FgLvdsdobo
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o659 ds 2ol ol 339 OIS 3009MMOZPHE30MO FsMM30L 39bEGHMOL
d94965. oo 530ls, 06560l doMMZMEo  IOMAMAOL  oboswdgy  LEdMIMEZ9ws©

930949659  d0x9gBHTo odMmYm  ©599Yb0dg B0E0IMHPO  STJMHOIMEO  OMESMO. MMI3S
939949656 06560L  IBGHOEIL  QoBbMmOEogwgdo 3009693939006  Bv0dg  Labols
LIOOMHBMWO IBOBYOS 56 FoI0s. 58 LGPIHMT0 OLMSYWO 530N 09BIFTOMITMBL

3996000909 §@9GH0Msb.

9300680 0m59539 J30946990 s MMYB6OBG0GdO

939946olL 30096 MLIROPBMGIOL  MDBOHMb3gyMmTBoLIM30L oo  3b0d3bgEMds
9603905  LHmOs©  2960LsD3OML  dm3gdo  B0dsmmIEgdom,  LodsMmzgumliogols

UAMIBHIFONWO 39OGHBoMOO s 3MmGHIb3oEs Imfobsowdwgyg J399bgdo. sbg3g ol
MmOobobo30gdo,  MOMAWwgdos  §oMdmopaabgb  Log®mbgl  J399bol  gPmgbmwo

MBoBOHMbMYOOLM30L, 96 30M0Jom, oMb 35658OMIMBOMS S 39OEBOMOHMdOM

d9L5dgd9E0s oL 04651 owfgrero J3ggbol MLogmmMbmgds.

Oolgoo

LogdoOM3geml 9MHM3bMEo MBsRMMbMgdoL 3mbizgxool® dobgwzom, J399bolomzols
©O0EO  Log®mbols 99d33gos Gvligoo s dolbo  Jdggdgdo, sbg3g ™3306MYOO
A900GHMMH0930@6  ImI0bstg  Loggdmbggdo, GMIgwos olgg OOl  BoJEHMOL

©139390600090s.

5 http://factcheck.ge/wp-content/uploads/2014/01/ebmeba-shalva-thadumadze-sazghvris-khazze-rati-Law-phaili-2-
erovnuli-usaphrthkhoebis-kontsephtsia-2011.pdf
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http://factcheck.ge/wp-content/uploads/2014/01/ebmeba-shalva-thadumadze-sazghvris-khazze-rati-Law-phaili-2-erovnuli-usaphrthkhoebis-kontsephtsia-2011.pdf

00539  3mb398E0sdo  sMexgo o6 (ghos  OMLbgmosb  dmdobsy
300960Lsx3MMbYgdHg. 2008 {erols s330LEGH™ML Mol ML MHLgmds Lobdgegmm, LoBO3sM
5 15359 053oLBIOL 35M5EgEMMSE, F00Esbs FoLoMgdMwo Fg@g3s LodsMmzgumls
30096 LogM39%9, MoL T9IROIE WIH0BPS 3M0GH03MWo 0bBOILEHOYIGHWOMOL OO
Bofoeod. s30L 90y, 2008 — 2014 (argddo Lodseromnzgwrmlb Lobgedfoxgm vy 39Gdm
LSOGHJOO  3MVYMMbYE by MMLgmol  FbMHOID  FgBg3ol  MmdogdBgdo.  Abasglo
3009639393900 bmOE09EIdMEs  MMamGE  Mdmswm©  Glgool, olbg dolb  doge
3130609390 3HgM0EGHMM09d0©I6, J0M0MI© LmbMnsb.

399600090990 9Bo@gool bobgzco@ LsdmMszmMdMm MmMABobsgool FireEye - 17 dog®
BoBo®gdmeo  33c0g30L  mobobds, 2008 - 2014 (orgddo  Gmlgomol  dbGOIL
LoLEBHYIOGHMOOIO  BMOEF0JOIIMEs  300gJOHTGH)352  Tobogob s  Logotgm  bogdgos
L5306oLEHMMYdOL Ly0EJdbY (0bowgm 3bGoC o 1).

6 gl @obdo®m@EHgos dogzs Imaz0069d0m, ®mdob 993y, MmEs LooMmzgurmlb  bgeolvygegdsd ©sofym
30090MLsROMLMYOOL LEMEHYFOLS S OBBMMT>30990 MsBOHDHMGIOL Lo30mbYdBY FYTomds

7 https://www.fireeye.com/

8 9Ju3gOEGHS sSBGOm, J0dIMIYEJ3900 bMMEF0JXEIIMES OGO 353900 IR MBS APT 28 - ol Jog,
IgloE 9MMBO30sOHO dMmbs39dgd0m, JNMMmObsEosL »fggl Mvlgmol BgEgMsMMHo MIodHmgdol
Lodbobmeo
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gb®ogero 1

Malware Targeting Russian Attributes
Evolves and Maintains Tools for | Georgia & the Caucasus Russian Language Indicators
Continued, Long-Term Use e Ministry of Internal Affairs e Consistent use of Russian
e Uses malware with flexible e Ministry of Defense language in malware over a
and lasting platforms e Journalist writing on period of six years
e Constantly evolves Caucasus issues e Lure to journalist writing on
malware samples for e Kavkaz Center Caucasus issues suggests
continued use APT28 understands both
e Malware is tailored to Eastern European Governments & Russian and English
specific victims’ Militaries
environments, and is e Polish Government Malware Compile Times Correspond
designed to hamper e Hungarian Government to Work Day in Moscow’s Time Zone
reverse engineering efforts e Ministry of Foreign Affairs in e Consistent among APT28
e Development in a formal Eastern Europe samples with compile times
code development e Baltic Host exercises from 2007 to 2014
environment e The compile times align with
Security-related Organizations the standard workday in the
Various Data Theft Techniques e NATO UTC + 4 time zone, which
e Backdoors using HTTP e OSCE includes major Russian cities
protocol e Defense attaches such as Moscow and St.
e Backdoors using victim e Defense events and Petersburg
mail server exhibitions
e Local copying to defeat
closed/air gapped
networks

pyse: Chart by FireEye

LoobEGHIMGLMS 51939, 2009 farolb 6 — 7 330LGHML  Glo  35390900L  FogH
396bmOEogwgdMmo  3009MHdgBHg3s  3M3MEOI  JoMm  LemiEosw®  Jugargdby,
GHdol dobgbo JoOmzgeo dmygolb ,mbmdo” - I dmeo@ozwedo dgbgmgdgdo
39bo. 7 95330LGHML  205dGH0MO®S 3009MTgFBH930 O 3boOo JobEs, MMA Tob OO
1393LOALEBMEOGOO SHMO(309gdHYD, MMAWIdOE dEMII3bI6 0bBMMT305L, BMTgeliss
0mygMo “bmbdo’ 93M(39gdPS S 95330LEML MIoL Herobmogl ©9393806MJdIMS. 9339
gzgws  bB3gEoowobBHo  SILEGHWOYOL, MHmI  FgAHg3zs  3902390©JdBY MmO
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396bMM 309 s 08B 39MPo® 0YymMm MMR60DYIMWO, OMI Fow3gro 353960930l
9gJ9909d5b 45dmM03EbO3L.

MMbo  353960900L, Jmoz5M0 LsBoBBY ol 3902390©Id0 s 30609d0s, MMIYdO3
0b39MbgEol LogmEgdo JosMmmen LobgEdFoRMIOMOMBILS s 0BEHYMILYIL 0Es39b.

bsdb&9om 25320005 @5 o1tglgoo

LodbMgo 39335B00L §39969gd0 (sBgMds0K 60, LMIbgmO) s MMGJgmo goMm3zbmwo
MBogOMbMgdol  3mb3gBEool  dobgz0m,  FM0sHMGO0sb  LodoOmzgml  3smEGHbom®
9399469050, OMIWGOMIBS3 MOPOIONMIS MBS HoM0TsOMML LogoFH™m - 93mbmdomeo
05659960 MdOL 0O gdom. 51939, 9O IR0JLOMGOMS Bsbligbgdo  J39969gdol
dbOOL 3009693HJ3900 ©O JoM  30096MLO3MEJI0  SMVLIBJE0MGdOMEo  Fgmfgzol

3vg@9do0.

0930 0v) 3930035¢0Ljobgdm 03 gogdmgdsl, M3 Lbmdbgomo s GO
905H6M0056 9MMs69g0L LEGHSBHIA0™ 350GHbOMMGOs, Lmdbgmdo sGLYdME Gl
LodBYOOM BSBHYOL, M mlgMOLS s M350 LmAbgmMOL 3Tz 0bEHIMILGIL Mga0mbTdo, d>dob
390dwgds  0md3sl, M3 Lemdbgmo  ImIogoendo,  LosdbGge 393350500 LoGwsE00L
9B3od300l d90mbg93580, 890dgds bl LogdsMMZ9W ML 53300300 3MmEHIbE0GOO
9mfobso089g, o3 SF0L  39GBWIWMOMSE, dB9G3g 9O  @odmMoiEbogl oo
3009ML03ME)HY 893 930U FobbMEM309egdsL 339 LeTbYMOL FHYHOEGHMMO0SD.

00560

06560, OMaMmO3 Bgdmm ogm bsblgbhgdo, Homdmsagbl gOHmgHo 805356 FMm535T9L
3009MOLOZOEILS @S FLMD 3938060 Bozombgddo. dolo Fmszs®o Lsdobby MOl
Q5LO3EgMO, 89900900 FEHSEJO0 s OLEOGO. MF3Es dMEWM EOML 45630MGMdME0
9m3w9bqdol gmbEBY, Fgodwgds 3035M9M™M, MMI 0MHBLY S LGN TGO
39930691 ©9d5dIMdS 3009MHLIRODHBMGdOL LggH™MToiE. 0MBL sliggg 4osbbos Msgzolo
9m3030 oLAHMOOMWOo 0bGHIMHgLgdo  35335L0530. LoJoOmM3zgembs s 0GBl dmGol 53
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9®93Bg 960L BbG®Ismo  MOMOIMHNMOGd0, MMIgEog LS39FOM - 93mbmTomOL o6

LEOWIBS.

203560 Ys30980

35600bdo, 2015 ferol 7 0563560l ImIbEIMTS 3H9Mog@ds s Fobmsb ©s33d06Mgdwends
35396099 ds 053sb3gdds BBy  3009ML03ME9IDY’, AMBEOMm BsBMYSIMIOIOHOMDdS
5549bs  3089MMLOBOMbMYdOL sBsEro 25dmf)393900L (0bsTy. 58 Im3wgbgdl 439M©O 56
39305 BodoMmM39wmbm30Ls3, 39Mdm@ 2015 fiewols 10 05635MLY, ,oberm sdmbogugmols
30096 oMdool” (the Middle Eastern Cyber Army - MECA) dog6 9obbmMEogmos
30096393935 BOBAMwo 30390356393 0L Carrefour - ob mBoEosMO 390 - 23960H©DY
http://carrefour.com.ge/ ©@s oL3oL J39d dgodegds s®ImBgbowoym d399bol domeosbo

36003030 0bRMLEGOWJGHMOS.  godmdobsg, MHmA  J3qysbsdo  gMbJzombomgdls
599MH03MWo s 93MM3MEo  3md3560900L, slg3g  LogM™STMMOLM  MEYREOBsE0gdOL
0900350960 Md0MO MmAoLYdo, HMIgd0E dmobds®mgb J3994sbsdo sOLYdME 0bEgMbgEHoL
Jugelb s LMD B0gMmgdME  3m330E IO LobEBHYIJOL, 56O sdmoMmoEbgds, MH™I
30035609080l Lomom mxzobdg s oo Bso@gdby AobbmOE0gwgdMEo 3009039393900
OMHYMBOMOQ S0LsbML  J39gboll 0bFHMbgd Loz Egdg, o3 J39ybolomgol sliggzg oo
MolL3oL 9993390 0gbgds.

LogMO©EYdIMS, MMI  dmem  §wgddo, goblogmmMgdom  LoMosdo  Lsmds®o
909909005 s  Sbwm  sdmbsgergmdo 9. §. ,0LEsdMEmo  Lobgwrdfogmb® (ISIS)
313569 BBg A9dMLzEol 890y, JOPO - MEBE FOOBIMEs 3009MTg3H)3900L Moisbgzo. -3
900500 gd0m,  2obLO3MMMGO0m  SJBHOMOMID 353900 OIRYMBYOJOO  ,obm
5©0dmbogEgmol 30096 s0dos” (the Middle Eastern Cyber Army - MECA), Fallaga Hackers
Team o Cyber Caliphate, 51939 ,Lo®00L gE9JEOMbMYWo 5HT0s“ (SEA), GMIgebyz o
dbsM5F9gML 93l ,0MBOL 30dgMH s®Tos” (ICA).

97 036360L 99000 353960 03T FoBbMM 309w ssbEMgdom 19, 000 ZMBAM 390 - 439MBY
10 http://www.zone-h.org/archive/notifier=Middle%20East%20Cyber%20Army/page=22
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LEBH5GJR00E 35MEBoMMO Jagybgdo s mMs6obsgogdo

30096OMLIROObMgdOL  LygOHmdo oo  360d3bgermds  5gal  BogmmMITMEOLM
MO00JONMOJIL, obLOZMNPMGdom  vEOEGOgwos 8F0EOM BMEOTsGHTo  LEBHMIGJRO0E
35MGB0MmMGOb O MMHR60Bo3090M9b 15653OMIMdS.

Lodo®mggeml  gemgbmmo  MLsgMmbmgdol  3mbzgzgool  dobgwogzom, oo
9600369mds  9boFgds 99900090 FBOGHIOMb,  M36M60bsLMb s MMEJgoMb
35OGB0MOMBIL. 51939, POOM 5EHEBEH03MO 5e0sblbo J399bol 2559360056905l o
936353806030 06@& 9305300l 3Om3gLL.

999029821¢70 JHhshgdo

3990009090 IBHoBHJd0  3039OMLIROMbMadoL  LBIOMMTo  MPIZM  WOEPIOOS.
909bg9350 530y, 439960l bgerolmaengds 3d035@ HBOHBIZ3L oML F9630s6MdDY,
9mBomdL s Bghgogl 9B 39gdbmemaogdl, offo®dmgdl  Lsdgibogmm - 33wg300m
L53MBomgdl. 2015 Ferol Lobgedfoxgm dorxgEdo 3009MMLITRODHBMYdOL oM gdom
39035¢0L{0bgdm0s 14 J00sMEO 539MH03ME0 OMEIGO. 939996580 53 0o MNMEGdOm
0050396 OMamO3 39Mdm, olg bsbgzMo LsdMIZOMdM MmMPb0DE0gd0, OMIgEmoysb
50bsb0dbsgos ISACAM o FireEye'?, ®mdgwoms 3m3393H9bGemds ©s bEobo®d@gdo
50056M93)0s gl  AbmBEromdo. 5939 S0LYB0T6s300, MMT Mo3wHE30L  Lyd@MMdo
bgegowos C4ISR®  Loliggds, Mmdwol gohmghmo 3md3mbabGo TgoiEegl  s®dosdo
3033099390 LobGgdgool MLOBOHPBMIOOL gargdgb@HgdL'.

2011 fiewols dsobdo’ JggMmgdrends IBHo¢gdds 3s0mod3gybs 0930L0 BEHMSEHIR0S
3009MOLOZOEOL OE39DY. LAMIBHIP0L LOxRMIZWs® I3l FMNIZOMBSL, LHGOMITMMHOLM
350Gb0MmMgdLs s 3ghdem  LYdBHMOL OOl MobsdIOMAMIOL  dmEgwo, Lss3

11 https://www.isaca.org/Pages/default.aspx
12 https://www.fireeye.com/

13 Command, Control, Communications, Computers, Intelligence, Surveillance, Reconnaissance (C4ISR) systems
enable military forces to gather, analyze and quickly disseminate intelligence information. These systems help
ensure effective protection of national borders, regional boundaries, temporary installations and assets.

4 9m 3990 LobEgdoom LaMagdwmdL suggg NATO - b 9300 43946900

15 http://www.whitehouse.gov/sites/default/files/rss viewer/international strategy for cyberspace.pdf

3es0d90 1356509, sbM0s gmpokody 22/237


https://www.isaca.org/Pages/default.aspx
https://www.fireeye.com/
http://www.whitehouse.gov/sites/default/files/rss_viewer/international_strategy_for_cyberspace.pdf
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- 93mbm3d03s - LogMmITMMOLM LEHSbEIMEJOOLS s 0bM35309d0l FMBO3s, VO
Q5 0dYMSMEMO dIBIMO;

- 960m3bmmo  Jugeol  ©oE3d - MLIROMbMYdOL  5FoEgds,  LEbMMdS
900M5MdY;

- LYFIOIMOEGIOH030 TG - 1565FIOMIWMBOLS s LHTIMMWYGOMH030 bMOTGdOL
AOBIODNMYD;

- L¥ABYEOM LGBIOM - MLOBOMLMGOIOL MSbsTgEOMZY A9dM()39390Dg FDsYMAb;

- bLYAMOgMMdM  06FIMBgBHOL  Jugwo - LBsBMIZzOMdM  LEOWIEHOMJOOL
99%393GIOMI0LS O M35 BMI(3390MBOL QOBIOMNMGDS;

- LYgODAMOHOLM 49630560905 - MLOBOMbMGOIOL MOR60DYdS, LsgBMSTMOHOLM
300399630900l 2563056905 s §3mbMB03MEMO 59353905;

- 0930LRWOS 06@&9mbgBHdo - dndosdgms  39Odm  3bmgMgdol
b9 dgmbHgdMIOLS O M930LYBGdOL FBSMSFIOS.

26hb69000

30096OHMLSROOLMGIOL LEAMIEIH0s 39949650 doom 2008 faeb'e, dsb 90y o
2007 gl Hmbgool Ib6H0sb 2sbbm®mEogws dsbo®mgdmwo 30090393935 J399bol 30096
Lo3m®E9HY. JuBMbgmo o 9603369 MdIL 5603FgOL Mogzolo 30dIOLOZOEOL OE3L o
53563090l 496500905l 0bg3mGmds30Mwo Lol gdgools MLsROMbMY0sDY.
L5693 I9bE30Mm  PMBboLdOgdGdO  5BHIMGOL  Lsdmgoemodm  bsLosdL s 9Bwmdbgds
LM GIM0Z M9 S3090U, BHogwgdsLs S M9bTIOMAMASL.

9399 ©™39996@d0  sfgMowos  Lobgerdfogmdo  3039OHMLsgMMbMgdOL
UgOHMIo SOBYOMWO Z30005MPDs S RoBLEBOZMIZL JMM3ZbM M0G0l dm(39dMEo
90856 gdom. J3994sbsdo 96 sMLYIMOL gMmosbo Lobgwdfoxzm MmMsbm, G™Igwos
35bbolidaqdgo 0469dm©s  3009MLOZMEOL WO330L YBOWB3gEYMRsDY. 98 3OM3gLdo

16 https://www.mkm.ee/sites/default/files/cyber security strategy 2014-2017 public version.pdf
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0639609198006 A58MBEObsMg dMbo39dms gowo3gdoL LoLEgdol sdY8s3905 S F>OIMZS.
9m39dmo  396¢®olL  99050a9gbermdsdo  g3mbdi30mbo®madl  guBMbgmol  Logsbagdm
B0E?953090DY  M1950M900L  M3gMsGoo xamxgo (CERT)?. »dnswmmo 300@G03wo
0683M5LGHOMIGHMOHOL o335 (CIIP) s 30096MLsgOMbMYdIL M HBOMBlgwymal Jobogeb
15909md O M63H(330L BBOBOLEBHMMYdOL L3gEosW OO BEHMYIGHWOMEO JOHNIMEGO.
6039 LsAobOLEHMM 35Lbolidygdgwos J3gybol os MLsBRMMbMGdSLS @S 3MO0BOLYdOL
050mM35Dg. LOGFMUAM @S LsdIHBOHM gargdBHO™Mbmwo 3530060l IMALsbmGgdol bgggMmls
30MMH0b06M9dL MFg3l 3938065039 MdOL gOHM3bMwo LsdFM. Lobgwdfoxzmlis s 396dm
19dBHMOL FmOHOL 350EGHBOMOMBOLMZ0L T904dbs 3BIMgdEHo ,,30d30993HJMOIO MLOBOMbMYdS
2009, H™39e03 80500905 068353049100 MLOBOHMbMYdOL godwr0gMgdolgb.

PBEGH™bgmds>  dmzarg  bsbdo  Fgdeom  BodLoBorEe 2969300569306
30096MHMLSROObMGdOL bEBgOHM, d90dobs OO ASTIMEFEOWGds S 93Mm3sgzdomol (936 -
93994693l BmMob aobs ghmgOmo odyzsb0 J399sbs ImEgdme smado. NATO - b dogk

17 https://www.mkm.ee/en
18 http://www.riso.ee/en/

19 Information and Communication Technology
20 https://www.ria.ee/en/
21 https://www.ria.ee/cert-estonia
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"bs 009356, M guGMbgmo ImEgdmEo IMHROL B0TsMMYIGdI0? GO OO
3MbEGHM0dMEMO0 Gmame i NATO - do, olg EU - do.

@O0 805569000

2009  (grl?  BoEgdmeo  30090LIRMmMbMgdoL  LEHMsGgos  bobl  Mligsdls
30096OLOROOLMGdOL  HBOHMb3gymgzol  Lsgombmsb  3md3wgdim@o  Boymadols
3(30009dMBSL,  MMIol  MYo0bs30sdo  Mbs  IMbsfiogmdbgb  Labgwdfozm
U009dBHgo0,  8M9P39wMdOL  Yzgws  IMRoL  HoMmIMBoaqbwgdo,  Lsdmdosdm
BoDBMYPOOMIIN030 MMHR560D(30900 @S LHYMMSTMGMOLM 35MEBOMEMYdO.

LEAHOGIPOOL B350 FODBIBos  2509435bml oo dMOEBgo  Fmfobagy
3mDo30gdby 0bxzm@mIsgomwo s Lodgwg3mdmbozsgom  G9dbmemaogdol  Lggmmdo
0bm35330900L,  0639LGHOE30gd0LS s botolbosbo  IMALLbMgdOl  dobgzom.  sbg39
900056500 0LOMIYJOML 3009MLOZOEOL Y39Ws I30MsGHILMBYO0MS s dor(jgzgdom. 2011
$9cb 990m©gdwo LEMIGHGY0S SbobgL oglodoeIMHo MHOLIGdOL 93060 9Dl FBST39000
(850 JmM0bL BHYOHMOHOLEHYO0L) s b3S Lobgwdfozmms AbGOWIL 3089603933900l 0G0,
653 00050M0mMos  30d9MLO3MOEJ00  PMOMMIMEo  dmgdosdol,  Lobmyomgdols @
9306m3030L MBsxMmMbmMadolizab.

LAHOBH9R05 00035¢0LHobJOL MO sHoseo MmERBOBsEooL Fgddbsli*t. 3039w Moydo
Qs 9ol dobolGMms  39d0bgBHoL  LEHMMIGHMOSo 9oz 3009HNLIROPLMYIOL
L58sMmM3gm (OCS)?, GMmIgeros MYOOHMb39wymal LEGMGHIR0IE bgeddmzsb9wmdsls s
(g9d5mdmEMOL mbgby 390056b3gdm e 9tgJd99ds0. 5OBYOMOL 51939
30096OMLOROOBMGdOL  Mm3gMsGHomwo  39bGMo  (CSOC), Gmdgwos  RwbJz0Mmbomgdl

22 Cooperative Cyber Defense Centre of Exelllence https://ccdcoe.org/tallinn-manual.html
22011 Hgeob 3mbs bLEMoGIR00L obsbergds https://www.cpni.gov.uk/advice/cyber/cir/

2 6039 mOH2560%53059 ©s0fym Bwbdzombomgds 2010 gl

% https://www.gov.uk/government/groups/office-of-cyber-security-and-information-assurance
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Lobgerdfionm 3538060900l dmsgzs00 muolol (GCHQ)* 35Bsby J. bger@gb3gddo. gl sGol
sbowo 39630, LsOE 3939MmYMHOWO0s Bb35sL13s Mfiygdgdol sMLYdMwo gmbjizogd0
3009Mb03MOEOL  dEAMIMGMOOL  FMboGHMMObaoLs ©s  ©MBoLd0gdGdOL  3MMEMEObsE0S
9JbGHOYFNOH  Hgog0Mg05Dg. 396G 01g3g A993gMJOL  SBsoBL 03 LogMmbygdby,
MOmdgwog  999gmgds oo dM0EHBJoL  3mB30GHIOI  Jugwgdlbs s dom
9mdbo9gdgdl,  259m0dmPs390L  TgLodsdol  ©93mI9bo3E0gdLS s LOObFMEDsE30oM
Lobgedd3sbgwmgdl.  9eM3bMwo  0bg®LEBHOWIGHMGMOL  ©sg3oL  396GH®oL  (CPNI)”
09050039600 d5805 33303 9M900L EobToMgdoL LolGsxzM LsdbobmGo (CERT Service)?.

©O0© dM03bgml 49958605 BsobEHYMguM LEHGWJEHMS IMROL 5350906 ™Mby By
396300006900l dglobgd. 39Mdm, 53 3MHMEgLL  3MGOMIdL  Lobgwdfomm 353806930
0093500  mgxzobo  (GCHQ), 66®dwol g9a0000 d900Bs  J399bol M35  mdsmeglio
LolHogwgdgo s  Tom  BsDBOBY  ooblbs  Lodgeboghm - 33wgzomo  39bEGHMYdO
30096MLIROPHBMGdOL Lbgzsslbgs 0o mMMEgdgd0ms O 3OMBOWOm.

50Lsb60dbs300 ol 2oMg8mgds, MM OO  ¥MOEBIJPO  30dIMOMBIROMHMYOOL
153000bgddo 56O MOl OO 3MbEH®OdMEHMOO NATO — bs s EU - 8o, 00md3s J39gobsd
399 8994365 30096 BsROMbMYdOL 45630156900l Ibzghowro LoliEgds.

L& 5Aersbhoz2100 baerdg629¢n980L cGasbobsgos (NATO)?

Logdo®mggerm dooliMonzol aobgl NATO - U LOMEraEgdosbo §9360. sdo@EHmd
5Q05BLMIb 9658IOMIMds Yyz9ws 80O gdom, 3500 TGOl 3009HMLSRONLMYdOL
15300bgdd0 5309090 306MDSS.

2002 §gool, 3oL 89009y o 1990 {iewgdol dmeoml  85¢n39690%g Losdbgcm™m

39653008 @OML 2obbmME09w©s Jugwmo 89393900, 5¢0sblds 8900093535 s Qov)dzs
30096 - 53308 L53MMIM0 3OMYMTs. 5e0sblol bgeddmzs69wMdsd Qo0m35¢oLfobs

26 http://www.gchq.gov.uk/Pages/homepage.aspx

27 http://www.cpni.gov.uk/Templates/CPNI/pages/Default.aspx
28 https://www.cpni.gov.uk/advice/cyber/cir/

2 http://www.nato.int/
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5 bbgs 353690c0mdgd0l 50dmBgbs s gobgo@®mamgds, sligzg Jugwrgdol 3MHO3EGHMYMmOBOWO
©5330U 983JOVO0 B56M30L JBOYOHIIwYMB.

39OS5 50LY, 5¢0sBLOL 9Ju3gMHEHYO0 OO MB3gEYmzgb 3m330vEIOH MK Jugergddo
LOROPBOL HocBmddbols Lofiobsswdgam 39dbozwme ©mbolidogdgdol, sb9g3g 90dw)dsz9d9b

MBogOMbMgdol  MBOHMB39egmzol  Ggg0dls s 3T30MGHYOIWO  EBsTsEgdgdOL
3°90d0gdol  390MOMEMROsL. 580l 39MOWIWMs©,  Gowobdo  Fdgoddbs  serosbliols
3330993 9OM0 053053308 BEgO™mdo dmfobogg odmEEoMmgdol  As33wol 395G
(CCDCOE)®, Bo®ym - 3 sb939 ©@o9g3mdbs 30096 - 003053306 ©mbolidogdgdols ds@mgols
139300 M0  MmMYBm (CDMA)*, Gmdgedsg 53mbjgombo®mgds sofiym 2008 §gwb. o3
3565136900l BMbd309080  Fgol  5ErosbLlOL  3MB30NGHYMME  Jugwwby  gBg3oL
990mbgg3580  ,300960 - 933308 M3gMOGHOMO S 9JBIIGHIO0  ©Mbolidogdgdol”
6560905 5 3MmMmOHObsE0s. 2009 Fgali BEGHMLBdMOAOL LsdoGHg*®  bosGm - b §930ds

9399469005 35PN Gds 500Gl OSBJIMME 30096 - 93530l M9bsTYEM™3Y

30 http://www.nato.int/docu/comm/2002/0211-prague/

31 Computer Incident Response Capability https://www.terena.org/activities/tf-csirt/meeting] 1/NCIRC-Anil.pdf

52 4. 9mbBLo, dgaa0s

3% Cooperative Cyber Defense Centre of Excellence https://ccdcoe.org/tallinn-manual.html

3 The Cyber Defense Management Authority (CDMA): The Authority was called upon to initiate and coordinate

response to cyber-attacks against allied member states, and NATO itself. CDMA was created and was operational in
mid-2008. It was a big step in NATO Cyber Defense because it helps member states improve their own cyber
security. Rapid-Reaction Teams (RRT’s) are also being created and will be available to member states in order to
help them counter cyber-attacks and will be available for immediate deployment http://csis.org/blog/nato-and-
cyber-defense-brief-overview-and-recent-events

5 http://www.nato.int/cps/en/natolive/news 52837.htm
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3™80&93900.
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1939 300BH03Mwo  0bBOLEHMYIEHMOMOL 330l IMYMOM0Z0  LEBHMOEIH0YOOL
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36 http://www.nato-pa.int/default.asp?SHORTCUT=1782
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226023290 3530060 (EUYP
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9399 83989905 936035330600l 3molool bbgs 30mgdGHgdo s LEGHMSGI0YdO:

37 http://europa.eu/index en.htm

38 http://europa.eu/legislation summaries/justice freedom security/fight against terrorism/133259 en.htm
% http://europa.eu/legislation summaries/justice freedom security/fight against terrorism/133260 en.htm
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40 The Availability and Robustness of Electronic Communications Infrastructures

file:///C:/Users/Admin/Downloads/StudyFinalReport.pdf
4 The Critical Infrastructure Warning Information Network https://ciwin.europa.eu/Pages/Home.aspx

42 The European Union Agency for Network and Information Security https://www.enisa.europa.eu/

4 The European Software Testing Awards http://www.softwaretestingawards.com/
4 http://ec.europa.eu/research/fp6/index en.cfm

4 http://ec.europa.eu/research/fp7/index en.cfm

4 http://www.statewatch.org/Targeted-issues/ESRP/security-research.html
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- 30030300 0653000353090 0b6BOILEHOIEHOOL 30MdEGIGdoL Lsdgbogem -
33093000 b530mMmMHEobsgom 3Omgddo (CI2RCO)Y;

- 06xMLEGHMWMIGHIO0LS S 30MgdEH0MJOOL SOJoEgdB IS,

0b6x3mM35309w0  MLOBOHMbMIdOL Ls30mbgddo 93M™ 3530060l  LHTSONYOMHOZ -
Be®35GHomo d5Ps:

- 0mbs39005 5330l oMgdB03zs (1995 Hgwo)*;

= 029dHOMbyo byedmfiol @odgdhogs (1999 fgwo)™;

- 9wgdBHOmbmwo 39300609008 LggOmdo 306830 63E0sMdOL 330l
©0M3dHogs (2002 fgewo)*;

- Bo®Bm oMgd@ogzs (2002 Hgwro)>;

- 0bgm®dszome LobEgdgdHg 93930l LodFml Bo®BMm  gowsfy3gdowmgds (2005

flowo);
- 9mbs399ms dgbobgols cotMgd@ogs (2006 Hgwro).

Absx260b980bs s 376AGIISCr 160 H95300980L RaGodo (FIRST)*

360 ©sxw9dbs 1990 Hgwb s HomBdmoagbl 0bxgmMIsiE0meEo MisxMmbmgdol
bgge™mdo 0630wI6EHJOBY 9JuEHMJIoMMO YoM gd0L  L3gEoswolBgdol dlmzwomdo
3OL9dME 9OHDOIEIO0 BogMHSAMOOLM RMOHNAL. gi MEOYIBOBS30s HotBMoYgbl Jugegddo
99L& 905 OHO G9o30MO0L LBgOHMTo FMBEOMI0 50SMJIN OEIOL s 59M0SHJIL
M3965G0MWo  M95300900L  X3MBIOL, OHMIgdog 8domdgb  Lbgoalbgs  MHygdmog
©MbgxdDbYg, OHMyme3 Lobgwdhoxzm olg 39Mdm Bgd@m®do, 50 MOl Bogsbdsbsmwrgderm
50990 09ddo. FmEOMIOL  Lgd0sbMds  JodsrMeEos  0bzoIbEJOOL  v™33900L

47 ftp://ftp.cordis.europa.eu/pub/fp7/ict/docs/security/ci2rco-executive-summary en.pdf
48 http://www.service-architecture.com/articles/cloud-computing/infrastructure as a service iaas.html

4 DIRECTIVE 95/46/EC OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL, of 24 October 1995
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:319951.0046:en: HTML
50 DIRECTIVE 1999/93/EC OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL, of 13 December 1999
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:319991.0093:en:HTML

Sthttp://europa.eu/legislation summaries/information society/legislative framework/124120 en.htm
52 http://europa.eu/legislation summaries/information society/legislative framework/124216a en.htm

53 http://europa.eu/legislation summaries/information society/internet/133193 en.htm
>* The Forum of Incident Response and Security Teams http://www. first.org/
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ftp://ftp.cordis.europa.eu/pub/fp7/ict/docs/security/ci2rco-executive-summary_en.pdf
http://www.service-architecture.com/articles/cloud-computing/infrastructure_as_a_service_iaas.html
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:31995L0046:en:HTML
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:31999L0093:en:HTML
http://europa.eu/legislation_summaries/information_society/legislative_framework/l24120_en.htm
http://europa.eu/legislation_summaries/information_society/legislative_framework/l24216a_en.htm
http://europa.eu/legislation_summaries/information_society/internet/l33193_en.htm
http://www.first.org/

39909MHgdsLd O 3MMOO0B0MHGIM  bsFIOMAMBSDY, 1939 LHGSR0 MHYogr0Mgdol
bLRgOH™Io  JGLOI GO MBJOOL  godE0gMdsBg. BMOdo dob H93edLs @S BMYSO
LOBMRASOMGOL FMOHOL 0bBMOT>300LS S J9FMEFPOWGOOL o33P0l BsdwoEgdSL 0dEg3s.

®9bmdg

00b53qds69g 33093530 obboWMo 0ym LodoMmm39wMmbm3zoL 3mEgbaocms® ©s
LEAOGIFOMSD 35OEB0MMO J39969d0LS S MMHPBO0DBE0JOOL BMYsEO Jodmboengs.

LogdoMmz9geml 9H™3bmeo MLsgMmbmgdol 3mbi39x3E00l dobggom, MHMLIMO s
dolo §99099900 0lgg FomdmMmoyagbl LogzMmMbal 39960l 9HM3bwIo MBsgMMbMgdoLMZOL,
9o M0l 3009MOLO03MEOL OEMdOL F0TsMMNIENGIOME. SB939 90dwgds dmdogserdo
Lsx3MPbOL 9933900 gobgl Lmdbgmo s 06Msbo, HMIWIdoE BMOsBEOYD0H HMLgIOL
LA 8m35300609905@ @5 gosBbosm Msgzolbo FMdogzo 0bEgeglgdo LodbGmgo
39335L0080. dqLsdsToLO, IME9dMwo d39Y6900 Tgodegds Fobbow 0dbsl MmymO3
339630960 dmfjobsswdgaggdo 30096 LogmEOL oEIEMdOL F0TsMMIEXGOOMSE>. SY3Y
LogzOPbgE d90dwgds Jgx3plEgL 3393580 dmyzsb0oro 353960 IR FMNBIOJOO
OQ560D530900 ,,9bErM 5EIMBsgErgmMol 30d96 s®F0s“ (the Middle Eastern Cyber Army -
MECA), Fallaga Hackers Team o Cyber Caliphate, ,,uLo®0ool gergd@®mbmeo s6dos” (SEA).

03039 3Mb6398E00©6 s  J399bol  LoasMgm  3moGH030sb  250mdobsty,
Bodomm3geml  BEHMSEJR0M  35OGB0MEMIds© 0003w gd0sh  FggMmgdmwo 8B goo,
3650065 5 09O, 51939 9303530000 S Tobo BMAogOHmo 9300 J39956s, ©s

BO©@OWMgm 5@WbG03M6Mm0 bgedg3Mgedols mGmysboBsEos, Mmool bOHYYRwgdosbo
09360030L,396 JooLMR30l J39ysbo.

¥ bmdbgomo  30dgOHMLIBOMBMYOIOL  MZsLsBOOLOm  [oMmBMoygbl  bogengds  LoobEHgmglbm  Jgggsbsl,
30600056  dobo  303gOLOZOEOL  EOEVIEMBS @S 80  F0TMMNMEIGOOD  oJBHOMMMDS OO MO
530300900 GHYLgmnHY

6 30090MLgOHMbMGdIOL  F0TSMMOHMEGOOm, MVOJJPNO0 ©s Y3M0bs Bogegdo® Fgodwgds dmzgosbMMmm
LEAOSBHIROO 35O GHBOMOMBOL BoMYgdTo
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300960MLIROOBMGdOL bBIOMTo BEMGIFOMEO MsbSTIOMIWMBS FglsdwgdgE0s
39b6bmM 309l 990090 FB9BHGOMb, JuEBHMbIOMB s OoE BMOE)HbyMb. 53
m3965L3690msb  Algogbo  Lobol  0obsddMrMImds  oBobdgfimbogros  Hoerodsmoml
L5393boghH™ - 33eg30m0 (396GHJOOLS @S LORIBTSBsPEGdWM 3OMYGM5TJOOL FsMRAW9dTO,
31939 50 90956079900, 3°00MEgdwo 09650 QOO 0603obgmols
300960Lsx3MMbMgdoL 4963005609008 GMAMGE gOMIMOMO LHM39mMILM  ASTM(3OW9dOL
93mbg 939960l Imgwro, MHMIgEoE 9Mmge o Ib39How s LOMWYMBOE TMEIEISE GOl
doRbgmero.

96003690™35600  guEBHMbgMb  obsFIOMAMBS, 306506  J399obsd  Bm3arg
@OMmdo d9dwm  4569300560900b65  3009OHMLOBOMLMGIOL LRIOHM™ s Asbs goHNIOMO
9mfobsgg 93MM353006MH0LS S 5¢0sbLOL 936 J3996gdL TMEOL, S F500 2oTMEFLOEOS
096905 860836903560 Lodo®rmzguml 053533530 30d9OHMLIRODBMYGdOL gob30msMgd0l
908560 gd0m. 3009MMLIROMBMYdOL bLRgMmdo guGMmbgmo ML GOHMIMNO JOMOMSO
3MbEH®0dMEHMM0 OHMYMO 3 5¢0sbldo, olg 93MMm 353006 0.

3996000909 3B9GH0LS o Lodo®M39wmlb dmEmol 2009 ol 9 0563560l bgero
dmgf9gds  JomG0sl  LAMOGIROMO  35OGHBoMOMBOL  Jglobgd™, Lowsg dgol  slig3g
056599OHMI MBS 0530053305 QS MLOBOMBMGIOL bLBIOMIIT0E. Jo®EH00L FoMygddo
dol  Loxgnmdzgwbg  899MmgdME  IBHOGHJID  BEAMGHIROMWOo  3sb5FIOMIWMdS
90Dsbdghmboos 296305609 Bo@mbmob  mogligdoo  3009HMLITROHPNBMYdOL
396300560900l aBom. 3gHdm, IMPTdo sOLYGdMEo LoliEgdgdols s GH9dbmemyogdols>
9mfm@9d5/s6gMma30L 0O Gd0om, 53009090 Lolifogerm  3MHMyMod900005% o

3Bl @o30900m.

57 http://www.civil.ge/geo/article.php?id=20340

8 Bodo@mggambs s 9990090 9Ge@Ggdl dmMol 9mddgogdl 39360 Lbgs Lsdsmmegd®ogo ©m3ndgbdo
05305330L LRIOHMI0 PobsFIOMICMBOL MoMdsBY

% dogomomobmgol, FireEye s C4ISR LobL@Egdgoo, Mmdmomsg sbggg NATO - b dg360 §i9360 J399obs
LoGRJOMOL

€ ISACA - b bgHGHoxgoEoMgdwEo 399MHLYdO
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33w935d0  dm39dMeos  bydo  §399sbs,  MMAWdMIb3  LBEAMSGHIR0M  ©™byby
056590MHMIMds  HYO0MO 9 Jd0L  dmIBSBo 0dbgds  3009MMO3O3E30L LBl

3963000560900LmM30L, MMI3s Y39 FgLOAEGINEPO O 9YBFOWJOJL0s MBITTOMAIMDS
936™3530600L5 5 5¢0sbLOL Bb3s 936 - J399bgdmbass.

L9 TMOHOLM EMbYHY 5658FOIMIWMBS 5Ol JMYMO JOMOMSO 30MHMDS >
LoHobsmO  3039OHMBIBOMLMIOOL IMYFOL A630MGOOLMZOL. SToBHMA 930EGIJE0S
350 EboMmOHo MON0YJOH0MOJOO 936™ 3538060 SN OPYGytelilo) dmddgo
MmO960B53090m6%!, 51939 Lb3zssbbgs 3Mmgd@gddo Bs®r0r ) mdss2.

61 Bogoomaq, ENISA; FIRST
62 @og5omsq, ESRP; CIWIN; CI2RCO o bbgs
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3508096 1356599

06560l 3089OHMLIBROMbMYGdOL dglsdergdemdYdO. MMY60BIF0YdO

9dglsgsemo

06560 963090l 9MmgMHo 0356 IMMHTdgL  30d9MLOZOEILS s FdLSD
53930060907 bo30mbgddo.  LogoMmzgemls ©@s 06MsbL Mol 98 gBs3bg 9GOl
Bm®3ogrmMo MO0 emmdgdo, MHMIgog BogsFmm - 93mbmdomGdL o6 LEOWEIdS S
93949565 56 990dgds dogoBRbomm 306H©s306 LogMmby.

06560l 3009MTGLAEGOMOJI0  9OBYIMYO  FEYMTIMJMI0  sOOL  GOHNIGOHO
de0gMo gl dbmgzeomdo. 06sbgwds 3539609dds dgdergl gobabme309wgd0bscm dmgwro
6030 30096 99393900 ©L3EgMOL  LdB3M @S LOGobBLM  ObLEHOEGHMEGHIODY, SLg39
obEvgols @s  LdmEOol  sMsdgmoL  9bgMgB 03  Lod@mOby. bgsgbo 89393900l
»39@9LMd59 F9dm 256339790 Dosbols Boygbgds s 8500 5BMBYDs Aobs Fgdergdgwro
35396035 bbgs X 3913900L AbOOSH.

06560l 30096 EmGHMO0bS, LAMEY0ds s FoBbydo

06560L 30096 396530900 bmME30gwgds 03 MFdgbom, MHMA ,,30096 LogzMEY SGOL
the Hidden Imam - ol (800@&gd0l comd@®mobols 396¢®ow®mo bogwgds) 53odGHow®mo s6gbs”.
06560l 308960 ©MJBH®0bs JoMHOMIEI®E  9YMHEBMBdS  SLOTYEBHMOMEO ML BogdEBH03oU,
MOM3gog 39boLsBOZMGdS OHMYMOE 3MbBWodBHo, Losg mMo ImHobsswdwgag TFbsGol
M9LOLYO0, BG9JBH03ZS O dMIMOL sOLO MZOLMIMOZ5® S SOLYIOMSE A56Lb393 0
900356900L56. 5853OMM, (O MOID g5dmoyggbmb dmfobsswdwgag FbsGolmgols

535b5B0sMYdGO LLEHO S 530S FMHY3EHEO S YHOGO.
gm0 Joamds mo33L  9MSLEBHBPIOGH Mo MmIoL HomBmgdol Gogd@olgols o
LA, 96 g98m0ggbmb oligmo LEBHMSGJP0s, BMIJWOE 2909139 90L 30d396LOMGISL

OMaMOE 9OLBYIM MHoMmEIbMdMOZ, 0l ba®OlbMOMOZ3 IROEOAL. 353900 XyRBJOOL
59BH0M0 259mygbgdoms o om0 oboeroligdom bgds s6sl305G0OLO LyTbgEGMM dosgrols
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3903390 dosblo, M3  0Mbol  LEHMOGIFoOL  SLoTgEMOMWMIOL  BSZ5M0
2963B5sBEO3MIO BoJEHMEM0S.

3905 5doby, 30096 M3gM(309030  GLOJMEMYPOMEO  SB39dBHOOL  godmyggbgds
Do63moygbl o939 SLOTgEMOMEo dGMdMEOol Bod@o3ol, Molsg byl Mfymdl oMsbol
boolywgds. dmwem  3900mEdo  LsaMdbmdms dmods@s gg0dol  Ibs®mdF Mo
3539609900 X3BJOOL  5dGHoWMMDST, o3 939300603 LogMMSTMMOLM  HTOMEIMdOL
d9LMLEG9O0L  FoBbom  Jggyboll bgwolvmmmgdol  gobEboqdsl, 0b@gMbgd LogzmEgHy
3MBEGHOMEoL G9LmLBGIOL MOMdIBY.

b 5oL 06560l 300960 MJGH®Obols s LEMIBHIP00L FMo35M0 SMLO. MJEHMObs

31939 990393L 89999 0O S1399GHYOL:

e 0Mm560L 0bBOLEHMIEHMOMOL 33 O MO39330000  FglodgdEMdgdOL
39630056905;
*  Fos Mm3mboEool 99Hmm35/Rsbdmds s m3gMo@0wo dglsdwgdemdgdols
396300569d5;
o ©3LO3WgOL 30396 5dBH039d0Ls @S TJLOIEGI MYl  Hobsomdgy
05305bdomo JgliodEgdemdgdOL 256300056090s;
o 3LOZIMOL 453w gbol 5IMBHIM..
06360l 30096 LEBMWYJEHM®S
06560l 30096 doegdols LEHMWYJEHMMS MO Ib3gHowo I MW SOBs]dgwo.
LEAHOMIGHMOSo T9dogoe 930MgdLs S MM GdL JmMOL 35300MOLs S 3Fb035305DY
3OLgdME0 3MbBHOHMWOl ©Mby @y MLsBOPbMGdIOL DBmIgdo 08 bs omseros, MHMA
353960m5 9653 glemdsd sOE 30 03oL, M obobo 3/Fomdgb 06Msbols bgwolmawrgdsby.
0656900 353960900l 999mdd9900mMds, BoFo s Mbs® - B393900 0dIbs© Tooos, MmA
9939639035 olobo Fgoatgl oo 30egRgdL F)9MI09d0 FBo3J00Ib, rligm0EIb s
o690 H.
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wBoglo  Lobgwdhoxzm  MOADM, OMIGOE  W3IZPPOME0s  3009MHLOZMEOL
L530bgdOM, SMOL SHEs Fgjdbogro ,,3009ML03MEOL Mdswerglbo LsdFm (High Council of
Cyberspace)®. LsdFmdo 99096 06560 »doerglio bgwolwawgdol Fo®dmdswyqbergdo:

3565396305

- 939960lL 309BogbE0;

- babodsmomem bgeolrzargdols byenddmgsbgwro;

- babgwdfoxm d9wos LEdMsEgdgdol bgerddmgsbgwro;

- 51396030 dobobBHMo;

- d93b096mg00L doboliB®o;

- 3MGHMOoL dobobdMo;

- 0bgm®35:30000 O 33M603530900L ¢gdbmema09dol dobolG®Mo;

- Hamid Shahriari - 06560l  30m330MEHIOMO 330939006  396GHGOL
3M9BoabBo  (L3gEosMo  LEAGHWLO,  99300YOIMYdS MM
50500M5L 0BLAHOEGHWMAL).

50500Ms 5¢00 3dgobol 30MOEO dMAsbgd0m, LdFM Fg0ddbs 2012 gl s dobo
d0Bsbos  J399sbsdo  3009MLOZOEOL 29630500 s 98 F0TIMMYYGOO”  5BH0OO
300@030L Ho6mdmgds. yzgws 0605690 meysbobsEos, HMIYdoE sbmME30gwgdgb 30096
39653090, 9939900905693056 BodFmb s 3mFomdgb Aol sty gddo.

0bgm®mIs>30mwo s 3036035309006  39dbmEma0gdols  LsdobobBHMmdo dgoob
0bgxm®Isz0mo MLogmmbmgdol 396@®o (Center for Information Security - MAHER),
MM3gbsg sB939 9dsbosb 06sbol CERT - b (sbstoo 1).

Ls0bEGHIMYLM s 860T369wM35605 0GMBbOL FgosMMIOIEO doggdol A9bgco GO
33500, LOS3 LAHM®IGHMOMOIE  J99MM056gdM0s ol MOHRBODsE0gd0, MMIWgdO3
35Lbolidagdgwbo 96056 3089MLO3OEOL OE39HY s SlY3g 9353 SbMMEF0YEGdb
30096 89593900 (sbsrmo 2).
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3905650900 dogngdol  49bgeo® JBHoddo dgol Bodmdswsdm 093330l
mO960bszools (the Passive Civil Defense Organization) o oligrsdo®o H9g3merwzools
9339egd0 (the Pasdaran) 30396 9Mmgwegd0. LsdmJoeodm 05303306 MmMAb0bsEos (the
Passive Civil Defense Organization) sl gol 09300533000 OHMEL 06H96oL Jugerol oE3sdo
5 0l ™30l IbM0og dgo3o3L the Cyber Defense Command - b s the Gerdab, ®mdgwog
35bbolidyadgero oym 2009 (gl 069680 3mmo@ozmemo s6HgMEmdol dbsMsdFgOH S
2409m3egbslis o sd0bgdsBY.

obEsdMmo  Mg3meE3o0l 93339900 (the Pasdaran) 5ol 06sbdo sMLYdO
69570908 OMOMIPO  ILIYMEIBO oS S OB IMIMBOEFOSW MO  9J390YOIMIGOS
50500Msl 0bLEGOGHMEL. The Pasdaran - ol 30d9M3gbodegdermds s®ol Ls3domo derogho,

396Jdmq ob 9903936 9999 30896 9O gdL:

06560l 30096 o®3os (Iran’s Cyber Army - ICA), ®mdgwog bmdowos

MMamO3 3539005 X{IB0;

- The Karbala Mazandaran Cyber Culture Forces, ®mdgeog s1939 Fo®dmaoyqbls
35396005 X3IBL;

- LoMogE LLIbYEOMYPIMB M39MH0MYdOL XawyRo Iranian - Syrian joint Signals
Intelligence (SIGINT);

- The Basij Paramilitary Force:

e Cyber Police (FETA/FATA);

e Basij Cyber Council;

e Dr. Hassan Abbasi — Director of Basij Cyber Council.

39Ms  53ols, 0MBFo slg3g FMBJ30mboGmIOL 9. . ©WITIMM30YdJ  3539MM

X3IBJO0, MHMIgdo3  d193g oLESIMEMO  M9g3mE3ool  8339egdol  (the Pasdaran)
3653060530600 bgeddm3zs69wmdol 4393 Logddosbmdgb, 390dm:

- Ashiyane;
- Shabgard;

- Parastoo;
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- Izz ad Din al — Qassam;

- Islamic Cyber Resistance Group - ICR.

06560 LodbgMm Bobm3zbo3zgdo s MBsmglio bgolawgdols Homdmadsygbwgdo
005 5(3b5Yd9gb, MMI y3z9ws gl MOPBOBsE0s 9B ML BsOIVIMO  30d9M
39%)93900L M39M53090d0.

The Karbala Mazandaran Cyberculture Forces

Qs 960l MBOE0SXNMH0  BAOWJBHMIOMEO  MmOYbm, M®Igog  93MbEHMMEYdL

3MWEGHMOW 5 ©J0P0e 1530mbgdL 3009OLOZM(39T0. 5F93OMNIS, MMA6ODIE0S
0535053 9093 998393000 5 35396019 15JA0bMBS.

0560l 30896 50805 (Iran's Cyber Army - ICA)

B 900l 353960m0 XyMR0, OMIGoiE 990900 0683MmEOTs30wo  E9gdbmemyogdol
95050 E™bol  139305OLEBHIOOLYD s  IMMBILOMbIEO  3539Mgd0LYSD, HMIgwms

3065005 73bMd0s. XAMBO MBOEOIWMMSE OB 9O SMHOL  MYROLEHMOMGPIMWO  ©d
33943050, Job bogd0sbMdBY 565306 96 0GBl 35LIbolAYYOEMBdSL. F0oIbgs35 ST0bY,
3OLgdMOL  IBH30EIOIO  BodBgdo, Mmd ICA Fgoddbs obwsdmmo  Mg3merw3ool
9339egdol  (the Pasdaran) dog® 2005 (gl ©@s 393906030s 39960l Tgootromgdwmem
3o 90m5b.

9B 0935bTJI0  JOMOMOIPIO  bMOEF0YXEI0S  0MBOL  LEBOIMIOL o6,
396JdM, OO d0O0EBYN0IHB, B0BY0L, 3530LEB0IB s LymOL HMIGBYNOB.

The Basij Paramilitary Force

69605305 ML 2oLsTBIVOMIPIMWO S 03YMmGBIds OLESTNOHO M3 300
9339egd0L (the Pasdaran) dgomow®mdol §39d. ol 0530bmsb 59Mm0s6g0L Cyber Police - b
(FETA/FATA) s Basij Cyber Council - b. FETA/FATA gb3s69ds sGLgdme ¢9s00L 30096

3960mbgd0l o339l O ILIZEXMMO  go3wgbol  49BE9360LYsD. ol Sb9Y3g LMLGHO s
9mfy3woo dboscmgqgdol godmbogergbs, 53900906 LsTMezMMdM LsOEHIOOL B3b0MmYdLS
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09bGHOB0E0MGOL, BOWEHMIZL g, BMLEL ,005L0LIMZg0” (oMo gdoLysb o
393ymd0b93900Lgb.

Basij - ob 30096 dgbodgdermdgdo dgo;353L:

LSGIWO GO0 BobTmdy;

- bemEosw®mo Jugargdols s Bempdss 0bGHgMbgd ol 396 mes;
- 30096 3m03E00l ghH0gIo;

- 3003535605 s IHBObRMOTs309;

- bemEosw®o d9oobs s bbgs Lso@gdol o EMmo3Eos.

The Basij Cyber Council - 0 m3g9®0o6Mqol Dr. Hassan Abbasi - b bgenddmgsbgermdom o
ob 9%93°> MbB03xMLOEGIBHYO0EIB HsWYIBM©s, BoFoghHo s 3OHMBIBOMbswo  35MYdOL
dmBo3sLs @O M930oBL.  06Msbol  bgErolBgds  OE YOOI M;IMBL
36MMRGBoME 35630056905 s 39OL3YIBH0 SbosBOHGOL MJabosh g3zgms LoFoMHm
306005l 329353030 s LagzEolimgob.

The Cyber Defense Command

3996000056987 wo0s 890565090 mo  doegdols  Lsdmgogodm 09305330
mO960bs305d0 (the Passive Civil Defense Organization). ol 3sbwgbolidaqdgeros 4399bols

Juogdol,  FoLmsb 8353806090 0bBOILEBHOWMIGHMGOLs s 3MB3099GHIOHMEO
LobBYIgool  MLOBOMbMYDsDY, U939 03938 dMbsE3gdms  BsBYIL  SMOLIbJ30MGOMEO

3900 930L356.
Ashiyane

mbws0b LogMEgdo 30639mo 39dmBbs 2003 Fgarl. xamxL 5d3L msgzolbo 3083560
Ashiyane Security Center, ®s30l0 390 - 33900 ashiyanehost.com @5 &®960by 3mM@swo.
dol LooBOIL  HoMTIMOEYIBL  OmameE 390dm, olg Labgerdfoxgm bgddm®o. xaMzol
w0YM0s Behrouz Kamalian.
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Elecomp Expo — B9 %395305 0003035 500560935 s doomm xowmgdo. Elecomp
Expo 3m330v@96M900bs @5 994G ™mbmemo LoliEgdgdol 4s8maqbs 0Msbdo.

Islamic Cyber Resistance Group (ICR)

9 X29B0 SHOE0s, 0 FBMEME oL [l 499MmBbS. X AR Mo30L LogddosbmdL
SbmOE09WgdL  5WH0MOEIB, BOMOL  5M9dYN0L s 0MBoEsb. dobo  ImEGH035:300

9531996905 0L 0 I MAOsL. LsToBObYL FoMTMOYIbL OLEZEgMOLY s OliGvYEEOL
30035609%0. Xa9B0 5JBHO0MMmI© 05653dMMIMIL Lol JEgdGHOMbM  SGTOSLMB,
3905653 9O 959GH0MM© 049690l BLOJMWMYOMEmO M3gM30900L GodE0gol.

Parastoo

X29580L Lobgeo L3sMLwwo 603bsgl ,35BoMs Bo@BL". XxamnlL oJ3L 353806MHgd0
obEsdMOO M93mE300L 9339 gdmsb (the Pasdaran) s Hezbollah - Lomsb. ol slggg
39966999005 06560l garo@o®ve 139305 MO IB0TBMEIGdOL doergdmsb Quds Force -
096 (9939909056905 50mMesls 0BLEBHOGMBL) 3938060 9dd0.

30096 99%93900L 9650 Bo 5B3969gdL, MM xaR0 ™Mo30L F9E9390L 293393L o
bmM(309¢9dL Iranian Cyber Army - 096 ghmsco.

X3I5B0L bLyo@o parastoo.ir, HmIgErog 9955950 30)H3MIYE0s, HROLEHMOMYOME0S
Zohre Sajadian - ol dog6, GMIgeros sB939 BEoMdL Boo@Gb hackers4hire.ir s MLOFOHPLMGdOL

m6O«AL rce.ir.

Shabgard

X3B0L Lobgawro L3sOLYIs© Bodbogl ,d53 9339el™. dobo Lso@o dgoddbs 2003
Pol, 0mdgs xamxzol bogdosbmds, God@ozs, 890M©Ydo s 3MMEIIOJd0, 0lYg3y
OMamO3 03sLLAOL LsdoBEYGdO bMOOEO 56 SOOL. SMLYIMBL Z569MEO, CMI X3RO
3PoMImgoL 353900 BHMYbobgagdl LooBol  Webamooz.ir 3mG@smolb  Bsdwomgdom.

AM9gbobygdo dmoo3l  penetration testing, application security, Android programming,
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networking, Debian Linux administration, PHP, Perl for penetration testers, and Python. bso@o

L635HMBL g3y F9MMNBIE 0MBOL goMgMo 3MgbGHogM boggmobdg@l Shahid

Beheshti University, oo obfjogergds 3:d30m@gevyaro 993609690930 s 0bgobgdos. 2011

Dol facebook - Bg 49Pbs 0bBMOTo305, M XgMB0 dMbsfowgmdsl doowgds Elekomp

Expo - do.

Iranian cyber organizational chart
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e Data & Communication Company
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[ Presidential Bureau
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-~ Cyber Defense Command

Passive Civil Defense Organization

[ Joint Staff of the Armed Forces

Gerdab

Iran's Cyber Army

Iranian-Syrian joint SIGINT

Revolutionary Guard (Pasdaran)

]
|
]

Karbala Mazandaran ] Cyber Police (FATA/FETA) ]
Ashiyane ]
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Dr. Hassan Abbasi - Director of Basij cyber |
[ Hacker Groups Simorgh ]
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The Supreme Cyberspace Council

v

The National Cyber Center

@sbsGmo 2

The Passive Defensive

1
Units of cyberspace E The Cvberspace LS
warfare and electronic E"" Defensg Compmand < Organization (under
Wafara \ , military control)
The Revolutionary | . 4 — =TT
Guards H . e Supreme Council 0
Independent hacker ) ' i_ The Committee to the Cultural Revolution,
Iran’s Gyber Army : Websites Supreme Leader
1
1
E FETA -
=91 the cyberspace [« The police
Basij Cyberspace , 4 L5 police
Council Basi % 1: e
e o ot
Information Security S
Direct command Ministry
----------- Instructions and supervision
........................... Indirect link
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Mm®560HB530900

0mM OHML 3089ML03MEJ0 B30 GdMwo Bmzwgbgdo Bsmow sB3969dL, H™I
b MBOM 54GH0M© bgds 353900 IRNFMIRBIOIJO0L 25dmg9gbgds GHIOMOOLEMEO
MmO960b530900L5 5 oMb SLMEOMGIMWo 3960dm 30MYdOL Foge, Fomdmgdls dsmo
365L5bgJ30MgdMmo  dgofigzs ©@o  3539MIo  Meg3EsLLAYGdO  Lobgwdfoxm mvy 39Mmdm
L9dBH™OOL 390 - 2390IODY, O3 30MPI30M LoROMbgL MJdbol OMIMOE (393 gME
m69560H53090L5 S FMIHAsMGOEGOL, o) 0SB BOYOMSTMOOLM, MgO0MbowWME mvm
960m36m@  MLIRODHBMGISL. 30Ol 300093 MIBROM  SOMIGOL ol A3MgIMYds, ™I

5658590003 J09909030 godmoygbgds webarglo 3m330)GHIMMWO S 3OMYMSTMWO
&996@ma09d0L doeffgzgdo.

bokoob 9¢299¢6mbxcm0 sGdos Syrian Electronic Army (SEA)

LoMool gargd@®mbmwo s®dos (SEA), GMIgulsg o939 “IPm©gdgb Lo®ool 30896
5630sL (the Syrian Cyber Army), 8904dbs 2011 gaml. gl 560l 5650 bsdgsGmdo 30M39¢0

300G OH0  Loxsdm sOdos (http:/sea.sy/index/en), 6Gmdols LsdobBbggdos  Jagybols

30303900 Mm3mDoEool Fomdmdoygbagdols s @iLv3WMO 390 - 339M©gd0. dolo
90Dsb0s sLOL Mg10dol FbsMELFIMS O LobgErolaEgdm 3MM35256OL A93MEI9dS
MmamO®3  439960L dogboom, obg 4394bol aoMgm, MHobmzoLsE SJBHOVIMSE  A9dm0Yygbgds
B E0sWHo  Jugangdo,  Lbgoslbgs  dErMmgdo, JMO3MOGHOMo s  Lobgwdfoxzm
549996@900. SEA 050690l  LoM0sdo, UBoosbsg doMomoo  fo®mdmgdls  mogols
159§0056MBIL. MB35, DMPOgMmO 30896 TgE935 MO0l Lobgmom, 2sbbmGmEogw s LoMool
LOBOZOMOL Q9090S3.

50L5603b5305, OMA SEA - U L85 9d0m, Mmbwsob Ggi0ddo bLemEosw Mo Jugugdol
399mygbgdom, FoMImgol  ,,dmbooligms”  ©odoMoggools o MO J9IVOMIOOMNO
Lodw)domgdo.

SEA 5306 0565ddOMAMBL 06560l Fgoo®o®gd e doergdmsb, obiemsdol

93300l 33390930 O 353901 INYMRBJOJOMB. 50l JOMGOMO TP
the Iran-Syria joint Signal Intelligence (SIGINT) 36myM58s, Loog 1939 BoGIOIMYWO
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Hezbollah. 56300l LoLEGHdoL LsMgbgMH3m  Bsowo  Fgo3o3lb  3meL  cker.ir, MmIwoOl
IxmdY0s 0M5bgeo 3539600 Mormoroth - o.

LoMool gwgdGHO™MbMmo s®3os (SEA) 53 9BGodbgz 9pMdgegdl ™30l 5gGowe
353960 Bogd0sbMdSLs.

The Cyber Caliphate

The Cyber Caliphate ©)353d06090s 9. §. ,0LEsdMOH LobgewrdfoRmb“(ISIS). ;mwdgs dob
dglobgd 093600 53 (36Mmdowo 960 5GMOL. FogMed BMPOIOMOL 35MOMEOm, dM(399Io
3539609900 OXAMIBIO0L  JOMNIOMNO  WOEIHO  SOOL MO [o®ImMImMdol, oo
0603obgmol dmdoensdg Junaid Hussain, HmIgeros 9OmbIe ogm 99339 ©935¢30dMgdweo
39900056900 BsdgBmML ymuowo 360930960 - JobobGHMmol GHmbo dwgMol Gmail - ob
369030l ©535396M900L 25dM. oL slig3g WH35380MGOIO 0gm 3539000 XdBMb6 Team
Poison, ®Hmdgeroms 333039000, 3500 59300 565Lsb306090wo gomds Blackberry - Lo o
NATO - U Jugargdomsb, 5939 2990056900 56MH0sb “Anonymous” - 096, Bodsbzm
3bg9600d90b9g 90930l dobboom.

Lbbgs gommgdol dobggom, Junaid Hussain sbm®309wgdl 3ogOwwo  bggdml
9Jb39MGHJOOL  F9HBOMYOSL LoMoobs s 9. §. ,oLEsdMGOo Lobgwdfoxzmlomgol® (ISIS).
dm399Mo  d035M00)gdol  9bseroBo bomers 9639690, Gmd Cyber Caliphate s®ol
BPOsxo  IBomo 353900 mORsbobszos  @s  9439MHGHJOL  dosBbosm, ®md  dolo
d9L5dgOEMBGOO MobErmgls B350 JS30¢GO0M OO 069ds. dMEM ghHo ™M3930
Cyber Caliphate - 35 mGO) 96 ©05353965 Albuquerque Journal - ols, New Mexico’s Mountain
View Telegraph - ol @o 99M0osboll WBOC 16 TV - U 390 - 339600900, 51939 Twitter.
Cyber Caliphate - 35 595 ol 12 0563568 gmHTsbgmols Jogmengdom dsbsbmMogems
053m©9b0dg 30090393935 39900900 FBHoGJdol 39bGH®ImO LoMwmdol Twitter -
obs s YouTube - U 963560390%9.
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ober 5@00bs3¢m9000L 20890 sGdos (the Middle Eastern Cyber Army - MECA)

sbem  50dmbogugmol 30096 s®dos (the Middle Eastern Cyber Army - MECA)
09608596l LEOWM0s© MEbMd 35390 IR YMNBIIL, BMIGEOo3 SB3sMgHBDY godmBbos
3obero 2014 fierob 23 1gd@EHgddgml, OmEs 356 obsbm®mEogms 353960 Mo Megslbdgdo sdd
- b 300960L03ME)DY. 9O SOBYIMIL  SMS30M0 0bFMMT5305 030l Tgbobgd, ™v) 306
990dwgds 0gl MECA - U 99356. omdi3s 890dengds omdlsl, MHmad gl d90degds oymb
OMamO3 G©mIgeodg GHgOMOOLEAHMWO OxAMRI0s 9B Lobgwdfoxzm, oby 39Gdm 3o6o.
0019935 BMP0gMH»o 56500 3mLOL MbBMm®Isgoocm MECA dgodwgds 35HoMgdgl b
LoM0530, 96 853603H960580. MMHYBODBsEOOL Logdd0sbMmdOL F0BbYOOPIDE s BodE030056
399306567, ob Mbs 0gml s353806M9do LOMOOL JurgdBHOMbME sGT0sLME (SEA)
5 06560l 35390  X3MBIOMIB, Lsosbsg Mbs HoMdmgdgs MECA - U 30096
M3965GHMM9d0L BoMm™39, 935 g