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Resume

Contemporary activities are impossible without using information systems.
Information security of such systems is one of the crucial factors of organization
proceedings. Rapid development of information systems caused the fact that they
are widespread in our daily lives that made it more important to ensure reliability
and security. Main features of modern organization are analyzed and according to
these features problems and objectives of protection of information systems are
presented in this paper.

At this stage, information security as a profession in the progress of
establishment in Georgia. Specialist of the field face a number of problems in banks
or other organizations as they do not have corresponding leverage and experience.
To our point of view, nowadays this is the most demanded and actual issue,
especially for bank sector as they have a great number of information the
confidentiality of which shall not be violated.

Information is the details which are obtained as a result of researches,
observation or examination; it is news, facts, data; orders or data symbols (in
connection means or computers); knowledge (notification, experimental data,
images) which change the concept received from physical or mental experience.
Security is defined as freedom from threat, safety. If we combine these two concepts
we will get the definition of information security which is the measures taken for the
purpose of preventing non-sanction usage, abuse, and change of notifications, facts
or data.

Therefore, information security does not provide absolute protection. It is the
combination of preventive actions which enables to protect information and devices
from the threat which is expected from the usage of their weaknesses.

For the last decade the means of providing information security have been
significantly extended. A lot of different organizations are involved in solving the
objectives of providing protection. Increasing number of computers and computer
networks and wide use of technologies greatly expanded not only customers and the
means of their communication but also increased the opportunities of realizing
network business processes. In addition, the risk of losing data is increasing. Statistics
shows that financial damage caused by computer criminals are increased annually.

Accordingly, organizations, companies and ordinary customers have to
allocate time and means to provide protection of information and security of
network resources.

Information security includes multiple aspects of security; combination of all
the means and methods of reliable protection. Reliable physical protection is needed

27



to provide the security of material assets. Communication security (COMSEC)
ensures the security of transferring information. Emission security (EMSEC) is
needed if the opposite party has powerful equipment. Computer security (COMPSEC)
is necessary to manage access, and Network security — for protection of local network.
All the types of protection jointly provide information security (INFOSEC).

It may be said that XXI century in an information century. At the same time,
crimes related to information are increasing and the necessity of protecting
information has been created. Experience shows us that to fight against this
tendency it is necessary to organize the process of protection of information
resources where professional specialists, administration, staff and customers shall
participate that will raise the organizational side of the issue.

Considering the threats and challenges of the international system planning
and implementation of Georgia’s security policy discusses the following threats

and challenges in the field of cyber security:

Recently, both in our country and abroad important works are performed in
terms of increasing cyber security, however, a long distance has to be gone till the
problems are solved as systems are complex, attack methods and mechanisms are
improved.

The dissertation thesis consists of introduction, three chapters, summary,

list of literature used and annex.
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